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PREFACE

This Reliability Design Handbook is intended to serve as a tool for
designers of military equipment and, in particular, for designers of
equipment items that would typically make up avionics systems. The
handbook provides guidelines for use by design engineers to assure the
achievement of a reliable end product. From the standpoint of design,
it is consistent with, and extends, basic concepts and reliability
improvement techniques described in MIL-HDBK-217B. Specifically, the
handbook provides design information, factors, and parameters, and other
engineering data affecting reliability. In addition, the handbook
describes the approach to reliable design, includes theoretical and
cost considerations and describes methods covering such considerations
as part control, derating, environmental resistance, redundancy and
design evaluation.

The foresight of Air Force Systems Command and Rome Air Development
Center in recognizing the need for a comprehensive guidance document to
aid electronic design engineers in achieving design reliability goals
provided the impetus for preparation of this handbook.

The cooperation and technical direction of Thomas Dellacave, RADC
Project Engineer, in bringing this handbook to fruition is gratefully
acknowledged. IIT Research Institute is indebted to the many RADC and
contractor personnel who provided much of the reference material and
who contributed guidance and constructive criticism during the research
effort.

This handbook was prepared by IIT Research Institute (IITRI),
Chicago, I11inois, under contract to RADC. The work was directed by
R. T. Anderson, Manager of Reliability, with technical contributions by
many IITRI staff members.

IIT Research Institute
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SECTION 1
INTRODUCTION

1.1 Purpose and Scope of the Handbook

This handbook has been prepared to serve as a tool for designers
of military equipment and systems. The purpose of the handbook is to
provide information and direction to the designer which will help him
engineer reliability into an equipment during its basic design stage.
To this end, it provides design data and guidelines for those safety,
mission, maintenance and cost factors which together form the working
elements of reliability engineering, system engineering and cost
effectiveness.

This handbook is primarily intended for use in the design of new
equipment(s) or systems which are largely composed of electronic parts
and components. However, it can also be used for the design of systems
which encompass both nonelectronic and electronic parts, as well as for
the modification of existing systems.

This handbook embodies a preventive approach to reliability. From
the standpoint of design, it extends basic concepts and reliability
improvement parameters which are described in MIL-HDBK-217B, "Reliability
Prediction of Electronic Equipment". In addition to complementing this
document, the attendant handbook describes the overall approach to
reliable design, including theoretical, practical and cost considerations.
It describes methods for considering such areas as component selection,
derating, thermal and environmental design evaluation, redundancy, part
improvement and part screening techniques.

The following pages (Section 1.2 and its subsections) provide an
introductory overview of reliability engineering techniques, establish
the theme for the remainder of the handbook and, in general, identify
broad measures which can be taken to implement reliability during
design.
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1.2 Introduction to Reliability Engineering

An effective reliability engineering program begins with the recog-
nition that the achievement of a high level of actual use reliability is
a function of design as well as all life cycle activities. Design
establishes the inherent reliability potential of a system, and the
transition from the paper design to hardware results in an actual system
reliability below this inherent level. Accordingly, its assessment must
be approached first via its design characteristics (which establish an
upper limit of reliability), and then in conjunction with a series of
modifying factors that account for production, operation and maintenance
degradation.

Therefore, deliberate and positive measures must be taken during
design and development which enhance -inherent reliability by forcing the
design to be iterated, and minimize degradation by eliminating potential
failures and manufacturing flaws prior to production and operational use.
Such measures demand that all reliability activities be effectively
managed during the entirety of system development. Reliability efforts
start with design--selecting the best parts, applying part derating con-
cepts, incorporating screening techniques and/or designing redundancy
into the system. It includes both purchasing practices and specifica-
tions which insure the procurement of reliable components. It ranges
from adequate test methods and assembly processes to effective formal
systems for accurately reporting, analyzing and correcting failures
which occur during use. Many times, only a little additional effort is
needed to assure acceptable field reliability. In contrast, the con-
sequences of unreliability in the field are severe--high cost and
excessive maintenance downtime.

1.2.1 Reliability and Life Characteristics

Reliability has been described as "quality in the time dimension".
It is classically defined as the probability that an item will perform
satisfactorily for a specified period of time under a stated set of use
conditions. From a functional point of view, in order for an item to
be reliable, it must do more than meet an initial factory performance or
quality specification--it must also operate satisfactorily for an accept-
able period of time in the field application for which it is intended.

4
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The classical definition of reliability, stated above, stresses
four elements, namely: probability, performance requirements, time and
use conditions. Probability is that quantitative term which expresses
the Tikelihood of an event's occurrence (or nonoccurrence) as a value
between 0 and 1. Performance requirements are those criteria which
clearly describe or define what is considered to be satisfactory opera-
tion. Time is the measure of that period during which one can expect
satisfactory performance. Use conditions are the environmental condi-
tions under which one expects an item to function.

Determining reliability, therefore, involves the understanding of
several concepts which relate to these four definitional elements.
Among such concepts is that of a failure rate which can vary as a func-
tion of age. A failure rate is a measurement of the number of malfunc-
tions occurring per unit of time. In order to show the variation in
failure rate, separate consideration is given to three (3) discrete
periods when viewing the failure characteristics of a product or item
over its life span (and then considering a large sample of its popula-
tion). These periods are shown in Figure 1-1 and are described below.

I Infant O Useful IOI Wearout ar
Mortality Life End of Life
Period

Period Period

Failure Rate (\)—

!
|
|
!
|
!
[
|
!
A

i“""J‘\““"

T8 Increasing Age (Hours /Cycles)—
Figl-l LIFE CHARACTERISTIC CURVE (Ref.1)

I Infant Mortality Period

Initially, the item population exhibits a high failure rate. This
failure rate decreases rapidly during this first period (often called
the "infant mortality", “burn-in" or debugging period), and stabilizes
at an approximate value (at time Tp) when the weak units have died out.
It may be caused by a number of things: gross built-in flaws due to
faulty workmanship (manufacturing deviations from the design intent),
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transportation damage or installation errors. This initial failure rate
is unusually pronounced in new equipment. Many manufacturers provide a
"burn-in" period for their product, prior to delivery, which helps to
eliminate a high portion of the initial failures and assists in estab-
1ishing a high level of operational reliability. Examples of early
failures are:

Poor welds or seals

Poor solder joints

Poor connections

Dirt or contamination on surfaces or in materials

Chemical impurities in metal or insulation

Voids, cracks, thin spots in insulation or
protective coatings

® Incorrect positioning of parts

Many of these early failures can be prevented by improving the control
over the manufacturing process. Sometimes, improvements in design or
materials are required to increase the tolerance for these manufacturing
deviations, but fundamentally these failures reflect the "manufactur-
ability" of the component or product and the control of the manufacturing
process. Consequently, these early failures would show up during:

e In-process and final tests
® Process audits

o Life tests

e Environmental tests

II Useful Life Period

The item population, after having been burned-in, reaches its lowest
failure rate level, which is normally characterized by a relatively
constant failure rate, accompanied by negligible or very gradual changes
due to wear. This second period (between T, and T, as seen in Figure 1-1)
is called the useful life period, and is chgracterWZed mainly by the
occurrence of stress related failures. The exponential failure distribu-
tion is widely used as a mathematical model to approximate this time
period. This period varies among hardware types, is the interval usually
given most weight in design reliability action, and is the most signifi-
cant period for reliability prediction and assessment activities.

Figure 1-2 shows the interaction of stress and strength relative to
the time periods identified in Figure 1-1. Figure 1-2(A) illustrates the
distribution of a typical stress/strength density curve for an item
having Tow reliability and/or inadequate design margin. The shaded area
indicates that stress exceeds strength a certain percentage of the time,
with resultant failure. Note that for items having an inadequate design
margin, instantaneous stress frequently exceeds the average strength.
This is shown in Figure 1-2(C).
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In contrast, Figure 1-2(B) shows the separation of the stress/strength
distribution indicative of a high design safety factor (adequate design
margin) and high reliability. Occasionally, random increases in the
level of a stress or a combination of stresses causes a device to fail.
This is also shown in Figure 1-2(C). For electronic devices and compo-
nents, experience has shown that excessive temperature and voltage levels,
either steady state, transient or changing at rapid rates, are the two
most destructive stresses. Humidity, vibration, shock and altitude also
contribute to the failure of design strength devices.

IIT Wearout Period

The third and final life period occurs when the item population
reaches the point where the failure rate starts to increase noticeably
(Tw). This point is identified as the end of useful life or the start of
wearout. Beyond this point on the time axis, the failure rate increases
rapidly. When the hardware failure rate due to wearout becomes unaccept-
ably high, replacement or repair of the item should be made. Replacement
schedules (of critical short-life components) are based on the recogni-
tion of this failure rate.

Wearout failures, as shown in Figure 1-1 and 1-2, are due’primarily
to deterioration of the design strength of the device as a consequence
of operation and exposure to environmental fluctuations. Deterioration
results from-a number of familiar chemical and physical phenomena:

Corrosion or oxidation

Insulation breakdown or leakage

Ionic migration of metals in vacuum or on surfaces
Frictional wear or fatigue

Shrinkage and cracking in plastics.

Optimizing reliability involves the consideration of each and all
of these three 1ife periods. Early failures must be eliminated by
systematic procedures of controlled screening and burn-in tests. Stress
related failures must be minimized by providing adequate design margin.
Wearout must be eliminated by timely preventive replacement or short-life
component parts. Thus, all major factors which influence (and degrade)
a system's operational reliability must be addressed during design (using
appropriate techniques described later) to optimize and control system
reliability.

In order to introduce several additional concepts, consider for the
moment that portion of Figure 1-1 denoted as the useful life period.
During this time period, reliability is described by means of the single
parameter exponential distribution:
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where:

R(t) is the probability that‘the item will operate without
failure for the time period, t (usually expressed in
hours), under stated operating conditions;

e is the base of the natural logarithms, equal to 2.7182...;

A is the item failure rate (usually expressed in failures
per hour), and is a constant for any given set of stress,
temperature and quality level conditions. It is deter-
mined for parts and components from large scale data
collection and/or test programs.

When appropriate values of A and t are inserted into the above
expression, the probability of success (i.e., reliability) is obtained
for that time period.

The reciprocal of the failure rate is defined as the mean time
between failures (MTBF)

MTBF = 1/x

The MTBF is primarily a figure of merit by which one hardware item can
be compared to another. It is a measure of the failure rate (1) during
the useful life period. The document used to establish failure rates
(») for the constituent electronic parts (resistors, semiconductors,
etc.) used in systems and equipment is MIL-HDBK-217BZ. A more defini-
tive discussion of MIL-HDBK-217B is given in Section 2.1.3.

Reliability estimates prepared in accordance with MIL-HDBK-217B
techniques reflect the inherent (or potential) reliability of a system
as defined by its engineering documentation, its stress and safety
factors and gross environmental application, manufacturing and quality
factors. These estimates are indicative of the upper limit or reli-
ability potential as depicted by the useful 1ife period in Figure 1-1.
However, these estimates do not reflect the expected system performance
after initial manufacturing and many times do not reflect expected per-
formance when operated and maintained in its actual field environment.
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The sections which follow discuss how degradation in reliability can
occur during the periods which encompass production and operation of the
equipment or system, and how reliability can grow from a degraded level
back up to that which approaches the inherent or potential value of the
system.,

1.2.2 Reliability Degradation

The results of numerous data collection efforts have shown that the
reliability of fielded equipment and systems is degraded from three to
ten times the potential predicted during design3. The transition from a
paper design to production to field operations introduces degradation
factors which constrain the expected reliability. This section provides
a brief discussion of these factors which can be broadly divided into
manufacturing and production factors, system operation and maintenance
activities.

In order to assess the magnitude of the reliability degradation due
to manufacturing, the impact of manufacturing processes (i.e., the process
induced defects, the efficiency of conventional manufacturing and quality
control inspection, and the effectiveness of reliability screening tech-
niques) must be evaluated. In addition to the latent defects attributable
to purchased parts and materials, assembly errors can account for sub-
stantial degradation. Assembly errors can be brought about by operator
learning, motivational or fatigue factors. Manufacturing and quality
control inspections and tests are provided to minimize degradation from
these sources and to weed out the more obvious defects. No inspection
process can remove all defects which inhabit an item presented for inspec-
tion. A certain number of defective items will escape the process, be
accepted and be placed in field operation. More importantly, these gross
defects are overshadowed by unknown numbers of latent defects, the results
of weakened parts, which can fail under the proper conditions of stress--
usually during field operation. Factory screening tests are designed to
apply a stress of given magnitude over a specified duration to remove
these kinds of defects. As is the case with conventional inspection
processes, screening tests are not 100% effective.

10
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From the preceding discussion, it is evident that the assessment of
reliability degradation due to production involves estimating the number
of defects induced during fabrication and assembly processes minus the
number removed by conventional quality control tests and inspections.
Section 4.2.1 of this handbook provides further details concerning
reliability degradation resulting from production processes.

Degradation in reliability also occurs as a result of system opera-
tion. Wearout, with aging as the dominant failure mechanism, can shorten
or reduce the useful 1ife. Situations also occur in which a military
system may be called upon to operate beyond its design capabilities
because of an unusual mission requirement or to avoid a ground threat.
These situations could cause i11 effects to its constituent parts. Oper-
ational abuses due to rough handling, extended duty cycles or neglected
maintenance can contribute materially to reliability degradation, which
eventually results in failure. The degradation can be a result of the
interaction of man, machine and environment. The translation of the
factors which influence operational reliability degradation into correc-
tive procedures requires a complete analysis of functions performed by
man and machine, plus fatigue and/or stress conditions which could
degrade operator performance.

Degradation in inherent reliability can also occur as a result of

3 have shown that excessive handling

maintenance activities. Studies
brought about by frequent preventive maintenance or poorly executed
corrective maintenance (e.g., installation errors) have degraded system
reliability. Several trends in system design have reduced the need to
perform adjustments or make continual measurements to verify peak per-
formance. Extensive replacement of analog with digital circuitry,
inclusion of more built-in test equipment and use of fault tolerant
circuitry are indicative of these trends. These factors, along with
greater awareness of the cost of maintenance, have brought changes for
ease of maintenance whose by-product has been increased system reliabil-
ity. In spite of these trends, the maintenance technician remains a
primary cause of reliability degradation. The effects of poorly trained,
poorly supported or poorly motivated maintenance technicians on reli-

ability degradation require careful assessment and quantification.

11
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1.2.3 Reliability Growth

Reliability growth represents the resultant action taken to hasten
a hardware item toward its reliability potential either during develop-
ment or during subsequent manufacturing or operation. During early
development, the achieved reliability of a newly fabricated item, or an
off-the-board prototype, is much lower than its predicted reliability.
This is due to initial design and engineering deficiencies as well as
manufacturing flaws. The reliability growth process, when formalized and
applied as an engineering discipline, allows management to exercise
control, allocate resources and maintain visibility into activities
designed to achieve a mature system prior to full production or field
use.

The basic concepts associated with a reliability growth process and
its application to newly fabricated hardware involve consideration of
hardware test, failure, correction and retest activities. Specifically,
reliability growth is usually an iterative test-fail-correct process.
There are three essential elements involved in achieving reliability
growth, namely:

(1) Detection and analysis of hardware failures,
(2) Feedback and redesign of problem areas,
(3) Implementation of corrective action and retest.

The rate at which hardware reliability grows is dependent on how rapidly
these three elements can be accomplished and, more importantly, how

well the corrective action solves the problem identified. During early
development and test activities, the achieved reliability (or MTBF) is
well below that predicted on the basis of design analyses and analytical
predictions. As development and test efforts progress and problem areas
become resolved, measured reliability values approach the inherent
(design based) value. Figure 1-3 depicts this process.

12
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(i.e., Reliability Reliagbility Growth Reliability Growth
Potentiol) During Development [During Production

LReIiability of Initial
Production Hardware

Reliability of Initial
Prototype Hardware

Fig I-3 RELIABILITY GROWTH PROCESS DURING DESIGN
AND DEVELOPMENT

Figure 1-3 also shows that a decrease in reliability occurs at the
onset of production. This is primarily due to workmanship errors
resulting from unfamiliar operations, process discrepancies and quality
oversights which drive reliability below expected levels. As production
continues and skill increases, measured reliability again approaches
the inherent value. Later sections of this handbook will describe tech-
niques by which reliability growth can be modeled and applied to the
development of Air Force Systems.

1.3 Organization of the Handbook

The handbook is comprised of three (3) major sections containing
introductory material, background information and guidelines for reli-
able design. Definitions and an annotated bibliography are also
included. The following summarizes its contents:

Reliability Theory and Application (Section 2)

Provides the designer with an overview of the more significant
reliability concepts, formulae and evaluation techniques used
by reliability engineers in assuring that reliability is
designed into the system.

13
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Airborne Systems (Section 3)

Identifies the typical avionics systems and describes specific
equipment classes, their complexity and their approximate reli-
ability levels. The intent is to show, in general, the rela-
tionship between performance, complexity and reliability.

Reliability Design Data (Section 4)

Comprises the main body of this handbook and provides guidelines
for reliable design covering component selection, derating,
design simplification, environmental resistance, redundancy,

and tolerance evaluation. In addition, basic design approaches
to help minimize reliability degradation due to production and
maintenance are also covered. Design-to-cost guidelines are
provided in this section.
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SECTION 2
RELTABILITY THEORY AND APPLICATION

2.1 Basic Reliability Theory

The previous section of this handbook introduced fundamental reli-
ability engineering concepts. This section expands upon those concepts
to provide a more detailed understanding of how design activities can
influence hardware reliability. The subsections which follow treat basic
reliability theory, management for reliability and reliability evalua-
tion tools used during system development.

2.1.1 Exponential Failure Model

The 1ife characteristic curve shown in Section 1 (Figure 1-1) can
be further defined by three failure components which predominate during
the three periods of an item's life. Figure 2-1 illustrates these com-
ponents in terms of an equipment hazard rate, z(t). The hazard rate can
be simply stated as the conditional probability of failure and will be
defined later. The failure components shown in Figure 2-1 include:

(1) Early Failure--due to design and quality-related manufacturing
flaws and which have a decreasing hazard rate.

(2) Stress Related Failure--due to application stresses and which
have a constant hazard rate.

(3) Wearout Failures--due to aging and/or deterioration and which
have an increasing hazard rate.

Examination of Figure 2-1 indicates that:

(1) The infant mortality period is characterized by a high but
rapidly decreasing hazard rate that is comprised of:

(a) a high quality failure component
(b) a constant stress related failure component
(c) a low wearout failure component.

(2) The useful life period is characterized by a constant hazard
rate that is comprised of:

17
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(a) a low (and decreasing) quality failure component
(b) a constant stress related failure component
(c) a low (but increasing) wearout failure component.

Note: The combination of all three components results in a constant
hazard rate because the decreasing quality failures and increasing
wearout failures tend to offset each other, and because the stress
related failures exhibit a relatively large amplitude.

(3) The wearout period is characterized by an increasing
hazard rate that is comprised of:

(a) a negligible quality failure component

(b) a constant stress related failure component

(c) an initially low but rapidly increasing wearout
failure component.

The general approach to reliability for electronic systems is to
minimize early failures by emphasizing factory test and inspection and
preventing wearout failures by replacing short life parts. Consequently,
the useful life period characterized by stress related failures is the
most important period, and the one to which design action is primarily
addressed.

Figure 2-1 illustrates that during the useful life period the hazard
rate is constant. A constant hazard (or failure) rate is described by
the exponential failure distribution. Thus, the exponential failure
model reflects the fact that the item must represent a mature design
whose failure rate, in general, is primarily comprised of stress related
failures. This means that early failures have been minimized, and wear-
out is not noticeable or is beyond the period of concern. The magnitude
of this failure rate is directly related to the stress/strength ratio of
the item.

The exponential model can be derived from the basic notions of
probabi]ity]. When a fixed number, No’ of components are repeatedly
tested, there will be, after a time t, NS components which survive the
test and Nf components which fail. The reliability or probability of
survival is at any time t during the test:

19




Downloaded from http://www.everyspec.com

N N
R(E) = > = ()
) s f

Since NS = No-Nf; reliability can be written:

N_-N N

R(t) = % fe1-fa1-F@)
0 (o]
and
LIS Wk
dt - N_ dt i
0
where

f(t), = the failure density function, i.e., the probability
that a failure will occur in the next time increment dt.

The hazard rate z(t) is defined as the ratio of the fractional
failure rate to the fractional surviving quantity, that is, number of
the original population still operating at time t, or simply the condi-
tional probability of failure?.

£(t) | f(t
2(t) = RV ° ToF ()

f(t)

t
1- ff(t)dt
0

for the exponential distribution

f(t) = x et

z(t) = A

In general, it can be assumed that the hazard rate of electronic
elements and systems remains constant over practical intervals of time,
and that Z(t)i = A5
number of random failures per unit of operating time of the ith element,
i.e., the failure rate. Thus, when a constant failure rate can be
assumed:

Hence, Aj» @ constant, represents the expected

20
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-dR(t)i
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z(t); = %y = R(EY, ~ T R(L),

Solving this differential equation for R(t)i gives the exponential
distribution function commonly used in reliability prediction:

-Ait
R(t)i = e

Also, the mean time to failure can be determined by:

oo

MTBF = fR(t)dt,

(0}

so that, when a constant failure rate Ai can be assumed:

-t
MTBF1.=fe 1dt=%
J i

The above expressions for R(t)i and MTBFi are the basic mathematical
relationships used in reliability prediction. It must be emphasized,
however, that these expressions were derived based on the fundamental
assumption that the failure rate of the item under consideration is a
constant.

The emphasis on the exponential distribution in reliability work
makes it worthwhile to discuss the use of this function as a failure-
probability model. The mechanism underlying the exponential reliability
function is that the hazard rate (or the conditional probability of fail-
ure in an interval given survival at the beginning of the interval) is
independent of the accumulated 1ife.

The use of this type of "failure law" for complex systems is judged
applicable because of the many forces that can act upon the item and
produce failure. As stated previously, the stress/strength relationship
and varying environmental conditions result in effectively random
failures.

21
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Another factor for assuming the exponential distribution in long-
1life complex systems is the so-called "approach to a stable state,"
wherein the system hazard rate is effectively constant regardless of the
failure pattern of individual parts. This state results from the mixing
of part ages when failed elements in the system are replaced or repaired.
Over a period of time, the system hazard rate oscillates, but this cyclic
movement diminishes in time and approaches a stable state with a constant
hazard rate.

A third argument for assuming the exponential distribution is that
the exponential can be used as an approximation of some other function
over a particular interval of time for which the true hazard rate is
essentially constant.

Subsequent paragraphs in Section 2.1 which describe system and part
failure models used for predicting R are based on the assumption that the
constant hazard rate is applicable and that the item is operating within
the flat portion of its characteristic curve.

2.1.2 System Modeling Concepts

To evaluate the reliability of systems and equipment, a method is
needed to reflect the reliability connectivity of the many part types
having different stress-determined failure rates that would normally make
up a complex equipment. This is accomplished by establishing a relation-
ship between equipment reliability and individual part/item failure rates.

Prior to discussing these relationships, it would be useful to dis-
cuss system reliability objectives first. For military systems, reli-
ability must be evaluated from the following three separate, but related,
standpoints:

(1) Reliability as it impacts personnel safety.
(2) Reliability as it impacts mission success.

(3) Reliability as it impacts unscheduled maintenance or
logistic factors.

Each of these basic reliability considerations bears a relationship
to the failure modes and mechanisms which impact safety, mission success
and unscheduled maintenance. Figures 2-2a and 2-2b provide an example

22
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Failure Mode Impact

Part Failure Mode . Unscheduled

Safety Mission Maintenance
Ql Short X X X
R4 Short X X X
Cl Open X X
RI Open X X
R2 Short X X
R3 Open X X
CRI Short X X
Ql Open X X
Ci Short X
RI Short X
R2 Open X
R3 Short X
R4 Open X
CRI Open X

Failure Mode Matrix

.-

Failure Modes Whose Probability of
Occurrence Impacts Safety-R =|-(PI)XP2)

PI P2 P3 P4 P5 P6 P7 P8
Rl R3 Ql
N Open Open Open O
Failure Modes Whose Probability of
Occurrence Impacts Mission Success-Rp=1-(PIl)....... (P8)

P2 P3 P4 P5 P& P )

Failure Modes Whose Probability of Occurence Impacts
Unscheduled Maintenance - Ry= I-(P1)...... (P14)

Safety, Mission, & Unscheduled Maintenance Reliability

Fig 2-2B RELATIONSHIP BETWEEN MISSION ACCOMPLISHMENT,
PERFORMANCE, & CIRCUIT RELIABILITY (CONT.)
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of how these concepts apply even at the circuit level of complexity.
Figure 2-2a shows a typical driver circuit within the system architecture
of a typical airborne radar. Figure 2-2b indicates the reliability im-
plications of various failure modes in this circuit.

Figure 2-2b identifies those parts whose specific failure modes
would result in a safety hazard. Similarly, the functioning of those
parts whose failure modes would cause mission abort are indicated.
Finally, it is indicated that unscheduled maintenance depends on the
proper functioning of all elements. For critical military systems,
these considerations are defined in contractual documents and are usually
specified quantitatively in terms of probability of success (reliability)
or mean-time-between-failure (MTBF), as applicable.

Regardless of which of the particular safety, mission or unscheduled
maintenance considerations are being addressed, the rules for reliability
connectivity are applicable. These rules imply that failures are stress
related and the exponential failure distribution is applicable.

Each of the diagrams shown in Figure 2-2b represents a serial reli-
ability configuration. Failure of any one part in the series would
result in failure of the equipment. Further, it may be assumed that
failure of any part would occur independently of the operation of other
components.

In general, the serial equipment configuration may be represented
by the following block diagram:

Input

1
1
1

Rl(t) R2(t) Rn(t) Output

Reliability of the series configuration is the product of the reliabil-
ities of the individual blocks:

R (t) = Ry(t) - R2(t) .. Ri(t) oo R(t)

where

Rs(t) is the series reliability, and R{(t) is the reliability
of the "ith" block for the time "t".
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The concept of constant failure rate allows the computation of
system reliability as a function of the reliability of parts and com-
ponents to be accomplished in the following manner:

n
-2.t =2, t -A,t -2t
R(t):-[—l—e 1 1 5 0o o

i=1

"
(0]
(9]
(92}

This can be simplified:

“(A,t+at+... 40 t) S OV VR I DY | -
R(t) = e ] 2 n = @ 1 2 n

The general form of this expression can be written:

n
R(t) = exp |-t E: A
i=1

Another important relationship is obtained by considering the ith sub-
system failure rate (Aj) to be equal to the sum of the individual fail-
ure rates of n independent elements of the subsystems such that:

n
>‘J=Z}‘i
i=1
Revising the MTBF formulas to refer to the system rather than an indiv-

idual element gives the mean-time-between-failures of the system as:

MTBF = v %
A
i=1 !

1 1

Successive estimates of the jth subsystem failure rate can be made by

combining lower level failure rates using

n
AJ-=Z>\].J. (3 =1, ... m)

i=1
where
Ajj = the failure rate of the ith component in the jth Tevel
subsystem
Aj = failure rate of jth level subsystem.

26




Downloaded from http://www.everyspec.com

Equipment reliability is therefore a combination of the failure
rates of the parts from which the equipment is built. As previously
stated, these part failure rates can combine in series so that if any
part fails, the equipment fails. They can also combine in parallel so
that when a part fails there is another part to perform the same func-
tion.

The more complex configuration would consist of equipment items
or parts operating both in series and parallel combinations--together
with the various permutations. A parallel configuration accounts for
the fact that alternate part or item configurations can be designed to
insure equipment success. A two element parallel reliability configura-
tion is represented by the following block diagram:

Input — —— Output

In order to evaluate the reliability of parallel configurations,
consider, for the moment, that a reliability value (for any configura-
tion) is synonomous with probability (i.e., probability of successful
operation) and can take on values ranging between 0 and 1. If we
represent the reliability by the symbol R and its complement (i.e.,
unreliability) by the symbol Q, then from the fundamental notion of
probability,

R+Q

1
R=1-4Q
From the above, it can be seen that a probability can be associated
with successful operation (reliability) as well as with failure (unreli-
ability). For a single block (on the block diagram), the above relation-
ship is valid. However, for the two element parallel reliability

configuration shown, two paths for successful operation exist and the
above relationship becomes:
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(R +0Q)(Ry+0Q,) = 1

Assuming that R1 = R2 and Q1 = Q2 (i.e., the blocks are identical), this
can be rewritten as

(R+Q)% = 1

Upon expansion, this becomes

RC+2RQ+ Q% = 1

Recall that reliability represents the probability of successful
operation. This condition is represented by the first two terms of the
above expression. Thus, the reliability of the parallel configuration
can be represented by:

2
= R“+
Rp R™ + 2RQ

2

Note that either both branches are operating successfully (the R® term),

or one has failed while the other operates successfully (the 2RQ term).

Substituting the value of R = 1-Q into the above expression, we
obtain

R, = (1-0)°+2(1-0)Q
=1-ZQ+Q2+2Q-HF
2

Rp =1-Q

To obtain an expression in terms of reliability only, the substitution
Q = 1-R can be made which yields:

Rp = 1-(1-R)(1-R)

Returning to the more general case where R1 # RZ’ this may be
expressed:

Rp =1~ (l-Rl)(l-Rz)

By similar reasoning, it can be shown that, for n blocks connected in a
parallel reliability configuration, the reliability of the configuration
can be expressed by:
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Rp(t) =1- (1-R1)(1-R2) e (I-Rn)

The series and parallel reliability configurations (and combinations of
these), as described above, represent the basic concepts involved in
estimating the reliability of complex equipment. A further elaboration
of parallel reliability configurations (redundancy techniques) is given
in Section 4.1.4 of this handbook.

The serial and parallel reliability concepts presented in the pre-
ceding paragraphs establish the mathematical framework for the reliabil-
ity connectivity of various elements. Their application can be
illustrated to show both the benefits and penalties of redundancy when
considering safety, mission and unscheduled maintenance reliability.

For example, a simplified equipment composed of three functional elements
(as shown below) can be used to illustrate the technique.

Radar
Altimeter (1)

Computer
Processor (3)

Radar
Altimeter (2)

Elements 1 and 2 are identical and represent one form of functional
redundancy operating in series with Element 3. A practical example of
this configuration can be taken from the B-1 avionics suite. Referring
to Figure 2-3, it can be seen that redundant Inertial Navigation Systems
(INS) and/or Radar Altimeters are associated with Elements 1 and 2.
Element 3 represents the computer processor, which uses the output of
each element to arrive at a substantially more accurate position fix or
altitude profile control.

Reliability block diagrams can be defined corresponding to non-
redundant serial, safety, mission and unscheduled maintenance reliability.
As described initially in this section, the reliability block diagrams
depict only those functional elements which must operate properly to
meet that particular reliability requirement. Figure 2-4 depicts the
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| =— 1 T
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| I — —
| |
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|
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e e e s e - S U -

° Note Presence Of Redundant Internal Navigation and Radar Altimeter Systems

Fig 2-3 BLOCK DIAGRAM OF B-| INTEGRATED OFFENSIVE AVIONIC
SYSTEMS UNDER COMPUTER CONTROL
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Rserial = Ry~ Rpo Ry i) = (it
where R2 = 0.85
R = et
n R3 = 0.99
MTBF = & t =100 hours
RPara]]e] =1- (1-R)(1-R)
= 2R- R?
Reliability Reliability Block Calculated
Requirement Diagram Values
1. Serial L R =R,R, =0.84
(Nonredundant) g I 3 I~ MTBF l 375 hrs
Reliability
2. Safety _ 2
(or Mission) ] = Z[Rl- Rl]RB
Reliability = 0.97
s Equivalent MTBF
> = 3030 hrs
3. Unscheduled R = R1R2R3 = 0.72
Maintenance 1 2 I——1 3 -
Reliability MTBF = 298 hrs

Fig. 2-4 CALCULATIONS FOR SYSTEM RELIABILITY
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various block diagrams, reliability formulas and typical values corre-
sponding to these requirements. Figure 2-4 indicates that the use of
redundancy provides a significant increase in safety and mission reliabil-
ity numerics above that of a serial or nonredundant configuration; however,
it imposes a penalty by adding an additional serial element in the un-
scheduled maintenance chain.

2.1.3 Part Failure Modeling

As indicated previously, prediction is an integral task of reliabil-
ity development programs. The basic concept which underlies reliability
prediction and the calculation of reliability numerics is that system
failure is a reflection of part failure. Therefore, a method for esti-
mating part failure rates is needed. The most direct approach to esti-
mating part failure rates involves the use of large scale data collection
efforts to obtain the relationships (i.e., models) between engineering
and reliability variables. This approach utilizes controlled test data
to:

(a) derive relationships between design and generic reliability
factors, and

(b) develop factors for adjusting the reliability to estimate field
reliability when considering application conditions.

These data have been reduced through physics-of-failure techniques
and are included in MIL-HDBK-217B3 in a form suitable for estimating
stress-related failure rates. MIL-HDBK-217B provides guidance during
design and allows individual part failure rates to be combined within a
suitable system reliability model (see Section 2.1.2) to arrive at an
estimate of system reliability.

Part failure models (see Figure 2-5) vary with different part types:
however, their general form is:

)

Apart = (Ab)("E)(“A)("Q) s (Wn

where:

Apart is the total part failure rate.
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Stress Level 3

Stress Level 2

»*
Stress Level |

)*b ¥ Where Stress Levels |, 2,
etc., Represent Fixed
Values Of Applied Stress

(e.g. Voltage, Power, etc.)

Temp ——»

Failure Rate - 7T o . . . T
Adjustment Factor| E A 8 i
Values X y

Apart = Ap (TE)(TR) Q) ... (1)

Fig 2-5 PART FAILURE MODEL (Conceptual)

Ay is the base failure rate. The value is obtained from reduced
part test data for each generic part category, where the data is
generally presented in the form of failure rate versus normalized
stress and temperature factors. The part's primary load stress
factor and its factor of safety are reflected in this basic
failure rate value. As shown in Figure 2-5, the value of Ap is
generally determined by the anticipated stress level (e.g.,
power and voltage) at the expected operating temperature. These
values of applied stress (relative to the part's rated stress)
represent the variables over which design control can be exercised
and which influence the item's ultimate reliability.
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. is the environmental adjustment factor which accounts for the

: influences of environments other than temperature, and is related
to the military operating condition (vibration, humidity, etc.)
under which the item must perform. These environmental classes
have been defined in MIL-HDBK-217B. Table 2-1 defines each class
in terms of its nominal environmental conditions.3 Depending
upon the specific part type and style, the value of g may vary
from 0.2 up to 120. The missile launch environment is usually
the most severe and generally dictates the highest value of e
Values of T for microelectronic devices have been added to

Table 2-1 to characterize this range for a particular part type.

A is the application adjustment factor. This factor depends on the
application of the part, and takes into account secondary stress
and application factors that are considered to be "reliability-
significant".

i is the quality adjustment factor used to account for the degree
of manufacturing control with which the part was fabricated and
tested prior to its shipment to the user. Many parts are covered
by specifications which have several quality levels. Table 2-2
identifies parts with multilevel quality specifications.3
Table 2-3 shows actual values of i) for the various quality levels

for microelectronics and discrete transistors.3 '

n_ is the symbol for a number of additional adjustment factors which
account for cyclic effects, construction class and other factors
that modify failure rate.

The data used as the basis to develop MIL-HDBK-217B consisted of both
controlled test data and field data. The controller test data directly
related stress/strength variables on a wide variety of parts and was
suitable to establish the base failure rates (Ab).

Base failure rates, in general, have been established from tests
conducted under accelerated stress conditions which speed up the aging
process. Stress levels were defined, time to failure data was recorded
and all failure modes were identified. Part failure rates derived under

accelerated stress conditions were then converted to normal operating
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Table 2-1 ENVIRONMENTAL SYMBOL IDENTIFICATION AND DESCRIPTION

"E

e

Environment Symbol Nominal Environmental Conditions Value*

Ground, Benign GB Nearly zero environmental stress with optimum 0.2
engineering operation and maintenance.

Space, Flight SF Earth orbital. Approaches Ground, Benign condi- 0.2
tions without access for maintenance. Vehicle
neither under powered flight nor in atmospheric
re-entry.

Ground, Fixed GF Conditions less than ideal to include installa- 1.0
tion in permanent racks with adequate cooling air,
maintenance by military personnel and possible
installation in unheated buildings.

| Ground, Mobile Gy Conditions more severe than those for G.; mostly 4.0

(and Portable) for vibration and shock. Cooling air sﬁpp]y may
alsg be more limited, and maintenance less
uniform,

Naval, NS Surface ship conditions similar to G- but sub- 4.0

Sheltered ject to occasional high shock and viEration.

Naval, NU Nominal surface shipborne conditions but with 5.0

Unsheltered repetitive high levels of shock and vibration.

Airborne, AI Typical cockpit conditions without environ- 4.0

Inhabited mental extremes of pressure, temperature,
shock and vibration.

Airborne, AU Bomb-bay, tail, or wing installations where 6.0

Uninhabited extreme pressure, temperature and vibration
cycling may be aggravated by contamination
from 0il, hybraulic fluid, and engine exhaust.

Classes I and Ia equipment of MIL-E-5400

should not be used in this environment.
Missile, ML Severe conditions of noise, vibration, and 10.0
Launch other environments related to missile, launch

and space vehicle boost into orbit, vehicle
re-entry and landing by parachute. Conditions
may also apply to installation near main
rocket engines during launch operations.

*
Values for monolithic microelectronic devices.

35




Downloaded from http://www.everyspec.com

Table 2-2 PARTS WITH MULTI-LEVEL QUALITY SPECIFICATIONS

Part Quality Designators
Microelectronics A,B,B-1,B-2,C
Discrete Semiconductors JANTXV ,JANTX,JAN
Capacitors, Established Reliability (ER) L,M,P,R,S
Resistors, Established Reliability (ER) M,P,R,S

Table 2-3 " " QUALITY FACTORS
Microelectronic Quality Factors
Quality Level i
or Screen Class Description
A MIL-M-38510, Class A (JAN) 1
B MIL-M-35810, Class B (JAN) * 2
B-1 MIL-STD-883, Method 5004, Class B 5
B-2 Vendor Equivalent of MIL-STD-883, 10
Method 5004, Class B
C MIL-M-38510, Class C (JAN) 16
D Commercial (or non-MIL STD) part, with 150
no screening beyond the manufacturer's
regular quality assurance practices. The
indicated ny value represents an average
for all grages of commercial parts.
Transistor Quality Factors
JANTXV 0.2
JANTX Values of ™ shown are applicable to 0.4
JAN MIL-S-19500 "transistor covering linear, 2.0
logic switching and high frequency ’
LOWER applications. 10.0
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conditions through knowledge of the test acceleration factors. Acceler-
ation factors were determined through detailed analyses of accelerated
test failures involving physics-of-failure studies to determine mech-
anisms of failure.

The aging process has been characterized via rate process models,

attributed to Arrhenius and Eyring,4

that are a result of both empirical
data and theoretical considerations. These rate process models form the
basis of physics-of-failure and accelerated test techniques and provide

a relationship between stress (electrical and thermal), time and failure

rate. The Arrhenius model takes the following general form.

Ab = Kle
K = a constant
¢ = a constant depending on the activation energy of the

individual part type failure mechanism

T absolute temperature in OK.

The Eyring model includes an additional temperature factor (T):

Ab = K2Te
The individual constants are, of course, different in value from those
of the Arrhenius model.

Neither of these relationships have been proven to be exact models
of the time-stress combination with respect to failure rates. They are
merely approximations, useful in conjunction with a certain set of con-
ditions.

Although laboratory controlled test data provide value information
as to the upper limit or potential reliability of parts, application
factors and the use environment prevent realization of this potential.
Field data collection and analysis efforts have indicated part failure
rates well above those determined from laboratory testing. To account
for the adverse influence of the application environment and to align
the base failure rate (Ab) with field experience, a series of = factors,
as previously defined, have been developed to account for specific
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production, operation and maintenance and application environment stress
factors.

MIL-HDBK-217B completely describes failure rate models, failure rate
data and adjustment factors to be used in estimating the failure rate for
the individual generic part types. Table 2-4 presents a tabulation of
several models, their base failure rates (Ab), associated r factors and
failure rate values for several representative part types. The specific
procedures for deriving the failure rates differ according to part class
and type.

Table 2-4 REPRESENTATIVE PART FAILURE RATE CALCULATIONS

Values
Factors X
p
Model Ap e | g | "L|"T2 ('.1 C2 L L (x10'6
Monolithic Bipolar
Microelectronic
Device 6.0 5.0/1.0{1.9]|0.006]0.002 0.115
)\p= (TTL)(T[O)(CITI'T
+ CZHE)
Fixed Resistor
Ap= Ab(nE)(nR)(nQ) 0.0015] 8.0 5.0 1.6 0.096
Fixed Capacitor
Ap= Ab(nE)(wcv)(nQ) 0.003 |24.0] 1.0 2.010.144

2.2 Managing for Reliability

Studies have shown that for complex avionics systems, the attainment
of reliability goals during the development phase has not guaranteed
achievement of the same reliability level in the field. Typically,
reliability has been found to be degraded by a factor ranging from 3 to
10 during operation and maintenance phases following production. This
is due to many factors among which are:
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(a) Lack of an effective R&M program

Depth, time and sophistication of R&M efforts during equipment
development will significantly impact the reliability achieved in the
field.

(b) Imperfect maintenance

Generally, all maintenance actions are reported; hence, actions due
to false alarms, secondary failures, maintenance induced failures and
adjustments are reflected in the field reliability numeric.

(c) Inaccurate accounting of operating time

Field reliability reflects the ratio of total operating hours to
number of maintenance actions. Many times operating time estimateés are
based on "on-line" operating time only. If based on total operating
time (i.e., check out time and operating time), the field reliability
will much more closely approximate the reliability demonstrated during
development.

As indicated in Section 1.2, achievement of high field reliability
is the result of good management. A reliability program must be planned
and implemented during development. A control system must be established
that includes provisions for:

(a) Accurately predicting and analyzing reliability by developing
and applying a reliability model that accounts for design,
production and field application factors.

(b) Forcing out defects through a strong aggressive reliability
growth program.

(c) Simulating field conditions in R&M performance and demonstra-
tion tests.

In general, management and control of system reliability must be
based on a recognition of the system's life cycle beginning at concept,
extending through design and production and ending at removal of the
system from the inventory. The ultimate objective of the management
effort is to achieve acceptable field reliability. Thus, the achieve-
ment of an acceptable field reliability for any given system involves
numerous tasks which must occur prior to field use. Figure 2-6 depicts
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some of the activities which must be structured, scheduled and imple-
mented in order that field reliability objectives are met, and which are
keyed to hardware development milestones. They represent an approach to
a well rounded reliability engineering program. Shown are both govern-
ment and contractor efforts to:

(1) Initiate reliability activities in the conceptual phase and
early validation phases of development.

(2) Perform system analysis involving tradeoff decisions beginning
during the later conceptual phase and continuing through the
development phase.

(3) Structure RFP requirements which cover reliability, its growth
and demonstration test requirements.

(4) Evaluate and select contractor(s).
(5) Monitor contractor performance during development.

(6) Perform reliability allocations, predictions and failure
mode and effects analyses.

(7) Conduct growth and demonstration tests.

(8) Select and procure component parts.

(9) Assess degradation factors for production and field use.
(10) Collect field data to measure actual field reliability.

Of particular interest to the design engineer is the set of reli-
ability activities which must occur during system development. Standard
reliability program provisions are fully defined in AFSCP-800-XX,
"Reliability and Maintainability (R&M) Management Guide". The document
explains how to insure appropriate levels of reliability and maintain-
ability over the life cycle of systems and equipment through effective
management actions by staff, program office and contractor personnel.

Figure 2-7, taken from AFSCP-800-XX, lists the elements of a hard-
ware reliability program and shows the importance of each element during
the 1ife cycle phases of development. This list generally follows the
outline of MIL-STD-785A, "Reliability Program for Systems and Equipment
Development and Production".5 MIL-STD-785A is the basic standard for
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Life Cycle Phase
Full Scale
Element Conceptual| Validation|Development |Production)Deployment]
Requirements Definition XXXXXXXXXXKXXXXXXAAAARA. .........
Reliability Model XXXXXKXXXXXXXXXXXXKXXKX o o oo oo
Reliability Prediction XXXXXKXXXXXXXXXXEXXKXX « o0 oo s
Reliability Apportionment 00000p0000000000P00000. . ... .
Failure Modes Analysis 00000P000000000OXXXXXX . « - -«
Design for Reliability 00000PXXXXXXXXXXXXXXXXXXXXXX { e o oevuennn
Parts Selection 00000pXXXXXXXXXXAARAAA. .. ... R
Design Review 00000DXXXXXXXXXXEXXXXX ¢ o e oo e
- Design Specifications XXXXXXXKXXXXXXXXXXEX ¢ o 000 oo
Acceptance Specifications XXXKXXXXXXXAAAAA. .........
Reliability Evaluation Tests === FXXXXXXXXXXEXXXXX
Failure Analysis == —EXXXXXXXXXXXXXXXXXXXXXXGO000000000(0000000000
Data System ---»xxxxxxxxxx%xxxxxxxxxxxJoooooooooocoooooooooo
Quality Control 0000000000X XXX XXXXXXXXAXXXXXXXXXXG0000000000
Environmental Tests XXXXX{ e oonon AAAAARA. ........
Reliability Acceptance Tests S8 oK 030 0 6 AAAAA000000000

First contract

KEY

------ Desirable activity (for highest success
probability)

000000 Necessary activity (errors seldom disastrous)

xxxxxx Very important activity (errors often

disastrous)

AAAAAA Critical activity (errors usually
disastrous)

...... Low key activity (to update previous
results)

Figure 2-7 RELIABILITY PROGRAM ELEMENTS10
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planning reliability programs for Department of Defense development and
production contracts,

2.3 Reliability Evaluation Tools During Development

Reliability evaluation techniques can be classified into the cate-
gories shown in Figure 2-8.6 The figure indicates that various models
are used to apportion reliability requirements to various levels of
hardware within the total system, and to predict the design's inherent
reliability. The estimates become benchmarks for subsequent reliability
assessment efforts. Other reliability efforts are concerned with trading
and measuring the growth of reliability during the development effort,
and with assuring that reliability is not degraded during production or
during operation and maintenance activities. Although several methods
and techniques are employed during the development effort to evaluate
reliability, they all rely on prediction techniques to provide a quanti-
tative measure of reliability.

Reliability prediction, failure modes and effects analysis (FMEA)
and reliability growth techniques represent those prediction and design
evaluation methods that provide a quantitative measure of how reliably
the design will perform. Additionally, these techniques help determine
where the design can be improved. Since specified reliability goals
have become common contractual requirements which must be met along with
functional performance requirements, it is evident that these quantita-
tive evaluations need to be applied during the design stage to guarantee
that the equipment will function as specified for a given duration under
the operational and environmental conditions of intended use. These
reliability evaluation tasks are described in the subsections which
follow.

2.3.1 Prediction Techniques

Reliability prediction is the process of quantitatively assessing
the reliability of a system or equipment during its development--prior
to large scale fabrication and field operation. During design and
development, predictions serve as guantitative guides by which design
alternatives can be judged for reliability. Reliability predictions
also provide criteria for reliability growth and demonstration testing,
logistics cost studies and various other development efforts.
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Thus, reliability prediction is a key to system development and
allows reliability to become an integral part of the design process. To
be effective, the prediction technique must relate engineering variables
(the language of the designer) to reliability variables (the language of
the reliability engineer).

A prediction of reliability is obtained by determining the reliabil-
ity of the lowest system level item and proceeding through intermediate
levels until an estimate of system reliability is obtained. The predic-
tion methodology is dependent on the availability of: (1) accurate
evaluation models that reflect the reliability connectivity of the lower
level items and (2) substantial failure data that has been analyzed and
reduced to a form suitable for application to the low level items.

There are various formal prediction procedures, based on theoretical
and statistical concepts that differ in the level of data on which the
prediction is based. The specific steps for implementing these procedures
are described in detail in reliability handbooks. Among the procedures
available are parts count methods and stress analysis techniques. Fail-
ure rate data for both methods are available in MIL-HDBK-2178.3

The parts count method provides an estimate of reliability based on
a count by part type (resistor, capacitor, integrated circuit, transistor,
etc.). This method is applicable during proposal and early design studies
where the degree of design detail is limited. It involves counting the
number of parts of each type, multiplying this number by a generic fail-
ure rate for each part type and summing up the products to obtain the
failure rate of each functional circuit, subassembly, assembly and/or
block depicted in the system block diagram. The advantage of this method
is that it allows rapid estimates of reliability in order to quickly
determine the feasibility (from the reliability standpoint) of a given
design approach. The technique uses information derived from available
engineering information and does not require detailed part-by-part stress
and design data.

The stress analysis technique involves the same basic steps as the
part count technique. However, the stress analysis technique requires
the use of detailed part models (as shown in Section 2.1.3) plus calcula-
tion of circuit stress values for each part prior to determining its
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failure rate. Each part is evaluated in its electrical circuit and
mechanical assembly application based on an electrical and thermal
stress analysis. Once part failure rates are established, a combined
failure rate for each functional block in the reliability diagram can

be determined. To facilitate calculation of part failure rates, work-
sheets based on part failure rate models are normally prepared to aid

in the evaluation. Figure 2-9 depicts a worksheet patterned after in-
formation derived from MIL-HDBK-217B. These worksheets are prepared for
each functional circuit in the system. When completed, these sheets
provide a tabulation of circuit part data including: part description,
electrical stress factors, thermal stress factors, basic failure rates,
the various multiplying or additive environmental and quality adjust-
ment factors, and the final combined part failure rates. The variation
in part stress factors (both electrical and environmental) resulting
from changes in circuitry and packaging is the means by which reliability
is controlled during design. Considerations for and effects of reduced
stress levels (derating) which result in lower failure rates are treated
in Section 4.1.3.

Both the parts count and the stress analysis methods of predicting
reliability rely on part failure rate data obtained from MIL-HDBK-217B.
However, not all parts used in electronic system design are included in
MIL-HDBK-217B. For those parts not covered by 217B, where little sup-
porting data is available, care must be exercised in estimating their
failure rates. In general, estimating failure rates for parts having
limited failure data involves comparative evaluations or special tests
and studies.

Comparative evaluations involve the extrapolation of failure data
from well documented parts to parts having little or no failure data
provided similarity exists. Similarity refers to those performance,
type, class, construction, material or rating parameters by which the
comparison can be made. To remain valid, extrapolation must account for
the differences between the parts compared as well as their similarityes
and must be supported by detailed rationale.

Evaluations must include modes of failure, production history and
other factors bearing on reliable operations.
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Part test efforts usually require extended time periods and/or
large quantities of parts before statistically confident failure rates
can be established. Costs associated with large scale part testing may
be difficult to justify for low usage parts.

In another direction, efforts to relate reliability to system func-
tion and performance level, as exemplified by the "Reliability Prediction
Techniques for Conceptual Phases of Deve]opment"7, have produced inter-
esting results. Strong correlations have been found between radar per-
formance variables (such as peak power, pulse width, antenna gain, etc.)
and MTBF characteristics. These techniques, based on the analysis of
system failure data, provide a means for relating predictions to actual
system use history and through mathematical methods such as regression
analysis, to major performance parameters.

In addition, newer techm’ques8 are currently available which allow
estimates to be made of the time requirements needed to bring a newly
developed system to reliability maturity (RPM). At lower levels of
assembly, the concepts related to the forced defect approach to sub-
assembly testing are applicable. These techniques allow for quantitative
estimation of the reliability growth process which heretofore, for the
most part, was ignored in the design and production process. Reliability
growth techniques are discussed in Section 2.3.3.

The actual prediction techniques used for any given system vary
depending on the phase of system development. Consequently, each pre-
diction effort is evaluated in view of the development phase which it
represents. For example, a gross reliability prediction (based on rough
parts count or based on function/performance levels) may be completely
adequate during the preliminary design and definition phase. It would
serve as the basis to determine if the inherent reliability of the design
is feasible and is within the "design to" requirements established by
cost of ownership studies, and consequently can be used as the basis
(from a reliability standpoint) to proceed to the detailed design stage.
As further information becomes available, a gross prediction would not
be adequate. At this time, possibly, a part-by-part reliability pre-
diction, based on stress analysis techniques, would be required,
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Figure 2-10 is a partial list of a radar system hierarchy. The life
cycle phases of a radar development program are also listed. The figure
shows that, as the program progresses from conceptual to detailed design,
hardware is defined at a lower level of the assembly. Reliability pre-
diction, allocation and assessment is required to predict reliability and
should be continually updated to reflect the greater level of hardware
definition. Also listed in Figure 2-10 are reliability prediction tech-
niques appropriate to the level of design definition.

2.3.2 Failure Mode Analysis Techniques

Under the heading of failure mode analysis, two techniques are gen-
erally used, namely, (1) failure mode, effects and criticality analysis,
and (2) fault tree analysis. Failure mode, effects and criticality
analysis represents a "bottom-up" approach while fault tree analysis
represents a "top-down" approach. Both represent analytical approaches
for assessing the consequences of failure.

Failure mode and effects analysis is an iterative documented process
of a systematic nature performed to identify basic faults at the part
level and determine their effects at higher levels of assembly. The
failure mode and effects analysis can be performed utilizing either actual
failure modes from field data or hypothesized failure modes derived from
design analyses, reliability prediction activities and experiences rela-
tive to the manner in which parts fail. In their most complete form,
failure modes are identified at the part level, which is usually the
lowest level of direct concern to the equipment designer. In addition to
providing insight into failure cause and effect relationships, the failure
mode and effects analysis provides the disciplined method for proceeding
part-by-part through the system to assess failure consequences (see
Figure 2-2B). Failure modes are analytically induced into each component,
and failure effects are evaluated and noted, including severity and fre-
quency (or probability) of occurrence. As the first mode is listed, the
corresponding effect on performance at the next higher level of assembly
is determined. The resulting failure effect becomes, in essence, the
failure mode that impacts the next higher level. Iteration of this process
results in establishing the ultimate effect at the system level. Once
the analysis has been performed for all failure modes, it is usually the
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case that each effect or symptom at the system level is caused by several
different failure modes at the lowest level. This relationship to the
end. effect provides the basis for grouping the lower level failure modes.

Using this approach, probabilities for the occurrence of the system
effect can be calculated, based on the probability of occurrence of the
lower level failure modes (i.e., modal failure rate times time). Based
on these probabilities, and a severity factor assigned to the various
system effects, a criticality number can be calculated. Criticality
numerics provide a method of ranking the system level effects derived
previously. Criticality numerics also provide the basis for corrective
action priorities, engineering change proposals or field retrofit actions.
Figure 2-11 depicts a convenient format for documenting the information
generated during failure mode, effects and criticality analyses.

FAILURE MODE, EFFECTS AND CRITICALITY ANALYSIS

Page of
System LRU Circuit Date
Eng'r
Failure Part Circuit System Failure

Part Mode Effect Effect Effect Frequency Criticality

Figure 2-11 FMECA WORKSHEET

Fault tree analysis (FTA) is a tool that lends itself well to
analyzing failure modes found during design, factory test or field data
returns. The fault tree analysis procedure can be characterized as an
jterative documented process of a systematic nature performed to identify
basic faults, determine their causes and effects, and establish their
probabilities of occurrence. The approach involves several steps, among
which is the structuring of a highly detailed logic diagram which depicts
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basic faults and events that can lead to system failure and/or safety
hazards. Next is collecting basic fault data and failure probabilities
for use in computation. The next step is using computational techniques
to analyze the basic faults, determine failure mode probabilities, and
establish criticalities. The final step involves formulating corrective
suggestions which, when implemented, would eliminate (or minimize) those
faults considered critical. The steps involved, the diagrammatic ele-
ments and symbols, and methods of calculation are shown in Figure 2-12.

This procedure can be applied at any time during a system's life
cycle. However, it is considered most effective when applied:

(a) during preliminary design, on the basis of design information
and a laboratory or engineering test model, and

(b) after final design, prior to full scale production, on the
basis of manufacturing drawings and an initial production
model.

The first of these is performed to identify failure modes and for-
mulate general corrective suggestions (primarily in the design area).
The second is performed to show that the system, as manufactured, is
acceptable with respect to reliability and safety. Corrective actions
or measures, if any, resulting from the second analysis would emphasize
controls and procedural actions that can be implemented with respect to
the "as manufactured" design configuration.

The outputs of the analysis include:

(a) A detailed logic diagram that depicts all basic faults and
conditions that must occur to result in the hazardous condi-
tion(s) under study.

(b) A probability of occurrence numeric for each hazardous
condition under study.

(c) A detailed fault matrix that provides a tabulation of all
basic faults, their occurrence probabilities and criticalities,
and the suggested change or corrective measures involving
circuit design, component part selection, inspection, quality
control, etc., which, if implemented, would eliminate or
minimize the hazardous effect of each basic fault.
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2.3.3 Reliability Testing

Reliability testing during system development can be divided into
two major classifications:

(1) Reliability Growth
(2) Reliability Demonstration.

Reliability growth tests are for the purpose of detecting reliability
problems. Reliability demonstration tests are for the purpose of proving
reliability. Basic concepts associated with each of these test classes
are discussed in this subsection.

Reliability growth can be generally defined as the improvement
process during which hardware reliability increases to an acceptable
level. As indicated in Section 1.2.3, the measured reliability of newly
fabricated hardware is much less than the potential reliability estimated
during design, using standard handbook techniques. This definition encom-
passes not only the technique used to graph increases in reliability
(i.e., "growth plots") but also the management/resource allocation

8

process which causes hardware reliability to increase.” Both are dis-

cussed here.

The purpose of a growth process, especially a reliability growth
test, is to achieve acceptable reliability in field use. Achievement of
acceptable reliability is dependent on the extent to which testing and
other improvement techniques have been used during development to "force-
out" design and fabrication flaws, and on the rigor with which these flaws
are analyzed and corrected. A primary objective of growth testing is to
provide methods by which hardware reliability development can be dimen-
sioned, disciplined and managed as an integral part of overall develop-
ment. Reliability growth testing also provides a technique for extrapo-
lating the current reliability status (at any point during the test) to
some future result. In addition, it provides methods to assess the
magnitude of the test-fix-retest effort prior to the start of development,
thus allowing trade-off decisions.
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Many of the models for reliability growth represent the reliability
of the system as it progresses during the overall development program.
Also, it is commonly assumed that these curves are nondecreasing, that is,
once the system's reliability has reached a certain level, it will not
drop below this level during the remainder of the development program.

It is important to note that this assumes that any design or engineering
changes made during the development program do not decrease the system's
reliability.

If, before the development program has begun, the exact shape of the
reliability growth curve is known for a certain combination of system
design and development effort, then the model is a deterministic one.

In this case, the amount of development effort needed to meet the reli-
ability requirement could be determined, and the sufficiency of the
design would also be known.

In most situations encountered in practice, the exact shape of the
reliability growth curve will not be known before the development program
begins. One may, however, be willing to assume that the curve belongs to
some particular class of parametric reliability growth curves. The
analysis then reduces to a statistical problem of estimating the unknown
parameters from the experimental data. These estimates may be revised as
more data are obtained during the progress of the development program.
Using these estimates, the program manager can monitor and project the
reliability of the system and make necessary decisions accordingly.

For complex electronic/electromechanical avionic systems, the model
used most often for reliability growth processes, and in particular reli-
ability growth testing, is one originally published by J. T. Duane.8’9
Essentially, this model provides a deterministic approach to reliability
growth such that the system MTBF versus operating hours falls along a
straight line when plotted on log-log paper. That is, the change in MTBF
during development is proportioned to T® where T is the cumulative operat-
ing time and o is the rate of growth corresponding to the rapidity with
which faults are found and changes made to permanently eliminate the

basic causes of the faults observed.
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In order to structure a growth test program (based on the Duane
model) for a newly designed system, a detailed test plan is necessary.
This plan must describe the test-fix-retest concept and show how it will
be applied to the system hardware under development. The plan must
incorporate the following:

(a) Values for specified and predicted (inherent) reliabilities.
Methods for predicting reliability (model, data base, etc.)
must also be described.

(b) Criteria for reliability starting points, i.e., criteria for
estimating the reliability of initially fabricated hardware,
must be determined. For avionics systems, the initial reli-
ability for newly fabricated systems has been found to vary
between 10 and 30% of their predicted (inherent) values.

(c) Reliability growth rate (or rates) must be defined. To support
the selected growth rate, the rigor with which the test-fix-
retest conditions are structured must be completely defined.

(d) Calendar time efficiency factors, which define the relationship
of test time, corrective action time and repair time to calendar
time, must be determined.

Note that each of the factors listed above impacts the total time
(or resources) which must be scheduled to grow reliability to the speci-
fied value. Figure 2-13 illustrates the concepts described above.

In addition, Figure 2-13 graphically depicts the four elements
needed to structure and plan a growth test program described above.
These four elements are further described as follows:

(1) Inherent reliability--represents the value of design reliability
estimated during prediction studies, and may correspond to the
value above that specified in procurement documents. Ordinar-
ily, the contract specified value of reliability is somewhat
less than the inherent value. The relationship of the inherent
(or specified) reliability to the starting point greatly influ-
ences the total test time.
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(2) Starting point--represents an initial value of reliability
for the newly manufactured hardware usually falling within the
range of 10-30% of the inherent or predicted reliability.
Estimates of the starting point can be derived from prior
experience or are based on percentages of the estimated inher-
ent reliability. Starting points must take into account the
amount of reliability control exercised during the design pro-
gram and the relationship of the system under development to
the state-of-the-art. Higher starting points minimize test
time.

(3) Rate of growth--depicted by the slope of the growth curve
which is, in turn, governed by the amount of control, rigor and
efficiency by which failures are discovered, analyzed and cor-
rected through design and quality action. Rigorous test pro-
grams which foster the discovery of failures, coupled with
management-supported analysis and timely corrective action,
will result in a faster growth rate and consequently less total
test time.

(4) Calendar time/test time--represents the efficiency factors
associated with the growth test program. Efficiency factors
include repair time and operating/nonoperating time as they
relate to calendar time. Lengthy delays for failure analysis,
subsequent design changes, implementation of corrective action
or short operating periods will extend the growth test period.

Figure 2-13 shows that the value of the parameter o can vary between
0.1 and 0.6. A growth rate of 0.1 can be expected in those programs
where no. specific consideration is given to reliability. In those cases,
growth is largely due to solution of problems impacting production and
from corrective action taken as a result of user experience. A growth
rate of 0.6 can be realized if an aggressive, hardhitting reliability
program with management support is implemented. This latter type program
must include a formal stress oriented test program designed to aggravate
and force defects and vigorous corrective action.
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Figure 2-13 shows the requisite hours of operating and/or test time
and continuous effort required for reliability growth. It shows the
dramatic effect that the rate of growth (a) has on the cumulative operat-
ing time required to achieve a predetermined reliability level. For
example, Figure 2-13 shows, for a product whose MTBF potential is 1000 hr,
that 100,000 hr of cumulative operating time is required to achieve an
MTBF of 200 hr when the growth rate is 0.1. And, as previously stated, a
0.1 rate is expected when no specific attention is given to reliability
growth. However, if the growth rate can be accelerated to 0.6 (by growth
testing and formal failure analysis activities), then only 300 hr of
cumulative operating time is required to achieve an MTBF of 200 hr.

Reliability demonstration tests are designed for the purpose of
proving, with statistical confidence, a specific reliability requirement;
not specifically to detect problems, or to grow reliability. The test
takes place after the design is frozen and its configuration is not allow-
ed to change. However, in practice, some reliability growth may occur
because of the deferred correction of failures observed during the test.

Reliability demonstration is specified in most military system pro-
curement contracts and involves, in many instances, formal testing con-
ducted per MIL-STD-781B. This standard defined test plans, environmental
exposure levels, cycle times and documentation required to demonstrate
formally that the specified MTBF requirements of the equipment have been
achieved. Demonstration tests are normally conducted after development
has been completed but before high rate production has been initiated.
Demonstration tests are normally conducted after growth tests in the
development cycle using initial production hardware.

As previously indicated, reliability demonstration testing, conducted
per MIL-STD-781B, carries with it a certain statistical confidence level--
and the more demonstration testing, the more confidence. The more reli-
ability growth testing that is performed, the higher the actual reliability.
Depending on program funding and other constraints, system testing may
follow one of two options. The first option maximizes growth testing
and minimizes demonstration testing resulting in a high MTBF at a low
confidence. Option two minimizes reliability growth testing with a
resultant lower MTBF at higher confidence. These concepts are shown
graphically in Figure 2-14.
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SECTION 3
MILITARY AIRBORNE SYSTEMS

The objective of this section is to provide a general overview of
military electronic system design trends and the reliability design
issues and circumstances that surround them. Airborne electronics are
emphasized because they are most challenging to the designer. Constraints
in size, weight, volume and operational environment are generally much
more restrictive for airborne systems than they are for ground based
equipments. The factors are discussed relative to trends that are evident
today in avionics, the avionics environment over which reliability must
be provided, and an engineering judgment of current equipment reliability
state-of-the-art.

3.1 Trends in Avionics®

Over the last decade, the use of integrated circuits has increased
dramatically across all portions of the RF spectrum in the areas of low
to medium power level. The situation is approximately as shown in
Figure 3-1, and has impacted favorably on the general question of reli-
ability, maintainability, and cost effectiveness of avionic systems.

100

Conventional Parts And Packaging

Semiconductor Monolithic
High Density Packaging
(Discrete)

Thin Film Active
And Hybrid

By Part Count
H
o
T

Standard Elec—

Percentage Of Total Use
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Fig. 3-1 ESTIMATION OF USAGE

*The material in Sections 3.1 and 3.4 is based on the references numbered
1 through 5 at the end of this chapter.
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Table 3-1 is illustrative of avionics equipment trends in modern day
military aircraft.
communication, radar, penaids, IFF, internal control, display and informa-
tion systems. A sampling of different types of aircaft is given for
comparison. Figure 3-2 and Table 3-2 exemplify the system complexity of
a typical multimode radar.
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The avionics suite typically includes navigation,

reliability and is considered further in Section 3.3.

Table 3-1 AVIONICS MATRIX

System complexity has a strong bearing on
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Table 3-2

AWG-9 RADAR SYSTEM

Analog
Functional
Complexity Estimated
(Estimate of | Reliability
Equivalent MTBF
Serijes Active (KHr)
Elements) (Sec. 33)
1. Radar Radar functioning as pulse 200-400 0.08-0.16
Doppler sensor for long and
intermediate ranges or as
conventional pulse radar for
long and especially short ranges
2. Antenna Broadband, slotted planar array 1-5 20-100
Antenna Controller 10-20 3-6
Microwave Circuits 1-5 20-100
3. Transmitter 1) Uses gridded pulse TWT for 50-100 0.04-0.8
pulse Doppler mode and
Phoenix guidance
2) Uses separate CW TWT for
Sparrow target illumination
Synchronizer 5-10 6-12
Master Oscillator 5-10 6-12
4. Receiver 25-50 0.9-1.8
Doppler Clutter Processor 10-20 3-6
Doppler Filter Bank 10-20 3-6
Doppler Single Target Used for Sparrow target 5-10 6-12
Speed Processor illumination mode
Pulse Mode Processor 5-10 6-12
5. Detail Data Display Storage tube 5-10 6-12
Tactical Information w43
Display 10" diameter CRT 5-10 6-12
6. Digital Computer (Equivalent Analog Complexity) 25-50 0.9-1.8
7. Data Link System  (Equivalent Analog Complexity) 25-50 0.9-1.8
8. Inertial Information System 50-100 0.4-0.8
9. IR Receiver 50-100 0.4-0.8
IR Processor 25-50 0.9-1.8
10. Power System 50-100 0.4-0.8
11. Missile Auxiliaries
AIM-54A Phoenix 50-100 0.4-0.8
AIM-7E/F Sparrow 50-100 0.4-0.8
AIM-9G Sidewinder 50-100 0.4-0.8
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A most significant trend, from the point of view of system archi-
tecture, is the trend toward digital electronics. This is indicated by
the use of digital fly-by-wire to replace mechanical linkages and hydraulic
systems, the use of digital multiplexing to replace extensive bundles of
individual cables, and the use of computers to oversee and control the
various avionics systems.

The old situation, indicated in Figure 3-3a, shows the avionics
structure of the F-4E and indicates that each avionics function along
with its attendant controls, displays, and computer, represented essen-
tially a separate individual entity. The new concept, indicated in
Figure 3-3B, shows the tendency toward a general commonality that extends
from a control computer to a common avionics bus and integrated displays.
A wide range of potential advantages appears to favor this digital
avionics concept. This includes the following:

(A) F-4E Avionics System Architecture (B) Digital Avionics Concept
Optical Inertial Attitude
Sights and Attack AirData Measure- lteading Fthtv
Comput ing Radar Sensors ment and -
Gyro Unit Reference EORLAD! B Dtsplzys
Unit
Anslog Anaiog Analog Analog Analog
Computer Computer] |Computer] | Computer Computer ;'g’?:::;f" = = S;;’;'is
Central
_/> Processing
—~
Attitude Electrical |_| o £CH
Contraols Controls Controls Direction Power
3 11 1] |0ispley I [ | Indicator/
Display Display Display Horiz.Sit
dicator
Data
Guidance |_| Multipiex = Weapons
Kavigation Rus Delivery
l Analog
Weapon Ar_xaloq l
Navigation
Heapon Detivery P e
¢ Computer Communications Sensors
Release

Fig.3-3 DIGITAL AVIONICS TREND

69




Downloaded from http://www.everyspec.com

e Digital information can generally be transmitted and processed
faster and more flexibly than analog information.

e Large scale integrated-circuit (LSI) computers can provide much
higher data processing capacities at a fraction of the cost and
size of preceding generation equipment.

e Digital avionics holds out the promise of significant system
reliability improvement and system cost reduction. Improved
system reliability stems from the fact that digital avionics
offers commonality, and hence widespread use, of a limited number
of modular subsystems among different aircraft. Furthermore, the
resultant modularity tends to improve maintainability and provide
ready potential for future growth. Modifications and future
expansions of avionics packages would tend to be readily achieved
by plugging different modules into the basic core system.

The following sections consider the avionics environment over which reli-
ability must be provided and the impact of equipment complexity on the
MTBF potential.

3.2 The Avionics Environment

The avionics environment can impose relatively severe operating con-
ditions on equipment with regard to conditions of temperature, altitude,
shock, vibration, humidity, sand and dust, etc. The general military
specification defining these service boundaries (primarily for operation
in manned aircraft) is MIL-E-5400. 1In this specification, four classes
of equipment are delineated according to the following temperature-
altitude regime:

Class 1 -- Equipment designed for 50,000 ft altitude and continuous
sea level operation over the temperature range of
-549 to +550C.

Class 1A -- Equipment designed for 30,000 ft altitude and continuous
sea level operation over the temperature range of -540

to +550C.

Class 2 -- Equipment designed for 70,000 ft altitude and continuous
sea level operation over the temperature range of -54°
to +71°c.
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Class 3 -- Equipment designed for 100,000 ft altitude and continu-

ous sea level operation over the temperature range of
-54° to +950¢,

Class 4 -- Equipment designed for 100,000 ft altitude and continu-

ous sea level operation over the temperature range of
-540 to +125°C.

The operating boundaries for these classes of equipment are indicated in

Table 3-3, and in Figures 3-4 and 3-5. The operating requirements are

as follows:

(1)

(2)

(3)

(5)

(6)

(7)

Each class of equipment is to be exposed to the temperature
conditions shown in Table 3-3. The ambient temperature within
the specified temperature ranges may remain constant for long
periods or may vary at a rate as high as 19 per second.

Each class of equipment must operate under the conditions
and within the ranges listed in column I, II, III and VII of
Table 3-3.

The equipment in a nonoperating condition must withstand long
periods of exposure to the temperature extremes and thermal
shock as listed in Table 3-3.

Each class of equipment must meet the altitude conditions
lTisted in column VIII of Table 3-3, both for continuous
operation and exposure in a nonoperating condition. The alti-
tude may remain constant for long periods or vary at a rate as
high as 0.5 in. of mercury per second.

The equipment is required to operate under the applicable
temperature-altitude combinations shown in Figure 3-4.

The equipment is required to withstand the effects of humidities
up to 100 percent, including conditions wherein condensation
takes place in and on the equipment. The equipment shall with-
stand the above conditions during operating and nonoperating
conditions.

When normally mounted (with vibration isolators in place, if
any), the equipment shall operate satisfactorily when subjected
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Table 3-3  ENVIRONMENTAL CONDITIONS
Equipment
Operating and
Equipment Operating Nonoperating Equipment Nonoperating
Combined
Temperature extremes for the chamber Temperature Temperature Temperature | Temperature
(without external cooling provisions) Altitude Shock Altitude Extremes Shock
Equipment I II I11
Class Continuous | Intermittent| Short-Time Iv v VI VI VIII IX X
Class 1 -54 O 30 min Curve | Curve -54 °¢ Sea Level -62 O -62 °C
to +71 OC --- A B -——- to to to to
+55 OC +71 oC 50,000 ft +85 OC +85 OC
Class 1A -54 OC 30 min Curve | Curve -54 O Sea Level -62 0C -62 OC
to +71 OC --- A B --- to to to to
+55 OC +71 OC 30,000 ft +85 OC +85 OC
Class 2 -54 Oc 30 min Curve | Curve -54 OC Sea Level -62 OC -62 OC
to +95 OC --- A B --- to to to to
+71 OC +95 OC 70,000 ft +95 0C +95 OC
Class 3 -54 OC 30 min 10 min Curve | Curve | Curve -54 O¢ Sea Level -62 9C -62 °C
to +125 OC +150 OC A B C to to to to
+95 OC 4125 OC 100,000 ft +125 OC +125 OC
Class 4 -54 °C 30 min 10 min Curve | Curve | Curve -54 O Sea Level -62 o -62 O
to +150 OC +260 ©C A ] C to to to to
+125 OC +150 OC 100,000 ft +150 OC +150 °C
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Note: Refer To Table 3-3 For Use Of A,B,C

Fig.3-4 TEMPERATURE ALTITUDE PROFILES FOR AVIONIC EQUIPMENT
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to vibration within the frequency range and amplitude as
shown on Figure 3-5 and specified in the detail equipment
specification.

(8) Equipment normally mounted on isolators must operate satis-
factorily with isolators removed when subjected to vibration
within the frequency range and amplitude as shown on curve II
or IIA of Figure 3-5.

(9) Console controls located in the cockpit area shall conform
to curve I or IA, except that the amplitude shall not exceed
5 g.

(10) Equipment (with vibration isolators in place, if any) should
not suffer damage or subsequently fail to provide the performance
specified in the detail equipment specification when subjected
to 18 impact shocks of 15 g, consisting of three shocks in
opposite directions along each of three mutually perpendicular
axes, each shock impulse having a time duration of 11+1 milli-
seconds. The maximum "g" shall occur at approximately 5% milli-
seconds.

(11) With excursion stops or bumpers in place and with maximum rated
load applied in a normal manner, the mounting base, individual
isolators, or other attaching devices must be capable of with-
standing at least 12 impact shocks of 30 g, consisting of two
shocks in opposite directions along each of three mutually
perpendicular axes. Each shock impulse shall have a time dura-
tion of 11+1 milliseconds. The "g" value is to be within
+10 percent. Maximum "g" value shall occur at approximately
5% milliseconds. Bending and distortion are permitted; however,
there shall be no failure to the attaching joints and the
equipment of dummy load shall remain in place.

(12) The equipment shall withstand, in both an operating and non-
operating condition, exposure to sand and dust particles as
encountered in operational areas of the world.
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(13) The equipment must withstand, in both an operating and non-
operating condition, exposure to fungus growth as encountered
in tropical climates. Overall spraying of the equipment must
not be necessary to meet this requirement.

(14) The equipment must withstand, in both an operating and non-
operating condition, exposure to salt-sea atmosphere.

(15) The equipment must not cause ignition of an ambient-explosive-
gaseous mixture with air when operating in such an atmosphere.

This, in brief, is a representative overview of the avionics environment,
and the severe operational conditions under which airborne electronic
equipment must perform reliably and consistently over its operational
life.

3.3 Equipment Reliability State-of-the-Art

Figure 3-6 is abstracted from the familiar chart of MIL-STD-756.
The graphical portrayal of the reliability situation around 1965 gives
the MTBF of a number of different analog type avionic equipments. The
MTBF data was obtained from operator and pilot observations.

It is interesting to make a comparison of the then prevailing vacuum
tube technology operational in the early 1960's, relative to the pre-
dominantly solid state technology available today. The comparison indi-
cates that, in the area of low to medium power signal level application,
the 1975 technology has undergone approximately an order of magnitude
improvement in inherent reliability.

A bold extrapolation based on this situation thus suggests that the
equipment reliability curve for 1975 be shifted up by one order of magni-
tude as shown in Figure 3-6.

As rough reference points to describe functional complexity, the
following series active element counts would be representative of avionic
equipments at opposite ends of this spectrum:
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Functional Predicted
Complexity MTBF
(Series Active) (Hrs)
Elements
Multimode Radar 200 160
VHF Trans/Rcvr 30 2000

These two points are plotted on the equipment reliability trendline for
1975.

3.4 Summary and Conclusion: 1975 Avionics Trends

The dialogue of this section has been conducted within the context
of trends. An attempt to predict the exact makeup of future generation
avionics suites has been avoided. The justification for this position
is clear if one considers that the designers of the 1950's could not
have visualized many of the avionic developments that evolved in the
1960's, for example, the Wild Weasel electronic warfare system, or the
laser seeker trackers and smart bombs which began appearing at the end
of that decade. What has been highlighted here, then, are trends--trends
which are examplified by the current avionics on the F-15, F-16, B-1,
et al. The immediate overview and its near-term projection is approxi-
mately as shown in Table 3-1.

Technology today has evolved along the Tine from vacuum tube to
transistor, and from discrete to integrated circuitry. Ramifications of
this evolution are most evident in the digital area which has seen the
rapid development and widespread use of full size integrated circuit
digital computers and microprocessors. From the point of view of avionics,
these devices appear to have arrived in time to handle the resultant com-
plexity caused by the drive for ever increasing avionic systems perform-
ance. It is a major fact, that has been witnessed by avionics system
evolution over the past two decades, that the ever-increasing drive for
performance has negatively impacted on the issues of complexity, reli-
ability and cost. The trade-off between the first two factors is indi-
cated in Figure 3-6. More will be said about the last factor below.

The following paragraphs comment first on the ability of digital computers
and microprocessors to handle the resultant complexity. The next two
paragraphs then deal with the ability of the new integrated-circuit
technology to address the issues of reliability and cost.
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Relative to the issue of complexity, the question that is being
raised today is whether new aircraft integrated avionics systems should
use a centralized multiprocessor to perform all or most of the individ-
ual subsystem computer functions, or whether there should be distributed
computation facilities with a central executive computer to direct the
operations. A point that may decide this issue, and one that is becoming
increasingly more important today, is the problem of computer software.
1deally, avionics mission software should be easy to structure and docu-
ment, inexpensive to modify and independent of the specific computer or
sensor hardware being used. In this regard, system development trends
could be adversely affected if avionics software proves to be cost-
prohibitive and unmanageable.

Relative to the issue of reliability and cost, a question that is
currently under review is whether future avionics equipment should be
constructed from a family of standard electronic modules (SEM). Potential
benefits of adopting standard modules are indicated by the Navy experi-
ence with the standard hardware program (SHP).

In this program, standard modules today appear to be showing failure
rates of only 0.1 to 0.01 per million operating hours, and 80% of the
present catalog of standard modules sell for under $60. However, there
are also other points to consider here. One of the more basic ones has
to do with the increased weight/volume penalty that modularization will
impose (which may thus place a limit on performance growth) and bears on
the question of whether the electronics technology has reached a suffi-
cient level of maturity to be ready for standardization (digital type
functions). It is easy to recall that in the early 1950's the sub-
miniature vacuum tube was the smallest active-element electronic device.
Soon thereafter, the transistor began making its appearance in military
electronics, and by the late 1950's, a micromodule program would have
been based on transistor technology. Subsequently, in the early 1960's,
a transistor micromodule program would in turn have been made obsolete
by the emerging microcircuit development. A decade since then has seen
a 100:1 increase in the number of active elements that can be fabricated
on a single semiconductor chip. It is not clear whether this trend is to
continue into the next decade.
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In the final analysis, however, the overriding factor may turn out
to be what is increasingly becoming recognized as a way of life. It is
that the driving force today can no longer be determined solely by the
need for increased performance. Rather, it is becoming more responsive
to the economic pressure to reduce acquisition and life-cycle costs. 1In
this regard, it might be possible to greatly improve reliability and
control and reduce costs by going to a standard module philosophy. It
might work as follows. The widespread use and availability of SEM's
would tend to result in Tow module costs. Widespread availability of
SEM's would, in turn, tend to reduce the time required to design and build
prototypes of new avionics systems and speed the transition into produc-
tion. Availability of low cost SEM's in the field might then make it
economically sensible to discard rather than to fault isolate and repair.
In turn, a discard-on-failure maintenance concept would tend to reduce
the training and skill levels required for maintenance. It would also
ease the perennial logistics problem of obtaining replacements for devices
no longer being manufactured. The SEM's in use would be functionally
equivalent even though they might represent different generations of
technology.

This then seems to be a fair representation of some of the major
issues and circumstances that surround the state of avionics today.
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SECTION 4
RELIABILITY DESIGN DATA

During a period of high cost and rapid inflation, the key to an
effective military system is the achievement of a balance between per-
formance, reliability and other system factors at a minimum cost. The
key to achieving this balance hinges on the realization that total cost
of ownership is driven by system attributes apart from strict performance
requirements. Reliability is one such attribute. Poor reliability (and
the factors which cause it) result in high field-support cost and,
consequently, high cost of ownership. The interrelationship among the
system parameters which give rise to design balance are depicted in
Figure 4-1. The figure shows that the various parameters for performance,
R, M, and cost are trade-off variables to arrive at "design to" target
goals which represent a balanced design.
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Fig. 4-1 DESIGN BALANCING ACTIVITIES
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This section of the handbook emphasizes the "design to" philosophy
in terms of specific reliability and cost guidelines which can be applied
during design. Included are three major subsections:

(1) "Design to" Maximum Inherent Reliability, paragraph 4.1.

(2) "Design to" Minimize Reliability Degradation During
Production and Use, paragraph 4.2

(3) "Design to" Cost, paragraph 4.3.
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4.1 Design to Maximize Inherent Reliability

4.1.1 Part Selection and Control

A diversified complement of electronic parts is available to struc-
ture modern military electronic systems. These parts constitute the
building blocks from which systems are fashioned and, as such, greatly
impact hardware reliability. Since the reliability of the end item is
dependent upon these building blocks, the importance of selecting and
applying the most effective parts cannot be overemphasized.

The task of selecting, specifying, assuring proper design applica-
tion and, in general, controlling parts used in complex electronic
systems is a major engineering task. Part selection and control is a
multidisciplinary undertaking involving the best efforts of component
engineers, failure analysts and reliability engineers as well as design
engineers. Numerous controls, guidelines and requirements must be for-
mulated, reviewed and implemented during the development effort. Table
4-1 presents a simplified 1ist of the ground rules and activities needed
to assure that this task is adequately considered. The subsections which
follow provide detailed information, data and specific guidelines for the
general ground rules listed in Table 4-1. Subsection 4.1.1.1 covers part
control; subsection 4.1.1.2 provides specific part selection data and
guidelines as they apply to each generic part classification and sub-
section 4.1.1.3 covers part screening.

4.1.1.1 Part Control

Part control activities comprise a large segment of the total effort
for part selection, application and procurement. The effort encompasses
tasks for standardization, approval, qualification and specification of
parts which meet performance, reliability and other requirements of the
evolving design. This subsection of the handbook provides further
details with regard to these control tasks, indicates their importance
within the part selection process and provides appropriate design guid-
ance. Electronic parts that comprise any electronic equipment constructed
for military purposes are under the cognizance of the Military Parts
Control Advisory Group, located in the Directorate of Engineering Stand-
ardization at the Defense Electronics Supply Center (DESC). This group
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Table 4-1 GROUND RULES FOR PART SELECTION AND CONTROL

a)

b)

d)

f)

q)

h)

J)

Determine part type needed to perform the required
function and the environment in which it is expected
to operate.

Determine part criticality.

o Does part perform critical functions (i.e., safety or
mission critical)?

Does part have limited life?

Does part have long procurement lead time?

Is the part reliability sensitive?

Is the part a high cost item or does it require
formal aualification testing?

Determine part availability.

e Is part on a Preferred Part List?

e Is part a Standard MIL item available from a
qualified vendor?

e What is normal delivery cycle?

e Will part continue to be available throughout the
life of the equipment?

e Is there an acceptable in-house procurement document
on the part?

o Are there multiple sources available?

Estimate expected part stress in its circuit application.

Determine reliability level required for the part, in its
application,

Determine the efficiency of burn-in or other screening
methods in improving the part's failure rate (as required).

Prepare an accurate and explicit part procurement
specification, where necessary. Specifications should
include specific screening provisions, as necessary to
assure adequate reliability.

Determine actual stress level of the part in its intended
circuit application. Include failure rate calculations per
MIL-HDBK-2178.

Employ appropriate derating factors consistent with
reliability prediction studies.

Determine need for nonstandard part and prepare a request
for approval as outlined in MIL-STD-749 or MIL-STD-891.
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promotes standardization in part selection and application. By using
standard parts in new equipment design and development programs, much
time and effort can be saved while obtaining better equipment performance
in addition to simpler and better logistics support. !

DESC promotes usage of standard parts and manages standardization
problems for parts which are initially characterized as nonstandard but
whose repetitive usage makes their standardization necessary.

DESC, as DoD's standardization manager, works closely with the
military services and industry in developing an effective standardiza-
tion program for new systems.

Therefore, the general rule for part selection is that wherever
possible, standard devices should be used. Standard devices may be
defined as those which by virtue of systematic testing programs and a
history of successful use in equipment have demonstrated their ability
to consistently function within certain specific electrical, mechanical
and environmental 1imits and, as a result, have become the subject of
military (MIL) specifications. MIL specifications which thoroughly
delineate a part's substance, form and operating characteristics exist,
or are in preparation, for practically every known type of electronic
component. Military Standards exist which cover the subject of testing
methods applicable to MIL-specified components. For example:

MIL-STD-202, Test Methods for Electronic Parts
MIL-STD-750, Test Methods for Semiconductor Devices
MIL-STD-883, Test Methods for Microelectronic Devices.

In addition, Military Standards exist which list by MIL designation those
parts or devices which are preferred for use in military equipment. For
example:

MIL-STD-1562, List of Standard Microcircuits
MIL-STD-701, List of Standard Semiconductors
MIL-STD-199, Selection and Use of Resistors

MIL-STD-198, Selection and Use of Capacitors.

Brief descriptions of these standards are given in the bibliography
section of this handbook (Appendix B).
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In conjunction with part standardization, nonstandard part approval
must be considered. Nonstandard part approval is comprised of activities
to document and secure authorization to use the part in the system.
Military-STD-891 outlines the functions of a Part Advisory Group or a
Part Control Board operating under both government and contractor cogniz-
ance and which provides the necessary mechanism for securing approval of
nonstandard parts.

The qualification of nonstandard parts should include detailed and
formal submittal of data to support approval request. This data must be:
(1) statistical test data, (2) analytical data for components that are
similar to a standard part, or (3) a combination of statistical and
analytical data. (Note: Those components that require formal statistical
test data for qualification should be identified as critical items.)

The selection process should include design evaluation, reliability
history review, construction analysis, failure mode and effects analysis
and cost effectiveness studies as necessary. The control effort should
include the development of meaningful procurement specifications which,
when completed, reflect a balance between design requirements, QA and
reliability needs consistent with apportionment studies and vendor capab-
ilities, and which cover:

lot acceptance testing,
QA provisions (including incoming inspection),
qualification testing, if required.

A well controlled part program involves establishing a vendor con-
trol program, audits of vendor processes, the establishment of source
inspection, where applicable, and the preparation of associated documenta-
tion. The part control effort includes identifying all critical parts,
equipment/components, and other items considered critical from any of
the following standpoints:

® mission and safety sensitive (failure impacts mission success
and flight safety, i.e., flight safety critical),

e reliability sensitive (from early R studies, apportionments, etc.),
e have limited life,

e are high cost items,
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e have long procurement lead times,
o require formal statistical qualification testing.

Planning for critical item control must include controls for special
handling, the identification of critical item characteristics to be
inspected or measured during incoming inspection, material review proce-
dures, traceability criteria and periodic audits. A1l items considered
flight safety critical must be coded. Detailed documentation must be
prepared that describes procedures, tests, test results, and efforts to
reduce the degree of criticality of each item.

4.1.1.2 Part Selection Guidelines

This subsection presents reliability information to aid in the
selection of electronic parts for a specific design application. In-
cluded are guidelines for:

(a) Microcircuits (paragraph 4.1.1.2.1)
(b) Semiconductors (paragraph 4.1.1.2.2)
(c) Resistors (paragraph 4.1.1.2.3)

(d) Capacitors (paragraph 4.1.1.2.4)

(e) Other Parts (paragraph 4.1.1.2.5)

4,1.1.2.1 Microcircuits

In general, there are two major classes of microcircuits:

Monolithic
Hybrid.

A monolithic microcircuit is characterized by a single silicon chip,
suitably packaged and performing well-defined functions. This character-
ization encompasses varying degrees of complexity up to and including

LSI and may include purely digital functions or linear applications.
Monolithic microcircuits cover most forms of current technology, e.g.,
TTL, MOS, CMOS, etc.

In contrast, hybrid microcircuits result from combining various
electronic, component, material and manufacturing technologies into
miniature electronic interconnections and packaging. Normally, film
circuits are combined with chip and discrete components on a substrate.

U3 !
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Integrated and complex monolithic circuits can be included within a
hybrid.

Before deciding which class of microcircuit best meets the needs of
a particular application, careful consideration should be given to con-
struction, parameters, size, cost and reliability constraints as they
relate to the specific design. Trade-off studies should be performed
covering such factors as:

e Comparison of total costs. This includes development costs for
each type plus cost of fabrication and testing.

e Comparison of circuit parameter requirements such as resistance
tolerances, tracking, temperature coefficient, speed, voltage
levels, and electrical isolation with the parameter limitations
of monolithic and hybrid circuits.

e Comparison of package size requirements to the space available.

e Evaluation of circuit power dissipation and the thermal resist-
ances of the packaged circuit to insure acceptable temperatures
on the substrate.

For monolithic IC's, numerous standard devices (listed in MIL-STD-
1562) are available from which selections can be made (see Appendix C).
Because hybrids are essentially custom-made devices, a similar standard-
izing document does not currently exist. In recognition of the increas-
ing usage of hybrid devices, the approach to veliable hybrids has been
via test and inspection techniques. Military STD-883A (Test Methods for
Microelectronic Devices) includes a section for internal visual inspec-
tion of hybrid devices (Method 2017 of MIL-STD-883A). Revisions to this
standard which would establish additional test methods for hybrids are
contemplated.

The selection of a specific microcircuit type is governed by the
guidelines depicted in Table 4-2. As previously indicated, the expected
reliability level of parts and of microcircuits in particular must be
incorporated into the selection process. Appendix C contains a listing
of integrated circuits taken from MIL-STD-1562 and represents devices
which are considered to be standard and acceptable for use in military
equipment.
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Table 4-2 MICROCIRCUIT SELECTION GUIDELINES

1. MIL-STD-1562, List of Standard Microcircuits.

2. MIL-M-38510, Microcircuits, General Specifications For.
This document defines screening per MIL-STD-883, "Test
Methods and Procedures for Microelectronics".

3. Historical test data (similar application) or other
engineering information and/or data that provides
assurance that the device is sufficiently rugged and
reliable for the application (e.g., previous use in
Air Force equipment, comparable application, or GFE).

4. MIL-HDBK-175, "Microelectronic Device Data Handbook"
(Application data).

NOTE: When a desired device is not covered by MIL-M-38510,
a new specification or drawing should be prepared and
coordinated with potential manufacturers of the device.
To assist the contractor in these actions, the Depart-
ment of Defense Reliability Analysis Center located at
RADC, Griffiss AFB, Rome, New York, maintains a com-
prehensive up-to-date data base on environmental
operating capabilities failure rates, failure modes and
mechanisms, and fabrication techniques covering hybrid
and monolithic microcircuits.

The failure rates included in Appendix C are only intended to be
used as comparative guides to designers in the selection and applica-
tion of microcircuits. These failure rates were calculated according
to MIL-HDBK-217B prediction methods using generalized design and
application assumptions.

In addition, Table 4-3 provides failure mode and rate information
for digital and linear microcircuits. The information included in this
table is intended to be used for comparing the reliability aspects of
microcircuits and to aid in selecting the optimum device for a given

93




Downloaded from http://www.everyspec.com

Table 4-3

APPLICATION NOTES FOR IC'S

Microcircuit
Type

Application Notes

Failure
information*

Failure rate

Ra
(F/lonﬁgehrs)

DIGITAL

Failure indicators:
mechanical anomaly

(VIS) - 1%
Oﬁens pin to pin) - 20%
Shorts (pin to pin) - 22%
Operation degradation - 57%

0.032-0.344

TTL

Standard: Intended for use in implementing
Jogic functions where speed and power require-
ments are not critical. This family offers a
full spectrum of logic functions in various
packages. Typical gate power dissipation is

10 mW with a typical propagation delay time of
10 ns. These devices exhibit a fanout of 10
when driving other standard TTL devices usually
used to perform general purpose switching and
logic functions.

Low Power: Employed in logic design where low
power dissipation is the primary concern.
These devices have a typical gate power dissi-
pation of 1 mW with a typical propagation delay
time of 30 ns. Typically, these devices will
drive only one standard TTL device but exhibit
a fanout of 10 when loaded by other low power
devices. Low power generates less heat and
therefore allows for greater board densities.
Lower current levels also introduce less noise
and reduce constraints on power supplies.

High Speed: Used to implement high speed logic
functions in digital systems. These devices
employ a Darlington output configuration to
achieve a typical propagation delay time of

6 ns. The typical gate power dissipation is

23 mW. These devices can drive up to 12
standard TTL devices and exhibit a fanout of 10
when driving other high speed devices. Com-
monly used in high speed memories and central
processor units.

Schottky: Used when ultra-high speeds are de-
sired. These devices employ shallow diffusions
and smaller geometries which lower internal
capacitance to reduce delay time and sensitiv-
ity to temperature variation. Typical delay
time is 3 ns and power dissipation is 19 mM.
However, this power dissipation increases with
frequency. These devices can drive 12 standard
TTL devices and up to 10 Schottky devices.
Noise immunity is reduced due to the nonsatur-
ated switching operation. A ground plane is
recommended for interconnections over 6 in.
long and twisted-pair lines for distances over
10 in.

Constituent failure modes:

Surface defects - 6%

Oxide defects - 4%
Diffusion defects - 2%
Metallization defects - 50%
Bond/wire defects - 13%

Die attach bond - 11%
Cracked die - 1%

Package - 13%

0.032-0.180

CMOS

Used where low power is extremely desirable and
high speeds are not essential. The typical
power dissipation is 10 mW (at 10 kHz) and in-
creases with frequency. Typical delay time is
50 ns. A typical fanout for CMOS loads is 50,
while only 1 for standard TTL Toads. Noise
immunity is typically 1.5 V for CMOS compared
to 0.4 V for standard TTL devices. This makes
these devices useful in high noise environ-
ments. Handling precautions should be given
consideration due to susceptibility to over-
stress from electrostatic discharge. Most
commonly employed in medical electronics, cal-
culators, watches, clocks and automotive sys-
tems. These devices are highly tolerant of
power supply voltage variation and will operate
anywhere in the range of 3 to 15 volts.

Constituent failure modes:

Surface defects - 27%

Oxide defects - 16%
Diffusion defects - 9%
Metallization defects - 25%
Bond/wire defects - 15%
Package - 8%

0.044-0.344

9%
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Table 4-3

APPLICATION NOTES FOR I1C'S (Continued)

Failure rate

Microcircuit Failure
type Application notes T B (F;?Sgehrs)
ECL Intended for use in digital systems requiring Prevalent failure modes: 0.056-0.088
high switching speeds and moderate power dis- Sonaldte abthch
sipation. Typical propagation delay time is Mgtall1 ationcd Fect
2 ns and typical power dissipation is 25 miW. Bond/ 11 def : -
Operation requires a -5.2 V supply and properly S AL
terminated lines or control {mpedance circuit (Failure percentages not
boards. The logic levels (-0.9 V and -1.7 V) availableg
are not as easily detected as those of TTL
devices. Intended for use in high speed sys-
tems such as central processors, memory con-
trollers, peripheral equipment, instrumentation
and digital communications. A typical fanout
is 15 when driving ECL devices.
Programmable | Used in systems having nonvolatile memory re- Learning factor (L) is 0.280
ROM quirements. Nichrome fusible links allow for especially applicable due to
custom field programming to aid system proto- additfnna{ step required for
t{pin?. Pro ranging procedurgs musé be - programming.
closely regulated to prevent fuse "Grow-Back". |
Useful in {mplementing hardware algorithms Prevalent failure modes:
and microprogramming. Metallization defect
Surface/oxide defect
Package defects
{Failyre percentages not
available)
LINEAR Intended for use in signal amplification Failure indicators: 0.096-0.208

detection and transmission, and voltage regu-
lation. Large power dissipation 1imits pack-
aging density and requires consideration of
thermal design parameters. Extensively used in
communications, controls, instrumentation and
information systems.

mechanical anomaly

(vIis) - 1%
Opens (pin to pin) - 9%
Shorts (pin to pin) - 7%
Operational degradation - 83%

Constituent failure modes:

Surface defects - 54%
Oxide defects - 2%
Diffusion defects - 2%
Metallization defects - 18%
Bond/wire defects - 8%

Die attach bond - 9%
Cracked die - 1%

Package - 6%

*Failure indicators are device failure modes which identify the failure condition by visual, elec-

trical or mechanical measurements without performing any destructive analyses.

For the purpose of accumu-

lating statistics, pin-to-pin testing should be performed on failures first, to establish an open or short

and verify the failure, which then is classified as an operational degradation.

Mechanical anomaly occurs

when a visual or mechanical defect exists and electrical performance is still within specifications.
The operational degradation failure indicator subclassifications are as follows:

0i

Li

gital:

Stuck High

Stuck Low

Output Unstable/Erratic

No Output Signal (only refers to cases where the failure cannot be classified as stuck high or
low and there is no output response to an input signal)

Parameter out of tolerance

near:

Hardover Positive élatched/saturated
Hardover Negative (latched/saturated
Output Unstable/Fluctuates/Erratic

Output Clipped

Latched/Saturated (other than at extremes)

No Output Signal (refers only to cases where the failure cannot be classified in any of the
above categories and there is no output response to an input signal)

Parameter out of tolerance

Constituent failure modes identify the constituent of the microcircuit and its defective condition

which result

ed in the fatlure indicator.

The relative occurrence data presented was derived from malfunction reports collected industry-wide

by the Relia

may shift these distributions to those modes not easily detected.

bility Analysis Center.

The qualification and screening tests of MIL-M-38510 for JAN parts
for example, the high incidence of

metallization defects in TTL may be reduced by appropriate emphasis on pre-cap visual inspection and

metallizatio

n process control.
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design application. The table lists the device class and type, applica-
tion notes, failure information and failure rate range. The information
presented in Table 4-3, when modified to eliminate the effects of pack-
aging, is applicable to IC chips used within hybrid microcircuits. The
range of failure rates listed for each type was computed from MIL-HDBK-
217B using values for adjustment factors ranging from worst case to
optimum application conditions.

4.1.1.2.2 Semiconductor Devices

Expanding technology, widespread use and the economics of large
volume production have resulted in a proliferation of discrete semi-
conductor devices. There exists a wide variety of functional classifica-
tions based upon electrical characteristics, such as low or high power,
switching time, internal capacitance, and forward current, available to
the designer. In addition, there are several categories relating to
semiconductor device material and its physical configuration. In total,
there are thirty-five officially recognized functional and constructional
classifications of semiconductor device types. These types can be found
in MIL-STD-701.

The selection of a specific semiconductor device is governed by the
guidelines depicted in Table 4-4. As shown in this table, the governing
specification for discrete semiconductor devices is MIL-S-19500. This
basic*document and its appended detailed specification sheets establish
the general and specific requirements including definitions, abbrevia-
tions and symbols, electrical characteristics, electrical, mechanical
and environmental requirements, styles, test methods, quality assurance
provisions, and qualification and inspection procedures for all semi-
conductor devices.

MIL-STD-701 provides a listing of those MIL-S-19500 devices which
are considered to be standard or are preferred for use in DoD equipments.
Failure rates for these devices can be calculated in accordance with
MIL-HDBK-2178B.

Table 4-5 provides additional information for discrete semiconductor
devices. Included in this table are typical applications for the type of
semiconductor listed, a cross referencing of standard types derived from
MIL-STD-701 and a list of failure rates against each semiconductor type.
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Table 4-4  SEMICONDUCTOR SELECTION GUIDELINES

1. MIL-STD-701, "Lists of Standard Semiconductor Devices".

2. MIL-S-19500E, "Semiconductor Devices, General Specifica-
tion For" ("JANTXV" or "JANTX" devices).

3. Historical Test data (similar application) or other
engineering information and/or data that provides assur-

ance that the device is sufficiently rugged and reliable

for the application (e.g., previous use in military
equipment).

NOTE:

In selecting semiconductor devices it is important to
remember that in MIL-S-19500 the values specified for
"ratings", "maximum ratings", or "absolute maximum
ratings" are based on the "absolute system" and are
not to be exceeded under any service or test condi-
tions. These ratings are limiting values beyond which
the serviceability of any individual semiconductor
device may be impaired, It follows that a combination
of all the absolute maximum ratings cannot normally be
attained simultaneously. Combinations of certain
ratings may be obtained only if no other single maximum
rating is exceeded. Unless otherwise specified, the
voltage, current and power ratings are based on con-
tinuous dc power conditions at free air ambient
temperature of 250 + 30C. For pulsed or other condi-
tions of operation of similar nature, the current,
voltage and power dissipation ratings are a function
of time and duty cycle.
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Table 4-5  APPLICATION AND SELECTION GUIDELINES FOR SEMICONDUCTORS
: . - MIL-STD-701 | Failure rate
Semiconductor type Application Table No. F/105 hrs
Diodes, silicon Low power rectifiers 1 0.68
general purpose Axial lead power rectifiers I1 0.68
Power diodes I11 0.68
High voltage rectifier Iv 0.68
assemblies
Switching diodes v 0.68
Multiple diode arrays VI 0.68
Diodes, silicon Voltage reference diodes VII 0.85
voltage reference |Low level forward-voltage VIII 0.85
reference diodes
Voltage regulator diodes IX 0.85
Current regulator diodes X1V 0.85
Rectifiers, Thyristors XIX 0.90
silicon controlled XX 0.90
Diodes, silicon Fast recovery XI 8.1
microwave detector |Detector X 12.0
microwave mixer Mixer X 16.0
Diodes, germanium Tunnel diodes XII 1.7
microwave detector |Detector X 2550
Mixer X 61.0
Diode, varactor Voltage variable capacitor XIII 8.1
Transistor, Low power and switching XXI 0.98
silicon NPN High power > 5 w XXIII 0.98
Radio frequency XXV 0.98
Darlington XXVIII 0.98
Dual transistor, XXVI 1.96
differential amplifier
Low power chopper XXXII 0.98
Low power dual emitter XXXIII 0.98
chopper
Transistor, Low power and switching XXII 1.6
silicon PNP High power > 5 w XXIV 1.6
Radio frequency XXV 1.6
Dual transistor, XXVI 3.2
differential amplifier
Low power chopper XXXII 1.6
Transistor, Complimentary NPN/PNP XXVII 2.58
silicon, dual
Transistor, Field effect N channel XXX 2.7
silicon, FET Field effect P channel XXX 2.7
Field effect, dual unitized XXXI 5.4
N channel
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Because of the proliferation of device types, proven technology and
device standardization, semiconductor failure modes are well established
and can be effectively controlled during processing. Consequently,
failures usually occur on a random basis during normal operation within
the useful life of the device. Table 4-5 includes failure rate informa-
tion for each semiconductor type. The failure rates shown were taken
from Section 3.0 of MIL-HDBK-217B under the airborne inhabited environ-
ment.

4.1.1.2.3 Resistors

As a generic class of electronic devices, resistors have been well
documented by MIL specifications and standards, Consequently, a selec-
tion from among a variety of available standard types and styles can be
made. For economic reasons, standard resistors are normally produced in
large productions runs, making the selection of standard devices even
more attractive. Note, however, that there are exceptions. Extremely
tight-tolerance fixed resistors and certain precision type variable
resistors, which require a unique output voltage curve, taps or stacking
configuration, may be difficult or expensive to procure or possess
questionable reliability. Resistor selection is governed by the guide-
lines given in Table 4-6.

Table 4-6 RESISTOR SELECTION GUIDELINES

1. MIL-STD-199, "Resistors, Selection and Use of"

2. The 39000 series of Established Reliability Military
Specifications.

3. Historical test data (similar application) or other
engineering information and/or data that provides
assurance that the device is sufficiently rugged and
reliable for the application (e.g., previous use in
military equipment, comparable application or GFE).

NOTE: For selecting particular resistors for specific applica-
tions, the qualified product list should be consulted for
a list of qualified sources prior to procurement commitments.
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In addition to these selection criteria, Table 4-7 presents further
considerations to be employed when selecting resistors. The resistor
types shown, together with their appropriate MIL specification style
designations and applicability to new design, reflect the provisions of
MIL-STD-199.

1}

The generic failure rates given in the table are taken from MIL-
HDBK-217B and are provided for purposes of comparison. The failure
rates reflect an airborne inhabited environment and an M quality level.

4.1.1.2.4 Capacitors

Similar to resistors, capacitors have been thoroughly investigated
for operational characteristics, identified for form, function and
applicable ratings, and documented for procurement, test, qualification
approval, quality control and standardization within MIL specifications
and standards. Like resistors, they are normally produced in large pro-
duction runs which tends to keep unit pieces low priced and promotes
standardization. Capacitor selection is governed by the guidelines given
in Table 4-8.

Table 4-8  CAPACITOR SELECTION GUIDELINES

1. MIL-STD-198, "Capacitors, Selection and Use of".

2. The 39000 series of Established Reliability Military
Specifications.

3. Historical test data (from similar application) or other
engineering information and/or data that provides assurance
that the device is sufficiently rugged and reliable for the
application (e.g., previous use in military equipment,
comparable application, or GFE).

NOTE: 1In selecting particular capacitors for specific applica-
tions, the qualified product 1ist should be consulted
for a Tist of qualified sources prior to procurement
commitments.
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Table 4-7 APPLICATION AND SELECTION GUIDELINES FOR RESISTORS

Military Failure rate
specifications Type Styles Application notes Failure Modes (F/105 hrs)
MIL-R-11 {ofpcsition Inactive for new design. Use MIL-R-39008
MIL-R-26 Wire-wound RW29 RW37

(power type) RW31 RW38
RW33 RW47 See data on MIL-R-39007 0.33
RW3S RW57
MIL-R-93 Wire-wound .
(accurate) Inactive for new design. Use MIL-R-39005
MIL-R-10509 Film (high RN75
stability) See data on MIL-R-55182 0.023
MIL-R-11804 Film (power type) RD60 Use where power dissipation equivalent to SHORTS--Humidity or salt air can cause shunt 1 ]
RD6S MIL-R-39007 are required and where ac per- | paths on surface of resistor and shorting
RD70 formance must be considered. RD60, RD6S, between spirals.
and RD70 are considered uninsulated. OPENS--Can be caused by mechanical damage.
Operation at RF above 100 MHz may produce
inductive effects on spiralled units.
MIL-R-18546 Wire-wound power | RE77 RESO
type (chassis See data on MIL-R-39009 0.65
mounted)
MIL-R-22684 Film (insulated) Inactive for new design. Use MIL-R-39017
MIL-R-39005 Wire-wound RBRS2 RBRS6 | Styles RBR52, 53, 54, 55, 55, and 7] are SHORTS--Application of over-voltage can cause 0.15
(accurate) RBRS3  RBR57 | preferred for new design. Preferred re- TnsuTation breakdown between windings.
established RBR54  RBR71 | sistance tolerances are + 0.1% and OPENS--Resistors  employ plastic or ceramic
relfability RBR5S  RBR72 [+ 1.0%. bobbins which are subject to mechanical dam-
age, resulting in open windings. Operation
over 50 kHz can produce inductive and intra-
winding capacitive effects.
MIL-R-39007 Wire-wound RWR74  RWRB1 | Use for large power dissipation where ac SHORTS--Rarely occur, but can happen due to 0.066
(power type) RWR78  RWR8B4 | performance is not vital (e.g., as voltage | intrawinding insulation breakdown. .
established RWRB0  RWRBY | dividers, or bleeders in power suppliies). QPENS--Usually occur due to mechanical damage
reliability Satisfactory for use at frequencies up to suffered by the resistor or from winding burn-

20 kHz even though the ac characteristics
are controlled. The use of tapped resis-
tors should be avoided; the insertion of
taps weakens the resistor mechanically and
lowers the effective power rating. Resis-

tors are not suitable for use above 50 kHz.

out due to the wattage rating or the rated
continuous working voltage being exceeded.
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APPLICATION AND SELECTION GUIDELINES FOR RESISTORS (Page 2)

Military
Specifications

Type

Styles

Application Notes

Failure Modes

Failure rate
(F/10% hrs)

MIL-R-39003

Composition
(insulated)

RCRO5
RCRO7
RCR20
RCR32
RCR42

Use for general applications where initial
tolerance needs to be no tighter than + 5%
and long term stability under fully rated
operating conditions needs to be no better
than + 15%. Resistance increases up to 20%
during storage in humidity. Operation of
the resistor at rated load will drive out
the noisture and bring the resistor value
back to within tolerance.

Both shorts and opens very rarely occur un-
less resistor is so over-loaded or over-
heated as to cause the phenolic case or
thermo-setting binder material to carbonize.
In high impedance circuits, the failure mode
is generally a short; in low impedance cir-
cuits, the failure mode is open. High
"JOHNSON" noise levels are present in resis-
tor values above 1.0 megohm.
DRIFT--RF will produce capacitive effects
end-to-end. Operation at VHF or higher fre-
guency reduces effective resistance due to
ielectric losses (the "Boello" effect).

0.0048

MIL-R-39009

Wire-wound

(power type)
established
reliability

Use where a lower tolerance and a greater
power dissipation is required for a given
unit size than is provided by MIL-R-39007
resistors, and where ac performance is not
critical. The power dissipating capacity
of these resistors is dependent upon the
area of heat sink upon which is it mounted.

SHORTS--May occasionally occur due to intra-

winding insulation breakdown.

OPENS--May occasionally occur due to damage
to the winding, poor winding to terminal
connection, etc., suffered during fabrica-
tion.

MIL-R-39017

Film (insulated)
established
reliability

Resistors have semi-precision characteris-
tics and small sizes. The sizes and
wattage ratings are comparable to MIL-R-
39008 units and stability lies between
MIL-R-39008 and MIL-R-55182. Full power
opgrating temperature should not exceed
70%C. Resistance-temperature characteris-
tic 1s &+ 200 PPM/OC.

SHORTS or OPENS may occur if resistor is
poorly fabricated or over-loaded in applica-
tion. Operation at RF above 100 MHz may
produce inductive effects on spiral-cut
types.

MIL-R-55182

Film
established
reliability

Use where high stability, long life, reli-
able operation and accuracy are required.
Resistors are particularly suited for high
frequency applications. Application
examples include: high-frequency, tuned
circuit loaders, television side-band
filters, rhombic antenna terminators, radar
pulse equipment, and metering circuits.

SHORTS--May occasionally occur because of
protuberances on adjacent resistance
spirals.

OPENS--May occasionally occur due to non-
uniform spirals resulting in a too-~thin
resistance path.

Operation at 400 MHz and above will result
in resistance decrease due to shunt capaci-
tance effects.
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be no better than ¢ 20%. Rated for full

load operation at 1259C.

Table 4-7 APPLICATION AND SELECTION GUIDELINES FOR RESISTORS (Page 3)
Spegg}}§::¥ons Type Styles Application notes Failure modes ?%?{gf J::f
VARIABLE RESISTORS
MIL-R-19 Wire-wound (low RA20 Use for noncritical, low power, low fre- Variable resistors as a class of components 6.4
operating RA30 quency applications where the character- share many common failure modes:
temperature) istics of wirewound devices are more
desirable than those of composition. 1. Wire-wound units are inductive, winding-
Common applications are bias controls and to-winding, causing resistance drift and
voltage dividers. Wattage rating depends affecting circuitry accuracy.
upon the size and type of heat sink unit is
mounted on. Resistors have high inductance [2. Wire-wound units suffer shorts between
between windings. winding loops due to insulation breakdown
or contaminants which bridge the insula-
MIL-R-22 Wire-wound RPOS Use in such applications as motor speed tion. 6.0
(power type) RPO6 controls; lamp dimming; heater and oven
RP10 controls; potentiometric uses; applications [3. Windings will rupture with sufficient
RP15 where voltage or current variation is re- wear by the wiper arm, resulting in an
RP20 quired, such as voltage-divider or bleeder open circuit.
RP25 circuits.
RP30 4. A1l variable resistors can suffer move-
ment of the wiper on the resistance ele-
MIL-R-94 Composition RV4 Rate for full-load operation at 70°C, ment as the result of shock or vibration. 20.0
(insulated) RV6 otherwise SEE DATA ON MIL-R-23285. In critical applications, the resultant
change of the output voltage can consti-
MIL-R-12934 Wire-wound RRO900 Use in applications requiring close con- tute a "failure" of the resistor. 5.8
precision RR1000 formity of the electrical output (in terms
RR1100 of applied voltage) to the angular position |5. Non-wire-wound units become noisier with
RR1300 of the wiper arm on the resistance element. wear life, and will suffer resistance
RR1400 This functional conformity (whether produc- change due to humidity.
RR2000 ing a linear or nonlinear output curve with
RR2100 shaft rotation) is available in tolerances |6. Power ratings for all variable resistors
RR3000 ranging from 0.025% through 1.0%. Power are based upon the engagement of the
rating is dependent on the size and type of maximum resistance by the wiper. Exces-
heat sink upon which resistor is mounted. sive currents can be drawn when less-
than-maximum resistance is engaged,
MIL-R-23285 Non-wire-wound RVCS Use where initial setting stability is not resulting in a burn-out of the resistance 6.7
RVC6 critical and long term stability needs to element.
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Table 4-7 APPLICATION AND SELECTION GUIDELINES FOR RESISTORS (Page 4)

Military o . Failure rate
specifications Type Styles Application notes Failure modes (F/105 hrs)
MIL-R-22097 Non-wire-wound RJ12 RJ24 | See data on MIL-R-39035 Variable resistors as a class of components 9.5

(lead-screw RJ22 RJ26 share many common failure modes. (see
actuated) RJ50 preceding page.)
MIL-R-27208 Wire-wound RT26 See data on MIL-R-39015 0.70
(1ead-screw
actuated)
MIL-R-39002 Wire-wound RK0O9 Use where the precision needed is better 6.4
semi-precision than that supplied by MIL-R-19 units and
less than that supplied by MIL-R-12934
units. Power rating is dependent on size
and type of heat sink upon which resistor
is mounted.
MIL-R-39015 Wire-wound RTR12 Use for matching, balancing, and adjusting 0.14
(1ead-screw RTR22 circuit variables in critical applications.
actuated) RTR24 For extremely critical applications, use in
established conjunction with a fixed resistor, so that
reliability change in wiper setting due to shock or
vibration limits output voltage change to a
negligible minimum.
MIL-R-39035 Non-wire-wound RJR12 Same as MIL-R-39015 7.96
(lead-screw RJR14
actuated)
established

reliability
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Table 4-9 presents additional considerations to be employed when
selecting capacitors. The capacitor types shown, together with their
appropriate MIL specification style designations and applicability to
new design, reflect the provisions of MIL-STD-198.

The failure rates given in Table 4-9 have been provided for the sole
purpose of demonstrating comparative reliability levels of the various
capacitor types. These are generic failure rates taken from MIL-HDBK-
217B.

4.1.1.2.5 Other Parts

The selection of the following devices are governed by the guide-
lines depicted in Tables 4-10 through 4-20 and Figure 4-2.

Electron Tubes (Table 4-10)

Inductive Devices (Table 4-11)

Relays (Table 4-12, 4-13 and 4-14)
Switches (Table 4-15, 4-16 and Figure 4-2)
Connectors (Table 4-17)

Microwave Devices (Table 4-18 and 4-19)
Cables (Table 4-20).

4.1.1.3 Part Screening

As discussed in Section 1 of this handbook, virtually all manufac-
tured devices exhibit a 1ife characteristic which may best be represented
by the bathtub curve shown in Figure 1-1. This section deals with the
first segment of the curve, namely, the "infant mortality" or the "early
failure" period of the equipment's 1ife. Experience shows that a newly
constructed equipment fails more often during its early life (i.e.,
during assembly and testing) than later during use in the field.

This indicates that piece parts received from the supplier contain
a certain number of weak devices which tend to fail during initial
testing of subassemblies or complete equipments.

In order to eliminate the incipient failures from the manufacturing
process, quality and screening tests can be employed. The quality tests
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Table 4-9  APPLICATION AND SELECTION GUIDELINES FOR CAPACITORS
speg}}}z§€¥on Type Styles Application notes Failure modes ?%;%%;f g:?f
FIXED, GLASS AND MICA
MIL-C-5 Mica dielectric CMOS cMo7 Inactive for new design. See MIL-C-39001
CMO6 CMO8
CM15 CM35 |Use in circuits requiring precise, high- Shorts can occur due to moisture absorption, 0.06
CM20 CM45 | frequency filtering, bypassing and coup- or due to internal solder flow resulting from
CM30 CM50 |1ing. Use where close impedance limits are | excessive heat generated during external
essential with respect to temperature, fre- | lead-soldering.
quency and aging--such as in tuned circuits | Opens usually result from rupture of weak
which control frequency, reactance, or internal connections due to vibration or
phase. Use as padders in tuned circuits, shock.
as secondary capacitance standards, and for
tuning of high frequencies. Capacitors
have good stability and reliability.
MIL-C-10950 Mica dielectric CB50 CB61 | Intended for use at freguencies up to Capacitors are very susceptible to silver-ion 0.93
CB55 CB62 | 500 MHz. Use in tuned circuits, and in migration, resulting in shorts. Migrations
CB56 CB65 |coupling and bypassing applications in VHF |can occur in a few hours when capacitors are
CB57 CB66 |and UHF circuits. Units have high relia- simultaneously exposed to dc voltage stress,
CB60 CB67 |[bility if properly protected from high humidity and high temperature.
ambient temperature and humidity condi-
tions.

MIL-C-23269 Glass dielectric Inactive for new design. See MIL-C-23269.

MIL-C-23269 Glass dielectric CYR10 Capacitors should be used as substitutes Degradation of dielectric crystalline struc- 0.021
established CYRI3 for mica units in applications requiring tuse can occur as the result of storage below
reliability CYR15 known reliability and where the differences | 45°C. The capacitance will decrease with the
(FR: 1 to 0.001) CYR17 in temperature coefficient and dielectric decrease in dielectric constant and the unit

CYR20 loss are taken into account. They are will drift out of tolerance.

CYR22 stable in extreme environmental conditions, |Opens are frequently due to poor connections
CYR30 have long 1ife (30,000 hrs and more) and of leads to the plates or mechanical damage
CYR32 are very satisfactory for use in missile- to the capacitor. Over-heating during exter-

borne and space equipment. These physi-
cally-small units are resistant to high G
loads, but are susceptible to damage from
mild mechanical shocks. Therefore, they
should be handled carefully. They exhibit
a much higher Q over a wider capacitance
range than mica dielectric units.

nal soldering can result in internal solder
flow (shorts? or rupture of internal solder
connection (opens).




L0T

Downloaded from http://www.everyspec.com

Table 4-9  APPLICATION AND SELECTION GUIDELINES FOR CAPACITORS (Page 2)

Mili Fajlure rate
specil}ggz{on Type Styles Application notes Failure modes (p/]&% hrs)
MIL-C-39001 Mica dielectric CMRO4 Intended for use where known orders of Same comments as given for MIL-C-5. 0.006

established CMROS reliabiiity are required. Failure rate
reliability CMRO6 depends almost exclosively on unit's ap-
(FR: 1 to 0.001) CMRO7 plication; e.g., (1) with constant temper-
CMRO8 ature, capacitor life is inversely propor-
. tional to the 8th power of the applied dc
voltage, or (2) with constant dc voltage,
1ife decreases approximately 50% per each
10°C rise in temperature. Life expectancy
at rated conditions is 50,000 hrs, minimum.
(Failure rate shown in last column is taken
from MIL-STD-198C.)
FIXED, ELECTROLYTIC
MIL-C-62 Electrolytic (dry Not applicable for airborne equipment use.
electrolyte alum-
inum)
MIL-C-3965 Electrolytic (non- Inactive for new design. See MIL-C-29006.
solid electrolyte)
tantalum
MIL-C-39003 Tantalum (solid CSR13 Intended for use where a known order of Shorts can occur due to solder-balls created 0.052

electrolyte)
established
relfability
(FR: 2 to 0.001)

reliability is required. These capacitors
are the most stable, reliable and long-
lived electrolytics available. These units
are not temperature sensitive. Limitations
are relatively high leakage current, small
voltage range (6-120 V) and a maximum al-
lowable reverse current of 5% of rated dc
voltage at +250C to 1.0% at +125°C. Capa-
citors are used where low-frequency, pul-
sating dc components are to be bypassed or
filtered-out and for uses regquiring large
capacitances, small size and the ability to
withstand significant shock and vibration
levels. Use for filtering, bypass, coup-
ling, blocking, energy storage and other
low voltage dc applications. Capacitors
are available only in polarized form; use
only in dc circuits with the polarity
observed.

by internal solder flow resulting from heat
generated during the external soldering of
leads. Shorts due to dielectric breakdown
are rare due to self-healing effect of high
leakage current on the Mn0,, provided current
is limited by use of a 3 ohm/volt line resis-
tance in series with the capacitor.

Opens occur mainly due to poor solder or weld
internal connections which rupture during
vibration or shock.
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APPLICATION AND SELECTION GUIDELINES FOR CAPACITORS (Page 3)

Military
specification

Type

Styles

Application notes

Failure modes

Failure rate
(F/108 hrs)

MIL-C-39006

Electrolytic (non-
solid electrolyte)
tantalum
reliability
established

CLR25
CLR27
CLR35
CLR37
CLR65

Polarized foil capacitors (styles CLR25 and

shou e used where large capaci-
tance values are required and wide toler-
ances are acceptable. Use for bypassing or
filtering-out low frequency pulsating dc
components. When used for low freguency
coupling in vacuum tube and transistor cir-
cuits, allow for leakage current. Units
should be used only in dc circuits with
polarity properly observed. If ac compon-
ents are present, the sum of the peak ac
voltage plus the applied dc voltage must
not exceed the dc rated voltage. Also,
peak ac voltage shall not exceed the ap-
plied dc voltage.

Nonpolarized foil capacitors (styles CLR27

and CLR37) are suitable for use in ac
applications where dc voltage reversals
occur. Examples: tuned, low frequency
circuits; phasing low-voltage ac motors;
computer circuits, in which dc voltage-
reversal occurs; servo systems.

Sintered-slugs (style CLR65) are used pri-
marily in Tow voltage power supply filter-
ing circuits. Use in dc applications

only; no reverse voltage can be tolerated.

Capacitors are subject to failure (shorts)
due to leakage of the electrolyte which can
be caused by wide-range temperature cycling,
vibration or agencies which damage the seal.
The application of reverse voltage will also
result in shorts.

Opens are usually associated with faults in
external lead welds.

0.1

MIL-C-39018

Electrolytic
(aluminum oxide
electrolyte)

3
CU15
cu1?

Use in filter, coupling, and bypass appli-
cations in which large capacitances are
needed and capacitance excesses over the
nominal value can be tolerated. For polar-
ized units (styles CU13 and CU17) the
applied ac peak voltage should never exceed
the applied dc voltage. The sum of the
applied ac peak and dc voltages should
never exceed the dc rated weaking voltage.
Use where low-frequency, pulsating dc sig-
nal components are to be filtered out, such
as in B power supplies up to 250 dc working
volts; at plate and screen connections to
B+; and as cathode bypass units in self-
biasing circuits.

Capacitance loss (drift) will occur as the
result of the aluminum oxide dielectric elec-
tric electrochemically combining with the
electrolyte. Opens can occur by the dissolu-
tion in the electrolyte of the lead between
an electrode and the aluminum. Seal degrada-
tion can result from use of any type of
halogenated solvent wash. Application of
voltage in reverse polarity will burn-out
(openg these units.

1.6
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Table 4-9  APPLICATION AND SELECTION GUIDELINES FOR CAPACITORS (Page 4)
spegzl}zgg{on Type Styles Application notes Failure modes ?%b%%;f ;E?f
FIXED, PAPER AND PLASTIC
MIL-C-25 Paper (or paper-
plastic dielec- Inactive for new design. See MIL-C-19978.
tric)
MIL-C-11693 Feed through Cz23 Use in applications where it is necessary Same comments as given for MIL-C-19978. 0.01
radio-interfer- CZ33 to pass low-frequency currents through a
ence reduction; cz42 chassis or from point-to-point in an equip-
ac and dc ment and to pass the RF currents (which can
cause interference) to ground by the short-
est possible path. Typical equipment for
the above applications are:
(a) rotating machinery
Ebg ignition systems
c) electromechanical voltage regulators,
vibrators, and switches
(d) electronic devices (transmitters,
radar modulators, thyratrons, etc.).
MIL-C-12889 Bypass radio- CA32 Use for general purpose applications where |Principal failure modes are shorts due to 0.02
interference CA36 suppression of broadband radio interfer- entrance of moisture or contaminants if
reduction paper CA47 ence is needed. These capacitors are use- |hermetic seal is ruptured.
dielectric, ac ful in Timiting electrical disturbances of |Opens are due to poor internal connections
and dc the conducted type only. Where maximum which can rupture due to shock or vibration.
insertion loss from a bypass capacitor
above 1 MHz is desired, the feed-through
type covered by MIL-C-11693 will provide
attenuation over the useful frequency
range.
MIL-C-14157 Plastic (paper-

plastic) or
plastic dielec-
tric, dc, her-
metically-sealed
in metal cases,
established
reliability

(FR: 1 to 0.001)

Inactive for new design.

See MIL-C-19978.
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Table 4-9  APPLICATION AND SELECTION GUIDELINES FOR CAPACITORS (Page 5)

e =
sper;};ggz¥on Type Styles Application notes Failure modes Qﬁi}ﬁ;ﬁ h::f
MIL-C-18312 Metallized paper

(or polyester Inactive for new design. See MIL-C-39022.
film) dielectric

MIL-C-19978 Plastic (or paper CQrO7 Capacitors are intended for use in applica- |Principal failure modes are open, due to poor 0.0012
-plastic) dielec- CQRrRO9 tions which require high insulation resis- |[internal connections and use at rated voltage
tric CQrR12 tance, low dielectric absorption, or low levels in high temperatures.

CQR13 loss factor over wide temperature ranges, Shorts can occur due to internal solder flow
CQRr29 and where the ac components of the im- caused by excessive heat being applied to the
CQR32 pressed voltage is small compared to the dc | terminals during external soldering. Shorts
CQR33 voltage rating. If ac components are pre- |also occur due to contaminants in the dielec-
sent, the sum of the dc peak voltage and tric causing momentary breakdown which can
the ac peak voltage shall never exceed the |result in a carbonization of the plastic,
rated dc voltage, nor shall the peak ac which, if extensive enough, will result in a
voltage exceed 20% of the dc voltage rating | permanent short.
at 60 Hz, 15% at 120 Hz, or 1.0% at
10,000 Hz.
For Air Force equipment applications, do
not use these capacitors above 859C ambient
temperature.

MIL-C-39022 Metallized di- CHRO9 Intended for use in applications where the |Opens occur due to poor internal connections, 0.0012
electric, dc CHR19 ac voltage component is small compared to which under strong electrical or mechanical
(hermatically the dc voltage rating and where occasional |stress, will rupture.
sealed in metal periods of low insulation resistance and Shorts can occur due to internal solder flow
cases), estab- momentary breakdown can be tolerated. If as the result of over-heating the leads dur-
lished relia- ac component is present, the sum of the ing external soldering.
bility applied dc and the peak ac voltage shall Momentary shorts occur very frequency because

not exceed the rated dc voltage, and the ac | the dielectric is so thin, but will heal
voltage shall not exceed 20% of the dc themselves, losing a small amount of capaci-
voltage rating. tance in the process.

FIXED, CERAMIC

MIL-C-11015 Ceramic dielec- [CK60  CK67 |Intended for use where small size, compara- |Shorts--can occur due to silver ion migration 0.44
tric (general CK62 CK68 |tively large capacitance and high insula- caused by high humidities coupled with the
purpose) CK63 CK69 [tion resistance are required. Capacitors application of high dc voltage.

CK65 CK70 |[are suitable for use as bypass, filter and |Opens-generally result from damage done to
CK66 CK71 |noncritical coupling elements in high-fre- fEe capacitor by handling or by the applica-

quency circuits where applicable capaci-
tance change caused by temperature varia-
tions can be tolerated. (Continued)

tion of excessive heat during soldering which
ruptures internal connections.
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Table 4-9

APPLICATION AND SELECTION GUIDELINES FOR CAPACITORS (Page 6)

Military
specification

Type

Styles

Application notes

Failure modes

Failure rate
(F/10° hrs)

MIL-C-11015

(continued)

Typical cases include resistive-capacitive
coupling for audio and radio frequency, RF
and IF cathode bypass, etc. Use where
dissipation factor is not critical and
moderate changes due to temperature, volt-
age and frequency variations, do not affect
proper circuit function.

Shorts can also occur by internal solder re-
flow due to excessive heat applied to leads
during external soldering without use of a
proper heat sink procedure.

MIL-C-39011

Not applicable, spec

jfication cancelled.

MIL-C-39014

Ceramic dielec-
tric, established
reliability

(FT: 1 to 0.001)

CKOS
CK06
CK64
CK72

Use in applications where the required
reliability level is known. Otherwise ap-
plication notes are the same as given for
MIL-C-11015.

Same as MIL-C-11015.

0.044

VARIABLE

MIL-C-81

Ceramic dielec-
tric

cv1)
cval
Cv31

Capacitors are intended for use where fine
tuning adjustments are periodically re-
quired. They are frequently used in RF,
IR, oscillator, phase shifter, and discrim-
inator stages. Capacitance and adjustment
are relatively linear. Capacitance change
with temperature change in nonlinear; also
the temperature sensitivity over the capa-
citance range is nonlinear. Do not use
these units for temperature compensation.
These are small-size trimmers which are
relatively stable under shock and vibra-
tion. Where greater stability is required,
a3ir trimmers should be used.

Same comments as given for MIL-C-11015.

2.4

MIL-C-92

Air dielectric
(trimmer)

CT04
cna
CT16

Same applications as given for MIL-C-81
units, except that these units are more
stable with temperature. Voltage ratings
for these units range from 50 VDC (CT04
through 700 ¥DC (CT12).

Shorts can occur due to presence of contamin-
ation within the capacitor. Contaminants
frequently are due to threat wear or to gold
plating shaken loose by vibration.

Opens result from cold internal solder con-
nections rupturing during external soldering
operations.

1.0
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Table 4-10 ELECTRON TUBE SELECTION CRITERIA

MIL-STD-200, "Electron Tubes, Selection of".
MIL-E-1, "Electron Tubes, General Specification for".

MIL-STD-454C, "Standard General Requirements for Electronic
Equipment", Requirement No. 29.

Appendix D presents a 1isting of electron tubes which have
been excerpted from MIL-STD-200. Tube types Tisted in
MIL-STD-200 are those devices which meet the following
criteria:

a) The tube shall be considered by representatives of the

military departments the best available type for
current application.

b) The tube shall have been in production, and continued
availability shall be reasonably certain.

c¢) The tube shall have an approved military specification.

Appendix D provides a list of failure rates for tubes taken
from MIL-HDBK-217B. These failure rates are from one to three
orders of magnitude greater than semiconductor devices cur-
rently in use. These failure rates are provided mainly for
comparison and should be used only when no semiconductor
device can be found to cover the specific design situation.

In the case of high power/high frequency tubes, careful
coordination with the tube manufacturers is recommended.

Note that tubes, in general, possess much shorter useful

life periods than semiconductor devices.

Historical test data (similar applications) or other engineer-
ing information and/or data that provides assurance that the
device is sufficiently rugged and reliable for the applica-
tion (e.g., previous use in military equipment, comparable
application or GFE).
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Table 4-11 SELECTION CRITERIA FOR TRANSFORMERS AND INDUCTORS

1. MIL-STD-1286, "Transformers, Inductors and Coils,
Selection and Use of".

2. Established Reliability Specifications:

MIL-T-39013, "Transformers and Inductors, Audio
and Power"

MIL-T-39026, "Transformers, Pulse, Low Power"

3. In accordance with MIL specifications:
MIL-T-27, "Transformers and Inductors"
MIL-C-15305, "Coils, RF and Transformers, RF & IF"
MIL-T-21038, "Transformers, Pulse"

4. Historical test data (from similar applications or other
engineering information and/or data that provides
assurance that the device is sufficiently rugged and
reliable for the application (e.g., previous use in
military equipment, comparable application or GFE).

A 1ist of failure rates for generic types of transformers
and inductors is given in Table 4-14. This list, derived
from MIL-HDBK-217B, provides comparative values for various
inductive devices.
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Table 4-12 RELAY SELECTION CRITERIA

1. MIL-STD-1346, "Relays, Selection and Use of"
(Applicable military specifications are listed in
Table 4-13.)

2. MIL-STD-454C, "Standard General Requirements for
Electronic Equipment", Requirement No. 57.

3. MIL-R-39016, "Relays, Electromagnetic, Established
Reliability, General Specification for".

4. Historical test data (from similar applications or other
engineering information and/or data that provides assur-
ance that the device is sufficiently rugged and reliable
for the application (e.g., previous use in military
equipment, comparable application or GFE).

Where use of a nonstandard device is necessary, request for
approval of this device shall be made to military agencies
according to the requirements and procedures of MIL-STD-749.

A list of failure rates for generic types of relays is given
in Table 4-14. This list, derived from MIL-HDBK-217B, pro-
vides comparative values for various relay types.
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Table 4-13 APPLICABLE MIL SPECIFICATIONS FOR RELAYS

a) Low current relays (up to 10 amps). Low current relays
up to 10 amperes shall conform to MIL-R-5757. However,
relay applications requiring high in-rush current
capabilities (i.e., motor and controller functions) may
be in accord with MIL-R-6106, as applicable.

b) High current relays. Relays used in high current
applications shall conform to MIL-R-6106.

c) Time delay relays. Thermal time delay relays shall
conform to MIL-R-19648. Electronic, including solid
state, time delay relays shall conform to MIL-R-83726.

d) Solid state telegraph relay assemblies. Solid state
passive telegraph relays shall conform to MIL-R-27777.

e) Established reliability relays. Established reliability
relays shall conform to MIL-R-39016.

f) Reed relays. Reed relays shall conform to MIL-R-5757.

g) Relay sockets. When relay sockets are required, they
shall conform to MIL-S-12883.
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Table 4-14 GENERIC FAILURE RATES (x 10-6) FOR RELAYS AND
INDUCTIVE DEVICES (Derived from MIL-HDBK-217B)

Use Environment—Increasing Severity———

Ground | Space |Ground | Airborne Naval Ground | Airborne Naval Missile

Part Type Benign | Flight| Fixed | Inhabited |Sheltered| Mobile [Uninhabited |Uninhabited| Launch
RELAYS
1. General Purpose 0.13 0.13 ]0.30 1.3 1.6 2.6 2.6 3.2 16.0
2. Contactor,

High Current 0.43 0.43 |1.0 4.5 5.5 5.6 8.8 11.0 36.0
3. Latching 0.12 0.12 |0.29 1.3 1.6 1.6 2.3 3.1 16.0
4. Reed 0.11 0.11 10.26 1.1 1.4 1.4 2.2 2.7 14.0
5. Meter Movement

and Bi-Metal 2.4 2.4 8.7 25.0 30.0 31.0 49.0 61.0 310.0
INDUCTIVE DEVICES
1. Pulse Transformer |0.0012| 0.0012]0.0027 | 0.0075 0.0083 | 0.0045| 0.014 0.011 0.015
2. Audio Transformer | 0.0025| 0.0025]0.0066 | 0.018 0.02 0.011 0.034 0.027 0.036
3. Power Transformers

and Filters 0.0075| 0.0075]0.021 0.056 0.064 0.034 0.12 0.096 0.11
4. RF Transformers |4 o996 | 0.0096{0.022 | 0.06 0.066 | 0.036 | 0.11 0.084 0.12

and Coils
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Table 4-15  SELECTION CRITERIA FOR SWITCHES

1. MIL-STD-1132, "Switches and Associated Hardware,
Selection and Use of".

2. Requirements 58 of MIL-STD-454C, "Standard General
Requirements for Electronic Equipment". MIL-STD-454C,
Requirement 58 requires that:

a) Switches and associated hardware shall be selected

from MIL-STD-1132 and shall conform to the applic-
able specifications listed therein.

b) Switches other than those listed in MIL-STD-1132
shall conform to one of the following specifications:
MIL-S-12285, Switch, Thermostatic
MIL-S-15743, Switches, Rotary, Enclosed

MIL-S-18396, Switches, Meter and Control,
Naval Shipyard

MIL-S-21604, Switches, Rotary, Multipole and
Selector Type

MIL-S-28705, Switch, Leaf Spring, (Pile-up
Contacts; Lever, Push, Turn;
I1luminated and Nonilluminated)
General Specification for.

3. Historical test data (from similar applications) or other
engineering information and/or data that provides assur-
ance that the device is sufficiently rugged and reliable
for the application (e.g., previous use in military
equipment, comparable application or GFE).

A list of failure rates for generic switch types is given in
Table 4-16. The relationship between contact life versus load
characteristics is shown in Figure 4-2.
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Table 4-16 FAILURE RATES FOR GENERIC SWITCH TYPES (x 10'6)
Use Environment

) Ground Space Ground Airborne Naval Ground  Airborne Naval Missile
Switch Type Benign Flight Fixed Inhabited Sheltered Mobile Uninhabited Uninhabited Launch
1. Toggle 0.17 0.17 0.57 6.8 0.68 2.9 8.6 4.0 114.0
2. Pushbutton| 0.11 0.11 0.38 4.6 0.46 1.9 5.7 2.7 76.0
3. Sensitive 0.27 0.27 0.90 11.0 1.1 4.5 14.0 6.3 180.0
4. Rotary 0.42 0.42 1.4 17.0 1.7 6.9 21.0 9.7 280.0
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Table 4-17 CONNECTOR SELECTION CRITERIA

Approved style of Military Specification.

MIL-STD-454C, "Standard General Requirements
for Electronic Equipment", Requirement No. 10,
Notice 3, 1 May 1972,

MIL-P-11268(EL), "Parts, Materials and Processes
Used in Electronic Equipment".

Historical test data (from similar applications)
or other engineering information and/or data that
provides assurance that the device is sufficiently
rugged and reliable for the application (e.g.,
previous use in military equipment, comparable
application or GFE).
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Table 4-18 SELECTION CRITERIA FOR WAVEGUIDES
AND RELATED EQUIPMENT

1. MIL-STD-1327, "Flanges, Coaxial and Waveguides; and
Coupling Assemblies, Selection of".

2. MIL-STD-1328, "Couplers, Directional (Coaxial Line,
Waveguide and Printed Circuit), Selection of".

3. MIL-STD-1329, "Switches, RF Coaxial, Selection of".

4. MIL-STD-454C, “"Standard General Requirements for Electronic
Equipment", Requirement No. 53.

Table I of MIL-STD-454 relates specific types of waveguide equip-
ment to the applicable MIL specification.

Listings of waveguides, directional couplers, flanges, coupling
assemblies and RF switches are given in Military Standards 1327,
1328 and 1329, respectively. Microwave equipments listed in
MIL-STD-1327, 1328 and 1329 are those which meet the following
criteria:

a) The microwave equipment shall be considered by govern-
ment representatives the best available type for the
current application.

b) The microwave equipment shall have been in production,
and continued availability shall be reasonably certain.

c) The microwave equipment shall have an approved military
specification.

Table 4-19 which follows provides additional guidelines for
application of waveguides and related equipment.
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Table 4-19  APPLICATION AND USE OF WAVEGUIDES
AND RELATED EQUIPMENT

The following requirements of MIL-STD-1327, 1328 and 1329

apply to the use, in military equipment, of waveguides and

related equipment:

a)

b)

c)

d)

Military equipment and assemblies shall comply with their
performance specification requirements when using listed
flanges and coupling assemblies which are from manu-
factured lots possessing acceptable material and physical
characteristics.

Directional couplers used in military equipment shall be
from lots possessing acceptable material and physical and
electrical characteristics and shall in no manner degrade
the operational characteristics of the equipments in which
used.

Coaxial switches used in military applications shall be
representative of manufactured lots possessing acceptable
material and physical and electrical characteristics and
shall in no manner degrade the operational characteristics
of the equipment in which used.

Request for use of waveguide and related equipment not
listed in these standards. When a contractor has deter-
mined that a flange or coupling assembly not listed in
these standards is required, a written request for use of
a nonstandard part shall be made in accordance with
MIL-STD-749.

General Design Considerations

a)

b)

Materials. When selecting parts, consideration shall be
given to corrosion resistance of materials and the proper
protection of dissimilar metal combinations.

Fabrication or rigid assemblies. MIL-HDBK-660 shall be
used as a guide in the fabrication of rigid assemblies
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Table 4-20 SELECTION CRITERIA FOR CABLES

1. MIL-STD-454C, "Standard General Requirements for Electronic
. Equipment", Requirement No. 66.

2. An approved Military Specification style.

3. Historical data (similar application) test data or other
engineering information that provides assurance that the
cable is sufficiently rugged and reliable for the applica-
tion (e.g., previous use in military equipment, comparable
application or GFE). Note: When the use of a nonstandard
cable is considered necessary, request for approval for its
use shall be submitted to the military according to the
procedures of MIL-STD-749.

The following requirements of MIL-STD-454C apply to the selec-
tion of cables:

Solid or stranded--Either solid or stranded conductors may be
used--within the restrictions of the particular wire or cable

specification--except that (a) only stranded wire shall be used
in aerospace applications, and (b) for other applications,
stranded wire shall be used when so indicated by the equipment
specification. Specifically, stranded wire shall be used for
wires and cables which are normally flexed in use and servicing
of the equipment, such as cables attached to the movable half
of detachable connectors.

Size--Conductors shall be of such cross-section, temper, and
flexibility as to provide ample and safe current-carrying
capacity and strength. In general, wire shall not be smaller
than size 22. Smaller wire may be used when benefits can be
obtained with no loss in performance. Specifically, smaller
wire may be used in cables having larger numbers of wires and
adequate support against vibration. Smaller size wire may be
used when necessary for welding of electronic interconnections.
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are those that reduce the number of defective devices from production
lines by means of inspection and conventional testing. The screens are
those which remove inferior devices and reduce the hazard rate by
methods of stress application.

The purpose of reliability screening is to compress the early fail-
ure period and reduce the failure rate to acceptable levels as quickly
as possible. Figure 4-3 illustrates the application of a time stress
at the part level and shows, comparatively, how reliability screening
can improve the part failure rate. It also shows that, by applying a
higher temperature stress of 1250C instead of 100°C, comparable failure
rate levels can be achieved in 100 hours instead of 240 hours.

The term "screening" can be said to mean the application to an
electronic device of a stress test, or tests, which will reveal inherent
weaknesses (and thus incipient failures) of the devices without destroy-
ing the integrity of the device. This procedure, when applied equally
to a group of similar devices manufactured by the same processes, is
used to identify sub-par members of the group without impairing the
structure or functional capability of the "good" members of the group.

The rationale for such action is that the inferior devices will
fail and the superior devices will pass, provided the tests and stress
levels are properly selected. If the failed units are removed from the
group, the remaining devices are those which have demonstrated the
ability to withstand stress and their reliability under normal rated
operating conditions can therefore be assumed.

Screening can be done (a) by the part manufacturer, (b) by the user
in his own facilities, or (c) by an independent testing laboratory.
No matter which agency is employed to do the screen tests, the user
should first acquaint himself with the efficacy of the screening tests
used by the vendor in normal production. If such screens exist, and
are effective, screens can be designed to supplement the vendor's tests;
if the vendor's tests are unsatisfactory, the screening program will
have to be a comprehensive one.

When particular failure modes or mechanisms are known or suspected
to be present (as indicated in subsection 4.1.1.2), a specific screen
should be selected to detect these unreliable elements.
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Table 4-21 shows the failure mode distribution for standard silicon
transistors and integrated circuits: SSI, MSI, LSI (TI data), and
integrated circuits technologies, TTL, CMOS (RAC data).

A detailed understanding of the device characteristics, materials,
packaging and fabrication techniques relative to the failure mode dis-
tribution shown in Table 4-21 is essential in selecting a meaningful
screen at reasonable cost. Devices that perform the same function may
be fabricated with different materials (e.g., aluminum leads instead of
gold on an integrated circuit). The effectiveness of a screen is
material-dependent, For example, the stress level that is effective
for gold may be ineffective for aluminum because of the difference in
mass. The x-ray screen is effective for gold, but aluminum and silicon
are transparent to x-rays. Some screens are effective for p-n-isolated
integrated circuits but ineffective for dielectrically isolated devices.
Only a thorough knowledge of the device to be screened and the effective-
ness and Timitations of the various tests can produce a useful and reli-
able screening procedure.

Screening tests are particularly well suited to discrete semicon-
ductor and microelectronic devices due to their material/process depend-
ency. MIL-STD-883A forms the basis for selecting meaningful screening
tests for microelectronic devices. Note that TX semiconductors are
screened and burned-in in a manner comparable to MIL-STD-883.

Tables 4-22 and 4-23, reproduced from MIL-HDBK-175, provide a
1isting of microcircuit defects/screens and a comparison of screening
methods, respectively.

The criticality of the component part application and the required
level of reliability has an important bearing on the stress levels and
number of tests that should be included in the overall part screening
procedure. The part screen procedure must also be cost effective and
must meet time and funding constraints.

Figure 4-4 shows relative cost estimates for various part classes.
It can be seen that the most cost effective screen is class B of MIL-
STD-883.
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Table 4-21 FAILURE MODE DISTRIBUTION FOR TRANSISTORS AND INTEGRATED CIRCUITS
TI Data in %% RAC Data in %**
Failure Mode Transistor SSI MSI LSI MOS/LSI TTL CMOS
Metallization 6 10 18 26 7 50 25
Diffusion 10 8 12 25 13 2 9
Foreign Material 5 11 13 1
6 7
Miscellaneous 6 5 Lz 13 21
= Oxide 31 18 20 13 33 4 16
~J
Bonding 38 14 7 4 5 13 15
Die Attach
Packaging 9 5 3 2 5 25 8
Misapplication 35 17 4 15
100 100 100 100 100 100 100

* %
Data supplied by Reliability Analysis Center, RADC.

*
Data published in the Proceedings of the IEEE, February 1974 (C.G. Peattie, et al.; Elements of
Device Reliability). T
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Table 4-22

MICROCIRCUIT DEFECTS/SCREENS

Point at Which a
Reliability-Influencing
Variable 1s Introduced

Failure Mechanism

Failure Mode

Failure Detection
Method

Dislocations and stacking
faults

Degradation of junction
characteristics

Initial electrical test;
operational-life tests

Nonuniform resistivity

Unpredictable component
values

Initial electrical test;

Irregular surface

Improper electrical
performance and/or

Initial electrical test;
operational-life tests

Slic
Prepsration shorts, opens, etc.
Cracks, chips, scratches |Opens, possible shorts |Initial electrical test;
(general handling damage) | in subsequent metalli- |visual (pre-cap); thermal
zation cycling
Contamination Degradation of junction | Visual (pre-cap); thermal
characteristics cycling; high-temperature
storage; reverse bias
Cracks and pin holes Electrical breakdown in | High-temperature storage;
oxide layer between thermal cycling; high-
metallization and sub- |voltage test; operating-life
strate; shorts caused test; visual (pre-cap)
by faulty oxide diffu-
Passivation sion mask
Nonuniform thickness Low breakdown and in- High-temperature storage;
creased leakage in the | thermal cycling; high-
oxide layer voltage test; operating-life
test; visual (pre-cap)
Scratches, nicks, Opens and/or shorts Visual (pre-cap); initial
blemishes in the photo electrical test
mask
Maski Misalignment Opens and/or shorts Visual (pre-cap); initial
SIng electrical test
Irregularities in photo- | Performance degradation | Visual (pre-cap); initial
resist patterns (1line caused by parameter electrical test
widths, spaces, pinholes) | drift, opens, or shorts
Improper removal of oxide | Opens and/or shorts or |Visual (pre-cap); initial
intermi ttents electrical test; operational-
Tife test
Undercutting Shorts and/or opens in |Visual (pre-cap); initial
metallization electrical test
Spotting (etch splash) Potential shorts Visual (pre-cap); thermal
Etching cycling; high-temperature
storage; operational-life
test
Contamination (photo- Low breakdown; in- Visual (pre-cap); initial
resist, chemical residue |creased leakage electrical test; thermal
cycling; high-temperature
storage; operational-life
test; reverse bias
Improper control of Performance degradation | High-temperature storage;
Diffusions doping profiles resulting from unstable | thermal cycling; operational-

and faulty passive and
active components

life test; initial elec-
trical test
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Table 4-22

MICROCIRCUIT DEFECTS/SCREENS (Page 2)

Point at Which a
Reliability-Influencing
Variable is Introduced

Failure Mechanism

Failure Mode

Failure Detection
Method

Scratched or smeared
metallization (handiing
damage)

Opens, near opens,
shorts, near shorts

Visual (pre-cap; thermal
cycling; operational-life
test

Thin metallization to
insufficient deposition
or oxide steps

Opens and/or high-
resistance intracon-
nections

Initial electrical test;
operational-life test;
thermal cycling

Oxide contamination-
material incompatibility

Open metallization to
poor adhesion

High-temperature storage;
thermal cycling; opera-
tional-1ife test

Corrosion (chemical

Opens in metallization

Visual (pre-cap); high-

Metallization residue) temperature storage;
thermal cycling; opera-
tional life test

Misalignment and contam- |High contact resistance | Visual (pre-cap); initial

inated contact areas or opens electrical test; high-
temperature storage;
thermal cycling; opera-
tional-1ife test

Improper alloying Open metallization, Initial electrical test;

temperature or time poor adhesion, or high-temperature storage;

shorts thermal cycling; opera-

tional-1ife tests

Die Improper die separation Opens and potential Visual (pre-cap); thermal

Separation resulting in cracked or opens cycling; vibration; mechan-

chipped dice ical shock; thermal shock
Voids between header and | Performance degradation | X-ray; operational-life;
die caused by overheating acceleration, mechanical
shock; vibration
Overspreading and/or Shorts or intermittent |Visual (pre-cap); X-ray;
loose particles of shorts monitored vibration;
Die eutectic solder monitored shock
Bonding
Poor die-to-header bond Cracked or lifted die Visual (pre-cap); acceler-
ation; shock, vibration
Material mismatch Lifted or cracked die Thermal cycling; high-
temperature storage;
acceleration
Overbonding and under- Wire weakened and Acceleration; shock;
bonding breaks or is inter- vibration
mittent; 1ifted bond;
open
Material incompatibility |Lifted lead bond Thermal cycling; high-
or contaminated bonding temperature storage;

Wire pad acceleration, shock, vibra-
tion

Bonding

Plague formation

Open bonds

High-temperature storage;
thermal cycling; accelera-
tion, shock, vibration

Insufficient bonding pad
area or spacings

Opens or shorted bonds

Operationai-iife test;
acceleration, shock,
vibration; visual (pre-cap)
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Table 4-22

MICROCIRCUIT DEFECTS/SCREENS (Page 3)

Point at Which a
Reliability-Influencing
Variable is Introduced

Failure Mechanism

Failure Mode

Failure Detection
Method

Improper bonding pro-
cedure or control

Opens, shorts, or
intermittent operation

Visual (pre-cap); initial
electrical test; accelera-
tion, shock, vibration

Improper bond alignment

Open and/or shorts

Visual (pre-cap); initial
electrical test

Cracked or chipped die

Open

Visual (pre-cap); high-
temperature storage; thermal
cycling; acceleration, shock,

Wire vibration
Bonding
{continued) Excessive loops, sags, or | Shorts to case, sub- Visual (pre-cap); X-ray;
lead length strate, or other leads |acceleration, shock,
vibration
Nicks, cuts, and abra- Broken leads causing Visual (pre-cap); accelera-
sions on leads opens or shorts tion, shock, vibration
Unremoved pigtails Shorts or intermittent |Visual (pre-cap); accelera-
shorts tion, shock, vibration,
X-ray
Poor hermetic seal Performance degradation;{Lleak tests
shorts or opens caused
by chemical corrosion
or moisture
Incorrect atmosphere Performance degradation |Operational-1ife test;
sealed in package caused by inversion and | reverse bias; high-tempera-
channeling ture storage, thermal
cycling
Broken or bent external Open circuit Visual; lead fatigue tests
leads
Cracks, voids in kovar- Shorts and/or opens in |Leak test; electrical test;
Final to-glass seals the metallization high-temperature storage;
Seal caused by a leak thermal cycling; high-

voltage test

Electrolytic growth of
metals or metallic com-
pounds across glass seals
between leads and metal
case

Intermittent shorts

Low-voltage test

Loose conducting par-
ticles in package

Intermittent shorts

Acceleration; monitored
vibration; X-ray; monitored
shock

Improper marking

Completely inoperative

Electrical test
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Table 4-23  COMPARISQil OF SCREENING METHODS
Screen Defects Effectiveness Cost Comments
Interval visual |Lead dress Inexpensive | This is a mandatory screen for high-
inspection Metallization to moderate | reliability devices. Cost will depend
Oxide upon the depth of the visual inspection.
Particle
Die bond
Wire bond
Contamination
Corrosion
Substrate
Infrared Design (thermal) Very good Expensive For use in design evaluation only.
X-Ray Die bond Excellent Moderate The advantage of this screen is that
Lead dress (gold) Good the die-to-header bond can be examined
Particle Good and some inspection can be performed
Manufacturing Good after encapsulation. However, some
(gross errors) materials are transparent to X-rays
Seal Good (i.e., Al and Si) and the cost may be
Package Good as high as six times that of visual
Contamination Good inspection, depending upon the com-
plexity of the test system.
High temperature | Electrical (sta- Good Very This is a highly desirable screen.
storage bility) inexpensive
Metaliization
Bulk silicon
Corrosion
Temperature Package Good Very This screen may be one of the most
cycling Seal inexpensive | effective for aluminum lead systems.
Die bond
Wire bond
Cracked substrate
Thermal mismatch
Thermal shock Package Good Inexpensive | This screen is similar to temperature
Seal cycling but induces higher stress
Die bond levels. As a screen it is ?robably no
Wire bond better than temperature cycling.
Cracked substrate
Thermal mismatch
Constant Lead dress Good Moderate At 20,000-0 stress levels, the effec~
acceleration Die bond tiveness of this screen for aluminum is
Wire bond questionable,
Cracked substrate
Shock Lead dress Poor Moderate The drop-shock test is considered
(unmonitored) inferior to constant acceleration.
However, the pneupactor shock test may
be more effective. Shock tests may be.
destructive.
Shock Particles Poor Expensive Visual or X-ray inspection is preferred
(monitored) Intermittent short Fair for particle detection.
Intermittent open Fair
Vibration Lead dress Poor Expensive This test may be destructive. Except
fatigue Package for work hardening, it is without
Die bond merit.
Wire bond
Cracked substrate
Vibration vari- | Package Fair Expensive
able frequency Die bond
(unmonitored) Wire bond
Substrate
Vibration vari- |Particles Fair Very The effectiveness of this screen for
able frequency Lead dress Good expensive detecting particles is part-dependent.
(monitored) Intermittent open Good
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Table 4-23 COMPARISON OF SCREENING METHODS (Continued)
Screen Defects Effectiveness Cost Comments
Random vibration | Package Good Expensive This is a better screen than VVF
(unmonitored) Die bond (unmonitored) especially for space-
Wire bond launch equipment, but it is more
Substrate expensive.
Random vibration | Particles Fair Very This is one of the most expensive
(monitored) Lead dress Good expensive screens; when combined with only fair
Intermittent open Good effectiveness for particle detection,
it is not recommended except in very
special situations.
Helium leak test | Package Good Moderate This screen is effective for
Seals detecting leaks in the range of
1078 to 107!0 Attm cc/sec.
Radiflo leak Package Good Moderate This screen is effective for leaks in
test Seals the range of 1078 to 107!2 Attm cc/sec.
Nitrogen bomb Package Good Inexpensive | This test is effective for detecting
test Seals leaks between the gross-and-fine-leak-
detection ranges.
Gross-leak test |Package Good Inexpensive | Effectiveness is volume-dependent.
Seals Detects leaks greater than
10 Attm cc/sec.
High-voltage Oxide Good Inexpensive | Effectiveness is fabrication dependent.
test
Isolation Lead dress Fair Inexpensive
resistance Metallization
Contamination
Intermittent Metallization Good Expensive Probably no better than ac operating
operation 1ife Bulk silicon life.
Oxide
Inversion/
channeling
Design
Parameter drift
Contamination
Ac operating Metallization Very good Expensive
life Bulk silicon
Oxide
Inversion/
channeling
Design
Parameter
Contamination
Dc operating Essentially the Good Expensive No mechanisms are activated that could
life same as intermit- not be better activated by ac life
tent life. tests.
High-temperature | Same as ac Excellent Very Temperature acts to accelerate failure
ac operating operating life expensive mechanisms. This is probably the most
life expensive screen and one of the most
effective.
High-temperature | Inversion/ Poor Expensive
reverse bias channeling
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Table 4-24 1lists all the required screens for classes A, B and C of
MIL-STD-883, Method 5004. (Note that a burn-in test is required for
classes A and B only.) The effectiveness of these screens is shown in
Table 4-25. Finally, the cost ranges of screening tests for class B
devices are listed in Table 4-26.

Table 4-24 SCREENING SEQUENCE - METHOD 5004 - MIL-STD-883

Reliability Classes

Screen

A

B

C

Internal Visual
Stabilization Bake
Thermal Shock
Temperature Cycle
Mechanical Shock
Centrifuge
Hermeticity
Critical Electrical
Parameters
Burn-in
Final Electrical
X-Ray Radiograph
External Visual

Condition A
24 h

15 cycles and

10 cycles

20,000 g

30,000 g
yes

yes

168+ 72 h
yes
yes
yes

Condition B
24 h
15 cycles or
10 cycles

no
30,000 g
yes
no
168 h
yes

no
yes

Condition B
24 h
15 cycles or
10 cycles

no

30,000 g
yes
no

no
yes
no
yes
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Table 4-25 FALLOUT FROM MIL-STD-883 TESTSZ!

Screen Average % Fallout Range (%)

Precap Visual 1
Hermeticity

Burn-in

Electrical Testing

External Visual

S~ onworo;m

Table 4-26 SCREENING TEST COSTS FOR CLASS B DEVICES?!

MIL-STD-883 Method Min. Typical ($) Max.

1) Precap Visual Inspection

Condition B 0.15 0.25 3.00

2) High-Temperature Storage 0.01 0.05 0.10
3) Temperature Cycling 0.05 0.10 0.10
4) Constant Acceleration 0.05 0.10 0.25
5) Fine Leak 0.05 0.10 0525
6) Gross Leak 0.05 0.10 0.20
7) Burn-in 0.25 0.50 5.00
8) Final Electrical 0.25 0.50 2.00
Total Class B 0.86 1.70 10.90

Note that Table 4-26 covering screening costs is provided for com-
parative purposes only. Its intent is to illustrate relative cost
differences (up to 20 to 1) for screening tests on devices of varying
complexity. For a simple integrated circuit logic gate, screening tests
will be lower. For LSI devices, the cost will approach the maximum
indicated.
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4.1.2 Derating

The guidelines in the preceding section on parts selection and
control assume that the parts are inherently reliable and capable of
withstanding the stresses to which they will be submitted.

Additional improvement in part and, ultimately, equipment reliability
can be realized by applying the techniques of derating. Derating can be
defined as the operation of a part at less severe stresses than those
for which it is rated. In practice, derating can be accomplished by
either reducing stresses or by increasing the strength of the part.
Selecting a part of greater strength is usually the most practical
approach.

Derating is effective because the failure rate of most parts tends
to decrease as the applied stress levels are decreased below the rated
value. The reverse is also true: the failure rate increases when a
part is subjected to higher stresses and temperature. The failure rate
model of most parts is stress and temperature dependent. This depend-
ence is discussed more fully in the subsection following (4.1.2.1).
Specific derating criteria are given in subsection 4.1.2.2.

4.1.2.1 Temperature-Stress Factors

The temperature-stress effect can best be observed by studying
MIL-HDBK-217B failure rate models. The parts failure rate model (dis-
cussed in Section 2.1.3) for discrete semiconductors is expressed as

follows:
Ap = Ab("E Xmp XTgy X7 X nQ)
where
xp is the part failure rate
A is the base failure rate
TE Environment--accounts for influence of environmental factors
other than temperature. (See Table 2-1, Section 2.1.3.)
L Quality--accounts for effects of different quality levels
A Application--accounts for effect of application in terms of

circuit function
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n~ Complexity--accounts for effect of multiple devices in a single
package

g Voltage Stress--adjusts model for a second electrical stress
(application voltage) in addition to wattage included within

Ap).
The equation for the base failure rate, Aps is:
. (1)s
- T 273+ T+ (AT)S
\p = AGXD Ty (aT)S  OXP T

where
A is a failure rate scaling factor.
NT’ TM and P are shaping parameters.

T is the operating temperature in degrees C, ambient or case, as
applicable.

AT is the difference between maximum allowable temperature with no
junction current or power (total derating) and the maximum
allowable temperature with full rated junction current or power.

S is the stress ratio of operating electrical stress to rated

electrical stress.

The values for the shaping parameters and constraints are shown in
Table 4-27 (taken from MIL-HDBK-217B). The resulting base failure rate
(Ab) for a SI, NPN transistor is shown in Table 4-28 also taken from
MIL-HDBK-217B. Figure 4-5 is derived from Table 4-28. It is evident
that the only variables of the equation for the base failure rate (Ab)
are T; the operating temperature, AT, the difference between maximum
temperatures in de-energized and energized state and S, the electrical
stress ratio.

Table 4-28 and Figure 4-5 show how Ay varies with temperature and
stress. The data presented is based on the typical maximum junction
temperature of 175°C (fully derated) and 25°C for the maximum tempera-
ture at which full rated operation is permitted.
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Table 4-27 DISCRETE SEMICONDUCTOR BASE FAILURE RATE PARAMETERS
Ap Constants
Group Part Type A Ny Ty T
Transistors | Si, NPN 0.13 | -1052 448 10.5 150
Si, PNP 0.45 | -1324 448 14.2 150
i Ge, PNP 6.5 |-2142 | 373 | 20.8 75
Ge, NPN 21.0 -2221 373 19.0 75
II FET 0.52 | -1162 448 13.8 150
111 Unijunction 3.12 | -1779 448 13.8 150
Diodes Si, Gen. Purpose| 0.9 -2138 448 17.7 150
IV Ge, Gen. Purpose| 126 -3568 373 22.5 75
v Zener/Avalanche 0.04 | - 800 448 14 150
VI Thyristors 0.82 | -2050 448 9.5 150
VII Microwave
Ge, Detectors 0.33 | - 477 343 15.6 45
Si, Detectors 0.14 | - 392 423 16.6 125
Ge, Mixers 0.56 | - 477 343 15.6 45
Si, Mixers 0.19 | - 394 423 15.6 125
VIII Varactor,
Step Recavery & 0.93 | -1162 448 13.8 150
Tunnel
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Table 4-28 BASE FAILURE RATES FOR GROUP 1 TRANSISTORS
(SILICON, NPN)

T S
°c)| 0.2 0.2 ] 0.3 0.4 0.5 0.6 0.7 0.8]0.9]1.0
0 | 0.0034{0.0041]0.0048]0.0057|0.0067 | 0.0079/0.0095/0.011}0.014}10.018
10 | 0.0038|0,0046}0.0054|0.0064|0.0075 | 0.0089]0.010 |0.013{0.017]0.023,
20 | 0.0043]0.0051/0.0060{0.0071(0.0084 | 0.010 [0.012 }0.015{0.020]0.029
25 | 0.0046)0.00540.006410.0075/0.0089 | 0.010 }0.013 10.017}0.0230.033]
30 | 0.0040]0.0057]0.0067|0.0079/0.0095| 0.011 |0.014 |0.018{0.025
40 | 0.00540.006410.0075{0.0009/0.010 | 0.013 |0.017 |0.023/0.033
50 | 0.0060]0.0071|0.008410.010 |0.012 | 0.015 |0.020 [0.029
55 | 0.0064[0.0075{0.008910.010 |0.013 | 0,017 {0.023 |0.033
60 | 0.00670.0079/0.0095{0.011 [0.014 | 0.018 {0,025
65 | 0.0071/|0.0084/0.010 [0.012 [0.015 | 0.020 |0.029
70 | 0.0075]0.0089}0.010 |0.018 |0.017 | 0.023 |0.033
75 | 0.00790.0095{0.011 |0.014 [0.018 | 0.025

80 | 0.0084|0.010 |0.012 [0.015 |0.020 | 0.029

85 | 0.0089(0.010 [0.013 [0.017 10.023 | 0.033
90 | 0.0095/0.011 |0.014 |0.018 |0.025
95 | 0.010 {0.012 [0.015 |0.020 |0.029

100 | 0.010 |0.013 [0.017 |0.023 |0.033
105 | 0.011 [0.016 {0.018 0.025
110 | 0.012 |0.013 |0.020 |0.029

115 | 0.013 {0.017 }0.023 }0.033
120 | 0.014 |0.010 |0.025
125 | 0.015 ]0.020 |0.029

130 | 0.017 {0.023 |0.033
135 | 0.018 |0.025
140 | 0.020 |0.029

145 | 0.023 10.033
150 | 0.025
156 | 0.029

160 | 0.033
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Fig. 4-5 Stress/Temperoture Plot For Group | Transistor (Silicon, NPN)
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The data show that at higher temperatures ( 100°C) and at electrical
stress higher than 40% (even at lower temperatures) the slopes of the
curves (and the failure rate) increase drastically.

Since semiconductors as well as most electronic parts are sensitive
to temperature, the thermal analysis of any design should accurately
provide the ambient temperatures needed for proper application of the
part. Of course, lower temperatures produce better reliability but can
also produce increased penalities in terms of added loads (or constraints)
on controlling the system's environment. The thermal analysis should be
part of the design process and included in all the trade-off studies
covering equipment performance, reliability, weight, volume, environ-
mental control requirements, and above all, cost.

Derating procedures vary with different types of parts and their
application. Resistors are derated by decreasing the ratio of operating
power to rated power. Capacitors are derated by maintaining the applied
voltage at a lower value than the voltage for which the part is rated.
Semiconductors are derated by keeping the power dissipation below the
rated level.

The first step in the procedure for derating electronic parts in-
volves the use of derating curves, which usually relate derating levels
to some critical environmental or physical factor. Such curves are
typically included in the part specification. A typical derating curve
for semiconductors is shown in Figure 4-6.

Maximum Use
Rating

TS TA Or TC Tmax

Fig. 4-6 TYPICAL DERATING GRAPH
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In Figure 4-6,
TS is the temperature derating point (usually 25°C)
MAX is the maximum junction temperature
TA is the ambient temperature
TC is the case temperature.

Maximum junction temperature (TMAX) is normally 175°C for silicon and
100°C for germanium devices. Although usually 25°¢, TS can be other
values of temperature.

This conventional derating approach makes the approximate assumption
that the thermal resistance, 6, from ambient or case to junction is a
constant, and that the junction temperature is:

T

g = TateyaPs
or

T, =T P

¢c*euchy

TJ is junction temperature
TA is ambient temperature
TC is case temperature
®3A is thermal resistance (ambient to junction, Oc per watt)
eJC is thermal resistance (case to junction, Oc per watt)
PJ is power (watts) dissipated at junction,
These equations indicate that operation anywhere along the derating line

between TS and TMAX will result in a junction temperature equal to TMAX
and that the thermal resistance (6) is constant at a value:

Tuay = T
o = f£99i——ii- Oc/watt
(rating)
where
P(rating) is power rating (watts) at temperature TS.
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This assumption of constant thermal resistance is approximate. For
many common transistors, the assumption is close and conservative because
their actual thermal resistance has only a slightly negative slope as a
function of the temperature of the bulk semiconductor material. An actual
curve of constant junction temperature for these devices resembles
Figure 4-7.

o

PacTuaL” PraTED
o

o

Ts Temp Tmaox

Fig. 4 -7 ACTUAL CONSTANT JUNCTION TEMPERATURE CURVE

As shown in Figure 4-7, if the curvature of TJ = TMAX curve is
large, then the assumption of the dotted straight line can lead to
appreciable error. The fact that the curvature of TJ = TMAX can be
different for the two cases of referencing 83a O 85c is one reason why
differences may be obtained in using these two ratings in prediction
computations.

This assumption error may be very large for some devices. This is
recognized by suppliers who specify a multipoint derating curve to
approximate, more closely, the extreme curvature in the constant
TJ = TMAX curve. An example is the derating curve for the IN3263 power
diode, Figure 4-8, where the three rating points are 160 amps at 125°¢,
120 amps at 150°C, 0 amps at 175°C. As shown in Figure 4-8, the two
point linear derating assumption from 160 amps at 125°C would have
resulted in an 80 amps rating at 150°C instead of the actual rating of
120 amps. This would have caused a third or more of the device capability
to be wasted at 150°C.
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Fig. 4-8 MULTIPOINT DERATING CURVE FOR IN3263 POWER DIODE

Occasionally in the Military Specifications, the derating instruc-
tions are presented as notes relative to the maximum ratings. The slash
sheets appended to MIL-S-19500 contain numerous examples of derating
instructions for discrete semiconductor devices.

4,1.2.2 Specific Derating Guidelines

This subsection provides specific guidelines for derating component
parts used in electronic equipment. In general, guidelines and graphic
presentation of acceptable part operation are given for the environmental
classes covering ground, airborne and space applications.

These guidelines represent a composite summary of derating policies
employed presently by firms within the electronic industry who specialize
in military applications. The derating criteria for resistors, capaci-
tors and semiconductors are presented in graphic format and include
parametric restrictions for both stress ratios and case temperatures.

The derating criteria for microcircuits, inductive devices, relays and
connectors are presented in tabular format. The graphs show three basic
derating regions which are defined as follows:
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A Acceptable--the most reliability/cost effective region
providing the optimum margin of safety. Usage of parts
in this region is recommended. No reliability degradation
is expected.

Q Questionable--the region in which the devices are operated
within their ratings but are not optimum with respect to
reliability. Long term reliability can be degraded. The
designer should consult with the reliability or component
engineer regarding part application.

R Restricted--the region in which the device ratings are
exceeded. Do not use; part overstressed.

In addition to providing an adequate margin of safety, Region A reflects
cost/effectiveness precepts. As a general rule, the specific derating
guidelines (Region A) should not be conservative to the point where costs
rise excessively (e.g., higher than necessary part ratings are selected).
Neither should the derating criteria be so loose as to render reliable
part application ineffective. Optimum derating occurs at or below the
point on the stress/temperature curve where a rapid increase in failure
rate is noted for a small increase in temperature or stress. This may be
visualized by referring to Figure 4-5 (when considering a silicon NPN
transistor) presented in the preceding subsection.

Consider that the transistor is used at 55°C ambient temperature
rated for 500 mW at 25°C and used at two different stress levels
400 mW = 80% and 200 mW = 40%. Referring to Figure 4-5, at a stress of 80%
and a temperature of 55°C, the failure rate Ay s 0.33)(10'6. It can
also be seen that 80% stress or 400 mW is the maximum allowable power
dissipation at 559C for this transistor. If, however, the transistor is
stressed only 40% at 55°C, the failure rate A decreases drastically to
0.010x 1075,

achieved.

A considerable reliability improvement of 3.3 to 1 has been

Table 4-29 and Figures 4-9 through 4-11 present the derating guide-
lines for microcircuits. Figures 4-12 through 4-16 give the derating
guidelines for semiconductors. Figure 4-17 through 4-20 show the derating
guidelines for resistors. Figure 4-21 through 4-30 show the derating
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Table 4-29  MICROELECTRONIC DEVICE DERATING CHART

Power Supply Voltage(s) - Use power supply voltage at parameter
guarantee level which is derated from absolute maximum ratings.

Output Current (Load, Fan-Qut) - Derate to 80% of maximum
allowable.

Input Voltage - Logic - Derate to same voltage level as noted
above for supply voltage(s).

Input Voltage - Linear - Derate to 70% of absolute maximum
rating.

Ty = Ta*ega(Pp)

T T

¢ = Ty-0yc(Pp)

For: Digital Logic Device Application

I h
_ PDL  "PDH
Pp = 2 chc+(IOLXVOL)
where
PD is the actual power dissipated in the circuit applica-

tion and is the product of the actual measured
calculated voltage and current.

PDL is the actual supply current drain with inputs in
logic "0" state.

PDH is the actual supply current drain with inputs in
logic "1" state.

is the actual power supply voltage.
is the actual output logic "0" state sink currents.

ccC

I
oL
VOL is the actual logic state "0" output voltage.

For: Linear Device Application

T = .=
Pp = Vex I +Vox1Igg

where
V, is the actual supply voltage (+)
i is the actual supply current (+).
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guidelines for capacitors. Tables 4-30 through 4-32 provide guidelines
for other parts. Where derating information is graphically presented,
the figures show three basic regions of part operation which impact
reliability.

Table 4-30 DERATING FOR COILS, CHOKES AND TRANSFORMERS

Maximum Permissible
% of Manufacturer's Rating
Voltage
Current Max imum Transient

Inductor Type Operating Applied (max imum)
Coil, Inductor
Saturable Reactor 60% 60% 90%
Coil, Radio Frequency
Fixed 70% 60% 90%
Inductor General 70% 60% 90%
Transformer, Audio 70% 60% 90%
Tranéformer Pulse,
Lont-Posdr 60% 60% 70%
Transformer, Power 70% 60% 90%
Transformer, Radio .
Frequency 60% 60% 90%
Transformer,
Saturable Core 60% 60% 90%
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Table 4-31 RELAY DERATING CHART

Part Stress % Stress
Type Parameter (A11owed) Remarks
Relay Rated 50% The rated contact current for each
Contact o
Cunreht contact set shall be derated by 50%.
Each active contact set must be
calculated separately.
a. Active means actually wired
to serve a circuit function.
b. Each circuit path through the
relay constitutes a contact set.
NOTE :
1. Consideration.must be given to the type of load to be switched, i.e.,

inductive, capacitive, lamp resistive, or motor when computing

operating current.

Rated current means the maximum current for a given type of load which
the relay will make, carry and break for its rated life.

Adequate contact protection must be provided where applicable.

Exercise care in the area of power switching with grounded case relays.
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Table 4-32 CONNECTOR DERATING CHART

Stress % Stress
Connector Type Parameter (A1lowed)
R-f Coaxial Current 50
Multipin Current 50
Cable Current 50
A1l types Voltage See Table Below
for Nonpressured
Systems
Voltage at Sea Level
Working V
Min
Air Rated V AC
Space (rms) DC (rms)
< 0.031 600 280 200
0.031 1000 490 350
0.045 1500 700 500
0.062 1800 840 600
0.076 2250 1050 750
Voltage at 50,000 ft altitude
<0.031 225 100 75
0.031 375 190 125
0.045 525 210 175
0.062 675 315 225
0.076 790 360 360
Voltage at 70,000 ft altitude
< 0.031 150 70 50
0.031 300 125 90
0.045 375 175 125
0.062 450 210 150
0.076 500 230 165
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4.1.3 Environmental Resistance

In order to realize fully the benefits of a reliability oriented
design, consideration must be given early in the design process to the
required environmental resistance of the equipment being designed.

The environmental resistance, both intrinsic and that provided by
specifically directed design features, will singularly determine the
ability of the equipment to withstand the deleterious stresses imposed

by the environment in which the equipment will be operated. The initial
requirement for determining the required environmental resistance is the
identification and detailed description of the environments in which the
equipment must operate. The next step is then the determination of the
performance of the components and materials that comprise the equipment
when exposed to the degrading stresses of the environments so identified.
When such performance is inadequate or marginal with regard to the equip-
ment reliability goals, corrective measures such as derating, redundancy,
protection from adverse environments, or selection of more resistant
materials and components are necessary to fulfill the reliability
requirements of the equipment.

4.1.3.1 Environmental Factors

Since reliability is strongly dependent upon the operating condi-
tions that are encountered during the entire life of the equipment, it
is important that such conditions are accurately identified at the
beginning of the design process, Environmental factors which exert a
strong influence on equipment reliability are listed in Table 4-33 and
discussed on the following pages.

High temperatures impose a particularly severe stress on most
electronic components since they can cause not only catastrophic failure
such as melting of solder joints and burn out of solid state devices,
but also slow progressive deterioration of component performance levels
due primarily to chemical degradation effects. It is often stated that
excessive temperature is the primary cause of poor reliability in
military electronic equipment.
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Table 4-33 ENVIRONMENTAL STRESSES, EFFECTS AND RELIABILITY IMPROVEMENT

TECHNIQUES IN ELECTRONIC EQUIPMENT

Environmental
Stress

Effects

Reliability
Improvement Techniques

High Temperature

Parameters of resistance, inductance, capacitance, power factor,
dielectric constant, etc, will vary; insulation may soften; moving
parts may jam due to expansion; finishes may blister; devices
suffer thermal aging; oxidation and other chemical reactions are
enhanced; viscosity reduction and evaporation of lubricants are
problems; structural overloads may occur due to physical
expansions.

Heat dissipation devices,
cooling systems, thermal
insulation, heat-withstanding
materials.

Low Temperature

Plastics and rubber lose flexibility and become brittle; electrical
constants vary; ice formation occurs when moisture is present;
lubricants gel and increase viscosity; high heat losses; finishes-
may crack; structures may be overloaded due to physical contrac-
tion.

Heating devices, thermal
insulation, cold-withstanding
materials.

Thermal Shock

Materials may be instantaneously overstressed causing cracks and
mechanical failure; electrical properties may be permanently
altered. Crazing, delamination, ruptured seals.

Combination of techniques for
high and low temperatures.

Shock Mechanical structures may be overloaded causing weakening or Strengthened members, reduced
collapse; items may be ripped from their mounts; mechanical inertia and moments, shock
functions may be impaired. absorbing mounts.

Vibration Mechanical strength may deteriorate due to fatigue or overstress; Stiffening, control of

electrical signals may be mechanically and erroneously modulated;
materials and structures may be cracked, displaced, or shaken
loose from mounts; mechanical functions may be impaired; finishes
may be scoured by other surfaces; wear may be increased.

resonance.
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Table 4-33 ENVIRONMENTAL STRESSES, EFFECTS AND RELIABILITY IMPROVEMENT

TECHNIQUES IN ELECTRONIC EQUIPMENT (Continued)

Environmental Reliability
Stress Effects Improvement Techniques
Humidity Penetrates porous substances and causes leakage paths between Hermetic sealing, moisture-

electrical conductors; causes oxidation which leads to corrosion;
moisture causes swelling in materials such as gaskets; excessive
loss of humidity causes embrittlement and granulation.

resistant material, dehumidi-
fiers, protective coatings.

Salt Atmosphere

Salt combined with water is a good conductor which can lower insula-

Nonmetal protective covers,

and Spray tion resistance; causes galvanic corrosion of metals; chemical reduced use of dissimilar metals
corrosion of metals is accelerated. in contact, hermetic sealing,
dehumidifiers.
Electromagnetic Causes spurious and erroneous signals from electrical and electronic Shielding, material selection,
Radiation equipment and components; may cause complete disruption of normal part type selection.
electrical and electronic equipment such as communication and
measuring systems.
Nuclear/Cosmic Causes heating and thermal aging; can alter chemical, physical and Shielding, component selection,
Radiation electrical properties of materials; can produce gases and secondary nuclear hardening.

radiation; can cause oxidation and discoloration of surfaces; damages
electrical and electronic components especially semiconductors.

Sand and Dust

Finely finished surfaces are scratched and abraded; friction between
surfaces may be increased; lubricants can be contaminated; clogging
of orifices, etc.; materials may be worn, cracked, or chipped;
abrasion, contaminates insulations, corona paths.

Air-filtering, hermetic sealing.

Low Pressure
(High Altitude)

Structures such as containers, tanks, etc. are overstressed and can be
exploded or fractured; seals may leak; air bubbles in materials may
explode causing damage; internal heating may increase due to lack of
cooling medium; insulations may suffer arcing and breakdown; ozone may
be formed; outgasing is more likely.

Increased mechanical strength of
containers, pressurization,
alternate liquids (low volatil-
ity), improved insulation, im-
proved heat transfer methods.
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In present day electronic systems design, great emphasis is placed
on small size and high component part densities. This generally requires
a cooling system to provide a path of low thermal resistance from heat-
producing elements to an ultimate heat sink of reasonably low temperature.

Solid state components are generally rated in terms of maximum
junction temperatures, and the thermal resistances from this point to
either the case or to free air are usually specified. The specification
of maximum ambient temperature for which a component is suitable is
generally not a sufficient method for component selection with densely
packaged parts since the surface temperatures of a particular component
can be greatly influenced by heat radiation or heat conduction effects
from other nearby parts. These effects can lead to overheating above
specific maximum safe temperatures even though the ambient temperature
rating appears not to be exceeded. It is preferable, therefore, to
specify thermal environment ratings such as equipment surface tempera-
tures, thermal resistance paths associated with conduction, convection
and radiation effects, and cooling provisions such as air temperature,
pressure and velocity, In this manner, the true thermal state of the
temperature-sensitive internal elements can be determined.

Low temperatures experienced by electronic equipment can also cause
reliability problems, These problems are usually associated with mech-
anical elements of the system and include mechanical stresses produced
by differences in the coefficients of expansion (contraction) of metallic
and nonmetallic materials, embrittlement of nonmetallic components,
mechanical forces caused by freezing of entrapped moisture, stiffening
of 1iquid constituents, etc. Typical examples include cracking of seams,
binding of mechanical linkages, and excessive viscosity of lubricants.

Additional stresses are produced when electronic equipment is ex-
posed to sudden changes of temperature or rapidly changing temperature
cycling conditions, These conditions generate large internal mechanical
stresses in structural elements particularly when dissimilar materials
are involved, Effects of the thermal shock induced stresses include
cracking of seams, delamination, loss of hermeticity, leakage of fill
gases, separation of encapsulating components from components and
enclosure surface leading to the creation of voids, and distortion of
support members.
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A thermal shock test is generally specified to determine the integ-
rity of solder joints since such a test creates large internal forces
due to differential expansion effects. Such a test has also been found
to be instrumental in creating segregation effects in solder alloys
leading to the formulation of lead-rich zones which are susceptible to
cracking effects.

Electronic equipment is often subjected to environmental shock and
vibration both during normal use and testing. Such environments can
cause physical damage to components and structural members when deflec-
tions produced cause mechanical stresses which exceed the allowable
working stress of the constituent parts.

The natural frequencies of subsystems comprising the equipment are
important parameters which must be considered in the design process
since a resonant condition can be produced if a natural frequency is
within the vibration frequency range. The resonance condition will
greatly amplify the deflection of the subsystem and may increase stresses
beyond the safe limit.

The vibration environment can be particularly severe for electrical
connectors since it may cause relative motion between members of the
connector. This motion in combination with other environment stresses
can produce fret corrosion which generates wear debris and causes large
variations in contact resistance.

Humidity and salt air environments can cause degradation of equip-
ment performance since they promote corrosion effects in metallic
components and can foster the creation of galvanic cells particularly
when dissimilar metals are in contact. Another deleterious effect of
humidity and salt air atmospheres is the formation of surface films on
nonmetallic parts which cause leakage paths and degrade the insulation
and dielectric properties of these materials. Absorption of moisture
by insulating materials can also cause a significant increase in volume
conductivity and dissipation factor of materials so affected.

Electromagnetic and nuclear radiation can cause disruption of per-
formance levels and, in some cases, permanent damage to exposed equip-
ment. It is important, therefore, that such effects be considered in
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determining the required environmental resistance for electronic equip-
ment that must achieve a specified reliability goal.

Electromagnetic radiation often produces interference and noise
effects within electronic circuitry which can impair the functional per-
formance of the system. Sources of these effects include corona dis-
charges, lightning discharges, sparking and arcing phenomena. These may
be associated with high voltage transmission lines, ignition systems,
brush-type motors, and even the equipment itself. Generally, the reduc-
tion of interference effects requires incorporation of filtering and
shielding features or the specification of less susceptible components
and circuitry.

Nuclear radiation can cause permanent damage by alteration of the
atomic or molecular structure of dielectric and semiconductor materials.
High energy radiation can also cause ionization effects which degrade
the insulation levels of dielectric materials. The mitigation of nuclear
radiation effects typically involves the use of materials and components
possessing a higher degree of intrinsic radiation resistance and the
incorporation of shielding and hardening techniques.

In addition to the aforementioned stress factors, other environ-
mental factors may require consideration in the design process to assure
that adequate environmental resistance is incorporated into the equip-
ment design. These additional factors include:

Sand and dust

Fungus

Acoustic noise

Electric fields

Magnetic fields

Presence of reactive liquids and gases

Each of these stress factors, if present, requires determination of

its impact on the operational and reliability characteristics of the
materials and components comprising the equipment being designed, and
the identification of material, component and packaging techniques that
afford the necessary protection against such degrading factors.




Downloaded from http://www.everyspec.com

In the environmental stress identification process that precedes
the selection of environmental resistance techniques, it is essential
that stresses associated with all 1ife intervals of the equipment be
considered. This includes not only the operational and maintenance
environments but also the preoperational environments when stresses
imposed on the parts during manufacturing assembly, inspection, testing,
shipping and installation may have significant impact on the eventual
reliability of the equipment. Stresses imposed during the preoperational
phase are often overlooked, but they may represent a particularly harsh
environment which the equipment must withstand. Often the shock and
humidity environments to which commercial and military systems are
exposed during shipping and installation are more severe than those it
will encounter under normal operating conditions. It is also probable
that some of the environmental resistance features that are contained
in a system design pertain to conditions that are encountered in the
preoperational phase, and not in conditions that the equipment experi-
ences after being put into operation.

4.1.3.2 Environmental Resistance Provisions

After identification of all environmental stress factors that will
be encountered by a particular electronic system, a determination is
made of components and elements of the system which will be adversely
affected and the effects of this degradation on the apportioned reli-
ability goals. Generally, such a determination will not only identify
elements of the proposed design that are totally unsuitable, but equally
important, will identify trade-off situations where incorporation of
specific protective features will significantly enhance the achievable
reliability.

In these cases, the solution is the specification of components
having greater inherent resistance to the identified environmental
stresses and the selection of particular protection techniques for
reducing these stresses to levels that produce more favorable reliabil-
ity characteristics.
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Thermal Protection

Since excessive temperature is a primary cause of operational and
reliability degradation, each proposed system design must be evaluated
to establish that its thermal performance is consistent with the required
equipment reliability. The preferred method for evaluating the thermal
performance of electronic equipment (with respect to reliability) is a
parts stress analysis method (per Section 2.3.1) which determines the
maximum safe temperatures for constituent parts. A reduction in the
operating temperature of components is a primary method for achieving
improved reliability levels. This is generally possible by provision of
a thermal design which reduces heat input to minimally achievable levels
and provides low thermal resistance paths from heat-producing elements
to an ultimate heat sink of reasonably low temperature. The thermal
design is often as important as the circuit design in obtaining the
necessary performance and reliability characteristics of electronic
equipment,

The failure rates of electronic system components vary significantly
with temperature. Table 4-34 illustrates the reliability improvement
potential that is associated with the operation of circuit elements at
reduced temperatures. A consideration of life cycle costs will generally
indicate that the cost of designing and implementing adequate thermal
performance into equipment is fully recovered by savings in maintenance
costs early in the operational life of the equipment. A suitable thermal
design will also minimize temperature excursions of components when en-
vironmental temperatures or power dissipation vary, resulting in further
reliability benefits.

The part stress analysis method for evaluating system thermal per-
formance is based on a determination of the maximum allowable tempera-
ture for each component which is consistent with the equipment reliability
and the failure rate allocated to that component. Once these maximum
allowable temperatures are assigned and the power dissipated by each
component is ascertained, a heat flow network can be established from
each component to available heat sinks or coolants for analysis of the
system thermal performance. In situations where surface temperatures
must be related to maximum allowable internal temperatures, such as
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Table 4-34  RELIABILITY IMPROVEMENT POTENTIAL
AT REDUCED TEMPERATURES

Base Failure Rates*
(per 105 hrs) Decrease in

Part 5 B At Failure Rate
Description | Reduced Temp-"C| High Temp-"C | °C | Due to Low T
PNP Silicon 0 0 .
TrBIS 1S bord 0.008 at 40 0.063 at 1607| 120 8:1
NPN Silicon 0 (o .
Transistors 0.0054 at 40 0.033 at 1607 | 120 6:1
Glass and o
Porcelain 0.0009 at 40 0,029 at 1259| 85 32:1
Capacitors
Transformers 0 0 .
and Coils 0.001 at 90 0.0267 at 85 45 27:1
Resistors, 0 0 .
Comp. Carb. 0.0002 at 40 0.0063 at 90 50 31:1

*Taken from MIL-HDBK-217B at a 10% stress level.

junction temperatures of semiconductor devices, a knowledge of the
internal thermal resistance of these components is required to calculate
the corresponding surface temperatures for the particular operating
conditions of the component.

A step by step procedure for evaluating thermal performance of
proposed designs includes the following activities:

¢ Establish the maximum and minimum environmental temperatures
of anticipated heat sinks and coolants.

o Characterize the available cooling techniques such as forced
air convection, liquid or vaporization cooling.

e Develop a heat flow network using electrical analog techniques
for the conditions of maximum allowable component temperatures
and maximum environmental heat sink or coolant temperatures;
determine the thermal resistance requirements from parts to
heat sinks,
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o Select packaging approaches and component placements that will
fulfill the thermal resistance requirements in terms of the
available and permissible cooling techniques.

¢ Determine the suitability of simple cooling techniques such as
free or forced air cooling for satisfying the heat concentration
and thermal resistance requirements of the proposed design. If
insufficient, proceed to higher level cooling techniques until
an optimum cooling method is identified.

o Evaluate the penalties associated with the selected cooling
method and perform trade-off analyses to identify alternative
approaches and refinements if possible.

Further specifics of the parts stress thermal anslysis and design
techniques are described in Navelex Publication No. 0967-437-7010,
July 1973, and other references described in this publication.

Although each proposed system design requires a thermal performance
analysis based on its specific characteristics, there are a number of
general rule-of-thumb approaches associated with specific components
that are beneficial for obtaining suitable thermal performance. Guide-
lines to achieve reliable design through temperature reduction of specific
components are itemized in Table 4-35.

Mechanical Protection

Protection against mechanical abuse environments is generally
achievable by use of suitable packaging, mounting and structural tech-
niques. The reliability impact of mechanical protection techniques is
generally singular in that these measures do or do not afford the re-
quired protection against the identified mechanical abuse stresses. In
most cases, trade-off situations between the level of protection and
reliability improvements are not as pronounced as in the case of thermal
protection. The one exception may be the case of fatigue damage where
the level of protection would have a significant impact on reliability
if in fact fatique was a primary failure mechanism in the normal life
of the equipment.
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Table 4-35 DESIGN GUIDELINES TO REDUCE COMPONENT OVERHEATING

Semiconductor Devices

a)

b)
c)

Minimize thermal contact resistance between device and its
mounting by using large area, smooth contacting surfaces
and specifying thermal gaskets or compounds as required.

Locate remote from high temperature parts.
Use heat sinks with fins positioned vertically and in direc-

tion of air or coolant flow. Use painted or coated surfaces
to improve radiation characteristics.

Capacitors

a) Locate remote from heat sources.
b) Insulate thermally from other heat sources.
Resistors
a) Locate for favorable convection.
b) Provide mechanical clamping or encapsulating material for
improved heat transfer to heat sinks.
c) Use short leads whenever possible.

Transformers and Inductors

a)

b)

c)
Printed

Provide heat conduction paths for transfer of heat from
these devices.

Locate favorably for convection cooling.
Provide cooling fins where appropriate.

Wiring Boards

a)
b)

c)

d)

Specify larger area conductors where practicable.

Segregate heat producing elements from heat sensitive
components.

Use intermediate metal core layers in multi-layer systems
and provide good conduction paths from these layers to
support members and intermediate heat sinks.

Use protective coatings and encapsulants for improving heat
transfer to lower temperature supports and heat sinks.
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Shock and Vibration Protection

The environmental resistance required to protect against specified
shock and vibration stresses is generally determined by an analysis
which evaluates the deflections and mechanical stresses produced by these
environmental factors. This generally involves the determination of
natural frequencies and evaluation of the mechanical stresses within
components and materials produced by the shock and vibration environment.

If the mechanical stresses so produced are below the allowable safe
working stress of the materials involved, no direct protection methods

are required. If, on the other hand, the stresses exceed the safe levels,
corrective measures such as stiffening, reduction of inertia and bending
moment effects, and incorporation of further support members are indicated.
If such approaches do not reduce the stresses below the safe levels,
further reduction is usually possible by the use of shock absorbing

mounts.

Humidity, Salt Air, Sand and Dust Protection

It is often mandatory to provide protection of the system elements
against dust, dirt, contamination, humidity, salt spray and other mech-
anical abuse environments of this type. Although trade-off situations
generally do not exist in terms of potential reliability improvements,
this protection does significantly impact the operational and reliability
levels of the equipment.

Possible protection methods against this class of environmental
stresses include hermetic sealing, desiccants, and protective coatings.
Hermetic sealing is often required when components such as solid state
devices must be operated in a controlled atmosphere. The technical con-
siderations involved in the selection of the hermetic seal system are its
effects on the thermal performance of the system and its resistance to
cracking during thermal shock conditions.

There are many insulating compounds that can be applied as coatings
on electronic component assemblies. Among these are epoxies, silicones,
polyurethanes, polystyrenes and varnishes. Generally, these are selected
in accordance with MIL-1-46058 for military applications. Technical
considerations for selection of suitable protective coatings are insulation
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resistance under the expected humidity and temperature conditions,
dissipation factor, dielectric constant, mechanical flexibility, resist-
ance to cracking during thermal shock, removal ease for repair work,

ease of application, and its ability to prevent the migration of corrosion
products. )

Radiation Protection

Radiation protection generally must be specifically designed for
the noise and interference fields against which protection is required.
This usually involves the specification of shielding and filtering that
are effective in the frequency range of concern.

Nuclear radiation protection generally consists of the use of
specific components having an intrinsic hardness and the incorporation
of shielding features that impact the required level of hardness to the
system. Again, the provision of nuclear protection schemes is usually
a go/no-go proposition since few trade-off situations are apparent.

4.1.3.3 General Packaging Considerations

The selection of a suitable packaging method for electronic equip-
ment requires consideration of many trade-off factors in addition to the
environmental protection factors described above. Characteristics that
influence the choice of a packaging method include cost, size, produc-
ibility, maintainability, repairability and reliability. In many cases,
the system requirements are conflicting, and the selection process becomes
one of identifying a packaging approach offering the best compromise of
the many divergent requirements.

In military electronic systems, size, weight and reliability are
prime considerations, and the choice of packaging methods must reflect
the priority of these factors. System packaging approaches are generally
concentrated on microelectronic packaging systems because of -the size
reduction and reliability benefits associated with semiconductor inte-
grated circuit devices. Semiconductor integrated circuits not only offer
reliability improvements because of their inherent properties but also
because of the reduced number of interconnections that are needed.
Further improvements result from the highly controlled fabrication
processes and techniques utilized in the manufacture of such devices.
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Table 4-36 illustrates a general ranking of trade-offs associated
with electronic packaging techniques. For particular systems, these
ranking factors will vary depending upon the specific requirements of
the system. However, the general -order of ranking is believed to be
appropriate for a large population of systems, although large variations
will occur.

Table 4-36 PACKAGING TRADE-OFFS

Characteristics

Throw Main-

Away |Relia-|tenance| Logistics/
Type of Packaging Size] Cost| Cost | bility| Repair Spares
Soldered Modules on Boards P F G P 3
Welded Modules on Boards P P F
Hybrid Modules
(with integrated circuits) 3 g i 3 ) 2
Hybrid Compartmentalized
Etched Circuits
Pluggable Flat-Pack
Modul es FLF]G J o F
Flat-Pack Integrated
Circuits Printed Wiring G G G F G G
Board
Welded Flat-Pack IC Stack G P F F
Thin-Film Circuits G G F F
IC Chips G G G P
Large-Scale Integration
(LST) G G P G P P
MOS Devices G G P G P P
G = Good
F = Fair
P = Poor
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4.1.4 Redundancy

The reliability of a system can be significantly enhanced through
the use of redundancy. Redundancy involves designing one or more alter-
nate signal paths into the system through addition of parallel elements.

Redundancy has been extensively applied in airborne systems. For
example, the electronic multiplexing system for the B-1 bomber27 currently
uses a redundant design. In this system, redundant computers control the
main switching buses. Normally, one of the two computers is active and
feeds the two main buses which control all switching functions while the
other continuously performs the same function and compare$ its output
with the active computer. If the active computer malfunctions, the stand-
by automatically takes over.

Another example of a redundant configuration is provided by the
AWG-9 weapon control system as used aboard the Grumman F-14 fighter28.

In this system, two major sensors are used to achieve the same goal.
e Pulse Doppler search, track, acquisition and guidance radar
e Gimbal-mounted infrared search/acquisition sensor.

The infrared system provides a backup to the radar if the latter is
inoperable due to malfunctions or jamming. Additionally, it may operate
in a dual mode to augment the radar search volume.

This subsection of the handbook presents data and guidelines for
the application and evaluation of redundancy. The categorization of
techniques, their advantages and disadvantages and specific design
examples are included. This treatment of redundancy is not meant to be
exhaustive, but to point out concepts of redundancy important to elec-
tronic equipment design applications and to caution the designer that
applications of redundancy are not without drawbacks. For a more detailed
discussion of redundancy, the reader is referred to the reference sources.

4.1.4.1 General Concepts

As indicated in Section 2.1.2, safety and mission reliability can
be increased through redundancy at the cost of decreasing unscheduled
maintenance (or serial) reliability. Note, however, that the unscheduled
maintenance reliability reduction accompanying redundancy may be offset
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by also improving reliability through use of component improvement
techniques--such as part screening, derating and design simplification--
as discussed elsewhere in this guide.

Depending on the specific applications, a number of approaches are
available to improve reliability through redundant design. These design
approaches can be classified on the basis of how the redundant elements
are introduced into the circuit to provide a parallel signal path. In
general, there are two (2) major classes of redundancy:

(1) Active redundancy--External components are not required to
perform the function of detection, decision and switching when
an element or path in the structure fails.

(2) Standby redundancy--External elements are required to detect,
make a decision and switch to another element or path as a

replacement for a failed element or path.

Techniques related to each of these two classes are depicted in the
simplified tree-structure shown in Figure 4-31.

Redundancy Techniques

Active/\Stondb!

Majority Vote Gate Connector
(©)

Porallel/\m‘i—: Non-Operating Operating
;7§T |=gl\ (7) (8)

Simple Duplex Bimodal
()] (2) (3)

Simple  Adaptive
(4) (5)

Fig. 4 -3 REDUNDANCY TECHNIQUES

Table 4-37 further defines each of the eight techniques shown in Figure
4-31,

Although not readily apparent, redundancy does not lend itself to
categorization exclusively by element complexity. Although certain of
the configurations described in Table 4-37 are more applicable at the
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Simple Parallel Redundoncy

—
L

Duplex Redundancy

{a) Bimodal Paraliel/
Serles Redundancy

(b) Bimodal Series/
Parallel Redundancy

In fts simplest form, redundancy consists of
& simple parallel bination elements
1f any element fails open, fdentical paths

exist through paralle) redundant elements.

This technique is applfed to redundant logic
sections, such as Al and AZ operating in
paraliel. [t is primarfly used in computer
applications where Al and A2 can be used in
duplex or active redundant modes or as a
separate element. An error detector at the
output of each logic section detects
noncoincident outputs and starts a diagnostic
routine to determine and disable the faulty
element.

A series connection of parallel redundant
elements provides protectfon against shorts
and opens., Direct short across the network
due to a single element shorting {3 prevented
by 3 redundant element in series. An open
across the network s prevented by the
parallel element. Network (2) fs useful
when the primary element failure mode is
open, Network (b) s useful when the
primary element failure mode {s short.

TABLE 4 -37 REDUNDANCY TECHNIQUES
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Majority Voting Redundancy

Output
Eommm === i

L— Power

Standby Redundancy

}—_—\O_uw
&

Power

T+ Output

Operating Redundancy

:

S

:

|
|
\
[ on |

Decision can be buflt into the basic paralle)
redundant model by inputting signals from
paralle! elements into a voter to compare
each signal with remaining signals. Vvalild
decisions are made only if the number of
useful elements exceeds the failed elements.

This technique exemplifies the majority logic
configuration discussed previously with a
comparator and switching network to switch
out or inhibit fafled redundant elements.

Similar to majority voting. Redundant elements
are generally binary circuits. Outputs of the
binary elements are fed to switch-1ike gates
which perform the voting function, The gates
contain no components whose failure would
cause the redundant circuit to fail. Any
fatlures in the gate connector act as though
the binary element were at fault.

A particular redundant element of a parallel
configuration can be switched into an active
circuit by connecting outputs of each element
to switch poles. Two switching configurations
are possible.

1) The element may be isolated by the switch
until switching is completed and power
applied to the element in the switching
operatfon.

2} A1) redundant elements are continuously
connected to the circuit and a single
redundant element activated by switching
power to 1t.

In this applicatfon, al) redundant units =
operate simultaneously. A sensor on each unit
detects failures. When 2 unft fails, a switch
at the output transfers to the next unit and
remains there until faflyre.

TABLE 4-37

REDUNDANCY TECHNIQUES (Cont.)
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part or circuit level as opposed to the equipment level, this is not due
to inherent limitations of the particular configuration but rather to
supporting factors such as cost, weight and complexity.

In addition to the two major classes and related techniques, another
form of redundancy can exist within normal nonredundant design configura-‘
tions. Parallel paths within a network often are capable of carrying an
added load when elements fail. This can result in a degraded but toler-
able output. In other words, an element failure in a parallel path does
not always cause complete equipment failure but, instead, degrades equip-
ment performance. The allowable degree of degradation depends on the
number of alternate paths available. Where a misstion can still be accom-
plished using an equipment whose output is degraded, the definition of
failure can be relaxed to accommodate degradation. Naturally, limiting
values of degradation must be built into the new definition of failure.
This slow approach to failure, having been termed "graceful degradation",
is exemplified by an array of elements configured into an antenna or an
array of detectors configured into a receiver. In either case, individual
elements may fail, reducing resolution, but if a minimum number operate,
resolution remains great enough to identify a target.

The decision to use redundant design techniques must be based on a
careful analysis of the trade-offs involved. Redundancy may prove the
only available method when other techniques of improving reliability have
been exhausted or when methods of part improvement are shown to be more
costly than duplications. Its use may offer an advantage when preventive
maintenance is planned. The existence of a redundant equipment can allow
for repair with no system downtime. Occasionally, situations exist in
which equipments cannot be maintained (e.g., spacecraft). In such cases,
redundant elements may prolong operating time significantly.

But the application of redundancy is not without penalties. It will
increase weight, space, complexity, cost and time to design. As pre-
viously described, the increase in complexity results in a decrease of
unscheduled maintenance reliability--safety and mission reliability is
gained at the expense of serial mean-time-between-failure (MTBF).
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In general, the reliability gain for additional redundant elements
decreases rapidly for additions beyond a few parallel elements. As illus-
trated by Figure 4-32 for simple parallel redundancy, there is a dimin-
ishing gain in reliability and MTBF as the number of redundant elements
is increased. As shown for the simple parallel case, the greatest gain
achieved through addition of the first redundant element is equivalent to
a 50% increase in the system MTBF. In addition to maintenance cost in-
creases due to repair of the additional elements, reliability of certain
redundant configurations may actually be less. This is due to the serial
reliability of switching or other peripheral devices needed to implement
the particular redundancy configuration (see Table 4-37).

The effectiveness of certain redundancy techniques (especially
standby) can be enhanced by repair. Standby redundancy allows repair of
the failed unit (while operation of the good unit continues uninterrupted)
by virtue of the switching function built into the standby redundant con-
figuration. The switchover function can readily provide an indication
that failure has occurred and operation is continuing on the alternate
channel. With a positive failure indication, delays in repair are mini-
mized. A further advantage of switching is related to built-in test (BIT)
objectives. Built-in test can be readily incorporated into a sensing and
switchover network for ease of maintenance purposes.

An illustration of the enhancement of redundancy with repair is
shown in Figure 4-33. The achievement of increased reliability brought
about by incorporation of redundancy is dependent on effective isolation
of redundant elements. Isolation is necessary to prevent failure effects
from adversely affecting other parts of the redundant network. The sus-
ceptibility of a particular redundant design to failure propagation may
be assessed by application of failure mode effects analysis as discussed
in Section 2.3.2. The particular techniques addressed there offer an
effective method of identifying likely fault propagation paths.

Interdependency is most successfully achieved through standby redun-
dancy, as represented by configurations classified as decision with
switching, where the redundant element is disconnected until a failure
is sensed. Design based on such techniques must provide protection
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against switching transients and consider effects of switching inter-
ruptions on system performance.

Furthermore, care must be exercised to assure reliability gains
from redundancy are not offset by increased failure rates due to switch-
ing devices, error detectors and other peripheral devices needed to
implement the redundancy configurations.

4.1.4.2 Redundancy Techniques

This section provides further information on the redundancy tech-
niques itemized in Figure 4-31 and further described in Table 4-37.
Figures 4-34 through 4-38 present block diagrams, mathematical models,

a plot of the reliability function, applications, and advantages and
disadvantages for those techniques defined in Table 4-37. As shown in
Figure 4-31, active and standby redundancy are major categories or
redundancy techniques. Several different techniques of parallel redun-
dancy are given, since it is the most widely used type. Examples of
voting and standby redundancy are also included. Due to the similarity
between several of the techniques shown in Table 4-37, several are com-
bined into one figure. In particular, gate connector redundancy and
adaptive majority logic have been included as a modification of majority
voting; standby redundancy has been considered to be a modification of
operating redundancy as implemented by a different switching arrangement.
More detailed information regarding models and applications of these
specialized techniques is to be found in references 27, 28, 29, 30, 31
at the end of Section 4. Applications of these specific redundancy
techniques to design examples may be found in Section 4.1.4.3.

4.1.4.3 Design Examples

This section presents examples of current applications of redundancy
to avionics equipment. The particular examples discussed are listed
below:

o Simple parallel redundant precision voltage supply
e Quad-redundant computer building block
e Majority voter redundant : 8 counter

e Standby redundant channels in an RF receiver.
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Fig. 4-34 SIMPLE PARALLEL REDUNDANCY
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In the following fourteen pages, a circuit diagram is given for each
example and the specific reliability model is provides. A graphic
comparison is provided for each example which illustrates the reliability

for both redundant and nonredundant configurations.
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EXAMPLE 1
SIMPLE PARALLEL REDUNDANCY

This example considers application of simple parallel redundancy
at the circuit level centered around a precision regulated voltage supply.
The circuit diagram for the basic nonredundant configuration plus part
failure rates are shown in Figure 4-39.

-

f

P

<

<LI>

<l >

<|1%

%
Failure Rate
Part n A(x 10'6) ni
Resistor, carbon composition 10 0.002 0.020
Capacitor, solid tantalum 4 0.038 0.152
Transformer, power 1 0.056 0.056
Transistor, silicon PNP 1 1.6 1.600
Transistor, silicon NPN 3 0.98 0.294
Diode, general purpose 6 0.68 0.408
Diode, zener 2 0.85 1.700
Total 4.230 )

Figure 4-39 PRECISION REGULATED VOLTAGE SUPPLY
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For the nonredundant circuit, the total failure rate is given by:

_ N -6 .
xTotal =3 Aparts = 4,23x 10 - failures/hour

Using an operating time of 2000 hours, the reliability for the nonredun-
dant configuration is:

- t -6 3!
R = e total™ _ e-(4.23><10 )(2x107)

R =0.992

Figure 4-40 shows the configuration for the redundant supply. The basic
circuit is shown within the dotted lines in Figure 4-39.

3] e Veltanh
. Circuit Supply
+ ° *~—  —a
‘ . Voltage
Basic
"E: Circuit [ Pt Supply
Redundant Circuit Configuration Reliability Block Diagram
R= M 6-2)\1
Mathematical Model

Fig. 4-40 REDUNDANT REGULATED VOLTAGE SUPPLY
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Using the mathematical model given in Figure 4-40, the reliability of
the redundant configuration is:

R —At)Z

1-(1-e

R = 0.99993

As indicated previously, the time period used is 2000 hours. A
side-by-side comparison of reliability versus time for both configurations
is given in Figure 4-41 for mission times above 2000 hours. Figure 4-41
uses an expanded time axis plus a log scale on the time axis to provide
greater resolution between the two curves.

1.0
Simple Parallel
8r Redundant Circuit
>
=6
o Nonredundant
o q 0
= C
5 4k ircuit
@
2 F
[ | ] L1 1 ]
104 108 108
Time (Hrs.) Log Scale

Fig. 4-41 RELIABILITY COMPARISON OF SIMPLE REDUNDANT
AND NONREDUNDANT VOLTAGE SUPPLIES
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EXAMPLE 2
BIMODAL REDUNDANCY--QUAD CONFIGURATION

This example examines redundancy at the part level. The example
chosen depicts application of a quad-redundant configuration centered
around a transistor and its associated biasing network. The advantage
of the quad configuration is that, at the part level, it protects
against both open and short failure modes. A circuit diagram and a list
of failure rates is given in Figure 4-42 for the nonredundant circuit.

Failure Rate

Part n A(x 10'6) ni
Resistor, carbon composition 4 0.002 0.008
Capacitor, ceramic 1 0.033 0.033
Transistor, NPN silicon 1 0.98 0.980

1.021 x 107

Figure 4-42  BASIC TRANSISTOR CIRCUIT

For the circuit shown in Figure 4-42, the total failure rate is:

- _ -6 . .
Motal = & Aparts = 1.021x 10 ~ failures/hour

Using an operating time of 2000 hours, the reliability of the circuit
is:
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Motal® | -(1.021x107%)(2x 10%)

R ==

R = 0.9980

This circuit finds wide application in computers and other digital equip-
ment. If 25 such circuits were to be used within an equipment and all
were required to operate successfully for 2000 hours, the reliability
could be expressed by

R 25

(0.9980)
0.9512

R

Figure 4-43 shows the circuit diagram for the redundant quad con-
figuration. The reliability block diagram and mathematical model are
also included. Since the quad-redundant circuit is used to protect
against short and open failure modes, their probability of occurrence

must appear in the mathematical model. However, for purposes of this
example, both shorts and opens will be assumed equally likely to occur.
Thus, the mathematical model used here (see Figure 4-43) is greatly
simplified in contrast to a model which includes different modal
probabilities.

Design of the quad circuit includes the selection of three parailel
resistors in the collector circuit as shown in Figure 4-43. If it is
assumed that the predominant failure mode of these resistors is open,
the failure of any one resistor will have a minimal effect on the power
supply voltage. For simplicity of calculation, the reliability of these
three resistors has been considered as part of the basic configuration
rather than separate parallel redundant elements.

Using the mathematical model given in Figure 4-43, the reliability
of the quad-redundant configuration is:

R = 2e'>‘t<-e_4)‘t

=
[{]

0.99998
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Transistor Transistor
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Fig.4- 43 QUAD REDUNDANT TRANSISTOR CIRCUIT
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If 25 such circuits are used, the reliability of the aggregate is given

by

plus the aggregate of 25 quad circuits is shown in Figure 4-44.

R

n

R
A

(0.99998
0.99959

)25

graphical comparison of these results for a single quad circuit

As

described in the previous example, the time scale has been expanded to

show results for operating times greater than 2000 hours.

A log scale

is used to provide resolution between the two curves.

Reliability
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DUNDANT AND NON-REDUNDANT TRANSISTOR
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EXAMPLE 3
MAJORITY VOTE REDUNDANCY

This example presents an application of majority voting redundancy.
It uses a divider logic circuit as the vehicle to show the application
of redundancy. Divider circuits are frequently used in timing applica-
tions for computers and space systems. Both the divider and voter cir-
cuit are assumed to be packaged within separate integrated circuits.
Fiqure 4-45 presents the logic diagram for a : 8 counter circuit.

It is assumed that the circuit A = 0.14x10 " failures/hour
shown above is available as a

single integrated circuit.

Figure 4-45 : 8 COUNTER CIRCUIT

For an application within an orbiting satellite having a mission
life of 4500 hours (approximately six months), the reliability for the
nonredundant : 8 counter is given by:

-t | ~(0.14x107°)(4.5x 10%)

R=c¢e

R = 0.994

Figure 4-46 shows the circuit diagram, reliability block diagram
and mathematical model for the redundant majority voting configuration
for the : 8 counter. A two-out-of-three majority voting circuit
possesses the advantage of output selection. This means that any two
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of the three + 8 counters need operate correctly for a proper output.
The resistor/transistor networks provide for comparison of : 8 counter
outputs. Should the output of any = 8 counter fail to match that of the
remaining, its output would be inhibited.

Using the mathematical model shown in the figure, the reliability
for the majority voting redundant circuit is given by:

“Apt -3t -2x t -3 b

R=¢e e P +3e p(1-e p)

where Ap is the total failure rate of the majority vote/integrated cir-
cuit comparator and is equal to 0.007 x 10'6 failures/hour.

For an operating time of 4500 hours,

R = 0.9999

A graphical comparison of these results is shown in Figure 4-47 for
mission times above 4500 hours. Note also that the time axis has been
expdnded and a log scale used to provide resolution between the two
curves.

1.0
8 Majority
Voting
> 6k Single _—*
§ Counter
0
L
s 4}
(14
2F
11 1 | 1 1 1 J
105 108 107

Time (Hrs.) Log Scale

Fig. 4 -47 RELIABILITY COMPARISON FOR REDUNDANCY &
NON -REDUNDANT + 8 COUNTER CONFIGURATION
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EXAMPLE 4
STANDBY REDUNDANCY

This example shows an application of standby redundancy involving
switching. This example utilizes functional R-F channels as the vehicle
by which redundancy is applied. In this particular application, the
redundant channels are isolated at .the power input and at both the signal
input and output. Switching is accomplished by MOSFET's driven by shift
register stages of an address/decode circuit using high voltage ampli-
fiers.30 Each channel within the redundant configuration consists of:

R-F and associated circuitry

Oscillator mixer and associated circuitry
IF and associated circuitry

Detector and associated circuitry

High voltage amplifier

Shift register

MOSFET's

Figure 4-48 presents a diagram for a single (nonredundant) R-F receiver
channel plus failure rates for the various functional circuits. The
total failure rate for the single channel is:

=T

AChannel circuits

6

52.0x 10"~ failures/hour

For a 2000 hour operating time, the reliability is:

R < o cht _ -(52.0x107)(2000)

R

0.901

Figure 4-49 shows the circuit diagram, reliability block diagram
and mathematical model for the two channel redundant configuration. The
additional circuitry needed to implement the switching function and
isolation between channels are listed below. Circuit failure rates are
also given:
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Fig. 4-48 NON-REDUNDANT RF AMPLIFIER CHANNEL
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Failure Rate

Circuit n A(x 107 m

Shift register 1 0.23 0.23

High voltage amplifier 1 0.15 0.15

MOSFET output isolators 3 2.70 8.10
Total 8.48 (x 107%)

Using the mathematical model shown in Figure 4-49, the reliability
for the standby redundant R-F receiver is:

At A -a t
R=e CN [1+Lh(l-e S)]
As

R

0.9949

The results of both redundant and nonredundant configurations are
compared in Figure 4-50.

1.0
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Redundant
= »~ Channel
= 6"
L0
o
o 4f
o Non-Redundant
Channe!
2r
1 1 1 1
103 104 103
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Fig. 4-50 RELIABILITY COMPARISON OF REDUNDANT &
NON -REDUNDANT RF RECEIVER CHANNELS
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4.1.5 Design Simplification and Analysis

Achieving high reliability in systems and equipment involves the
application of specific efforts and analyses to simplify the design to
account for transients and to minimize component aging characteristics.
In general, simplification without the compromise of performance will
enhance reliability. Transient pickup and component aging will cause
unreliable operation and malfunction and, when carried to the extreme,
lead to overstress and failure. Aging manifests itself by a draft in
component values, accompanied by a spread in tolerance limits. These
failure characteristics (as described in Section 2 and depicted in
Figure 2-1) must be taken into account during design and, in particular,
when attempting to improve reliability and extend the useful life portion
of the equipment.

The subsections which follow provide detailed information and
specific guidelines on these subjects. Subsection 4.1.5.1 covers Design
Simplification, 4.1.5.2 covers Degradation Analysis and 4.1.5.3 covers
Overstress and Transient Analysis.

4.1.5.1 Design Simplification32

Many complex electronic systems have subsystems or assemblies that
operate serially. Many of their parts and circuits are in series similar
to links of a chain such that only one link need fail to stop the system.
This characteristic, along with the increasing trend of complexity in
new designs, tends to add more and more links to the chain, thus greatly
increasing the statistical probability of failure.

Therefore, one of the steps in achieving reliability is to simplify
the system and its circuits as much as possible without sacrificing
performance. However, it should be noted that because of the general
tendency to increase the loads on the components that remain, there will
be a 1imiting point to circuit simplification. This 1limit is the value
of electrical stress that should not be exceeded for a given type of
electrical component. Limit values can be established for various types
of components as determined by their failure rates. In addition, it
should also be clear that the simplified circuit must meet performance
criteria under application conditions (e.g., "worst case") as described
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later in this subsection (paragraph 4.1.5.3). During design reviews,
special attention should be given to determine if all the circuitry is
required in order to perform the intended function.

Design simplification and substitution involves several techniques:
(1) the use of proven circuits with known reliability, (2) the substitu-
tion of highly reliable digital circuitry (where feasible), (3) the use
of high reliability integrated circuits to replace discrete lumped con-
stant circuitry, (4) the use of highly reliable components wherever
individual discrete components must be used, and (5) the use of those
designs which minimize the effects of catastrophic failure modes.

The most obvious way to eliminate failure modes and mechanisms of
a part is to eliminate the part itself. Although design simplification
is, in general, practiced, deliberate attempts to remove parts from
established designs may not be.

For instance, digital design can have extraneous logic elements
incorporated within it. However, minimization techniques, such as by
Boolean reduction, are well established and can be powerful tools for
incorporating reliability into a design through simplification. For
example, consider the application of Boolean reduction to a logic design
containing superfluous elements, as shown in Figure 4-51. The original
logic diagram is represented by this figure and the corresponding Boolean
expression is

D=TCn(AUB) UA N (BUC) UB N(AUC) (1)

Two equivalent reductions are found for this equation. The sum-of-
products form

D = (ANB) U (AnC) U (BnC) (2)

is the basis for Figure 4-51b, which is simpler than that of Figure
4-5la. Still simpler is the product-of-sums form of reduction

D = (AUBUC) N (AUBUC) (3)

which is shown in Figure 4-51c. Simplification can also include the
determination and removal of items that have no functional significance.
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Fig. 4-51 BOOLEAN REDUCTION OF LOGIC ELEMENTS
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The optimization by simplicity can permit a high degree of reliability
by making success dependent upon fewer items. Thus, the number of poten-
tial failures is reduced. Inasmuch as functioning is now dependent upon
fewer items, care is necessary to insure that unusual performance is not
required of these items. Any simplification wherein the operation of the
remaining parts is not adversely altered will yield a reliability improve-
ment.

In addition, efforts should also be directed toward the reduction of
the critical effects of component failures. The aim here is to reduce
catastrophic failures to, at most, a degradation in performance. As an
example, consider Figure 4-52, which illustrates the design of filter
circuits. A low-pass design, as shown in Figure 4-52a, can involve
either series inductances or shunt capacitances. The latter is to be
avoided if shorting is the predominant failure mode peculiar to the
applicable capacitor types (e.g., solid tantalum), since a catastrophic
failure of the filter could result. Similarly, in the high-pass filter
of Figure 4-52b, the use of a shunt inductor is superior to the use of
a series ceramic capacitor, for which an open is the expected failure
mode. Here, the solid tantalum capacitor, if applicable to the electrical
design, could be a better reliability risk, since its failure would only
result in noise and an incorrect frequency, instead of a complete loss
of signal.

4.1.5.2 Degradation Ana]ysis33

The failure rate data which appears in this handbook (and in MIL-
HDBK-217B) is not based on part changes due to aging. Component parts
such as resistors and capacitors are, however, known to change with age
and stress so that degradation due to aging can represent a significant
failure mode in a complex, long life system (see Figure 2-1, Section 2).

Two examples of part parameter change due to aging are shown in
Figure 4-53a through 4-53d. These figures show the average change from
initial value versus time and the standard deviation of change from
initial value versus time for resistance of a resistor type and the
capacitance of a capacitor type. The resistor data is plotted for two
stress levels while the capacitor data is plotted at rated volitage. The
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(a) LOW-PASS FILTER
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LEGEND: ., for i=1,2,...,n: Limited to R and C elements
13 various acceptab]e combinations.

(b) HIGH-PASS FILTER
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LEGEND: ., for i=1,2,...,n: Limited to R and L elements

13 various acceptab]e combinations.

Fig. 4-52  ALTERNATIVE FILTER DESIGNS
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Fig. 4-53 DEGRADATION CHARACTERISTICS DUE TO AGING
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resistor data was determined from life test data representing a total of
1520 tested parts from three manufacturers, while the capacitor data

came from life test data representing a total of 340 tested parts from
two manufacturers. Another type of resistor presentation (Figure 4-54)
shows the initial tolerance and nominal value for a parameter, and plots
the change in these parameters under one specified stress and temperature
condition for a period of time.

There are basically two approaches to reduce part variation due to
aging. These are:

(1) Control of device changes to hold them within 1imits for a
specified time under stipulated conditions.

(2) The use of tolerant circuit design to accommodate drifts
and degradation in time.

In the first category, as described in Subsection 4.1.1, the technique
that is basically used is to precondition the component (burn-in) so
that it undergoes significant change early in 1ife but then levels off
and becomes relatively constant for the remainder of life. In addition,
there is detailed testing and control of the materials going into the
part, along with strict control of processes.

In the second category, the attempt is made to design circuitry
which is inherently tolerant to part parameter change. Two different
techniques that are practiced here are: (1) the use of feedback to
electrically compensate for parameter variation and thus provide for
performance stability, and (2) the design of circuitry that provides
the minimum required performance, even though the performance may vary
somewhat due to aging. The latter approach makes use of analyses proce-
dures such as “

worst case analysis
parameter variation
statistical design
transient design
stability analysis.
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There are alternate ways to proceed. One way is to view the overall
circuit specification as a fixed requirement and to then determine the
allowable Timits of each part parameter variation. Each part is then
selected accordingly. The other way is to examine the amount of parameter
variation expected in each part (including the input) and then to deter-
mine the output under worst case combination, or other type of combina-
tion. The result can then be appraised with regard to determining the
probability of surviving degradation for some specified period of time.
Many of these analysis methods and their associated mathematical models
have been computerized and are available to perform specific analyses of
the type mentioned. Table 4-38, taken from MIL-HDBK-217A, indicates the
features of some of these computer models.

In worst case analysis, direct physical dependence should be taken
into account. For example, if a voltage bus feeds several:-different
points, the voltages at each of the several points would not be treated
as variables independent from each other. Likewise, if temperature
coefficients are taken into account, one part of the system should not
be presumed to be at the hot 1imit and the other at the cold limit at
the same time--unless of course it is physically reasonable that it be so.
In the following discussion, it is assumed that these correlations are
taken into account wherever possible. A very general boundary condition
for the analysis is that the circuit or system should be constructed
according to its specifications and that the analysis proceeds from there.
Consider now the absolute worst case analysis. In the absolute worst
case analysis, the limits for each independent parameter are set without
regard to other parameters or to its importance in the system. The
position of the limits is usually set by engineering judgment. In some
cases, the engineer may perform several analyses with different 1limits
for each case to assess the result prior to fixing the limits.

There can also be modified worst case analyses developed because of
the pessimism of the absolute worst case analysis. It is not worthwhile
to go into all of these, but a typical one uses the following method for
setting the 1imits: Critical items are given limits as in absolute worst
case analysis and the rest of the items are given 1imits of their pur-
chase tolerance.
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Table 4-38 TYPICAL

CIRCUIT ANALYSIS TECHNIQUES

Analysis
Technique

Type of Analysis

Mathematical Model
Necessary

Parts' Data
Necessary

OQutput Information
Received

Type of Circuits
Suitable

MANDEX Worst-
Case Method

Steady state ac and
dc worst-case

Circuit's simultan-
eous equations or
matrix equation

Nominal value and
end-of-1ife limits

Worst-case value of
output variable com-
pared with allowable
value

Class A amplifiers,

Eower supplies, all
fasing (dc) circuits,

logic circuits, etc.

Moment Method

Statistical

Circuit's simultan-
eous equation or
matrix equation

Mean (or nominal)
value and standard
deviation or vari-
ance of each input
parameter and cor-
relation coeffi-
cients when they
exist

The mean and variance
of the distribution
of each output param-
eter

Any circuit for which
a mathematical model
can be derived

Monte Carlo
Method

Statistical; pre-
dicts output vari-
able distribution at
any time; steady
state ac or dc
(transient may be
performed if formula
is available)

Circuit's simultan-
eous equation,
matrix equation,
transfer function
(any mathematical
representation in-
cluding input
parameter

Complete distribu-
tion of each input
parameter at a time

20 cell histogram for
each output variable

Any circuit for which
a mathematical model
can be derived

VINIL Method

VINIL Method

Piece-wise linear
equivalent circuits

Application curves
over operating and
environmental
ranges along with
drift data

Input characteristics
{maximum and mini-
mum), transfer char-
acteristics (max. and
min.), output charac-
teristics (max. and
min.)

Digital; linear
analog

Parameter
Variation
Method

General, determines
allowable parameter
variation before
design fails to
function. Considers
both one and two-at-
a-time parameter
variation

Circuit's simultan-
eous equation or
matrix equation

A nominal value for
each parameter and
a range (in per
cent)

Faflure points for
one and two-at-a-time
parameter variation
Schmoo plot deter-
mines safe operating
envelope for design

Any steady state ac
or dc circuit

SPARC (AEM-1,
AEM-2, AEM-3)

DC analysis, ac
analysis; transient

Equivalent circuits,
equations, or

Nominal
Minimum

mean);
-30);

Solution of unknown
in floating point

All types, dc, bias,
switching, nonlinear

System of analysis matrices Maximum (+30) fixed decimal output |effects, ac response
Programs and distributed
parameter circuit
servo loops and feed-
back systems
SCAN DC Linear static, Linear or nonlinear |Nominal (mean); Nominal solutions, A1l circuits that can
Method nonlinear static equations in appro- |Minimum 2-30;; partial derivatives be described by
priate matrix form Maximum (+30 of unknowns with re- |linear and nonlinear
with reasonable es- spect to knowns, equations
timates of values of worst case values,
the unknowns affects and the probability
by nonlinear equa- of the unknowns be-
tions ing outside of spe-
cified limits
SCAN AC Linear sinusoidal Simultaneous complex |Nominal (mean); Families of frequency |Any linear circuit
Method dynamic analysis variable equations Minimum (-30); response curves; sta- |that contains fre-
with the real and Maximum (+30) tistical variation of |quency-dependent
the imaginary parts unknowns at any sel- {devices and which is
of the equations ected frequency; +30, |driven or is signi-
separated -3¢ and mean of un- ficantly analyzed
knowns vs frequency with sinusoidal
(assumed) driving functions
SCAN Linear and nonlinear | Simultaneous differ- |[Nominal parts data; |Time response of A1l circuits for
Transient transient analysis; |ential equations alternate sets of linear or nonlinear which the transient
Method differential equa- parts' data; parts' |systems determining effects

tion solution

data for the
switched states

can be modeled
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In any worst case analysis, the values of the parameters are adjusted
(within the 1imits) so that circuit performance is as high as possible,
then readjusted so it is as low as possible. The values of the parameters
are not necessarily set at the limits--the criterion for their value is
to make the circuit performance an extreme. The probability of this
occurring in practice depends on the 1imits which were set by the engineer
at the beginning, on the probability functions of the parameters, and on
the complexity of the system being considered.

One argument in favor of absolute worst case analysis (as opposed
to a statistical analysis) is that many digital electronic systems have
many similar parts, each of which must have such a high probability of
working properly, that a statistical analysis will, for practical pur-
poses, turn out to be an absolute worst case analysis, and the absolute
worst case analysis is much simpler and depends on fewer assumptions.

Computer routines are available for performing these analyses on
electronic circuits. Generally speaking, the curve of circuit performance
versus each independent parameter is assumed to be monotonic and a num-
erical differentiation is performed at the nominal values to see in which
direction the parameter should be moved to make the circuit performance
high or Tow. It is also presumed that this direction is independent of
the values of any of the other parameters as long as they are within
their limits. If these assumptions are not true, a much more detailed
analysis of the equations is necessary before worst case can be performed.
Essentially, this involves generation of a response surface for the cir-
cuit performance which accounts for all circuit parameters.

4.1.5.3 Overstress and Transient Analysis

Semiconductor circuit malfunctions can arise from two general
sources: transient circuit disturbances and component burnout. Gener-
ally, transient upsets are the controlling factor, because they can
occur at much Tower energy levels.

Transients in circuits can prove troublesome in many ways. Flip-
flops and Schmitt triggers can be inadvertently triggered, counters can
change count, memory can be altered due to driving current or direct
magnetic field effect, one-shot multivibrators can pulse, the transient
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can be amplified and interpreted as a control signal, switches can change
state, semiconductors can latch-up in undesired conducting states that
require reset, etc. The effect can be caused by transients at the input
terminals, output terminals, on the supply terminals, or on combinations
of these. Transient upset effects can be generally characterized as
follows:

e Circuit threshold regions for upset are very narrow. That is,
there is a very small amount of voltage amplitude difference
between the largest signals which have no probability of causing
upset and the smallest signals which will certainly cause upset.

® The dc threshold for response to a very slow input swing is
calculable from the basic circuit schematic. This can establish
an accurate bound for transients that exceed the dc threshold for
times longer than the circuit propagation delay (a manufacturer's
specification).

e Transient upsets are remarkably independent of the exact wave-
shape, and depend largely on the peak value of the transient
and the time duration over which the transient exceeds the dc
threshold. This waveform independence allows relatively easy
experimental determination of circuit behavior with simple wave-
forms (square pulse).

® The input leads (or signal reference leads) are generally the
ones most susceptible to transient upset.

It can further be noted that standard circuit handbook data can
often be used to gauge transient upset susceptibility. For example,
square pulse triggering voltage is sometimes given as a function of
pulse duration. A typical plot for a low level integrated circuit is
shown in Figure 4-55.

As indicated above, it is possible for semiconductors to latch up
in undesired conducting states that require reset (power removal).
There are various ways in which this can happen. One common way is Shown
in Figure 4-56. This shows an open-base transistor circuit with collec-
tor current as a function of collector-emitter voltage. The load line
for a particular collector resistance is shown. The collector current
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Fig.4-55 SQUARE PULSE TRIGGERING VOLTAGE
FOR TYPICAL LOW LEVEL INTEGRATED CIRCUIT.

Fig. 4-56 LATCH UP RESPONSE

is normally low (operating point a). However, a transient can move the
operating level to point b, where the circuit becomes latched up at a
high current level. The signal required to cause this event can be
determined by noting that the collector-emitter voltage must be driven
above the VCEO (collector-emitter breakdown) voltage.

Another mode of latch-up can occur when a transistor is grown in a
semiconductor substrate, for example, an n-p-n transistor in a doped
p-substrate. Under unusual voltage or gamma radiation stress, the
device can act 1ike an n-p-n-p or SCR device, latching into conduction.

227




Downloaded from http://www.everyspec.com

(For this reason, integrated circuits in missile and aircraft systems
usually have dielectric isolation rather than junction isolation.)

Overstress

Although various system components are susceptible to damage, the
most sensitive of these tend to be semiconductor components. This data
will be emphasized first and will then be followed by data on resistors
and capacitors. Also, the transistor data given below are immediately
followed by suggestions for transient suppression.

Transistor Overstress

In a vulnerability study, conducted by Braddock, Dunn and McDonald
(8oM)3*

overstress was compiled. The test procedure was approximately as

, a considerable amount of data on semiconductor failure from

follows. The BDM studies used square pulse testing with pulse durations
from 100 nsec to 20 usec. In the course of the studies, it was deter-
mined that reverse diode current and reverse base-emitter current had

the lowest failure thresholds, so these were studied rather extensively.
For simplicity, the collector was left open during transistor testing.
This restriction did not grossly affect the results, since collector
current is a second-order effect. BDM found that failure was almost
always due-to junction hot spots, although metaliization and bond damage
could sometimes also occur. The criterion for failure was a 15% decrease
in g or zener voltage, although this was not crucial since the difference
between the Tevel where slight degradation occurred and complete failure
occurred was only about a half an order of magnitude. The 2N2222 was
then extensively tested for statistical analysis. After testing approx-
imately 700 of these devices, it was found that the average power failure
level was

P = 0.1t-0'48

where P is the power (W) and t is the time (sec). These data were spread
over about one order of magnitude as indicated in Figure 4-57. There
appeared to be no significant variation due to different manufacturers or
different geometries. Data for other types of transistors are shown in
Figure 4-58.
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Transient Suppression for Semiconductors

There are many techniques available for transient suppression. Some
of these are illustrated in Figure 4-59 through 4-64, and apply in the
following areas:

Transistors
SCR's

CMOS

TTL Protection
Diode Protection

These techniques are representative of generally applicable methods and
are not intended as an exhaustive list.

Resistor Overstress

Sandia Laboratories35

has performed pulse testing on a limited
quantity of carbon composition, metal film and wire wound resistors.

The test results are indicative of the transient vulnerability of these
particular devices. The tests indicated that these three types of
resistors were able to withstand pulse powers far in excess of their dc
power rating. (The power ratings of the resistors ran from % watt
carbons to 10 watt wire wound.) Wire wound resistors withstood pulse
power of more than 5000 times their dc rating, metal film resistors more
than 1000 times, and carbon composition resistors more than 500 times

(pulse widths < 20 usec).

The test conditions were approximately as follows. High voltage
pulses were supplied directly across the resistor and an electronic
counter was used to count the number of pulses applied. The average
power of the pulse was equal to or less than the average power rating
of the resistors. The duty cycle was less than one percent. The pulse
waveform was rectangular, as shown in Figure 4-65. (Pulse waveform was
not altered in any noticeable way during tests.) Test results are shown
in Figures 4-66 through 4-68.

The maximum safe voltage (Ep) given therein represents the voltage
at which the resistor did not change in value during a minimum of 100
pulses. The following examples demonstrate possible uses of these results.
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(A) Current Limiting Resistor (Rg) And
Transient Suppression Capacitor (C))

.+
C Apf
RL§ I
- .
Rg
Cg

(B) Low Gain Filter (Rg,Cg) And Transient
Suppression Capacitor (C))

(C) Transient Limiter (Rg,D),02) And
Transient Suppression Capacitor (C)

(D) Transient Suppression For Base And
Collector (Rg,Dz(,D075)

(E) Reverse And Forward Transient
Limiter (RB’DZI’Dzz)A"d Transient
Capacitor

(F) Complete Transient Protection
(RB,DI ,szoz,cl)

Fig. 4-59 TRANSISTOR PROTECTION
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(A) Integrator (Lg,R) Serves To Limit The Initial Surge Current

When The Gate Is Turned On. Diode Dz Protects Against Volt-
age Transients. The PIV of the SCR Should Be Chosen To Pro-
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(B) Resistor Rg Limits The Gate Current Of The SCR and Diode Dz
Protects The Gate Against Voltage Transients

Fig.4-60 SCR PROTECTION
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a) Single Diode Clamps Positive Input Voltage To Vpp And Negative
Input Voltages To Vpp =30 Volts Thus Preventing Gate Breakdown
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