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EXPLAN/TORY NOTES
AGREEMENT

1. This NATO Standardization Agreement (STANAG) 4is promulgated by the
Chairmen MAS under the authority vested in him by the NATO Military Cozmrzit-
tee.

2. No departure may be made frow the agreement vithout consultation with
the tssking authority. Nations may propose changes &t any time to the
teshing euthority where they will be processed in the sezme menner es the
cr-finzl egreezent.

3. Retifying nations have agreed that nationel orcders, renuels and ins-
tructions implementing this STANAG will include & reference to the STINIS
nuzber for purposes of identificetion.

DEFINITIONS

4, Ratification is "The deolaration by whioch & netion formelly sccepts
the content of this Standardization Agreement™.

5. Ioplementation is "The fulfilment by a nation of its obligations under
this Standardization Agreement™,

6. Reservation is "The atated qualification by & nation which deacribes
that part of this Standardization Agreement which it cannot iwmplement or
can implement only with limitations®.

RATIFICATION, IMPLEMENTATION AND RESERVATIONS

T. Page 111 gives the details of ratification and implementation of this
agreement. If no details are shown it signifies that the nation has not
yet notified the tasking authority of 1its intentions. Page iv (and sub-
sequent) gives deteils of reservations and proprietary rights that have
been stated.

NATO UNCLASSIFIED
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Agreed English/French Texts STANAG 4202)
1 (Edition 2)

NAVY/ARMY/AIR

NATO STANDARDIZATION AGREEMENT
(STANAG)

TRANSMISSION ENVELOPE CHARACTERISTICS FOR HIGH
RELIABILITY DATA EXCHANGE BETWEEN LAND TACTICAL DATA
PROCESSING EQUIPMENT DVER SINGLE CHANNEL RADIO L INKS

Annexes: A. Transmission Envelope Characteraistics
for Analogue Voice Bandwidth Channels.

B. Additional Characteristics for Interam
Use of lé6kbps Digital Channels.

Related Documents: STANAG 4203: Technical Standards for
Single Channel HF Radio Equipment.

STANAG 4204: Technical Standards for
Single Channel VHF Radio Equipment.

STANAG 4205: Technical Standards for
Single Channel UHF Radio Equipment.

STANAG 5620~ Standards for Interooerability
of Fire Support Systems.

STANAG 5036: Parameters and Practices
for the Use of the NATO 7 Bit Code

IM
1. The aim of this agreement 1s to define the transmission
envelope characteristics needed for high reliability information
exchange between and among Alliance land forces' data processing
systems over tactical single channel radio links.

AGREEMENT

2. The participating nations agree to use the
characteristics contained 1n this STANAG for thear Data Circuit
Terminating Equipment (DCE) providing the i1nterface between
their Data Terminal Equipment (DVTE) and certain single channel
radio lainks.

GENERAL

3. This STANAG defines the essential technical character-
1stics permitting DTE (e.g. those described 1n STANAG 4130) to
exchange 1nformation with an undetected error rate of one message
in a million or better over links established with certain single
channel radio equipment (e.g. those described in STANAGs 4203,
4204 and 4205).

NATD UNCLASSIFIETD
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4. The transmission envelope defined i1n this STANAG 1s

considered to be transparent to the DTE i1n that no restrictions
are placed on the message content. Message length and repeat
transmission may have to be constrained by operational/ECCM needs.

S. Annex A contains those transmission envelope character-
1stics needed for data exchange over analogue volce bandwidth
links (e.g. those nominal 3 kHz channels defined i1n STANAGs 4203,
4204 and 4205).

6. Annex B contains those additional transmission envelope
characteristics needed for the interim use of Annex A character-
1stics over wide bandwidth digital links (e.g. the 16 kbps channel
defined 1n STANAG 4204 and 4205). Ffurther, Annex B defines a
"Data fFlag" needed to i1dentify data transmission over shared
volce/data links, such as those provided by the United States
VINSON(1) and the United Kingdom LAMBERTON encryption equipments.

-
7. Whilst 1t 1s the i1ntention that this STANAG will be
primarily for use by land forces, 1t 1s recognised that certain
marine forces willl also be required to conform to this
requirement.
DEFINITTONS
3 For the purposes nf this STANAG:
ta) a DTE can be a subscriber equipment which acts as the
source or sink for packets of data to or from o
communication equipment (e g. host computer, front end
processol, intelligent terminal);
(b the DLE can be any equipment that converts signal to or
from the DIt 1nto a ftorm which can praovide the
specified format data exchange through the communicatuns
link
S~

IMPLENINTATION OF THE AGREEMENT

9. This STANAG 1s implemented by a nation when the technical characteristics
contained in this agreement are being used i1n that nation's forces for data
exchange between land technical data processing equipment over single channel
radio links.

(1Y Since the VINSON equipment (1.e. KY-57/5B) 1s designed faor
tactical secure voilce application, all usages of these
equipments to secure data (1.e. all non-volce communications
traffic whether 1n analogue or digital form) must be approved
by SECAN prior to finalizing plans for such emplayment.

NATDO UNCIL ASSTITED

-2~

r4



Downloaded from http://www.everyspec.com

NATGO UNCLASSIFIED

A-1- ANNEX A to
STANAG 4202

tWith 2 Appendices) (Edi1tion 2)

TRANSMISSION ENVELOPE CHARACTERISTICS FOR
ANALOGUE VOICE BANDWIDTH CHANNELS

INTRODUCTION

1. This Annex contains the definition for the following:

{(a) Transmission Rate.

(b) Frequency Shift Keying (FSK) Modulation.

(c) Key Time Delay.

(d) Envelope Synchronizataion.

(e) Error Detection and Correction (ED&C) Coding.

(f) Time Dispersal Coding (TDC).

{(g) Cyclic Redundancy Check.

(h) Envelope Termination.

2. The elements defined i1n this Annex are depicted 1n

Figure Al.
TRANSMISSION RATE

3. HF Band

{a) The praimary application of this STANAG 1s for ground
wave transmission paths where the preferred rate for
establishment of communications 1+ 600 bps witt
150,300 and 1200 bps as possibilities, 1f conditions
permit.

(b)Y If this STANAG 1s applied to skywave transmission
paths, the preferred rate for establishment of
communications 1s 75 bps with the rates cited above as
possibilaties, 1f conditions permit.

4. VHF Band

The primary application of this STANAG 1s for qround

wave transmission paths where the preferred rate for establish-
ment of communications 1s 600 bps with 300 and 1200 bps
as possibilities,1f conditions permit.

NATOD UNCLASSIFIETD
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(Edition 2)

5. UHF Band

The praimary application of this STANAG 1s for ground
wave transmission paths where the preferred rate for establish-
ment of communications 1s 600 bps with 300 and 1200 bps as possibilities

1f conditions permit.

FREQUENCY SHIFT KEYING (FSK) MODULATION

6. The FSK modulation characteristics are as follows:
(a) Mark or 1l: 1575 Hz.
(b) Space or 0: 2425 Hz.

(c) Audio tone frequency accuracy - transmit:
+ 5 Hz (+ 1 Hz desired).

(d) Receiver capability: + 20 Hz.

7 The change from a mark to a space or vice verga must
be accomplished with a maximum phase discontinuity of 5 . No

other waveform discontinuities are permitted.

8. The clock accuracy shall be + 1 part in 10° or better
for synchronous data.

KEY TINE DELAY

9 This time 1s defined as the time from the start of
the transmission event 1e g operation of a transmit switch or
actrviation of a PRESSEL command) to the start of the first bit
of the mandatory envelope synchronization defined 1n this Annex
This period allows for equipment turnaround and start-up times
to allow the end-tv-end radio link to be established See
Fiqure Al

10. Keytime delays of nominal values between 0O 0 and
3.30667 seconds 1n steps of 0.10667 seconds are to be provided.
The exact duration of the keytime delay 1s specified 1n terms
of bits at the baseband transmission rate, thus keytime delay:

N ox 128 bits at 1200 bits per second

Nox 64 " " 600 " " "
Noxo32 0"t 300 " " "
Nox ol " " 150 " " "
Noxooo8 oo 75 " " "

NATO UNCLASSITIFITIED
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STANAG 4207
(Edition 2)

{a) where N 1s the Keytime Delay Factor (KDF) expressed
as an i1nteger in the range 0-31. A limited number of
values for KDF will be permissible and agreed for use.
At least a KDF of N=5 (0.53333 secs) and N=19
(2.026676 secs) must be provided.

(b) during the keytime delay period, the modulation applied
to the transmitter shall be reversals, ending in a zero,
so that the transition to the reversals of the 'bat
synchronization' period 1s continuous.

11. For use with link encryption devices, this key time
delay must take note of the needs for synchronization of those
equipments over the radio channel.

ENVELOPE SYNCHRONIZATION PREAMBLE

12. The transaction shall commence with a 96 bit sequence
of bit and character synchronization at the end of the key time
delay period defined in this STANAG. The purpose of the
synchronization 1s to allow reliable messaqge detection and timing
1n the high noise environment of a tacticai radio channel. This
sequence 1s shown 1n Figure Al

(a, Bit Synchronization. An alternate 1-0 . pattern
with a total length of 33 bits commencing and
terminating with a 'l' element shall be used

(b) Character Synchronization A 63 b1t maximal length
pseudorandom sequence shall be used as generated by
a (6,1)(*; shift register starting with a f1ll of
all '1's This 63 bit sequence follows the bat
synchronization without a break

ERROR CONTRGI

13. The means to obtain the required performance (1 e gne
message 1n 106 gr fewer will contain an undetected error) 1s a
system consisting of three elements , error detection and
correction (ED&C) coding, time dispersal coding (TDC) and cyclic
redundancy check (CRC). ADP systems requiring a higher standard
of performance should i1nclude extra coding 1n the 1nput message
text.

4. The (12,7) Hamm.ng Coding was selected to enable the
receiving equipment to detect and correct single bit errors
within a 7-bit byte. Double bit errors within the 7-bit byte
will be detected but not corrected.

{(*) 1In the usual notation f6,1) means a é-stage shift register
with the output of the 1st and 6th stage modulo 2 added and
fed back 1nto the 1lst stage i1nput as shown 1n faigure A2

NATO UNCLASSIFIED
A-3-
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{a) Encoding. Five error detection and correction (ED&C)
bits are added to each 7-bit byte of the message text
to form a 12-bit Hamming code byte. The fairst of the
five additonal baits 1s a parity check on the 7-bat
byte to form an 8-bit character with odd parity. The
remaining checks cause odd parity bits to be entered
into the other four check bat positions The encoding
details are shown 1n Table Al.

(b) Decoding. The de-interleaved message will be
separated i1nto 7-bit bytes and Hamming code bits
calculated as shown i1n Table Al. The calculated and
received parity bits will be exclusive OR to form a
5 bit correction word. The value of the correction
word 1s specified in Table A2 and i1ndicates whether
the received 7-bit byte 1s correct, contailns a single
correctable error or contains uncorrectable errors.

If the Hamming decoding 1indicates the presence of a
7-bi1t byte with a detectable but uncorrectable error,
the entire message should be rejected and no further
processing take place (1.e. no negative acknowledgement
(NACK) 1s sent). Table A2 also provides an example

of the action necessary for the correction of a single
bit error

15. The error control i1ncludes a time dispersal coding (TDC)
technigue which converts a contiquous sequence of up to lé-bat
errors to auniformly dispersed pattern of single bit errors among
16 characters This technique 1s needed to permit the <elected
ED&C to perform properly within the burst error envirtonment of
the tactical single channel radio link This 1s accomplished by
dividing a message into blocks of lé6 12-bit bytes t1.e a total
of 192 bits . Padoing, 1f needed Lo create a full bloct 1s done
by 1nsertiaon of additional [0T characters as described 1n paragraph
18 ai(viy,

(a) Encoding IThe TDC 1s 1mplemented 1n the array <hown
1n Fiqure A3 The vertical 12-bit byte correaponds
to the 7-bit byte plus the 5 Hamming code bitsy, The
first 12-bit byte 1s stored i1n character slot No. 1,
followed by the 2nd 12-bit byte 1n character slot No. 2,
and so on unti]l all 16 character slots are filled 1in.

{(b) Decoding. At the receiver the array 1s i1mplemented an
shown 1n Figure A4, thus assembling the 12-bit byvtes
in the proper order for application of the ED&C coding.

16. Since the selected ED&C coding plus the TDC will fa1l
1n certain situations, an overall message validity check 1s
necessary. Ihis overall message check 1s provided by use of the
polynomial cyclic redundancy check {CRC) described in CCITT

NATDO UNCL ASSTFETED
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recommendation V.41. The 1implementation details for the CRC
are provided in paragraph 18. If the CRC technique 1i1ndicates
the presence of an uncorrectable error (or errors) the message
should be rejected.

ENVELOPE TERMINATION

17. In order to provide reliable detection of envelope
termination,a minimum of 4 end-of-text (E£E0T) characterc per
STANAG 5036 (positian o/4) are appended after the CRC bytes.
In addition the TDC technique requires blocks of an integral
number of 16 characters, thus the EOT character 1s used for
padding purposes as described i1n paragraph 18(b)(va1,.

ENVELOPE CONSTRUCTION

18. In order to preclude mistakes 1n tne transmission and
reception of the envelope,the following details are provided:

(a) Text Lamitstions arng Lnciyption. The first cnaracter
of any transmission (after the character synchroniz-
ation sequence, must be either "SI" or "NUL"

(STANAL 5036). SI shall be followed by clear
characters, NUL by encrypted character.

(bY Construction for Transmlssion.

{See slso Appendices 1 and ?2°

(1} The giver aata text (e g. STA"AG HAZ() J 1s made
up 1nto g whole number of 7-bit hytes by the
addrtron of up to 6 lI-hrtec at the end of the
JUSTTINS G S SR W irrs supplencatea text 1s herean
referred to o the messaqge tist, At the
receiver output these exure Dils wiltil be aoutput

o the 7-bit byte cutput 1nteiface.

{11+ Tach 7 bit byvie of the ressage text 15 formed
into a B8-bit byte with the muct signifirant
bit 'MSB' alwavs set to "0" (off)} Two

additional 8-bit bytes of ail '0's are then
added to the end of the modifi.ed message text.

(111" The modified and extended meusage text 1s then
divided modulo -2 by the 17-bit V.41 polynomial
x16 &+ x12 x5 , | aligning the MSB of the
polynomial with the fairst bit of the modified
and extended message text to obtain a 16 b1t
remainder

NA T UNCL ASS T T ED
A_s .
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(1v)

(v)

(vi)

{(vii)

(viii)

(1x!

To recover the 7-bit byte structure for
transmission the original message text 1s
reformed from the modified message text by
deleting the MSB (0) of each 8-bit byte
excluding the two 'O’ bytes added in paragraph
{(11). These two bytes are replaced by the
16-bit remainder generated by paragraph (111)
The 7-bit byte structure 1s then restored by
adding 5 'l's to the end of the original
message text and CRC remainder.

The above message 1i1s now terminated by appending
4 £E0T characters.

I1f required, additional EOT characters (a
minimum of 0 up to a maximum of 15) are put 1n
to ensure that a block structure of integral
number of 16 7-bit byte characters 1s provided
into the TDC array. Thus a message will end
with a minimum of 4, up to a maximum of 19,
EOT characters.

The 1nput message, CRC and £07s 1s now Hamming
encoded as described 1n paragraph 14{(a).

The Hamming encoded message 1s now entered into
the TDC array as described 1in paragraph 15(a;

The synchraonization preamble 1s now added per
paragraph 12 and the entire message now
modulated using the FSK described 1n paragraph 6.

(e, Reconstrurtion for Receiving.

(1)

(11)

(111)

The recei1ving message 1s FSK demodulated per
paragraph 6 and synchronization obtained

The i1ncoming text 15 now de-1nterleaved as
described in paragraph 15(b).

The 12-bit byte message text, CRC and £EQ7's
are now Hamming decoded per paragraph l4(b).
The actions to be taken are shown 1n Table A2.
It must be noted that 1f the Hamming decoding
indicates the presence of a 7-bit byte with
detectable but uncorrectable errors, then the
entire message should be rejected (and all
further processing be terminated and no NACK
1s sent)

NATO UNCLASSTFITETD
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(1v}) The 7-bit bytes of the i1nput message, but not
the three 7-bit bytes of the CRC, are formed
into B8-bit bytes with the MSB set to '0'.

The first 16 bits of the three 7-bit bytes of
the transmitted CRC are formed 1nto two 8-bat
bytes. The received modified message and CRC
1s now divided module -2 by the CCITT V.4l
polynomial. A non-zero resulit (1.e. remainder)
indicates the presence of uncorrectable (and
previously undetected) error or errors and

the message text should be 1gnored. Again a
NACK wi1ll not be sent.

(v) If the CRC 1s zero, the message text 1ncluding
any additional 1's (1inserted per paragraph
18(a’{1)) should be outputted to the data user
(DTES and an ACK (message received! may now
be sent 1f perm.tted by the wystem FCCM and
operational rules No ACK 1s to be sent to
ACK messages

Input lessage Baits EDC Bits
| bl b2 b3 b4 bS5 bé b7 P1 P2 P3 P4 P5
I i
x X x X x x x , x
x x x x x
. % b by E X
kN % » > ! X
!
X % x x X N N . x x x X
|
fabie Al HANNING (0D7 Gt NEPATION

P1 1s odc parity on the 7-bit byte

P2 1s odd par:ty on the 7-bit byte bats 1. 3, 5, 7

Py 1s odd parity on the 7-bit byte bits 2, 3, 6, 7

P4 1s odd parity on the 7-bit byte bats 4, 5, 6, 7.

Ps 1s odd parity on the 7-bit byte bits 1 through 7,
and paraty bits 1 througn 4

N.B. This code will fail on some 3-bit errors per
12-b1t byte

NAT O UNCLASSTFEFTETD
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CORRECTION WORD BIT IN ERROR ACTION
b8 b9 b b11 b12
c 0 © 0] 0 NONE ACCEPT CHARCTER,
DISCARD PARITY
7 1 0 0 1 b,
10 1 0 1 b2
) 7 1 0] 1 b3 REVERSE BIT IN ERROR,
T 0 0 1 1 ba ACCEPT CHARACTER,
i1 0 4 1 b5 DISCARD PARITY BITS
10 1 1 1 bg
i 1 1 1 1 b7
1T 0 0 0 1 P, ) PARITY BIT IN ERROR,
o 1 0 0 1 P2 ACCEPT CHARACTER,
c o 1 0 1 P DISCARD PARITY
0o 0 0 1 1 pZ
0O 0 O 0 1 P5
OTHER VALUES UNCORRECTARBLE DISCARD MESSAGE
b1 234567 FT12345
1000110 10110 RECEIVED CHARACTER AND PARITY
010 1 1+ CALCULATED PARITY
171101 CORRECTED WORD
1 CORRECTED BIT-b3
Table A2. PARITY BIT CORRECQ;QN WORD
N.B. Parlty bit P is calculated from received bits

by by by b 3 b6 b, Py P, By P,

NATO UNCLASSIFIED
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shift in
'
H f
é | T
~|=}=~]={=l=l~]=[=[=2iz]|zi=|{z|2]=]
----- — —— . e .
m o oaiin e fus i [ue s el fres it Lo [
l el | s [ 12ieolaafa- . T T I
toc " 1] j RSSO IR
| 1IN Py b geepe-iu
N sijaal b | J P et
| > TR | Yoo el
! - wio 11 H Lo %! ]
[$) [+ T1 ‘ l | “' ]
nao w [ TeF=--— T | 1=
cooe . Dfwulyf=-temfe- 1 ! L s
| . viuin|{nlnl gpfe-f-- e =
' sl Ph b af o of of of of of ofwiujurojnjnls
--L-- ] — 1 ‘{ ] ; 1 H 1 % l
.

shift out

The numbers 1-192 show the order in which the
bits are lssued to the communication network
the chearacter numbers indicate the input sequence.

Figure A3. TDC BIT INTERLEAVING (TRANSMIT)

MNATO UNCLASSIFIED
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CYCLIC REDUNDANCY CE=CX (CRC)
1 A CRC Check'ord 1s generated end added to the messa.e

gctorcing o the rules set out below. as an a2i1d to understanding
the prccess, e message cunsisting of the twe cheracters AZ is
used &s an example.

2. Each 7 bit character in the message is converted to an
8 t2t byte by adding & zero in the b8 rosition:

be bg be b. by b: by by Do b¢ be by by bz bg
A 1 0 06 0 0 0 1 01 0 0 0 0 01
- .
2 c 16 1@ 0 0 1 O e 0110010
L

3. A Message PolynoTéal is generatecd by combining the bytes 1in
erder and multiplying by 2+%:- i.e. the addition of two R bit bytes
ef 211 'C's to the end of the modified message text.

S B |
0:0000C1001)310010000000000000000 0!

t Tiss

MSB of polynomial

4, The message pciynomial 1s then divided, modilo 2, by a
generator polynomial to obtain the remeinder which 1s tae CRC
Checkword. The generator gglynogﬁal ig representec matheratically
a; the 17 pat polynomial x + X + x7 + 1 whach 1s egual to the
17 bit binary numbe:r: by b,y

100017000001 00001

? !
MSB LSk

5. Modulec & civision 1s implemented by iterative use of the
'Ixclasive Or' functicon, srown in full at Figure 1-1, to precuce the
1€ Yit remeinder, fer the example, of:

6001010001 1101100
7 3
MSB LS8
MATC UNCLASSIFIZD
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A, The remainder 1s converted into a 21 bit =unmoer ov
multirl, inz the remaind=r oy 27 and 28dinz 31 to tae resuls.
(This 15 ecuivalent to 2ppending 5 "ones" tc the less sian.’icart
end ¢f the remainder.)

—
o0totltooo:l1o01100111111

+

MSB LSB
7. This 21 oit number is divided into three 7 i+ characters.

lst char. 2nd char. 3rd ~har.
CRC CRC CRC

ootrol1o00f0o1l1101100111 11

b= b-;b-y b; b-’ bl

'thich are agperded to the original message, thus:

b bebyb, byb,b,

A 1 00 0 0 01
2 0

iste CRC| 0 0 1 0 I 0 O
2nd CRC{ 0 1 1 1 0 1 1

Jrd CRC1O0 0 1 1 1 1 1

3. On message recept:ion, the CRC characters are identified
and seperated from the message characters. A message rtolynomial 1s
generated from the received message characters as definea .n
raragraras ¢ and 3 above The 15 o1t remainder 1s extractec from
the tnree CRC characters and 1s adced to the message polynomial:

A l 2 LR Y]

]
[

01000001001100100000000000000000¢0C

]
0010100011101 100111 ll!

C1000C0C1001100100010300011101108¢C

N ATO UNCLASSIFIG=TD
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Shift out
R | ! L ; 1 { 1 ) | J
T L L : T 1 1
NS b Ly oo b
T IV} i=Teiajeiajejajajeigjziz ajziz|=}}]|
i — — v — r e —r— |
; T Ie ] | aur, aaquy o m i b fueius, e iw [ et Dot {me| | |
l i ] el mcimat ] | jeeree imeluztiniue Us fust | |
1119 fm| st 4 7 4 i, 1 leewm-limiimjaa) |
I | T T
1 L K T N S Y
17T ey e T oo b e ha |
| YA T LY
' T Tallisl T 1 0 | SR TY
nato | Taaf | i@pulaai-d IE 0] el
7 it
cooe | fwalliolulsglmy==fet | | 1 L
! { fea||iviatn]ma agomeapqad | Voo dale
! RiinRnnen t_l!o.::glu-nfu[plmTL;
--l-- T ™ ;1 I T |

Eﬁl?t in

The numbers 1-192 show the order in which *the bits
are received from the communicetion network, the

character numbers indicate the input sequernce.

Figure A4, TDC BIT INTERLFAVING (RECEIVE)
NATO UNCLASSIFIED
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ANNEX A to

STANAG 4202
(Editaon 2)

z T _TEANSMISSIC: (=CT) INDICATCR

1. The end ol ti.z message 1s identified by adding £
ZCT characters to the messege, immecdiately following the CRC
characters.

2. If the resultant message length is not an integral
multiple of 16 characters, additional ECT characters are added
to rouncup the message length to an integral multiple of
12 cheracters as follows:

By bg by by by by by

l
A!l 0 0 0 1
|

|

2/0 1 1001 0 v
lst CRC{0 0 1 0 1 0 0
2md CRCIO 1 1 1 0 1 1 !

3Jrd CRCjO O 1 1 1 1 1

Ist EOT

2nd EOT!0 0 0 0 1 0 O End of Message

D2

3rd EOT{0 O 0 O 1 0 O Indicator
4th EOT'C O 0 0 1 0 O
| 4
EOT |0 O 0 O 1 0 ©
e
EOTI0O 0 O O ! 0 O Padding EOT
' |
EOT ;0 0 0 0 ! O O L to roundup
EOT !0 O 0 O 1 O O message to
EOT |0 O 0 0 1 O O 1 x 16 characters
EoT |0 O 0O 0 1 0 O -
EOT {0 0 0 O v 0 O J

NATC UNCLASSIFIED
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10.
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The resultant polynomial 1s divided, modulo 2, by the
polynomial. If there are no transmission errors, the
from thas process will be zero. A non-zero remainder
the presence of a transmission error.

The division process 1s shown in full at Faig. 1-2.
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STANAG 4202
(With 1 Appendix) (Edition 2)

ADDITIONAL CHARACTERISTICS FOR_INTERIM USE
OF 16 kbps DIGITAL CHANNELS

INTRODUCTION

1. This Annex describes those additonal characteristics
needed to adapt the envelope prescribed in Annex A for 1interaim
use of wide bandwidth (1.e. l6kbns) digital channels such as
that described i1n STANAG 4204.

2, The first additional characteristic needed 1s the
conversion or bypassing of the FSK modulation to a suitable
baseband digital (1.e. polar non-return to zero (NRZ)).

3 The second additieonal characteristic 1s the standard
for the "data flag"” capability needed to automatically i1dentify
data transmission over shared voice/data lines (1.e. to enable
the automatic bypass of the receiver's analogue to digital
converter for voice signal and any periodic resynchronization
technique (i1f selected) (such as those contained in the
United States VINSON{(1l) and the United Kingdom LAMBERTON
encryption equipment).

SIGNAL CONVERSION

4 The 1200 nps and other rates/FSK modulated signal
described 1n Annex A must be converted or bypassed.,.ia a suitable
nationally selectable means, into a digital baseband (e.g. Polar
NRZ such as CCITT recommendation V.10/V.11) which can then be
asynchronously sampled by the DCE to obtain the signal at the
standard (1 e. STANAG 4204) 16 kbpsrate presented to the radio
for transmission. At the receiver, a suitable nationally chosen
means would be used to obtain the baseband signal and 1its
conversion back i1nto the 1200 bps or other Ut rates/TSK modulated
signal if necessdlny

DATA AND VOICE FLAG

5. In order to 1nsure proper line alignment, the data
or voice flag 1s 1nserted into the transmitted preamble to
1dent1fy the type of signal being passed. The definition and
details of transmission and reception of the data and voice
flags 1s contained 1n Appendix 1. The transmission envelope 1s
shown 1n Fiqure Bl.

(1} Since the VINSON equipments (1.e. KY-57/58) are designed for
tactical secure voice application, all usages of these
equipments to secure data (1.e. all non-voice communications
traffir whether in analogue or digital form) must be
approved by SECAN prior to finalizing plans for such
employment.

NATDOD UNCL ASCSTF1ED
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6. These flags do not provide authentication of the signal
of any sense.

7. At the end of the data message the receiving system
shall place the equipment into the voice mode.

NATOG® UNCLASSIFIED
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TRANSMISSION AND RECEPTION OF DATA AND VOICE FLAGS

DEFINITIONS

1.

2.

COMMON PATTERN: OCTAL 7-5-3-1-0 (15 bits)

(1.e., 111 101 011 001 000).

INVERTED COMMON PATTERN: OCTAL 0-2-4-6-7 (15 baits)

(1.e., 000 010 1060 110 111)

UNIQUE VOICE PATTERN: Fifteen (15) bits of all

logical 1s. (1.e., 111 111 111 111 111).

COMMON FRAME: Tharty (30) repetitions of "COMMON

PATTERN" followed by one (1) ainverted "COMMON PATTERN".

UNIQUE VOICE FRAME: 31 repetitions of "UNIQUE VOICE
PATTERN".

DATA FLAG: Two (2) repetations of "COMMON FRAME™,

VOICE FLAG: One (1) "COMMON FRAME" followed by one (1)
"UNIQUE VOICE FRAME".

TRANSMIT

1

Initial PTT Ay upon receipt of "Request to Send" from
DTE. ¢

Ignore any DDCO 1f 1t appears during aperiod of 100 msec
of PTT A
\

If DDCO appears during the next 300 msec, then 1insert
eirther data or voice flag after appearance of DDCO

If DDCO does not appear during the next 300 msec, PTT
1s released and then PTT(B) reapplied followed by
insertion of data or voice flag.

(A)

RECEIVE

Flag search commences after detection of DDCO.
Data flag detection:

(a) detection of one (1) perfect "COMMON PATTERN"
followed by detection of next three (3) consecutive
patterns with six (6) or fewer errors.

(b) after detection of one (1) "INVERTED COMMON PATTERN"

repeat above.

NATO UNCLASSIFIED
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(c) dats mode (DDCO provided a DTE) 1s declared 1f
two (2) successful detections of both "COMMON
PATTERN" and "INVERTED COMMON PATTERN" 1s made.

Note: If flag search indicates that an inversion of the signal's
sense has taken place then complete procedure but provide
inverted output to DTE.

3. Voice Flag Detection

(a) detection of "COMMON PATTERN" and "INVERTED COMMON
PATTERN" as 1n "DATA" case.

(b) detection of one (1) perfect "UNIQUE VOICE PATTERN".

-~
4. If DDCO 1s detected but neither flag 1s successfully
detected, then voice mode 1s enabled for 500 msec
followed by the start of the flag search procedures.
el

NATDO UNCLASSIFIED
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RATIFICATION AND IMPLEMENTATICN DETAILS

STADE DE RATIFICATION ET DE MISE EN APPLICATION

- oo - - - - - -

IMPLEMENTATION/MISE EN APPLICATION |

1 \ : : NATIONAL :_ |
| A | NATIONAL RATIFICATION | Inggggﬁgzinc | FORECAST DATE || ACTUAL DATE |
[T | REFERENCE DE | uaTzonaL Dg | DATE PREVUE ||  DATE REELLE |
| 1 : LA RATIFICATION NATIONALE : WISE EN : P :{ l e |
| o NA NAVY |ARMY | I
PN | | APPLICATION  \pp” iterrei A® |iMer iTERRE] IR |
T l RS iy P | p—
| BE*I 35761 060525 ! R
:____: of /du 27.10.86 | | , , H } } :
| CA*| 2441-4202 (DLAEEM 5-3) | D-01-060-001/ | [l !
| | of/du 23.1.87 | AX-004 l 95 ! I
jom==| | ] |- ! Il { ' |
| DA | M.204.69.S 4202/MAS-03663 | i | ] Il | ! |
| | of/du 13.2.87 | I l ] H | ! I
T | | (RN PR, | F— —
| FR | | | J | tl | l |
| | ] ] | | 1 | ] ]
ceeela S |emmcccccnccacnacaa | |- | I -|- = |
| GE | Will not ratafy/ | | i i i1 i | |
i | ne ratifie pas ] | | ] 1 { ] |
|ecce|cccccn= - | | mmema| i ! -|- | |
| GR | | [ ] | il | ] |
| | | | ! | Il I | '
T e voremnan | e |- I ] . ]
| IT | | | | ] il | ) |
| | i | i | I | i |
|emea] —— | -1 | |- Il | emeaa | me———
) LU | | | | | ] | i }
i | | | I l I l l |
| emem| N R |= |- |- I e |
| NL*| M87/0198/5409 | | | | I | | |
| | of/du 2.7.87 | l | | H l | |
| e |emccccccncaccacaae |mmome R [ | |moee- |emaee [P— |
| NO | [ 1 l | H I l i
| | | | l | H | | i
T e - | crncn|cnnaa |- [ |- |eecne]caean]
| PO | i | | | | | | i
| ! f | | I I | i ;
| S, U5V S LIRSS drecrcrcccccccconan T """ f=m—-- q==--- R B Satatetaded toe—-- tomme- |
{ | i | i I | | I
| SPy | I i i i | i i
Y PRI I --I-----l—----i-----il [PPSR PR |
| TU*IGn P.P:2307-892-86/AND.D. | l ! I | | | |
| IAS,5(4202)4032 offdu > 112.9012.90) 12.9Q | I | x
lmmmlf2d2a800 - | S | | ¥ (PSS P
UK | \ ] I
: } gé?dit?g{g?éQB/QZOZ | Defence Standard 111.88111.8811.88 : : :
[ T et a ,—————— |emececmcccc e acena |mem—— jomm—— | e L ey pupmpuey |
| US | 3-4202 of/du 7.10.87 :gff;ACCS‘AC‘AOU‘ | 112_84: | ! [

| |

|
MIL STD-188-200 | }

8See reservation overleaf/
Voir réserve au verso

iid
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BELGIUM
BELGIQUE

CANADA

NE THERLANDS

PAYS-BAS

TURKEY

TURQUIL
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RESERVATIONS/RESERVES

Belgium would prefer to standardize on ONE set of modulation
characteristics and ONE error control system. Therefore the
status of draft STANAG 4285 should be reconsidered as soon as
STANAG 4202 1s ratafied. Belgium does not envisage to implement
two different STANAGs for data transmission over radio links.

La Belgique préférerait normaliser UN ensemble de caractéristi-
ques de modulation et UN systéme de contréle des erreurs. 11
faudra donc réexaminer 1'état d'avancement du projet de STANAG
4285 deés que le STANAG 4202 aura été ratifaé. La Belgique
n'envisage pas de mettre en application deux STANAG différents

en ce qul concerne la transmission de données par 1l'intermédiaire
de liaisons radioélectriques.

The Canadian Navy and Air Force do not plan to implement this
STANAG. The Army will implement 1t in conjunction with the
TCCCS Project.

Les Forces aériennes et les Forces navales du Canada ne prévoient
pas de mettre le présent STANAG en application. Les Forces
terrestres le mettront en application dans le cadre des projets
TCCCS.

This STANAG 1s not applicable to the R.NL. Navy and the R.NL.
Air force does not implement this STANAG. Implementation of
this STANAG by the Army cannot be stated yet.

Le présent STANAG n'est pas applicable au sein des Forces navales
royales des Pays-Bas et les forces aériennes royales des Pays-Bas
ne 1'ont pas mis en application Rien ne peut encore étre
annoncé quant a la mise en application du STANAG au sein des
Forces terrestres.

Turkish Navy and Air Force will not implement this STANAG hut
Army will take 1into consideration of the STANAG 1in the future
procurement.

Les Forces navales et aériennes de la Turquie ne mettront pas
ce STANAG en application, mais ses Forces terrestres en tiendront
compte pour leurs acquisitions futures.
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