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FOREWORD

1. This Military Standard is approved for use within the Department of the Air Force and is available for
use by all Departments and Agencies of the Department of Defense.

2. Comments and data which may be of use in improving this document shouid be addressed
to: ASC/ENOSD, 2664 Skyline Drive, Bldg. 126, anht—Patterson AFB OH 45433-7800 by using the

tandardization Daocumeant Imnrovamant Deaeaca 1 MM Chacne 1A% acmmanwios de sbhin nedd af ehia damismmane
rantallizauitn LUy Mprovemient rropisal (L rofimn 1-u.u; app<ar uxs at the end of this document

FOREWORD TO THE “A” REVISION

This revision reflects the addition of an Army custodian émd drops “(USAF)” from the document number.
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1. SCOPE

1.1 Purpose. “This standard establishes requirements, venﬁcauon criteria, and contractor tasks for elec-
tromagneuc effects protectmn of airborne, ground, and support systems. These effects mclude electromag-
netic compatibility, electromagnetic interference, lightning, static electricity, radio frequency ‘compatibility,
electromagnetic pulse, electrical bonding, and grounding.

i.2 Appiication. This standard is applicabie for compiete sysiems, bot
Lo oo L Al Ao Tmcmn

10T UsSe Uy the ucpanmcnl O1 tn€ AIl rorce.

mnazr nemAd e diAd AmAd tr
new alid 1uoulICy, aliu w iluaiidaiuly

1.3 Use. This standard is primarily intended for use on airborne platforms. It can, however, with tailoring of
specific design requirements and verification approaches be made applicable to any type of system. This docu-
ment replaces MIL-E-6051 and MIL-B-5087 for Air Force use.

'Ihlsstandardxsmtwopans, themambodyandahandbookpomon The main body of the standard specifies a
baseline set of requirements. The handbook portion provides rationale, guidance, and lessons learned for each
requirement which allows the procuring activity to effectively tailor the baseline requirements for a particuiar
application.

1.4 Deviation. Deviationsfrom this standard that will improve system performance or reduce development or
life cycle costs shall be brought to the attention of the procuring activity. The procuring activity shall be advised
when the requirements of this standard result in compromises in operational capabilities
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2. APP LICABLE DOCUMENTS

2.1 Government documents

2.1.1 Specifications, standards, and handbooks. The following specifications, standards, and hand-
books form a part of this document to the extent specified herein. Unless otherwise specified, the issues of
these documents 3 t_h-s.A listed in the issue of the Department of Defense Index of Specifications and
Standards (DoDIS S) and supplement thereto, cited in the solicitation (see 6.2). 1
STANDARDS
Military
MIL-STD-461 Electromagnetic Emission and Susceptibility Requirements for
the Control of Electromagnetic Interference
MIL-STD-462 Electromagnetic Emissions and Susceptibility, Test Methods for
MIL-STD-1512 Electroexplosive Subsystems, Electrically Initiated, Design Re-
quirements and Test Methods
MIL-STD-1757 Lightning Qualification Test Techniques for Aerospace Vehicles
and Hardware
MIL-STD-1795 Lightning Protection of AerospaceVehicles and Hardware
DOD-STD-2169 High Altitude Electromagnetic Pulse Environment
(Copies of DOD-STD-2169 may be requested by sending a DD Form 1425 to the Commander, Field
Command, Defense Nuclear Agency, ATTN: FCLMC, Kirtland AFB, NM 87115-5000.)
MS25384 Electrostatic Discharge Jumper, Fuel Nozzle-to-Aircraft
MS33645 Receptacle, Grounding, Installation of
MS90298 Connector, Receptacle, Electric Grounding
(Unless otherwise indicated, copies of federal and military specifications, standards, and handbooks are
1dardization Documents Order Desk, Building 4D, 700 Robbins Avenue, Philadel-

available from the Standa
phia, PA 1

2.1.2 Other Government documents, drawings, and publications. The following other Government
documents, drawings, and publications form a part of this document to the extent specified herein. Unless

.

otherwise specmec, the issues are those cited in the solicitation.

Air Force Occupational Safety and Health (AFOSH)

ALNCQLY Qo
Ar

OSH Standard 127-38 Hydrocarbon Fueis - Generai
AFOSH Standard 161-9 Exposure to Radio Frequency Radiation

(Copies of AFOSH Standards are available from the Air Force Publications Distribution Center, 2800

Eastern Boulevard, Baltimore, MD 21220; phone (301) 962-7252/AV 723-1463.)

2.2 Order of precedence. In the event of a conflict between the text of this document and the references
cited herein, the text of this document takes precedence. Nothing in thxs document, however, supersedes
applicable laws and regulations unless a specific exemption has been obtained.

o/
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3.1 Bond. Anyfixed union existing between two objects that resulté in electrical conductivity between the two
objects. Such union occurs either from physical contact between con@uctmg surfaces of the objects or from the
addition of a firm electrical connection between them.

a_ R 4 mn & e o P rrmtenmdme Temnle.dod ccad o thic handios
MILIACIOL. LICIUUCU UlIUci U lcauuy

J L LODU‘BC(DI’, ﬂSSOCIIle. I'\Ily CONuIacior suoorummc [(+] lll p
are subcontractors, Group B contractors, vendors, and suppliers.

i

. d,nom P

3.3 Contractor, prime. The contractor with responsibility for designing, integrating, and producihg the overall
system. Included under this heading are integrating contractors, aixfra'@ne contractors, and Group A contractors.

3.4 Electroexplosive device (EED). Any elecmmlly mmated explotsxve device within an electroexplosxve sub-
system which has an explosive or pyrotechnic output and wluch is actuated by the first element (initiator) of a
pyrotechnic or explosive train.

b

]
3.5 Electroexplosive subsystem. All components of a subsystem reqmrcd to actuate, control, and monitor an
electrically initiated ordnance/ovrotechnic function

LALLRINAALL) LAt VL rJ-v Al natlane

3.6 Electromagnetic environment. The totality of electromagnetic phenomena existing at a given location.

3.7 Electromagnetic interference (EMI). Any electromagnetic disturbance, whether intentional or not, which
interrupts, obstructs, or otherwise degrades or limits the efiective performance of eiectronic/electricai equip-
ment.

3.8 Electromagnetic compatibility (EMC). The capability of electrical and electronic systems, equipments,
and devices to operate in their intended electromagnetic environment within a defined margin of safety and at
design levels of performance without suffering or causing degradation as a result of electromagnetic interfer-
ence.

3.9 Electromagnetic pulse (EMP). A wide-bandwidth transient electromagnetic field caused by a nuclear
event.

32.10 Gronndino., The hnndmo of an equinment case, frame, or chassis to an Qb ct or vel

it - LAt ¢ ! WL LERE W LRAPARAVEES WUy ARSIy VA VARAOTRS RS Rass T~
ensure a comrmon potential. 'I'hc connection of an electric circuit or equipment to earth o
body of relatively large extent which serves in place of earth.

3.11 High power microwave (HPM). An offensive RF weapon designed to upset or damage systems.

3.12 Lightning direct effects. Any physi(zl damage to the system structure and-electrical/electronic-equip-
ment due to the direct attachment of the lightning hmﬁei. These effects include tearing, bending, burning,
vaporization, or blasting of hardware

3.13 Lightning indirect effects. Electrical transients induced by lightning in electrical circuits due to coupling
of electromagnetic fields.

3.14 Margins. The difference between the subsystem/equipment design level and the subsystem/equipment
stress level.

2 1 Dadin fonrrsammaer DI\ mnemaatibiiieon Tha ahilith: ~Af tha vneiniee antannn _rnnnantad DE earatvar and
Jelo RNREUIVU HHTYUCTIILY W) CUmpauviny. 11H¢C dUluy Ol UIC varnuvud dallicilila HITLLOU NI LCLllIvel ang
tennomittar cviheovetame santainad unthin a cpatnme ta Fiinatinm mennaele urithant masfAecmanca Aagradatinn rancad
tialioliiitiel EUUB]BtDIID WUILItalICvy willllil a BjalClu LU Ui LIVl }Jluyct l.'y ILIIVuUl PC[LUL ialive uvslauauuu vauovu
hv antenna.tn.antanna rannling hatwaosn anu twn cithouctame
UJy alitviaiaivtaniviiiag wWwupiiip utiwi Ll ally twu duusyasieinn

W



Downloaded from http://www.everyspec.com

2 16 Ctatinaalasteisitw Tha ctatinnary alastmisrnal chargas neadincsd and asrmimnlatad arctarad an the enrfars Af
e AU DL TITLH ALY . 411U dauviial y It ilal LIl gl PLIUUUAAS Al @l U ULai vl Ul StULVG Uil Wb suliawv vl
materale due ta trilnalactric artinn (charae apnemtinn bw frctinn ench ac airflaw ar v adhecive fareee durina
ARV LMMIC UULV WU UV ViIVAVRL Y GV \wlmsv svll\r‘“u\ll‘ VJ AL BV iky DUWEL AU (LA LAV YY)y WA V) CANEILWAIA Y W AVAWAD uu.sula
senaration). narticle impinecement. or electromaconetic field inducement

pafalion ), pariCe mpingemens, or C:eairomagndelic gl maucemenst.

3.17 Subsystem/equipinent. Any electrical, electronic, or electromechanical device or collection of items
intended to operate as an individual unit and performing a specific set of functions.

.18 System. A composite of equipment, subsystems, skills, and techniques capable of performing or support-
ing an operational role. A complete system includes related facilities, equipment, siibsystems, materials, services,

Y o~ o I R tan =

and personnei required for its operation to the degree that it can be considered s¢if-sufficient within its opera-

L)

3.19 Tailoring. Thiloringis the process by which the requirements of a standard are adapted (that is, modified,
deleted, or supplemented) to the characteristics or operational requirements of the item under development.
The tailoring process does not constitute a waiver or deviation. ‘
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4.1 General. Thesystem shall be designed to achieve electromagnetic compatibility among all subsystéins and
equipments within the system and with the external electromagnetic environment.

s a4 s o . .« av " A D sl mmcts i Lo acdaliliibh am nnenl]l tntamneatad
4.1.1 System Electromagnetic Effects Program. The prime contractor shall establish an overall integrated
Electromagnetic Effects Program (EMEP) for the system. The program shall be structured to ensure that all the
feqnireméﬁts of this standard aré treated in a unified fashion resulting in a single integrated design approach.

e ov erall program shall include the necessary design, planning,

hioua A
Au\—vv v

& & o
.a 8 ¢°
E'

g

] »

°r™ Sttt Bee 280
tor to estahhsh th technical effort and necessary management and controls to accomplish their individual parts
of the overall EMEP.

ntract documents. The prime contractor shall du'ect each assocxate contrac—

4.1.1.1 Electromagnetic Effects Control Procedure. The details of the EMEP shallbe included in the system
Electromagnetic Effects Control Procedure (EMECP). The control procedure shail be prepared and submitted
in accordance with the requirements of the contract. The control procedure shall be updated during the contract
to refiect the evolution of the design (See 6.2).

4.1.1.2 Electromagnetic Compatibility Advisory Board (EMCAB). An electromagnetic compatibility adviso-
ry board shall be established to monitor the system EMEP, to provide means of expediting solutions of problems,
and to establish high-level channels of coordination. The details of operation and proposed charter for the board
shall be included in the system EMECP. Members of the board will include the prime contractor, invited asso-
ciated contractors, and the Government project offices that are involved. The procuring activity may waive this
requirement for systems that do not involve a sufficient number of participating organizations to justify such a

4.1.2 Criticalit
& .

e dedd NodBE

equipments using the followmg definitions. EMC categories are defined based upon the criticality of the function
in the overall performance of the system.

or all st hw':temq/

shall establish the criticality categories for all subsystems,

8
"
'l
]
o3
2
:?

A aal

a. Safety Critical (Category I)—EMC problems that could result in loss of life or loss of vehicle.

b. Mission Critical (Category II)~EMC problems that could result in nonfatal injury, damage to
vehicle, mission abort or delay, or reduction in system effectiveness that would endanger the success of the

¢. Noncritical (Category III)—EMC problems ‘that could result only in annoyance, minor discomfort,
or loss of performance that does not reduce desired system effectiveness.

A1 2 Aot ere § : t g - . . .

4.1.3 Margiss. Marginsshall "‘W included in the design process to account for vanability in system hardware
‘

and fcr amanamncs m"'o!ved inv zca'. n of oﬂ'",.“em level design requirements. Margins of at least 20 dB for

[ .
ot

4.2 Intra-system electromagnetic compaublhty (EMC) Each subsystem and equipment shall operate without
performance degradation during concurrent operation of any combination of the remaining subsystems and
equipment, subject to mission rcquircmcnts.

4.3 Electromagnetic interference (EMI). ectromagnetic characteristics of individual electrical/electronic
equipments shall be controlled to the extent necessary to ensure electromagnetic compatibility with the system
and with the external environments. Specific requirements and test methods for each sybsystem/equipment item
shall be in accordance with MIL-STD-461 and MIL-STD-462. These requirements shall be tailored with the
approval of the procuring activity to meet the specific needs of the system



Downloaded from http://www.everyspec.com

4.4 External RF environment. The system shail operatc without performance degradation due to the eiectro-
magnetic environment procuoca by RF sources not part of and external to the System. The prime contractor shall

determine the environment based on intended operational missions and obiam procﬁﬁﬁg activity appr(;va The
RF environment included in table I is derived from commercial airline missions and shall be used as a baseline for
aircraft
Gl vialry
TABLE I. External RF environment.
ERENLIENCY CANVIDONMENT
URALSA AV 2SS A LA LIV IFIU/TVILIN |
[\ N\l
\I l(.’ \Vll I l)
Peak Average

10k-100k 50 50

100k -500k 60 680

ENAL AL - prep=y

500K-2m 75 75

2M-30M 200 200

30M-100M 30 30

100M-200M 150 30

200M-400M 70 70

400M-700M 1500 750

700M-1000M 1700 170

1G-2G 5000 1000

2G-4G 6700 850

AL O oora nAn

“43-0\ (o 020 0} S

6G-8G 3600 670

8G-12G 3500 1270

12G-18G 3500 360

1RG-ANG 21NN 78N

TUNAT TTYUNS o VWU N7
d § Radin freanency (RE) camnatihility Thae cucteam chall avhihit RE ~amnatihility amnno all antanna_~cnn.
oW ANSEUEY I3 VUL ALY \A\A g \—Ulupulllllui]o 4 M OJOLUIH SIIGAL ALLIULLV AN Wlllyﬂlluulb} GIIIUIIB Qldl AlitwiilniaTwuvil
_ngcged cnhcvs;gmc and equinment. subiect to mission reanirementc. Thic reanirement ic also annlicable hetween

sand equipment, subject to mission requirements. This requirement is also applicable between
ike platforms, such as aircraft formation flying, shelter-to-shelter ground systems, etc

4.6 Lightning. The system shall be protected against both the direct and indirect effects of lightning such that
the mission can be completed after exposure to the lightning environment. For aircraft, the réquircmcms for
protection, the procedures to be used in developing a lightning protection program, and the indirect effects
environment for analysis purposes are defined in MIL~-STD-1795. The direct effects threat for aircraft is defined
in MIL-STD-1757. Facilities and mobile shelters shall include lightning protection provisions/devices to protect
the facility and internal equipment against the lightning transients.

4.7 Electromagnetic puise (EMP). The system shall be fully capable of completing its required missions when
subjected to the EMP environments described in DOD-STD-2169.
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performance degradation or damage to electronics.

an




Downloaded from http://W\;vw.everyspec.com

MIL-STD-1818A

4.9 Electrical bonding. Electricai bonding measures shaii be xmplcmcnwo for management of eiectricai cur-

rent paths and controi of voitage pownuals io ensure reqmrcc syswm perormance and {0 proieci personnei.

1 " . AL _ R PUUIRgt [y . - . PRONPEERpS. Py v |

Bonding prOVlSlOnS shaii be compatibie with other wqmrcmcma mlpubw on the sysiem for corrosion control.

4.9.1 RF potentials. All electronic and electrical items which have the capability of producing, radiating, or
responding to electromagnetic energy shall be bonded to the ground subsystem with a resistance of 2.5 milliohms
(DC) or less for metallic interfaces. For composite materials, bonding shall be accomplished at impedance levels
consistent with the materials in use.

4.9.2 Power current return paths. Bonding provisions shall be provided for current return paths for the
electrical power sources such that total voitage drops between the point of reguiation for the power system and
the eiectricai ioads are within the tolerances of the appiicabie power quality standard. For iocations prone to fuei

PP P VG ppp

or iire WIUS, vouagc Ol'OpS across eqmpmcnt-w—suucmre inierfaces under availabie fauli curreni conditions

shaii not exceed {.074 voiis.

4.9.3 Shock hazard. ’Ib prevent shock hazards to personnel, all exposed electridally conductive items shall be
bonded as necessary to limit voltages to less than 30 volts between the item and the ground subsystem.

4.10 Radiation hazards. 'The system shall be designed so that personnel, fuels, and electroexplosive devices
(EEDs) are not exposed to unsafe levels of eiectromagnctic radiation and so that missions can be compieted ina

safe manner. The pnme contractor is I'CSpOﬂSlDlC for the overaii ucmgn planmng, management, and demonsira-
tion of the sysiem {0 ensure salety in ihese areas.

4.10.1 Personnel hazards. The system shall be designed so that personnel are not exposed to RF levels
exceeding the permissible exposure limits (PELS) of AFOSH Standard 161-9.

4.10.2 Fuel hazards. The system shall include provisions such that the fuel hazard criteria of AFOSH Stan
dard 127-38 are met during fuel operations.
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rotect electroexnlosive subsystems from inadvertent
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operation under all electromagnetic environmental conditions specified in this standard. Electroexplosive de-
vices (EEDs) shall have a minimum no-fire characteristic of 1 ampere/1 watt and shall not initiate when a
500-picofarad capacitor charged to 25 kilovolts (electrostatic discharge) is applied through a 5-kilohm resistor in

both pin-to-pin and pin-to-case modes.

4.11 Lifecycle. The EME protection design shall include full consideration of life-cycie aspects of the protec-
tion (e.g., identification of hardening elements and processes, repair, maintenance, integrity verification and
inspection rcquirements) EMCE protection measures and techm'ques shaii be designed to retain their effective-

ness mrougnout the iife of the syswm and its support SUDSYSKCIDS. b}'SlCm prowcuon snan ll'IUUUC, but noi be

um.ucu lU, ihe wuuwmg ll.lC'CyblC wnzn’ucrduons.

a. Maintenance. Protection designs shall either be accessible and maintainable or shall be designed to
survive the design lifetime of the system without mandatory maintenance or inspection. Bonding,
shielding, or other protection devices which can be disconnected, unplugged, or otherwise deactivated
during maintenance shall be addressed in maintenance documentation, including required actions to
restore their effectiveness.

b. Repair. Protection design measures shail be repairable or repiaceabie without degradation of the
initiai ievel of protection.

c. Surveillance. A program shall be established to ensure that the protection measures incorporated
in the system design are not degraded with time or use. The system shall be designed such that the
electromagnetic design features that require surveillance are accessible and can be tested or inspected as
needed.
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cables for fueling, weapo ine and other servicing onerations. MS901298 or equival
cab w ad v operations. Maieyooreq
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instatled to comply with MS33645. A jack is reauired at each mv:tv fnd ct for fuel
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hall be used and st e i

nozzle groundmg A minimum of two addmonal jacks for utility and helicopter aircraft and four for othet aircraft
types shall be provided for general servicing. For aircraft which carry weapons, additional jacks shall be located for

ACH i -

convenience in handling ordnance.

w
—

4.12.1 Grounding jack installation. The grounding jacks shall be attached to structure so that the resistance
between the mating plug and structure shall be no greater than 1.0 ohm (DC).

that handles flammables, losxvm, oxygen, oiher potenti oué materials shall have a permancnt

bonding cable attached for connection to the aircraft. The bonding and g.re.!_nd-_n.o cables shall use a plug comply-
ing with MS25384 for the connection to the aircraft and an approved fitting for connection to the ground rod.

4.12.3 External grounds for maintenance in repair facilities. Each equipment item, when removed
from its primary structure (line replaceable units for aircraft, support equipment, or ground systems) for
maintenance shall have provisions for connecting grounding wire between its chassis, transporting fixture, or
_ protective enclosure (packaging) and the facility ground.
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S. VERIFICATIONS

5.1 General. The prime contractor shall have overall responsibility for verifying that all design requirements
of this standard have been met. Specific tasks may be delegated to the associate contractors by the prime as

necessary. Verification shall be acoomohshed by qualification tests, analyses, and inspections, as appropriate, and

subject to the approval of the procuring activity.
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start of qualification testing. N
5.1.2 Electromagnetic Effects Verification Repor( (EMEVR). The prime contractor shall prepare an Electro-

L aL .

magnetic Effects Verification Report (See 6.2). The EMEVR shall provide documentation demonstrating that
each requirement of this standard has been met.

5.1.3 Margins. Margins shall be verified for all electromagnetic environmental stresses.

o A M ld a2
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'The testing shall be performed oni-a pr oducnon-conﬁgured system. The verification , shall mclude testmg and
nal sanfenn

analysis to demonstrate that antenna-connected receivers are not degraded across their entire operating fre-
quency range. For aircraft, sufficient intra-system EMC testing shall be accomplished prior to first flight to

5. 3 Eleetromngneuc mlerference (EMI). Subsystems and equipment shall be tested using methods which are

____________ it e nm s D aammalinman 12tk AATT _CTT_AKL1 -Mnnvnm-ntc chall

consisient wiih the individual imposed design requirement. Compliance with Mil~5 11301 réGuirements snau

trated using a tact mathade Af MIT _CTT_447 ENT tactina chall ha ~amnlated nriar to the nerforme-
0OC OCIMOons alW u:ulg ulC LEDLILITHIULD UL IVIRLLTO R LT TUL. DiVEL LUOMIIE OIGLL UL VLIV VG plivl sV the praaviil

ance of any formal qualification tests at the system level (intra-system electromagnetic compatibility, external RF
‘environment, lightning and electromagnetic p puise). Existing subsystem and equipment testing results may be
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submitted to the nrocurine activity for mnmdemtmn of venﬁmnon am')hmblhtv
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5.4 External RF environment. The electromagnetic compatibility of the system with the external RF environ-
ment shall be verified by a combination of system-level and subsystem/equipment-level testing and any necessary

Y S P PRpS TR, S ek
analysis. Uniform iliumination of the entire system at fuii threat is preferred. However, other approaches—such
U RIS DL 15 T SUUIIE S ST IL T T P PRI P URPEY ek £1:11 ¢heant rakhla Amuac._ara arrontahla
as IOWEr IEVEIL mummdu 11 WILI1 CADIC C €ni MmOonilor lg LOgEUICT willl 1l Ulf€ai C301C GIIVES—aiT alllpauit,
subject to procuring activity approval

al
5.5 RF compatibility. The overall system RF compatibility shall be verified by system-level test. Anten-
na-to-antenna coupling analysis and RF equipment-level testing shall be accomplished prior to system-level test.
(3}

5.6 Lightning. Lightning protection for both direct and indirect effects shall be verified in accordance with
MIL-STD-1795.
5.7 Electromagnetic puise (EMP). Compliance with EMP requirements shall be verified by a combination of

system-level and subsystem/equipment-ievel testing and analysis.

5.8 Electrostatic charge control. Adequate control of electrostatic charging shall be verified by test, analysis,
or inspection as appropriate and as approved by the procuring activity.

£ 0 Elactrical handine (CAamnlianca with alartrical hvanding reanirementce chall he verifie, test. analvsigs or
Se 7 AATLLI LA Wl.l\llll‘- puxupumxw WILL CICAM LG UUKIUILE L VAULL VATV W JIlLL Uy T LRIV U vy SRSy ol &
inenactinn ac annranriate far the narticnlar handino nenvicinn and acannraved then iring activity. Compati-
ulnp\—\rllull NQPPLUPLK“U AUVL bilWw y“l SAVARILAL wllwla yl\.’ VT AJAVIEL Laiiwd Lo \.l.lyl VYW Uy verV praY i ——as s 1-] d i of
bility with corrosion control techniques s verified by demonstration that manufacturing processes which
address corrosion control have been implemented.

o
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5.9.1 RF potentials. Bonding for RF potentials shall be demonstrated by tests.

5.9.2 Power current return paths. Bonding for power current return shall be demonstrated through analysis
of electrical current paths, electrical current levels, and bonding impedance control levels.

5.9.3 Shock hazards. Bonding for shock hazard shall be verified through test, analysis, and inspection as
appropriate for the particular application.

14 Iﬂ Dadiatina hacaad aalfade Qn th carmnod ¢~ DE affar~e inmn nndtha oo nf
7 DBULR LU BELEE U DRITLY - oau;s] wu.u ICWU O nxr TOTCS On pclauuul;a, ll‘m UPCICWI.ID, Gl WIC U UL

EEDs shall be demonstrated by testing, analysis, and inspection as applicable and as approved by the procuring

activity

Sviavavy.

5.10.1 Personnel hazards safety. Using the methods of measurement and calculation of AFOSH Standard
161-9, the prime contractor shall demonstrate that the system RF emitters will not affect the health and safety of
personnel during any phase of the system missions.

5.10.2 Fueis safety. The prime contractor shaii demonstrate that the system is designed to preciude acciden-
tal ignition of fueis due io RF emissions.

5.10.3 Electroexplosive subsystems. The prime contractor shall verify the protection of electroexplosive
subsystems by demonstrating required margins during system-level cvaluat;ong;‘ (intra-system electromagnetic
compatibility, external RF environments, lightning, and electromagnetic pulse). Compliance of electroexplosive
devices with no-fire and electrostatic discharge requirements shall be in accordance with test methods 202 and
205 of MIL-STD-1512, respectively.

5. ii i ife cycie. Sysiem design features impiemented for EME protection shaii be inspecied for oompiiancc
WlUl (,yuc requu’cmcms IOI mamtenance, repa!r and surveuxancc (apaomty uemonsuauons (‘JI' mmnmm
ability, accessibility, and testability and the ability to detect degradations shall be performed. Maintenance and

Tivunillanca mathadnlamranAd tanlechallha idactifiadin tha CAMELYD and amacnsmadta sraintananca sisshliratians
QUL ¥ L LLMRLIVA, l‘uuulwulusj QLI VUL LA UG IUCIIILLICAT LI UG LOIVLIE V IN aliJ an Upl‘lﬂu; ALLGAIIVC I LALIVAS puuuwuuna.

n

5.12 External grounds for aircraft. Proper placement and marking of external ground provisions. for the
system shall be verified by inspection. Compliance with bonding requirements shall be verified by test.

y—t
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is not mandatory.)

6.1 Intended use. This standard contains electromagnetic effects requirements for systems with emphasis
toward aircraft.

6.2 Issue of DODISS. When this standard is used in acquisition, the applicable issue of the DODISS
must be cited in the solicitation (see 2.1.1).

6.3 Congsideration of dntn requirements. The following data requir nts should be considered when

ARSI I = - L e L -t L S Lt L2 Leta B[

this standard is apphed on a contract. The apphcable Data Item Descnpuons (DID’s) should be reviewed in
conjunction with the snecxﬁc acquisition to ensure that only essential data are requested/provided and that
the DID’s are tailored to reflect the requirements of the specific acquisition. To ensure correct contractual
application of the data requirements, a Contract Data Requirements List (DD Form 1423) must be prepared
1o obtain the data, except where DOD FAR Supplement 27.475-1 exempts the requirement for a DD Form
1423,

Reference DID DID Suggested
Paragraph Number Title Tailoring
41.1.1 DI-EMCS-81294 Electromagnetic Effects Control Procedure
(EMECP)
5.1.1 DI-EMCS-81295 Electromagnetic Effects Verification Proce-
dures (EMEVP)
5.1.2 DI-EMCS-81296 Electromagnetic Effects WVerification Report
(EMEVR)

The above DID’s were those cleared as of the date of this standard. The current issue of DOD 5010.12-L

PPN 7 P Y PN o e TN o ‘A_-A._-_..A_-- Ve eaenl T e FARMONMY N\ cicve b mnvanwabad om
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6.4 International standardization agreements. Certain provisions of this standard are the subject of
international standardization agreements NATO STANAG 3614 and NATO STANAG 3659. When change
notice, revision, or cancellation of this standard is proposed that will modify the international agreement
concerned, the preparing activity will take appropriate action through international standardization chan-
nels, including departmental standardization offices, to change the agreement or make other appropriate
accommodations.
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assistance on this standard can be obtained
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6.6 Subject term (key word) listing.

EMC

EMI

EMP

Lightning

RF compatibility

System safety
6.7 Changes from previous issue. The margins of this standard are marked with asterisks to indicate
where changes (additions, modifications, corrections, deletions) from the previous issue were made. This

was done as a convenience oruy and the Government assumes no liabiiity whatsoever for any inaccuracies in
these notanons Bidders and contractors are caunoned to evaluate the requirements-of this document based

~ PSP spective of the marpinal notations an cnlasimmolln o sboa L. ciaiia looss
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APPENDIX
HANDBOOKS

MIL-HDBK-235 Elcctromagneuc (Radlated) Environment Considerations for
MNMacion and Denriramant af Clastrisal and Elactranic Eaninmant
L/BLELL ALV L LU UL Ly UL AL ILAL QUL AU UL LA UL /I by
Quhcuvcteme and Sucteme
Subsystems and Systems

MIL-HDBK-237 Electromagnetic Compatibility Management Guide for Plat-

forms, Systems, and Equipment

MIL-HDBK-419 Grounding, Bonding, and Shieiding for Eiectronic Equipments
and Facilities

£yt * L 35} UL ¥ < PO DUt DR [ TERUK | gty PPy
{Uniess otherwise indicated, copies of federai and military specifications, standards, and handbOOKS aré
crmdlabale fomn sl Osmmdacdiccsione Tlmaiioaomsa MNedae ool D.ldicma ATV NN Dalibicmes A rasmisa
dvdildavuitc LlIOIlIl1 Ul olallludIiUizZauvil  UOCUWNCIIL  VIUCT LJCOR, DuUulluillyg L7, IV RNUuvuvu MAvYCiluG,
hiladalnhian DA 10111.€NQ4 \ ‘
llulau\rl‘.llllu’ a4 l’ll‘l JV}WQI

20.1.2 Other government documents, drawmgs, and publications. The following other ‘Government
documents, drawings, and publications form a part ‘of this standard to the cxtent specified herein. Unless
otherwise specified, the issues are those cited in 'the solicitation.

Air Force Systems Command

AFSC DH 14 Electromagnetic Compatibility

(Copies of AFSC De:‘sign Handbooks are available from ASC/ENOSD, 2664 Skyline Drive Bldg 126,
Wright-Patterson AFB, OH 45433-7800, phone (513) 255-6295/DSN 785-6295.)

Awainictentine /T'A A)
GIIRISWauon «wAany

AL-LU-ID Proieciion of Aircraft Fuei oysu:ms AgalﬂSI Fuel vapo g nition

) o VRGN [P PO

Luc o L.lguuung

AC-20-136 ‘ Protection of Aircraft Electrical/Electronic Systems Against the
Indirect Effects of Lightning
DOT/FAA/CT-89/2 Aircraft Lightning Handbook
DOT/FAA/CT-86/40 Aircraft Electromagnetic Compatibility
Military
AFAPL-TR-78-56 , . . Swatic Electricity Hazards in Aircraft Fuel Systems
AFAPL-TR-78-89 actors Affecting Electrostatic Hazards

AFWL-TR-85-113 Guidelines for Reducing EMP Induced Stresses in Aircraft
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FOR USE IN TAILORING MIL-§’

10. GENERAL

1A 1 Qhnme "Thic hacdlanl mencidac hoskanaisnd infarmatinn far sach ranunirement in the main hadv of the
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10.2 Structure. This handbook follows the same general format as the main body of the standard except that
the main heading and paragraphs unique to the handbook are numbered with an extra zero in the first portion of
the paragraph identifier (for example: 10.2 rather than 1.2). ‘§ecuon 20 comams all of th“e information in the main
body plus addmonal items found only in the handbook. In section 30, the wordmg from the main body of the
standard is repeated with its main body paragraph numbcr. The rationale, guidance, and lessons learned

paragraphs then foliow.
20. APPLICABLE DOCUMENTS

20.1 Government documents

20.1.1 Specifications, standards, and handbooks. The following spe.-lﬁca.&ion tandards, and handbooks
form a part of this document to the extent specified herein. Unless otherwise socmﬁed the issue' of these

documents are those listed in the issué of the Department of Defense In of Specifications and Standards
(DoDISS) and supplement thereto, cited in the sohcnanon.

SPECIFICATIONS
Military
Military
NMIT _E_41§8 Electronic Eguipment, Ground; General Regquirements, for
IVIAA = 1J0 LAC0CU ONLC LQUIpITa, VJioal, Jciitlal 8L qureme
STANDARDS
Military
MIL-STD-454 Standard General Requirements for Electronic Equipment
MIL-STD-704 Aircraft Electric Power Characteristics
MII~STD-1512 Electroexplosive Subsystems, Electrically Initiated, Design Re-
quirements and Test Methods
MIL-STD-1542 Electromagnetic Compatibility and Grounding Requirements
for Space System Facilities
MIL-STD-1568 Materniais and 't"roccsse‘ ses for Corrosion Prevention and Control in

e YXI

Aerospace Weapon Systems

13



Downloaded from http://www.everyspec.com
MIL=-S1TD-181%

APPENDIX
LA-5201-MS Response of Airborne Electroexplosive Devices to Electromag-
Y, netic Radiation (AD 912 599)
TO 00-25-172 ‘ Ground Servicing of Aircraft and Static Grounding/Bonding
TO 31Z-10-4 Electromagnetic Radiation Hazards

(FAA publications and military technical reports are availabie from Nationai Technical informaton
Service (NTIS), 5285 Port Royal Road, Springfield, VA 22161 or the Defense Technical Information

V o) P, V8 n's ot o0 P - o JUR R, Ma_at__ AV ______1_°_ ANAINAL £ 4L e Pmmme MManlecnlnn]l Madawe Ava
Center (DTIC), Bldg. 5, Cameron Station, Alexandria, VA 22304-6145. Air Force Technical Orders are
available from Oklahoma City Air Logistics Center (OC-ALC/MMEDT), Tinker AFB, OK 73145-5990.)

20.2 Non-Government publications. The following document(s) form a part of this standard to the extent
. specified herein. Unless otherwise specified, the issues of the documents which are DoD adopted shall be those

SpFeAal TS R AR, LA VLA WS 22258 C LDOUGCo U1 LIIE UV LAl allad

listed in the issue of the DoDISS specified in the solicitation. The issues of documents which have not been
adopted shall be those in effect on the date of the cited DoDISS.

Radio Technical Commission for Aeronautics

DO-160 ‘ Environmental Conditions and Test Procedures for Airborne
Equipment

(Application for copies of this standard should be addressed to the Radio Technical Commission for
Aeronautics, 1425 K Street NW, Washington DC 20005; phone (202) 682~0266.)

\_ National Fire Protection Association
National Fire Codes, Vol. 7

(Application for copies of the Code should be addressed to the National Fire Protection Association,

Batterymarch Park, Quincy, MA 02269-9101.)

Society of Automotive Engineers, Inc

AE41-87-3 Protection of Aircraft Electrical/Electronic Systems Against the
Indiract Effacte nf [ iahtning
ALINALUL VAL AULINVAYWO VS usuuu.ub

ARP 1972 Recommended Measu:ement Practices and Procedures for EMC
Testing

ARP 1870 Aerospace Systems Electrical Bonding and Grounding for Elec-
tromagnetic Compatibility and Safety

ARP 4242 Electromagnetic Compatibility Control Requirements, Systems

(Application for copies should be addressed to the Society of Automotive Engineers Inc., 400
Commonwealth Drive, Warrendale PA 15096; phone (412) 776-4841.)
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30. REQUIREMENTS AND VERIFICATIONS
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In this section, each section 4 performance requirement is followed by its associated section § verification
requirement. This is done to remind the user that the two should be tailored as a pair.

ioned ta achieve slectromaonetic comnatibilitv amone all suhsvstams
1gnegd 1o achieve glectromagnetic com paubilit y amon g all subs ysterr 18

ransmitters, sensitiv

receivers, other sensors, and additional electronics creates a potential for problems:within the system or
from external influences. The system must be designed to be compatible with itself. other systems, and the
external electromagnetic environment to ensure required performance and to prevent costly redesigns after

the fact for resolution of problems.

wer

REQUIREMENT GUIDANCE (4.1)

The system and all associated subsystems/equipment, both airborne and ground, need to be designed to
achieve system compatibility. Every effort needs to be made to meet these requirements during initial design
rather than on an after-the-fact basis. Since each system has its own unique requirements and
characteristics, general EMC design criteria documents may not be adequate. System and
subsystem/equipment control plans should be used to aid in management of programs and to describe
requirement interpretation and specific design measures being implemented to meet requirements. The
other requirements of this standard address specific aspects of the electromagnetic effects control area.
Additional guidance on EMC can be found in MIL-HDBK-237 and SAE ARP 4242.

JIREMENT LESSONS LEARNED (4.1)

Electromagnetic effects requirements have been fairly successful in preventing problems on previous
programs. Some of the problems which have occurred are discussed in subsequent lessons learned of this
standard. Evolving system designs regarding changing materials and increasing criticality of eiectronics
demand that effective electromagnetic effects controls be implemented.

5.1 General. The prime contractor shall have overall responsibility for verifying that all design
requirements of this standard have been met. Specific tasks may be delegated to the associate contractors by
the prime as necessary. Verification shall be accomplished by qualification tests, analyses, and inspections,
as appropriate, and subject to the approval of the procuring activity.

VERIFICATION RATIONALE (5.1)

The prime contractor must be responsible for demonstrating that all requirements are satisfied.

VERIFICATION GUIDANCE (5.1)

Associate contractors would typically be assigned responsibility for demonstrating compliance with items

such as electromagnetic interference requirements on a subsystem or lightning certification of an airframe
component,

The selection of test, analysis, or inspection or some combination to demonstrate a particular requirement is
generally dependent on the degree of confidence in the resuits of the particuiar method, technicai
appropriateness, associated costs, and availability of assets. Testing is usuaily the most expensive approach;

P
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however, it provides the highest confidence. Some of the requirements included in this standard specify the
method to be used. For example, verification of electromagnetic Lm.er-erencc requirements must be

demonstrated by test. Analysis tools are not available which will produce credible results.

Analysis and testing often supplement each other. Prior to the availability of hardware, analysis will often be
the primary toel being used to ensure that the design incorporates adequate provisions. Testing may then be

oriented toward validating the accuracy and appropriateness of the models used. If moacu confidence is
high, testing may then be limited. For example, design of an au'craft for protection agamst EMP or the

indirect effects of lightning has to rely heavily on analysis. The extent of a full-scale EMP or lightning test on
the vehicle will depend on the confidence of the model and the criticality of aircraft functions.

VERIFICATION LESSONS LEARNED (5.1)

it is imporiant that assets required f

e Al

in the program. to ensure their availability when needed.

It is essential that the prime contractor provide qualified personnel to monitor associate contractor efforts,
particularly in the electromagnetic interference area.

41.1 System E;m.mvmw.m Effects Program. The primé contractor shall establish an overall integrated
Electromagnenc Effects Program (EMEP) for the system. The program shall be structured to ensure that all
the requirements of ‘this ‘standard are treated in a unified fashion resulting in a single integrated design
approach. Thé overall program shall include the necessary design, planning, technical criteria, and
management -controls needed to achieve overall electromagnetic compatibility and to verify that the design
requirements spécified hérein are met. The program shall be based on the requirements in this specification,
the statement of work, system specification, and other applicable ‘contract documents. Each associate
contractor involved shall establish the technical effort and necessary management and controls to

accomplish their individual parts of the overall EMEP.
REQUIREMENT RATIONALE (4.1.1)

A structured program is required to effectively manage and implement electromagnetic effects protection.

Establishment of an overall integrated electromagnetic compatibility program for the system must be the
responsibility of the prime contractor. Based on system-level architecture, he must allocate appropriate
hardening requirements between system design features and associate contractor supplied subsystems and
equipment. He must determine transfer functions from system-level environments to stresses at the
subsystem/equipment-level and impose appropriate electromagnetic interference controls. The pnrne

a1

contractor must ensure that associate contractors establish suitable programs within their organizations.
AFSC Design=Handbook :(DH) 1-4 should be used as a general design guide. DOT/FAA/CT-86/40

provides additional gmdance based on commercial aircraft experience.

An EME protecnon program can be orgamzed into five activities:

1, -Establish: the wanal thrcat environment against which the system is nequzred to demonstrate compliance
of immunity. The external EME environments to which the system should be designed and verified are defined in
other paragraphs of this standard. The specific EMP and lightning environments are defined in this standard,
while a generic external environment is provided.

The generic external RF environment must be tailored by the contractor for his particular system. The
generic environment is based on data base surveys and assessments of known emitters in the U.S., Canada,
and Western Europe for associated boundaries of commercial aircraft.
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rmnhrnnnn nf the external threm The pnmo contractor must identify

pcrfonmg !u_nct_lons in each criticality category. Normally all C

against all of the external threats.

3 Establish the internal EME environment for each installed equipment. All of thé external EME
environments speuﬁed in this standard will result in an internal EME environment imposed upon installed
electromc/electrml eqmpments This internal enviroriment will be the result of many factors such as structural
details, penetranon of apertures and seams, and aircraft and cable resonances. The internal EME environment
for each threat should be established by analysis/assessment, similarity to previously tésted systems, or testing.
The internai environment is usuaily expressed as the ievel of current stresses appearing at the interface o the
equipment or eiectromagnetic fieid quantities. These iniernal siresses are typicaily associated with standardized
requxrcmcnts (MIL—STD—461) for eqmpment The pnme contractor needs to trade off the. penaltms of system or

o JL7S VPSRN PP __-.“ | N Py . antabalink aflartin
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uirements for u,uiymc..t from performance and cost standpoints.

4. Design the system and equipment protection. The electrical/electronic equipment is then designed to
the internal EME environment determined in the above step. The equipment unmumty levels must be above the
internal environments by necessary margins accounting for mnmhty of the cqmpmcnt and uncertamtxes in
verification. Normally there are design, and test requirements in MIL-STD-461/462 apphmblc for each of the
external EME environments, but they may need modification for the pamcular system application. For example,
the external lightning environment, may result in internal environments above the transient susceptibility level
specitied in MIL-51D-461. If so, the prime contractor must taiior the limit for his particular system or reduce the
internai environment to an acceptabie ievei.

5. Verify the protection adequacy. The system and equipment EME protection. dcsign is subject to
verification procedures described in the EMEVP. Verification of the adeguacy of the nmt_ecuon desmn should be
shown by demonstrating that the actual levels of the internal EME environments appearing at the equipment
interfaces and enclosures do not exceed the EME qualification test levels of the equipment for each environment
by required margins. All electronic and eléctrical equipments must have been qualified to their appropriate
specification level. Systems-level testing is normally required to minimize the required-margin demonstration.

Analysis may be acceptable under some conditions; however, the required margins will typically be larger.

These design and verification activities need to be documented in detail in the EMECP and EMEVP, as
applicable.

REQUIREMENT LESSONS LEARNED (4.1.1)

It is important that all electromagnetic environments be treated in a single unified approach. Duplication of
affrrte in Aiffarant Aicrinlinae hauva Arnanirrad in tha mact BAar avarmnla hardanina rn alantrAamaanotins nnlcn
CIAVI W ULl NuLIvE Vi WD\rlel‘rD 116 Ye ULsNULIVAL U WU PGB!. A Vi CAGLIIPIV,y MaliNVviilig Y VIVLAD VIMLG GlAiv Y LD

and lightning-induced transients have been addressed independently rather than as 2 common threat with
different protection measures bei..n.g implemented for each. This situation is ap n-renﬂv due in part to
organizational structures at prime integrator facilities which place responsibility in différent offices for each

of the threats.
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The EMECP is needed to provide design information for protection against electromagnetic effects. The
EMECP documentation also provides a means for reaching an agreed approach with the procuring activity
and associate contractors for protection measures and controls.

REQUIREMENT GUIDANCE (4.1.1.1)

The EMECFP is a contract deliverabie documenit that will have to be updatied periodically prior io final system
or subsysiem delivery. Iis essential function is to‘praﬁde a forum for the contractor to communicate
information throughout the contractor'’s rgamzau s well as to the procuring activity and associate
contractors. Details on the required contents of the EMECP should be placed in Data Item
Description (DID) DI-EMCS-81294. If an EMCAR is established on a program, the official utes of the
EMCAB may serve as a suitable substitute for updates to the EMECP

REQUIREMENT LESSONS LEARNED (4.1.1.1)

A properly prepared EMECP reduces the likelihood of design surprises that result in incompatibilities. An
effective EME design requires close coorchnatwn with all affected technologies early in the design phase for
reducing potential problems. For example, poor cable installation could result in radiated emissions into the
sensitive front end of communications receivers. Wire rerouting of individual cabies may then become
necessary.

4112 Electromagnetic Compatibility Advisory Beard (EMCAR). An electromagnetic compatibility
advisorv board shall be established to monitor the s n FMEP to provide means of expediting solution of

______ 7

problems, and to establish high-level channels of coordmanon The details of operation and proposed
charter for the board shall be included in the system EMECP. Members of the board will include the prime
contractor, invited associated contractors, and the Government project offices that are involved. The
procuring activity may waive this requirement for systems that do not involve a sufficient number of
participating organizations to justify such a board.

21k O el Tt -1 em AL =3 9

REQUIREME;ZNT; RATIONALE (4. 1.1.2)
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the EME area, for allowing discussion among members, and for promulgating proposed solutions.
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The need for an EMCARB is dependent primarily upon the number of parties involved and the complexity of
the program. The number of assocxate contractors with, sxgmhcam influence on system-level EMC must be
assessed. Also, the various military services have dlffenng levels of centralization. Some have specialists at
many different geographical locations while others are more centralized. Therefore, multi-service programs
have a stronger need for an EMCAB. The requirement to _establish an EMCAB generally needs to be

specified in a Statement of Work type contractual document.
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Experience has shown that co-chairing of the EMCAB by the prime contractor and the procuring activity is
effective.

4.12 Criticality categories. The prime contractor shall establish the criticality categories for all
-,bsyﬂems/eqmpmems L_xsx_n the following definitions. EM- categories are defined based upon the

a. Safety Critical (Category I)~EMC problems that could result in loss of life or loss of vehicle.

b. Mission Critical (Category II)—EMC problems that could result in nonfatal injury, damage to
vehicle, mission abort or delay, or reduction in system effectiveness that would endanger the success of the
mission.

c. Noncritical (Category 1II}—~EMC problems that could result only in annoyance, minor discomfort,
.
or loss of performance that does not reduce desired system effectiveness.

EMC criticality categories are established based upon the impact of EMI problems with a particular
subsystem/equipment on the overall performance of the system. They are necessary to aid in assessing which
areas need special emphasis and in determining appropriate hardening and verification requirements.

REQUIREMENT GUIDANCE (4.1.2)

Three categories are defined to assess the impact of EMI problems on system performance. Normally,
Category 1 effects are those that impact critical safety functions; Category 2 effects are those that impact
mission completion, and Category 3 effects are those that are nuisance items. The criticality categories are
usually correlated with definitions established for safety, mission effectiveness assessments, or other
purposes. Criticality categories depend on system configuration and mission requirements. Thus, subsystems
which are considered Category 1 in one system may fall within Category 2 in another.

NS AANALIVALLN 2 As N Aviei AANANRs s

REQUIREMENT LESSONS LEARNED (4.1.2)

The EMC criticality categories assist the designer in ensuring that all systems and subsystems are adequately
analyzed to determine that item’s effect on flight safety for aircraft systems or mission completion. Tailoring
of the EMC design can then be accomplished in a more efficient manner and should result in a system that is
not overdesigned and overpriced.

5.1.1 Electromagnetic Effects Verification Procedures (EMEVP). The prime contractor shall prepare an
Electromagnetic Effects Verification Procedures (EMEVP) document (See 6.2). The EMEVP shall specify
the detailed methodology to be employed for verifying each electromagnetic effects requirement as well as
the success criteria for each subsystem and equipment. Procuring activity approval of the EMEVP shall
precede the start of qualification testing.

VERIFICATION RATIONALE (5.1.1)

These procedures provide a means for the prime contractor to communicate the details of his proposed
methodology for verifying his electromagnetic effects protection design to the procuring activity.

VERIFICATION GUIDANCE (5.1.1)

The required content of the procedures is specified in data item description (DID) DI-EMCS-81295. The
procedures are intended to document the complete electromagnetic effects verification program for the
system. The structure of the document is at the prime contractor’s discretion. A possible approach is to

N’
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provide a separate volume for each distinct area. However, it is important to emphasize that the intent of this
standard is to integrate the overall electromagnetic effects area. Therefore, the prime contractor needs to
verify different areas concurrently when possible. For example, protection against electromagnetic pulse
and the indirect effects of lightning have much in common and duplication of efforts must be avoided.

Some referenced sumdards such as MIL-STD-1795 for lightning include separate detailed requirements for
procedure documents. These requirements should be integrated with the data requirements of this
document.

RIFlCATION LESSONS LEARNED (5.1.1)

Failure to effectively communicate to the procuring activity on how compliance with design reqmremems will
be demonstrated can result in misunderstanding which can affect program success, costs, and schedules.

It is important that the procuring activity approve the‘procedures prior to the start of verification. The prime
contractor can assume a large amount of risk if he pursues verification without approval. Accomplished
efforts may need to be repeated.

5.12 Electromagnetic Effects Verification Report (EMEVR). The prime contractor shaii prepare an
Electromagnetic Effects Verification Report (See 6.2). The EMEVR shall provide documentation
demonstrating that each requirement of this standard has been met.

FICATION RATIONALE (5.1 2)

RAiis \w v acEy

This report provides the means for the prime contractor to document that his design complies with the
requirements in this standard.

The report documents the results of the verification efforts described in the EMEVP. The required content
of the report is specified in DID DI-EMCS-81296.

VERIFICATION LESSONS LEARNED (5.1.2.1)
Not applicable.

4.13 Margins. Margins shall be included in the design process to account for variability in system
hardware and for uncertainties involved in verification of design requirements. Margins of at least 20 dB for
explosive circuits and 6 dB for safety critical systems for aircraft are required .

REQUIREMENT RATIONALE (4.1.3)

Variability exists in system hardware from factors such-as differences in cable harness routing and makeup,
adequacy of shield terminations, conductivity of finishes on surfaces for electrical bonding, component
differences in electronics boxes, and degradation with aging and maintenance. Safety factors must be
included in the design to account for these types of concerns. In addition, uncertainties are present in the

. verification process due to methods of sxmulatmg the EME environments; ‘accuracy of measured data, etc.

Design margins address both of these areas and prowde conﬁdence that all production systems will survive
the actual environment.

REQUIREMENT GUIDANCE (4.1.3)

Margins are generally apphcable for all environments external to the system mcludmg hghmmg, EMP, and
RF fields. Margins should also be used elsewhere, whenever practcal. - e
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The snecific value establiched far the maroin for a narticular environment is an enoineerino indoment, If the
specific value established for the margin {for a particular environment is an engineerin g judgment. lfthe
margin is too large, then penalties in weight and cost will be inflicted on the design. If the margin is too small
o oF =¥ty bt s dh bttt g hhd o o 4
then the likelihood of a undesirable system response becomes unacceptably high

The size of the contribution to the margin from verification uncertainty is inversely proportional to the
confidence given to the verification rnethodology One method of venfymg hghtmng protection is exposing
an actual operational aircraft to a simulated severe lightning encounter (most severe flashes with worst case
attachment points). With this method of verification, a relatively small overall margin should be required.
Another method of verifying lightning protection is the use of low-level pulsed or continuous-wave testing
with extrapolation of measured induced levels on electrical cabling to a full scale strike. These levels are then
either applied to the cables at the system level or compared to laboratory data. This type of approach would
typically require an overall margin of approximately 6 dB. Similar margins may be appropriate for pure
analysis approaches which produce results which have been shown by previous testing to be consistently
conservative for the particular type of aircraft being evaiuated.
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10t been. nrevzot_xslv tested to determme the internal
ermronmem (cable responses) For this case, margins as large as 30 dB are not unrealistic. Sometimes a
reasonable analysis may show such large margins; therefore, this method may be useful in some limited
instances. Additional guidance is contained in proposed MIL-HDBK-XXXX, Nuclear Electromagnetic
Pulse Hardness Verification Methods for Aerospace Systems. (For further information on

MIL-HDBK-XXXX, contact Phillips Laboratory/WSR, phone (505) 846-0416, DSN 246-0416.)

For most approaches, margins typically fall in the range of 6 to 20 dB.

REQUIREMENT LESSONS LEARNED (4.1.3)

The use of margins for intra~system electromagnetic compatibility requirements among platform subsystems

rhrisiia &t avalisasa haw Ala
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he circuits through ana the most susceptible, Th gnal bein
transmitted across the electrical interface is reduced in amplitude the required number of dB to decrease the
relative lev l of the. mtenoon_l signal to whatever inte ference is present There is some controversy in this

devices have been commonly demonStrated using techmques such as thermoeouple sensing of temperature,
RF detection, and temperature sensitive waxes.

The experience base for intra-system compatibility is that most problems occur in the areas of degradation of
antenna-connected receivers from emissions radiating from interconnecting cables or other
antenna-connected subsystems and degradation of subsystem performance due to transmissions from
antennas, particularly in the HF, VHF, and UHF communication bands. Margins can be established and
effectively evaluated in both of these areas using the techniques described in the appendix under paragraphs
5.2 and 5.4.

5.i3 Margins. Margins shall be verified for all eiectromagnetic environmentai stresses.

&
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verified. In addition to variability in system hardware, test and analysis involve uncertainties which must be
. . . N o
taken into account when cst‘.bh.....ng whether a system has met its design requirements. These uncertainties
- . .

vV LI\ IO BN | W) N O Y
Some uncertainties such as system variations or instrumentation errors may be known prior to.the
verification effort. Other uncertainties must be evaluated at the time of a test or as data becomes available to
substantiate an analysis. Margins must be considered early in the program so that they may be included in
the design. It is apparent that better verification techniques can result in leaner c_lcszgns since uncenainnes
are smaller. Caution must be exercised in establishing margins so that the possible lack of reliable or accurate

verification techniques does not unduly burden the design.

categories of measurement, extrapolation (simulation), and repeatability. Variations are caused by system
orientation with respect to the incident field, polarization of the incident field, and different system
configurations (power on/off, refuel, ground alert, etc.). The variation contributions of errors and variations
are combined for, margm determination. They can be duectly added; however, this approach will tend to
produce an overly conservative answer. The more common approach is to combine them using the
root-sum-square. Variations in system hardware are separate from these considerations and must be
included. This allowance is called the safety margin.

During an electromagnetic effects test, the uncertainties are either errors or variations. The errors fall into

VERIFICATION LESSONS LEARNED (5.1.3)

An example of margin demonstration used during verification of lightning indirect effects and
electromagnetic pulse protection is the demonstration that the current levels induced in system electrical
cables by the particular environment is less than the demonstrated equipment hardness at least by the
margin. This verification is generally accomplished by a combination of tests and analyses. The equipment
hardness level is generally demonstrated in the laboratory during testing in accordance with MIL-STD-462.
Testing can also be performed at the system level. There are some concerns with induced waveforms
determined at the system level being different than those used during equipment-level testing. Analysis

tecnmques are availabie for waveform companson such as norm atmou(es T esit ech:uques are available to

inject measured current waveforms into electrical cables at ampilified levels d

42 Intra-system ectmmagnetic compatibility C) Eac subsystem and eqmpmem shall Operate

REQUIREMENT RATIONALE (4.2)
It is essential within a system that the subsystems/equipment be capable of full performance at all times
without degradation from EMI generated by other subsystems/equipment. Otherwise, the overail
effectiveness of the system is compromised.



Downloaded from htt //WWW eve X‘spec .com
M

-STD-18
APPENDIX

REQUIREMENT GUIDAN

~van a N & -

CE (4
v..\.,

This requirement is the most basic element of EMC concerns. There is little room for ‘modification or
relaxation of the requirement. Certain equipment or subsystems may be operated only during particular
phases of a mission. If the prime contractor can demonstrate that a set of other equipment and subsystems
will never be operated concurrently, then the requirement for intra-system compatibility can be relaxed for
that condition.

REQUIREMENT LESSONS LEARNED (4.2)

Considering the complexity of modern systems, there are relatively few intra-system EMC problems found.
This result can probably be attributed to successful controls being implemented in system design including
hardening, EMI requirements on subsystems/equipment, and good grounding and bonding practices. Most
problems that are found involve antenna-connected transmitters and receivers. Receiver performance has
been degraded by broadband thermal noise, harmonics, and spurious oumum coupled antenna-to-antenna
from transmitters. Microprocessor clock harmonics radiating from system cabling and degrading receivers
have been another common problem. Electromagnetic fields radiated from transmitter antennas have
affected a variety of subsystems on platforms. Typical non-antenna-related problems have been transients
coupled cable-to-cable from unsuppressed inductive devices and power frequencies coupling into audio
interphone and video signal lines. Remarkably absent are problems due to cable-to-cable coupling of steady
state noise and direct conduction of transient or steady state noise.

52 Intra.system electromagnetic comnatibility (EMC). The prime contractor shall verify by system-level
test supplemented by any necessary analysis that all subsystems and equipment are electromagnetically
compatible. The tésting shall be performed on a production-configured system. The verification shall
include testing and analysis to demonstrate that antenna-connected receivers are not degraded across their
entire operating frequency range. For aircraft, sufficient intra-system EMC testing shall be accomplished

prior to first flight to ensure that the vehicle is safe to fly.

VERIFICATION RATIONALE (5.2)

VERIFICATION GUIDANCE (5.2)

Testing involves systematic evaluation of potential interference source versus victim pairs. The various
subsystems and equipments on-board the system are individually exercised through their various modes and
functions whiie the remaining items are monitored for degradation.

Flight testing of aircraft often begins before a thorough intra-system electromagnetic compatibility test is
perfarmed. Also, the aircraft used for initial flight testing are rarely in a production configuration. Thev

typically will contam ﬂmht instrumentation and will be lackmq some oroducuon avionics. It is essential that
safety-of-flight (SOF) testing be done to sausfy safety concerns. This testing must include the exercising and
evaluation of any aircraft functions that can affect safety.

An issue which needs to be addressed for each application is the use of instrumentation during the test. The
most common approach is to monitor subsystem performance through visual and aural dispiays and outputs.
It is usually undesirable to modify cabling and electronics to monitor signals to assess subsystem performance
since these modifications may change subsystem responses and introduce additionai coupiing paths.
However, there are some areas where instrumentation is important. Demonstration of margins for critical

3

—/



Downloaded from http://www.everyspec.com

MIL-STD-1818A
APPENDIX

The need to evaluate antenna-connected receivers across their operating ranges is important for proper
assessment. It has been common in the past to check a few channels of a receiver and conciude that there
was no interference. This practice was not unreasonable in the past when much of the potential interference

L L1 Y S

was broadband in nature, SUCD as brush DOISC trom motors. However, with the waveforms associated wi

problems is for narrowband spectral componems of these signals to interfere with the receivers. It is
therefore common practice to monitor all antenna-connected outputs with spectrum analysis equipment

antrArma atr
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RF compatibility between antenna-connected receivers is an element of intra-system electromagnetic
compatibility and demonstration of compliance with that requirement needs to be integrated with these
efforts. It is treated separately in this standard due to its importance and need for special attention.

VERIFICATION LESSONS LEARNED (5.2)

Performance cegraaauon of antenna-
as
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simply listening to open channels as has been done commonly in the past. Squel ch break has often been
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The most common receiver degradation being experienced is from microprocessor clock harmonics
radiating from cabling. These signals are narrowband and stable in frequency. Considering a receiver
designed to receive amplitude modulated (AM) signals, there are several responses that may be observed as

discussed below. Similar analysis is applicable to other type receivers.

If an intentional signal above the squelch is present, the type of degradation is dependent on the location of
the interfering signal with respect to the carrier. If the interfering signal is within a few hundred hertz of the
carrier, the main effect will probably be a change in the AGC level of the receiver. If the interfering signal is
far enough from the carrier to compete with the sideband energy, much more serious degradation can occur.
This condition gives the best example of why squelch break is not an adequate failure criterion. AM
receivers are typically evaluated for required performance using a 30%-AM, 1-kHz tone which is considered
to have the same mtelhgxbmty for a listener as typical 80%-AM voice modulation. The total power in the

sidebands is approxunately 15 aB Delow me level of the carrier. Receiver specmcauons also yplcau‘y‘ req‘um‘z
................. am imeac
1

10-dB (Slgnal plus nmse) to-noise ranos aunng sensmvuy demonstrations. 1herefore, for an inter ig
signal which competes with the sidebands not to interfere with receiver performance, it must be
n - . Lo
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approximately 23 dB below the carrier. An impact of this conclusion is that an interfering signal which is well
below squelch break can cause significant range degradation in a receiver. If squelch break represents the
true sensitivity reqwed .er,mxssze...p,esfo.m...anc-. an interfering signal just below squelch break can cause

If no intentional sngnal is presem and Lhere is msxgmncant AM on the clock harmonic, the main resuit
quieting of the receiver audio output due to automatic gain control (AGC) action. To an observer, this effect

s & LW ¢

might actually appear to be an improvement in receiver performance. If some AM i
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passband frequencies, a signal will be apparent that.is dependent on the depth of the AM; however, the
degree of receiver degradation cannot be effectively assessed since it is m asked by the AGC.

i

Two acceptable methods of assessing degradation are apparent. A 30% AM signal can be radiated at each

‘channel of interest at an induced level at the receiver which corresponds to the minimum required

performance. Changes in intelligibility can be assessed with and without the interference present. Due to the
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large numbe annels ceivers (ITHF tynicall channels), may often
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spectrum analyzer. A preselector is necessary to obtain adeguate sensitivity. The received levels can then be
easily assessed for potential receiver degradation. This technique has been found to be very effective. Use of

a spectrum analyzer is also helpful for RF compatibility assessment.

Other than for electroexplosive devices, margin assessment is practical in several areas. Margins can be
assessed for antenna-connected receivers using the spectrum analyzer technique. Another area where
margin evaluation is practical is potential degradation of subsystems due to electrical cable coupling from
electromagnetic fields generated by on-board antenna-connected transmitters. intra-system compatibiiity
pf()biems due to communicatdon transmmers, pamcumny HF (L 36 MﬂZ}. are ramy commaorn. The

Ced iév prewn( lII CnUCBI mwrrdce CaDlCS can DC mcaaurcu anu LUmpd":U [(s] UCHIUHDU du:u ﬂdl uucaa
levels from laboratory testing in the same manner as described in the appendix under paragraph 5.4 for
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43 Electromagnetic interference (EMI). Electromagnetic characteristics of individual electrical/electronic
equipments shall be controlled to the extent necessary to ensure electromagnetic compatibility with the
system and with the external environments. Specific requirements for each subsystem/equipment item shall
be in accordance with MIL-STD-461 and MIL-STD-462. These requirements shall be tailored with the
approval of the procuring activity to meet the specific needs of the system.

REQUIREMENT RATIONALE (4.3)

Electromagnetic interference (emission and susceptibility) characteristics of individual equipments and
subsystems must be controlled to obtain a high degree of assurance that these items will function in their
intended installations without unintentional electromagnetic interactions with other equipments,
subsystems, or external environments. The electromagnetic environment within a system is complex and
extremely variable depending upon the various operating modes and frequencies of the on-board
. equipment. Also, system configurations are continuously changing as new or upgraded equipment is
installed.

Some of the primary factors drivi

receivers which resnond to mterference oe ated thhm thexr tuning ranges and the environments

= =

produced by on-board and external transmitters, lightning, and electromagneuc pulse.

REQUIREMENT GUIDANCE (4.3)
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isolation considerations with\riespect 00 on-board equipment, and operational characteristics of other
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> requirements sho 1ld be used as a baseline. Appropriate

necessary.

EMI requirements are separated into two areas, interference emissions from the subsystem and suscepﬁbiHIy
(sometimes referred to as immunity) to external influences. Both of these areas have conducted and
radiated controls. Most emission requirements are frequency domain related and data is taken with spectral
analysis equipment, current probes for conducted measurements, and antennas for radiated measurements.

bUSCCPUDully reqmremems are usuauy defined in terms of conducted drive vouages and currenis for
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transients and modulated sinusoids to evaluate power and signal inte
1

me e Al s P,

for radiated signals.
amplifiers, injection devices, and antennas.

e Mat . Phoce acmatonan 1.

mcompauomnes in the sysiem instaliation. Past t:xpcncnu: has shown that equipment compiiance witn its
subsystem EMI requirements assures a high degree of system-level compatibility. Nonconformance to the
EMI requirements often leads (o system problems. The greater the noncompliance is with respect to the
limits, the higher the probability is that a problem may develop. The limits have a proven record of success
demonstrated by the relatively low incidence of prob!emg at the syste m-level. In general, the limits have
been established empirica l_ for a worst-case configuration and environment. Tailoring needs to be
considered for the peculiarities of the intended mstallauon There is usually reluctance to relax requirements

since system conflgurauons are constantly changing, and subsystems/eqmpments are often used in
installations where they were not originally intended to be used. Measurements of a pamcular environment

‘are usually not available and actual levels would be expected to vary substantially with changes of physical

location on the system and with changes in configuration. In the past, it has been suggested that EMI
requirements be generated through computer analysis of the system installation. Installations are usually
much too complex to depend on computer modeling to produce reliable limits except perhaps for the case of
antenna-to-antenna-coupling.

There is often confusion regarding perceived safety margins between emission and susceptibility
requirements. The relationship between most emission control requirements and susceptibility levels is not a
4 Pr ] 3 PN o

dxrect correspondence ror example, MIL-STD-461 requirement RS03 specifi
ecifies allowable clcctﬁ fiel

inf d Th ; i i i 1
inferred. The inference would be somewhat justified if the limits were strictly concerned with 1e-t0-0n
interaction such as wire-to-wire coupling of both RE02 and RS03 levels. This type of coupling is a minor

ason for REQ2 levels is coupling into sensitive RF receivers throuzh
antennas. Th front-ends of receivers are typically many orders of magnitude more sensitive than aircraft
wire-connected interfaces. Similarly RS03 levels directly correspond to electromagnetic fields radiated from
antenna-connected transmitters. These fields are tvpxcally orders of magnitude larger than fields produced
by cable emissions. Consequently, the apparent excessive safety margins that can be erroneously inferred

from MIL-STD-=461 do not exist.

53 Electromagnetic interference (EMI). .Subsystems and equipment shall be tested using methods which
are consistent with the individual imposed design requirement. Compliance with MIL-STD-461
requirements shall be demonstrated using the test methods of MIL-STD-462. EMI testing shall be
completed prior to the performance of any formal qualxﬁcauon tests at the system level (intra-system
electromagnetic compatibility, external RF environment, hghmmg, and electromagnetic pulse). Existing
subsystem and equipment testing results may be submitted to the procuring activity for consideration of
verification applicability. ' ‘

VERIFICATION RATIONALE (5.3)

Testing is required to demonstrate compliance with electromagnetic interference requirements. Analysis
tools are not available which can produce credible results to any acceptable degree of accuracy.

27
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MIL~STD-462 provides a test method for each of the radiated and conducted emission and susceptibility
requirements in MIL-STD-461.
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subsystems Subsystems that are newly e51gned or significantly modified should be qualified to
ica i

MIL-STD-4£1/462. Unmodified off-the-shelf equipment usually does not require requalification providing
acceptable e!ect.remamctic interference data ex_isf.s (MU ~STD-461/462, DO-160, or other approved test

u Mldy DE [ELEsadl y U ©lilbl

testmg is bemg melemented for both damped sine transient waveforms an oduJated continuous wave.
The measured data from these tests can be directly compared to stresses introduced by system-level threats.
This philosophy greatly enhances the value of the results and allows for acceptance limits which have
credibility.

ramisivamiames Elantcncmmanmasion imtamfacaman sncts comsicnt lha mmsmemlasad meline ¢a cucsam_lacal o tn mrAnAda
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system-level testing. Also, system-level testing exercises only a limited number of conditions based on the
particular operating modes and parameters of the equipment and electrical loading conditions. In addition,

electromagnetic interference qualification of the subsystems provides protection for the system with

configuration changes in the system over time. One particular concern is the addition of antenna-connected
receivers which can be easily degraded if adequate controls are not maintained.

A popuiar area to impose high-ievel requirements is radiated susceptibility testing for eiectric fieids (Method
NONA _ LAY QTN 4 AN Y L R RS E PG RS S - |_Ll- Snad moameciem e e

KOUO Of MI1IL=31LL~404). LLADOratlory capaouiues 1or this type of iest are limited Dy Lauic st quxpulcut.
T weaVa a0 ANN P oo I2RL . te oo L. e aice Limiincn amee mlacn o | N4 aem lacenle lueit ama s1cvialle
LEVCLd dDUVEC LUV V/III dIc€ UAlCuil 10 00ldll. DUINe Lest Uubcb <an UULdul .lug,.l Tl 1CYTL VUL aiT Wuauy

limited in frequency coverage.

44 External RF environment. The system shall operate without performance degradation due to the
electromagnetic environment produced by RF sources not part of and external to the system. The prime
contractor shall determine the environment based on intended operational missions and obtain procuring
activity approval. The RF environment included in table 1 is derived from commercial airline missions and
shall be used as a baseline for aircraft.

The threat presented by RF emitters around the world is becoming increasingly more hostile. Documents
such as MIL-HDBK-235 list various land-based, ship-based, and airborne emitters. The electromagnetic
fields from these emitters which may illuminate systems are very high and can certainly degrade system
performance if not properly treated. The increasing use of flight critical avionics in aircraft demands
consideration of these threats to ensure safety. The SAE developed the environments of table I as criteria
for Federal Aviation Administration certification for commercial aircraft. These environments are quite
severe and represent the absolute minimum that military aircraft must meet.

o/
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The exiernal RE environment is alsc commonly referred to as the HIRF (high-intensity radiated fields)
environment. This electromagnetic environment exists due 1o the transmission of electrical energy into free
space. This energy is radiated from radar, radio, television, and other sources. These transmitters are
ground-based, shipboard, or airborne.

The electromagnetic environment has been modeled using the databases that contain parameters pertaining
to all authorized transmitters in the U.S. and other contributing European countries. The resulting HIRF
envelope is a representation of electromagnetic field strength over a frequency range of 10 kHz to 40 GHz.
This HIRF envelope has been verified by examining the databases for accuracy, and by taking
measurements of field strength through flight tests at selected sites.

The FAA will be publishing a HIRF users manual which would be of benefit to anyone designing to this

environment. At publication time, that document number was not available.

. Assumptions for the calculation of the HIRF environment:

a. Excludes all single transmitters and restricted air space.

K, M antenna is assumed.

¢. Maximum main beam gain of a transmitter antenna is used.

d. Modulation of a transmitted signal is not considered except that a duty cycie is used to caicuiate the
average power for puised transmitters. ‘

e. Constructive ground reflections of high frequency (HF) signals—that is, direct and reflected
waves—are assumed to be in phase.

f. Noncumulative field strength is calculated. Simultaneous illumination by more than one antenna is
not considered.

N nY___ £33 e et o Lo
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T d-array antennas are use

h. Field strengths are calculated at minimum distances which are dependent on location of the
transmitter and aircraft. The minimum distances are defined as follows.

(1) Airport environment (only six U.S. airports used).

(a 250 feet, slant range, for fixed transmitters beyond a 5-nautical-mile boundary around

runway with the exception of airport surveillance radar and air route surveillance radar. For these two
t
nt

hAANA A 2

() 50 feet for mobile emitters, inciuding those on other commerciai aircraft, and 150 feet
for airborne weather radar.

(a) 500 feet for noninterceptor aircraft with all transmitters operau'onal.

(b) 100 feet for mterceptor au’craft thh only nonhosule transmitters operauonal
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- A 2.4% gradient is used for the aircraft flight path, clearing the antenna by 300 feet. The, ship is assumed to
be 2.5 nautical miles from the end of the runway. Slant range is computed using maximum elevation angle.
Where maximum elevation angle is not available, 45 degrees is used.

Aircraft are assumed to be at a minimum flight altitude of 500 feet and avoiding all obstructions, including
transmitters, by 500 feet. Slant range is calculated for the maximum elevation angle for the transmitter
antenna. If maximum elevation angle is not available, 90 degrees is assumed.

i. Field strenoth
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(2) Average field strength is based on the average output power, which is the product of the
maximum peak output power of the transmitter and maximum duty cycle. Duty cycle is the product of pulse
width and pulse repetition frequency. This applies to pulsed systems only. The average power for nonpuised
signals is the same as the peak power (that is, no moduiation present).

REQUIREMENT GUIDANCE (4.4)

The electromagnetic environment in which military systems and equipment must operate is created by a
muititude of sources. The contribution of each emitter may be described in terms of its individuai
characteristics including: power, modulation, frequency, bandwidth, antenna gain, antenna scanning, etc.

e Al o mataata e e s i PPN S . Al e el e ae mcad o P Py il comiciomma
These characteristics are important in determining the potential impact on sysiem design. A high-powered
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been relatively few operational problems. Evaluaton of systems with respect to the external EM
environment is sometimes referred to as electromagnetic vulnerability assessment.

When defining the external environment, the following areas should be included in the evaluation.

a. Mission requirements. The particular emitters to which the system will be exposed depend upon its
intended use. Ground-based systems will have specific environments depending upon their location and

these must be defined by the procuring activity. No generic environment is provided for ground-based
systems in this standard.

b. Appropriate standoff distance from each emitter. MIL-HDBK-23S5 typically specifies fields 50 feet
from the emitier. Fieids at the standoif distance need to be determined.

c. The number of sites and where they are located. The probability of intercept for each emitter and
the dwell time should be calculated.

N

d. If appiicabie, high power microwave (HPM) and uitrawide band threat.
REQUIREMENT LESSONS LEARNED (4.4)

Without specific requirements and testing, problems caused by the external environment typically are not
discovered until the system becomes. operational. By the time interference is identified, the system is weil
into the production phase of the program, and changes will be expensive. in the past, the EM environment

-/
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In the past most aircraft used a series of cables, chains, cranks, and other mechanisms to operate the systems
which gave the aircraft its ability to fly. Today many such mechanisms are being replaced or augmented with
electronic circuits. These electronics often have full authority for functions such as engine controls, flight
controls, and power generation and distribution, without which the aircraft is unable to fly. Electronic
circuits may respond not only to their internal electrical signal flow but to any input which can couple into the
electrical cables and wires and be conducted to the circuits.

As a further complication, the aircraft skin and structure have also evoived. The classic aircraft is made of
alummum and mamum stmcture w1tn alummum slun Modern tecnnology and the neeu to aevelop mgner

et comp 4 . . _ - == ammat e Vasle mttccmccmtiomem oo slhhc actacmeal
proieciion; however, some composiies are poor shieids and pwvxdc little atienuation to the external
e}ectr‘nagfeac environment.

Some examples of past problems are as follows. An aircraft lost anti-skid braking capability upon landing
due to RF fields from a ground radar changing the weight-on-wheelis signal from a proximity switch. The

' signal indicated to the aircraft that it was airborne and disabled the anti-skid system. Electronic fly-by-wire

aircraft have experienced uncommanded flight control movements due to flying near high-power
transmitters.

54 External RF environment. The electromagnetic compatibility of the system with the external RF
environment shall be verified by a combination of system-level and subsystem/equipment-level testing and
any necessary analysis. Uniform illumination of the entire system at fuii threat is preferred. However, other
approaches—such as iower level illumination with cabie current monitoring together with fuii threat cabie
drives—are acceptabie, subject to procuring activity approvai.

There are many different RF environments that an aircraft will be exposed to during its lifespan. Many
threats will be seen only infrequently. Normal flight testing of an alrcraft will expose it to only a limited
number of threats. Dedicated testing and analysis are required to verify the aircraft capability in all RF

environments.

VERIFICATION GUIDANCE (5.4)

Ideally, the entire aircraft should be illuminated uniformly at full threat for the most credible demonstration
of hardness. However, at most frequencies, test equipment does not exist to accomplish this task.
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not available.

Flight testing of aircraft may occur prior to formal verification of hardness to the external RF environment.
The RF emitters that may be encountered during the flight test program must be reviewed and the status of
the aircraft with regard to these emitters must be evaluated. Electromagnetic interference testing of
subsystems can be used as a baseline of hardness. Limited testing of the flight test aircraft to specific emitters
may be necessary or possible restrictions on allowable flight paths.

VERIFICATION LESSONS LEARNED (5.4)

In the frequency range where the system can resonate (typically 1 to 100 MHz), it is desirable to sweep
rathar tham 1104 cmnt feamiiannaia Tf ossramsnionn 1o = et smmnnibhle thae tha cmnt sahanle chatild ha at cmall
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greatest notential of susceptibility, An example would he the fl_johg control system for an aircraft, where

cables run the entire length of the aircraft. Because of the lack of tunable, high-power transmitters,
system-level testing at higher frequencies is usually performed at selected frequencies of interest where there
are a large number of emitters or a high effective radiated power (ERP) emitter.

Field problems and test results have shown that the main concern for system degradation, other than
antenna-connected receivers, is the frequency range below 400 MHz. The size of typical aircraft and
subsystem cables results in the most efficient coupling of RF energy in the HF (2-30 MHz) frequency range.
Test data indicates a linear increase in induced Ieveis with frequency up to the quarter-wave resonance of a
structure where induced ieveis fiatien out and osciiiate up and down at the quarier-wave ievei with increasing
frequency.

Another way of assessing coupling is to consider the size of a tuned aperture optimized for coupling at any
frequency. The size of this aperture is proportional to the wavelength squared. As the wavelength becomes
smaller with increasing frequency, the capture area becomes smaller and the received power.is lower. In
addition as the frequency is increased, electrical cables are relatively poor transmission lines and coupling
into subsystems becomes even less efficient. As an example, the power coupled into a tuned aperture at 10
MHz from a given power density will be one million times greater than the power coupled into a tuned
aperture at 10 GHz for the same power density.

Caution must be exercised with aircraft utilizing flight critical electronic systems to ensure that they are not
— A

exposed to threats during flight testing that they have not been demonsiraied io be capabie of handiing.
45 Radio frequency (RF) compatibility. The system shall exhibit RF compatibility among all
ntenna-connected subsystems and equipment, subject to mission requirements. This requirement is also

applicable between like platforms, such as aircraft formation flying, shelter-to-shelter ground systems, etc.

i)

REQUIREMENT RATIONALE (4.5)

RF compatibility is an essential element of system performance. Inability of an antenna-connected
subsystem to properly receive intentional signals can significantly affect mission effectiveness. Achieving RF
compatibility requires careful, strategic planning of the placement and operation of RF transceiver antennas
on the system. This planning requires technical knowledge of all the subsystems,involved; therefore, an RF
compatibility effort must be included in the electromagnetic environmental effects program when a system is
procured which inciudes antenna-connected equipment.
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X EQUIREMENT GUIDANCE (4.5)

RF compatibility objectives are: (1) to determine the location and operating characteristics of all
antenna-connected equipment in the system; (2) to perform the necessary analyses and testing to determine
whether the baseline configuration for the system is adequate for RFC; (3) to make appropriate
modifications to the wiring, antenna placement, and operating procedures of these subsystems to eliminate
RF interference if problems are identified; and (4) to perform followup testing to ensure that a design has
been achieved which meets performance requirements.

Evaluations in a systems integration facility may be necessary to assess the performance of emission manager
designs and the effectiveness of blanking schemes.

Antenna-to-antenna isolation information needs to be developed early in the program. Analysis tools
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provide a good starting point for assessment. The availabie tools produce accuracies of approximateily an
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maximum pOower uutput of the transmitter, maximum bcumuvu.y of receivers, simplification of antenna
patterns, and harmonic content of the output account for the conservative prediction. The analysis results

need to be supplemented by testing. Measurements should be made, in particular, for those subsystems
where analysis predicts a problem. Measurements may be possible between specific antennas on a mockup
or an early version of the system. Ag hardware becomes available, it is desirable to measure isolation in an
anechoic chamber

Further investigation may require a laboratory test of the two subsystems to verify the predicted interference.
Some subsystems are less affected by interference than others due to signai processing ability to discriminate
between the noise and the desired signai.

After a laboratory integration test has confirmed that an RF compatibility problem does exist, further study
and investigation are required. Such techniques as frequency management, blankmg/gaung, ﬁltenng,
interference suppression, and improvements in antenna-to-antenna isolation may be helpful in achieving RF
compatibility.

REQUIREMENT LESSONS LEARNED (4.5)

An effective software tool for antenna-to-antenna coupling analysis on aircraft available through the
Electromagnetic Compatibility Analysis Center is AAPG (Antenna inter-Antenna Propagation with
Graphics) . AAPG models the aircraft with a combination of cylinders or truncated cylinders and flat plates
to estimate isolation as a function of free-space loss and shading by the fuselage and wings. Isolation in
conjunction with the other parameters allow a ﬁrst esumate of interference levels between subsystems.
AAPG considers all signals as continuous; the program does not account for the effects of pulsed RF. Also,
blanking is not considered in AAPG. Limitatiofis of any analysis program must be considered when using the
results to draw conclusions.

A common problem in systems occurs when th ystem uses both ECM (electronic countermeasures) and
radar equipment operating at overlapping frequencies. The following design measures may be helpful to

(30248 2 ) 1

atihilitv between these t\mgs gf subsystems: notification, pulse tagging, utilization of

SELWECI It Y 2

s
¢ dead time, band slitting, and digita ,,l feature extraction.

A relatively new technique to attenuate an interfering signal at a receiver is frequency cancellation. This
technique samples the interfering signal separate from the receiver’'s antenna, performs a phase inversion,
and adds the result to the overall received signal. Thus, the interfering signal can be reduced substantiaily
leaving the desired received signal essenually unaffected. The hardware to perform this action is compiex
and expensive.
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system-level test.

VERIFICATION RATIONALE (5.5)

Verification of RF compatibility by test is essential to ensure an adequate design which is free from the
degradation caused by antenna-to-antenna coupled interference. Prior analysis and equipment-level testing
is necessary to assess potential problems and to allow sufficient time for fixing subsystem problems.

Although an analysis is an essential part of the early stages of designing or modifying a system, test is the only
truly accurate way of knowing that a design is working. An anechoic chamber is usually required for
system-le\)el testing to minimize reflections and ambient interference that can degrade the accuracy of the
testing and to evaluate modes of operation that are reserved for war or that are classified.

VERIFICATION LESSONS LEARNED (5.5)

Cuctam-.leval tacting chnnlld ha a final damnnctratinn that DR ~amnatihility hae haan nhtaina It echanld nnt
System-level testing should be a final demonstration that RF compatibility has been obtained. It should not
be a starting point to identify areas requiring fixes. Previous analysis and bench top testing should resolve

compatibility questions beforehand.

4.6 Lightning. The system shall be protected against both the direct and indirect effects of lightning such
that the mission can be completed after exposure to the lightning environment. For aircraft, the
requirements for protection, the procedures to be used in developing a lightning protection program, and the
indirect effects environment for analysn.s purposes are defined in MIL-STD-1795. The direct effects threat

PRy 2 rvw ——e—

for aircraft is deﬁnec in MIL-ST

7. Facilities and mobiie sheiters shaii inciude i ugmmng proieciion

5
y and iniernal equipment againsi ihe lightning transienis.
REQUIREMENT RATIONALE (4.6)

There is no doubt that lightning is hazardous for systems and that systems must include provisions for
lightning protection. There is no known technology to prevent lightning strikes from occurring; however,
lightning effects can be minimized with appropriate design techniques.

) G- VPUNE PR 7 JUPDP LU B L DI RCONPUR CINgIPUy Al I g | WG BESERE LISGRay S PUSPUIIRIP UGS S { SUSPOR, o Y
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Priyoivai CiTLWw Ul Uglilillly aic ulic UUlililg allu siouusig, Ul Luts. aliy dJUulluial UTiUIiauull Lauovu vy
Lahtnine ac waeall ae tha inrh mracernira c‘-nnb uravae and masnatina farrae nradurced hue tha ccnriatead hioh
u&"““"gr “‘1" YU a0 Uiv pipll PEUoouwi T SLiuLR vu?v\«o [CYeie puete-y 4t UVitio pPiUlduLtlu Uy uiv Qoouviaiva sagss

currents. The mduect effects are those
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and the interaction of thege electromaone

ir fisldc h enuninment in the cuctem s can be
................................... gnetic fields with equipment in the gystem, } d ffects ¢ e
produced by lightning that does not directly contact system structure (nearby strik es). In some cases, both

physical and electromagnetic effects may occur to the same component. An examole would be a lightning
strike to an antenna which physically damages the antenna and also sends damaging voltages into the
transmitter or receiver connected to that antenna. DOT/FAA/CT-89/2 is an excellent source of lightning
characteristics and design guidance.

An additional reason for requiring protection is potential effects on personnel. Serious electrical shock may
be caused by currents and voltages conducted via control cables or wiringileading to the cockpit from control
surfaces or other hardware struck by lightning. This effect can be quite hazardous in high periormance
aircraft, particuiarly under the thunderstorms conditions during which lightning strikes generaily occur.
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flight crews under dielectric covers such as canopies by the intense
f the most troublesome effects is flash blindness. 'I'hxs effect mvanablv

REQUIREMENT GUIDANCE (4.6)

While all airborne systems must be protected against the effects of a lightning strike, not ali systems require
the same level of protection. For example, an air-launched missiie may oniy need to be protected to the
extem necessary to prevent damage to the carrier axrcran ror personnel transport axrcran, the system musz

R WY P S gy P

Usually reqmreq. nowever. compromxses may be necessary such as wheihér mission cof lpieﬁﬁu is a

requiremeni. MIL-STD-1795 contains additional information on lightning protection.

Direct effects protection on all-metal aircraft has been generally limited to protection of the fuel system,
antennas, and radomes, and to control of fuel tank skin thickness. Most of the Air Force aircraft lost due to
lightning strikes have been the result of fuel tank arcing and explosion. Other losses have been caused by
indirect effects arcing in electrical wiring in fuel tanks. As aircraft are built with nonmetallic structures,
protection of the fuel system becomes much more difficult and attention to details is required. In general,

some metal will have to be put back into nonmetallic structures to provide adequate lightning protection.

MIL-STD-1757 provides the lightning environment for direct effects. FAA Advisory Circular AC-20-53
and its users manual provide requiremenis for protection of aircraft f“‘ei systems.

Indirect effects protection has become much more important due to the increased use of electrical and
electronic subsystems in aircraft and the dependence on these subsystems to keep the aircraft flying.
Although the crew ejected, an aircraft was lost that went into a hard-over dive approximately two seconds
after a strike.

MIL-STD-1795 provides the lightning environment to be used for indirect effects protection. In addition,
FAA Advisory Circuiar AC-20-136, its users manuai, and SAE AE4L-87-3 (Orange Book) provide simiiar

requirements and indirect effects protection information. The MIL-8TD-1795 and FAA requirements are
consistent. (Both are based on work by the SAE.)

Specific protection measures for ground facilities are highly dependent on the types of physical structures
and equipment involved. Devices such as lightning rods, arrestors, and ground grid in the pavement, and
moisture content of the soil all influence the protection provided. The guidance provided in MIL-E-4158,
MIL-STD-1542, MIL-STD-454, and the National Fire Code, Volume 7, address different design
approaches to reduce lightning effects on equipment.

REQUIREMENT LESSONS LEARNED (4.6)
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High peak currents occur after the stenned leader completes the nath hetween charge centers and forms the
return stroke. T'he average current is from 1-30'kA. Higher currents are very comimon with a peak current

of 200 kA being a severe stroke (99th percentile). The current in the retuni stroke rises rapidly, with typical
values of 10-20 kA/rmcrosecond and rare values exceeding 100 kA/microsecond. Typically, the current
decays to half its peak amplitude in 20-40 microseconds.

The lightning return stroke transports a few coulombs (C) of charge. Higher levels are transported in the
following two phases of the flash. The first is an intermediate phase with currents of a few thousand amperes
for a few milliseconds which transfer about 20 C. The second is a continuing current phase in with currents
on the order of 200-400 amps flow for 0.1 to 1 second which transfer about 200 C.

Tvnical lishtnine events incliuda geveral h|ah current strokes fnllnnnna the firet return stroke Thege nccur at
Aypicas agntning events

L9 LS 19 1) Saigy VARV SALUL 2 wrlesal el Uanwe sl

intervals of several milliseconds as dxfferem pockets in the cloud feed their charge into the lightning channel.
The peak amplitude of the restrikes is about one half of the initial high current peak.

5.6 Lightning. Lightning protection for both direct and indirect effects shall be verified in accordance
with MIL-STD-1795.

VERIFICATION RATIONALE (5.6)
A lightning protection verification program in accordance with MIL-STD-1795 is essential to demonstrate

that the design protects the aircraft from lightning threat environment.

VERIFICATION GUIDANCE (5.6)

There is no single approach to verifying the design. A well-structured test program supported by analysis is
generally necessary. Section 40.6.1 of MIL-STD-1795 contains information on the elements that are
accepted as ieading to proof of design. These same elements can be used for other eiectromagnetic effects
areas such as electromagnetic puise and the externai RF environment.

During development of an aircraft design, numerous development tests and analyses are normally
conducted to sort out the optimum design. These tests and analyses can be. considered part of the
verification process.

Flight testing of aircraft often occurs prior to verification of the immunity of the vehicle to lightning. Under
this circumstance, the flight test program must include restrictions to prohibit flight within a specified
distance from thunderstorms, usually 25 miles. Lightning flashes sometimes occur large distances from the
thunderstorm ciouds.

VERIFICATION LESSONS LEARNED (5.6)

The naturally occurring lightning event is a complex phenomenon. The waveforms specified in
MIL-STD-1757 and MIL-STD-1795 are the technical community’s best effort at simulating the ‘natural
environment for dezine and test purposes. Use of these waveforms does not necessarily guarantee that the
design is adequate when natural lightning is encountered. One example is an aircraft nose radome that has
lightning protection installed and verified by testing. When the aircraft is struck, natural lightning often
punctures the radome. Subsequent testing has been unable to duplicate the failure. This result is most likely
caused by our inability to duplicate the naturally occurring lightning event.
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4.7 Electromagnetic pulse (EMP). The system shall be fully capable of completing its required missions
when subjected to the EMP environments described in DOD-STD-2169.

REQUIREMENT RATIONALE (4.7)

High-altitude EMP (HEMP) is relevant to aircraft. It is generated by a nuclear burst above the atmosphere
which produces coverage over large areas. The entire continental US area can be exposed with a few bursts.
DOD-STD-2169 defines the threat waveforms. In a nuclear war, it is probable that most military aircraft will
be exposed to EMP.

REQUIREMENT GUIDANCE (4.7)

An EMP protection program should be established for military systems. The free-field EMP environment
must be as specified in DOD-STD-2169. Such activities as identification of mission critical equipment, an
EMP inherent hardness study, an EMP coupling analysis, development of EMP hardening concepts, and a
complete verification of the EMP protection design must be part of the protection program. HEMP field
waveforms are analytically described by a sum of exponentials. The complete HEMP signal is represented by
three terms representing three time regimes: early time (E1), intermediate time (E2), and late time (E3) or
magnetohydrodynamxc EMP. These three components are described in detail in DOD-STD 2169. Elisthe
primary concern for airborne systems. It is characterized by a short rise time and a large peak amplitude and
occurs within 1 microsecond of a nuclear detonation. The spectral conterit of the E1 waveform together with
the physical size of aircraft result in higher levels of coupling for E1 than the other waveforms. This situation
occurs when it can be shown that the system’s response to the E2 and E3 portions of the HEMP signal is
insignificant. E2 and E3 have lower electric field amplitudes and E3, in particular, couples more effectively
on very long landlines or submarine cables.

AFWL-TR-85-113 provides guidance on design considerations which address electromagnetic pulse
concerns.

REQUIREMENT LESSONS LEARNED (4.7)

EMP poses a threat only to electronics in systems. There are no structural damage mechanisms. Due to the

- fast rise time and short pulse width of the EMP waveform, it results in an impulse excitation of the system.

Transient currents are induced to flow at the natural resonance frequencies of the system. Currents may flow
into internal portions of the system through direct conduction on electrical wiring or mechanical assemblies
which penetrate external structure. The magnetic fields produced by the large external currents may couple
voltages and currents into wiring internal to the system through any available apertures.

The most frequently observed effect from EMP is system upset. Burnout of electronics has occurred;
however, it has been rare and is not considered to be a problem. However, as electronic chip sizes continue
to decrease (sub-micron), the amount of energy required for burnout will reduce, and designers must insure
that adequate interface buffering is present for protection. Upsets can range from mere nuisance effects,
such as flickers on displays and clicks:in headsets, to complete lockups of systems. Upsets which change the
state of system can be either temporary (resettable) or permanent. Some upset cases can be reset almost
instantaneously at the time a switch is activated whxle others, such as reloading of software, may take
minutes.

5.7 Electromagnetic pulse (EMP). Compliance with EMP requirements shall be verified by a combination
of system-level and subsystem/equipment-level testing and analysis.

VERIFICATION RATIONALE (5.7)

An EMP protection verification program is required to demonstrate implemented measures meet the EMP
design requirements.

37




Downloaded from http://www.everyspec.com

MIL-STD-1818A

APPENDIX
VEDIEIMNATINAN ATITN A NA (€ T\
VERNPIVALIIVIYN UUVIUAINCE (J.7)

The General Samuel Phillips Laboratory (formerly Weapons Laboratory) is preparing MIL-HDBK-XXXX,
entitled “Nuclear Electromagnetic Pulse Hardness Verification Methods for Aerospace Systems.” This
handbook provides details on available test and analysis methodology for verifying EMP hardness. (For
further information on MIL-HDBK-XXXX, contact Phillips Laboratory/WSR, phone (505) 846-0416,
DSN 246-0416.)

ual system design and for hardening allocations. Development tests are
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analyses and tests can be used as part of design verification if they are properly documented. Documentation
details shoulc_l inch_xde a com.pletg test hardware definition, test waveforms descriptions, instrumentation

The following are elements of an iterative process for designing and verifying protection of an air vehicle’s
electrical/electronic systems against the effects of EMP.

a. EMP coupling analysis. A couplmg analysis should be conducted to determine the EMP free-field
coupling mto the air vehicle. Ex_lstlmz gox_mlmo data on similar alrcrgfg de:mm should be used whenever

Dossxble This analysis provides an estimate of the voltages/currents generated by the EMP at each interface
of each mission-critical equipment and can be used to establish subsystem/eqmpmem stress levels.

b. Identification of mission critical subsystems. Air vehicle subsystems and equipment that may be

v

affecied t Dy LivlF, and wihose proper operauon is criticai or essental to the operauon oi the air vemcxe, must
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ied. The equipment locations within the air vehicle need to be determined.

¢. Equipment strength determination. A study should be conducted consisting of analysis and
engineering tests to determine the EMP inherent hardness of the mission critical equipment. These analyses
and tests shall establish a lower bound on the upset and damage thresholds for each mission critical
equipment.

d Specification comphance demonstration. Venﬁcanon that the aircraft meets EMP design

y similarity with previously demonstrated mstallauons.
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VERIFICATION LESSONS LEARNED (5.7)

Tt ne Cl’lOlCC 0[ venncauon memous is somewnhat cepenclent upon uncertamues assomaleu with mc availabie
methods. Verification schemes that are oriented more toward analysis will usually introduce much larger
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current levels resiilted durino an aircraft suctem-level test due to metallic lines enterino-a shielded volume
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esent in the circuit whmh they were c_lgswned m protect, gngl asa

result hmh current levels appeared in a shielded volume. Uncertainties in analysis can be reduced by
selective testing of airframe sections.

Protection measures related to structural components should be evaluated for performance during assembly
to verify that they meet requirements as installed in the airframe. Passing a test in the laboratory does not
necessarily mean that requirements will be satisfied in the actual assembly. Many tmes the final design
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contains materials, surfaces, or fasteners which are different from the laboratory model. Also, the complex
curvature of a final aircraft design may be so different from that which was modeled in the laboratory that

1at which was mode
the electromagnetic behavior is substantially altered. After assembly, access to some components may not be
1

Rt

o ti
Pl as

ucai.

There are a number of ways to obtain system-level excitation for purposes.such as quality control or
hardening evaluation. Low-level continuous-wave illumination of the system or of individual components is
relatively easy and can often reveal an oversight in airframe assembly or a deficiency in the design of a
hardening element. Alternately, single point excitation can be done, even in a hanger, and can similarly
reveal any obvious problems in the airframe shielding. :

Tests of structural design measures should be done as early in the assembly of the system as possible and
e design process. If problems are uncovered during the initial assembly, the

oc ms are un
an4 ss. However, if the deficiencies are not found until the aircraft is
; an be expensive retrofit program. Analvsxs. laboratory testing, and system-level
testing with low-level sxgnals are unponant elements of compliance. However, a system-level test of a
functioning air vehicle using a high-level EMP simulator is a high confidence method of demonstrating

compliance.
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4.8 Electrostatic charge control. The system shall control and dissipate the buildup of electrostatic charges
to the extent necessary to protect personnel from shock hazards, to avoid fuel ignition hazards, and to
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preven eoradatin
prevent performance degradation or da

REQUIREMENT RATIONALE (4.8)

As au’craft fly, Lhey encounter dust, ram, snow, and ice whxch result in an electrostauc charge bmldup on the

significant voitages to be present which can resuit in interference to equipment and constitute a shock hazard
both to aircrew personnel during flight and to ground personnel after landing.

Sloshing fuel in tanks and fuel flowing in lines can both create a chérge buildup resulting in a possible fuel
hazard due to sparking. Any other fluid or gas flowing in the system (such as cooling fluid or air), can
likewise deposit a charge with potentially hazardous consequences.
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both the personnel and structure (particularly on nonconductive surfaces). This buildup can constitute a
cnfate: hhamae ~ smamcmnnmal ~e . s

safety hazard to personnel or fuel or may damage electronics.

REQUIREMENT GUIDANCE (4.8)

Any component of the structure can accumulate an electrostatic ‘charge and adequate means must be

provided to dissipate the charge at iow ieveis to prevent any, sxgmncam‘ voltage from developing. Electrically
conductive and noncondugtive matenals behave dxfferendy Charge deposxts on conductive materials will

migrate in the material such that all portions are at the same. gieémcax potential. Charges deposited on purely
nonconductive material cannot move aﬁd large voltage differences can exist over small distances

Control of static charging is accomplished by ensuring that all structural surfaces are at least mildly
conductive, that all components are electrically bonded, and that an electrical path to earth is provided. In
general, conductive coatings need to be applied to all internal and external sections of the system structure
which are electrically nonconductive. For most apphcanons. 106 to '10% ohms per square are required to
dissipate the charge buildup. The shock hazard to personnel begins at about 3000 volts; therefore, the
charge on system components should not be allowed to exceed 2500 volts.
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lectricity accumulates on aircraft in flight since there
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REQUIREMENT LESSONS LEARNED (4.8)

A fighter aircraft was experiencing severe degradation of the UHF receiver when flying in or near clouds.
Investigation revealed that the aircraft was not equipped with precipitation static dischargers. Installation of
these devices solved the problem.

Corrective action was easﬂ comphshed b pplym nducnv pamt to the surfaces exposed to air ﬂow
and personnel contact.

A maintenance person was working inside a fuel tank and experienced an arc from his wrench whe
1

-

e
=

mratan deme atanl tnlia

PRy ~n th
Odaili Mats iNto Ui talirk W ud

GViﬁg bolts. It was found that mam(cna CE& pErso

o]
=]
€
E
o]
®
-
o
og
3
®
5
o
=]
-3
D
o
o
les)
.
(o]
l:.’
5:1l
g
£
@
®
=]
5
@
Bi
®

lothing allowed a charge buildup which

k during maintenance and

Al ddapm ssefaiaiLiaR2VE Q22

Static discharges from the canopy were shocking pilots on a fighter aircraft during flight. Charges
accumulating on the outside of the canopy apparently migrated slowly through the dielectric material and
discharged to the pilot’s heimet when a sufficient charge appeared on the inside surface. A conductive finish
on the inside of the canopy fixed the problem.

5.8 Electrostatic charge control. Adequate control of electrostatic charging shall be verified by test,
analysis, or inspection as appropriate and as approved by the procuring activity.

Verification of protection design for electrostatic charging is necessary to ensure that adequate controls have
been implemented.
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The selected verification method must be appropnate for the type of stmctural material being used and the
particular type of control being verified. Relatively poor electncal connections are effecuve as discharge
paths for electrostatic charges. Therefore, inspection would normally be appropriate for verifying that
metallic and conductive composite structural members are adequately bonded provided that electrically
conductive hardware and finishes are being used. For dielectric surfaces which are treated with conductive
finishes, testing of the surface resistivity and electrical contact to a conductive path would be normally be
more appropriate. For demonstration that the aircraft will adequately discharge precipitation buiidup during
flight, actuai flight through likeiy charging conditions might be necessary.

VERIFICATION LESSONS LEARNED (5.8)

For all structural components, this verification must be done during air vehicle assembly to verify that all
components are adequately bonded to each other. After manufacturing is completed, access to some
components may be restricted making verification difficuit.

Coordination between structural and electrical engineer personnel is necessary to ensure that all required
areas are reviewed. For example, a structural component on an aircraft was changed from aluminum to
ﬁberglass and experienced electrostatic charge buildup in flight which resulted in electrical shock to ground
personnel. The structural engineer made this change without proper coordination, which resulted in an
expensive modification.

49 Electrical bonding. Electrical bonding measures shall be implemented for management of electrical
current paths and ¢ u'ol of voltage potentials to ensure required system performance and to protect

personnel. Bondmg proviswns shall be compatible with other requirements imposed on the system for
corrosion control. '

REQUIREMENT RATIONALE (4.9)

Good electrical bonding pracuces have long been recognized as a key element of successful system design.
An indicator of the importance of electrical bonding is that the first item often assessed when EMC problems
occur is whether the bonding is adequate. Since electrical bonding involves obtaining good electrical contact
between metallic surfaces while corrosion control often tries to avoid electrical continuity between dissimilar
materials, it is necessary to ensure that both disciplines are properly considered.
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GUIDANCE (4.9)
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The role of bondmg s essenually to control voltage dlfferences in the ground subsystem by providing
low-impedance paths for current flow. Design and manufactunng policies which will assure adequate
electrical bonding should be estabhshed early in the program. Special attention should be given to the
interdependent relationship between electncal bondmg and corrosion control. Unconvennonal joints should
receive special attention to ensure their adequacy. particularly conductive joints in fuel vapor areas. SAE
ARP 1870 provides details on electrical bonding ooncepts for aerospace systems and examples of bonding
techniques. MIL-HDBK-419 provides guidance for groundmg, bondmg. and shielding of land-based
facilities, including installed electronic equipment.*

Numerous instances of the need for good bonding have been demonstrated. Bonding improvements or
corrections have solved many system problems including precipitation statjc in UHF radios, susceptibﬂity of

and hghtrung vulnerabllmes.

41
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Compatibility with corrosion control techniques s hall be venﬂed by demonstration that manufacturing

processes which address corrosion control 'have been implemented.
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VERIFICATION RATIONALE (5.9)

Verification of nraotection measureg for electrical hnnrlmo is necessary to ensure that adequat controls are
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implemented.

VERIFICATION GUIDANCE (5.9)

The electrical bonding area invc.ves a number of different concerns. Guidance is provided below under
paragraphs 5.9.1, 5.9.2, 5.9.3, and 5.9.4. Detailed corrosion control requirements for air vehicles are
imposed by documents such a; _M!L STD-1568. For the purposes of this standard, demonst.ranon is

required that appropriate manufacturing processes are in place to address corrosion concerns.

VERIFICATION LESSONS LEARNED (5.9)

ing can be evaluated through DC resistance measurements and

49.1 KF potentials. Ali electronic and electrical items which have the capability of producing, radiating,
or respondmg to electromagneuc energy shall be bonded to the ground subsystem with a resistance of 2.5

) 1 W . — e L1 (Rl 173 T DY

milliohms \U\.,) or lCSS etailic inierfaces. For composite maierials, bonding shall be accor

REQUIREMENT RATIONALE (4.9.1)

Systems generaily inciude ground pianes to form equipotential surf;
tronics enclosures and the ground pla

i
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poorly bonded enclosures and the ground plane. These potentials
all mfmnm referenced to the enclosure. Th
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terminations.

metals such as stainless steel 'or titanium.'Also, composite materials will exhibit much hngher levels and
imposed rcqmremems should be consistent with those materials.

_ Y W T

Controis need to be impiemented in shieid termination paths through connecior assembiies. A realistic value
would be on the order of 10 milliohms from the shield to the electronics enclosure for a cadmium-plated

icommiomesonn aooaem wrmtbh A € il Al s s masioas Fme meve: smnwtimcilas taiee
diuIminum daacuxuzy, Will &.o0 MO maxynuim 107 a 1y yau.u.l.ual Juuit.

REQUIREMENT LESSONS LEARNED (4.9.1)

The actual need for certain bondmg in a particular application is not easily ascertained. It is dependent on

various items such as the shieiding topoiogy, type of circuit interfaces, and the use of the enciosure as a
ground reference for circuits and fiiters. For exampie, a subsystem which is wh()ﬁ‘y‘ coniained {all enclosures

-
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rare.

s configuration is
r reje

increasing us of dlfferenual mterfac cuxts makes bondmg less critical
since there is better mmon-mode noise. However, there is often a trade-off between interface
design and the amount of wiring an d number of connector pins since differential interfaces require the use of

two wires and pins for each signal.

In metallic aircraft the enti:e vehicle stmcture forms the ground plane A.s designers have ‘mtroduced

introduce separate grouna pianes to maintain adequate control of elecuomagn tic ef ects.
59.1 RF potentials. Bonding for RF potentials shall be demonstrated by tests.
VERIFICATION RATIONALE (5.9.1)
Testing is the only acceptable method for demonstrating that the bonding requirement for RF potentials is
satisfied.

The measurement is made from an enclosure surface to the next major assembly. For example, in an
installation with an enclosure mounted in a tray, separate measurements would be applicable from the
enclosure to the tray and from the tray to structure. The measurement is normally performed with a DC
resistance meter. Ideally, the 2.5 millichms should be maintained as high in frequency as possible. The
impedance will normal.y remai.n. low for enclosures that are hard-mounted to structure. Hnwever; for
enclosures inst use bonding straps, such as shock mounts, the impedance of bonding straps

VERIFICATION LESSONS LEARNED (5.9.1)

more sophxsncated instrumentation. DC

€ 2 hand
i a o0nNG.

AC measurements can be performed however. they require

Bonding measurements often require that a protective finish be penetrated with electrical probes to obtain
good electrical contact. Care should be taken so that a corrosion problem is not introduced.

REQUIREMENT RATIONALE (4.9.2)

nd electronic equipment be p rovided with adequate voltage levels from

g

electrical a
operation.

vleim
4

REQUIREMENT GUIDANCE (4.9.2)

Power quality standards, such as MIL-STD-704 for aircraft, control the supply voltage for utilization
equipment within specified limits. The voltage is maintained at a monitoring location termed the “point of
reguiation” with ailocations for aliowable voitage drops beyond this point to the input of the utilization
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equipment. These drops must be controlled through wire conductor type and size selection and current
return path design. Most aircraft use structure as the return path for power currents. Bonding provisions
must be incorporated to control the impedance of this path

The fault condition requirement of 0.074 volts is derived from a figure appearing in a number 6f bonding
documents including SAE ARP 1870 which displays fault current versus bonding impedance. The voltage is
essentially constant at 0.074 volts. Although supporting documentation could not be located, the curves are
apparently based on data which demonstrated that structural materials would exhibit sparking or arcing
probiems.
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Maintaining required voltage levels on metallic aircraft at utilization equipment has not been a problem since
the current return paths have low impedance. With increasing use of composites, the need for separate wire
returns or impiementation of a ground plane becomes a consideration.

592 Power current return paths. Bonding for power current return shall be demonstrated through
analysis of electrical current paths, electrical current levels, and bonding impedance control levels.

VERIFICATION RATIONALE (5.9.2)
Voltage drops present in power current return paths must be evaluated to ensure that electrical power

utilization equipment receive power in accordance with power quality standards and to ensure that fuel and
fire hazards are avoided.

'ERIFICATION GUIDANCE (5.9.2)

On most military aircraft, aircraft structure is used as the current return for electrical power. The controls on
bonding between structural members, the resistance of structure, and electrical current levels need to be
considered. For aircraft which use wired returns, the resistance of the wire is the primary consideration. The
location of the point of regulation for the power system also plays a role.
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With metallic aircraft, voltage drops throug
with graphite/epoxy structure.
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be bonded as necessary to limit voltages to less than 30 volts between the item and the ground subsystem.

REQUIREMENT RATIONALE (4.9.3)

The system design must protect personnel from shock hazards.

REQUIREMENT GUIDANCE (4.9.3)

The 30-volt level is derived from MIL-STD-454, Requirement 1. Bonding provisions must be included to
preévent hazardous voltages from appearing on any electrically conductive assembly. These voltages could
resuit from sources such as broken components in assembilies aliowing “hot” wiring to contact the housing or
from electrical referencing of a circuit to the housing.
EQUIREMENT LESSONS LEA

In the past, a bonding resistance of 0.1 ohm has been considered as adequate to prevent most shock
hazards.



Downloaded from ht}P://WWW.everX?pec.com
.xvx;L..‘— AAMTAVAY

APPENDIX

593 Shock hazards. Bonding for shock hazard shall be verified through test, analysis, and inspection as
appropriate for the particular application.

VERIFICATION RATIONALE (5.9.3)
Adequate bonding must be verified to ensure personnel safety.
VERIFICATION GUIDANCE (5.9.3)

Verification is nnmanlv achieved bv demonstrating that voltages in excess of 30 volts are Drotccted from

inadvertent contact by personnel and that faults to electrically conductive surfaces will not result in voltages
greater than 30 volts on the surface. These types of faults should normally trip circuit protection equipment.

VERIFICATION LESSONS LEARNED (5.9.3)

Powerline filtering arrangements in electronics which isolate the powerline neutral from chassis can result in
hazardous voltages on the enclosure if the frame ground is disconnected. Typlcally. filters wxll be present on
both the high side and the return which will have capacitance to the chassis

respect to earth ground, the capacitors act as an voitage divider for AC w“vef";—‘x with half the AC voltage
present on the case with respeci to earth. The value of the capacitors determines the amount of current that

may flow.

4.10 Radiation hazards. The system shall be designed so that personnel, fuels, and electroexplosive
devices (EEDs) are not exposed to unsafe levels of electromagnetic radiation and that the required missions
can be completed in a safe manner. The prime contractor is responsible for the overall design, planning,
management, and demonstration of the system to ensure safety in these areas.

REQUIREMENT RATIONALE (4.10)

Yo Loo baac £l sotolaliolod ebce ciaffBatamel: hiol alastsmmmsaan rm ioni

It has been firmly established that sufficiently high electromagnetic fields can harm personnel, ignite fuel,
amd fion EEMa Doannistinems mriet o avaeni iti

and fire EEDs. Precautions must be exercised to ensure that unsafe conditions do not develop.

REQUIREMENT GUIDANCE (4.10)

See guidance for 4.10.1, 4.10.2,and 4.10.3.

REQUIREMENT LESSONS LEARNED (4.10)

+ a

See lessons learned for 4.10.1, 4.10.2, and 4.10.3.
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[74]

.10 Radiation hazard safety. Safety with regard to RF effects on personnel, fuels operations, and the use

of EEDs shall be demonstrated by test_mg, nalysxs. and mspecuon as applicable and as approved by the
Drocunnn actmtv

VERIFICATION RATIONALE (5.10)

Adequate design and controls regarding safety to radiation hazards must be verified.

< 5 - A v e~

VERIFICATION GUIDAN

R T

CE (5.10)

Guidance is provided below under paragraphs 5.10.1, 5.10.2, and 5.10.3.
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VERIFICATION LESSONS LEARNED (5.10)
Lessons learned are provided belo er paragraphs 5.10.1, 5.10.2, and 5.10.3
A 10 1 | 1 YRR, [ S - (IR TN Y ] 2 Y N . N . e .
4.10.1 FPersonnel hazards. The system shall be designed so that personnei are not exposed to RF ieveis
exceeding the permissible exposure limits (PELS) of AFOSH Standard 161-9.

REQUIREMENT RATIONALE (4.10.1)

The fact that heating is associated with absorption of RF power by humans was known nearly 50 years ago

and led to the introduction of RF diathermy for medical and surgical purposes. The heat from RF field

interactions simply adds to the metabolic heat ioad of the human. If the body’s heat gain exceeds its ability

to rid itself of excess heat, the body temperature rises. Therefore. if significant RF power is absorbed an

i ture is expected which could have a competing efiect on metabolic processes,
ol -

As with any electronics, there is an electromagnetic interference concern with the interaction of radio
frequency fields and electronic medical prosthetic devices such as a cardiac pacemakers. Adverse biological
effects can result.

AFOSH Standard 161-9 contains the PEL criteria and detailed guidance on’interpreting and applying the
criteria. A few edited excerpts from AFOSH Standard 161-9 are provided here.

REQUIREMENT LESSONS LEARNED (4.10.1)

Aircraft-mounted radar and electronic countermeasures (ECM) systems present the greatest potential

& at semizeA

laval
e reached by persons at grouna evei.

Personnel assigned to repair, maintenance, and test facilities have a higher potential for being overexposed
because of the variety of tasks, the proximity to radiating elements, and the pressures for rapid maintenance
response.

10 ¢ iatd T H alau: 100N ALY, aeed daliacioms lace tham 7 wrntte af macias ta sha
RF equipment radiating at frequencies below 1000 MHz and aeinvering 1ess tnan / watts or power o tne
radiating device are considered nonhazardous.

Ground-to-air, air-to-ground, and ground mobile communications facilities do not usually require any
conurols. There are some exceptions. Most transmit at low power and for short periods of time.

5.10.1 Personnel bazards safety. Using the methods of measurement and calculation of AFOSH Standard
161-9, the prime contractor shall demonstrate that the system RF emitters will not affect the health and
safety of personnel during any phase of the system mission.

VERIFICATION RATIONALE (5 10. 1)

Safety regardmg RF hazards to personnel must be venﬁed
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determined from calculations based on RF emitter characteristics or through measurement. Once a distance
has been determined, an inspection is required of areas whe.e personnel have access together with the
antenna’s pointing characteristics. If personnel have access to hazardous areas, appropriate measures must
be taken such as warning signs and technical order (TO) cautions. TO 31Z-10-4 provides methodology for
calculating hazard distances.

VERIFICATION LESSONS LEARNED (5.10.1)

Safe distance calculations are often based on the assumption that far-field conditions exist for the antenna.
These results will be conservative if near-field conditions actually exist. TO 31Z-10-4 provides techniques
for reduction of gain for certain types of antennas. Measurements may desirable for better accuracy.

Before a measurement survey is performed, calculations should be made to determine distances for starting
measurements to avoid hazardous exposures to survey personnel and to prevent damage to instruments.
While hazard criteria are primarily based on average power densxty and field strength levels (peak levels are
also specified), probes have peak power limits above which burnout of probe se

When multiple er"utte“ are present and the emitters are not phase coherent (the usual case), the resultant
power density is additive. This effect needs to be considered for both calculation and measurement
approaches

In addition to the main beam hazard, localized hot spots may be produced by reflections of the transmitted
energy from any metal structure. These results can occur in areas having general power densities less than
the permissible exposure limit (PEL).

4102 Fuel hazards. The system shall include provisions such that the fuel hazard criteria of AFOSH
Standard 127-38 are met during fuel operations.

REQUIREMENT RATIONALE (4.10.2)

Fuel vapors can be ignited by an arc induced by a strong RF field. Therefore, the potential hazard of any fuel
handling operation near an RF source must be addressed.
Al
REQUIREMENT GUIDANCE (4.10.2)
The existence and exten fuel hazard are determined by cornpar';n.g uh.e ac.gal RF powe.r density to the

RF energy can induce currents into any metal object. The amount of current, and thus the strength of a
spark across a gap between two conductors, depends on both the field intensity of the RF energy and how
well the conductors act as a receiving antenna. Many parts of an ‘aircraft, a refueling vehicle, and/or the
static grounding conductors can act as receiving antennas. The induced current depends mainly on the
conductor length in relation to the wavelength of the RF energy and the orientation in the radiated field. Itis
not feasible to predict nor control these factors. The hazard criteria must then be based on the assumption
that an ideal receiving antenna could be inadvertently created with the required spark gap.

a7
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There is a special case where a fuel or weapon RF hazard can exist even though the RF levels are within the
safe limits specified. This special case is for both the hand-held (1-5 watts) and mobile (5-50 watts)
transceivers. The antennas on these equipments can generate hazardous situations when they are allowed to
accidentally touch the aircraft, weapon, or support equipment. To avoid this hazard, transceivers should not
be operated any closer than 10 feet from weapons, fuel vents, etc.

fiale Avia t~n DLE amiceinne
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VERIFICATION RATIONALE (5.10.2)

Safety regarding RF hazards to fuels must be verified.

R Rt 1 A~y rw A w v ~

VERIFICATION GUIDANCE (5.10.2)

TO 31Z~10-4 provides methodology for calculating hazard distances from RF emitters. An important issue
is that fuel hazard criteria are based on peak power, while hazard criteria for personnel are based primarily
on average power. Any area in the system where fuel vapors may be present needs to be evaluated.
Restrictions on use of some RF emitters may be necessary to insure safety under certain operations such as
refueling operations. Any required procedures must be carefully documented in technical orders or other

appropriate publications.

VERIFICATION LESSONS LEARNED (5.10.2)
See lesson learned for paragraph 5.10.1.

4.103 Electroexplosive subsystems. The system shall protect electroexplosive subsystems from

inadvertent operation under all electromagnetic environmental conditions specified in this standard
Elegt_rgexploswe devices (EEDs) shall have a minimum no-fire characteristic of 1 ampere/1 watt and shall
ot initiate whe a 500-p;gg_a_ad capacitor charged to 25 kilovolts (electrostatic discharge) is applied

REQUIREMENT RATIONALE (4.10.3)

ed squibs) are used for many purposes inciuding ejecting stores from aircraft, escape
et motors, and 1nmaung warheads. RF energy can inadvertently fire EEDs due to

eamen 1 alamecmacalacic.n baacintaon titetem s Tha amcmcamiiamAans A hamasdnie
uluuu:u currents in CICCUUCKPIUDIVC Ubyblﬂﬂl WIT 1. 1HC LUILCYJUCTIILE) Lall UC 11dLalUuWw.

The electrical circuit internal to an EED is simply a small resistive element termed a bridgewire. When the
EED is intentionally fired, a current pulse is passed through the bridgewire, causing heating and resultant
initiation of the explosive charge. RF fields can induce currents to flow in the bridgewire by coupling into the
interface wiring. These currents will cause bridgewire heating that may inadvertently fire the EED. The
accidental firing of EEDs by RF energy is not a new concern. Commercial manufacturers of blasting caps
“have warned their customers for many years about the potential hazard involved in using electrically fired
blasting caps in the vicinity of radio transmitters.
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MIL-STD-1512 provides design criteria for electroexplosive circuits and for individual EEDs and portions
of the document may be appropriate for certain applications. Much of MIL-STD-1512 is not normally

REQUIREMENT LESSONS LEARNED (4.10.3)

The response of an EED to an RF energy field, and the possibility of detonation, depend on many factors.
Some of these factors are transmitter power output, modulation characteristics, operating frequency,
antenna propagation charactensucs, EED wiring configuration (i.e. shielding, length, and orientation) and
the thermai time constant of the bridgewire.

5.103 Electroexplosive subsystems. The prime contractor shall verify the protection of electroexplosive
subsystems by demonstrating required margins during system-level evaluations (intra-system electromagnetic
compatibility, external 'RF environments, lightning, and electromagnetic pulse). Compliance of
electroexplosive devices (EEDs) with no-fire and electrostatic discharge requirements shall be in accordance
with test methods 202 and 205 of MIL-STD-1512, respectively.

VERIFICATION RATIONALE (5.10.3)

VERIFICATION GUIDANCE (5.10.3)

Verification methods must show that electroexplosive subsystemns will not inadvertently operate and EEDs
will not inadvertently initiate or be dudded during handling, storage, or when installed in the system.
MIL-STD-1512 provides test methods for verifying design characteristics of EEDs as components.
Verification of adequate protection for EED installations in the system requires that margins be
demonstrated during intra-system electromagnetic compatibility testing and aurmg evaluations of the
environments exiernal to the sysiem. Methods used to demo S
instrumentation of the EED using techniques such as thermocouples, RF detectors, tempe
waxes, fiber optics, and substitution of more sensitive elements.

There are a number of concerns with EEDs and instrumentation techniques. The influence of the
instrumentation on the normal thermal and electrical characteristics of the EED must be minimized. Even
the removal of the explosive powder for both safety and instrumentation reasons will have some effect on
heating and electrical characteristics due to changes in thermal capacity and dielectric properties. Devices
with greater sensitivity used in place of the EED must have characteristics as ciose as possibie to the EED,
including electrical wiring and lead construction.

- An important parameter which often does not receive adequate attention in safety evaluations is the thermal

time constant of the EED. The temperature rise of EED bridge, ires to a current step can be modeled as an
exponential. The time constant is the point in:time n exponential curve where the exponent equals
minus one and 63% of the final value has been reached. LA—S 201-MS reports on a detailed study of EED
characteristics which found typical time constants.to be between 1 and 20 milliseconds. Heating and cooling
time constants are similar. Time constants are not determined for EEDs as a standard practice.

Most instrumentation techniques in use are slow responding, particularly with respect to 1 millisecond. They

will produce reasonable results for. high duty cycle waveforms such as voice communications. For puised

radar signals, these techniques rely on a iong-term effect calied thermai stacking, which is reiated to average
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power. Each pulse causes a small amount of heating followed by a relaxation period where some cooling
N e
occurs. After several the.""u.al time constants, the temperature of th- EED bndge‘-‘.".re reaches an equilibrium
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This concept works well when the pulse width and pulse period are small compared with the time constant,
for example, a 1-microsecond pulse and a 1-millisecond period with a 20-millisecond EED time constant.
However, radars exist with pulse widths well over 1 millisecond and pulse rates may be low or not even
relevant due to phased-array operation where consecutive pulses may be at completely different azimuth
and elevation positions. Some examples follow. If a radar has a S-millisecond pulse width and a
1-millisecond time constant EED is under consideration, the EED bridgewire will essentially reach thermal
equilibrium during a single pulse and average power is irrelevant. The radar can be treated as continuous
wave. If the radar has a 20-millisecond inter-pulse period (50-Hz pulse repetition frequency), a
i-millisecond EED bridgewire will cool completely between pulses for practical purposes and no thermal
stacking takes place. Under this condition, the energy in the pulse is important for pulses which are short
compared to the time constant, and the peak power is important for puises which are long compared to the
time constant. Most presem instrumentation will not provide reliable results for these situations, and

A masacoa ey correct resu

v h te
ralions may be necessary to correct results.
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4.11 Life cycle. The EME protection design shall include full ¢ ratio
protecnon (e.g., identification of hardening elements and processes, repair, maintenance, integrity
verification, and inspection requirements). EME protection measures and techniques shall be designed to
retain their effectiveness throughout the life of the system and its support subsystems. System protection
shall include, but not be limited to, the following life-cycle considerations.

ife-cycle aspects of the

a. Maintenance. Protection designs shall either be accessible and maintainable or shall bé designed to

£

survive the design lifetime of the vehicie without mandatory maintenance or inspection. Bonding, shieiding,
or other proteciion devices which can be disconnected, unplugged, or otherwise deactivated during
nce shall be addressed in maintenance documentation, including required actions to restore their

effectiveneace
elrectiveness.

b. Repair. Protection design measures shall be repairable or replaceable without degradation of the
initial level of protection.

c. Surveillance. A program shall be established to ensure that the protection measures incorporated
in the system design are not degraded with time or use. The system shall be designed such that the
electromagnetic design features that require surveillance are accessible and can be tested or inspected as
needed.

RATIONALE (4.11)

Advanced avionics and structural concepts are offering tremendous advantages in increased performance of
high-technology aircraft. These advantages will be seriously compromised, however, if EME protection
concepts impact life cycle costs through excessive parts count, mandatory maintenance, or through costly
repair requirements. In fact, performance may be so critical for some high-technology vehicles that
excessive design penalties may either preclude the production of the vehicle or program management may
decide not to provide protection. It is essental, therefore, that life-cycle considerations be included in the
tradeoffs used to develop vehicle EME protection.

Itis important that protection provisions that require maintenance be accessible and not be degraded due to
maintenance actions on these provisions.
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NCE (4.11)

There are normally a number of approaches available for providing EME protection. The particular design
solution selected must give adequate consideration to all aspects of the life cycie including maintenance and
need for repair.

EME protection schemes include specific design measures both internal to electrical and electronic
enclosures and in the basic airframe. Factors such as corrosion, electrical overstress, loose connections,
wear, !n}salign‘"eni_' dirt, p_i_n[i grease, sealant, and maintenance actions will defzrade the effectweness of
some protection measures with time

To ensure continued protection (hardness), the system manufacturer must provide the user with a
maintenance and surveillance program which identiﬁes protection schemes and devices and speciﬁes

operational and mxssnon pertormance A thorough program may include visual mspectic‘)ﬁs and testing using
I3 Y
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buiit-in-test and tugnume test eqmpmenl The user must assume the respons ioiut'y‘ to implement the program
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The program must also address maintenance actions being performed on noncritical items which are in the
same area as the critical items. These instructions are necessary to ensure that personnel do not
inadvertently compromise the protection measures of the critical functions. The program must aiso inciude
procedures addressing modifications to the aircraft. The modifications could involve either new or existing
suDsyStems which perform criticai functions. T‘ney could also involve modifications to the aircraft structure
or sub T o .
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Or subsystem components, such as
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REQUIREMENT LESSONS LEARNED (4.11)

Many times in the past, EME protection has been installed without sufficient thought being given to
maintenance and repair. It is often very difficult to access protection measures to determine if they are-still
effective. By considering the problem of access and test during design, it can be relatively simple to provide

protecuon measures which will aliow maintenance checks to be made while mlﬁuruzmg any negat ive uni.‘l cs
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to the design. Also, design techniques oriented toward better maintenance access can provide capability for
assalicss nmevten]l Alhansleo B Talel a ey o ] m ”
quality control checks during assembly, benefitting both the airframe manufacturer and user

“Don’t design it if it can’'t be repaired.” Protection must be designed so as to be easily repairable. The
protection system and any repair details must be documented in the applicable technical orders. For
example, if lightning diverter strips or buttons are used on radomes, 'the maintenance information must
reflect any precautionsisuch as not painting. If fuel tank skins should not be painted to prevent puncture by
hghtmng, this mformation must be documemed thh rationale.

Some ke

Viitw

graphs below.
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!
deration are addressed in.the para

Access doors made of composite materials which are an element of the shielding for a volume are generally
designed to be bonded electrically to the airframe of the airplane. If door spring fingers are employed, they
must be kept clean, kept free from damage and aligned at all.times. Good contact between the door frame
around the access door and the spring fingers is critical for maintaining shielding integrity. The bonding area
must be inspected to ensure that the bonding effectiveness has not been degraded by dirt, corrosion, seaiant
and paint overruns, damage, or misalignment.

w
P



Downloaded from http://www.everyspec.com

MIL-STD-1818A

APPENDIX

AT T LINIILG

ns using wire mesh have been used to shieid openings in structure. These screens need to be treated in

Proper electrical bonding of electrical and electronic enclosures to system structure is often essential for
proper operation in the various electromagnetic environments. Surfaces on the enclosures and structure
must be kept clean to maintain proper bonding. An example of bonding design is the contact between the
back of an enclosure and the finger washers in the rear wall of the avionics rack. Other electrical bonds
which require attention may be in the form of flat bands or braids across shock mounts or structural
members.

It the original design concept. For example, when
damaged cables are repaired shleld termination techniques established for the design must be observed.

5.11 Life cycle. System design features unplemented for EME protection shall be inspected for compliance
- with life cycle requirements for maintenance, repair, and surveillance capability. Demonstrations of
maintainability, accessibility, and testability and the ability to detect degradations shall be performed.
Maintenance and surveillance methodology and tools shall be identified in the EMEVR and appropriate
maintenance publications.

VERIFICATION RATIONALE (5.11)

Compliance with lifecycle requirements must be verified to insure that electromagnetic effects protection
can be maintained and does not degrade with time.

VERIFICATION GUIDANCE (5.11)

Some electromagnetic effects protection measures—such as electrical contact of critical components and
electromagnetic shielding effectiveness—cannot be maintained by visual mspecuons alone. Hardness
surveillance testing will often be necessary.

need to be defined The user will probably need to adjust the maintenance intervals after attaining
experience with the degradauon mechanisms. Built-in test equipment, tes1 ports, resistance measurements,

i irta ot or evaluation PRIR
means available for use in Lhe periodic surveillance of system integrity. For evaluation of possible
degradation, a baseline of the system as delivered to the user is necessary.

1
,def‘-&ng appropriate requu—emems for various protecnon measures in a manner wmch can be effectively
verified at the syste m level and evaluated during mamtenance iskeytoas uccessful lifecycle program. These
t sures requiring evaluation. Otherwise the
In some cases, other sysiem design
ad>

....... A

=

considerations m

LAl L= B. 1010 ) | 422,

test tabs or speci
~ disassembly.

3] eatures in the design (suc
to be made without time-consuming

~
=

Most shielded cable failures occur at the connector and a resistance meter capable of measuring milliohms is
usually sufﬁcient for locating these failures Testing on several aircraft has shown that holes or small defects

ettecuveness to be degxaded.
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Cabie shield testers are available for more thorough evaluation of shield or conduit performance. A current
driver is easily installed on the outside of the cable; however, a voltage measurement on wires internal to the
shield requires access to these wires. If an electrical connector is sufficiently accessible, the voltage
measurement is straightforward. In some cases, cables ithout the use of connectors

and access is not readily avail A possible solution is to include a pick_-of wire attached to one of the
wires within the bundle which is routed to a connector block accessible to technicians.

An aperture tester can be used to monitor the integrity of RF gaskets and screens protecting apertures on the
system. An existing tester uses a stripline on the outside of the system structure to drive a current across the
aperture and the voltage developed across the aperture within the structure is measured. The installation of
the stripline has not been difficult; however, paint and nonconductive materials on the inside of structure
have hampered the ability to measure induced voltages across doors and window frames. Test tabs or jacks
would have greatly simplified the measurement. ’

ployment can help in refining maintenance
ast degradation develops.

Life cycle considerations must include the fact that systems are often modified soon after they are fielded
and frequently throughout their life. Sometimes the modxﬁcauons are small and can be qualified with a
limited effort. Often there are major changes to system structure as well as to the electronics. The addition of
major new subsystems can introduce new points of entry for electromagnetic energy into protected areas,
and a major requalification of the system may be necessary. Also, if enough small modifications are made

over a period of time, the hardness of the system may be in doubt and requalification should be considered.

4.12 External grounds. Grounding jacks shall be installed on aircraft to pérmit connection of grounding
cables for fueling, weapons handling, and other servicing operations. MS90298 or equivalent flush-mounted
jacks shall be used and shall be installed to comply with MS33645. A jack is required at each gravity fuel
inlet for fuel nozzle grounding. A minimum of two additional jacks for utility and helicopter aircraft and four
for other aircraft types shall be provided for general servicing. For aircraft which carry weapons, additional

jacks shall be located for convenience in handling ordnance.

REQUIREMENT RATIONALE (4.12)

Mot Aienn ~f A Ate wra ~ Pt 1

Grounding of an air vehicle to earth and to servicing equipment is essential to prevent safety hazards from
electrostatic charging effects. The "cundmg provisions provide paths for equalization of voltage potentials
b tween varicus po'.ms Crrou.n.d..-n c..s mu. be !ocatcdat a sufficient number of locations to provide ease

It is well established that sparks due to voltage potential dxfferences between aircraft and servicing
equipment can be sufficient to ignite fuel vapors. The motion of fuel during refueling operations is a large
contributor to static charging. There is also a concern to prevent electrostatic discharge during ordnance
handling. Electroexplosive devices used in ordnance are potentially susceptible to inadvertent ignition from
static discharge. "

REQUIREMENT GUIDANCE (4.12)
Air Force Technical Order 00-25-172 provides requirements for grounding of aircraft during servicing.

MS90298 and MS33645 are implementing documents for NATO and ASCC international agreements.
They allow for correct mating and 1denuﬁcation marking so that hardware used by allied countries will be
interoperable.
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LCIC CXents 10 reducde slalic charge cuunCup cunng nangung. (agse InCiude muniiong-to-containes,
container-ta-ground, munitions (not in containers)-to-ground, ~

REQUIREMENT LESSONS LEARNED (4.12)

Aircraft fuel fires have been attributed to electrostatic discharge. Precisely demonstrating that an
electrostatic discharge caused a mishap is usually not possible due to difficulty in reproducing conditions that
were present.

A roanaur haned aanahiidad that a micham with a ;miccila wwne diia ta inadvamant jamitine ~AF tha rasnlrad
A 1eview vuailud UUII\-I“‘\JCU qmt a liap iU a 1UIOUG 4d UUT WU uiguveilcin AUBUIUIL UL WIS IVLAGL
nraonallant am alartrnctatic diccharaa Thie innidant asmirrad unth tha nranallant itecalf and nnat unth tha
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electroexplosive device.

4.12.1 Grounding jack installation. The grounding jacks shall be attached to structure so that the
resistance between the mating plug and structure shall be no greater than 1.0 ohm (DC).

REQUIREMENT RATIONALE (4.12.1)

Clanteianl sacictaman | RSy ehin mmcmcciem i 2 a b me ] bl b abcims senaimd e cmtmalloid e i thns e
iicLuival lCDwallLC UCLWECI LWIT RIVUIIUNY jJdLA dllU VEILCIC BUUCLUIC [THUSNL DT CULIUUUCU LV CIDUWT Ulal all
adaniate rannasrtinn ic nracant ta Aiccinata etatin
autyuait LUSLUUN w6 pitoliil WU Widsipal Swaul

Relatively poor electrical connections are adequate to dissipate static. However, controls must be imposed

which indicate that a reasonable metal-to-metal connection is present. It is not difficult to obtain 2.5
milliohms in a new installation. Allowing values greater than 1.0 ohm could result in questionable or erratic ~
connections being considered adequate.

aircraft structure due to corrosion. It is important that corrosion control measures b implemented at the
time of installation.

Grounding jacks on aircraft in the field hgvg been found to be electrically open-circuited with respect to the

4.122 External grounds for servicing equipment. Each item of servicing equipment or aerospace ground
equipment shall have a grounding wire suitable for connection to an earth ground rod. In addition, all
servicing equipment that handles flammables, explosives, oxygen, or other potentially hazardous materials
shall have a permanent bonding cabie attached for connection to the aircraft. The bonding and grounding
cables shall use a plug complying with MS25384 for the connection to the aircraft and an approved fitting for
conneciion o the ground rod.

Proper grounding provisions are essential for safety.

REQUIREMENT GUIDANCE (4.12.2)

Earth grounding of servicing equipment is necessary to prevent shock hazards due to electrical faults in the
equipment. Connection to the aircraft in the presence of potentially hazardous materiais is necessary to
prevent potental probiems due to eiectrostatic discharges between servicing equipment hardware and Y,

g
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aircraft structure. MS25384 piugs are mechanicaily compatibie wit
above for instaiiation on the aircraft. These plugs are als
meeting NATO and ASCC standardization agreements.
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REQUIREMENT LESSONS LEARNED (4.12.2)

~a avaaelN 2 < 4 LN (2. 14

The need for proper grounding is well established. See lessons learned for 4.12.

4.12.3 External grounds for maintenance in repair facilities. Each equipment item, when removed
from its primary structure (line replaceable units for aircraft, support eqmpment, or ground systems) fi
maintenance shall have provisions for connecting grounding wire between its chassis, transporting fi
protective enclosure (packaging) and the facility ground.

Proper grounding provisions are essential for safety.

REQUIREMENT GUIDANCE (4.12.3)

Earth grounding of equipment being tested with associated servicing or support equipment is necessary to
prevem shock hazards due to electrical faults or electrostatic charge buildup in the equipment. This
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The need for proper grounding is well established.

5.12 External grounds for aircraft. Proper placement and marking of external ground provisions for
system shall be verified by inspection. Compliance with bonding requirements shall be verified by test.

To ensure safety, proper use and installation of external grounds for aircraft must be verified.

VERIFICATION GUIDANCE (5.12)

Proper bonding can be verified with an ochmmeter.

Installation practices should be reviewed to ensure that corrosion protection is included.
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