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mL-S’m-1818A

FOREWORD

1. This Military standard is approved for U= wim the Department of the Air Force and is available for
use by all Depamnents and Agencies of the Department of Defense i

2. Comments and data which may be of use in improving this document should be addressed
to: ASC/ENOSD, 2664 Skyline Drive, Bldg. 126, Wright-Patterson AFB OH 45433-7800 by using the
Standardization Document Improvement proposal (DD Form 1426) appearing at the end of this document
or by letter.

FOREWORD TO THE “A” REVISION

This revision reflects the addition of an Army cw~an and drops “ (USAF)” from the document number.
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MIL-STD-1818A

1. SCOPE

1.1 Pu~ose, This standard establishes requirements, verification criteria, and contractor tasks for elec-
tromagnetic effects prot~ction of airborne, ~ound, and support systems. These effects include electromag-
netic compatibilityy, electromagnetic interference, tightning. static electricity)’) radio frequencY”comPatib~tY~
electromagnetic pulse, electrical bonding, and grounding.

1.2 Application. This standard is applicable for complete systems both new and modified, and is mandatory
for use by the Department of the Air Force. .

1.3 Use, This standard is prinmiiy intended for use on airborne platforms. It can, however, with tailoring of
specific design requirements and verifkation approaches be made applicable to any type of system. This docu-
ment replaces MIL-E4051 and MIL-B-5087 for Air Force use.

This standard is in two parx the main body and a handbook portion. The main body of the standard specifies a
baseline set of requirements. The handbook portion provides rationale, guidance, and lessons learned for each
requirement which allows the procuring activity to effectively tailor the baseline requirements for a particular
application.

1.4 Deviation. Deviations from this standard that will improve ~em performance or reduce development or
life cycle custs shall be brought to the attention of the procuring activity. The procuring activity shall be advised
when the requirements of this standard result in compromises in operational capabilities.

‘L/

. .. . . . .. .. . ------- --- --,----.-------—------- ---------- -------------------------- ----- ------ . .... .. .- ______-------- ------- .~
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APPLICABLE DOCUMENTS

2.1 Government documents

2.1.1 Specifications, standards, and handbooks. The folloying specifications: ,standards, and hand-
books form a part of this document to the extent specified herein. Unless otherwise, specified, the issues of
these documents are those listed in the issue of the Department of Defense Xn,@x of Specifications and
Standards (DoDISS) and supplement thereto, cited in the solicitation (see 6.2). ,

STANDARDS

Military

MIL-STD-461 Electromagnetic Emission and Susceptibility Requirements for
the Control of Electromagnetic Interference

MIL-STD-462 Electromagnetic Emissions and Susceptibility, Test Methods for

MIL-STD-1512 Ekxtroexplosive Subsyste~ Electrically Initiate@ Design Re-
quirements and Test Methods

MIL-STD-17S7 Lightning Qualifkation T&t TMm.iques for Aerospace Vehicles
and Hardware

MTL-STD-1795 Lightning Protection of AerospaceVehicles and Hardware

DOD-STD-2169 High Altitude Ehxtromagnetic Pulse Environment

(Copies of DOD-STD-2 169 maybe requested by sending a DD Form 1425 to the Commander, Field
Command, Defense Nuclear Agency, ATK’N: FCLMC, Kirtland AFB, NM 87115 -5000.)

MS25384 Electrostatic Discharge Jumper, Fuel Nozzle-to-Aircraft

MS33M5 Receptacle, Grounding, Installation of

MS90298 Connector, Receptacle, Electric Grounding

(Unless otherwise indicated, copies of federal and military specifications, standards, and handbooks are
available from the Standardization Documents Order Desk, Building 4D, 700 Robbins Avenue, Philadel-
phia, PA 19111 -5094.)

2.1.2 Other Government documen~, drawings, and publications, The following other Government
documents, drawings, and publications form a part of this document to the extent specified herein. Unless
othenvise specified, the issues are those cited in the solicitation.

Air Force Occupational Safety and Health (AFOSH)

AFOSH Standard 127-38 Hydrocarbon Fuels - Genetal

AFOSH Standard 161-9 Exposure to Radio Frequenq Radiation

(Copies of AFOSH Standards are available from the Air Force Publications Distribution Center, 2800
Eastern Boulevard, Baltimore, MD 21220; phone (301) 962-7252/AV 723-1463.)

2.2 Order of precedence. In the event of a conflict between the text of this document and the references
cited herein, the text of this document takes precedence. Nothing in this document,
applicable laws and regulations unless a specific exemption has been obtained,

2
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3, DEFINITIONS {
/.

3.1 Bond. Any freed union existing between two objects that~e@t$ m electrical conductivity between the two
objects. Such union occurs ei~er from physical contact between ~n@cting surfaces of the objects or from the
addition of a firm electrical comection between them. <“

i
3.2 Contractor, associate. Any contractor subordinate to th,e prin$e contractor. Included under this heading
are sutxontracto~ Group B contracto~ vendo~ and suppliers ~ {

.:..
3.3 Contractor, prime. The contractor with responsibi.lityfor deaig&n~ integrating, and producing the overall

< system. Included under this heading are integrating contracto~ airfrt@e mntxacto~ and Group A cmntractcm

i3.4 Electroexplosive device (EED). Any electridly ini@at@’&&$ve device within an ehxtroexphive sub-
system which has an explosive or pyrotechnic output and which is ac&ted by the fmt element (initiator) of a

{. pyrotechnic or explosive train. $
;

3.5 Electroexplosive subsystem. All components of a subsystem r&@red to actuate, control, and monitor an
electrically initiated ordnanc.dpyotechnic function.

3.6 Electromagnetic environment. The totality of electromagnetic phenomena existing at a given location.

3.7 Electromagnetic interference (EMI), Any electromagnetic disturbance, whether intentional or no~ which
interrupt$ obstruc@ or otherwise degrades or limits the effective performance of ehxtronic/electncal equip-
ment.

3.8 Electromagnetic compatibility (EMC). The capability of electrical and electronic systems equiprnent$
and devices to operate in their intended electromagnetic environment within a defined margin of safety and at
design levels of performance without suffering or causing degradation as a result of electromagnetic interfer-
ence.

3.9 Electromagnetic pulse (EMP). A wide-bandwidth transient electromagnetic field caused by a nuclear
event.

3.10 Grounding. The bonding of an equipment case, frame, or chassis to an object or vehicle structure to
ensure a common potential. The connection of an electric circuit or equipment to earth or to some conducting
body of relatively large extent which seines in plarx of earth.

3.11 High power microwave (HPM). An offensive RF weapon designed to upset or damage systems.

3.12 Lightning direct effects. Any physical damage to the system structure and electrical/electronic*equip-
ment due to the direct attachment of the lightning channel. These effects include te@g, bending, burning,
vaporization, or blasting of hardware.

3.13 Lightning indirect effects. Electrical transients induced by lightning in electrical circuits due to coupling
of electromagnetic fields.

3.14 Margins. The difference between the su@tem/equiprnent design level and the subsystemhxpipment
stress level.

3.15 Radio frequen~ (RF) compatibility. The ability of the various antenna-connected RF receiver and
transmitter subsystems contained within a system to function properly without performance de@datiofi caused
by antenna-to-antenna coupling between any two sub~stems.

3
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3.16 Static electricity. The stationary electrical charge produced and accumulated or stored on the surface of
materials due to tribe-electric action (charge generation by fiictio~ such as airflow, or by adhesive forces during
separation), particle impingement, or ehxtromagnetic field inducement.

3.17 Subsystem/equipment. Any electrical, electronic or electromdanicd device or collection of items
intended to operate as an individual unit and performing a specifiic set of functions.

3.18 System. Ammposite of equipment, su~tew - and techniques capable of performing or support-
ing an operational role. A complete system includes related facihtie$ equipmen~ sti~te~ materiak$ sefices,
and persomel required for its operation to the degree that it can be considered s&lf-suffkient within its opera-
tional or support environment.

3.19 Ttiloring. 7hiloring is the process bywhich the requirements of a standard are adapted (that & modifi@
deleted, or supplemented) to the cha.racteristies or operational requirements of the item under development.
The tailoring process does not constitute a waiver or deviation.

“J’
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4. REQUIREMENTS

4.1 Genend. l%e @em sl@l btdesig&d to achieve electromagnetic compatibility among all st@ntems and
equipments within the system and with the external electromagnetic environment.

.
4.1.1 System Electromagnetic Effects program, The prime contractor shall establish an overall integmted
Electromagnetic Effects Program (EMEP) for the system. The program shall be structured to ensure that all the
requirements of this standard are tri%ttid ‘in a u&kd fastion resulting in a single integrated design approach.
The ovem.1.Iprogram shall include the necessay ales@ planning, technical crite~ and management umtrols
needed to achieve overall ele@romagnetic compatibility and to verify that thed&ign requirements spxifkd
herein are met. The program shall be based on the requirements in this stan- the statement of wor~ system
specification, and other applicable contract documents. The prime cxmtractor shall direct each associate contrac-,.
tor to estabiish the technical effort and neuxsary management and controls to accomplish their inditidti parts
of the overall EMEI?

4.1.1.1 Electromagnetic Effects Control Procedure. The det@s of the EMEP s&#lbe included in the system
Electromagnetic Effects Control Procedure (EMECP). The control procedure shall be prepared and submitted
in acmrdance with the requirements of the contract. The umtrol procedure shall be updated during the contract
to reflect the evolution of the design (See 6.2).

4.1.1.2 Electromagnetic Compatibility Advisory Board (EMCAB). An electromagnetic compatibility adviso-
ty board shall be established to monitor the system EME~ to provide means of expediting solutions of problern$
and to establish high-level channels of coordination. The details of operation and proposed charter for the board
shall be included in the system EMECP. Members of the board will include the prime contractor, invited asso-
ciated contractors, and the Government project offices that are involved. The procuring activity may waive this
requirement for systems that do not involve a suffkient number of participating organizations to justify such a
board.

u’ 4.1.2 Criticality categories. The prime contractor shall establish the criticality categories for all subsystem
equipments using the following definitions. EMC categories are defined based upon the criticality of the function
in the overall performance of the system.

a. Safety Critical (Category 1)–EMC problems that could result in loss of life or loss of vehicle.

b. Mission Critical (Category 11)–EMC problems that could result in nonfatal injury, damage to
vehicle, mission abort or delay, or reduction in system effectiveness that would endanger the success of the
mission.

c. Noncritical (Catego~ 111)–EMC problems ‘that could result only in annoyance, minor discomfofi,
or loss of performance’ tiat does not reduce desired system effectiveness.

q 4.1.3 Mar@s. Margins shdll W included in the design process to account for variability in ~ern hardware
and for uncertainties involvkd ‘ti verifhtiori of system-level de&n requirements. Margins of at least 20 dB for
explosive circuits and 6 dB for sdfe~’ dritical @ems for aircraft are required.‘,,;“.’ I 1:

4.2 Intraosystern electromagnetic compatibility (EMC). Ea~ subsystem and equipment shall operate without
performance degradation during amurrent operation of any combination of the rema.inin g st@stems and
equipment, subject to mission requirements.

;,1 ‘“’11! ~
4.3 Electromagnetic interferxmce A. ,iEl~~gnetic &aracteristics of individual electricaUelectronic
equipments shall be controlled to the extent necessary to ensure electromagnetic compatibility with the @em
and with the external environments. S@ic requirements and test methods for eac$ p<-temlequiprnent item

U
shall be in accordance with MIL-~#61 and MIL-STIM62. These requirements shall be tailored with the
approval of the procuring activity to meet the specific needs of the system.

5
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4.4 External RF environment. The system shall operate without performance degradation due to the electro-
magnetic environment produced by RF sources not pqt of and CX@d to thel~st~rn. The prime contractor shall
determine the environment tied on intended operat$ma.1 missions and ob@n,pr&xwing activity approval. The
RF environment included in table I is derived from axnmercia.1 airline missions and shall be used as a baseline for
aircraft.

TABLE 1. External RF environment.

FREQUENCY ENVIRONMENT
(Hz) (V/m)

Peak Average
Iok-look 50 50

b I
1Ook+ook 60 60

50W-2M 75 75

2M-30M
I 1

3OM-1OOM I 30 30 1

1OOM-2OOM 150 30

200M-400M 70 70

400M-7ooM 1500 750

7OOM-1OOOM 1700 170

1G-2G 1000

2G-4G 6700 850

4G-6G 300

6G-8G 3600 670

8G-12G 3500 1270

12G-18G 3m 360

18G-40G 2100 750

4.5 Radio frequency (RF) compatibility. The system shall exhibit RF compatibility among all antennaan-
nected subsystems and equipment, subjm to mission requirements. Th.is requirement is also applicable between
like platforms, such as aircraft formation flying, shelter-to-shelter ground systems, etc.

4,6 Lightning. The ~tem shall be protected against both the direct and in@ect effects of lightning such that
the mission can be completed after exposWe to the l,i@tning environment. For aircraft, the requirements for
protection, the procedures to be used in developing a lightning protection program, and the, indirect effects
environment for analysis purposes are defined in MIL+TD-1795. The direct effects threat for aircraft is defined
in MIL-STD- 17S7. Facilities and mobile shelters shall include lightning protection provisions/devices to protect
the facility and internal equipment against the lightning transients.

4.7 Electromagnetic pulse (EMP). The system shall be fully capable of completing its required missions when
subjected to the EMP environments described in DOD-SITl-2M9.

4.8 Electrostatic charge control. The system shall control and dissipate the buil’d-up of electrostatic charges
to the ehent necessary to protect persomel from shock hazards, to avoid fuel ignition hazards, and to prevent ~
performance degradation or damage to electronics.
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4.9 Ekctrkalbonding. Eketrialbondingmeas umsshall beimple mentedform= gementofel~da -
rent paths and control of voltage potentials to ensure required system performanm and to protect personnel.
Bonding provisions shall be compatible with other requirements imposed on the system for arrosion control.

4.9.1 RF potentials. All electronic and electrical items which have the capability of producing, radiating or
responding to electromagnetic energy shall be bonded to the ground su@stern with a resistance of 25 mill.iohms
(DC) or less for metallic interfaces. For composite materials bonding shall be accomplished at impedance levels
consistent with the materials in use.

4.9.2 Power current return paths. Bonding provisions shall be provided for current return paths for the
electrical power sources such that total voltage drops between the point of regulation for the power @em and
the electrical loads are within the tolerances of the applicable power quality standard. For locations prone to fuel
or f~e hazar@ voltage drops across equiprnent-@structure interfaces under available fault current conditions
shall not exceed 0.074 voltfA

4.9.3 Shock hazsrd. lb prevent shock hazards to personnel, all exposed electrically conductive items shall be
bonded as necesary to limit voltages to less than 30 volts between the item and the ground s-em.

4.10 Radiation hauuds. ,~~e sy$em. shall ,be designed w @t personnel, fuel$, and el~roexplosive devices
(EEDs) are not exposed to unsafe levels of electromagnetic radiation and so that missions can be wmpleted in a
safe manner. The prime contractor is responsible for the overail design, planning, managemen~ and demonstra-
tion of the system to ensure safety in these areas.

4.10.1 Personnel hazards. The Wtem shall be designed so that personnel are not exposed to RF levels
exceeding the permissible exposure limits (PELS) of AFOSH Standard 161-9.

4.10,2 Fuel hazards. The system shall include provisions such that the fuel hazard criteria of AFOSH Stand-
ard 127-38 are met during fuel operations.

4.10.3 Electroerplosive subsystems. The system shall protect electroexplosive subsystems from inadvertent
operation under all electromagnetic environmental conditions spedki in this standard. Electroexplosive de-
vices (EEDs) shall have a minimum no-fwe characteristic of 1 ampere/1 watt and shall not initiate when a
500-picofarad capacitor charged to 25 kilovolts (electrostatic discharge) is applied through a 5-kiloh.m resistor in
both pin-to-pin and pin-to-case modes.

4.11 Life cycle. The EME protection design shall include full consideration of l.ife-~cle aspects of the protec-
tion (e.g., identification of hardening elements and process% repair, rnaintenan~ integrity verifkation and
inspection requirements). EME protection measures and techniques shail be designed to retain their effective-
ness throughout the life of the ~em and its support subsystems. System protection shall include, but not be
limited to, the following Megcle considerat.imw

a. Maintenance. Protection designs shall either be accessible and maintainable or shall be designed to
stwive the design lifetime of the system without mandatory maintenance or inspection. Bonding,
shielding, or other protection devices which can be discomected, unplugged, or otherwise deactivated
during maintenance shall be addressed in maintenance documentation, including required actions to
restore their effectiveness.

b. Repair. Protection design measures shall be repairable or replaceable without degradation of the
initial level of protection.

L.=’

c. Surveillance. A program shall be established to ensure that the protection measures incorporated
in the system design are not degraded with time or use. The system shall be designed such that the
electromagnetic design features that require suei.llance are accessible and can be tested or inspected as

needed.
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4.12 ExtetIwIgrouds. Gm~@g,~M kW@on9}, @~~tmm@n,of,~omtig
qables for fuelin~ wqons h+dljng, and other sewicing operations MS9@8qr equivalent flush-rnop.nted jacks
shall be used and shall be in+&d to comp[y with MS33645. A jack is rcx&ired at each gravi~ fuel inlet for fuel
nozzle grounding. A minimum of two additional jacks for utility and helicopter aircraft and four for other aircraft
types shall be provided for gened servicing. Foraimaft which any weapon% additional jacks shallbe located for
umvenience in handling ordnance.

4.12.1 Grounding jack installation. The grounding jacks shall be attached to structure so that the resistance
between the mating plug and structure shall be no greater than 1.0 ohm (DC).

4.12,2 External grounds for serwicing equipment. Each item of semi~g quipment and support equipment
shall have a grounding wire suitable for cQMection to an earth ground rod., In addition, all senking equipment
that handles flammabl~ explosiv~ oxygc~ or other potentially haz@p~ materials shall have a permanent
bonding cable attached for connection to the aircraft. The bonding and grounding cables shall use a plug COIIIpl’Y-
ing with MS25384 for the umrmction to the aircraft and an approved fitting for connection to the ground rod.

4.12.3 External grounds for maintenance in repair facilities. Each equipment item, when removed
from its primary structure (line replaceable units for aircraft, support equipment, or ground systems) for
maintenance shall have proti”sions for connecting grounding wire between its chassis, transporting fhum of
, protective enclosure (packaging) and the facility ground.

.

8
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5. VERIFICATIONS

5.1 Genemd. The prime contractor shall have overall responsibility for ve@ing that all design requirements
of this standard have been met. Specific tasks may be delegated to the associate contractors by the prime as
necessaq. Verifkat.ion shall be accomplished by qualibtion t- _ and inspedo~ as appropriate, and
subject to the approval of the procuring activity.

5. L 1 Electromagnetic Effects Wification Procedures (EMEVP). The prime contractor shall prepare an
Electromagnetic Effects Verifbtion Procedures (EMEVP) document (See 6.2). The EM.EVP shall specify the
detailed methodology to be employed for verifying each electromagnetic effects requirement as well as the
sucess criteria for each subsystem and equipment. Rocuring activity approval of the EMEVP shall precede the
start of qualification testing.

S. 1.2 Ekclrotnagnetie Effects %Mfhtion Repoti (EMEVR). The prime contractor shall prepare an Electro-
magnetic Effects Verifkation Report (See 6.2). The EMEVR shall provide documentation demonstrating that
each requirement of this standard has been met

5.1.3 Mq@ns. Margins shall be veri.fkd for all electromagnetic environmental stresses.

5.2 ‘Intra-system electromagnetic compatibility (EMC). The prime contractor shall verify by ~em-level t=
supplemented by any necessa&’ani@sis that all subsystems and equ@ment are electromagnetically compatible.
‘me testing shall be perforn&d o~ a productionamfigured system. The verification shall include testing and
analysis to demonstrate that antenna-conn@ted receivers are not degraded across their entire operating fre-
quency range. For aircraf~ sufficient intra-systern EMC testing shall be accomplished prior to fii flight to
ensure that the vel+le is tie to fly.,.(
5.3 IE1echmagm tic interfenn~(EMl). Subsystems and equipment shall be tested using methods which are

k
consistent with the individtqtl inqxxwd design requirement. Compliance with MIL-SI’D461 requirements shall
be demonstrated using the test methods of MIJXID462 EMI testing shall be completed prior to the perform-
ance of any formal qualifkation tests at the ~tem level (intra-~em electromagnetic compatibility, external RF
environmen~ lightning, and el&tromagnetiG pulse). Existing subrytem and equipment testing results maybe
submitted to the procurin g activity for consideration of verification applicability.

S. 4 External RF environment. The electromagnetic compatibility of the ~tem with the externaI RF environm-
ent shall be veri.fkd by a combination of system-level and sub~stem/equipment-level testing and any necessaq
analysis. Uniform illumination of the entire system at full threat is preferred. However, other approaches-such
as lower level illumination with cable current monitoring together with full threat cable drives-are acceptabi~
subject to procuring activity approval.

5.5 RF compatibility. The overall system RF compatibility shall be verified by system-level test. Anten-
na-twmten.na coupling analysis and RF equipment-level testing shall be accomplished prior to system-level test.

5.6 Lightning. Lightning protection for both direct and indirect effects shall be verifkd in accordance with
MIL-ST’D-1795.

5.7 Electromagnetic pulse (’EMP). Compliance with EMP requirements shall be verified by a combination of
system-level and su@sternhx@pment-level testing and analysis.

5.8 Electrostatic charge control. Adequate control of electrostatic charging shall be verifkd by test, analys@
or inspection as appropriate and as approved by the procuring activity.

5.9 Electrical bonding. Compliance with electrid bonding requirements sludl be verifkd by t- anal- or
inspection as appropriate for the particular bonding provision and as approved by the procuring activity. Compati-
bility with corrosion control t=hniques shall be verifkd by demonstration that manufacttig precesses Whifi

‘w’ address corrosion control have been implemented.

9
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5.9.1 RF potentials. Bonding for RF potentials shall be demonstrated by tests.

5.9.2 Power currvnt mtorn paths, Bonding for pver current return shall be demonstrated through analysis
of elect.rid cuxrent pat~ electrical cument leve~ and bonding impedance control levels.

5.9.3 Shock hazards. Bonding for shock hazard shall be verified through t- anal- and inspction as
appropriate for the particular appli~tion.

5.10 Rdiat.iom hazard safety. Safety with regard to RF effects on personne~ fuels operatio~ and the use of
EEDs shall be demonstrated by testing, analys@ and kpection as applicable and as approved by the procuring
activity.

5.10.1 Personnel hazards safety. Using the methods of measurement and calculation of AFOSH Standard
161-9, the prime contractor shall demonstrate that the system RF emitters will not affect the health and safety of
personnel during any phase of the system missions.

5.10.2 Fuels safety. The prime contractor shall demonstrate that the system is designed to preclude acciden-
tal ignition of fuels due to RF emissions.

5.1003 Ekc2roex@osive subsystems. The prime contmctor shall verify the pgot~fm of e@lrOq@osive
subsystems by demonstrating required margins during ~tem-level evaluations, (@t@-system electro~~etic
compatibility, external RF environment lightning, and electromagnetic pulse). Compliance of clectpxpl&ve
devices with no-fire and elearosta tic discharge requirements shall be in accordance with test methods 202 and
205 of MIL-STD-15~ respectively.

5.11 Life cyeIe. System design features implemented for EME protection shall be inspected for compliance
with life cycle requirements for maintenance, repair, and surveillance capability. Demonstrations ‘ofrnaintai.n-
%il.itY,accessibility, and testabdity and the ability to detect degradations shall be performed. Maintenance and
surveillance methodology and tools shall be identified in the EMEVR and approptite maintenance publications.

5.12 ExternaI grounds for drcraft. Proper placement and -g of @en@. ground provisions for the
system shall be verifkd by inspwtiom Compliance with bonding requirements shall be verifkd by test.

10
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6. NOTES

(This section contains information of a general or explanatory nature that may be helpful, but
is not mandatory. )

6.1 Intended use. This standard contains electromagnetic effects requirements for systems with emphasis
toward aircraft.

6.2 Issue of DODISS. When this standard is used in acquisition, the applicable issue of the DODKS
must be cited in the solicitation (see 2.1. 1).

6.3 Consideration of data requirements. The following data requirements should be considered when
* this standard is applied on a contract. The, applicable Data Item Descriptions (DID’s) should be reviewed in

conjunction with the specific acquisition to ensure that only essential dab are requested/provided and that
the DID’s are tailored to reflect the requirements of the specific acquisition. To ensure correct contractual
application of the data requirements, a Contract Data Requirements List (DD Form 1423) must be prepared
to obtain the data, except where DOD FAR Supplement 27.475-1 exempts the requirement for a DD Form
1423.

Reference DID DID Suggested
Paragraph Number Title Tailoring

4.1.1.1 DI-EMCS-8 1294 Electromagnetic Effects Control Procedure
(EMECP)

5.1.1 DI-EMCS-8 1295 Electromagnetic Effects Verification Proce-
dures (EMEVP)

5.1.2 DI-EMCS-8 1296 Electromagnetic Effects Verification Report
(EMEVR)

The above DID’s were those cleared as of the date of this standard. The current issue of DOD 5010. 12-L,
Acquisition Management Systems and Data Requirements Control List (AMSDL), must be researched to
ensure that only current, cleared DID’s are cited on the DD Form 1423.

6.4 International standardization agreements. Cextain provisions of this standard are the subject of
international standardization agreements NATO STANAG 3614 and NATO STANAG 3659. When change
notice, revision, or cancellation of this standard is proposed that will modify the international agreement
concerned, the preparing activity will take appropriate action through international standardization chan-
nels, including departmental standardization offices, to change the agreement or make other appropriate
accommodations.

6.5 Responsible engineering office. The office responsible for development and technical maintenance
* of this standard is ASC/ENAI, Wright-Patterson AFB OH 45433. Requests for additional information or
* assistance on this standard can be obtained from John C. Zentner, ASC/ENAI, Bldg. 20 Suite 2,
* 2450 D Street, Wright-Patterson AFB OH 45433-7630; DSN 785-2789, Commercial (513) 255-2789.

Any information obtained relating to Government contracts must be obtained through contracting officers.
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6.6 Subject term (key word) listing.

EMC

EMI

EMP

Lightning

RF compatibility

System safety

6.7 Changes from previous issue. The margins of this standard are marked with asterisks to indicate
where changes (additions, modifications, corrections, deletions) from the previous issue were made. This
was done as a convenience only and the @vernment assumes no liability whatsoever for any inaccuracies in

1!

these notations. Bidders and contractors are cautioned to evaluate the requ~ementsof this document based
on the entire content irrespective of the marginal notations and relationship to the last previous issue.

“u
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APPENDIX

HANDBOOKS

MIL-HDBK-235 Electromagnetic (Radiated) Environment Considerations for
Design and Procurement of Electrical and Electronic Equipmenq
Sub~erns and Systems

MIL-HDBK-237 Electromagnetic Compatibility Management Guide for Plat-
forms, Systems, and Equipment

MIL-HDBK-419 Grounding, Bonding, and Shielding for Electronic Equipments
and Facilities

(Unless otherwise indicated, copies of federal and military specifications, standards, and handbooks are
available from the Standardization Documents Order Desk, Building 4D, 700 Robbins Avenue,
Philadelphia, PA 19111 -5094.)

20.1.2 Other gove~ent documents, drawikg~ and publications.
documen~ drawing$ and publications form a““p& ‘of this standard to
otherwise specified, the iksues are those cited k~t/fie solicitation.

Air Force Systems Command

A.FSC DH 1-4 Electromagnetic Compatibility

The following other Government
the extent specifkd herein. Unless

u“ (Copies of AFSC Design Handbooks are available from ASC/ENOSD, 2664 Skyline Drive Bldg 126,
* Wright-Patterson AFB, OH 45433-7800, phone (513) 255-6295/DSN 785-6295.)

Federal Aviation Administmtion (FAA)

AC-2&53 Protection of Aircraft Fuel Systems Against Fuel Vapor Ignition
Due to Lightning

AC-20-136 Protection of Aircraft Electrical/Electronic Systems Against the
Indirect Effects of Lightning

DOT/F’CI’-89/2 Aircraft Lightning Handbook

DOT/FAA./~-86/4O Aircraft Electromagnetic Compatibility

Miiitary

AF-L-TR-78-56 , , Static Ele+city Hazar@s in Aircraft Fuel Systems

AFAPL-TR-78-89 Factors Affecting Electrostatic’Hazards

AFWL-TR-8$113‘ Guidelines for Reducing EMP Induced Stresses in Aircraft

‘L-’”
. . . . .. . . .. . . . ... . . . . .-
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APPENDIX

HANDBOOK

FOR USE IN TAILORING MIL-STD- 18 18A

L.../

10. GENERAL

10,1 Scope. This handbook provides background information for each requirement in the main body of the
standard. The information includes rationale for ach requirerncn~ guidance on applying the requiremen~ and
lessons learned related to the requiremen~ This information should help users understand the intent behind
each requirement and adapt them as nemsary for a particular application.

10.2 Structure. This handbook follows the same general format as the main body of the standard except that
the main heading and paragraphs unique to the handbook are numbered with an extra zero in the fmt portion of
the paragraph identtler (for ,-le: 10.2 ra@er than 1.2).:,Sectjon 20 cent.+ns all of ~ @formation in the main
body plus additio~ items found only in the handbook. M section 3Q the wording from the main body of the
standard is repeattxl with its main body paragraph number. lle rationale, guidance, and lessons karned
paragraphs then follow.

20. APPLICABLE DOCUMENTS

20.1 Government documents

20.1.1 Speafications, sta.nda~ and handbooks. The following spedfkations, standarc@ and handbooks
form a part of this d-ent to the extent specifial herein. Unl’eks otherwise @ecifkd, th’e issue’ of these <
documents are those listed in the issue of the Department of Defense Index of Speci.&ations and StandardS
(DoDISS) and supplement thereto, cited in the solicitation.

SPECIFICATIONS

Military

MIL-E-4158

STANDARDS

Military

MIIATD4S4

MKL-STB704

MIL-WD-1512

MIL-STD-1542

MIL-S’TD-1568

Electronic Equipment, Ground; General Requirements, for

Standard General Requirements for Electronic Equipment

Aircraft Electric Power Characteristics

Electroexpbsive Stilxyste~ Ekxtrically Initiat4 Design Re-
quirements and ‘I&t Methods

Electromagnetic Compatibility and Grounding Requirements
for Space System Facilities

Materials and Processes for Corrosion Prevention and Control in
Aerospace Weapon Systems
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Response of Airborne Electroexplosive Devices to Electromag-
netic Radiation (AD 912 599)

Ground Seticing of Aircraft and Static Grounding/Bonding

&ct.rpmagnetic Radi&n Hazards

(FAA publications and military technical reports are available from National Technical Information
Service (NTIS), 5285 Port Royal Road, Springfield, VA 22161 or the Defense Technical Information
Center (DTIC), Bldg. 5, Cameron Station, Alexandria, VA 22304-614S. Air Force Technical Orders are
available from Oklahoma City Air Logistics Center (OC-ALC/MMEDT), Tinker AFB, OK 731’45-5990.)

20.2 Non&ewemment publications. The following document(s) form a part of this standard to the extent
spedfkd herein. Unless othenuise specifi~ the issues of the documents which are DoD adopted shall be th-
listed in the issue of the DoIXSS specikd in the solicitation. The issues of documents which have not been
adopted shall be those in effect on the date of the cited DoDISS.

Radio Technical

DO-MO

Commission for Aeronautics

Environmental Conditions and Tmt Rocedures for Airborne
Equipment

(Application for copies of this standard should be addressed to the
Aeronautics, 1425 K Street NW, Washington DC 20005; phone (202)

National Fire Protection Association

National Fire Codes, Vol. 7

Radio Technical Commission for
682-0266.)

(Application for copies of the Code should be addressed to the National Fire Protection Association,
Batterymarch Park, Quincy, MA 02269 -9101.)

Society of Automotive Engineers, Inc.

AE4L-87-3 Protection of Aircraft Electrical/Electronic Systems Against the
Indirect Effects of Lightning

!
ARP 1972 Recommended Measurement Practices and Rocedu.res for EMC

Tk@ing

ARP 1870 Aerospace Systems Electrical Bonding and Grounding for Ekc-
trornagnetic Compatibility and Safety

ARP 4242 Electromagnetic ~ompatibility Control Requirements, Systems
. .

(Application for copies should be addressed to the Society of Automotive Engineers Inc., 400
Commonwealth Drive, Warrendale PA 15096; phone (412) 776-4841.)

. . . . . . . . . . . . . . .. . . . . . . . . . . . .. .. .. . . . . .. . .. .. . . . --- -. . .. .

“u’
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30, REQUIREMENTS AND VERIFICATIONS

In this section, each section 4 performance requirement is followed by its associated section 5 verification ‘~
requirement, T’his is done to remind the user that the two should be tailored as a pair.

4.1 Cene~. The system shall be designed to achieve electromagnetic compatibility among all subsystems
and equipments within the system and with the external electro-magnetic environment.

REQUIREMENT RATIONALE (4. 1)

Systems today are complex from a matenaIs usage and electronics standpoint. Many materials being used
are not metallic and have unique ‘electromagnetic properties which require, careful design consideration.
Flight criticai electronics on aircraft are now common. Wide use of high power RF transmitters, sensitive
receivers, other sen,som, and additional electronics creates a potential for ~roblems within tie system or
from external influences. The system must be designed to be compatible with itself, other systems, and the
external electromagnetic environment to ensure required performance and to prevent costly redesigns after
the fact for resolution of problems.

REQUIREMENT GUIDANCE (4. 1)

The system and all associated subsystems/equipment, both airborne and ground, need to be designed to
achieve system compatibility. Every effoxt needs to be made to meet these requirements during initial design
rather than on an after-the-fact basis. Since each system has its own unique requirements and
characteristics, general EMC design criteria documents may not be adequate. System and
subsystem/equipment control plans should be used to aid in management of progiams and to describe
requirement interpretation and specific design measures being implemented to meet requirements. The
other requirements of this standard address specific aspects of the electromagnetic effect+s control area.
Additional guidance on EMC can be found in MIL-HDBK-237 and SAE ARP 4242.

REQUIREMENT LESSONS LEARNED (4. 1)

Electromagnetic effects requirements have been fairly successful in preventing problems on previous
programs. Some of the problems which have occurred are discussed in subsequent lessons learned of this
standard. Evolving system designs regarding changing materials and increasing criticality of electronics
demand that effective electromagnetic effects controls be implemented.

5.1 General. The prime contractor shall have overall responsibility for verifying that all design
requirements of this standard have been met. Specific tasks may be delegated to the associate contractors by
the prime as necessary. Verification shall be accomplished by qualification tests, analyses, and inspections,
as appropriate, and subject to the approval of the procuring activity.

VERIFICATION RATIONALE (5. 1)

The prime contractor must be responsible for demonstrating that all requirements are satisfied.

VERIFICATION GUIDANCE (5. 1)

Associate contractors would typicaliy be assigned responsibility for demonstrating compliance with items
such as electromagnetic interference requirements on a subsystem or lightning certification of an airframe
component.

The selection of test, analysis, or inspection or some combination to demonstrate a particular requirement is
generally dependent on the degree of confidence in the results of the particular method, technical
appropriateness, associated costs, and availability of assets, Testing is usually the most expensive approach; w’
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however, it provides the highest confidence. Some of the requirements included in this standard speci~ the

‘w
method to be used. For example, verification of electromagnetic interference requirements must be
demonstrated by test. Analysis tools are not available which will produce credible results.

Analysis and testing often supplement each other. Prior to the availability of hardware, analysis will often&
the primary tool being used to en~e that the design incorporates adequate provisions. Testing may then be
oriented toward validating the akuracy and appropriateness of the models wed., If rn@el confidence is
high, testing may then be limited. For example, design of an aircraft for protection against EMP or the
indirect effects of lightning has to rely heavily on anal ys@.The extent of a full-scale EMP or lightning test on
the vehicle will depend on the confidence of the model and the criticality of aircraft functions.

VERIFICATION LESSONS LEARNED (5. 1)”

It is important that assets required for verification of electromagnetic effects requirements be identified early
in the program to ensure their availability when needed.

It is essential that the prime contractor provide qualified personnel to monitor associate contractor effo~,
paficularly iptitie electromagnetic interference area.

4.1.1 Systeri.i I&trom&netic Effeds Pro#am. The prime contractor shall establish an overall integrated
Electromagnetic Effec& I$ro@am (EMEP)’ ‘for the system, The pro&am shall be structured to ensure that all
the requirements of’ tk&’ standard are treated in a unified fashion resulting in a single integrated design
approach. The overail program shall include the necessary design, planning, technical criteria, and
management controls needed to achieve overall electromagnetic compatibility and to verify that the design
requirernenti ‘@cified herein are met. The program shall be based’ on the requirements in this specification,
the statement of work, system specification, and other applicable ‘contract documenh. Each associate
contractor involved shall establish the technical effort and necessary management and controls to

‘L-/ accomplish their individual parts of the overall EMEP.

REQUIREMENT IWTIONALE (4.1.1)

A structured program is required to effectively manage and implement electromagnetic effects protection.

REQUIREMENT GUIDANCE (4. 1.1)

Establishment of an overall integrated electromagnetic compatibility program for the system must be the
responsibility of the prime contractor. B,as,ed on system-level architec~e, he must allocate appropriate
hardening requirements between system design feawes and associate contractor supplied subsystems and
equipment. He must determine transfer functions from system-level entionments to stresses at the
subsystendequipment-level and impose appropriate electroma~etic interference controls. The prime
contractor must ensure that associate contractors establish suitable programs within their organizations.
AFSC Design:kIandbook (DH) 1-4 should be used as a general design guide. DOT/FAA/CT-86/40
provides additional g@ance based on commercial aircraft experience.

An EME prot~ct.ion ~[o’~am can be orga~zed into five activities::’ 1’
1. Establirh,the~qmal threaf,mjpyt@ againstwhich & qytem u quired to demonstrate compliance

of invnum”ly.The external EME environments to which the system should be designed and verifkd are defined in
other paragraphs of this standard. The spetilc EMP and lightning environments are defmd in this standard,
while a generic external environment is provided.

The generic external RF environment must be tailored by the contractor for his pa~icular system. The
generic environment is based on data base surveys and assessments of known emitters in the U. S., Canada,
and Western Europe for associated boundaries of commercial aircraft.

rk ~rmm- ---- I I
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2. Idcntifi the system dCCb’iCdkkt7WliC t?i@@mi??ttSp@wnh@Mio?M ?qui&$iiI --

@@ication of th e e @ m u l t hr e a t. Th e prime contractor must identify each electrkal on:IelectrOnic equipment
performing functions in each miticality category. Normally all Category I and II equipments must b protected
against all of the atemai threa&

3. Establish the intend EME awimnment for each immlied @uipmurt. AU of the external Eh4E
environments spedled ih this stziiidard @ result in an internal EM!E entionrnent imposed%pon installed
elec&mic/el- dqu@men& This intcr&d envimn.ment will be the result of many f&X&s such as structural
de- penetrahn of a@ures apd - and airuaft and cable resonan~ The i.hti~ EIME enkircmrnent
for each threat shotid be established by ar@$is/assessmcn~ simil@y to previously I&t&l ~e~ or testing.
The internal environment is usually expressed as the level of current ~ appearing at the interface to the
~@ment Orel~omagnetic field qmtiti=. These internal stresses are typidy associated with stan~
r~fiements ~ 1) for equipment. The prime contractor needs to trade off the penalties of @em or
interconnecting wiring protection with those of equipment hardening to establish the most effective
requirements for equipment from perfornuuu and cost standpoints.

4. Design the system and eguipnentpmtection The electricaUelectronic equ@ment is tien dksigned to
the internal EME env$onment dete~ed, @ thq above step. 1%$ equiprnen$ immu#k~ lev~~s,rn,+t be above the
inter@ entionments by necessary rnar~ accounting for criticality Of the equipgnt ~d.~ uncertainties in
verif@ion. Norn@y @ere are d-l Wd, te~ requirements in MIL-ST’l&161/462,a@i@le, for each of the
external EME envirompeq~ but they may need modification for the pa@cula.r system,a~lication. For example
the external lightning qwi.ronmentlmay result in internal environments above t@etransient suqzptibility level
specified in MIL-$WD+61. lfso, the prime contractor must tailor the limit for his particular ~stem or reduce the
internal environment to an acceptable level.

5. V?-fi the pmta”on adcgua.q. The system and equipment E~ prot~on d- is ,mbj,ect to
verifkation produres describd in the EMEVR Veri&ation of the adequacy of & protection design should be
shown by demonstrating that the actual leveis of the internal EME environments appearing at the equipment
interfaces and enclosures do not exceed the EME qualification test levels of the equipment for each environment
by required margins. All electronic and el&trk%l equipments must have ken qual.ifl~ to ~fieir afiropriate
spwifkation level. Systems-level testing is normally required to minhize the required-margin demonstration.
Analysis may be amptable under some condition however, the required margins will typically be larger.

These design and verification activities need to be documented in detail in the EMECP and EMEVP, as
applicable.

REQUIREMENT LESSONS LEARNED (4. 1.1)

It is important that all electromagnetic environments be treated in a single unified approach..{ Duplication of
efforts in different disciplines have occurred in the past. For example, hardening to electromagnetic pulse
and lightning-induced transients have been addressed independently rather than as a common threat with
different protection measures being implemented for each. This situation is apparendy’ due in part to
organizational structures at prime integrator facilities which place responsibility in difftirent offices for each
of the threats.

18
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4.1.1.1 EkctromagneticEf fectsCo atrolProcdure. The details of the EMECP shall be included in the

~, system Electromagnetic Effects Control Procedure (EMECP). The control procedure shall be prepared and
submitted in accordance with the requirements of the contract. The control procedure shall be updated
during the contract to reflect the evolution of the design. (See 6.2)

REQUIREMENT RATIONALE (4. 1.1. 1)

The EMECP is needed to provide design information for protection against electromagnetic effects. The
EMECP documentation also provides a means for reaching an agreed approach with the procuring activity
and associate contractors for protection measures and controls.

REQUIREMENT GUIDANCE (4. 1.1. 1)

The EMECP is a contract deliverable document tit will have to be updated periodically prior to final system
or subsystem delivery. Its essential function is to provide a forum for the contractor to communicate
information throughout the contractor’s organization as well as to the procuring activity and associate
contractors. Details on the required contents of the EMECP should be placed in Data Item
Description (DID) DI-EMCS-8 1294. If an EMCAB is established on a program, the official minutes of the
EMCAB may serve as a suitable substitute for updates to the EMECP.

REQUIREMENT LESSONS LEARNED (4. 1.1. 1)

A properly prepared EMECP reduces the likelihood of design surprises that result in incompatibilities. An
effective EME desi~ requires close cm@r@.ion @h all affected technologies early in the design phase for
reducing potential problems. For example, ppor cable installation could result in radiated emissions into the

u sensitive front end of communications receivers. Wire rerouting of individual cables may then become
necessary.

4.1.12 Electromagnetic Compatibility Advisory Board (ENKAB). An electromagnetic compatibility
advisory board shall be established to monitor thp system EMEP, to provide means of expediting solution of
problems, and to establish high-level channels of coordination. The details of operation and proposed
charter for the board shall be included in the system EMECP. Members of the board will include the prime
contractor, invited associated contractors, and the Government project offices that are involved. The
procuring activity may waive this requirement for systems that do not involve a sufficient number of
participating organizations to justify such a board.

REQUIREME~, WTIONALE (4. 1. 1.2)
1:1,;>

The EMCAB is a u$eful management tool ,ti~orrr$$b$~ng co~unica~ons among all relevant parties
involved in the system development. It provides ‘an appropriate forum for raising concerns or problems in
the EME area, for allowing discussion among members, and for promulgating proposed solutions.

REQUIREMENT GUIDANCE (4. 1. 1.2) “
,

‘,

The need for an EMCAB is dependent primarily @on the number of parties involved and the complexity of
the program. The number of associate con~a~t~rs with .s@nificant influence on system-level EMC must be,.
assessed. Also, the various military se~ces have differ&g levels of centralization. Some have specialists at
many different geographical locations while others are more centralized. Therefore, multi-setice programs
haye a s.tr.onger .nee.d. for .a.n .EM~A.B. -~~.req@rernent .to establish an. EMC.AB genera~Y. needs to ~

‘u specified in a Statement of Work type contractual document.
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REQUIREMENT LESSONS LEARNED (4, 1. 1.2)

Experience has shown that co-chairing of the EMCAB by the prime contractor and the procuring activity is W
effective.

4.14 Cntidity categories. The prime contractor shall establish the criticality categories for all
subsystems/equipmen~ using the following definitions. EMC categories are defined based upon the
criticality of the function in the overall performance of the system.

a. Safety Critical (Category 1)-EMC problems that could result in loss of life or loss of vehicle.

b. Mission Critical (Category H)-EMC problems that could result in nonfatal injury, darnage to
vehicle, mission abort or delay, or reduction in system effectiveness that would endanger the success of the
mission.

c. Noncritical (Category 111)—EMC problems that could result only in amoyance, minor discomfort,
or loss of performance that does not reduce desired system effectiveness.

REQUIREMENT IWTIONALE (4. 1.2)

EMC criticality categories are established based upon the impact of EMI problems with a particular
subsystendequipment on the overall performance of the system. They are necessary to aid in assessing which
areas need special emphasis and in dete rmining appropriate hardening and verification requirements.

REQUIREMENT GUIDANCE (4. 1.2)

Three categories are defined to assess the impact of EMI problems on system perfo~ce. Normally,
Category 1 effects are those that impact critical safety functions; Category 2 effec& are those that impact
mission completion, and Category 3 effects are those that are nuisance items. The criticalityy categories are
usually correlated with definitions established for safety, mission effectiveness assessments, or other ‘~’
purposes. Criticality categories depend on system configuration and mission requirements. Thus, subsystems
which are considered Category 1 in one system may fall within Category 2 in another.

REQUIREMENT LESSONS LEARNED (4. 1.2)

The EMC criticality categories assist the designer in ensuring thatall systems and subsystems are adequately
analyzed to determine that item’s effect on flight safety for aircraft systems or mission completion. Tailoring
of the EMC design can then be accomplished in a more efficient reamer and should result in a system that is
not overdesigned and overpriced.

5.1.1 Electromagnetic Effects Verifkation Procedures (ElWEVP), The prime contractor shall prepare an
Electromagnetic Effects Verification Procedures (EMEVP) document (See 6.2). The EMEVP shall specify
the detailed methodology to be employed for verifying each electromagnetic effects requirement as well as
the success criteria for each subsystem and equipment. Procuring activity approval of the EMEVP shall
precede the start of qualification testing.

VERIFICATION RATIONALE (5. 1.1)

These procedures provide a means for the prime contractor to communicate the details of his proposed
methodology for verifying his electromagnetic effects protection design to the procuring activity.

VERIFICATION GUIDANCE (5. 1.1)

The required content of the procedmes is specified in data item description (DID) IJJ-EMCS-8 1295. The
procedures -are intended .to document me complete elecUorn~gnetic effec~ verification program for the
system, The structure of the document is at the prime contractor’s discretion, A possible approach is to
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pro~de a separate volume for each distinct area. Hojwever, it is important to emphasize that the intent of U

‘k
standard is to integrate the overall electromagnetic effects area. Therefore, the prime contractor needs to
verify different areas ccmcurrently when possible. For example, protection against electromagnetic pulse
and the indirect effects of lightning have much in cornrnon and duplication of efforts must be avoided.

Some referenced standards such as MIL-STD- 1795 for iightning include separate detailed requirements for
procedure documents. T’hese requirements should be integrated with the data requirements of this
document.

VERIFICATION LESSONS LEARNED (S. 1.1)

Failure to effectively com.inunicate to the procuring activity on how compliance with design requirement will
be demonstrated can result in misunderstanding which can affect program success, costs, and schedules.

It is important that the procuring activity approve the procedures prior to the start of verification. The prime
contractor can assume a large amount of risk if he pursues verification ~thout approval. Accomplished
efforts may need to be repeated.

5.1S Electromagnetic Effects Veriktion Report (EMEVR). The prime
Electromagnetic Effects Verification Report (See 6.2). The EMEVR
demonstrating that each requirement of this standard has been met.

contractor shaU prepare an
shall provide documentation

VERIFICATION RATIONALE (5. 1.2)

This report provides the means for the prime contractor to document that his design complies with the
requirements in this standard.

L’ VERIFICATION GUIDANCE (5. 1.2)

The report documents the results of the verification efforts described in the EMEVP. The required content
of the repo~ is specified in DID DI-EMCS-8 1296.

VERIFICATION LESSONS LEARNED (5. 1.2. 1)

Not applicable.

4.13 Margins. Margins shall be included in the design process to account for variability in system
hardware and for uncertainties involved in verification of design requirements. Margins of at least 20 dB for
explosive circuits and 6“dB for safety critical systems for aircraft are required .

REQUIREMENT RATIONALE (4. 1.3)

Variability exists in system hardware from factors suchas differences in cable harness routing and makeup,
adequacy of shield terminations, conductivity of finishes on surfaces for electrical bonding, component
differences in electronics boxes, and degradation with aging and maintenance. Safety factors must be
included in the desi~ to account for these types of concerns. In addition, uncertainties are present in the
verification process due’ to methods of simulating the EME” entironmentsj accuracy of measured data, etc.
Design margins addre~~both of these areas and ~rovide confidence that all production systems will stwive
the actual environment.

REQUIREMENT GtJIDANCE (4. 1.3)

Margins are generally applicable for all environments external to the system including lightning, EMP, and
RF fields. Margins should also be used elsewhere, whenever practicti. - -- --.. .. ... .
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The specific value es+ished for the margin for a particular environment is an engineering judgment. If the
margin is too large, then penalties in weight and cost will be inflicted on the design. If thexnargin is too small,
then the likelihood of a undesirable system response becomes unacceptably high. u’

The size of the contribution to the rnar~ from verification uncertainty is inversely proportional to the
confidence given to the verification methodology. One method of verifying !ighthing protection !is exposing
an actual operatioml aircraft to a simulated severe lightning encounter (most severe flashes wii.h worst case
attachment points). With this method of verification, a relatively small overall margin should be required.
Another method of verifying lightning protection is the use of low-level pulsed or continuous-wave testing
with extrapolation of measured induced levels on electrical cabling to a full scale strike. These levels are then
either applied to the cables at the s@tem level or compared to laboratory data. This type of approach would
typically require an overall margin ‘of approximately 6 dB, SirniIar margins may be appropriate for pure
analysis approaches which produce results which have been shown by previous testing to be consistently
conservative for the particular type of aircraft being evaluated.

Another type of verification is utilizing an analysis which has not been previously verified to yield “accurate”
results for the aircraft type of interest. The t~rm “previously verified” in this case rnea,~ that the analysis is
bas’ed on accepted principles (i.e. EMC and lightning protection handbooks) but the particular aircraft
configuration presented for certification has not been previously tested to determine the internal
environment (cable responses). For this case, margins as large as 30 dB are not unrealistic. Sometimes a
reasonable analysis may show such large margins; therefore, this method may be useful in some limited
instances. Additional guidance is contained in proposed MIL-HDBK-XXXX, Nuclear Electromagnetic
Pulse Hardness Verification Methods for Aerospace Systems. (For further information on
MIL-HDBK-XXXX, contact Phillips Laboratory/WSR, phone (S05) 846-0416, DSN 246-0416,)

For most approaches, margins typically fall in the range of 6 to 20 dB.

REQUIREMENT LESSONS LEARNED (4. 1.3)

The use of margins for intra-system electromagnetic compatibility requirements among platform subsystems
had been specified in early versions of requirements documents; however, these requirements were deleted
in later versions except for electroexplosive circuits. A basic difficulty existed in the lack of available
techniques to evaluate how close a circuit is to being upset or degraded. With the numerous circuits on most
platforms, it can be a formidable task to evaluate all circuits. One technique that has been used is to identify
the circuits through analysis which are potentially the most susceptible. The intentional signal being
transmitted across the electrical interface is reduced in amplitude the required number of dB to decrease the
relative level of the intentional signal to whatever interference is present. There is some controversy in thk
type of testing since the re~eiving circuit does not see its normal operating level. Margins for electroexplosive
devices have been commonly demonstrated using techniques such as thermocouple sensing of temperature,
RF detection, and temperature sensitive waxes.

The experience base for ir@a-system compatibility is that most problems occur in the areas of degradation of
antenna-connected receivers from en$ssions radiating from interconnecting cables or other
antenna-connected subsystems and degradation of subsystem performance due to transmissions from
antennas, particularly in the HF, VHF, and UHF communication bands. Margins can be established and
effectively evaluated in both of these areas using the techniques described in the appendix under paragraphs
5.2 and 5.4.

5.13 Margins. Margins shall be verified for all electromagnetic environmental stresses. w’
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VERIFICATION IL+TIONALE (5.1.3)

To obtain confidence that the system will perform effectively in the various environments, margins must be
verified. In addition to variability in system hardware, test and analysis involve uncertainties which must be
taken into account when establishing whether a system has met its design requirement. These unce~inties
include instmmentation tolerances, measurement emors, and simulator deficiencies (such as inadequate
spectral coverage).

VERIFICATION GUIDANCE (5. 1.3)

Some uncertainties such as system variations or instrumentation errors may be known prior to. the
verification effort. Other uncertainties must be evaluated at the time of a test or as data becomes available to
substantiate an analysis. Margins must be considered early in the program so that they may be included in
the design. It is apparent that better verification techniques can result in leaner designs since uncertainties
are smaller. Caution must be exercised in establishing margins so that the possible lack of reliable or accurate
verification techniques does not unduly burden the design.

During an electromagnetic effects test, the uncertainties are either errors or variations. The errors fall into
categories of measurement, extrapolation (simulation), and repeatability. Variations are caused by system
orientation with respect to the incident field, polarization of the incident field, and different system
configurations (power @off, refuel, ground alert, etc.). The variation contributions of errors and variations
are combined for margin determination. They can be directly added; however, this approach will tend to
produce an overly conservative ,answer. The more common approach is to combine them using the
root-sum-square. Variations in system hardware are separate from these considerations and must be
included. This allowance is caIled the safety margin.

VERIFICATION LESSONS LEARNED (5. 1.3)

An etimple of margin demonstration used during verification of lightning indirect effects and
electromagnetic pulse protection is the demonstration that the current levels induced in system electrical
cables by the particular environment is less than the demonstrated equipment hardness at leak by the
margin. This verification is generally accomplished by a combination of tests and analyses. The equipment
hardness level is generally demonstrated in the laboratory during testing in accordance with MIL-STD-462.
Testing can also be perfoxmcd at the system level. There are some concerns with induced waveforms
determined at the system level being different man tlIose used, during equipment:level testing. Analysis
techniques are available for waveform comparison such as norm attributes. Test techniques are available to
inject measured current waveforms into electrical cables at amplified levels during a system-level test.

42 Intra=system electromagnetic compatibility (EMC). Each subsystem and equipment shall operate
without performance degradation during concurrent operation of any combination of the remaking
subsystems and equipment, subject to mission requirements.

REQUIREMENT RATIONALE (4.2)

It is essential within a system that the subsysterndequipment be capable of full performance at all times
without d.egmdation from EM I generated by other subsystems/equipment. Otherwise, the overall
effectiveness of the system is compromised.
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REQUIREMENT C3UIDANCE (4.2)

This requirement is the most basic element of EMC conc,ems. There is little room for *tnfxMication or <
relaxation of the requirement. Certain equipment or subsyste&s may be operated only during particular
phases of a mission. If the prime contractor can demonstrate that a set of other equipment and subsystems
will never be operated concurrently, then the requirement for intra-system compatibility can be relaxed for
that condition.

REQUIREMENT LESSONS LEARNED (4.2)

Considering the complexity of modem systems, there are relatively few intra-system EMC problems found.
This result ca~,probably be attributed to successful controls being implemented in system design including
hardening, EMI requirements on subsystems/eq@pment, and good grounding and bonding practices. MM
problems that are found involve antenna-comected transmitters and receivers. Receiver performance has
been degraded by broadband thermal noise, harmonics, and spurious ou,puts coupled antenna-tp-antenna
from transmitters. Microprocessor clock harmonics ra~ating from system cabling and degrading receivers
have been another common problem. Electromagnetic fields radiated from transmitter antennas have
affected a variety of subsystems on platforms. Typical non-antenna-related problems have been transients
coupled cable-to-cable from unsuppressed inductive devices and power frequencies coupling into audio
interphone and video signal lines. Remarkably absent are problems due to cable-to-cable coupling of steady
state noise and @ect conduction of transient or steady state noise.

SS Intra=system electromagnetic compatibility (EMC). The prime contractor shall verify by system-level
test supplemented by any necessary analysis that all subsystems and equipment are electromagnetically
compatible. The testing shall be performed on a production-configured system. The verification shall
include testing and analysis to demonstrate that antenna-comected receivers are not degraded across their
entire operating frequency range. For aircraft, sufficient intra-system EMC testing shall be accomplished <
prior to first flight to ensure that the vehicle is safe to fly.

VERIFICATION RATIONALE (5.2)

Verification of intra-system electromagnetic compatibility through test is the most basic element of
demonstrating that electromagnetic effects design efforts have been successful.

VERIFICATION GUIDANCE (5.2)

Testing involves systematic evaluation of potential interference source versus victim pairs. The various
subsystems and equipments on-board the system are individually exercised through their various modes and
functions while the remaining items are monitored for degradation.

Flight testing of aircraft often begins before a thorough intra-system electromagnetic compatibility test is
performed. Also, me aircraft used for initial flight testing a,re rarely in a production configuration. They
t~,ically will contain fli~t instprnentation and will be lacking some production ation.ics. It is essential that

safety-of-flight (SOF) testing be done to satisfy safety concerns. This testing must include the exercising and
evaluation of any aircraft functions that can affect safety.

An issue which needs to be addressed for each application is the use of instrumentation during the test. The
most common approach is to monitor subsystem performance through visual and aural displays and outputs.
It is usually undesirable to modify cabling and electronics to monitor signals to assess subsystem performance
since these modifications may change subsystem responses and introduce additional coupling paths.
However, there are some areas where instrumentation is important. Demonstration of margins for critical ~
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areas normally requires some type of monitoring. For example, electroexplosive devices require monitoring
for assessment of margins. Some antenna-connected receivers, such as instmrnent landing systems (ILS)
and identification of friend or foe (IFF), normally require a baseline input signal (set at minimum required
performance levels) for degradation to be effectively evaluated.

The need to evaluate antema-connected receivers across their operating ranges is important for proper
assessment. It has been common in me past to check a few channels of a receiver and conclude that there
was no interference. This practice was not unreasonable in the past when much of the potential interference
was broadband in nature, such as brush noise from motors. However, wi~ the waveforms assoc@ed with
modem circuitry such as microprocessor clocks and power supply choppers, the greatest chance for
problems is for narrowband spectral components of these signals to interfere with the receivers. It is
therefore common practice to monitor all antenna-connected outputs with spectrum analysis equipment
during the intra-system electromagnetic compatibility test.

RF compatibility between antenna-comected receivers is an element of intra-system electromagnetic
compatibility and demonstration of compliance with that requirement needs to be integrated with these
efforts. It is treated separately in this standard due to its importance and need for special attention.

VERIFICATION LESSONS LEARNED (5*2)

Performance degradation of antenna-connected communication receivers cannot be effectively assessed by
simply listening to open channels as has been done commonly in the past. Squelch break has often been
used as the criteria for failure. There are number of problems with this technique.

The most common receiver degradation being experienced is ~om microprocessor clock harmonics
radiating from cabling. These signals are narrowband and stable in frequency. Considering a receiver
designed to receive amplitude modulated (AM) si g n a ls, th e r e a r e s e v e r a l r e s p o ns e s t h a t m a Y ~ o b s e rv e d a s
discussed below. Similar analysis is applicable to other type receivers.

If an intentional signal above the squelch is present, the type of degradation is dependent on the location of
the interfering signal with respect to the earner. If the interfering signal is within a few hundred hertz of the
carrier, the main effect will probably be a change in the AGC level of the receiver. If the interfering signal is
far enough from the earner to compete with the sideband energy, much more serious degradation can occur.
This condition gives the best example of why squelch break is not an adequate failure criterion. AM
receivem are typically evaluated for required performance using a 30%AM, 1-kHz tone which is considered
to have the same intelligibility for a listener as typical 80%-AM voice modulation. The total power in the
sidebands is approximately 13 dB belg~ @e level of the carrier. Receiver specifications also typically require
10-dB (signal plus noise) -to-noise ratios during sensitivity demonstrations. ~erefore. for an interfering
signal which competes with the sidebands not to interfere with receiver performance, it must be
approximately 23 dB below the earner. An impact of this conclusion is that an interfering signal which is well
below squelch break can cause sig@icant ran,ge de~adation in a receiver. If squelch break represents the
true sensitivity required for. @ssi.on ,performance, an interfering signal jpst below squelch break an cause
over a 90910loss in potential, range.

If no intentional signai is present and; ~ere is @significant AM on the clock harmonic, the main result is a
quieting of the receiver au~o ‘output ~uk to automatic gain control’ (AGC) action. To an observer, this effect
might actually appear to be an improvement in receiver performance. If some AM is present at audio
passband frequencies, a signal wiIl be apparent that is dependenl o,n the depth of the AM; however, the
degree of receiver degradation cannot be effectively assessed since it is masked by the AGC.

Two acceptable methods of assessing degradation are apparent. A 30% AM signal can
channel of interest at -an induced level at @e. receiver w~ch corre~onds to the
performance. Changes in intelligibility can be assessed with and without the interference
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large number of channels on many receivers (UHF typically has 7000 channels), this technique may often
not be practical. An increasingly popular technique is to monitor antenna-induced signal levels with a
spec~ analyzer. A preselector is necessary to obtain adequate sensitivityy. The received levels can then be u’
easily assessed for potential receiver degradation. This technique has been found to be very effective. Use of
a spectrum analyzer is also helpful for RF compatibility assessment.

Other than for electroexplosive devices, margin assessment is practical in several areas. Margins can be
assessed for antenna-connected receivers using the spectrum analyzer technique. Another area where
margin evaluation is practical is potential degradation of subsystems due to electrical cable coupling from
electromagnetic fields generated by on-board antenna-comected transmitters. Intra-system compatibility
problems due to communication transmitters, particularly HF (2-30 MHz), are fairly common. The
induced levels present in critical interface cables can be measured and compared to demonstrated hardness
levels from laboratory testing in the same manner as described in the appendix under paragraph 5.4 for
external environments.

43 Electromagnetic interfenmce (EMl). Electromagnetic characteristics of individual electrical/electronic
equipments shall be controlled to the extent necessary to ensure electromagnetic compatibility with the
system and with the external environments. Specific requirements for each subsystem/equipment item shall
be in accordance with MIL-STD-461 and MIL-STD-462. These requirements shall be tailored with the
approval of the procuring activity to meet the specific needs of the system.

REQUIREMENT IWTIONALE (4.3)

Electromagnetic interference (emission and susceptibility) characteristics of individual equipments and
subsystems must be controlled to obtain a high degree of assurance that these items will function in their
intended installations without unintentional electromagnetic interactions with other equipments,
subsystems, or external environments. The electromagnetic environment within a system is complex and u’
extremely variable depending upon the various operating modes and frequencies of the on-board
equipment. Also, system configurations are continuously changing as new or upgraded equipment is
ins@led.

Some of the pr@nary facto~ ,@iving the need for controls are the presence of sensitive antenna-comected1“
receivers which respond to interference generated within their tt+ning ranges and the environments
produced by on-board and external transmitters, lightning, and electromagnetic pulse.

REQUIREMENT GUIDANCE (4.3)

The particular EMI requirements on individual items need to be specified based on system design concepts
related to transfer functions’ between environments external to the vehicle and installation locations,
isolation considerations with ‘fespect to other Ion-board equipment, aid operational characteristics of other
equipment. MIL-ST’D-461 and MIL-STD-462 are tri-semice coordinated ~documents which standardize
EMI design and test requirements. These requirements should be used as a baseline. Appropriate
requirements for a particular application may also be obtained from commercial specifications such as
RTCA DO-160 or industry standards such as SAE ARP 1972. Unique requirements may also be specified as
necessary.

EMI requirements are separated into two areas, interference emissions from the subsystem and susceptib~ty
(sometimes referred to as immunity) to external influences. Both of these areas have conducted and
radiated controls. Most emission requirements are frequency domain ,Ielated and data is taken wi~ spectra]
analysis equipment, current probes for conducted measurements, and antennas for radiated measurements.
Susceptibility requirements are usually defined in terms of conducted chive voltages and currents for
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transients and modulated sinusoids to evaluate power and signal interfaces and electromagnetic field Ieveis

L/
for radiated signals. Susceptibility measurements are performed with a wide variety of signal sources, power
amplifiers, injection devices, and antemas.

REQUIREMENT LESSONS LEARNED (4.3)

The limits specified in MIL-STD-461 are not rigorously derived levels which, when exceeded, guarantee
incompatibilities in the system installation. Past experience has shown that equipment compliance with its
subs ystem EM I requirements assures a high degree of system-level compatibility. Nonconformance to the
EMI requirements often leads to system problems. The greater the noncompliance is with respect to the
limits, the higher the probability is that a problem may develop. The limits have a proven record of success
demonstrated by the relatively low incidence of problems at the s~stem-level. In general, the limits have
been established empirically for a worst-case configuration and environment. Tadofig need to k
considered for the peculiarities of the intended inst@lation. There is ,wlly reluctance to relax requirements
since system configurations are constantly changipg, and subsystems/equipments are often used in
installations where the y were not originally intended to be used. Measurements of a particular environment
are usually not available and actual levels would be expected to vary substantially with changes of physical
location on the system and with changes in configuration. In the past, it has been suggested that EMI
requirements be generated through computer analysis of the system installation. Installations are usually
much too complex to depend on computer modeling to produce reliable limits except perhaps for the case of
antenna-to-antenna coupling.

There is often confusion regarding perceived safety margins between emission and susceptibility
requirements. The relationship between most emission control requirements and susceptibilityy levels is not a

‘L-: direct correspondence. For example, MIL-STD-461 requirement RS03 specifies electric fields which
subsystems must tolerate. Requirement RE02 specifies allowable electric field emissions from subsystems.
RE02 levels are orders of magnitude less than RS03 levels. Safety margins on the order of 110 dB could be
inferred. The inference would be somewhat justified if the limits were strictly concerned with a one-to-one
interaction such as wire-to-wire coupling of both RE02 and RS03 levels. This type of coupling is a minor
concern for RE02. The driving reason for RE02 levels is coupling into sensitive RF receivers through
antennas. The front-ends of receivers are typically many orders of magnitude more sensitive than aircraft
wire-connected interfaces. Similarly RS03 leveis directly correspond to electromagnetic fields radiated from
antenna-comected transmitters. These fields are typically orders of magnitude larger than fields produced
by cable emissions. Consequently, the apparent excessive safety margins that can be erroneously inferred
from MIL-STD~461 do not exist.

5S Electromagnetic interference (EMI). .Subsystems and equipment shall be tested using methods which
are consistent with the individual imposed design requirement. Compliance with MIL-STD-461
requirements shall be demonstrated using the test methods of MIIL-STD-462. EMI testing shall b
completed prior to the performance of any formal qualification tests at the system level (intra-system
electromagnetic compatibility, external RF environment, li&tning~ and electromagnetic pulse). Existing
subsystem and equipment testing results may be submitted to the procuring activity for consideration of
verification applicability.

VERIFICATION RATIONALE (5.3)

Testing is required to demonstrate compliance with electromagnetic interference requirements. Analysis
.U tools are not available which can produce credible results to any acceptable degree of accuracy.

I t
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VERIFICATION GUIDANCE (5 .3)

MIL-STD-462 provides a test method for each of the radiated and conducted emission and susceptibility u
requirements in MIL-STD-461.

RTCA DO-160 is the commercial aircraft industry’s equivalent of MIL-STD-461 and MIL-STD-462.
Some of the larger commercial aircraft companies have their own in-house standards which the FAA accepts
for certification. Some military aircraft (primarily cargo type) have a mixture of xnilitary and commercial
subsystems. Subsystems that are newly designed or significantly modified should be qualified to
MIL-STD-46 1/462. U~odifi~d off-the-shelf equipment usually does not require requalification providing
acceptable electromagnetic interference data exists (MIL-STD-46 1/462, DO-160, or other approved test
methods). Some additional laboratory evaluation may be necessary to ensure. their suitability.

VERIFICATION LESSONS LEARNED (5.3)

An effort is underway in revising the electromagnetic interference standards to orient testing toward
techniques which are more directly related to measurable system-level parameters. For instance, bulk cable
testing is being implemented for both damped sine transient five forms and modulated continuous wave.
The measured data from these tests can be directly compared to stresses introduced by system-level threats.
This philosophy greatly enhances the value of the results and allows for acceptance limits which have
credibility.

An argument has sometimes been presented in the past that successful completion of an intra-system
compatibility test negates the need to complete electromagnetic interference tests or to comply with
requirements. Electromagnetic interference tests must be completed prior to system-level testing, to provide
a baseline of performance and to identify any areas which may require special attention during the
system-level testing. Also, system-level testing exercises only a limited number of conditions based on the
particular operating modes and parameters of the equipment and electrical loading conditions. In addition, ‘-
electromagnetic interference qualification of the subsystems provides protection for the system with
configuration changes in the system over time. One particular concern is the addition of antenna-connected
receivers which can be easily degraded if adequate controls are not maintained.

A popular area to impose high-level requirements is radiated susceptibility testing for electric fields (Method
RS03 of MIL-STD-462). Laboratory capabilities for this type of test are limited by available test equipment.
Levels above 200 V/m are difficult to obtain. Some test houses can obtain higher levels but are usually
limited in frequency coverage.

4.4 External RF environment. The system shall operate without performance degradation due to the
electromagnetic environment produced by RF sources not part of and external to the system. The prime
contractor shall determine the environment based on intended operational missions and obtain procuring
activity approval. The RF environment included in table I is derived horn commercial airline missions and
shall be used as a baseline for aircraft.

REQUIREMENT RATIONALE (4.4)

The threat presented by RF emitters ‘around the world is becoming increasingly more hostile. Documents
such as MIL-HDBK-235 list various land-based, ship-based, and airborne emitters. The electromagnetic
fields from these emitters which may illuminate systems are very high and can certainly degrade system
performance if not properly treated. The increasing use of flight critical avionics in aircraft demands
consideration of these threats to ensure safety. The SAE developed the environments of table I as criteria
for Federal Aviation Administration certification for commercial aircraft. These environments are quite
severe and represent the absolute minimum that military aircraft must meet.
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The external RF environment is also commonly referred to as the HIRF (high-intensity radiated fiekis)
environment. This electromagnetic environment exists due to the transmission of electrical energy into free
space. This energy is radiated from radar, radio, television, and other sources. These transmitters are
ground-based, shipboard, or airborne.

The electromagnetic environment has been modeled using the databases that contain parameters per@n@
to all authorized transmitters in the U.S. and other contributing European countries. The resulting HIRF
envelope is a representation of electromagnetic field strength over a frequency range of 10 kHz to 40 GHz.
This HIRF envelope has been verified b y e m- g ti e d a t a b a s e s f or a m = y . a n d b y ~kin g
measurements of field strength through flight tests at selected sites.

The FM will be publishing a HIRF users manual which would be of benefit to anyone designing to this
environment. At publication time, that document number was not available.

Assumptions for the calculation of the HIIU? environment:

a.

b.

c.

d.

Excludes all single transmitters and restricted air space.

Main beam illumination by transmitting antenna is assumed.

Maximum main beam gain of a transmitter antenna is used.

Modulation of a transmitted signai is not considered except that a duty cycle is used to calculate the
average power for pulsed transmitters.

e. Constructive ground reflections of high frequency (HF) signals-that is, direct and reflected
waves—are assumed to be in phase.

f. Noncumulative field strength is calculated. Simultaneous illumination by more
not considered.

g. Near-field corrections for the aperture and phased-array antennas are used.

h. Field strengths are calculated at minimum distances which are dependent
transmitter and aircraft. The minimum distances are defined as follows.

(1) Airport environment (only six U.S. airports used).

(a) 250 feet, slant range, for fixed transmitters beyond a
the runway with the exception of airport surveillance radar and air route
radar types a 500-foot slant range @used. , ,,

the runway.

for airborne

(2)

.-. .. . .. . . . . ..

(b) 500 feet, slant’ range, for fixed transmitters beyond a

than one antenna is

on location of the

S-nautical-mile boundary around
surveillance radar. For these two

5-nautical-mile boundary around

(c) 50 feet for mobile emitters, including those on other commercial aircraft, and 150 feet
weather radar.

Air-to-air environment. ‘

(a) 500 feet for noninterceptor aircraft with all transmitters operational.
--- ------- . . . . . . .. . ... ------------- ------- ------ . . .

‘v (b) 100 feet for interceptor aircraft with
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(3) Shipboard environment.

A 2,4% gradient iS used for the aircraft flight path, clearing the antema by
be 2,5 nautical miles from the end of the runway. Slant range is computed
Where maximum elevation angle is not available, 45 degrees is used,

300 feet. me, smp is assumed to u
using maximum elevation angle.

(4) Ground environments, including airport transmitters, while aircraft is in flight.

Aircraft are assumed to be at a minimum flight altitude of 500 feet and avoiding all obstructions, kcluding
transmitters, by S00 feet, Slant range is calculated for the maximum elevation angle for the transmitter
antenna. If maximum elevation angle is not available, 90 degrees is assumed.

i. Field strength for each frequency band is the maximum for all transmitters

j. Peak and average.

(1) Peak field strength is based on the maximum authorized power of
maximum antenna gain.

within that band.

the transmitter and

(2) Average field strength is based on the average output power, which is the product of the
maximum peak output power of the transmitter and maximum duty cycle. Duty cycle is the product of pulse
width and pulse repetition frequency. This applies to pulsed systems only, The average power for nonpulsed
signals is the same as the peak power (that is, no modulation present).

REQUIREMENT GUIDANCE (4.4)

The electromagnetic environment in which military systems and equipment must operate is created by a
multitude of sources. The contribution of each emitter may be described in terms of its individual
characteristics including: power, modulation, frequency, bandwidth, antema gain, antenna scanning, etc. +’
These characteristics are important in dete rmi.ning the potential impact on system design. A high-powered
emitter may illuminate the system for only a very short time due to its search pattern or may operate at a
frequency where effects are minimized. Despite the severity of the electromagnetic environment, there have
been relatively few operational problems. Evaluation of systems with respect to the external EM
environment is sometimes referred to as electromagnetic vulnerabilityy assessment.

When defining the external environment, the following areas should be included in the evaluation.

a. Mission requirements. The particular emitters to which the system WNbe exposed depend upon its
intended use. Ground-based systems will have specific environments depending upon their location and
these must be defined by the procuring activity. NO generic environment is provided for ground-based
systems in this standard.

b. Appropriate standoff distance from each emitter. MIL-HDBK-235 typically specifies fields 50 feet
from the emitter. Fields at the standoff distance need to be determined.

c. The number of sites and where they are located. The probability of intercept for each ernitt~r and
the dwell time should be calculated.

d. If applicable, high power microwave (HPM) and ultrawide band threat.

REQUIREMENT LESSONS LEARNED (4.4)

Without specific requirements and testing, problems caused by the external environment typically are not
discovered until the system becomes operational. By the time
into the production phase of the program, and changes will be

interference is identified, the system is well
expensive. in the past, the EM environment

30

Downloaded from http://www.everyspec.com



MIL-STD-1818A

APPENDIX

‘L”’

generated by the system’s RF subsystems (electronic warfare, radars, communications, and navigation) was
considered to be the worst-case environment. From a probability of exposure, these items still play a critical
role. However, with aircraft flying lower and external transmitter power increasing, this situation is no longer
the case.

In the past most aircraft used a series of cables, chains, cranks, and other mechanisms to operate the systems
which gave the aircraft its ability to fly. Today many such mechanisms are being replaced or augmented with
electronic circuits. These electronics often have full authority for functions such as engine controls, flight
controIs, and power generation and distribution, without which the aircraft is unable to fly. Electronic
circuits may respond not only to their internal electrical signal flow but to any input which can couple into the
electrical cables and wires and be conducted to the circuits.

As a further complication, the aircraft skin and structure have aiso evolved. The classic aircraft is made of
aluminum and titanium structure with aluminum skin. Modem technology and the need to develop higher
performance aircraft are providing alternatives such as carbon-epoxy structure and carbon-epoxy and kevlar
skins. Aluminum is a good shield against the external EME and hence electronic circuits are provided
protection; however, some composites are poor shiekls and provide little attenuation to the external
electromagnetic environment.

Some examples of past problems are as follows. An aircraft lost anti-skid braking capability upon landing
due to RF fields from a ground radar changing the weight-on-wheels signal from a proximity switch. The
signal indicated to the aircraft that it was airborne and disabled the anti-skid system. Electronic fly-by-wire
aircraft have experienced uncommanded flight control movements due to flying near high-power
transmitters.

5.4 External RF environment. The electromagnetic compatibility of the system with the external RF
environment shall be verified by a combination of system-level and subsystem.lequipment-level testing and
any necessary analysis. Uniform illumination of the entire system at full threat is preferred. However, other
approaches-such as lower level illumination with cable current monitoring together with full threat cable
drives-are acceptable, subject to procuring activity approval.

VERIFICATION WTIONALE (5.4)

There are many different RF environments that an aircraft will be exposed to during its lifespan. Many
threats will be seen only infrequently. Normal flight testing of an aircraft will expose it to only a limited
number of threats. Dedicated testing and analysis are required to veri~ the aircraft capability in all RF
environments.

VERIFICATION GUIDANCE (5’.4)

Ideally, the entire aircraft should be illuminated uniformly at full threat for the most credible demonstration
of hardness. However, at most frequencies, test equipment does not exist to accomplish this task.

Established test techniques are based on the size of the aircraft compared to the wavelength of frequency of
test. At frequencies where the aircraft is small compared to the wavelength of the illumination frequency, it
is necessary to illuminate the entire ai.tcraft to obtain the proper responses. The aircraft is illuminated from a
distance to obtain near uniform illumination at test level below the threat and induced leveis on selected
electrical cables are monitored. The induced levels are then scaled to full threat and compared to
-electromagnetic. interference data. If. sufficient data. is.not available, cables can be driven at required levels
on-board the aircraft. The cable drive technique has been applied up to 400 MHz.

I I
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At frequencies where the size of the aircraft is large compared to the wavelength, localized (spot)
illumination is adequate, This testing needs to be performed at full-threat levels since scaling techniques are

‘Jnot available.

Flight testing of aircraft may occur prior to formal verification of hardness to the external RF environment.
The RF emitters that maybe encountered during the flight tea program must@ reviewed and the status of
the aircraft with regard to these ernittem must be evaluated. Electromagnetic interference testing of
subsystems can be used as a baseline of hardness, Limited testing of the flight test aircraft to specific emitters
may be necessary or possible restrictions on allowable flight paths.

VERIFICATION LESSONS LEARNED (5.4)

In the frequency range where the system can resomtc (typically 1 to 100 MHz), it is d@rable to sweep
rather than use spot frequencies. If sweeping is not possible then the spot checks should be at small
increments, At system resonance, wiring that is approximately equal in length, to the system will have the
greatest potential of susceptibility. An example would be the flight control system for an aircraft, where
cables run the entire length of the aircraft. Because of the lack of tunable, high-power transmitters,
system-level testing at higher frequencies is usually performed at selected frequencies of interest where there
are a large number of emitters or a high effective radiated power (ERP) emitter.

Field problems and test results have shown that the main concern for system degradation, other than
antenna-connected receivers, is the frequency range below 400 MHz. The size of typical aircraft and
subsystem cables results in the most efficient coupling of RF energy in the HF (2-30 MHz) frequency range.
Test data indicates a Iinear increase in induced levels with frequency up to the quarter-wave resonance of a
structure where induced levels flatten out and oscillate up and down at the quarter-wave level with increasing
frequency. ‘d

Another way of assessing coupling is to consider the size of a tuned aperture optimized for cqup~g at any
frequency. The size of this aperture is proportional to the wavelength squared. AS the wavelen@ becomes
smaller with increasing frequency, the capture area becomes smaller and the received power is Iower. In
addition as the frequency is increased, electrical cables are relatively poor uansmission lines and coupling
into subsystems becomes even less efficient. AS an example, the power coupled into a tuned aperture at 10
MHz from a given power density will be one million times greater than the power coupled into a tuned
aperture at 10 GHz for the same power density.

Caution must be exercised with aircraft utilizing flight critical electronic systems to ensure that they are not
exposed to threats during flight testing that they have not been demonstrated to be capable of handling.

4.S Radio frequency (RF) compatibility. The system shall exhibit RF compatibility among all
antema-connected subsystems and equipment, subject to mission requirements. This requirement is also
applicable between like platfoxm.s, such as aircraft formation flying, shelter-to-shelter ground systems, etc.

REQUIREMENT RATIONALE (4.5)

RF compatibility is an essential element of system performance. Inability of an antenna-connected
subsystem to properly receive intentional signals can significantly affect mission effectiveness, Achieving RF
compatibility requires careful, strategic planning of the placement and operation of RF transceiver antennas
on the system. This planr@g requires technical knowledge of all the subsystem, involved; therefore, an RF
.comPatibiMy .effcut must .be included .in.the..electromagnetic environmental effects progam when a system is
procured which includes antenna-comected equipment.
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REQUIREMENT GUIDANCE (4.5)

RF compatibility objectives are: (1) to determine the location and operating characteristics of all
antenna-comected equipment in the system; (2) to perform the necessary analyses and testing to determine
whether the baseline configuration for the system is adequate for RFC; (3) to make appropriate
modifications to the wiring, antenna placement, and operating procedures of these subsystems to eliminate
RF interference if problems are identified; and (4) to perform followup testing to ensure that a design has
been achieved which meets performance requirements.

Evaluations in a systems integration facility maybe necessary to assess the performance of emission manager
designs and the effectiveness of blanking schemes.

Antema-to-antema isolation information needs to be developed early in the program. Analysis tools
provide a good stafig point for assessment. The available tools produce accuracies of approximately an
order of magnitude and tend to predict more problems than are actually present. Assumptions such as
maximum power output of the transmitter, maximum sensitivity of receivers, simplification of ante~
patterns, and harmonic content of the output account for the conservative prediction. The analysis results
need to be supplemented by testing. Measurements shodd be m?dh in particular) for those subsystems
where analysis predicts a problem. Measurements may be possible between specific antennas on a mockup
or an early version of the system. As hardware becomes available, it is desirable to measure isolation in an
anechoic chamber.

Further investigation may require a laboratory test of the two subsystems to verify the predicted interference.
Some subsystems are less affected by interference than others due to signal processing ability to discriminate
between the noise and the desired signal.

After a laborato~ integration test has confirmed that an RF compatibility problem does exist, further study
and investigation are required. Such techniques as frequency management,
interference suppression, and improvements in antenna-to-antema isolation may
compatibility.

REQUIREMENT LESSONS LEARNED (4.5)

blanking/gating, filtering,
be helpful in achieving RF

An effective software tool for antenna-to-antenna coupling analysis on aircraft available through the
Electromagnetic Compatibility Analysis Center is AAPG (Antenna inter-Antenna Propagation with
Graphics). AAPG models the aircraft with a combination of cylinders or truncated cylinders and flat plates
to estimate isolation as a function of free-space loss and shading by the fuselage and wings. Isolation in
conjunction with the other parameters allow a first eqi.mate of interference levels between subsystems.
AAPG considers all signals as continuous!’’the pfo~arn do& not account for the effects of pulsed RF. Also,
blanking is not considered in AAPG. Limitations of any analysis program must be considered when using the
results to draw conclusions.

A common problem in systems occurs when the system uses both ECM (electronic countermeasures) and
radar equipment operating at overlapping frequencies. The following design measures may be helpful to
provide RF compatibility between these types of subsystems: notification, pulse tagging, utilization of
coherent processing dead time, band ditting, and digital feature extraction.

A relatively new technique to attenuate an interfering signal at a receiver is frequency cancellation. This
technique samples the interfering signal separate from the receive,r’s antema, performs a phase inversion,
and adds the result to the overall received signal. Thus, the interfering signal can be reduced substantiality
leaving the desired received signal essentially unaffected. The hardware to perform this action is complex
and expensive.

I
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5S RF compatibility. The overall system RF compatibility shall be verified by system-level test.
Antenna-to-antema couphng analysis and RF equipment-level testing shall be accomplished prior to

dsystem-level test.

VERIFICATION RATIONALE (5 ,5)

Verification of RF compatibility by test iS e~entia] to ensure ~ adequate design which is free from the
degradation caused by antenna-to-antenna coupled interference. Prior analysis and equipment-level testing
is necessary to assess potential problems and to allow sufficient time for ftig subsystem problems.

VERIFICATION GUIDANCE (5.5)

Although an analysis is an essential part of the early stages of designing or modifying a system, test is the only
truly accq.rate way of knowing that a design is working. An anechoic chamber is usually required for
system-level testing to minimize reflections and ambient interference that can degrade the accuracy of the
testing and to evaluate modes of operation that are resewed for war or that are classified.

VERIFICATION LESSONS LEARNED (5.5)

System-level testing should be a final demonstration that RF compatibility has been obtained. It should not
be a starting point to identify areas requiring fixes. Previous analysis and bench top testing should resolve
compatibility questions beforehand.

4.6 Lightning. The system shall be protected against both the direct and indirect effects of lightning such
that the mission can be completed after exposure to the lightning environment. For aircraft, the
requirements for,protection, the procedures to be used in developing a lightning protection pro~am, apd the
indirect effects environment for analysis purposes are defined in MIL-STD- 1795. The direct effects heat ‘d
for aircraft is defined in MIL-STD- 1757, Facilities and mobile shelters shall include lightning protection
provisions/devices to protect the facility and internal equipment against the lightning transients.

REQUIREMENT RATIONALE (4.6)

There is no doubt that lightning is hazardous for systems and that systems must include provisions for
lightning protection. There is no known technology to prevent lightning strikes from occurring; however,
lightning effects can be minimized with appropriate design techniques.

Lightr@g effects on systems ~an & divided @to direct (physical) and indirect (electromagnetic) effects. The
physica~ effects of lightning are the burning and eroding, blasting, and stmctural deformation caqed by
lightning, a~ well as the high pres&re shock wives and magnetic forces produced by the associated high
currents. The indirect effects are those resulting from the electromagnetic fields associated with lightning
and the interaction of these electromagnetic fields with equipment in the system. Hazardous effects can be
produced by lightning that does not directly contact system structure (nearby strikes). In some cases, both
physical and electromagnetic effects may occur to the same component. An example would be a lightning
strike to an antenna which physically damages the antenna and also sends damaging vokages into the
transmitter or receiver comected to that antenna. DOT/FAA/CT-89/2 is an excellent source of lightning
characteristics and design guidance.

An additional reason for requiring protection is potential effects on persomel. Serious electrical shock may
be caused by currents and voltages conducted via control cables or Wiri.ngleuling to the cockpit from control
surfaces or other hardware stmck by lightning, This effect can be quite hazardous in high performance
aircraft, particularly under the thunderstorms conditions during which lightning strikes generally occur. d
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Shock can also be induced on flight crews under dielectric covers such as canopies by the intense
thunderstorm electric fields. One of the most troublesome effects is flash biindness. This effect invariably
occurs to a flight crew member looking out of the aircraft in the direction of the lightning and may persist for
30 seconds or more.

REQUIREMENT GUIDANCE (4.6)

While all airborne systems must be protected against the effects of a lightning strike, not all systems require
the same level of protection. For example, an air-launched missile may only need to be protected to the
extent necessary to prevent damage to the earner aircraft. For personnel transport aircraft, the system must
be protected against all lightning effects to prevent the loss of life. On fighter aircraft, complete protection is
usually required; however, compromises may be necessary such as whether mission completion is a
requirement. MIL-STD- 1795 contains additional information on lightning protection.

Direct effects protection on all-metal aircraft has been generally limited to protection of the fuel system,
antennas, and racfomes, and to control of fuel tank skin thickness. Most of the Air Force aircraft lost due to
lightning strikes have been the result of fuel tank arcing and explosion. Other losses have been caused by
indirect effects arcing in electrical wiring in fuel tanks, As aircraft are built with nonmetallic structures,
protection of the fuel system becomes much more difficult and attention to details is required. In general,
some metal will have to be put back into nonmetallic structures to provide adequate lightning protection.

MIL-STD-1757 provides the lightning environment for direct effects. FAA Advisory Circular AC-20-53
and its users manual provide requirements for protection of aircraft fuel systems.

Indirect effects protection has become much more important due to the increased use of electrical and
electronic subsystems in aircraft and the dependence on these subsystems to keep the aircraft flying.
Although the crew ejected, an aircraft was lost that went into a hard-over dive approximately two seconds
after a strike.

MIL-STD- 1795 provides the lightning environment to be used for indirect effects protection. In addition,
FAA Advisory Circular AC-20-136, its users manual, and SAE AE4L-87-3 (Orange Book) provide similar
requirements and indirect effects protection information. The MIL-STD- 1795 and FAA requirements are
consistent. (Both are based on work by the SAE.)

Specific protection measures for ground facilities are highly dependent on the types of physical structures
and equipment involved. Devices such as lightning rods, arrestors, and ground grid in the pavement,, and
moisture content of the soil all influence the protection provided. The guidance provided in MIL-E-4158,
MIL-STD- 1542, MIL-STD-454, and the National Fire Code, Volume 7, address different design
approaches to reduce lightning effects on equipment.

REQUIREMENT LESSONS LEARNED (4.6)
)

A lightning strike to an aircraft is describedlbelow. As an aircraft flies through an electric field between two
charge centers, it diverts and compresses adjacent equipotential lines. The highest electric fields will occur at
the aircraft extremities where the @es, are most greatly ,cornpressed,: If the aircraft ,interccpts a
naturally-occurring lightp.ing flash, the on-coming step leader will intensify the, ,electi,c field and induce
streamers from the aircraft extremities. One, of these streamers will meet the nearest branch of the advancing
step leader forming a continuous spark from the cloud charge center to the aircraft. The aircraft becomes
part of the path of the leader on its way to a reservoir of opposite polarity charge, elsewhere in the same
cloud (intra-cloud strike), in another cloud (inter-cloud strike), or on the ground (cloud-to-ground strike).
In many cases, the aircraft triggers the lightning event.
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High peak currents occur after the stepped leader completes the path between charge centers and,,forms the
return stroke. The average current is fkom 1-30 U. Higher currents are very cor@non with a peak current
of 200 U being a severe stroke (99th percentile). The current in the return stroke rises rapidly, with typical
values of 10-20 kA/microsecond and rare values exceeding 100 lAhnicrosecond. Typically, the current
decays to half its peak amplitude in 20-40 microseconds.

The lightning return stroke transports a few coulombs (C) of charge. Higher levels are transported in the
following two phases of the flash. The first is an intermediate phase with currents of a few thousand amperes
for a few milliseconds which transfer about 20 C, The second is a continuing ament phase in with currents
on the order of 200-400 amps flow for 0.1 to 1 second which transfer about 200 C.

Typical lightning events include several high current strokes follow@g the first return stroke. These occur at
intervals of several milliseconds as different pockets in the cloud feed their charge into the lightning channel.
The peak amplitude of the restrikes is about one half of the initial high current peak.

5.6 Lightning, Lightning protection for both direct and indirect effects shall be verified in accordance
with MIL-STD-1795.

VERIFICATION IL4TIONALE (5.6)

A lightning protection verification program in accordance with MIL-STD- 1795 is essential to demonstrate
that the design protects the aircraft from lightning threat environment.

VERIFICATION GUIDANCE (5 .6)

There is no single approach to verifying the design. A well-structured test program supported by analysis is
generally necessary. Section 40.6.1 of MIL-STD- 1795 contains information on the elements that are
accepted as leading to proof of design. These same elements can be used for other electromagnetic effects
areas such as electromagnetic pulse and the external RF environment.

‘d’

During development of an aircraft design, numerous development tests and analyses are normally
conducted to sort out the optimum design. These tests and analyses can be considered part of the
verification process.

Flight testing of aircraft often occurs prior to verification of the immunity of the vehicle to lightning. Under
this circumstance, the flight test program must include restrictions to prohibit flight within a specified
distance from thunderstorms; usually 25 miles. Lightning flashes sometimes occur large distances from the
thunderstorm clouds.

VERIFICATION LESSONS LEARNED (5. 6)

The naturally occurring lightning event is a complex phenomenon. The waveforms specified in
MIL-STD- 1757 and MIL-S~-1795 are the technical community’s best effort at simulating the ‘natural
environment for dezine and test purposes. Use of these waveforms does not necessarily guarantee that the
design is adequate when natural lightriing is encountered. One example is an aircraft nose radome that has
lightning protection installed and verified by testing, When the aircraft is struck, natural lightning often
punctures the radome. Subsequent testing has been unable to duplicate the failure. This result is most likely
caused by our inability to duplicate the naturally occurring lightning event.
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4.7 Electromagnetic pulse (’IMP), The system shall be fully capable of completing its required missions
when subjected to the EMP environments described in DOD-STD-2 169.

REQUIREMENT RATIONALE (4.7)

High-altitude EMP (HEMP) is relevant to aircraft. It is generated by a nuclear burst above the atmosphere
which produces coverage over large areas. The entire continental US area can be exposed with a few b=.
DOD-STD-2 169 defines the threat waveforms. In a nuclear war, it is probable that most military aircraft will
be exposed to EMP.

REQUIREMENT GUIDANCE (4.7)

An EMP protection program should be established for military systems., The free-field EMP environment
must be as specified in DOD-STD-2 169. Such activities as identification of rniqsion critical equipment, an
EMP inherent hardness study, an EMP coupling analysis, development of EMP hardening concepts, and a
complete verification of the EMP protection design must be part of the protection program. HEMP field
waveforms are analytically described by a sum of exponential. The complete HEMP signal is represented by
three terms representing three time regimes: early time (E 1), intermediate time (E2), and late time (E3) or
magnetohydrodynamic EMP. ~’ese three components are described in detail in DOD-STD-2 169. E 1 is the
primary concern for airborne systems. It is characterized by a shofi rise time and a large peak ampIitude and
occurs within 1 microsecond of a nuclear detonation. The spectral content of the E 1 waveform together with
the physical size of aircraft result in higher leveis of coupling for E 1 than the other waveforms. This situation
occurs when it can be shown that the system’s response to the E2 and E3 portions of the HEMP signal is
insignificant. E2 and E3 have lower electric field amplitudes and E3, in panicular, couples more effectively
on very long landli.nes or submarine cables.

AFWL-TR-85-113 provides guidance on design considerations which address electromagnetic pulse
concerns.

REQUIREMENT LESSONS LEARNED (4.7)

EMP poses a threat only to electronics in systems, There are no structural damage mechanisms. Due to the
fast rise time and short pulse width of the EMP waveform, it results in an impulse excitation of the system.
Transient currents are induced to flow at the natural resonance frequencies of the system. Currents may flow
into internal portions of the system through direct conduction on electrical wiring or mechanical assemblies
which penetrate external structure. The magnetic fields produced by the large external currents may couple
voltages and currents into wiring internal to the system through any available apertures.

The most frequently observed effect from EMP is system upset. Burnout of electronics has occurred;
however, it has been rare and is not considered to be a problem. However, as electronic chip sizes continue
to decrease (sub-micron), the amount of energy required for lm.rnout will reduce, and designers must insure
that adequate interface buffering is present for protection. Upsets can range from mere nuisance effects,
such as flickers on displays and clicks in headsets, to complete lockups of systems. Upsets which change the
state of system can be either temporary (resettable) or permanent. Some upset cases can be reset almost
instantaneously at the time a stitch is activated while others, such as reloading of software, may take
minutes.

5.7 Electromagnetic pulse (EMP). Compliance with EMP requirements shall be verified by a combination
of system-level and subsystendequipment-level testing and analysis.

VERIFICATION RATIONALE (5.7)

An EMP protection verification program is required to demonstrate implemented measures meet the EMP
design requirements.
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VERIFICATION GUIDANCE (5.7) ~
I

The General Samuel Phillips Laboratory (formerly Weapons Laboratory) is preparing MIL-HDBK-XXXX, ~
entitled “Nuclear Electromagnetic Pulse Hardness Verification Methods for Aerospace Systems. ” This
handbook provides det.@ls on available test and analysis methodology for verifying EMP hardness. (For
further information on MIL-HDBK-XXXX, contact Phillips Laboratory/WSR, phone (50S) 846-0416,
DSN 246-0416.)

Analysis is the starting point for initial system design and for hardening allocations. Development tests are
generally conducted to clarify analysis predictions as well as to determine the optimum designs. These
analyses and tests can be used as part of design verification if they are properly documented. Documentation
details should include a complete test hardware definition, test waveforms descriptions, instrumentation,
and pasdfai.1 criteria used to assess the test results.

The following are elements of an iterative process for designing and verifying protection of an air vehicle’s
electrical/electronic systems against the effects of EMP.

a. EMP coupling analysis. A ,coupling analysis should be conducted to determine the EMP free-field
co,upling into the air veh]cle. Existing coupling data on similar aircrafi designs should be used whenever
po~sible. This analysis provides an estimate of the vokages/currents generated by the EMP at each interface
of each mission-critical equipment and can be used to establish subsystem/equipment stress levels.

b. Identification of mission critical subsystems. Air vehicle subsystems and equipment that may be
affected by EMP, and whose proper operation is critical or essential to the operation of the air vehicle, must
be identified. The equipment locations within the air vehicle need to be determined.

c. Equipment strength determination. A study should be conducted consisting of analysis and
engineering tests to determine the EMP inherent hardness of the mission critical equipment. These “analyses
and tests shall establish a lower bound on the upset and damage thresholds for each mission critical
equipment.

d. Specification compliance demonstration. Verification that the aircraft meets EMP design
requirements should be accomplished by demonstrating that the actual transient levels appearing at the
equipment interfaces do not exceed the tolerances allowed by the individual equipment or subsystem
specification and that the required design margins have been met. Verification may be accomplished by
tests, analysis, a combination of both, or by similarity with previously demonstrated installations.

VERIFICATION LESSONS LEARNED (5.7)

The choice of verification methods is somewhat dependent upon uncertainties associated with the available
methods. Verification schemes that are oriented more toward anal ysis will usually introduce much larger
uncertainties than test. Therefore, the required margins that must be demonstrated will be @t much
greater. Also, analysis is not capable of anticipating design flaws. For exampie, larger-than-anticipated
current levels resulted during an aircraft system-level test due to metallic lines entering a shielded volume
which had not been designed for proper electrical bonding. In another case, terminal protection devices did
not operate due to the low impedance present in the circuit which they were designed to protect, and as a
result high current levels appeared in a shielded volume, Uncertainties in analysis /an be reduced by
selective testing of airframe sections.

Protection measures related to structural components should be evaluated for performance during assembly
to verify that they meet requirements-as installed in we airframe, Passipg a test in the laboratory does not
necessarily mean that requirements will be satisfied in the actual assembly. Many times the final design ‘u

38

Downloaded from http://www.everyspec.com



MIL-STD-1818A

APPENDIX

‘w

contains materials+ surfaces, or fasteners which are different from the laboratory model. Also, the complex
creature of a final aircraft design may be so different from that which was modeled in the laboratory that
the electromagnetic behavior is substantially altered. After assembly, access to some components may not be
practical.

There are’ a number of ways to obt.a~ system-level exci@ion for purposes ~such as quality control or
hardening evaluation. Low-level continuous-wave illumination of the system or of individual components is
relatively easy and can often reveal an oversight in airframe assembly or a deficiency in the design of a
hardening element. Alternately, single point excitation can be done, even in a hanger, and can similarly
reveal any obvious problems in the airframe shielding.

Tests of structural design measures should be done as early in the assembly of the system as possible and
should continue throughout the design process. If problems are uncovered dti”g the titial assembly, the
correction is usually relatively painiess. However, if the deficiencies are not found until the aircraft is
completed, the result can @ea very expensive re~ofit progam.. balysk laboratow teswgt and SYStem-leVel
testing with low-level signals are important elements of compliance. However, a system-level test of a
functioning air vehicle using a high-level EMP simulator is a high confidence method of demonstrating
compliance.

4.8 Electrostatic charge control. The system shall control and dissipate the buildup of electrostatic charges
to the extent necessary to protect personnel from shock hazards, to avoid fuel ignition hazards, and to
prevent performance degradation or damage to eiecuonics.

REQUIREMENT RATIONALE (4.8)

As aircraft fly, they encounter dust, rain, snow, and ice which result in an electrostatic charge buildup on the
stmcture due to the phenomenon called precipitation static charging. This buildup of static electricity causes
significant voltages to be present which can result in interference to equipment and constitute a shock hazard
both to aircrew personnel during flight and to ground personnel after landing.

Sloshing fuel in tanks and fuel flowing in lines can both create a charge buildup resulting in a possible fuel
hazard due to sparking. Any other fluid or gas flowing in the system (such as cooling fluid or air), can
likewise deposit a charge with potentially hazardous consequences.

During maintenance, contact of persomel with the structure can create an electrostatic charge buildup on
both the personnel and structure (particularly on nonconduct@e surfaces). This buildup can constitute a
safety hazard to personnel or fuel or may damage electronics.

REQUIREMENT GUID~CE (4.8)

hy component of the structure can accumulate an electrotitic: charge and adequate means must be
provided to dissipate the c,hargeat low I.eyels to prevent ~anylsignificant, y~lpage from developing. Electicauy
conductive and nonc~ndu@e materiakl behave differently. ,Charge deposits on ,$onductive materials will
migrate in the material such that all portions are at the same electrica! potential. Charges deposited on purely
nonconductive material cannot move and large voltage differences can exist over small distances.

Control of static charging is accomplished by ensuring that all structural surfaces are at least mildly
conductive, that aU components are electrically bonded, and that an electrical path to earth is provided. In
general, conductive coatings need tq be applied to all, internal and e,~pmal sections of the system structure
which are electrically nonconductive. For most applicatioti, 106 to 109 Oh per square are reqfied to
dissi~ate the ch.~rge buiJdup. The shock hazard to. Wrsonnel b@ns -at about 3000 volts; therefore, the
charge on system components should not be allowed to exceed 2500 volts.
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Static electricity accumulates on aircraft in flight since here is no electrical path for the charges to flow to
ground. Special control mechanisms become necessary. The developed voltage on an aircraft with respect to
the surrounding air becomes high enough that the air periodically breaks down in an impulse fashion at
sharp contour points where the electric field is the highest. The sharp impulses produce broadband radiated
interference which can degrade antema-connected receivers. The impulses can occur so rapidly that the
receivers produce only a hissing sound and &come useless. Precipi&ion static dischargers are usually used
to control this effect. These devices are designed to bleed the accumulated charge from the aircraft at levels
low enough not to cause receiver interference,

Systems must incorporate features to minimize the possibility of sparks within the fuel system. The system
design must consider the electrical conductivity of the fuels to be used and control the conductivity, if
necessary. JP-4 fuel vapors can be ignited with abou’t 0.25 millijoules of energy. As with structural features
of the system, any component of the fuel system can accumulate an electrostatic charge and adequate means
must be provided to dissipate the charge. Electrical bonding, grounding, and conductive coafig mea~es
need to be implemented. Fuel lines routed tlirough fuel tanks require special attention. All external aircraft
fuel tanks must also be addressed. Additioml information on static electricity and fuels is provided in
AFAPL-TR-78-56 and AFAPL-TR-78-89.

The fuel system must also prevent sparking within the fuel tanks during refueling operations. Some useful
requirements are: a) bonding and grounding of fuel components, b) limiting line velocities to no more than
30 feet per second, c) limiting tank entry velocity to no more than 10 feet per second, and d) refieling the
tank from the bottom. Guidance for the control of static electricity during refueling is presented in TO
00-25-172.

REQUIREMENT LESSONS LEARNED (4.8)

A fighter aircraft was experiencing severe degradation of the UHF receiver when flying in or near clouds.
Investigation revealed that the aircraft was not equipped with precipitation static dischargers. Installation of ~
these devices solved the problem.

An aircraft had a small section of the external structure made of fiberglass. Post-flight inspections required
personnel to get in close proximity to this nonconductive stmctural component. On several occasions,
personnel received significant electrical shocks which caused them to fall from ladders and be injured.
Corrective action was easily accomplished by applying a conductive paint to the surfaces exposed to air flow
and personnel contact.

A maintenance person was working inside a fuel tank and experienced an arc from his wrench when
removing bolts. It was found that maintenance personnel were routinely taking foam mats into the tank to lie
on while performing maintenance. Friction between the mat and clothing allowed a charge buildup which
caused the arc. All nonconductive materials should be prohibited from the tank during maintenance and
clothing should be conductive or sprayed with a conductive spray.

Static discharges from the canopy were shocking pilots on a fighter aircraft during flight. Charges
accumulating on the outside of the canopy apparently migrated sIowly through the dielectric material and
discharged to the pilot’s helmet when a sufficient charge appeared on the inside surface. A conductive finish
on the inside of the canopy freed the problem.

5.8 Electrostatic charge control. Adequate control of electrostatic charging shall be verified by test,
analysis, or inspection as appropriate and as approved by the procuring activity.

VERIFICATION RATIONALE (5 .8)

Verification of protection design for electrostatic charging is necc~ary to en~re that adequate controls have
been implemented.
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VERIFICATION GUIDANCE (508)

u The selected verification method must be appropr@e for the type of s~ctural material being used ~d the
particular type of control being verified. Relatively poor electrical come$ions are effective as di@arge
paths for electrostatic charges. Therefore, inspection would normally be appropriate for verifying that
metallic and conductive compo~te structural members are adequately bonded provided that electrically
conductive hardware and finishes are being used. For dielectric surfaces which are treated with conductive
finishes, testing of the surface resistivity and electrical contact ‘to a conductive path would be normally be
more appropriate. For demonstration that the aircraft will adequately discharge precipitation buildup during
flight, actual flight through likely charging conditions might be necessary.

VERIFICATION LESSONS LEARNED (5.8)

For all structural components, this verification must be done ,d@g air ‘vehicle assembly to verify that all
components are adequately- bonded to each other. After manufacturing is completed, access to some
components may be restricted &king verification difficult.

Coordination between structural and electrical engineer persomel is necessa~ to ensure that all required
?reas are reviewed. For example, a structural component on an aircraft was changed from aluminum to
fiberglass and experienced electrostatic charge buildup in flight which resulted in electrical shock to ground
personnel, The structural engineer made this change without proper coordination, which resulted in an
expensive modification.

4.9 Electrical bonding, Electrical bonding measures shall, ,be @plemented for management of electrical
current paths and control of voltage potentials to ensure required system performance and to protect
personnel. Bonding provisions shall be compatible with other requirements imposed on the system for
corrosion control.

REQUIREMENT RATIONALE (4.9)

Go@ electrical ,bon+g practices have long been recognized as a key element qf successful system design.
An indicator of tlIq importance of electrical bonding is pat the first item often assessed when EMC problems
occur is whether the bonding is adequate. Since electrical bonding involves obtaining good electrical contact
between metallic surfaces while corrosion control often tries to avoid electrical continuity between &similar
materials, it is necessary to ensure that both disciplines are properly considered.

REQUIREMENT GUIDANCE (4.9)
I J!i’

The role of bond@g ,is essentially to ,control voltage c@erencqs @ the ground subsystem by providing
I

low-impedance paths for cqrrent flow. ~sign and, ~a,nufacm@ng policies which will assure adequate
electrical bondiqg, :should be,, established early in ,~e pr,~gram. ,Spqci# attention should be given to the
interdependent relationship @tween ,el~ctrical @xiipg and corrm~iqn control. Unconventional joints should
receive special attention to ensure their aclequacy’, partic~arly conductive join~ in fuel vapor areas. SAE
ARP 1870 provides details on electrical bonding concepts for aerospace systems and examples of bonding
techniques. MIL-HDBK-419 provides guidance for grounding, bonding, and shielding of land-based
facilities, including installed electronic equipment. $ ~ ~

REQUIREMENT LESSONS LEARNED (4.9)
,’

Numerous instances of the need for good bonding have been demonstrated. Bonding improvements or
corrections have solved many system problems including precipitation static in UHF radios, susceptibility of
electronics to

‘u and lightning
e~ern-al electrorna~-etic fields-, radiation of interference into-antenna-connected receivers,
vulnerabilities.
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5.9 Electrical bonding. Compliance with electrical bonding requirements shall be verified by test, analysis,
or inspection as appropriate for the particular bonding provision and as approved by the procuring activity.
Compatibility with corrosion control techniques shall be verified by demonstration that manufacturing
processes which address corrosion control ‘have been implemented.

VERIFICATION IWTIONALE (5.9)

Verification of protection measures for electrical bonding is necessary to ensure that adequate controls are
implemented.

VERIFICATION GUIDANCE (5.9)

The electrical bonding area involves a nuhiber of different concerns. Guidance is provided below under
para~aphs 5.9.1, 5.9.2, 5.9.3, and 5.,9.4. Detailed corrosion control requirements for air vehicles are
imposed by documents such as MIL-STD- 1568. For the purposes of this standard, demonstration is
required that appropriate manufacturing processes are in place to address corrosion concerns.

VERIFICATION LESSONS LEARNED (5.9)

The adequacy of much electrical bonding can be evaluated through DC resistance measurements and
inspection.

4.9.1 RF potentials. All electronic and electrical items which have the capability of producing, radiating,
or responding to electromagnetic energy shall be bonded to the ground subsystem with a resistance of 2.5
rni.lliohrns (DC) or less for metallic interfaces. For composite materials, bonding shall be accomplished at
impedance levels consistent with the materials in use.

REQUIREMENT RATIONALE (4.9. 1)

Systems generally include ground planes to form equipotential surfaces for circuitry. If voltage potentials
appear between electronics enclosures and the ground plane due to internal circuitry operation, the
enclosure will radiate interference. Similarly, electromagnetic fields will induce voltage potentials between
poorly bonded enclosures and the ground plane. These potentials are imposed as common-mode signals on
all circuitry referenced to the enclosure. The same two effects will occur for poorly tionded shield
terminations.

REQUIREMENT GUIDANCE (4.9. 1)

The 2. 5-milliohm level has long been recognized as an indication of a good bond across a metallic interface,
particularly aluminum. There is no technical evidence that this number must be strictly met to avoid
problems. However, higher numbers tend to ihdicate that a quality assurance problem may M present and
bonding may be degrading or not under proper control. Higher values may be more appropriate for otier
metals such as’ stafiess steel ‘or titanium. 1Also, composite materials wilI exhibit much hider levels and
imposed req&rements should be consistent with those materials.

Controls need to be implemented in shield termination paths through connector assemblies. A realistic value
would be on the order of 10 milliohms from the shield to the electronics enclosure for a cadmium-plated
aluminum assembly, with 2.5 milliohms maximum for any particular joint.

REQUIREMENT LESSONS LEARNED (4.9 .1)

The actual need for certain bonding in a particular application is not easily ascertained. It is dependent on
various items such as the shiekiing topology, type of circuit interfaces, and the Me of the enclome as a. ..-. . .. . . .. .
ground reference ‘for’circuits and Nters. For example-, a subsystem which is wholly contained (a~ enclosures ~
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and cable interfaces in a continuous unbroken shield) typically d~s not necessarily require bonding for RF
potential control. External currents will remain outside the shield and internal currents will remain inside.
This configuration k rare. The increasing use of differential interface circuits makes bonding less criticai
since there is better rejection of common-mode noise. However, there is often a trade-off between interface
design and the amount of wiring and number of connector pins since differential interfaces require the use of
two wires and pins for each signal.

In metallic aircraft, the entire vehicle structure forms the ground plane. As designers have introduced
composite materials, which are much less conductive than aluminum, there has been a need in some cases to
introduce separate ground planes to maintain adequate control of electromagnetic effects.

5.9.1 RF potentials. Bonding for RF potentials shall be demonstrated by tests.

VERIFICATION RATIONALE (5.9. 1)

Testing is the only acceptable method for demonstrating that the bonding requirement for RF potentials is
satisfied.

VERIFICATION GUIDANCE (5.9 .1)

The measurement is made from an enclosure surface to the next major assembly. For example, ~ an
installation with an enclosure mounted in a tray, separate measurements would be applicable from the
enclosure to the tray and from the tray to stmcture. The measurement is normally performed with a DC
resistance meter. Ideally, the 2.5 milliohms should be maintained as high in frequency as possible. The
impedance will normally remain low for enclosures that are hard-mounted to structure. However, for
enclosures installations which use bonding straps, such as shock moun~, tie impedance of bon~ng straPs
will be significant due to the inductance of the strap.

VERIFICATION LESSONS LEARNED (5 .9.1)

AC measurements can be performed; however, they require more sophisticated instrumentation. DC
measurements have proven to provide a good indication of the quality of a bond.

Bonding measurements often require that a protective finish be penetrated with electrical probes to obtain
good electrical contact. Care should be taken so that a corrosion problem is not introduced.

4.92 Power current return paths. Bonding provisions shall be provided for current return paths for the
electrical power soqces such that to@l ,voltage drops between the !point of regulation for the power system
and the electrical loads are within the tolerances of the applicable power quality standard. For locations
prone to fuel or fire hazards, voltage drops across equipment-to-structure interfaces under avaiiable fault
current conditions shall not exceed 0.074 volts.

REQUIREMENT RATIONALE (4.9.2)

It is essential that system electrical ,an,d elec~onic equipment be ~royided with adequate voltage levels from
prime power sources for proper operation., Electrical fault conditions must not introduce potential fuel or
fire hazards due to arcing or sparking from melted or vaporized structural materiaL

REQUIREMENT GUIDANCE (4.9.2)

Power quality standards, such as MIL-STD-704 for aircraft, control the supply voltage for utilization
equipment within specified limits. The voltage is maintained at a monitoring location termed the “point of
regulation” with allocations for allowable voltage drops beyond this point to the input of the utilization

-.

43

. — ————.-. . . . . . .

Downloaded from http://www.everyspec.com



MIL-STD-1818A

APPENDIX

equipment. These drops must be controlled through wire conductor
return path design, Most aircraft use structure as the return path for
must be incorporated to control the impedance of this path.

type and size selection and current
power currents. Bonding provisions

The fault condition requirement of 0.074 volts is derived from a figure appearing in a number ,bf bonding
documents including SAE ARP 1870 which displays fault current versus bonding impedance. The vokagc is
essential y constant at 0.074 volts. Although supporting documentation could not be located, the curves are
apparently based on data which demonstrated that stmctural materials would exhibit sparking or arcing
problems.

REQUIREMENT LESSONS LEARNED (4.9.2)

Maintaining required voltage levels on metallic aircraft at utilization equipment has not been a problem since
the current return paths have low impedance. With increasing use of composites, the need for separate wire
returns or implementation of a ground plane becomes a consideration.

5.9Q Power current return paths. Bonding for power current return shall be demonstrated through
analysis of electrical current paths, electrical current levels, and bonding impedance control levels.

VERIFICATION IWTIONALE (5 .9.2)

Voltage drops present in power curr~rit return pati rn~t be evaluated to ensure that electrical power
utilization equipment receive power in accordance with power quality standards and to ensure that fuel and
fire hazards are avoided.

VERIFICATION GUIDANCE (5.9.2)

on most military aircraft, aircraft structure is used as the current return for electrical power. The controls on
bonding between stmctural members, the resistance of structure, and electrical current levels need to be ‘d
considered. For aircraft which use wired returns, the resistance of the wire is the primary consideration. The
location of the point of regulation for the power system also plays a role.

VERIFICATION LESSONS LEARNED (5 .9.2)

With metallic aircraft, voltage drops through structure are typically very IOW. Much higher levels are possible
with graphite/epoxy structure.

4.9.3 Shock hazard, To prevent shock hazards to personnel, all exposed electrically conductive items shall
be bonded as necessary to limit voltages to less than 30 volts between the item and the ground subsystem.

REQUIREMENT IWTIONALE (4.9.3)

The system design must protect personnel from shock hazards.

‘REQUIREMENT GUIDANCE (4.9.3)

The 30-voh level is derived from MIL-STD-454, Requirement 1, Bonding provisions must be included to
pr@vent hazardous voltages from appearing on any electrically conductive assembly. These voltages co~d
result from sources such as broken components in assemblies allowing “hot” wiring to contact the housing or
from electrical referencing of a circuit to the housing.

REQUIREMENT LESSONS

In the past, a bonding resistance of 0.1 ohm has been
hazards.

LEARNED (4.9.3)

considered as adequate to prevent most shock
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5.93 Shock haurds. Bonding for shock hazard shall be verified through test, analysis, and inspection as
appropriate for the particular application.

VERIFICATION RATIONALE (5.9 .3)

Adequate bonding must be verified to ensure personnel safety.

VERIFICATION GUIDANCE (5.9.3)

Verification is primarily achieved by demonstrating that voltages in excess of 30 volts are protected horn
inadvertent contact by personnel and tit faults to electrically conductive surfaces will not resuit in voltages
greater than 30 volts on the surface. These types of faults should normally trip circuit protection equipment.

VERIFICATION LESSONS LEARNED (5.9.3)

Powerline filtering arrangements in electronics which isolate the powerline neutral from chassis can result in
hazardous voltages on the enclosure if the frame ground is disconnected. Typically, filters will be present on
both the high side and the return which will have capacitance to the chass@. If the chassis is floating with
respect to earth ground, the capacitors act as an voltage divider for AC waveforms with half the AC voltage
present on the case with respect to earth. The value of the capacitors determines the amount of current that
may flow.

4.10 Radiation luwrds. The system shall be designed so that personnel, fuels, and elect.roexplosive
devices (EEDs) are not exposed to unsafe levels of electromagnetic radiation and that the required missions
can be completed in a safe reamer. The prime contractor is responsible for the overall design, plannings
management, and demonstration of the system to ensure safety in these areas.

REQUIREMENT RATIONALE (4. 10)

It has been firmly established that sufficiently high electromagnetic fields can harm persomel, ignite fiel,
and fire EEDs. Precautions must be exercised to ensure that unsafe conditions do not develop.

REQUIREMENT GUIDANCE (4. 10)

See guidance for 4.10.1, 4.10.2, and 4.10.3.

REQUIREMENT LESSONS LEARNED (4. 10)

See lessons learned for 4.10.1, 4.10.2, and 4.10.3.

5.10 Radiation hazard safety. Safety with regard to RF effe~ on personnel, fuels operations, and the use
of EEDs shd be demonstrated by testing, amlysis, and inspection as applicable and as approved by the
procuring activity.

VERIFICATION RATIONALE (5. 10)

Adequate design and controls regarding safety to radiation hazards must be verified.

VERIFICATION GUIDANCE (5. 10)
. .. . . .. . .. .. ----- .. . . --- .- . .. . . ----- . . . ----- . . . .. ----

Guidance & pro;ded below under paragraply 5.10.1, 5.10.2, and 5.10.3.
. . .. .. .

L+--’
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VERIFICATION LESSONS LEARNED (5. 10)

Lessons learned are provided below under paragraphs 5.10.1, 5.10.2, and 5.10.3.

4.10.1 l%~nnei hazank. The system shall be designed so that persomel are not exposed to RF levels
exceeding the permissible exposure limits (PELS) of AFOSH Standard 161-9.

REQUIREMENT RATIONALE (4. 10. 1)

The fact that heating is associated with abso~tion of RF power by humans was known nearly 50 years ago
and led to the introduction of RF diathermy for medical and su.r@cal purposes. The heat from RF field
interactions simply adds to the metabolic heat load of the hurqan. If the body’s heat gain exceeds its ability
to rid itself of excess heat, the body temperature rises. Therefore, if significant RF power is absorbed, an
increase in body temperature is expected which could have a competing effect on metabolic processes, with
potentially deleterious effects. Cataracts in the eyes are one of the more widely recognized effects of excess
RF exposure. The eyes have difficulty coping with a thermal burden due to the relatively small blood
circulation.

As with any electronics, there is an electromagnetic interference concern with the interaction of radio
frequency fields and electronic medical prosthetic devices such as a cardiac pacemakers. Adverse biological
effects can result.

REQUIREMENT GUIDANCE (4. 10. 1)

AFOSH Standard 161-9 contains the PEL criteria and de@led guidance on-interpreting and applying the
criteria. A few edited excerpts from AFOSH Standard 161-9 are provided here.

Air Force facilities normally have a Bioenvironmental Engineer (BEE) assigned who provides support in ~
assessing and documenting RF hazards. In some cases warning signs will be necessary to indicate hazardous
areas. The BEE will determine the locations and sizes of warning signs appropriate to a given facility or
activity and will recommend suitable warning information to be printed on the black portion of the signs.

REQUIREMENT LESSONS LEARNED (4. 10. 1)

Aircraft-mounted radar and electronic countermeasures (ECM) systems present the greatest potential
persomel hazard because they can be reached by persons at ground level.

Persomel assigned to repair, maintenance, and test facilities have a higher potential for being overexposed
because of the variety of tasks, the proximity to radiating elements, and the pressures for rapid maintenance
response.

RF equipment radiating at frequencies below 1000 MHz and delivering less than 7 watts of power to the
radiatitig device are co~idered nonhazardous.

Ground-to-air, air-to-ground, and ground mobile communications facilities do not usually require any
controls. There are some exceptions. Most transmit at low power and for short periods of time.

5.10.1 Personnel hazards safety. Using the methods of measurement and calculation of AFOSH Standard
161-9, the prime contractor shall demowate that the system RF emitters will not affect the health and
safety of personnel during any phase of the system mission.

VERIFICATION IU4TIONALE (5. 10.1)
. . .. . . . . . . . . .

Safety regarding RF”hazards to personnel must be verified,
. .
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VERIFICATION GUIDANCE (5.10.1)

‘u
AFOSH Standard 161-9 provides guidance on hazard determination and treatment. An RF hazard
evaluation is performed by determining safe distances for personnel from RF emitters. Safe distances can be
determined from calculations based on RF emitter characteristics ‘or through measurement. Once a distance
has been determined, an insp&tion is req&red of areas where personnel have access together with the
antenna’s pointing characteristics. If personnel have access to hazardous areas, appropriate measures must
be taken such as warning signs and technical order (TO) cautions. TO 312-10-4 provides methodology for
calculating hazard distances.

VERIFICATION LESSONS LEARNED (5. 10. 1)

Safe distance calculations are often based on the assumption that far-field conditions exist for the antenna.
These results will be conservative if near-field conditions actually exist. TO 31Z- 10-4 provides techniques
for reduction of gain for certain types of antennas, Measurements may desirable for better accuracy.

Before a measurement survey is performed, calculations should be made to determine distances for starting
measurements to avoid hazardous exposures to survey personnel and to prevent damage to instruments.
While hazard criteria are primarily based on average power density and field strength levels (peak levels are
also specified), probes have peak power limits above which burnout of probe sensing elements may occur.

When multiple emitters are present and the emitters are not phase coherent (the usual case), the resultant
power density is additive. This effect needs to be considered for both calculation and measurement
approaches.

In addition to the main beam hazard, localized hot spots maybe produced by reflections of the transmitted
energy from any metal structure. These results can occur in areas having general power densities less than
the permissible exposure limit (PEL).

4.10S Fuel hazmis. The system shaU include provisions such that the fuel hazard criteria of AFOSH
Standard 127-38 are met during fiel operations.

REQUIREMENT RATIONALE (4. 10.2)

Fuel vapors can be ignited by an arc induced by a strong RF field. Therefore, the potential hazard of any fuel
handling operation near an RF source must be addressed.

;;<{
REQUIREMENT GUIDANCE (4. 10.2)

1
The existence and extent of a fuel hazard are determined by comparing the actual RF power density to the
safety criteria. Air Force TO 31 Z- 10-4 provides procedures for establishing safe operating distances.

RF energy can induce currents into any metal object. The amount of current, and thus the strength of a
spark across a gap between two conductors, depends on both the field intensity of the RF energy and how
well the conductors act as a receiving antehha. Many parts of an ‘aircraft, a refuei.ing vehicle, and/or the

I

static grounding conductors can act as receiving anter&as. The induced current depends mainly on the
conductor length in relation to the wavelength of the RF energy and the orientation in the radiated field. It is
not feasible to predict nor control these factors, The hazard criteria must then be based on the assumption
that an ideal receiving antenna could be inadvertently created with the required spark gap.
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REQUIREMENT LESSONS LEARNED (4. 10.2)

There is a special,case where a fuel or weapon RF hazard can exist even though the RF levels are within the
safe limits specified. This special case is for both the hand-held (l-5 watts) and mobile (5-50 watts)
transceivers. The ,antennas on these equipm~nts can generate hazardqus situations when they are allowed to
accidentally touch the aircraft, weapon, or SUppOrtequipment. To avoid this hazard, transceivers should not
be operated any closer than 10 feet from weapons, fuel vents, etc.

5.10.2 Fuels safety. The prime contractor shall demonstrate that the system is designed to preclude
accidental ignition of fuels due to RF emissions.

VERIFICATION RATIONALE (5. 10.2)

Safety regarding RF hazards to fuels must be verified.

VERIFICATION GUIDANCE (5. 10.2)

TO 312-10-4 provides methodology for calculating hazard distances from RF emitters. An important issue
is that fuel hazard criteria are based on peak power, while hazard criteria for personnel are based primarily
on average power. Any area in the system where fuel vapors may be present needs to be evaluated.
Restrictions on use of some RF emitters maybe necessary to insure safety under certain operations such as
refueling operations, Any required procedures must be carefully documented in technical orders or other
appropriate publications.

AFOSH Standard 138-27 primarily addresses radars. other types of RF emitters should be reviewed to
insure that the y do not pose a problem.

VERIFICATION LESSONS LEARNED (5. 10.2)

See lesson learned for paragraph 5.10.1.

4.103 Electroexplosive subsystems. The system shall protect electroexplosive subsystems from
inadvertent operation under all electromagnetic environmental conditions specified in this standard.
Electroexplosive devices (EEDs) shall have a minimum no-fire characteristic of 1 ampere/1 watt and shall
not initiate when a 500-picofarad capacitor charged to 25 kilovolts (electrostatic discharge) is applied
through a 5-kilohm resistor in both pin-to-pin and pin-to-case modes.

REQUIREMENT R4TIONALE (4. 10.3)

EEDs (sometimes called squibs) are used for many purposes incluchng ejecting stores from aircraft, escape
systems, igniting rocket motors, and initiating warheads. RF energy can inadvertently fire EEDs due to
induced currents in electroexplosive subsystem wiring. The consequences can be hazardous.

REQUIREMENT GUIDANCE (4. 10.3)

The electrical circuit internal to an EED is simply a small resistive element termed a bridgewire. When the
EED is intentionally fired, a current pulse is passed through the bndgewire, causing heating and resultant
initiation of the explosive charge. RF fields can induce currents to flow in the bridgewire by coupling into the
interface wiring. These currents W cause bndgewire heating that may inadvertently fire the EED. The
accidental firing of EEDs by RF energy is not a new concern. Commercial manufacturers of blasting caps
-have.warned ~e.r- customers for many yea~ about the pqte,ntjd ha~ard-involved in, using electrically fired-. . . . .. -------- . . . ..-.
blasting caps in the vicinity of radio transmitters.
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MIL-STD-1512 provides design criteria for electroexplosive circuits and for individual EEDs and portions
of the document may be appropriate for certain applications. Much of MIL-STD-1512 is not normally
applied due to the cost of performing the extensive tests which are specified.

REQUIREMENT LESSONS LEARNED (4. 10.3)

The response of an EED to an RF energy field, and the possibility of detonation, depend on many factors.
Some of these factors are transmitter power output, modulation characteristics, operating frequency,
antenna propagation characteristics, EED @ring configuration (i.e. shielding, length, and orientation) and
the thermal @e constant of the bridgewire.

5.103 Ektro@osive subsystems. The prime contractor shall verify the protection of electroexplosive
subsystems by demonstrating required margins during system-level evaluations (intra-system electromagnetic
compatibility, external RF environments, lightning, and electromagnetic pulse). Compliance of
electroexplosive devices (EEDs) with no-fire and elecuostatic discharge requirements shall be in accordance
with test methods 202 and 205 of MIL-STD-15 12, respectively.

VERIFICATION RATIONALE (5. 10.3)

Adequate design protection for electroexplosive subsystems and EEDs must be verified to insure safety.

VERIFICATION GUIDANCE (5. 10.3)

Verification methods must show that electroexplosive subsystems will not inadvertently operate and EEDs
will not inadvertently initiate or be dudded during handling, storage, or when installed in the system.
MIL-STD-1512 provides test methods for verifying design characteristics of EEDs as components.
Verification of adequate protection for EED installations in the system requires that margins be
demonstrated during intra-system electromagnetic compatibility testing and during evaluations of the
environments external to the system. Methods used to demonstrate margins during testing require
instrumentation of the EED using techniques such as thermocouples, RF detectors, temperature sensitive
waxes, fiber optics, and substitution of more sensitive elements.

VERIFICATION LESSONS LEARNED (5. 10.3)

There are a number of concerns with EEDs and instrumentation techniques. The influence of the
instrumentation on the normal thermal and electrical characteristics of the EED must be minimized. Even
the removal of the explosive powder for both safety and instrumentation reasons will have some effect on
heating and electrical characteristics due to changes in thermal capacity and dielectric properties. Devices
with greater sensitivity used in place of the EED must have characteristics as close as possible to the EED,
including electrical wiring and lead construction.

An important parameter, w~ch often does not receive adequate attention in safety evaluations is the thermal
time constant of the EED. The temperature rise of EED bridgewires to a current step can be modeled as an
exponential. The @me constant is the po@ in. time on an exponential curve where the exponent equals
minus one and 6370 of the final value has been reached. LA-S 20 l-MS repo~ on a detailed study of EED
characteristics which found typical time constants to be between 1 and 20 milliseconds. Heating and cooling
time constants are similar. Time constants are not determined for EEDs as a standard practice.

Most instrumentation techniques in use are S1OWresponding, particularly with respect to 1 millisecond. They
will produce reasonable results for. high duty cycle waveforms such as voice communications. For pulsed
radar signals, these techniques rely on a long-term effect called thermal stacking, which is related to average

----e-- — ------ ———— _ ———_——.— _——— _
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power. Each pulse causes a small amount of heating followed by a relaxation period where some cooiing
occurs. After several thermal time constants, the temperature of the ‘EED bridgewire reaches an equilibrium

ucondition with some smail temperature excursions about the equilibrium point.

This concept works well when the puise width and pulse period are small compared with the time constant,
for example, a l-microsecond pulse and a l-millisecond period with a 20-millisecond EED time constant.
However, radars exist with pulse widths weU over 1 millisecond and pulse rates may be low or not even
relevant due to phased-array operation where consecutive pulses may be at completely different azimuth
and elevation positions. Some examples follow. If a radar has a 5-millisecond pulse width and a
l-millisecond time constant EED is under consideration, the EED brid~ewire will essentially reach thermal
equilibrium during a single pqlse and average power is irrelevant. The radar can be treated as continuous
wave. If the radar has a 20-millisecond inter-pulse period (50-Hz pulse repetition frequency), a
l-millisecond EED bndgewire will cool completely between pulses for practical p~oses and no thermal
stacking takes place. Under this condition, the energy in the pulse is important for pulses which are short
compared to the time constant, and the peak power is important for pulses which are long compared to the
time constant. Most present instrumentation will not provide reliable results for these situations, and
analytical techniques or special calibrations may be necessary to correct results.

4.11 Life cycle. The EME protection design shall include full consideration of life-cycle aspects of the
protection (e. g., identification of hardening elements and processes, repair, maintenance, integrity
verification, and inspection requirements). EME protection measures and techniques shall be designed to
retain their effectiveness throughout the life of the system and its support subsystems. System protection
shall include, but not be limited to, the following life-cycle considerations.

a. Maintenance. Protection designs shalJ either be accessible and maintainable or shall be designed to
survive the design lifetime of the vehicle without mandatory maintenance or inspection. Bonding, shielding,
or other protection devices which can be disconnected, unplugged, or otherwise deactivated during
maintenance shall be addressed in maintenance documentation, including required actions to restore their
effectiveness.

b. Repair. Protection design measures shall be repairable or replaceable without degradation of the
initial level of protection.

c. Su.meillance. A program shal! be established to ensure that the protection measures incorporated
in the system design are not degraded with time or use. The system shall be designed such that the
electromagnetic design features that require sumeillance are accessible and can be tested or inspected as
needed.

REQUIREMENT IWTIONALE (4. 11)

Advanced avionics and structural concepts are offering tremendous advantages in increased performance of
high-technology aircraft. These advantages wilJ be seriously compromised, however, if EME protection
concepts ~pact life cycle costs through excessive parts count, mandato~ maintenance, or through cosdy
repair requirements. In fact, performance may be so critical for some high-techriology vehicles that
excessive design penalties may either preclude the production of the vehicle or program management may
decide not to provide protection. It is essential, therefore, that life-cycle considerations be included in the
tradeoffs used to develop vehicle EME protection.

It is important that protection provisions that require maintenance be accessible and not be degraded due to
maintenance actions on these provisions. d
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REQUIREMENT GUIDANCE (4.11)

There are normally a number of approaches available for providing EME protection. The particular design
solution selected must give adequate consideration to all aspects of the life cycle including maintenance and
need for repair.

EME protection schemes include specific design measures both internal to electrical and electronic
enclosures and in the basic airframe. Factors such as corr&ion, electrical overstress, loose comections,
wear, misalignment, dirt, paint, grease, sealant, and maintenance actions will degrade the effectiveness of
some protection measures with time.

To ensure continued protection (hardness), the system manufacturer must provide the user with a
maintenance and surveillance program which identifies protection schemes and devices and specifies
maintenance intervals ~d procedures. Emphasis needs to be placed on critical functions for aircraft
operational and rn@sion perfo~ance. A thorough program may ~clude visual inspections and testing using .
built-in-test and flightlipe test equipment. The user must ass~e the responsibility to implement the program
for the life of the airframe and to modify the program as necessa~ to include conditions not originally
anticipated. Some of the design features affecting hardness are overbraiding of electrical cables, integrity of
shielded volumes, electrical bonding of surfaces, hear (resis=ncet capacitance and inductance) and
nonlinear (transzorbs, zener diodes, varistors, etc. ) filtering,Circtitinterface design (balances gro~ding~
etc. ) and circuit signal processing characteristics.

The program must also address maintenance actions being performed on noncritical items which are in the
same area as the critical items. These instructions are necessary to ensure that personnel do not
inadvertently compromise the protection measures of the critical functions. The program must also include
procedures addressing modifications to the aircraft. The modifications could involve either new or existing
subsystems which perform critical functions. They could also involve modifications to the aircraft structure
or subsystem components, such as wiring and protective devices.

REQUIREMENT LESSONS LEARNED (4. 11)

Many times in the past, EME protection has been installed without sufficient thought being given to
maintenance and repair. It is often very difficult to access protection measures to determine if they are still
effective. By considering the problem of access and test during design, it can be relatively simple to provide
protection measures which will allow maintenance checks to be made while minimizing any negative impacts
to the design. Also, design techniques oriented toward better maintenance access can provide capability for
quality control checks during assembly, benefiting both the airframe manufacturer and user.

“Don’t design it if it can’t be repaired. ” Protection must be designed so as to be easily repairable. The
protection system and any repair details must be documented in the applicable technical orders. For
example, if lightning divexter strips or buttons afe used on radomes, the maintenance information must
reflect any precautions’such as not painting. If fuel tank SW should not be painted to prevent puncture by
lightning, this ‘information must be documented with rationale.

I 1 ’ 1 ’

Some key areas which require special consideration are addressed in the paragraphs below.

Access doors made of composite materials which are an element of the shielding for a volume are generally
designed to be bonded electrically to the airframe of the airplane. If door spring fingers are employed, they
must be kept clean, kept free from damage:,and aligned qt all:tJn@s. G@ contact between the door frame
around the access door and the spring fingers is critical for maintaining shielding integrity. The bonding area
must be inspe.cted.to ensure that the bonding effeaiveness has not been degraded by dirt, corrosion, sealant
and paint overmns, damage, or misalignment.
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Screens using wire mesh have been used to shield openings in stnxture. These screens need to be treated in
a fashion similar to the access doors.

Proper electrical bonding of electrical and electronic enclosure’s to system structure is often essential for
proper operation in the various electromagnetic environments. Surfaces on the enclosures and stmctu.re
m~st be kept clean to main@n proper bond.ipg. An example of bonding design is the contact between the
back of an enclosure and the finger washers in the rear wall of the avionics rack. Other electrical bonds
which require attention may be in the form of flat bands or braids across shock mounts or structural
members.

It is important that replacement hardware conform to the original design concept. For example, when
damaged cables are repaired, shield termination techniques established for the design must be observed.

5.11 Life cycle. Syst~m design features implemented for EME protection shall be inspected for compliance
with life cycle requirements for m&enance, repair, and surveillance capability. Demonstrations of
maintainability, accessibility, and testability and the ability to detect degradations shall be performed.
Maintenance and surveillance methodology and tools shall be identified in the EMEVR and appropriate
maintenance publications.

VERIFICATION RATIONALE (5. 11)

Compliance with lifecycle requirements must be verified to insure that electromagnetic effects protection
can be maktained and does not degrade with time.

VERIFICATION GUIDANCE (5. 11)

Some electromagnetic effects protection measures-such as electrical contact of critical components and
electromagnetic shielding effectiveness-cannot be maintained by visual inspections alone. Hardness
surveillance testing will often be necessary.

The techniques and time internals for evaluating or monitoring the integrity of the system protection features
need to be defined. The user will probably need to adjust the maintenance intends after attaining
experience with the degradation mechanisms. Built-in test equipment, test ports, resistance measurements,
continuity checks, transfer impedance measurements, and transfer function measurements are some of the
means available for use in the periodic surveillance of system integrity. For evaluation of possible
degradation, a baseline of the system as delivered to the user is necessary.

VERIFICATION LESSONS LEARNED (5. 11)

The manufacturer of the system has the best undersbnding of the system protection measures. His role in
defining appropriate requirements for various protec~on measures in a manner which can be effectively
verified at the system level and evaluated during maintenance is key to a successful lifecycle program. These
considerations include the need for easy access to protection measures requiring evaluation. Otherwise the
performance of some protection measures may be neglected. In some cases, other system design
considerations may be overriding. In such cases, it is often possible to provide features in the design (such as
test tabs or special connectors) which will permit a test measurement to be made without time-consuming
disassembly.

Most shielded cable failures occur at the comector and a resistance meter capable of measuring milliohms is
usually sufficient for locating these failures. Testing on several aircraft has shown that holes or small defects
in -~e. sh~e]~ -.ticms~lves. are. not a. s@.i.fic@ problem It takes major damage to the shield for its
effectiveness to be degraded.
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Cable shield testers are available for more thorough evaluation of shield or conduit performance. A current
driver is easily installed on the outside of the cable; however, a voltage measurement on wires internal to the
shield requires access to these wires. If an electrical connector is sufficiently accessible, the voltage
measurement is straightforward. In some cases, cables pass through bulkheads without the use of connectors
and access is not readily available, A possible solution is to include a pick-off wire attached to one of the
wires within the bundle which is routed to a connector block accessible to technicians.

An apcnure tester can be used to monitor the integrity of RF gaskets and screens protecting apertures on the
system. An existing tester uses a stripiine on the outside of the system structure to drive a current across the
aperture and the voltage developed across the aperture within the structure is measured. The installation of
the stripline has not been difficult; however, paint and nonconductive materials on the inside of stmcture
have hampered the ability to measure induced voltages across doors and window frames. Test tabs or jacks
would have greatly simplified the measurement.

Frequent performance of surveillance checks after initial deployment can help in refining maintenance
intervals by dete rrnining degradation mechanisms and how fast degradation developk

Life cycle considerations must include the fact that systems are often modified soon after they are fielded
and frequently throughout their life. Sometimes the modifications are small and can be qualified with a
limited effort. Often there are maj’or changes to system s~cture as well as to ihe electronics. The addition of
major new subsystems can introduce new points of entry for electromagnetic energy into protected areas,
and a major requalification of the system may be necessary. Also, if enough small modifications are made
over a period of time, the hardness of the system may be in doubt and requalification should be considered.

4.12 External grounds. Grounding jacks shall be installed on aircraft to pe~t connection of grounding
cables for fueling, weapons handling, and other seticing operatio~. MS90298‘ Or equivalent fhMh-mo~ted
jacks shall be used and shall be installed to comply with MS33645. A jack is required at each gravity fuel
inlet for fuel nozzle grounding. A minimum of two additional jacks for utility and helicopter aircraft and four
for other aircraft types shall be provided for general servicing. For aircraft which carry weapons, additional
jacks shall be located for convenience in handling ordnance.

REQUIREMENT W4TIONALE (4. 12)

Grounding of an air vehicle to earth and to servicing equipment is essential to prevent safety hazards from
electrostatic charging effects. The grounding provisions provide paths for equalization of voltage potentials,,,
between various points. Grounding jacks must be located at a sufficient number of locations to provide ease
of maintenance “and to comply with i&emational agreements.

It is well established that sparks due to vokdge potential differences between aircraft and servicing
equipment can be sufficient to ignite fuel vapors. fie motion of fuel during refueling operations is a large
contributor to static charging. There is also a concern to prevent electrostatic discharge during ordnance
handling. Electroexplosive devices used in ordnance are potentially susceptible to inadvertent ignition from
static discharge.

REQUIREMENT GUIDANCE (4. 12)

Air Force Technical Order 00-25-172 provides requirements for grounding of aircraft during seticing.

MS90298 and MS33645 are implementing documents for NATO and ASCC international agreements.
They allow for correct mating and identification marking so that hardware used by allied countries will be
interoperable.
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Bonding provisions are required for munitions that are stored in bunkers while in containers or exposed to
the elements to reduce static charge buildup during handling. These include munitions-to-container,
container-to-groimd, munitions (not in containers) -to-ground. u

REQUIREMENT LESSONS LEARNED (4. 12)

Aircraft fuel fires have been attributed to electrostatic discharge. Precisely demonstrating that an
eletiostatic discharge caused a mishap is usually not possible due to difficulty in reproducing conditions that
were present.

A review board concluded @t a mishap with a missile was due to inadvertent ignition of the rocket
propellant from electrostatic discharge, This incident occurred with the propellant itself and not with the
electroexplosive device.

4.12.1 Grounding jack inqta~tion. The grounding jacks shall be attached to stmcture so that the
resistance between the mating plug and structure shall be no greater than 1.0 ohm (DC).

REQUIREMENT RATIONALE (4. 12. 1)

Electrical resistance between the grounding jack and vehicle sncture must be controlled to ensure that an
adequate connection is present to dissipate static.

REQUIREMENT GUIDANCE (4. 12. 1)

Relatively poor electrical connections are adequate to dissipate static. However, contqols must be imposed
which indicate that a reasonable metal-to-metal connection is present. It is not difficult to obtain 2.5
m.iil.iohms in a new installation. Allowing values greater than 1.() ohm could result in questionable or erratic ~
connections being considered adequate.

REQUIREMENT LESSONS LEARNED (4. 12. 1)

Grounding jacks on aircraft in the field have been found to be electrically open-circuited with respect to the
aircraft structure due to corrosion. It is important that corrosion control measures be implemented at the
time of installation.

4.122 External grounds for serviang equipment. Each item of servic@g equipment or aerospace ground
equipment shall have a grounding wire suitable for connection to an ea~ ground rod. In addition, all
servicing equipment that handles flammables, explosives, oxygen, or other potentially hazardous materials
shall have a permanent bonding cable attached for comection to the aircraft. The bonding and grounding
cables shall use a plug complying with MS2S 384 for the connection to the aircraft and an approved fitting for
connection to the ground rod.

REQUIREMENT IWTIONALE (4. 12.2)

Proper grounding provisions are essential for safety.

REQUIREMENT GUIDANCE (4. 12.2)

Earth grounding of servicing equipment is necessary to prevent shock hazards due to electrical faults in the
equipment. Connection to the aircraft in the presence of potentially hazardous materials is necessary to
prevent potential problems due to electrostatic discharges between servicing equipment hardware and <
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aircraft structure. MS25 384 plugs are mechanically compatible with the MS90298 grounding jacks specified
above for installation on the aircraft. These plugs are also compatible MM allied counties’ ticraft~ ~US
meeting NATO and ASCC standardization agreements.

REQUIREMENT LESSONS LEARNED (4. 12.2)

The need for proper grounding is well established. See lessons learned for 4.12.

4.12.3 External grounds for maintenance in repair facilities. Each equipment item, when removed
from its primary structure (line replaceable uniu for aircraft, SUpport equipment, or ground systems) for
maintenance shall have provisions for connecting grounding wire between its chassis, transporting fixture, or
protective enclosure (packaging) and the facility ground.

REQUIREMENT IL+TIONALE (4. 12.3)

Proper grounding provisions are essential for safety.

REQUIREMENT GUIDANCE (4. 12.3)

Eanh grounding of equipment being tested with associated servicing or support equipment is necessary to
prevent shock hazards due to electrical faults or electrostatic charge buildup in the equipment. T’his
connection will prevent potential personnel hazards.

REQUIREMENT LESSONS LEARNED (4. 12.3)

The need for proper grounding is well established.

5.12 Extenml grounds for &craft. Proper placement and marking of external
system shall be verified by inspection. Compliance with bonding requirements

gro~d protiom for the
shall be verified by test.

VERIFICATION R4TIONALE (5. 12)

To ensure safety, proper use and installation of external grounds for aircraft must be verified.

VERIFICATION GUIDANCE (5. 12)

Proper bonding can be verified with an ohmmeter.

VERIFICATION LESSONS LEARNED (5. 12)

Installation practices should be reviewed to ensure that corrosion protection is included.
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