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1 . SCOPE

1 . 1 Pu r p o s e . T h i s s t a n d a r d p r o v i d e s p r o c e d u r e s f o r ma r k i n g s c i e n t i f i c ,
t e c h n i c a l , e n g i n e e r i n g , p r o d u c t i o n , a n d l o g i s t i c s t e c h n i c a l d a t a , t o d e n o t e
t h e e x t e n t t o wh i c h t h e y a r e a v a i l a b l e f o r s e c o n d a r y d i s t r i b u t i o n . I t
p r o v i d e s a s y s t em t o f a c i l i t a t e t h e s h a r i n g o f t e c h n i c a l d a t a w i t h i n t h e
g o v e r nme n t , a n d w i t h t h e d e f e n s e i n d u s t r i a l c o nwn u n i t y b y a u t h o r i z i n g
d i s s em i n a t i o n o f t e c h n i c a l d a t a b y o r g a n i z a t i o n s o t h e r t h a n t h e DoD
c o n t r o l l i n g o f f i c e .

1 . 2 S c o p e , A l l DoD c omp o n e n t s r e s p o n s i b l e f o r t e c h n i c a l d a t a s h a l l d e t e r m i n e
t h e d i s t r i b u t i o n a v a i l a b i l i t y a n d a r r a n g e t o ma r k t h em a p p r o p r i a t e l y b e f o r e
p r i ma r y d i s t r i b u t i o n . D i s t r i b u t i o n s t a t eme n t s a n d e x p o r t - c o n t r o l s t a t eme n t s ,
s u p p l eme n t a l t o a n y s e c u r i t y ma r k i n g s , s h a l l b e ma r k e d o n a l l d a t a t o d e n o t e
t h e i n t e n d e d a u d i e n c e t o a u t h o r i z e s e c o n d a r y d i s t r i b u t i o n w i t h o u t a d d i t i o n a l
s p e c i f i c a p p r o v a l o f t h e c o n t r o l l i n g o f f i c e . T h i s s t a n d a r d e s t a b l i s h e s t h e
p r o c e d u r e s f o r ma r k i n g t e c h n i c a l d a t a .

1 . 2 . 1 Ap p l i c a b i l i t y . T h i s s t a n d a r d a p p l i e s t o a l l t e c h n i c a l d a t a g e n e r a t e d
b y o r f o r t h e De p a r t me n t o f De f e n s e . T h i s s t a n d a r d u s u a l l y d o e s n o t a p p l y t o
f i n a n c i a l a n d ma n a g eme n t d a t a u n l e s s s u c h d a t a c o n t a i n s c r i t i c a l t e c h n o l o g y
i n f o r ma t i o n .
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2 . APPL I CABL E DOCUMENTS

2 . 1 Go v e r nme n t d o c ume n t s .

2 . 1 . 1 S t a n d a r d s .

STANDARDS

M I L I TARY

M I L - STD - 1OO - E n g i n e e r i n g D r aw i n g P r a c t i c e s

M I L - STD - 9 6 1 M i l i t a r y Sp e c i f i c a t i o n s a n d A s s o c i a t e d
Do c ume n t s , P r e p a r a t i o n o f

M I L - STD - 9 6 2 - M i l i t a r y S t a n d a r d s , Ha n d b o o k s , a n d
Bu l l e t i n s , P r e p a r a t i o n o f

2 . 1 . 2 O t h e r Go v e r nme n t d o c ume n t s .

DOD D i r e c t i v e 5 2 3 0 . 2 4 - D i s t r i b u t i o n S t a t eme n t s o n T e c h n i c a l
Do c ume r . t s .

DOD D i r e c t i v e 5 2 3 0 . ? 5 - W i t h h o l d i n g o f Un c l a s s i f i e d T e c h n i c a l Da t a
f r om Pu b l i c D i s c l o s u r e .

-

DOD Re g u l a t i o n 5 2 0 0 . 1 - R - I n f o r ma t i o n S e c u r i t y P r o g am Re g u l a t i o n .

Co p i e s o f f e d e r a l a n d m i l i t a r y s p e c i f i c a t i o n s , s t a n d a r d s , a n d h a n d b o o k s a r e
a v a i l a b l e f r om t h e Na v a l Pu b l i c a t i o n s a n d F o r ms C e n t e r , ~AT TN : NPODS ) , 5 8 0 1
T a b o r A v e n u e , Ph i l a d e l p h i a PA 1 9 1 2 0 - 5 0 9 9 . )

Co n t r a c t o r s s h o u l d c o n t a c t t h e c o n t r a c t i n g o f f i c e r f o r t h e s e d o c ume n t s .

2 . 2 No n - g o v e r nme n t p u b l i c a t i o n s .

AMER I CAN NAT I ONAL STANDARDS I NST I TUT E ( ANS I )

ANS I PH5 . 9 , Sp e c i f i c a t i o n f o r
M i c r o f i c h e I n p u t

( Ap p l i c a t i o n f o r c ~ p i e s s h o u l d b e a d d r e s s e d t o t h e Ame r i c a n Na t i o n a l S t a n d a r d s
I n s t i t u t e , 1 4 3 0 B r o a dw a y , New Yo r k , NY 1 0@1 8 . ?

-
‘7
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3 . DE F I N I T I ONS

3 . 1 A c r o n yms u s e d i n t h i s S t a n d a r d . T h e a c r o n yms u s e d i n t h i s s t a n d a r d a r e
d e f i n e d a s f o l l ow s :

a . AE CA - A r ms E x p o r t - Co n t r o l A c t

b . CCL

c . DoD

d . EAA

e . EAR

f . ECCN

q- . EO

h . FO I A

i . I EP

j . I TAR

k , MCT L

1 . ML

m . ST I NFO

- Commo d i t y I

- De p a r t me n t

- E x p o r t Adm

- E x p o r t Adm

o n t r o l L i s t

o f De f e n s e

n i t r a t i o n A c t

n i t r a t i o n Re g u l a t i o n s

- E x p o r t Commo d i t y Co n t r o l Numb e r

- E x e c u t i v e O r d e r

- F r e e d om o f I n f o r ma t i o n A c t

- I n t e r n a t i o n a l E x c h a n g e P r o g r am

- I n t e r n a t i o n a l T r a f f i c i n A r ms Re g u l a t i o n s

M i l i t a r y C r i t i c a l T e c h n o l o g y L i s t

- Mu n i t i o n s L i s t

- S c i e n t i f i c a n d T e c h n i c a l I n f o r ma t i o n

3 . 2 A r ms E x p o r t - Co n t r o l A c t ( AECA ) . T h e l aw s e t o u t i n 2 2 U . S . C . 2 7 5 1 - 2 7 9 4 .
T h i s r e q u i r e s o b t a i n i n g a n a p p r o v a l f r om t h e De p a r t me n t o f S t a t e f o r e x p o r t i n g
d e f e n s e a r t i c l e s a n d s e r v i c e s , i n c l u d i n g t e c h n i c a l d a t a r e l a t e d t o mu n i t i o n s
a n d m i l i t a r y e q u i pme n t . I t i s i mp l eme n t e d b y t h e I n t e r n a t i o n a l T r a f f i c i n
A r ms Re g u l a t i o n s ( I TAR ) s e t o u t i n 2 2 C FR 1 2 1 - 1 3 0 .

3 . 3 Commo d i t y Co n t r o l L i s t ( CCL ~ . T h e l i s t o f i t ems i n t h e E x p o r t Adm i n i s -
t r a t i o n Re g u l a t i o n s a t 1 5 CPR 3 9 9 . L i c e n s e s f r om t h e De p a r t me n t o f Comme r c e
a r e r e q u i r e d t o e x p o r t s u c h i t ems a n d t h e t e c h n i c a l d a t a r e l a t i n g t o t h em .

3 . 4 Comp u t e r So f t w a ? e . Comp u t e r p r o g r ams a n d c omp u t e r d a t a b a s e s .

3 . 5 Co n t ~ o l l i n q Do l l O f f i c e . T h e DoD a c t i v i t y s p o n s o r i n g t h e wo r k t h a t
g e n e r a t e s t e c h n i c a l d a t a , o r r e c e i v e s t e c h n i c a l d a t a o n b e h a l f o f t h e DoD a n d
t h e r e f o r e h a s t h e r e s p o n s i b i l i t y f o r d e t e r m i n i n g t h e d i s t r i b u t i o n o f a

d o c ume n t c o n t a i n i n g s u c h t e c h n i c a l d a t a .
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3 , 6 C r i t i c a l T e c h n o l o g y . T e c h n o l o g i e s t h a t c o n s i s t o f ( a ) a r r a y s o f d e s i g n
-

a n d ma n u f a c t u r i n g k n ow - h ow ( i n c l u d i n g t e c h n i c a l d a t a ) ; ( b ) k e y s t o n e ma n u f a c -
t u r i n g , i n s p e c t i o n , a n d t e s t e q u i pme n t ; ( c ) k e y s t o n e ma t e r i a l s ; ( d ) g o o d s
a c c omp a n i e d b y s o p h i s t i c a t e d o p e r a t i o n , a p p l i c a t i o n , o r ma i n t e n a n c e k n ow - h ow
t h a t wo u l d ma k e a s i g n i f i c a n t c o n t r i b u t i o n t o t h e m i l i t a r y p o t e n t i a l o f a n y
c o u n t r y o r c omb i n a t i o n o f c o u n t r i e s a n d t h a t ma y p r o v e d e t r i me n t a l t o t h e
s e c u r i t y o f t h e US . A l s o r e f e r r e d t o a s m i l i t a r i l y c r i t i c a l t e c h n o l o g y .

3 . 7 D i s t r i b u t i o n S t a t eme n t . A s t a t eme n t u s e d i n ma r k i n g a t e c h n i c a l d o c ume n t
t o d e n o t e t h e e x t e n t o f i t s a v a i l a b i l i t y f o r d i s t r i b u t i o n , r e l e a s e , a n d
d i s c l o s u r e w i t h o u t n e e d f o r a d d i t i o n a l a p p r o v a l s a n d a u t h o r i z a t i o n s f r om t h e
c o n t r o l l i n g DoD o f f i c e .

3 . 8 E x p o r t Adm i n i s t r a t i o n A c t ( EAA ) . An y o f t h e l aw s wh i c h h a v e been
c o d i f i e d a t 5 0 U . S . C . Ap p e n d i x 2 4 0 1 - 2 4 2 0 . T h e s e l aw s w e r e t h e o r i g i n a l b a s i s
f o r t h e E x p o r t Adm i n i s t r a t i o n Re g u l a t i o n s ( EAR ) ( 1 5 C FR 3 6 8 - 3 9 9 ) wh i c h r e q u i r e

o b t a i n i n g a l i c e n s e f r om t h e De p a r t me n t o f Comme r c e f o r e x p o r t i n g c e r t a i n
i t ems a n d r e l a t e d t e c h n i c a l d a t a .

3 . 9 E x p o r t Co n t r o l L aw s . An y l aw wh i c h r e g u l a t e s e x p o r t s f r om t h e US , o r
r e q u i r e s o b t a i n i n g a l i c e n s e t o ma k e s u c h e x p o r t s .

3 . 1 0 Ge n e r a l L i c e n s e . An u n r e s t r i c t e d l i c e n s e o r e x emp t i o n a u t $ o r i z e + i n
e x p o r t - c o n t r o l r e g u l a t i o n s t o e x p o r t p a r t i c u l a r t e c h n i c a l d a t a , o r o t h e r
i t e r n s , w i t h o u t o b t a i n i n g a s p e c i f i c w r i t t e n a u t h o r i t y f r om t h e Go v e r nme n t .

3 . 1 1 I n t e r n a t i o n a l T r a f f i c i n A r ms Re g u l a t i o n s ( I TAR ) . T h e r e g u l a t i o n s
i s s u e d b y t h e De p a r t me n t o f $ t a t e u n d e r t h e AECA a n d p r i n t e d a t 2 2 C FR
1 2 1 - 1 3 0 .

3 . 1 2 L i m i t e d R i q h t s . R i g h t s t o u s e , d u p l i c a t e , o r d i s c l o s e t e c h n i c a l d a t a ,
i n wh o l e o r i n p a r t , b y o r f o r t h e Go v e r nme n t , w i t h t h e e x p r e s s l i m i t a t i o n
t h a t s u c h t e c h n i c a l d a t a s h a l l n o t , w i t h o u t t h e w r i t t e n p e r m i s s i o n o f t h e
p a r t y a s s e r t i n g l i m i t e d r i g h t s , b e : r e l e a s e d o r d i s c l o s e d o u t s i d e t h e
Go v e r nme n t ; u s e d b y t h e Go v e r nme n t f o r ma n u f a c t u r e , o r i n t h e c a s e o f c omPu t e r
s o f t w a r e d o c ume n t a t i o n , f o r p r e p a r i n g t h e s ame o r s i m i l a r c omp u t e r s o f t w a r e ;
o r u s e d b y a p a r t y o t h e r t h a n t h e Go v e r nme n t , e x c e p t t h a t t h e Go v e r nme n t ma y
r e l e a s e o r d i s c l o s e t e c h n i c a l d a t a t o p e r s o n s o u t s i d e t h e Go v e r nme n t , o r
p e r m i t t h e u s e o f t e c h n i c a l d a t a b y s u c h p e r s o n s .

3 . 1 3 Mu n i t i o n s L i s t ( ML ~ . T h e l i s t c o n t a i n e d i n t h e I TAR a t 2 2 C FR 1 2 1 , 0 1 .

3 . 1 4 M i l i t a r i l y C r i t i c a l T e c h n o l o g y L i s t ( MCT L ~ . T h e l i s t i s s u e d b y DOD
u n d e r t h e a u t h o r i t y o f t h e EAA o f 1 9 7 9 . T h e MCT L i d e n t i f i e s t e c h n o l o g i e s
wh i c h , i f e x p o r t e d , wo u l d p e r m i t a s i g n i f i c a n t a d v a n c e i n a m i l i t a r y s y s t em o f
a n o t h e r c o u n t r y .

3 . 1 5 P r i ma r y D i s t r i b u t i o n .
t o r e c i p i e n t s a s d e t e r m i n e d

T h e d i s t r i b u t i o n o f s c i e n t i f i c o r t e c h n i c a l d a t a
b y t h e c o n t r o l l i n g DoD o f f i c e .

4
-
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3 . 1 6 Pu b l j c D i s c l o s u r e . Ma k i n g t e c h n i c a l d a t a a v a i l a b l e o u t s i d e t h e US
Go v e r nme n t w i t h o u t r e s t r i c t i n g i t s d i s s em i n a t i o n o r u s e .

3 . 1 7 S c i e n t i f i c a n d T e c h n i c a l I n f o r ma t i o n ( ST I NFO } . I n f o r ma t i o n r e l a t i n g t o
r e s e a r c h , d e v e l o pme n t , e n g i n e e r i n g , t e s t i n g , e v a l u a t i o n , p r o d u c t i o n ,
o p e r a t i o n , u s e , a n d ma i n t e n a n c e f o r m i l i t a r y p r o d u c t s , s e r v i c e s , a n d e q u i pme n t
f o r m i l i t a r y s y s t ems . T h i s i n c l u d e s a l l p r o d u c t i o n , e n g i n e e r i n g , a n d
l o g i s t i c s i n f o r ma t i o n .

3 . 1 8 S e c o n d a r y D i s t r i b u t i o n . D i s t r i b u t i o n o f o r a c c e s s t o a d o c ume n t ,
u s u a l l y b a s e d o n a r e q u e s t t o a d o c ume n t r e p o s i t o r y o r i n f o r ma t i o n c e n t e r ,
p e r f o r me d b y o t h e r t h a n t h e c o n t r o l l i n g o f f i c e .

3 . 1 9 T e c h n i c a l Da t a . Re c o r d e d i n f o r ma t i o n , r e g a r d l e s s o f t h e f o r m o r me t h o d
o f t h e r e c o r d i n g , o f a s c i e n t i f i c o r t e c h n i c a l n a t u r e . T h e t e r m i n c l u d e s
c omp u t e r s o f t w a r e o r d a t a i n c i d e n t a l t o c o n t r a c t u a l a dm i n i s t r a t i o n , a n d
u s u a l l y d o e s n o t i n c l u d e f i n a n c i a l a n d / o r ma n a g eme n t i n f o r ma t i o n .

3 . 2 0 US DoD Co n t r a c t o r . T h o s e US c o n t r a c t o r s c u r r e n t l y h o l d i n g g r a n t s o r
c o n t r a c t s w i t h t h e De p a r t me n t o f De f e n s e , o r t h o s e c o n t r a c t o r s d e c l a r e d
e l i g i b l e f o r DOD i n f o r ma t i o n s e r v i c e s b y a s p o n s o r i n g DOD a c t i v i t y o n t h e
b a s i s o f p a r t i c i p a t i o n i n a DOD Po t e n t i a l Co n t r a c t o r P r o g r am .

3 . 2 1 Un l i m i t e d R i q h t s . R i g h t s t o u s e , d u p l i c a t e , r e l e a s e , o r d i s c l o s e ,
t e c h n i c a l d a t a o r c omp u t e r s o f t w a r e i n wh o l e o r i n p a r t , i n a n y ma n n e r a n d f o r

- a n y p u r p o s e wh a t s o e v e r , a n d t o h a v e o r p e r m i t o t h e r s t o d o s o .
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4 . GENERAL REQU I REMENTS

4 . 1 Pu r p o s e o f d i s t r i b u t i o n s t a t eme n t s . A d i s t r i b u t i o n s t a t eme n t i s r e q u i r e d
o n a l l t e c h n i c a l d a t a . T h e d i s t r i b u t i o n s t a t eme n t s d e f i n e d i n Ch a p t e r 5 a r e
u s e d t o ma r k t e c h n i c a l d a t a t o d e n o t e t h e e x t e n t o f i t s a v a i l a b i l i t y f o r
d i s t r i b u t i o n . T h e s e d i s t r i b u t i o n s t a t eme n t s a r e d i s t i n c t f r om s e c u r i t y
c l a s s i f i c a t i o n ma r k i n g s , a n d s h a l l be used o n c l a s s i f i e d a n d u n c l a s s i f i e d d a t a
t o r e s t r i c t d i s s em i n a t i o n b e y o n d t h e l i m i t s p r o v i d e d b y a p p l y i n g s e c u r i t y
c l e a r a n c e a n d n e e d - t o - k n ow c o n t r o l s , a n d t o c o n t r o l d i s s em i n a t i o n o f t h e d a t a
f o l l ow i n g d e c l a s s i f i c a t i o n .

4 . 2 Pu r p o s e o f e x p o r t c o n t r o l w a r n i n g s t a t eme n t . An e x p o r t - c o n t r o l ma r k i n g
i d e n t i f i e s t e c h n i c a l d o c ume n t s t h a t c o n t a i n t e c h n i c a l d a t a s u b j e c t t o

w i t h h o l d i n g f r om p u b l i c r e l e a s e u n d e r DoD D i r e c t i v e 5 2 3 0 . 2 5 . A l l t e c h n i c a l
d a t a s u b j e c t t o e x p o r t - c o n t r o l l aw s mu s t b e ma r k e d w i t h t h e e x p o r t - c o n t r o l
w a r n i n g s t a t eme n t ( s e e Ap p e n d i x A ) ,
( S e e 4 . 1 )

a n d a n a p p r o p r i a t e d i s t r i b u t i o n s t a t eme n t .

4 . 3 Re l e a s e o f t e c h n i c a l d a t a . D i s t r i b u t i o n o f t h e t e c h n i c a l d a t a s h a l l b e
i n c omp l i a n c e w i t h t h e a f f i x e d ma r k i n g ( s ) u n l e s s s p e c i f i c a p p r o v a l f r om t h e

DoG c o n t r o l l i n g o f f i c e IS g r a n t e d f o r t h e r e l e a s e . Unma r k e d t e c h n i c a l d a t a
wh i c h i s r e q u e s t e d s h a l l b e r e v i ew e d a n d ma r k e d a p p r o p r i a t e l y p r i o r t o
r e l e a s e . ( S e e 4 . 4 . 1 . 1 )

+
4 . 4 Ma r k i n q t e c h n i c a l d a t a .

a . A l l n ew o r r e q u e s t e d u nmd r k e d p r o d u c t i o n , , e n g i n e e r i n g , l o g i s t i c s , a n d
s c i e n t i f i c a n d t e c h n i c a l i n f o r ma t i o n , r e g a r d l e s s o f i t s me d i um , p h y s i c a l f o r m ,
o r c h a r a c t e r i s t i c s , i n c l u d i n g p r e l i m i n a r y d r a f t s a n d wo r k i n g p a p e r s , s h a l l b e
ma r k e d w i t h a d i s t r i b u t i o n s t a t eme n t . T h i s i n c l u d e s t e c h n i c a l r e p o r t s ,
b l u e p r i n t s , d r aw i n g s , t e c h n i c a l o r d e r s , t e c h n i c a l ma n u a l s , p l a n s ,
i n s t r u c t i o n s , c omp u t e r s o f t w a r e , v i ewg r a p h s , f i l m , t e c h n i c a l p a p e r s ,

p h o t o g r a p h s , e t c . I f t h e d o c ume n t c o n t a i n s e x p o r t - c o n t r o l l e d t e c h n i c a l d a t a ,
i t a l s o mu s t b e ma r k e d w i t h a n e x p o r t c o n t r o l w a r n i n g s t a t eme n t ,

b . T e c h n i c a l d a t a c a t e g o r i z e d a s c r y p t o g r a p h i c / c o t t mn u n i c a t io n s s e c u r i t y ,
c ommu n i c a t i o n s / e l e c t r o n i c i n t e l l i g e n c e , a n d s i m i l a r c a t e g o r i e s a s ma y b e
d e s i g n a t e d b y t h e D i r e c t o r , Na t i o n a l S e c u r i t y Ag e n c y , wh o s e d i s t r i b u t i o n i s
l i m i t e d t h r o u g h a l t e r n a t e me t h o d s , a r e e x emp t f r om t h e s e ma r k i n g p r o v i s i o n s .

c . D i s t r i b u t i o n s t a t eme n t s s h o u l d b e s e l e c t e d t o d e n o t e t h e a u d i e n c e f o r
wh i c h t h e d a t a i s i n t e n d e d . T h e s t a t eme n t s e l e c t e d s h a l l n o t r e s t r i c t t h e
d ~ t a a n y f u r t h e r t h a n i s a c t u a l l y r e q u i ~ t d
Go v e r nme n t . S e e T a b l e 1 .

t o p r o t e c t t h e i n t e r e s t s o f t + E I

-
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d . A l l t e c h n i c a l d a t a , c l a s s i f i e d a n d u n c l a s s i f i e d / l i m i t e d , mu s t b e
ma r k e d w i t h a n e x p o r t - c o n t r o l n o t i c e i f t h e y c o n t a i n e x p o r t - c o n t r o l l e d d a t a .
De t e r m i n i n g wh e t h e r o r n o t t e c h n i c a l d a t a i s e x p o r t - c o n t r o l l e d i s a n i n t e g r a l
p a r t o f t h e d o c ume n t - ma r k i n g p r o c e s s , a n d g e n e r a l l y s h o u l d b e a c c omp l i s h e d
b e f o r e s e l e c t i n g a d i s t r i b u t i o n s t a t eme n t . On l y d i s t r i b u t i o n s t a t eme n t s 9
t h r o u g h F a n d X a r e p e r m i t t e d o n e x p o r t - c o n t r o l l e d d o c ume n t s .

e . F o r t e c h n i c a l d a t a p r e p a r e d i n a l t e r n a t e me d i a f o r ma t and n o t h a v i n g
a c o v e r o r t i t l e p a g e ( s u c h a s f o r ms a n d c h a r t s ) , t h e a p p l i c a b l e d i s t r i b u t i o n
s t a t eme n t a n d e x p o r t - c o n t r o l w a r n i n g s t a t eme n t s h a l l b e s t amp e d , p r i n t e d ,

w r i t t e n , o r a f f i x e d b y o t h e r me a n s i n a f u l l y v i s i b l e p o s i t i o n ( s e e
s u b p a r a g r a p h s 5 . 3 . 2 t h r o u g h 5 . 3 . 6 ) .

f . E x p o r t - c o n t r o l l e d d o c ume n t s w i l l b e ma r k e d . Ma t e r i a l s h o u l d b e
a c c omp a n i e d b y No t i c e t o A c c omp a n y t h e D i s s em i n a t i o n o f E x p o r t - Co n t r o l l e d
T e c h n i c a l Da t a ( Ap p e n d i x ) . Us e t h e s e c o n d Ap p e n d i x i n t h i s S t a n d a r d t o
d e t e r m i n e wh e t h e r t e c h n i c a l d a t a i s e x p o r t - c o n t r o l l e d ,

4 . 4 . 1 Re s p o n s i b i l i t y f o r ma r k i n q d a t a . T h e c o n t r o l l i n g DoD o f f i c e g e n e r a t i n g
t h e t e c h n i c a l d a t a , o r r e s p o n s i b l e f o r t h e g e n e r a t i o n o f t h e d a t a i s
r e s p o n s i b l e f o r d e t e r m i n i n g t h e a p p r o p r i a t e - d i s t r i b u t i o n s t a t eme n t a n d
e n s u r i n g t h a t t h e d a t a i s a p p r o p r i a t e l y ma r k e d . E x p o r t - c o n t r o l w a r n i n g
s t a t eme n t s w i l l b e ma r k e d wh e n d e t e r m i n e d n e c e s s a r y .

4 . 4 . 1 . 1 ! + ! a r k i n qe x i s t i n q t e c h n i c a l d a t a . I f a d o c ume n t i s r e q u e s t e d a n d i t- -
d o e s n o t h a v e d i s t r i b u t i o n s t a t eme n t s o r e x p o r t c o n t r o l w a r n i n g s , t h a t d a t a
mu s t b e r e v i ew e d a n d ma r k e d a p p r o p r i a t e l y . Da t a c r e a t e d p r i o r t o
2 0 No v emb e r 1 9 8 4 t h a t i s n e v e r r e q u e s t e d o r c a l l e d o u t o f s t o r a g e n e e d n o t b e
ma r k e d .

4 . 4 . 2 Re v i s e d a n d u p d a t e d t e c h n i c a l d a t a . E a c h r e v i s i o n s h a l l b e c o n s i d e r e d
a n ew d o c ume n t t o b e r e v i ew e d a n d ma r k e d am r o p r i a t e l y . Wh e t h e r o r n o t
p r e v i o u s v e r s i o n s o f t e c h n i c a l d a t a h a v e b e e n p u b l i c l y r e l e a s e d s h a l l n o t b e
t h e d e t e r m i n i n g f a c t o r i n t h e d i s s em i n a t i o n d e t e r m i n a t i o n .

4 . 4 . 3 Ch a n g e s t o d i s t r i b u t i o n ma r k i n q s . D i s t r i b u t i o n s t a t eme n t s s h a l l r ema i n
i n e f f e c t u n t i l c h a n g e d o r r emo v e d b y t h e c o n t r o l l i n g DoD o f f i c e .
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5 . DE TA I L ED REQU I REMENTS

5 . 1 D i s t r i b u t i o n s t a t eme n t s . T h e r e a r e s e v e n d i f f e r e n t d i s t r i b u t i o n
s t a t eme n t s p r o v i d e d i n DoD D i r e c t i v e 5 2 3 0 . 2 4 t h a t ma y b e u s e d t o c o n t r o l
d i s s em i n a t i o n o f DoD t e c h n i c a l d o c ume n t s , r a n g i n g f r om c omp l e t e p u b l i c r e l e a s e
t o o n l y s p e c i f i c r e l e a s e o n a c a s e - b y - c a s e b a s i s b y t h e c o n t r o l l i n g DoD
o f f i c e . C e r t a i n t y p e s o f t e c h n i c a l d a t a p r e c l u d e p l a c i n g t h e e n t i r e n o t i c e o n
t h e d o c ume n t . T o a c c o nmn o d a t e t h i s p r o b l em , e a c h d i s t r i b u t i o n s t a t eme n t
c o n t a i n s a n a u t h o r i z e d a b b r e v i a t e d f o r m . Ab b r e v i a t e d d i s t r i b u t i o n s t a t eme n t s
a r e t o b e u s e d o n l y wh e n s ~ a c e D r e c l u d e s D l a c i n a t h e e n t i r e n o t i c e o n t h e
d o c ume n t . T h e u s e - a n d wo r d i n g o f t h e s e s t a t eme n t s
f o l l ow i n g p a r a g r a p h s .

5.1.1 Us e o f D i s t r i b u t i o n S t a t eme n t A . D i s t r i b u t
u s e d o n l y o n u n c l a s s i f i e d t e c h n i c a l d o c ume n t s t h a t
e x p o r t - c o n t r o l l e d d a t a , a n d h a v e b e e n a p p r o v e d f o r
s e c u r i t y a n d p o l i c y r e v i ew d e t e r m i n a t i o n b y a u t h o r -
a u t h o r i t y .

a r e d e s c r i b e d - i n t h e

o n S t a t eme n t A s h a l l b e
d o n o t c o n t a i n
p u b l i c r e l e a s e a f t e r a
z e d p u b l i c r e l e a s e

5 . 1 . 1 . 1 Wo r d i n q o f S t a t eme n t A . D i s t r i b u t i o n S t a t eme n t A s h a l l b e wo r d e d :

D i s t r i b u t i o n S t a t eme n t A . Ap p r o v e d f o r p u b l i c r e l e a s e ; d i s t r i b u t i o n i s
u n l i m i t e d .

T h e a b b r e v i a t e d f o r m i s “ S t a t eme n t A , u n l i m i t e d . ”

5 . 1 . 2 Us e o f D i s t r i b u t i o n S t a t eme n t B . D i s t r i b u t i o n S t a t eme n t B s h a l l b e
u s e d t o a u t h o r i z e r e l e a s e o f a d o c ume n t t o US Go v e r nme n t a g e n c i e s .

5 . 1 . 2 . 1 Wo r d i n g o f S t a t eme n t B . D i s t r i b u t i o n S t a t eme n t B s h a l l b e wo r d e d :

D i s t r i b u t i o n S t a t eme n t B . D i s t r i b u t i o n a u t h o r i z e d t o US Go v e r nme n t a g e n c i e s
o n l y ; ( f i l l i n r e a s o n ) ; ( d a t e o f d e t e r m i n a t i o n ) . O t h e r r e q u e s t s f o r t h i s
d o c ume n t s h a l l b e r e f e r r e d t o ( i n s e r t n ame o f c o n t r o l l i n g DoD o f f i c e ) ,

T h e a b b r e v i a t e d f o r m i s “ S t a t eme n t B , US Go v e r nme n t , ( c o n t r o l l i n g D I
o f f i c e ) . ”

5 . 1 . 2 . 2 Re a s o n s f o r s e l e c t i n g D i s t r i b u t i o n S t a t eme n t B .

a . F o r e i g n Go v e r nme n t I n f o r ma t i o n - l i m i t s d i s t r i b u t i o n a c c o r d

D

n g t o t h e

-

d e s i r e s o f t h e f o r e i g n g o v e r nme n t t h a t f u r n i s h e d t h e t e c h n i c a l i n f o r ma t i o n .

b . P r o p r i e t a r y I n f o r ma t i o n - p r o t e c t s i n f o r ma t i o n n o t own e d b y t h e US
Go v e r nme n t a n d p r o t e c t e d b y a c o n t r a c t o r ’ s “ l i m i t e d r i g h t s ” s t a t eme n t , o r
r e c e i v e d w i t h t h e u n d e r s t a n d i n g t h a t i t n o t b e r o u t i n e l y t r a n sm i t t e d o u t s i d e
t h e US Go v e r nme n t .

-
8
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c . T e s t a n d E v a l u a t i o n - p r o t e c t s r e s u l t s o f t e s t a n d e v a l u a t i o n o f
c omme r c i a l p r o d u c t s o r m i l i t a r y h a r dw a r e wh e n s u c h d i s c l o s u r e ma y c a u s e u n f a i r
a d v a n t a g e o r d i s a d v a n t a g e t o t h e ma n u f a c t u r e r o f t h e p r o d u c t .

d . Co n t r a c t o r P e r f o r ma n c e E v a l u a t i o n - p r o t e c t s i n f o r ma t i o n i n ma n a g eme n t
r e v i ew s , r e c o r d s o f c o n t r a c t p e r f o r ma n c e e v a l u a t i o n , o r o t h e r a d v i s o r y
d o c ume n t s e v a l u a t i n g p r o g r ams o f c o n t r a c t o r s .

e . C r i t i c a l T e c h n o l o g y - p r o t e c t s i n f o r ma t i o n a n d t e c h n i c a l d a t a t h e
a d v a n c e d c u r r e n t t e c h n o l o g y o r d e s c r i b e n ew t e c h n o l o g y i n a n a r e a o f
s i g n i f i c a n t , o r p o t e n t i a l l y s i g n i f i c a n t m i l i t a r y a p p l i c a t i o n , o r t h a t relate
t o a s p e c i f i c m i l i t a r y d e f i c i e n c y o f a p o t e n t i a l a d v e r s a r y .

f . P r ema t u r e D i s s em i n a t i o n - p r o t e c t s i n f o r ma t i o n o n s y s t ems o r h a r dw a r e
i n t h e d e v e l o pme n t a l o r c o n c e p t u a l s t a g e t o p r e v e n t p r ema t u r e d i s c l o s u r e t h a t

m i g h t j e o p a r d i z e t h e i n v e n t o r ’ s r i g h t t o o b t a i n a p a t e n t .

9 “ So f t w a r e Do c ume n t a t i o n - p r o t e c t s s o f t w a r e d o c ume n t a t i o n a n d d a t a
r e l e a s a b l e o n l y u n d e r s p e c i f i c r e g u l a t i o n s .

h . Adm i n i s t r a t i v e o r Op e r a t i o n a l Us e - p r o t e c t s t e c h n i c a l o r o p e r a t i o n a l
d a t a o r i n f o r ma t i o n f r om a u t oma t i c d i s s em i n a t i o n u n d e r t h e I n t e r n a t i o n a l
E x c h a n g e P r o g r am ( I EP ) o r b y o t h e r me a n s . T h i s p r o t e c t i o n c o v e r s p u b l i c a t i o n s
r e q u i r e d s o l e l y f o r o f f i c i a l u s e o r strictly for a dm i n i s t r a t i v e o r o p e r a t i o n a l
p u r p o s e s .

i. Sp e c i f i c Au t h o r i t y - p r o t e c t s i n f o r ma t i o n n o t s p e c i f i c a l l y i n c l u d e d i n
t h e a b o v e r e a s o n s , b u t wh i c h r e q u i r e s p r o t e c t i o n a c c o r d i n g t o v a l i d d o c ume n t e d
a u t h o r i t y s u c h a s E x e c u t i v e O r d e r s ( EOS ) , c l a s s i f i c a t i o n g u i d e l i n e s , o r
r e g u l a t o r y d o c ume n t s .

5 . 1 . 3 Us e o f D i s t r i b u t i o n S t a t eme n t C . D i s t r i b u t i o n S t a t eme n t C s h a l l b e
u s e d t o a u t h o r i z e d i s t r i b u t i o n t o US Go v e r nme n t a g e n c i e s a n d t h e i r a u t h o r i z e d
c o n t r a c t o r s .

5.1.3.1 Wo r d i n g o f D i s t r i b u t i o n S t a t eme n t C . D i s t r i b u t i o n S t a t eme n t C s h a l l
b e wo r d e d :

D i s t r i b u t i o n S t a t eme n t C . D i s t r i b u t i o n a u t h o r i z e d t o US Go v e r nme n t a g e n c i e s
a n d t h e i r c o n t r a c t o r s ; f f i l l i n r e a s o n ) ; ( d a t e o f d e t e r m i n a t i o n ) . O t h e r
r e q u e s t s f o r t h i s d o c ume n t s h a l l b e r e f e r r e d t o ( i n s e r t n ame o f c o n t r o l l i n g
DoD

T h e
o f f ’

5 . 1

o f f i c e ) .

a b b r e v i a t e d f o r m i s “ S t a t eme n t C , Go v ’ t a n d c o n t r a c t o r s , ( c o n t r o l l i n g DoD
c c ) . ”

3 . 2 Re a s o n s f o r a s s i q n i n q D i s t r i b u t i o n S t a t eme n t C .

a . F o r e i g n Go v e r nme n t I n f o r ma t i o n - l i m i t s d i s t r i b u t i o n a c c o r d i n g t o t h e
d e s i r e s o f t h e f o r e i g n g o v e r nme n t t h a t f u r n i s h e d t h e t e c h n i c a l i n f o r ma t i o n .

9
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b. So f t w a r e Do c ume n t a t i o n - p r o t e c t s s o f t w a r e d o c ume n t a t i o n a n d d a t a
r e l e a s a b l e o n l y u n d e r s p e c i f i c r e g u l a t i o n s .

c . C r i t i c a l T e c h n o l o g y - p r o t e c t s i n f o r ma t i o n a n d t e c h n i c a l d a t a t h a t
a d v a n c e c u r r e n t t e c h n o l o g y o r d e s c r i b e n ew t e c h n o l o g y i n a n a r e a o f s i g n i f i -
c a n t , o r p o t e n t i a l l y s i g n i f i c a n t m i l i t a r y a p p l i c a t i o n , o r t h a t r e l a t e t o a
s p e c i f i c m i l i t a r y d e f i c i e n c y o f a p o t e n t i a l a d v e r s a r y .

d. Adm i n i s t r a t i v e o r Op e r a t i o n a l Us e - p r o t e c t s t e c h n i c a l d a t a o r i n f o r -
ma t i o n f r om a u t oma t i c d i s s em i n a t i o n u n d e r t h e I n t e r n a t i o n a l E x c h a n g e P r o g r am
( I EP ) o r b y o t h e r me a n s . T h i s p r o t e c t i o n c o v e r s i n f o r ma t i o n r e q u i r e d s o l e l y
f o r a dm i n i s t r a t i v e o r o p e r a t i o n a l p u r p o s e s .

e . Sp e c i f i c Au t h o r i t y - p r o t e c t s i n f o r ma t i o n n o t s p e c i f i c a l l y i n c l u d e d i n
t h e a b o v e r e a s o n s , b u t t h a t r e q u i r e s p r o t e c t i o n a c c o r d i n g t o v a l i d d o c ume n t e d
a u t h o r i t y s u c h a s EOS , c l a s s i f i c a t i o n g u i d e l i n e s , o r r e g u l a t o r y d i r e c t i v e s .

5 . 1 . 4 Us e o f D i s t r i b u t i o n S t a t eme n t D . D i s t r i b u t i o n S t a t eme n t D s h a l l b e
u s e d t o a u t h o r i z e d i s t r i b u t i o n o f t e c h n i c a l d o c ume n t s t o DoD c omp o n e n t s a n d
t h e i r c o n t r a c t o r s .

5 . 1 . 4 . 1 I d o r d i n q o f D i s t r i b u t i o n S t a t eme n t D . D i s t r i b u t i o n S t a t eme n t D s h a l l
b e wo r d e d :

D i s t r i b u t i o n S t a t eme n t D . D i s t r i b u t e a u t h o r i z e d t o t h e DoD a n d DoD
c o n t r a c t o r s o n l y ; ( f i l l i n r e a s o n ) ; ( d a t e o f d e t e r m i n a t i o n ) . O t h e r r e q u e s t s
s h a l l b e r e f e r r e d t o ( i n s e r t n ame o f c o n t r o l l i n g DoD o f f i c e ) .

T h e a b b r e v i a t e d f o r m i s “ S t a t eme n t D , DoD & Co n t r a c t o r s , ( c o n t r o l l i n g DoD
o f f i c e ) . ”

S t a t eme n t D d o c ume n t s a r e p r o v i d e d t o f o r e i g n c o n t r a c t o r s t o DoD t h r o u g h t h e
t e c h n i c a l o f f i c e s p o n s o r i n g t h e c o n t r a c t .

5 . 1 . 4 . 2 Re a s o n s f o r s e l e c t i n q D i s t r i b u t i o n S t a t eme n t D .

a . F o r e i g n Go v e r nme n t I n f o r ma t i o n - l i m i t s d i s t r i b u t i o n a c c o r d i n g t o t h e
d e s i r e s o f t h e f o r e i g n g o v e r nme n t t h a t f u r n i s h e d t h e t e c h n i c a l i n f o r ma t i o n .

b . So f t w a r e Do c ume n t a t i o n - P r o t e c t s s o f t w a r e d o c ume n t a t i o n a n d d a t a
r e l e a s a b l e o n l y u n d e r s p e c i f i c r e g u l a t i o n s .

c . C r i t i c a l T e c h n o l o g y - p r o t e c t s i n f o r ma t i o n a n d t e c h n i c a l d a t a t h a t
a d v a n c e c u r r e n t t e c h n o l o g y o r d e s c r i b e n ew t e c h n o l o g y i n a n a r e a o f s i g n i f i -
c a n t , o r p o t e n t i a l l y s i ~ n i f i c a n t m i l i t a r y a p p l i c a t i o n , o r t h a t r e l a t e t o a
s p e c i f i c m i l i t a r y d e f i c i e n c y o f a p o t e n t i a l a d v e r s a r y .

d. Adm i n i s t r a t i v e o r Op e r a t i o n a l Us e - p r o t e c t s t e c h n i c a l o r o p e r a t i o n a l
d a t a o r i n f o r ma t i o n f r om a u t oma t i c d i s s em i n a t i o n u n d e r t h e I EP o r b y o t h e r
me a n s . T h i s p r o t e c t i o n c o v e r s i n f o r ma t i o n r e q u i r e d s o l e l y f o r a dm i n i s t r a t i v e
o r o p e r a t i o n a l p u r p o s e s .
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e , Sp e c i f i c Au t h o r i t y - p r o t e c t s i n f o r ma t i o n n o t s p e c i f i c a l l y i n c l u d e d i n
t h e a b o v e r e a s o n s , b u t wh i c h r e q u i r e s p r o t e c t i o n a c c o r d i n g t o v a l i d d o c ume n t e d
a u t h o r i t y s u c h a s EOS , c l a s s i f i c a t i o n g u i d e l i n e s , o r r e g u l a t o r y d i r e c t i v e s .

5.1.5 Use o f D i s t r i b u t i o n S t a t eme n t E . D i s t r i b u t i o n S t a t eme n t E s h a l l b e
u s e d t o a u t h o r i z e d i s t r i b u t i o n o f t e c h n i c a l d o c ume n t s t o DoD c omp o n e n t s o n l y .

5 . 1 . 5 . 1 Mo r d i n q o f D i s t r i b u t i o n S t a t eme n t E . D i s t r i b u t i o n S t a t eme n t E s h a l l
b e wo r d e d :

D i s t r i b u t i o n S t a t eme n t E . D i s t r i b u t i o n a u t h o r i z e d t o DoD Comp o n e n t s o n l y ;
( f i l l i n r e a s o n ) ; ( d a t e o f d e t e r m i n a t i o n ) . O t h e r r e q u e s t s f o r t h i s d o c ume n t
s h a l l b e r e f e r r e d t o ( i n s e r t n ame o f c o n t r o l l i n g DoD o f f i c e ) .

T h e a b b r e v i a t e d f o r m i s “ S t a t eme n t E , DOD On l y , ( c o n t r o l l i n g Do l l o f f i c e ) . ”

5 . 1 . 5 . 2 Re a s o n s f o r s e l e c t i n q D i s t r i b u t i o n S t a t eme n t E .

a . D i r e c t M i l i t a r y Su p p o r t - T h e d o c ume n t c o n t a i n s e x p o r t - c o n t r o l l e d
t e c h n i c a l d a t a o f s u c h m i l i t a r y s i g n i f i c a n c e t h a t r e l e a s e f o r p u r p o s e s o t h e r
t h a n d i r e c t s u p p o r t o f DoD - a p p r o v e d a c t i v i t i e s ma y j e o p a r d i z e a n i mp o r t a n t
t e c h n o l o g i c a l o r o p e r a t i o n a l m i l i t a r y a d v a n t a g e f o r t h e Un i t e d S t a t e s .

De s i g n a t i o n o f SU : $ d a t a i s ma f i P h y r mp i = t e o t aut$orit,v i n a c c o r d a o c ! ? w i t h Do l l
D i r e c t i v e 5 2 3 0 . 2 5 .

b . P r ema t u r e D i s s em i n a t i o n - p r o t e c t s i n f o r ma t i o n i n t h e d e v e l o pme n t a l o r
c o n c e p t u a l s t a g e t o p r e v e n t p r ema t u r e d i s c l o s u r e t h a t m i g h t j e o p a r d i z e t h e
i n v e n t o r ’ s r i g h t t o o b t a i n a p a t e n t .

c . C r i t i c a l T e c h n o l o g y - p r o t e c t s i n f o r ma t i o n a n d t e c h n i c a l d a t a t h a t
a d v a n c e c u r r e n t t e c h n o l o g y , o r d e s c r i b e n ew t e c h n o l o g y i n a n a r e a o f
s i g n i f i c a n t , o r p o t e n t i a l l y s i g n i f i c a n t , m i l i t a r y a p p l i c a t i o n o r t h a t r e l a t e
t o a s p e c i f i c m i l i t a r y d e f i c i e n c y o f a p o t e n t i a l a d v e r s a r y .

d . F o r e i g n Go v e r nme n t I n f o r ma t i o n - l i m i t s d i s t r i b u t i o n a c c o r d i n g t o t h e
d e s i r e s o f a f o r e i g n g o v e r nme n t t h a t f u r n i s h e d t h e i n f o r ma t i o n .

e . P r o p r i e t a r y I n f o r ma t i o n - p r o t e c t s i n f o r ma t i o n not owned by the US
Go v e r nme n t a n d p r o t e c t e d b y a c o n t r a c t o r ’ s “ l i m i t e d r i g h t s ” s t a t eme n t , o r
r e c e i v e d w i t h t h e u n d e r s t a n d i n g t h a t i t n o t b e r o u t i n e l y t r a n sm i t t e d o u t s i d e
t h e DOD .

f. T e s t a n d E v a l u a t i o n - p r o t e c t s r e s u l t s o f t e s t a n d e v a l u a t i o n o f
c o nmn e r c i a l p r o d u c t s o r m i l i t a r y h a r dw a r e wh e n s u c h d i s c l o s u r e ma y c a u s e u n f a i r
a d v a n t a g e o r d i s a d v a n t a g e t o t h e ma n u f a c t u r e r o f t h e p r o d u c t .

9 . Co n t r a c t o r P e r f o r ma n c e E v a l u a t i o n - p r o t e c t s i n f o r ma t i o n i n ma n a g eme n t
r e v i ew s , r e c o r d s o f c o n t r a c t p e ~ f o r ma n c e e v a l u a t i o n , o r o t h e r a d v i s o r y
d o c ume n t s e v a l u a t i n g p r o g r ams o f c o n t r a c t o r s .
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h . So f t w a r e Do c ume n t a t i o n - p r o t e c t s s o f t w a r e d o c ume n t a t i o n a n d d a t a
r e l e a s a b l e o n l y u n d e r s p e c i f i c r e g u l a t i o n s .

i . Sp e c i f i c Au t h o r i t y - p r o t e c t s i n f o r ma t i o n n o t s p e c i f i c a l l y i n c l u d e d i n
t h e above reasons, b u t wh i c h r e q u i r e s p r o t e c t i o n a c c o r d i n g t o v a l i d d o c ume n t e d
a u t h o r i t y s u c h a s EOS , c l a s s i f i c a t i o n g u i d e l i n e s , o r r e g u l a t o r y d i r e c t i v e s .

j . Adm i n i s t r a t i v e o r Op e r a t i o n a l Us e - p r o t e c t s t e c h n i c a l o r o p e r a t i o n a l
d a t a o r i n f o r ma t i o n f r om a u t oma t i c d i s s em i l
me a n s . T h i s p r o t e c t i o n c o v e r s i n f o r ma t i o n
o r o p e r a t i o n a l p u r p o s e s .

5 . 1 . 6 Us e o f D i s t r i b u t i o n S t a t eme n t F . D
u s e d t o s i g n i f y t h a t a l l d i s t r i b u t i o n o f a
d e t e r m i n e d b y t h e c o n t r o l l i n g DOD o f f i c e .

a t i o n u n d e r t h e I EP o r b y o t h e r
r e q u i r e d s o l e l y f o r a dm i n i s t r a t i v e

s t r i b u t i o n S t a t eme n t F s h a l l b e
t e c h n i c a l d o c ume n t i s t o b e

5 . 1 . 6 . 1 Wo r d i n q o f D i s t r i b u t i o n S t a t eme n t F . D i s t r i b u t i o n S t a t eme n t F s h a l l
b e wo r d e d :

D i s t r i b u t i o n S t a t eme n t F . F u r t h e r d i s t r i b u t i o n o n l y a s d i r e c t e d b y ( i n s e r t
n ame o f c o n t r o l l i n g 0 0D o f f i c e ) o r h i g h e r DoD a u t h o r i t y ; ( d a t e o f
d e t e r m i n a t i o n ) .

T h e a b b r e v i a t e d f o r m i s “ S t a t eme n t F , Re q u e s t a p p r o v a l o f ( c o n t r o l l i n g DoD
o f f i c e ) . ”

5 . 1 . 6 . 2 Re a s o n s f o r s e l e c t i n q D i s t r i b u t i o n S t a t eme n t F .

a . D i r e c t M i l i t a r y Su p p o r t - T h e d o c ume n t c o n t a i n s e x p o r t - c o n t r o l l e d
t e c h n i c a l d a t a o f s u c h m i l i t a r y s i g n i f i c a n c e t h a t r e l e a s e f o r p u r p o s e s o t h e r
t h a n d i r e c t s u p p o r t o f Do L ) - a p p r o v e 6 a c t i v i t i e s ma y j e o p a r d i z e a n i mp o r t a n t
t e c h n o l o g i c a l o r o p e r a t i o n a l m i l i t a r y a d v a n t a g e f o r t h e Un i t e d S t a t e s .
De s i g n a t i o n o f s u c h d a t a i s ma d e b y c omp e t e n t a u t h o r i t y i n a c c o r d a n c e
D i r e c t i v e 5 2 3 0 . 2 4 ( r e f e r e n c e ( c ) ) .

b . Sp e c i a l D i s s em i n a t i o n a n d Re p r o d u c t i o n - p r o t e c t s i n f o r ma t i o n
t o s p e c i a l d i s s em i n a t i o n l i m i t a t i o n s p e c i f i e d b y p a r a g r a p h 4 - 5 0 5 , DoD
Re g u l a t i o n 5 2 0D . 1 - R .

w i t h DoD

s u b j e c t

5 . 1 . 7 Us e o f D i s t r i b u t i o n S t a t eme n t X . D i s t r i b u t i o n S t a t eme n t X s h a l l b e
p l a c e d o n t e c h n i c a l d a t a t h a t a r e s u b j e c t t o e x p o r t c o n t r o l s , a n d wh i c h i s
i n t e n d e d f o r a u d i e n c e s b r o a d e r t h a n p r o v i d e d i n D i s t r i b u t i o n S t a t eme n t s B , C ,

D , E , o r F .

5 . 1 . 7 . 1 Wo r d i n q o f D i s t r i b u t i o n S t a t eme n t X . D i s t r i b u t i o n S t a t eme n t X s h a l l
b e wo r d e d :

D i s t r i b u t i o n S t a t eme n t X . D i s t r i b u t i o n a u t h o r i z e d t o US Go v e r nme n t a g e n c i e s
a n d p r i v a t e i n d i v i d u a l s o r e n t e r p r i s e s e l i g i b l e t o o b t a i n e x p o r t - c o n t r o l l e d
t e c h n i c a l d a t a i n a c c o r d a n c e w i t h c o n t r o l l i n g DoD o f f i c e i s ( DODD 5 2 3 0 . 2 5 o r
i mp l eme n t i n g s e r v i c e r e g u l a t i o n s ) ; ( d a t e o f d e t e r m i n a t i o n ) .
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T h e a b b r e v i a t e d f o r m i s “ S t a t eme n t X , C e r t i f i e d Co n t r a c t o r s , ( c o n t r o l l i n g DoD
o f f i c e ) . ”

5 . 2 E x p o r t c o n t r o l w a r n i n q n o t i c e . T e c h n i c a l d a t a t h a t a r e e x p o r t - c o n t r o l l e d
mu s t b e ma r k e d w i t h a n e x p o r t c o n t r o l w a r n i n g n o t i c e . T h i s s t a t eme n t
i d e n t i f i e s t e c h n i c a l d a t a wh i c h t h e DoD w i l l w i t h h o l d f r om p u b l i c r e l e a s e

u s i n g a u t h o r i t y i n 1 0 U . S . C . 1 3 0 . I t ma y b e u s e d i n c o n j u n c t i o n w i t h a n y
d i s t r i b u t i o n s t a t eme n t e x c e p t S t a t eme n t A .

5.2.1 Wo r d i n q o f t h e e x p o r t c o n t r o l w a r n i n g n o t i c e . T h e e x p o r t c o n t r o l
w a r n i n q n o t i c e s h a l l b e wo r d e d “ WARN I NG - T h i s d o c ume n t c o n t a i n s t e c h n i c a l
d a t a wh o s e e x p o r t i s r e s t r i c t e d b y t h e A r ms E x p o r t Co n t r o l A c t ( T i t l e 2 2 ,
U . S . C . SEC 2 7 5 1 , e t ~ . ) o r t h e E x p o r t Adm i n i s t r a t i o n A c t o f 1 9 7 9 , a s
ame n d e d , T i t l e 5 0 , U . S . C . , Ap p 2 4 0 1 e t ~ . V i o l a t i o n s o f t h e s e e x p o r t l aw s
a r e s u b j e c t t o s e v e r e c r i m i n a l p e n a l = e s . D i s s em i n a t e i n a c c o r d a n c e w i t h
p r o v i s i o n s o f DoD D i r e c t i v e 5 2 3 0 . 2 5 . ” Wh e n i t i s t e c h n i c a l l y i n f e a s i b l e t o
u s e t h e e n t i r e s t a t eme n t , a n a b b r e v i a t e d ma r k i n g ma y b e u s e d , a n d a c o p y o f
t h e f u l l s t a t eme n t a d d e d t o t h e “ No t i c e t o A c c omp a n y Re l e a s e o f E x p o r t
Co n t r o l l e d Da t a ” r e q u i r e d b y DoD D i r e c t i v e 5 2 3 0 . 2 5 ( r e f e r e n c e ( c ) ) . T h e
a b b r e v i a t e d f o r m i s “ Ma r n i n g : E x p o r t - Co n t r o l l e d . ”

5 . 3 L o c a t i o n o f D i s t r i b u t i o n S t a t eme n t s . T h e d i s t r i b u t i o n s t a t eme n t s h a l l b e
ma r k e d i n a c o n s p i c u o u s l o c a t i o n o n t h e c o v e r , t i t l e P a q e , o r f o r t h o s e
d o c ume n t s n o t h a v i n g a c o v e r o r t i t l e p a g e , o ; t h e f r o n ~ p a g e . M i l i t a r y s p e c -
i f i c a t i o n s , s t a n d a r d s a n d h a n d b o o k s s h a l l b e ma r k e d a s s p e c i f i e d i n M I L - STD -

9 6 1 , M I L - STD - 9 6 2 . Ma r k i n g s o n s p e c i a l c a t e g o r i e s o f ma t e r i a l s h a l l b e i n
a c c o r d a n c e w i t h p a r a g r a p h s 5 . 3 . 2 t h r o u g h 5 . 3 . 7 .

5 . 3 . 1 Ge n e r a l P r o v i s i o n s . D i s t r i b u t i o n s t a t eme n t s a n d e x p o r t c o n t r o l w a r n i n g
n o t i c e s s h a l l b e l e g i b l y s t amp e d , p r i n t e d , w r i t t e n , p a i n t e d , o r a f f i x e d b y
me a n s o f a t a g , s t i c k e r , d e c a l , o r s i m i l a r d e v i c e , o n ma t e r i a l o t h e r t h a n
p a p e r c o p i e s o f d o c ume n t s , a n d o n c o n t a i n e r s o f s u c h ma t e r i a l . T h e f o l l ow i n g
p r o c e d u r e s f o r ma r k i n g v a r i o u s k i n d s o f ma t e r i a l a r e n o t a l ? i n c l u s i v e a n d ma y
b e v a r i e d t o a c c ommo d a t e t h e p h y s i c a l c h a r a c t e r i s t i c s o f t h e ma t e r i a l a n d t o
a c c ommo d a t e o r g a n i z a t i o n a l a n d o p e r a t i o n a l r e q u i r eme n t s . V a r i a t i o n s , i f u s e d ,
s h o u l d p l a i n l y i n d i c a t e t h e i n t e n d e d a u d i e n c e , t h e DoD c o n t r o l ~ l n g o f f i c e ,
a n d , wh e n a p p r o p r i a t e , t h e f a c t t h a t t h e d a t a i s e x p o r t - c o n t r o l l e d .

5 . 3 . 2 Ma r k i n q Ch a r t s , Ma p s , a n d D r aw i n q s . Ch a r t s , ma p s , a n d d r aw i n g s s h a l l
b e a r t h e a p p r o p r i a t e ma r k i n g { s ) a t t h e b o t t om o f e a c h d o c ume n t o r s e t o f
d o c ume n t s . Wh e n f o l d i n g o r - r o l l i n g c h a r t s , ma p s , o r d r aw i n g s wo u l d c o v e r t h e
ma r k i n g s , a d d i t i o n a l ma r k i n g s s h a l l b e a p p l i e d t h a t a r e c l e a r l y v i s i b l e wh e n
t h e d o c ume n t i s f o l d e d o r r o l l e d . Ma r k i n g s o n E n g i n e e r i n g D r aw i n g s s h a l l b e
o n a l l s i n g l e s h e e t d r aw i n g s a n d a s s o c i a t e d l i s t s a n d s h e e t o n e o f s u c h
mu l t i - s h e e t d o c ume n t s , p e r M i l i t a r y S t a n d a r d : E n g i n e e r i n g D r aw i n g P r a c t i c e s
M I L - STD - 1OO . E x p o r t l i m i t a t i o n s , me t h o d o f a p p l i c a t i o n , s i z e a n d c o l o r o f
l e t t e r i n g , a n d l o c a t i o n o n d r aw i n g s a r e a l s o a d d r e s s e d i n M I L - STD - 1OO .
F i g u r e 1 i l l u s t r a t e s h ow t o ma r k a c h a r t , ma p , o r d r aw i n g . F i g u r e 2
i l l u s t r a t e s h ow t o ma r k t h e o u t s i d e o f a f o l d e d o r r o l l e d c h a r t o r ma p .
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5 . 3 . 3 Ma r k i n g Ph o t o g r a p h s , F i l ms , a n d Re c o r d i n g s . Ph o t o g r a p h s , f i l ms ,
( i n c l u d i n g n e g a t i v e s ) , r e c o r d i n g s , a n d t h e i r c o n t a i n e r s s h a l l b e ma r k e d t o
a s s u r e t h a t a r e c i p i e n t o r v i ew e r w i l l k n ow t h a t d i s s em i n a t i o n w a s d i r e c t e d t o
a s p e c i f i c a u d i e n c e a n d wh e t h e r it c o n t a i n s e x p o r t - c o n t r o l l e d d a t a . F i g u r e 3
i l l u s t r a t e s h ow t o ma r k ( a t t h e b e g i n n i n g a n d end) r o l l n e g a t i v e s o r p o s i t i v e s

a n d t h e i r c o n t a i n e r s .

5 . 3 . 3 . 1 Ma r k i n g Ph o t o g r a p h s . Ne g a t i v e s a n d p o s i t i v e s s h a l l b e ma r k e d ,
wh e n e v e r p r a c t i c a b l e . Ro l l n e g a t i v e s o r p o s i t i v e s ma y b e s o ma r k e d a t t h e
b e g i n n i n g a n d end o f e a c h s t r i p . Ne g a t i v e s a n d p o s i t i v e s s h a l l b e k e p t i n
c o n t a i n e r s b e a r i n g c o n s p i c u o u s ma r k i n g s . A l l p r i n t s a n d r e p r o d u c t i o n s s h a l l
b e c o n s p i c u o u s l y ma r k e d o n t h e f a c e s i d e o f t h e p r i n t i f p o s s i b l e . Wh e n s u c h
ma r k i n g s c a n n o t b e a p p l i e d t o t h e f a c e s i d e , t h e y ma y b e s t amp e d o n t h e
r e v e r s e s i d e o r a f f i x e d b y p r e s s u r e t a p e l a b e l , s t a p l e d s t r i p , o r o t h e r

c omp a r a b l e me a n s . F i g u r e 4 i l l u s t r a t e s h ow t o ma r k p r i n t s a n d r e p r o d u c t i o n s
o f p h o t o g r a p h s .

5 . 3 . 3 . 2 Ma r k i n q T r a n s p a r e n c i e s a n d S l i d e s . A c o v e r s l i d e w i t h t h e e x p o r t -
c o n t r o l w a r n i n q n o t i c e a n d d i s t r i b u t i o n s t a t eme n t s h a l l b e t h e f i r s t s l i d e .
I n t h e c a s e o f - a 3 5mm o r a s i m i l a r s i z e t r a n s p a r e n c y o r s l i d e wh e r e t h e

ma r k i n g s a r e n o t c o n s p i c u o u s u n l e s s p r o j e c t e d o n a s c r e e n , f o r e x amp l e , t h e
ma r k i n g s a l s o s h a l l b e ma r k e d o n i t s b o r d e r , h o l d e r , o r f r ame . Du p l i c a t e
ma r k i n g s jn i ma g e a r e a s a n d o n b o r d e r s , h o l d e r s , o r f r ame s a r e r e q u i r e d i f
t h e r e i s a n y d o u b t t h a t t h e i ma g e a r e a ma r k i n g s a r e n o t c o n s p i c u o u s e n o u g h t o
b e s e e n wh e n t h e t r a n s p a r e n c i e s o r s l i d e s a r e n o t b e i n g p r o j e c t e d . Ma r k a n y
t r a n s p a r e n c y o r s l i d e p e r ma n e n t l y r emo v e d f r om t h e s e t a s a s e p a r a t e
d o c ume n t . F i g u r e 5 i l l u s t r a t e s h ow t o ma r k a t r a n s p a r e n c y o r s l i d e , i n c l u d i n g —
a n y t r a n s p a r e n c y o r s l i d e p e r ma n e n t l y r emo v e d f r om a s e t . I n t h e c a s e o f
s e t s , t h e b o r d e r , h o l d e r , o r f r ame i s a l s o ma r k e d w i t h t h e d i s t r i b u t i o n
a u t h o r i z e d f o r t h e s e t a s a wh o l e . T h e h i g h e s t d i s t r i b u t i o n s t a t eme n t u s e d o n
a n y c o n s t i t u e n t p a r t o f t h e s e t t h a t i d e n t i f i e s t h e n a r r ow e s t i n t e n d w i l l b e
ma r k e d o n t h e c o v e r o f t h e s e t .

5 , 3 . 3 . 3 Ma r k i n g Mo t i o n P i c t u r e F i l ms a n d V i d e o T a p e s . Mo t i o n p i c t u r e f i l ms
a n d v i d e o t a p e s s h a l l b e ma r k e d a t t h e b e g i n n i n g a n d e n d b y t i t l e s b e a r i n g
a p p r o p r i a t e ma r k i n g s . A l l s u c h ma r k i n g s s h a l l b e visible wh e n p r o j e c t e d .
Re e l s a n d c a s s e t t e s s h a l l b e ma r k e d w i t h t h e a p p r o p r i a t e ma r k i n g a n d k e p t
c o n t a i n e r s b e a r i n g a p p r o p r i a t e ma r k i n g s . F i g u r e 6 i l l u s t r a t e s h ow t o ma r k
t h e b e g i n n i n g a n d e n d ) a mo t i o n p i c t u r e f i l m . T h e c o n t a i n e r f o r a mo t i o n
p i c t u r e f i l m a l s o s h ow s d i s t r i b u t i o n a n d e x p o r t c o n t r o l w a r n i n g s t a t eme n t s

5 . 3 . 3 . 4 Ma r k i n q Re c o r d i n g s . So u n d , ma g n e t i c , e l e c t r o n i c o r o t h e r f o r ms o
r e c o r d i n g s o f t e c h n i c a l d a t a , h e r e a f t e r r e f e r r e d t o a s r e c o r d i n g s , s h a l l

t h e

n
( a t

c o n t a i n i t t h e b e g i n n i n g a n d - e n d a c l e a r s t a t eme n t o f t h e a s s i g n e d ma r k i n g
t h a t w i l l p r o v ~ d e a d e q u a t e a s s u r a n c e t h a t a n y l i s t e n e r o r v i ew e r w i l l k n ow
t h a t d i s s em i n a t i o n w a s d i r e c t e d t o a s p e c i f i c a u d i e n c e a n d t h a t t h e d a t a i s
e x p o r t - c o n t r o l l e d . Re c o r d i n g s s h a l l b e k e p t i n c o n t a i n e r s o r o n r e e l s t h a t
b e a r c o n s p i c u o u s a p p l i c a b l e ma r k i n g s . F i g u r e 7 i l l u s t r a t e s h ow t o ma r k
r e c o r d i n g s s o t h a t a n y l i s t e n e r / v i ew e r w i l l k n ow t h e a u t h o r i z e d d i s t r i b u t i o n .
T h e c o n t a i n e r f o r a r e c o r d i n g s h o u l d a l s o s h ow a p p r o p r i a t e ma r k i n g s .
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M i c r o f o r ms a r e i ma g e s , u s u a l l y p r o d u c e d
sma l l t o b e r e a d b y t h e u n a i d e d e y e . L o c a t i o n

o f ma r k i n g s o n m i c r o f o r ms s h a l l b e i n a c c o r d a n c e w i t h ANS I PH5 . 9 . T h e s e
ma r k ~ n g s s h a l l a l s o b e i n c l u d e d o n t h e I ma g e s o t h a t wh e n t h e i ma g e i s
e n l a r g e d a n d d i s p l a y e d o r p r i n t e d , t h e ma r k i n g s w i l l b e c o n s p i c u o u s a n d
r e a d a b l e . Su c h ma r k i n g w i l l b e a c c omp l i s h e d a s a p p r o p r i a t e f o r t h e p a r t i c u l a r

m i c r o f o r m i n v o l v e d . F o r e x amp l e , r o l l f i l m m i c r o f o r ms ( o r r o l l m i c r o f i l m
emp l o y i n g 1 6 , 3 5 , 7 0 , o r 1 0 5MM f i l ms ) ma y g e n e r a l l y b e ma r k e d a s p r o v i d e d f o r
r o l l mo t i o n p i c t u r e f i l m i n p a r a g r a p h 5 . 3 . 3 . 3 a n d d e c k s o f “ a p e r t u r e c a r d s ”

ma y b e ma r k e d a s p r o v i d e d i n p a r a g r a p h 5 . 3 . 4 f o r d e c k s o f a u t oma t i c d a t a
p r o c e s s i n g p u n c h e d c a r d s . Wh e n e v e r p o s s i b l e , m i c r o f i c h e , m i c r o f i l m s t r i p s ,
a n d m i c r o f o r m c h i p s s h a l l b e ma r k e d i n a c c o r d a n c e w i t h t h i s
p a r a g r a p h . F i g u r e 8 i l l u s t r a t e s h ow t o ma r k a m i c r o f i c h e me d i um , a n d i t s
c o n t a i n e r , s o i t c a n b e r e a d b y t h e u n a i d e d e y e . F i g u r e 9 i l l u s t r a t e s h ow t o
ma r k t h e i ma g e o f a m i c r o f i c h e s o t h a t wh e n i t i s enlarged, displayed, or
p r i n t e d , t h e s e ma r k i n g s w i l l b e r e a d a b l e .

5 . 3 . 4 Ma r k i n q De c k s o f ADP Pu n c h e d C a r d s . Wh e n a d e c k o f u n c l a s s i f i e d ADP
p u n c h e d c a r d s i s h a n d l e d a n d c o n t r o l l e d a s a s i n g l e d o c ume n t , o n l y t h e f i r s t
r e q u i r e ma r k i n g s . An a d d i t i o n a l c a r d s h a l l b e a d d e d ( o r t h e j o b c o n t r o l c a r d

mo d i f i e d ) t o i d e n t i f y t h e c o n t e n t s o f t h e d e c k a n d t h e ma r k i n g s t h e r e i n .
F i g u r e 1 0 i l l u s t r a t e s h ow t o ma r k a d e c k o f ADP p u n c h e d c a r d s t h a t a r e h a n d l e d
a n d c o n t r o l l e d a s a s i n g l e d o c ume n t .

5 . 3 . 5 Ma r k i n q r emo v a b l e ADP a n d wo r d p r o c e s s i n g s t o r a g e me d i a .

L - a . E x t e r n a l . Remo v a b l e i n f o r ma t i o n s t o r a g e me d i a a n d d e v i c e s , u s e d w i t h
ADP s y s t ems a n d t y p ew r i t e r s o r wo r d p r o c e s s i n g s y s t ems , s h a l l b e a r ma r k i n g s
wh e n e v e r s u c h me d i a a r e t o b e d i s s em i n a t e d o u t s i d e t h e DoD c o n t r o l l i n g o f f i c e .
E x amp l e s i n c l u d e ma g n e t i c t a p e r e e l s , c a r t r i d g e s , a n d c a s s e t t e s ; r emo v a b l e
d i s c s , d i s c c a r t r i d g e s , d i s c p a c k s a n d d i s k e t t e s ; p a p e r t a p e r e e l s ; a n d
ma g n e t i c c a r d s . F i g u r e 1 1 i l l u s t r a t e s h ow t o ma r k a wo r d p r o c e s s i n g
i n f o r ma t i o n s t o r a g e me d i um . E x amp l e s o f o t h e r t y p e s o f r emo v a b l e s t o r a g e

me d i a a r e ma g n e t i c d r ums , d i s c p a c k s , and ma g n e t i c c a r d s .

b . I n t e r n a l . ADP s y s t ems o r wo r d p r o c e s s i n g s y s t ems emp l o y i n g s u c h me d i a
s h a l l o r o v i d e f o r i n t e r n a l ma r k i n q s t o a s s u r e t h a t i n f o r ma t i o n c o n t a i n e d
t h e r e i n t h a t i s r e p r o d u c e d o r g e n ~ r a t e d w i l l b e a r a p p l i c a b l e ma r k i n g s .

5 . 3 . 6 Ma r k i n q d o c ume n t s p r o d u c e d b y ADP e q u i pme n t . T h e f i r s t p a g e o f
d o c ume n t s p r o d u c e d b y ADP e q u i pme n t s h a l l b e ma r k e d . I f i n d i v i d u a l p a !
d o c ume n t p r o d u c e d b y ADP e q u i pme n t a r e r emo v e d o r r e p r o d u c e d f o r d i s t r ”
t o o t h e r u s e s , t h e y s h a l l b e t r e a t e d a s a n ew d o c ume n t a n d ma r k e d w i t h
a p p r o p r i a t e d i s t r i b u t i o n s t a t eme n t s a n d e x p o r t - c o n t r o l w a r n i n g n o t i c e .
F i g u r e 1 2 s h ow s h ow t h e u s e r o f t h e ADP o u t p u t wo u l d a p p l y a d i s t r i b u t ’

ma r k i n g o n t h e f i r s t p a g e o f a n a f f e c t e d d o c ume n t .

5 . 3 . 6 . 1 Ma r k i n q Comp u t e r P r i n t o u t s P r o d u c e d b . y ADP E q u i pme n t . I f c om l
d o c ume n t s h a v e e i t h e r f r o n t o r b a c k c o v e r s , t h e c o v e r a n d f i r s t p a g e s !

e s o f a
b u t i o n

o n

u t . e r
a l l b e

-

ma r k e d .
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5 . 3 . 7 Ma r k i n q m i s c e l l a n e o u s ma t e r i a l . Do c ume n t s a n d ma t e r i a l s u c h a s
-

r e j e c t e d c o p y , t y p ew r i t e r r i b b o n s , c a r b o n s , a n d s i m i l a r i t ems d e v e l o p e d i n
c o n n e c t i o n w i t h t h e h a n d l i n g , p r o c e s s i n g , p r o d u c t i o n , a n d u s e o f t e c h n i c a l
d a t a i n t e n d e d f o r t a r g e t e d a u d i e n c e s s h a l l b e h a n d l e d i n a ma n n e r c o n s i s t e n t
w i t h t h i s i n t e n t . Un l e s s a r e q u i r eme n t e x i s t s t o r e t a i n t h i s ma t e r i a l o r
d o c ume n t s f o r a s p e c i f i c p u r p o s e , t h e r e i s n o n e e d t o ma r k o r s t amp t h e
i n f o r ma t i o n . I f s u c h ma t e r i a l i s r e q u e s t e d f o r d i s t r i b u t i o n o u t s i d e t h e

o r i g i n a t i n g o r g a n i z a t i o n , i t s h a l l b e ma r k e d a n d h a n d l e d t h e s ame a s t h e f i n a l
v e r s i o n .

-

1 6
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6. NOTES

( T h i s s e c t i o n c o n t a i n s i n f o r ma t i o n o f a g e n e r a l o r e x p l a n a t o r y n a t u r e wh i c h
ma y b e h e l p f u l , b u t i s n o t ma n d a t o r y . )

6.1 I n t e n d e d Us e . T h i s s t a n d a r d c o n t a i n s r e q u i r eme n t s f o r t h e ma r k i n g o f
t e c h n i c a l d a t a p r e p a r e d b y o r f o r t h e DoD . T h e p u r p o s e o f t h i s s t a n d a r d i s t o
f a c i l i t a t e s h a r i n g o f t e c h n i c a l d a t a w i t h i n t h e d e f e n s e c ommu n i t y b y
s t a n d a r d i z i n g t h e p r o c e d u r e f o r ma r k i n g s c i e n t i f i c , t e c h n i c a l , e n g i n e e r i n 9 ~
p r o d u c t i o n , a n d l o g i s t i c s i n f o r ma t i o n t o d e n o t e d i s t r i b u t i o n a v a i l a b i l i t y ,
r e l e a s e a n d d i s s em i n a t i o n . S t a t eme n t s mu s t b e p l a c e d o n p a p e r d o c ume n t s ,
c h a r t s ~ ma p s , d r aw i n g s , p h o t o g r a p h s , f i l ms ( i n c l u d i n g n e g a t i v e s ) , r e c o r d i n g s ,
t r a n s p a r e n c i e s , s l i d e s , mo t i o n p i c t u r e f i l ms , r e c o r d i n g s , m i c r o f o ~ s ~ ADp
p u n c h c a r d s , r emo v a b l e A l ) P a n d wo r d p r o c e s s i n g s t o r a g e me d i a , c omp u t e r
p r i n t o u t s a n d m i s c e l l a n e o u s ma t e r i a l .

6 . 2 T a i l o r i n g g u i d a n c e f o r c o n t r a c t u a l a p p l i c a t i o n . T o e n s u r e p r o p e r
a p p l i c a t i o n o f t h i s s t a n d a r d , a l l t e c h n i c a l d a t a a d d r e s s e d s h a l l h a v e ma r k i n g s
t a i l o r e d t o t h e r e q u i r eme n t s i n s e c t i o n s 4 a n d 5 a n d Ap p e n d i x A o f t h i s s t a n d -
a r d

6 . 3

‘ L _ -

t o e x c l u d e a n y ’ u n n e c e s s a r y t a s k r e q u i r eme n t s .

Su b j e c t t e r ms ( k e y word) l i s t i n q ,

A r ms E x p o r t Co n t r o l A c t
B l u e p r i n t s
Ch a r t s
C r i t i c a l T e c h n o l o g y
D i s s em i n a t i o n
D i s t r i b u t i o n S t a t eme n t s
D r aw i n g s , E n g i n e e r i n g
E x p o r t Co n t r o l
L i m i t a t i o n s
Ma p s
M i c r o f o r ms
M i l i t a r y S t a n d a r d
Ph o t o g r a p h s
Pu b l i c Re l e a s e
Pu b l i c a t i o n , T e c h n i c a l
Re s t r i c t e d R i g h t s
S c i e n t i f i c a n d T e c h n i c a l i n f o r ma t i o n
S e c o n d a r y D i s t r i b u t i o n
T e c h n i c a l Da t a
T e c h n i c a l Re p o r t s
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D I STR I BUT I ON STAT EMENTS
APPROPR I AT E FOR USE

Lf3c
REASONS FOR DESIGNATING

A SPECIFIC AUDIENCE
A D E F x

APPROVED FOR PUBLIC RELEASE

FOREIGN GO’JERNMENT INFORMATION

YES

NO

NO I NO NO NO NO NO

NO

$
YES YES

YES NO

YES NO

YES NO

YES YES YES

PROPRIETARY INFORMATION NO NO YES YES NO

T ES l AND EVALUATION IN 0NO NO YES ‘i”ES

C0NTR4CTClR PERFORMANCE E\ ’ALl_,4TION xc) y~s .

&YES YES

YES NO

CRITICAL TECHNOLOGY NO YES YES YES YES

PREMATURE DISSEMINATION NO NO YES YES NO

‘1’ES

Administrate\/E OR OPERATIONAL LISE

+

YES YES

YES YES

NC) NO

YES YES )’ES ) ’ ES

SPEC I F I C AUTHOR I TY YES,N o YES YES

DIRECT MILITARY SUPPORT NO NO YES YES NO

TABL E 1 . s y n o p s i s O f r e a s o n s f o r a s s i g n i n g p r o p e r c l i s t r i b u t l o n s t a t eme n t s
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UNCLASSIFIED - Distribution authorized to the Depart.
ment of De!ense and U.S. DOD Contractors only (iill in
reaso”n) ( d a l eof determination). Other requests for this
document shall be referred 10 (insert controlling DOD

< ofiice).

WARNING . Thts document conialns lechnlca! cata
\ihose e~pr)rI i~ resrrlctwf lIJ tile Arms Export Control Act
(Tltie 22 LI. S C.. 5ec. 2751 M seq.). Violalor$ of these e~-
port l~w$ are s[]hlwt to severe criminal penalries

I
f3tSTRlBUT101N

STAT EMENT

u

I J

This example uses Distribution Statement D.

FI G URE 3. ) v l a r k i n g f i l n ~ ro ll a n d its c o n t a in e r.

.. ,
.!
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( FRONT OF PHOTOGRAPH )

UNCLASSIFIED
ment of Derense

T
Dlstrlbutlon authorized to the 13epart-

and U.S. DOD corrtrac~ors onll, (iill In

( BACK OF PHOTOGRAPH )

reason) l(iale 01 determlnatlor. Other requests tor t h l : /
document shall be re~errec! to (Insert controlling DOD /
oiiice)

/
WARNING . This document contains technical data
whose export is restricted by the Arms Export Control AICI
(Title 22, U. S. C., See, 2751 et seq.). Violators ot these ex- /

p ort laws are sublect to severe crtminal penalties.

This example uses Dlslrlbu(lon Statemenl D

FI G URE 4 . M a rkin g a p h o t o g r a p h .

-,-1
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(IM A G E O F TR A NSP A RE N C Y)

(CAN BE
PUT AN) S\V!--lERE

\ J i ’ . 4R ’ N lNG : EXPORT CONTROL L ED ON SLIDE

I I
UNCLASSIFIED - Dislribwlon authorized to c.S Goiwrn- WARN I NG - Thlj documeni contains Iechnlca! aai~
ment agencies and their contractors (trll In reasont ~date \vhose export IS restricted b}’ the Arms Export Conirol ACI
of determtnatmnj. Other requesfs ior this document shall (Title 22, U. S. C., Sec. 2751 er s e q . ) .Violators of these ex-
be reierred to (insen controlling DOD oii~c-e] porl laws are subject 10 se~ere criminai penalties.

Tni. (? Adnl\llV us?!. DINrihul:lr 5tJt~mI?nl C

FI G URE 5. M a rkin g a tr a ns p a r e n c y or sli d e .
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UNCLASSIFIED Dlslril]ullor aulnc]rlzw! IrI ~’ S C,flie~n-
ment agencies only (fill in reason] Idate of determtnallon].
Other requests for this document shall bc reterred to (ln-

‘e”con’x

;—y%< I WARN I NG - T h i s document contain< technical data
whose export IS restricted by the Arms ExporI Control Act
(Title 22, L’.S. C., Sec. 2751 ef .w; k’lo!ators r-1~thew e).
,,(,:” 1,,,. ,,, :,,, L,,IrI t, ,(> ~r.-. -.,rwr-,a~ ~p-71*c)ciwfl<~...

I
k

WARN I NG - This document contains technical dala
whose expon IS restricted bv the Arms Export Control Act
(Tine 22, L’. S, C., 5ec. 2-51 er seq. ) or Executl\,e C)rdf?r
12470. L’lc)iaror, 01 Iiww t- NoorI iaw< are subtect to ;e]ere

crlmlnal penalltes.
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L

UNCLASS I F I ED - Drstributlon authorized 10 U.S Govern-
m e n! a c e n cle: O nlt (lI!I in re?scln) (dale of delermlnatmrll
Other kquests tor t,lis document shall be rwerred 10 (in
sert controlling DOD otfice).

UNCLASS I F I ED - Staremeni B, L.S. Co’.crnmclt lInseII
controlling DOD otilcel

WARN I NG - This document contains tecilnical data
whose export IS restricted b! the Arms Expon Control Act
(Tltie 22. U. S. C., Sec. 2751 et seq.), V i o l a t o r so i t h e s ee x -
p o r l i a i ~ $a r e s u b j e c t1 0 s e v e r ec r i m i n a lp e n a l ! l e s

1

This example uses Dlstrihutmn Sta!emenr B.

FI G URE 7 M a rkin g so u n d r e c or d in g .

.-
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, Ckw It-adoblt

~!N~LA5SlFlE~ ~15trl~l Ll(l13n ~~dff?mf?n~ C [)t5trlt)LIl10n

- authorized to L’ s Gr) \ ernm e n I a g e n cies a n c [heir c on.

tra ctors (iill Ir re ason Idale o{ aererminattonj. Olher re -
quesls for thts documeni shall be reterreci to (Insert con-
trolling DOD ofilcei,

~

WARN I NG - T h i s document contal~s technical data 1
whose expon IS restricted b}~ the Arms Export Control Act :

\
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L

UNCLASS I F I ED D~:(rll>dllon ,]ultxlrl?ec~ 10 L_ S C ,(I \ t, rn-

m errl A&encle~ and their contra c[or~ Ill:i In reaconl IriaIe
ot delermlnationj CXner reques[s Ior IhIS oocument shall
be reterrw-1 10 (Insert controlling DOD cJr’~Icel.

h.

/

DISTRIBUTION C /

\k’+RNING: EXPORT CONTROLLED

,-
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\ f ’ ARN I NC - T“I~ ciocurnenl c onia ln~ technical cid[~
Ii’hose e xp orf IS restricte d hi the Arms Exp orI C ~niro~ A CI

[Ti~le 22, U. S, C., Sec. 2751 et seq.). Violators ot these ex-
~ort Ia\T: are subfect to severe criminal ~enahies

I o

UhCLA5S l F l ED Dlstrlbut,on autno~zed ICJ L.5. Got’err]-

This example uses Distribution Statemenl 6
and dv E,xport Con: rc,’ \k’<qrrl-<:
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.
,- 1

II000 COMMAND S I OP - ES I ACCESS L ST ( u )

%

\

o
0
0
0
0
0
0
0
0
0
o\

J t i o nauthorized to U.S. Govt?rn-
‘1 in reason’ Idate

nent shall

WARN I = - T h i s d o c ume n t c o n t a i n st e c h n i c a ld a t a UNC—~SS I F I ED - D i s t r i b u
wh o s e e x p o r ti sr e s t r i c t e db y t h eA r ms E x p o r tCo n t r o lA c t me n t a g e n c i e sa n d t h e i rc o n t r a c t o r s( f i l l
( T i t i e2 2 , L ’ .S . C . S e c .2 7 5 1 e t SPO ) .Violators or these ex- of determination), Other requests ior thts aocur
per-I Iau’s are sublect to sejere crlmlnal penahle~ be referred to (insert controlling DOD ofiice)

I

Th[s example uses Dlstribu~lon Statement C
a n d a n E x p o r tCo n t r o l\ h ’ a r n l n ~ .

FI G URE 11. M a rkin g a d o c u m e n t p ro d u c e d b y A D P e q u i p m e n t.
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1 0 . GENERAL

1 0 . 1 S c o p e . T h i s n o t i c e a s s i g n s r e s p o n s i b i l i t i e s f o r t h e d i s s em i n a t i o n o f
e x r ) o r t - c o n t r o l l e d t e c h n i c a l d a t a . This Appendix is a ma n d a t o r y p a r t o f t h e
s t a n d a r d . T h e i n f o r ma t i o n c o n t a i n e d h e r e i n i s i n t e n d e d for compliance.

20.

30.

30.1

APPL I CABL E DOCUMENTS. This section is not applicable to this appendix.

HORDING OF NOTICE

_Notice. T h e wo r d i n g a n d u n d e r l i n i n g o f t h e t i t l e s h a l l b e d u p l i c a t e d
e x a c t l y .

NOT I CE TO ACCOMPANY THE DISSEMINATION OF EXPORT-CONTROLLED TECHNICAL DATA.

1. E x p o r t o f i n f o r ma t i o n c o n t a i n e d h e r e i n , wh i c h i n c l u d e s , i n s ome
c i r c ums t a n c e s , r e l e a s e t o f o r e i g n n a t i o n a l s w i t h i n t h e Un i t e d S t a t e s , w i t h o u t
f i r s t o b t a i n i n g a p p r o v a l o r l i c e n s e f r om t h e De p a r t me n t o f S t a t e f o r i t ems
c o n t r o l l e d b y t h e I n t e r n a t i o n a l T r a f f i c i n A r ms Re g u l a t i o n s ( I TAR ) , or t h e
De p a r t me n t o f Comme r c e f o r i t ems c o n t r o l l e d b y t h e E x p o r t Adm i n i s t r a t i o n
Re g u l a t i o n s ( EAR ) , ma y c o n s t i t u t e a v i o l a t i o n o f l aw .

2 . Un d e r 2 2 U . S . C . 2 7 7 8 t h e p e n a l t y f o r u n l aw f u l e x p o r t o f i t ems o r
i n f o r ma t i o n c o n t r o l l e d u n d e r t h e I TAR i s u p t o 2 y e a r s i mp r i s o nme n t , o r a f i n e

o f $ 1 0 0 , 0 0 0 , o r b o t h .
w

Un d e r 5 0 U . S . C . , Ap p e n d i x 2 4 1 0 , t h e p e n a l t y f o r
u n l aw f u l e x p o r t o f i t ems o r i n f o r ma t i o n c o n t r o l l e d u n d e r t h e EAR i s a f i n e o f
u p t o $ 1 , 0 0 0 , 0 0 0 , o r f i v e t i me s t h e v a l u e o f t h e e x p o r t s , wh i c h e v e r i s
g r e a t e r ; o r f o r a n i n d i v i d u a l , i mp r i s o nme n t o f u p t o 1 0 y e a r s , o r a f i n e o f u p
t o $250,000, or both.

3. I n a c c o r d a n c e w i t h y o u r c e r t i f i c a t i o n t h a t e s t a b l i s h e s y o u a s a
“ c e r t i f i e d US c o n t r a c t o r , ” u n a u t h o r i z e d d i s s em i n a t i o n o f t h i s i n f o r ma t i o n i s
p r o h i b i t e d a n d ma y r e s u l t i n d i s q u a l i f i c a t i o n a s a c e r t i f i e d US c o n t r a c t o r ,
a n d ma y b e c o n s i d e r e d i n d e t e r m i n i n g your e l i g i b i l i t y f o r f u t u r e c o n t r a c t s
w i t h t h e De p a r t me n t o f De f e n s e .

4 . T h e US Go v e r nme n t a s s ume s n o l i a b i l i t y f o r d i r e c t p a t e n t i n f r i n g eme n t ,
o r c o n t r i b u t o r y p a t e n t i n f r i n g eme n t o r m i s u s e o f t e c h n i c a l d a t a .

5 . T h e US Go v e r nme n t d o e s n o t w a r r a n t t h e a d e q u a c y , a c c u r a c y , c u r r e n c y ,
o r c omp l e t e n e s s o f t h e t e c h n i c a l d a t a .

6 . T h e US Go v e r nme n t a s s ume s n o l i a b i l i t y f o r l o s s , d ama g e , o r i n j u r y
r e s u l t i n g f r om ma n u f a c t u r e o r u s e f o r a n y p u r p o s e o f a n y p r o d u c t , a r t i c l e ,
s y s t em , o r ma t e r i a l i n v o l v i n g r e l i a n c e u p o n a n y o r a l l t e c h n i c a l d a t a
f u r n i s h e d i n r e s p o n s e t o t h e r e q u e s t f o r t e c h n i c a l d a t a .

30
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7. I f t h e t e c h n i c a l d a t a f u r n i s h e d b y t h e Go v e r nme n t w i l l b e u s e d f o r
c omme r c i a l ma n u f a c t u r i n g o r o t h e r profit potential, a l i c e n s e f o r s u c h u s e ma y
b e n e c e s s a r y . An y p a yme n t s ma d e i n s u p p o r t o f t h e r e q u e s t f o r d a t a d o n o t
i n c l u d e o r i n v o l v e a n y l i c e n s e r i g h t s .

8 . A c o p y of this n o t i c e s h a l l b e p r o v i d e d w i t h a n y p a r t i a l o r c omp l e t e
r e p r o d u c t i o n o f t h e s e d a t a t h a t a r e p r o v i d e d t o q u a l i f i e d US c o n t r a c t o r s .

L.

3 1
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GU I DE TO DE T ERN I NE HHE THER T ECHN I CAL DATA ARE EXPORT - CONTROL L ED

1 0 . GENERAL

1 0 . 1 S c o p e . T h i s Ap p e n d i x i s a g u i d e t o help determine whether the technical
data contained i n a d o c ume n t a r e s u b j e c t t o e x p o r t r e s t r i c t i o n s . T h i s
d e t e r m i n a t i o n i s a g o v e r nme n t r e s p o n s i b i l i t y . T h i s Ap p e n d i x i s n o t a
ma n d a t o r y p a r t of the Standard. T h e i n f o r ma t i o n c o n t a i n e d h e r e i n i s i n t e n d e d
f o r g u i d a n c e o n l y .

20. APPL I CABL E DOCUMENTS . T h i s s e c t i o n i s n o t a p p l i c a b l e t o t h i s a p p e n d i x .

30. DE T ERM I NAT I ON OF T ECHN I CAL DATA CONT ENT .

30.1 Do export controls apply?

DoD c o n t r o l l i n g o f f i c e s w i l l u s e t h e f o l l ow i n g g u i d a n c e i n d e t e r m i n i n g
wh e t h e r d a t a a r e e x p o r t c o n t r o l l e d .

a. The MCT L i s an excellent reference for use i n ma k i n g t h i s
d e t e r m i n a t i o n .

b. Technical data that relate directly to articles controlled by the
International Traffic in Arms Regulations or its US Munitions List ( ML ) , or
the Export Administration Regulations or its Commodity Control L i s t ( CCL ) ,
a l s o a r e controlled for export.

3 0 . 2 I s t h e t e c h n o l o g y c o n t r o l l e d ?

a . Ge n e r a l l y s p e a k i n g , if the d o c ume n t d i s c u s s e s u n c l a s s i f i e d c u t t i n g
e d g e s c i e n c e w i t h n o i d e n t i f i e d applications--fundamental r e s e a r c h - - i t i s n o t
c o n t r o l l e d , a n d ma y b e d i s t r i b u t e d w i t h o u t r e s t r i c t i o n . Distribution
Statement A will be applied to such a document. Similarly, if the d o c ume n t
d i s c u s s e s w e l l - k n own t e c h n o l o g y t h a t w e know is w i d e l y a v a i l a b l e i n t h e p u b l i c
d oma i n , D i s t r i b u t i o n S t a t eme n t A i s a p p r o p r i a t e .

b . If a d o c ume n t d i s c u s s e s t e c h n o l o g y t h a t - -

(1) c o n t a ins c riti c a l e l eme n t s t h a t a r e classified, or

( 2 ) i s u n i q u e t o a specific, well-defined m i l i t a r y a p p l i c a t i o n , t h e n
t h e d o c ume n t p r o b a b l y c o n t a i n s i n f o r ma t i o n t h a t s h o u l d b e c o n t r o l l e d .

3 0 . 3 P r o c e d u r e s for determining wh e n t o ma k e t e c h n i c a l data subject to export
c o n tro ls with a n e x p o r t c o n t r o l w a r n i n q s t a t eme n t .

3 2
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A l l DoD t e c h n i c a l d a t a s u b j e c t t o export r e s t r i c t i o n s for national security
shall be marked with an export control warning s t a t eme n t t o I n d i c a t e t h a t t h e y
a r e e x emp t f r om p u b l i c d i s c l o s u r e . T e c h n i c a l d a t a ma y b e w i t h h e l d f r om p u b l i c
r e l e a s e i f i t h a s m i l i t a r y o r s p a c e a p p l i c a t i o n , c a n n o t b e e x p o r t e d w i t h o u t
l i c e n s e o r a p p r o v a l u n d e r t h e AECA o r t h e EAA , a n d i s n o t s u b j e c t t o a g e n e r a l
l i c e n s e p e r m i t t i n g e x p o r t u n d e r t h e I TAR a n d EAR e x p o r t - c o n t r o l r e g u l a t i o n s .

T o d e t e r m i n e i f t e c h n i c a l d a t a ma y b e w i t h h e l d f r om r e l e a s e , r e f e r t h e d a t a i n
q u e s t i o n t o t e c h n i c a l l y q u a l i f i e d p e o p l e , a b l e t o a n sw e r t h e f o l l ow i n g
q u e s t i o n s :

( 1 ) Da t a T y p e :

ARE THE TECHNICAL DATA OF THE TYPE THAT CAN BE USED , OR BE ADAPT ED FOR USE TO
DESIGN, ENGINEER, PRODUCE, MANUFACTURE, OPERATE
DEFENSE ARTICLE?

Factors to consider in answering this q u e s t i o n -

( a ) T h e t y p e o f t e c h n i c a l d a t a i n
e n q i n e e r i n q d r aw i n q s , o p e r a t i o n a n d ma i n t e n a n c e

REPA I R , OR REPRODUCE SOME

n c l u d e :

q u e s t i o n : t e c h n i c a l r e p o r t s ,
ma n u a l s ( s ome t i me s s i mp l y

t e ~ h n i c a l ~ a n u a l s ~ r ” t e c h n i c a l o r d e r s ) , m i l i t a r y s p e c i f i c a t i o n s a n d s t a n d a r d s
r e l a t e d t o p a r t i c u l a r t y p e s o f e q u i pme n t , a n d t r a i n i n g ma n u a l s r e l a t e d t o
p a r t i c u l a r t y p e s o f e q u i pme n t h a v e t h e g r e a t e s t p r o b a b i l i t y o f b e i n g s u b j e c t
t o e x p o r t c o n t r o l . S c i e n t i f i c p a p e r s a n d o t h e r d a t a t h a t d o n o t r e l a t e t oL
p r o d u c t s a r e l e s s l i k e l y t o b e c o n t r o l l e d .

( b ) Mo s t t e s t r e p o r t s a r e e x p o r t - c o n t r o l l e d . T h e y me e t t h e
s t a n d a r d i f t h e y s h ow wh i c h i n d i v i d u a l c omp o n e n t s c a n b e u s e d w i t h i n a l a r g e r

w e a p o n s s y s t em ; wh a t w e a p o n s c a n b e used f o r p a r t i c u l a r p u r p o s e s ; o r s h ow h ow
t o u s e , ma i n t a i n , o r t r a i n p e o p l e t o u s e p a r t i c u l a r w e a p o n s . T h e y d o n o t me e t
t h i s s t a n d a r d i f t h e y s i mp l y s h ow t h e o p e r a t i n g c h a r a c t e r i s t i c s o f a w e a p o n ,
a n d t h i s i n f o r ma t i o n wo u l d n o t a f f e c t t h e d e c i s i o n t o u s e t h e w e a p o n . I n t h e
l a t t e r c a s e , t h e i n f o r ma t i o n m i g h t q u a l i f y f o r s e c u r i t y c l a s s i f i c a t i o n , b u t i t

wo u l d n o t me e t e x p o r t - c o n t r o l s t a n d a r d s .

lF THE ANSWER TO (1) IS POSITIVE, PROCEED TO (Z).

IF THE ANSWER TO (1) IS NEGATIVE, THE DATA IS NOT SUB J ECT TO WITHHOLDING
UNDER EXPORT-CONTROL LAW .

( 2 ) Ge n e r a l L i c e n s e E x emp t i o n :

HAS THE EXACT SAME TECHNICAL OATA BE EN PUBL I CLY RE L EASED , AND I S I T GENERAL LY
AVA I LABL E ?

\.
3 3
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The DoD c o n t r o l l i n g o f f i c e mu s t d e t e r m i n e wh e t h e r t h e t e c h n i c a l d a t a h a s e v e r
been cleared for public release, or whether It k n ow s o f a n y u n a u t h o r i z e d
r e l e a s e t h a t h a s led t o w i d e c i r c u l a t i o n o f t h e t e c h n i c a l d a t a . Po i n t s t o
c o n s i d e r i n t h i s e v a l u a t i o n a r e - -

( a ) T h e d a t a r e l e a s e d p u b l i c l y mu s t b e t h e e x a c t d a t a f o r t h e
g e n e r a l l i c e n s e t o b e a p p l i c a b l e . F r e q u e n t l y t h e i n f o r ma t i o n p u b l i c l y
r e l e a s e d om i t s k e y f e a t u r e s , s u c h a s t h e ma n u f a c t u r i n g t o l e r a n c e s f o r t h e
d i me n s i o n s o f p a r t i c u l a r p a r t s . T h i s t y p e i n f o r ma t i o n i s k e y t o t h e wo r k -
a b i l i t y o f mu c h e q u i pme n t .

( b ) If s i m i l a r d a t a h a v e b e e n p u b i c l y r e l e a s e d , t h e p o r t i o n o f
t h e d o c ume n t c o n t a i n i n g t h a t i n f o r ma t i o n i s n o t s u b j e c t t o e x emp t i o n s i n t h e
e x p o r t - c o n t r o l l aw s . Do c ume n t s i n wh i c h n o n - r e l e a s e d d a t a i s b l a n k e d o u t , a n d
a c o p y ma d e b y s ome t e c h n i q u e wh i c h d o e s n o t p e r m i t t h e b l a n k e d o u t p o r t i o n s
t o b e d e t e r m i n e d , ma y b e r e l e a s e d .

(c) Release to perform a particular t a s k w i t h a c o n s t r a i n t o n
f u r t h e r d i s s em i n a t i o n i s n o t a p u b l i c r e l e a s e . Re l e a s e u n d e r DoD Directive

5230.25 is not a public release.

( d ) S c i e n t i f i c a n d e d u c a t i o n a l i n f o r ma t i o n n o t d i r e c t l y a n d
s i g n i f i c a n t l y r e l a t e d t o d e s i g n , p r o d u c t i o n , o r u s e i n i n d u s t r i a l p r o c e s s e s ,
o r i n s t r u c t i o n i n a c a d em i c i n s t i t u t i o n s a n d a c a d em i c l a b o r a t o r i e s , e x c l u d i n g -
i n f o r ma t i o n t h a t i n v o l v e s r e s e a r c h u n d e r c o n t r a c t r e l a t e d d i r e c t l y a n d
s i g n i f i c a n t l y t o design, production, or use i n i n d u s t r i a l p r o c e s s e s , i s n o t
s u b j e c t t o e x p o r t c o n t r o l e x emp t i o n s .

lF THE ANSWER TO (2) IS POSITIVE, THE DATA IS NOT SUBJECT TO UITHHOLIIING UNDER
EXPORT-CONTROL LAWS .
I F THE ANSWER TO ( 2 ) I S NEGAT I VE , PROCE ED TO ( 3 ) .

( 3 ) M i l i t a r i l y C r i t i c a l T e c h n o l o g y L i s t { MCT L ) :

DOES THE TECHNICAL DATA DISCLOSE INFORMATION RECOMMENDED FOR CONTROL I N THE
MCTL ?

A more exact me t h o d t o d e t e r m i n e i f a d o c ume n t r e v e a l s c o n t r o l l e d t e c h -
n o l o g y emp l o y s t h e P I CT L a n d i t s a p p e n d i c e s . A l t h o u g h t h e MCT L i s n o t a
c o n t r o l l i s t , t h e t h i n g s i t l i s t s a r e c o n t r o l l e d o r w i l l p r o b a b l y b e
c o n t r o l l e d f o r r e a s o n s o f n a t i o n a l s e c u r i t y . On e o f i t s i mp o r t a n t p o t e n t i a l s
i s i t s a b i l i t y t o t r a c k eme r g i n g t e c h n o l o g i e s , m i l i t a r i l y c r i t i c a l
t e c h n o l o g i e s t h a t a r e so n e w t h a t they have not yet been l i s t e d o n c o n t r o l
l i s t s . Its legislated c h a r t e r i s t o p r o v i d e i n f o r ma t i o n i n s u f f i c i e n t e n o u g h

d e t a i l t o h e l p a n o f f i c i a l d e c i d e i f a n ~ t em o r i n f o r ma t i o n i s c o n t r o l l e d
a g a i n s t e x p o r t .

3 4
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No t e t h a t t h i s q u e s t i o n
1 4CT L ? ” I t i s n o t e n o u a h

s n o t “ i s t h e s u b j e c t a r e a mentioned o r l ’ s t e d i n the
t o s f m~ l v f i n d a k e y wo r d i n t h e MCT L a n d a s s ume t h a t

c o n t r o l i s i n t e n d e d f o ~ a s p e c i f ~ ~ a p p l i c a t t ~ n o f t h e g e n e r a l a r e a
l i s t e d . F o r e x amp l e , a l t h o u g h t h e g e n e r a l a r e a o f LASER i s l i s t e d ma n y t i me s
i n t h e MCT L , t h i s ’ d o e s n o t me a n t h a t a l l LASER - s p e c i f i c a p p l i c a t i o n s a n d s u b -

c omp o n e n t s s h o u l d b e c o n t r o l l e d ; LASER t e c h n o l o g y f o r e y e s u r g e r y wo u l d n o t b e
c o n t r o l l e d . T o p r o p e r l y u s e t h e ? 4CT L y o u mu s t u n d e r s t a n d wh e t h e r c o n t r o l i s
r e c omme n d e d b y t h e MCT L f o r y o u r s p e c i f i c a r e a o f i n t e r e s t . ! 4CT L Ap p e n d i x C
i s h e l p f u l i n t h i s r e g a r d .

Po i n t s t o c o n s i d e v i n t h i s e v a l u a t i o n :

( a ) T h e f +WT L i s s u f f i c i e n t l y s p e c i f i c t o g u i d e t h e d e t e r m i n a t i o n
o f wh e t h e r t o c o n t r o l t h e e x p o r t o f - -

1 A r r a y s o f Kn ow - How - d e s i g n a n d ma n u f a c t u r i n g k n ow - h ow
a n d r e l a t e d t e c h n i ~ ~ l i n f o r ma t i o n r e q u i r e d t o a c h i e v e a s i g n i f i c a n t d e v e l o p -
me n t , p r o d u c t i o n , o r u s e . Su c h k n ow - h ow i n c l u d e s s e r v i c e s , p r o c e s s e s ,
p r o c e d u r e s , s p e c i f i c a t i o n s , d e s i g n d a t a a n d c r i t e r i a , a n d t e s t i n g t e c h n i q u e s .

2 K e y s t o n e E q u i pme n t - ma n u f a c t u r i n g , i n s p e c t i o n , t e s t , o r
a n y o t h e r e q u i pme n ~ ” s p e c i f i c a l l y n e c e s s a r y f o r e f f e c t i v e l y a p p l y i n g a signifi-
cant array o f t e c h n i c a l i n f o r ma t i o n a n d k n ow - h ow .

- . ’ - -
?. K e y s t o n e Ma t e r i a l s - ma t e r i a l s s p e c i f i c a l l y n e c e s s a r y

f o r e f f e c t i v e l y a p p l y i n g a s i g n i f i c a n t a r r a y o f t e c h n i c a l i n f o r ma t i o n a n d
k n ow - h ow .

~.
u s e o f wh i c h r e q u i r e s
t e c h n i c a l i n f o r ma t i o n

ma i n t e n a n c e k n ow - h ow )

Go o d s A c c omp a n i e d b y So p h i s t i c a t e d Kn ow - How - g o o d s , t h e
t h e p r o v i s i o n ( d i s c l o s u r e ) o f a s i g n i f i c a n t a r r a y o f
a n d k n ow - h ow ( i n c l u d i n g o p e r a t i o n , a p p l i c a t i o n , o r
a n d f o r wh i c h emb e d d e d k n ow - h ow i s i n h e r e n t l y d e r i v a b l e

b y r e v e r s e e n g i n e e r i n g , o r i s r e v e a l e d b y u s e o f t h e g o o d s .

~. I t ems o f I n t r i n s i c M i l i t a r y U t i l i t y . I t ems o t h e r t h a n
t h o s e i d e n t i f i e d a s “ K e y s t o n e Ma n u f a c t u r i n g , I n s p e c t i o n a n d T e s t E q u i pme n t , ”
“ K e y s t o n e Ma t e r i a l s , ” a n d “ Go o d s A c c omp a n i e d b y So p h i s t i c a t e d Kn ow - How ” wh o s e
t r a n s f e r t o p o t e n t i a l a d v e r s a r i e s s h a l l b e c o n t r o l l e d f o r t h e following
reasons:

- The e n d p r o d u c t i n q u e s t i o n c o u l d s i g n i f i c a n t l y
e n h a n c e t h e r e c i p i e n t ’ s m i l i t a r y o r w a r ma k i n g
c a p a b i l i t y e i t h e r b e c a u s e o f i t s t e c h n o l o g y c o n t e n t
o r b e c a u s e o f t h e q u a n t i t y s o l d .
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- The product could be analyzed to reveal US system
characteristics and thereby contribute to the
development of countermeasures to equivalent US
equipment.

(b) The technologies i d e n t i f i e d i n t h e HCT L p r i ma r i l y c o n t r i b u t e
t o t h e d e v e l o pme n t , p r o d u c t i o n , o r u s e o f i t ems being controlled f o r national

security purposes on the current Connnodity Control List (CCL) and the US
Munitions List ( ML ) o f t h e I n t e r n a t i o n a l T r a f f i c in Arms Regulations (ITAR).
T h e c o n u n o d i t i e s d e s c r i b e d i n t h i s l i s t a r e l i m i t e d t o e q u i pme n t a n d ma t e r i a l s
i d e n t i f i e d a s c r i t i c a l t o t h e d e v e l o pme n t , p r o d u c t i o n , o r u s e o f e n d - i t ems o f

c o n c e r n , o r g o o d s t h a t c o n v e y i n f o r ma t i o n c o n c e r n i n g t h e s e a c t i v i t i e s .

( c ) The

u t i l i t y . I t ems i d e n t
n a t i o n s .

( d ) The
technology under cons”

MCTL does address end-items of intrinsic m i l i t a r y
f i e d o n t h e MCTL are not p o s s e s s e d by the Wa r s aw P a c t

MCTL includes a brief description of the critical
deration, rationale statement for inclusion on the list,

-

a n d t h e ; ~ p l i c i t c r i t i c a l e l eme n t s o f t h a t t e c h n o l o g y .

( e ) T h e MCT L i s i t s e l f n o t i n t e n d e d a s a c o n t r o l l i s t , n o r i s i t
i n t e n d e d a s a s u b s t i t u t e f o r , n o r a n a d d i t i o n t o , t h e c u r r e n t e x p o r t c o n t r o l
l i s t s . T h e MCTL is a detailed and structured technical s t a t eme n t o f d e v e l o p - _

me n t , p r o d u c t i o n , a n d u s e t e c h n o l o g i e s wh i c h t h e DOD d e t e r m i n e s t o be c r u c i a l
t o g i v e n m i l i t a r y c a p a b i l i t i e s , a n d o f s i g n i f i c a n t v a l u e t o p o t e n t i a l
a d v e r s a r i e s . As s u c h , i t i s a t e c h n i c a l r e f e r e n c e a n d s o u r c e d o c ume n t t o
s u p p o r t e x p o r t - c o n t r o l d e c i s i o n s .

( f ) T h e l i s t s o f ~eystone equipment, keystone materials, and

goods accompanied by sophisticated know-how contain both those items
explicitly listed in the CCL and the ML , a n d i t ems i mp l i c i t l y c o v e r e d b y
c o n t r o l s c u r r e n t l y i n e f f e c t o r u n d e r r e v i ew f o r p o s s i b l e c o n t r o l . Mh e r e
i t ems i d e n t i f i e d a s m i l i t a r i l y c r i t i c a l a r e e x p l i c i t l y c o v e r e d i n t h e CCL,

o n l y t h e E x p o r t Comn o d i t y Co n t r o l Numb e r ( ECCN ) r e f e r e n c e i s p r o v i d e d . I n
o t h e r c a s e s wh e r e t h e ECCN s t a t eme n t i s mo r e g e n e r a l t h a t t h e c o v e r a g e i n t h e
MCTL, the amp l i f y i n g d e t a i l i s p r o v i d e d .

( g ) Ap p e n d i c e s h a v e b e e n i n c l u d e d i n t h e MCTL to assist the u s e r
wh e n ma k i n g a d e t e r m i n a t i o n t o c o n t r o l d a t a :

~ . Ap p e n d i x A p r o v i d e s a g l o s s a r y a n d d e f i n i t i o n s o f t h e
mo s t f r e q e n t l y u s e d wo r d s , a n d o f c e r t a i n mo r e t e c h n i c a l wo r d s c o n t a i n e d i n
t h e MCT L .

~ . Appendix C is a cross-reference list of the current and
proposed MCTL, CCL, and ML i t ems .
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~ . Ap p e n d i x D i s a l i s t o f t h e MCT L s e c t i o n t i t l e s a n d
d e s c r i p t i v e p h r a s e s l i s t e d b y n ume r i c a l MCT L e n t r i e s .

: . Ap p e n d i x E i s a k e ywo r d - i n - c o n t e x t l i s t v e r s u s n ume r i c a l
I 1 4CT Le n t r y ; i t i s a r o t a t i o n o f Ap p e n d i x D .

i t ems t o

k P y s t @n E

5 Ap p e n d i x F i s a c r o s s - r e f e r e n c e l i s t o f t h e CCL a n d ML
MCT L g o o d ~ ” a c c omp a n i e d b y s o p h i s t i c a t e d k n ow - h ow .

6 Ap p e n d i x G i s a c r o s s - r e f e r e n c e o f CCL i t ems t o MCT L
e q u i pme n t - i n d k e y s t o n e ma t e r i a l s i t ems .

( h ) I t i s r e c omme n d e d y o u c h e c k t h e MCT L b e f o r e t h e ML a n d CCL ;
t h e d e t e r m i n a t i o n c a n t h e n b e ma d e more easily. Pertinent portions of the

MCTL are more closely related to the mission of a DOO program office involved,
and there is a cross-reference to the ML and CCL.

STEP-BY-STEP

Thp First steo t.ow~vd deciding if a document contains export-controlled
information is t o f i n d t h e ? 4CT L section i n wh i c h t h e t e c h n o l o g y r e s i d e s .

- . GO TO APPENOIX E. Appendix E o f T h e M i l i t a r y C r i t i c a l T e c h n o l o g i e s L i s t ( UL
Ap p e n d i c e s A - L l i s t s k e ywo r d s i n c o n t e x t . T h e c e n t e r c o l umn of the a p p e n d i x
i s t h e keyword. The left column provides additional information and the right

column is the MCT L reference number. First, find a keyword that most clearly
makches the technology in question. Try several keywords until you find a
listing. Write down the MCTL reference number for the keyword.

GO TO APPENDIX F. Appendix F tells users on which export control list a
technology resides, if the technology is controlled. T h e f a r l e f t c o l umn i s
t h e MCT L s e c t i o n n umb e r f o r the t e c h n o l o g y . S c a n t h i s c o l umn u n t i l y o u f i n d
t h e MCT L r e f e r e n c e number previously established.

If there is a listing in any one of the far right three columns following
the MCTL section number, then the technology is controlled to at least one
destination (not all controlled technologies are c o n t r o l l e d t o a l l
d e s t i n a t i o n s ) . F o r t h e t a s k a t h a n d , r e v i ew e r s n e e d not b e c o n c e r n e d with the
d e t a i l s o f l i c e n s i n g t e c h n o l o g i e s f o r e x p o r t . T h i s i s t h e r e s p o n s i b i l i t y o f
t h e c o n t r a c t o r . T h e r e f o r e , me r e l y e s t a b l i s h i n g i f a t e c h n o l o g y i s c o n t r o l l e d
f o r e x p o r t i s s u f f i c i e n t .

A l i s t i n g such as “EAR Sec 379” means t h a t t h e t e c h n o l o g y i s controlled by
a specific regulation in the Export Administration Regulations. If “supc)l 3“
f o l l ow s t h i s l i s t i n g , t h e n t h e c o n t r o l l i n g me c h a n i sm i s i n s u p p l eme n t t h r e e o f
t h e EAR.
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A l i s t i n g such as “ECCN 1355A” means the technology is specifically listed
on the CCL.

A l i s t i n g s u c h a s “ I TAR CAT X I I ” me a n s t h e t e c h n o l o g y i s o n t h e US
Mu n i t i o n s L i s t .

I f y o u h a v e n o t y e t d e c i d e d i f t h e t e c h n o l o g y i n q u e s t i o n i s c o n t r o l l e d ,
t h e n a r e v i ew o f t h e I TAR o r EAR l i s t i n g i s n e c e s s a r y . T h i s c a n b e
a c c omp l i s h e d b y t a k i n g t h e a p p r o p r i a t e r e f e r e n c e a n d l o o k i n g up the tech-
n o l o g y . Within the EAR there are extensive discussions of ECCNS. T h e ITAR
provides briefer descriptions because its ML is a listing of military use only

i t ems a n d t e c h n o l o g i e s . Some confusion arises over t h e d u a l u s e nature of EAR
l i s t e d i t ems . I f t h e r e r ema i n s s ome q u e s t i o n o f wh e t h e r t h e t e c h n o l o g y i n

q u e s t i o n i n v o l v e s a m i l i t a r y s y s t em , i t i s p r o b a b l y mo r e c o r r e c t t o a s s ume i t
d o e s b e c a u s e t h e t e c h n o l o g y i s t h e p r o d u c t o f t h e a r me d s e r v i c e s .

I F THE ANSWERS {1) AND ( 3 ) ARE POS I T I VE , THE T ECHN I CAL DATA I S SUB J ECT TO
W I THHOLD I NG UNDER EXPORT - CONTROL LAb I S .

I F THE ANSWER TO (3) IS NEGATIVE, PROCEED TO (4).

( 4 ) Mu n i t i o n s L i s t ( ML ) :

DO THE TECHNICAL DATA DIRECTLY RELATE TO A WEAPON LISTED IN CAT EGOR I ES I
THROUGH XVI OF THE ML , I TAR SECT I ON 2 2 C FR 1 2 1 . 0 1 ?

p o i n t s t o c o n s i d e r wh e n using the ML i n t h i s e v a l u a t i o r l :

(a) The ITAR prohibits the export of technical data relating to
arms, ammunition, and implements of war without approval of the Department of
State. T h e ML i s a l i s t i n g i n t t t e ITAR which enumerates articles d e s i g n e d a s
a r ms , ammu n i t i o n , a n d i mp l eme n t s o f w a r wh i c h a r e s u b j e c t t o e x p o r t c o n t r o l .

( b ) The t e r m “ a r t i c l e ” i s d e f i n e d a s a n y o f t h e a r ms ,
ammu n i t i o n , i mp l eme n t s o f w a r , a n d t e c h n i c a l d a t a r e l a t i n g t h e r e t o e n ume r a t e d
in the ML.

( c ) Ge n e r a l l y , t h e a r t i c l e s l i s t e d a r e e n d - i t ems o r c omp o n e n t s ,
a n d d o n o t d e s c r i b e s p e c i f i c ma t e r i a l s ( e x c e p t c h em i c a l ) a g e n t s o r
p r o p e l l a n t s ) .

( d ) Technical data is any unclassified information that can be
u s e d , o r b e a d a p t e d f o r u s e to d e s i g n , produce, manufacture, vepair, o v e r h a u l ,
p r o c e s s , e n g i n e e r , d e v e l o p , o p e r a t e , ma i n t a i n , o r r e c o n s t r u c t a r ms ,
ammu n i t i o n , a n d i mp l eme n t s o f w a r o n t h e ML , o r a n y t e c h n o l o g y wh i c h a d v a n c e s
t h e state-of-the-art or establishes a new art in an area of significant

military applicability i n t h e US .

w
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I F T l f E ANSWER TO BOTH {1) AND (4) IS POSITIVE,
TO UITHHOLC)ING UNDER EXPORT CONTROL LAWS .

THE T ECHN I CAL DATA I S SUB J ECT

I F THE ANSWER TO ( 4 ) I S NEGAT I VE , PROCE ED TO ( 5 ) .

Ch e c k t h e mu n i t i o n s l i s t b e f o r e c h e c k i n g t h e CCL . L e s s t e c h n i c a l i n f o r ma t i o n
a n d k n ow l e d g e I s n e e d e d t o d e t e r m i n e mu n i t i o n s l i s t a p p l i c a b i l i t y .

(5) commodity control Ljst (CCL)-.

DOES THE T ECHN I CAL DATA D I RECT LY PERTA I N TO AN ITEM LISTED ON THE CCL?

Po i n t s t o c o n s i d e r wh e n u s i n g the CCL i n t h i s e v a l u a t i o n :

( a ) T h e CCL i s a l i s t i n g p r e p a r e d b y t h e De p a r t me n t O f Comme r c e
t o c o n t r o l t h e e x p o r t o f g o o d s o r t e c h n o l o g i e s wh i c h ma y s i g n i f i c a n t l y

c o n t r i b u t e t o t h e m i l i t a r y p o t e n t i a l o f f o r e i g n c o u n t r i e s , t h e r e b y a d v e r s e l y
a f f e c t i n g t h e n a t i o n a l s e c u r i t y o f t h e US .

( b ) On l y t e c h n i c a l d a t a r e l a t i n g t o c ommo d i t i e s o n t h e CCL a r e
p r o h i b i t e d f r om e x p o r t w i t h o u t a l i c e n s e .

(c) T e c h n i c a l d a t a i s d e f i n e d a s i n f o r ma t i o n o f a n y k i n d t h a t
b can be used, or adapted f o r u s e , t o d e s i g n , p r o d u c e , ma n u f a c t u r e , u s e , o r

r e c o n s t r u c t a r t i c l e s o r ma t e r i a l s . T h e d a t a ma y t a k e a t a n g i b l e f o r m , s u c h a s
a mo d e l , p r o t o t y p e , b l u e p r i n t , o r a n operating manual, or may take an
intangible form such as technical service.

IF ‘THE ANSWERS TO (1) AND (5) ARE POSITIVE, THE TECHNICAL DATA IS SUBJECT TO
WITHHOLDING UNDER EXPORT CONTROL LAWS.

IF THE ANSWER TO (5) IS NEGATIVE, THE DATA ARE NOT SUBJECT TO WITHHOLDING
UNDER EXPORT CONTROL LAWS.

IF DETERMINATION STILL CANNOT BE MADE , CAL L FOR HE LP FROM THE JUDGE ADVOCAT E
OF F I CE OR FORE I GN D I SCLOSURE POLICY OFFICE.

-.
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