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r
1.1 PurRa8ak W .tird .ectchliskc crlcaria for clu Tramdodon Cou-

trol Prarxuol (W). E ra.lhbln coonaai.oo-orhntsd rraocparr protocol for
ast in pcrhecwitched ●d atur cmmmkccion ne-orkc d inrer~ai
nts d ●udl aetvoti.

.:.--.,%% &Yz2”L%%:.:T:;.”:z%D:”’”
protocol ●rdutaaura - th9 ICP’s ujor Mrvlcn ad mchanlcm cm also
iatrodnced. ~qb 5 ●d 6 mm fotilY ●POcify tlm -*tn _ 0ff6m
w apmr lmyar pratocols ●ml tha interface ttmush which t!mm nrdcts

am accwadi .Similarly, Paragrqhs 7 ●wl 8 ●Pacify tfm mmlets required
af elm lonr lsyar protocol md tha lower imrarf.sca. Paragrqh 9 sptclfits
tha mchaoiam suppoa%ias tb TCP aarvices ●nd psrqraph Ml outWtM tlu
ftmccionaliq rqulrd of tha auatcian amirommr for wcaetsful TCP
Opcrcciau.

-e.
[

.Rro%%%f%r
Th9 Tramtisdoo Control Protocol (TCP) ad clu LotcF

● mndacoty for UM lo all Da packat cwitdtlag networks

which Caanoa or k tIm poteotlal for utllixlx caetitity acraa attmrk
or mkultuark boundarlas. MacMa* ela-nrs (hmta , froot-mds, kc lncarfcce
tits, gmttnym, ●te.) within ●ch mamorh u!i.ichare co h ustd for lame
OBtcing 4W illplamnt m/rP . Tha’term mnm~ at used tmrain iaclmdu
Iual Area ?hworka (l&c) but at% int~atal va8p0rn syotut. On of .lCP/IP
within LAW h scrougly ●icauragsd psrricuhrly w&ra ● wad 1s prca.ived for
.qtrlprnuriuxer~argebi~~ or OenrO* survivability. O- of TCP/ZP In
~F= ret== is al- efic.O~wed @’=rR W~ uaga &et not diminish wrwrt.
Parfomsllcel.

)
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2. 2EFFXENC2D DOCUMENTS ~.

1,.;

2.1 Ismaa of documents. The following dotumnts of tha iasua in effect
on Ate of invitation for M IS or requrst for proposal, forma pert of this

standard to tbe extent specifiedherein. (The provisionsof cbia paragraph
are under cornideration.)

2.2 Other w blicationa. The follreringdommntn form a part.of tbia

standard to tha extent specified,herein. Unlees Ocberviee iadlutad . tbe

iaaue in effect on date af imitation for bida or rcqust for prepoaala she21
apply. (~ prov’isiom of chia paragraph are under conaidaratiom.)

2
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“P. 3. 02P2U2T20RS

) 3.1 hflnltion d tam. Tln arinition af tm- wed in thle ●tadArd
●heL2 comply with P-*L037. Tam ●d Aafidciam Uniqlal,to Iull-sm-me
am toateird hsrdm.

a.

b.

e.

d.

e.

f.
. . f . :.: *.,,,.

I

,/ -

,)

c.

b

1.

Acbahdamn t lhmbr. A 3>Mc fhld of Cbe TCP War renteAtr
log ttm E sqmura tzdmr exwrt- by cbm ma+kr of tbe oegmnt.

AC& -oubd~mt fbg: ● tootrol ldt in the TCP lmadmr imiiue
~ cht tbe ●ckaowladgmac mmbar field fs slgaffiant for this
-= .

Che&mm. A 16-bic fiald & elm TCP beder carryi~ cbm eato’a
-at herd cberksum of both the healer sod AEU la tba

-3==.

Cvlumaon. A Iq@cd cm-miuclan pech idatufiid ~ ● pdr et .
eockats .

datazmms A salf_komtairMI pukage of data ra~eg emm@ iafor_
mtlm to be routed from ●rurra to &sciMcien titheur caManee
on urLiac UCIMWM barman ma or hscioacioa ud cha aam-
porriag Mtwork.

datagrn ●ani-. A &t~a. &fiod abwe, &Mwrd in euch ●

way t*c thn recelmr un dntermiw the bmmdarht of tbe d8tagrn

as it waJ entord by tbr murce. A dmtqrm 18 deLivered with
high probdUMq to ctm hired tielnsclon, br it ~ pasibly
tm Lmc. Tba eeqwna in which Aategrw ●re eotared ioto tb

wtwrk ~ ● seurre is m- rmcsamrlly presemd upon A8UVOV ● t

tln &9tinetisa.

Data Off@at. A TCP Imdar field contaiolq tha tudar ef 32-blc
~b = bar.

m*timtieO Address. ma &#eimtlao eddrees, neaulll~tim Oetwork

and +C idencifiere. ALthm@ me urrled in cha TCP header, this
v83m it W-SEA to ad retmived fr- the aatvork protocol ●mtlty
with oath c~nt.

Dutiamtien Port. TIM 2CP b.ahr fldd cotialniog ● 2-ertmt vaka
idemtifylng che Au3ciaati.onuppr level protocol of a seg=snt’6
data.

m. ?Z8rrrooft ?Ue Tramfer Rorocol. Electruaic MU.

m?. A control Me af che T@ bea&r indicating chat no mm dsta
=1 b OE= b~ tlm eemler.

m ?ile Tramf ●r Protecel—’
.

3
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m. header. The collacrion of control laforaation crarnmicced with
data batuaan peer entities.

o.

0.

P.

~.

r.

8.

t.

u.

v.

9.

x.

Y.

z.

lmct. A ecapucer, particu2nrly s eeurce or dcothattin af aeseages
X- tbe point of view ef t~ cmaunicction network.

Identification. A ~lua paeaad with ●ach eegvant.ti the nework
protncol enti~ (Internet Rotocol). This ldantifyiog value
aesignd by tbe mmiing TCP cih in cwaabliug the fragmnts of
a &tqm

incernatvork. A set of intarconnacted eubnetworka+

inceroat addreee. A four octet (32 bit) aourca or dcstinacioo
eddraes crnpesad of a Network field ●mi a Loccl Mdraas field.

interoet dmtagram. The patka~ exchangad batueetia pair of 2P
=dulae. It ie made up of an internee beder ●mi a,data pertioth

g. Intarnat Protocol

1SS. The Initial Sequence Ntier. The first aaqucnca umber used
= aitbar tending or receiving on n connection. It is selected on
a clo& based protedure.

lacal natwork. The network diractly actacbd to lkmator gatway.

MSL. Ma-m Se~nt Lifetirn, the time .sK%’ Sqnc tan ednt

Ftlm inteiuec~ork system. Arbitrarily defined co be 2 nimtee.

QQ!E” The nptioncl set of fielde at the end of tbe TCP header
used in a SYN eagmnt co ccrxy tbe =rimum seg=nc size acceptable
to tbe sander.

yctket netvork. A network baaed on packat-evicchiq tedmology.
~eeea~ are split inco emall m.its (packat.s) to be routed iuAe-
pemlently on ● store ●ai fonfard baeie. Thie pa~ttiing pipeline9
packac transrdssion to effetrively me ~rcuit .bmkidth.

~“ A hemier fia2d ineerted after option fialda to ensure
that the dcta portion begins on a 32-bit verd boudm’y. The pa+

ding fiald value is zero.

Puss. A control btt nf chc TCP Imader occup@ag no aaqr=nce specs,
=-ting thee thie eegrnnc containa data that mat ba puehed
thrnugh to the receiving UW.

h service. A setiice provided by TCP to tb uppar level prot-
●a” ~h directs TCP

received Up b that point
to
cs

4

negE+HIt,nerd, amf deiiver &ta
cnon as flew concrol permits.

j.
J.
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bb. receive next aeqmemee nmmher. The next eequenca number e lY2Pis
expectirq to receive.

cc. receive windrei. Thie represents the eequence mImbere a TCP is
wi.llAttgte recei~. Thma, the KY cowidera chet eegaemcs ovep
leppiw the ra~o RFZV_NKXT to NSCV_NEXT + NECV_UND - 1 terry
accqtable dnca or control. Segments contminins sequence numhere
emtirely outside cd this ra~e are considered duplicetee emf dir
mrded.

dd. Seee-d. A 6-bit field of the TCP heeder that is not currently
ueed but met be zero.

ee. SST. A control bit of the TCP hemder indicating thst the connse
=n aeeocieted with thie negmnt ie to he tenrdneted.

ff. ●egmnt. The umit ef dete exchanged by TCP mndules. This term
may also be used to describe the mnit of exchange between eny
CreMpOrt protocol ~dulee.

ga. eem= at length. The emunt of sequence rmmber epace occupied by
ees=nc. inclutirw any contrOls which occupy eequence epace.

hlk eend e uence. Thie ie the next eequence rumber the ‘lCPwill uee
~an the connection. It is initielly eelected from en
initiel seqwnce amber curve (ISN) emj is incremented for eech
octec of data or eeqtmnced control cranemitted.

. .

ii. eend vindm. Thie repreeente the eequence numbere which the
remote TCP la willing CM receive. It is the value of the windw
field epeclflsd in segaente frmn the rcmete (date receiving) TCP.
The range of nev eequence numhere which mey he emitted by e TCP
lies between S~_NEXT etd SSND_UNA + SSND_UNDW - 1. (Retrerm-
miesiorrenf s~tamce mmmhere between SENI_UNA amd SND_NEXT ere
=Pect~, of course.)

jj. Sequence Number. A 32-”bitfield of the lCP hesder containing the
eequence number of the 1) a eequenced cnntrol flag (if preeent) ,
or 2) the first byte of dete (if present), or, 3) for rmpty seg-
tmncs, the eequence number nf the next dmta octet to be sent.

k~ eocket. An aidreee which epecificslly irrclmdesa prt identifier,
that 1S, the concstenntion et en Internet Mdress with a TCP pert.

11. Somrce Port. The ‘RP heeder field containinga 2-octecvalue
identifying the oource upper level protocol of e seguenc’s dsta.

mnL TCP eegmeat. The peckege exchacged betveen ~P modules mede up
of the TCP header end e text prtion (which mmy be empty).

on. UDP. Ueec Dategrem Pkotocol—

)
5
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00. ULP. Upper Level Prntocol: sw prOtOcolabove TCP in the layered
~tocol Merarcby thet uees TCP. This term includes presentation
layer protocole, session layer protocole, end user applications.

PP. Urgent Pointer. A TCP header field containing a pneitiveoffeet
to the sequence aumber of the se~nt icaitcatingthe position of
urgent data in the connecting’a date.etreem. Thie field in
valid only when the URG flag is on.

qq. USG. A control bit nf the TCP hea&r indicating”that the urgent
=dd contaim a valid pointer to urgent inform.etinnin the
cnnnectinn’a data streem.

rr. Windm.
of data
header)

A 2-octet field
octete (re18tiw
that the eeg=nt

of the ICP header imiicating the number
to the acknowledgment number in the
semler ia currently willing to accept.

)
6
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—.-. . . . . . . . . ..-. -.

‘1
e. ldLcLnlLN.w.MpJuLrJu.nla

4.1 Geel. Due goal & this atederd ie tw avoid aaaumimg a particular
syetew ~igwration. Ae .9practical matter, the distribution of protocel
layera tw apeciflc hardware configuraclom will vary. For example. mny
cr=patar eyetaa9 are co~eeted tw networks via front-ad ccaputern whi~
tmuee TCP ad lower layer protocol software. Althou@ wppeariws to foam on
= ~le=ntatione which are co-reaidant with the upper and lower layer
pretocole, thti apeclfication can apply to any configuration given appropriate
inte~layer protocols to bridga hardware boundaries.

4.2 TCP defined. ICP ie denignef to previde reliable cammrnitetion between
peirw of proceasee in logically distinct hints on networti and sete of iw-
tercow.aactadnetworks. Thwe, TCP nerves ea tlm bale for DoD_ide ioterproceae
cmmrnir&iOn in camumlcatlon systems. TCP wfll operatesuccessfullyin an
euviromeot where th? loea,damage, duplication,or misorderdete,and network
congeatiwncan occwr. TMS rotustneesin spite nf unreliablecwmmm iat 10W.9
msdianekes TCP well awitwd to suppfi military, goverrnental, and camnerci.d
applieetiona. TtP appeara in the D@ protocol hierarchy at the cranapert
layer. Here, TCP prevides connectioworiented data tranafer that la reliable,
or&red, full-duplex, and flow controlled. TCP La deaiped to eupprt a wide
ra~e of upper layer protocols (Ws). ThE We ten dannel contimoua streams
of data threugh TW for delivazy to peer DLPs. TCP breaks the stream into
pertions which are enmpsubt=i together with appropriate nddressi~ and
contrel iwfomation to form a eegmnmhe unit ef ewdumgw between peer RPe.
In turn, TCP peeses eegmnts m tke network layer for tracamiseion through the
.xummlceclen system cd the peer ICY.

t

I rrLNrl II ITP H EFIP D-----9- 1
I I[’ TC? I I UoP ------9-

1

I1
I

HOSTINTERNETPROTOCOL
I

I
I

SUWWIWORC RIOTOCOL I
FIGURE 1. Example host protocol hierarchy.

1
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4.3 Network layer provisions. The network layer prevides for data transfer
be-en hosts attached to a cmunicatien system. Such aystama may range fr-
a eirgle network to interconnected sets of networks forming an internefxoe.
The minimum required data tramafer servlca is limited; data maybe lost, dup3l-
eated, disordered, or dsmaged in transit. As part ef the trarmfer service
though, the network layer must provide global addressing, handle routing,
ad hide netvork-specific characteristics. Ae a reau.y.t,upper layer protocda
(including ‘K2p)using tha network layer may oparate above a wi& apecty of
aubnetwork syst-e ranging fra hard~ira co!inectionsto packet-switched
or circuit-switched subnets. Mdltional eervicea the network layer m8y
provide include electable 3eve3a of,trammission quality such aa ,pre@ente,
rellabi31ty, delay, and throughput. The ne”kworklayer alao allows data
labclling, ne=ied in secure envirounenta, to aaaociate eecurity information
with data.

.4.4 TCP deal . TCP was spacifically designed to eperate above tbe Inter
net Pro- which eupports the intarcoanection of networks., IP’s inte~
net detagram service provides the fmctionality deecribe# abeve. Origi@++,
TCP and IP were developed aa a sing3e protecel providing resource s~img
acrms different packet natworks. The need for other trarnport pkntocoJ.6te
use 3P’s services led to their epecification as two distinct protomls.

4.5 TCP uechanisnm. TCP builds ite aerwices on top of tha netvork layer’s
potentially unreMab3.e ones with =chan.isms such as error detection, pnaitiva
acknowled~nts, sequence mmbera, and flmv control. T.heaemechanisms require
certain addressing ad control infomtion to be initialized ad’ maint.s.lnad
during data transfer. ‘This colkcti%n of-lnfozmatloc is -lAed a TCP connee
tion. The following paragraphs describe the purpose and operation ef the
major ‘ICPmechanltmna.

4.5.1 PAR rrech.ani~m.TCP uses a peeitive acknewled~=nt with retrarnm.le
eion (PAR> mechanism to recover from the lnas of a seguent by the lowar
layers. The strategy with PAR is for a sewiing TCP to retramemit a segm$?nc
at timed intervals untfl a pceitiw ackuculadgeue.ntis returned. Tha choice
of retranamlssion interval affecta efficiency. An interval that .% too .
long reducee data throughput while one that is too ahert floods the tranamls- .
sion media with auparfluoue segments. In ‘lCP,the timecut is erpected to b
dynamically adjusted to apprnxl=te the segmmnt round-trip ti= plus a factor
for internal proceeei~, othemlse performance degradation may occur. TCP
uses a eimple checksum to detect segnente damaged in trenait. Such ee~nte
are discarded witkut beitg acknowled~d. Hence, damaged aeguents are treeted
identically to lent seg-nte and are compensated for“by the PAR uecbaniam.
TCP aaeigns sequenre ambers to identify each octet (an eight bit byte) of
the data stream. These enable a receiving TCP to &tect duplicate ad out-
of-order aeguenta. Sequence rumbera are also used to extend the PAR =cban.lsm
by allowlng a eingle acknnwl=ignent to cover many segtwmts worth of data.
Thue, a seniing TCP an stfll eerd new data althnugh previous data haa not
been acknowledged.

,,)

,)
8
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:) 4.5.2 ?lew control rnchaniam. TCPge flw control rncbanlsm enablaa a
reaivit!g ltP en ~vero tlm cmunt ef deta dispatched by a seuiing ~P. Tbe
m?thaniem ie bead on a ‘l?idW- ~ich dafinee a contimeua inte=al Of
acceptable aaquence =mbared dcta. Ae data ie acceptel, TCP elides the
wiralnwupward in the eeq~nce nuabcr epace. Th10 wimiw is carried la
every aapnL enablieg peer lCPn te aeintein u~te_date widow infornatioo.

4.5.3 KUltiplaring wchanlam. TV a=ploye a alciplefing raecbaniw to .
anew au.lcipleUWa within a eiwle Imst eal m.ltiple processes in a ME’ tn
use TCP aimultanerusly. Thin rncheelea aaanciatee idantifiera, called perte,
to UM’s pro~eeee acoeaei~ TCP cervices. A K7W connection la uniquely Ide*
tified with a anckat, the coatatenatlno of a pert and en internet addreae.
Eecb coaneaion la IM~uely namd with a encket peir. Thin tumlng acheae
all= a eingle ULP to euppert connecti003 to 9ultiple remote IJLPs. ULPs
which prnvide popwlar raeources are eeef.gnedpenneneat aeckets, called well-
knnwe sockata.

4.6 ULP aynchreniaation. When twn LIMo wish te caunamicate, they lwtmct
their TCPa to inltialice end eynchrnnize the rnchaelam information nn each
co @pen tha connection. However, the potentially unreliable netvnrk layer
can cmplicete the proceae nf synchronization. Deleyed or duplicate eegnt?nts
frrn previeue connection attaapte might be mieteken for new once. A bamishake
procedure with clock heeed eequenca tnmbera is unad in connection opening to
rduca tk pnssibiliry of euch falee cennactioaa. In the eimplest hamlshake,
the TCP pair synchronlzee sequence rnxabaroby exchanging three eegmente,

.. - the the nfcmethreeway baalshake. Tba scenario follewiagthe nvervieu
) depicc# thie exchange. The procedure will be dieaeead nore fully in the

msrhaaism &ocriptiorn, Paragraph 9.2.

4.7 ULP mdaa. A ULP can @pen a cOnneCtiOI)in one Uf Wo =&a, passive
or ectiva. With a paasive open e UIJ’imetructa its TCP te be “receptive-
ta cnnnections with other ~s. With an active @pen a UW inatructn its
lVP tn actively initiate a Lhre~Cy handahake te cnnnett to anotbar UI.P.
Usuelly, an active @pan is targeted tn a pasaive ripen. This active/paaaive
amdel auppertsaetva-riented epplicationewhere a parnanentreanurce,
such ae a &t&bane managementproceee,can elwaya be eccaeaedby rmnnte
users. Wwever, the threa-wey handahaka alan conrdieatea two simultaneaa
active npern to ripena coenaction. Over an open connection, the UU-pair
ma ecrhange a continuous stream of data in both dfrectiom. Normally , TCP
tGWz3parCMEly greupa t~ dete iUtO lCP aegfmntS fOr traMIIIia8i0UeL iCO ewn
cnnvaeience. Ilnwever,a uLP can e~rclae e ‘pueb- service to force ~ to
package auf semi dcte paeaed up m that peint witlmut waiticg for additional
data. This ~diaeism ie intended to prevent poeaible deadlock situation
where a U12 waita fur date internally buffered by TCP. For exanple, am
interactive editor mffit wait forever for a eingle input line from a termlnel.
A push will force data chragh the lCPs tn the awaiti@g process. TCP also
providaa a maana for a aendlng ULP te indicete to a recaivlng ULP that
‘urgent- data appeare in the upccreingdata etrean. Thie urgent nechanism
can auppnrc, for example, intermpts or breaLa. When data exchange is ccm-
pleta the comectlon an be clnaed by either Ul# to free lCP resources for
other connection. Connection clmiag an heppm in two ways. The firet,

. ~.
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called a graceful clrne, 16 based on the three-way Iuuxlshakeprocedure to
c~lete ~ta ex~ne and coordinate claeure between the TCf%. The secoti,
called an abort, does not a210v coordination aul nsy result in loss of un-
acknowledged data.

4.8 Scenario. The follovlng scenario provides a wa2k-thxough of a tonne?
tion opening, data exchange, and a connection cloeing aa mtght occur between
the data bee management process aul user mentioned above. The scenario
glosses over nu+ny&tai2a to focus on the thre~ay handshake mechaniam in
connection npen.irgad CICMi%, and the poaitlve acknowledgment with retrans-
mieeion mechaniam supporting reliabu data tranefer. Although not pictured,
the network layer traagfere tb information between the TCPa. Por ths purpoaea
of this scenario, the network layer is aeaumed not to damage, loee, duplicxte,
or cha~e the order af data onless explicitly noted. The scenario la orga~
ized into three parta:

a. A simple connection openirg in steps 1-7.
b. Twn-way data transfer in steps 8-17.
c. A graceful connection clnee in etepe 18-25.

4.9 Scenario notation. The following notation ia used in the d.iagrema:

<-- SEQ# 200 <-- &picta information axchange
--> ACK# 201 --> lxtween peer TCPS

A &picte information paaaing
SEND:DATA acrrns the interface between

DELIVER DATA a ULP ard ita”TCP
v

ULPA’
[

ULPB
I

2.ACTWEOPENTOB ? PASSIVEOPEM

TCPA + rcPa
3.aYNSEQK200

FIGURE 2A. A simple connection opening.

a. ULP B (the DB manager) iaeues a PASSIVS OPEN to TCP B to prepare
for connection attempts fr.maother ULPa in the ayatcm.

b. ULP A (the user) issues an ACTIVS OPEN to open a connection to
ULP B.

c. TCP A serxlsa segmnt to ~P B with an OPEN control flag, called a
STN, carrying the first sequence number (ahnun as SEQ#200) it will
use for data sent to B.

10
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d.

e.

f.

8.

h.

i.

j.

k.
)

WA 1 I ULPB I
6.tDNNEtlEDNOPENTO B 7.CONNEC71DNOPENTOA

4.Ate 8201:SVNSEO6860

Tw A Tc?8
*

6.AtX8661

PIGUSS 2B. A simple connection opening.

TCP B reepondo to the SYN by eendiog e paltive acknmled~nt,
or ACK, merked with next aeqmnte amber expected from 7CP A. In
the saue eeg~nt, Tt2PB eende ite own STN with the firet sequence
number for ICE data (SSQ#550).

TCP “Areoponde to ?CP B’s SYN vith an ACK etxwieg the next sequenee
camber expected fran B.

lCP A uw informs U12 A that a connection is open to LIM B.

Upon receidng the ACK. TCP B infornm OLP B thet e connection hae
been ~ened to OIP A.

I UW A
I I

ULPe
I

8.SENDDATA “

10.DELIVEROATA

9.OATASEO8201
.

7tP A
F TCPe

4
11.ACKsEO8221

FIGUSS 3A. Wmay data tranefer.

ULP A pasees 20 octets of data to TCP A for
connection to 012 B.

TCP A packegee tbe date in e eegcxsntmerked
number.

After velidaticg the seqwnce amber, TCP B
delivere it to ULP B.

tranefer acroea the open

with current ‘A-

aceeptt! the data

TCP B acknowledges ell 20 oaece
sequence number of the next data

11

of data with the
octet expected.

A(X set to

eequente

ad

the
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m m
12.SENDDATA

14.0~ DATA “

4
13.DATASEO*S61.

~ 15.ACK#676XXxWtXX
TCPA TCPB

4
10.VATASEO0SS1

17.ACK0876
*

4

FIGIRE 3B. Two-vay data tranafer.

1. ULP B passes 125 bytes of data to TCP B for traoafer to ULP A.

n. ‘KP B packageo the dsta in”a eeg~nt marked with tha “B” mequence
number.

n. TCP A accepts the segment ad delivers the data to 011 A.

0. TCP A returoi an ACK of ‘the receivad data marked with the sequence
number of the next expected data octet. However, the segmnt is
loet by the netvork and never arrivea at TCP B.

P. TCP B times out waitirg for the leet ACK ad retransmit tbe aeguent.
TCP A receives the retraoemitted seg~nt, but discsrde it becauae
the data fran the original segmnt hea already been accepted. Mow
avar, TCP A re-aenda the ACK.

q. 2CP B gets tbc accord ACK.

I uw A
I [

ULPB
I

1a.CLOSETO B

20.UW A CLOSING

1S,FINSEO8221
TCPA * TCPB

FIGURE 4A. A graceful connection close.

r. OLP A closes ita half of the connection by issuing a CLOSE to TCP A.

12
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s. TCP A sends a segaent marked vith a ~ control fleg, called a
FIN, to inform TCP B that DIR A UI1l setxlno mre data.

t. TCP B gets the PIN and informg ULP B that ULP A is closing.

F -,,..

E7===EE
PICUEB 4B. A greceful connection cloee.

u. llLPB completes its date transfer ad closes its half of the conne~
tion. TCP B aeds an ACK of the first FIN arrlits own PIN co TCP A
to SIEW ULP B’e cloeing. TCP A gets the PIN and the ACK, then
reeponde with an ACN to TCP B. TCP A iDfOtlESKIW A that the COnnee
tlon is closed. (Not pictured) TCP B receivee the ACK fras TCP A
ad lrrformsLl12B that the connection is closed.

13
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5. SERVICSS PROVIDRD TO UPPEE LATER \

5.1 Cnal. This section describes the services offered by the Transmission
Control=tocol to upper layer protocols (ULPS). The goals of this section
are to provide the motivation for protocol mechanisms and to provida ULPS
with a &finltinn nf tbe functiotm provided by this protocol. The services
provided by TCP mn be organized as folloim:

a. multiplexing semice
b. tonnection uanage-nt aervicea
c. data transport service
d. error repurting 8ervice

5.2 Servlcc description. A description of each service follou8.

5.2.1 !hltiplexing service. TCP shall provide services to multiple pairs
of processes within upper layer protocols. A process within a W using
TCP services shall bc identified with a “port-. A port, when concatenated
with an Internet eddreae, form a 8ucket which uniqualy names a ULP tbrougtr
out the intemet. TCP shall use the pair of 8nckats corresponding to a
connection te differentiate between multiple users.

5.2.2 Connection manegament eervice. TCP shall provide data traufer capa-
bi.litlcs, called connection , between pair8 nf uppar layer protocols. A CO-
nection provides a canmunication channel between two ULPS. Characteri8cic8
.of..dptatram,@r are specified in the data transfer eervice &scription.
Connection numagenw?ntcan be broken into three pha8es: connection estabU8-
ursnt,connection maintenance, and connection termination.

5.2.2.1 Connection establishment. TCP 8ha21 provide a neana to opan con-
nections betveen ULP-pair8. Connections are ersiowedwith certain prnpertie8
chat apply for the lifetime of tha connection. These properties, including
security and precedence levels, are Specifiad by the UW8 at connection
opening. Comection8 can be opened in one ef two mde8: active or passive.
‘fCP8ba21 previde a mean8 for a ULP to actively initiate a connection to
another LILPuniquely named with a socket. TCP 8hall e8tab~sh a connection
to the -d ULP if:

a. no connection tetween the two -d aocketa already esieta,

b. internal TCP re80urcea are sufficient,

c. the other U12 ~iats, and ha8 simultanecnmly executed a matctr
ing active open to this ULP, or previously executed a matthing
passive cpen, or previously executed a ‘glolx+l-matching paa-
8iVe open. TCP 8hall provi& a wana for a ULP to 3.i8tenfor
ard respond to active epe~ frcanc0rre8pondent 171.Pe.Corre-
apon&nt ULPS are named in one of two waya:

d. fully spacffied:’ A ULP is uniqualy namad by a socket. A cor
UeCtiOU ia e8tabU8hed Vhen a nbstchingactiva open i8 eX8C$Jt8d
(an described above) by the named ULP.

14
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) e. unspecified: Ro eecket is provided. A comection la eetab-
Liebed with a~ UW =ecuting a matchiog active epen naming
this ULP.

5.2.2.2 Cennectioo maintmiance. TCP shall msintain eatabfished connection
supporting the data tranafer eervice &scribed in ~ragrapb 5.2.3. And, TCP
shall provide a mearn for e UW to acquire current coonection 6tatus with
regard to connection name, data transfer progreaa, and connection qualities.

5.2.2.3 Cennectl= terdeation. TCP ehdl provide a me.stm to terminate
eatebl.iahedconnectiooc ad nullify connection ettempte. Eetabfiahed coo-
nectiorn can lt3cerminntcrlin -O wayI3:

.

a. Gracefa3 Cleae: Both me clooe their eide of the duplex con-
nection, either eimu2tanerusly or seqaentiafly, when data trana-
fer is crmplete. TCP aball coordinate connection termination
and prevent leaa of data in tranait an promised by tho data

tram fer semice.

b. Abort: One ~ imiepemlently forces claure of the connection.
lW shall not coordinate connection termination. Any data in
tramit may be lat.

5.2.3 Data traneport service. TCP shall previde dgta trangpert over eatcb-
liahed connections between ULP-paira. The data transpnrt is full-duplex,
timely,order+, labelled.vith twcuriry amf precedence Lwela, flow controlled,

) arxlerro?checked. A rmre detailed description of each of the data tranaperc
characterietice followe.

a. full-duplex: TCP shall suppert simultaneous hi-directional data
flow betwmen the corrcepen&nt ULPa.

b. tinely: When ayatem corclitio!mprevent timely delivery, as
specified by the ueer tirmout, TCP ehall notify the local ULP of
aervica failure ad subsequently terminate the connection.

c. ordared: TVP shall deliver data to a deatinacion ULP in the
aa.meSequence ac it wee previded by the aeurca ULP.

*d. “labe21ed: T@ shall aaeociate vith each connection the security
ad precedence L?vela supplied by the UU’B during connection
eatabliah=nt. When this infornmtion 18 not provided by the ULP-
pair, TCP ehall aaauum &fault levels. TCP shall aatablish a
connection between e ULP-pciz C@ y if the aecurlty/campartuent
information ~ctly matchca. If the precedence levels do not
mctch duriog connect1oo, the higher prece&nca level la aaaoci-
atcrlwith the connection.

e. flew controlled: TCP shall regulate the flew of data acroae the
connection to prevent, among other things, internal TCP conges-
tion Ieadiog to service degradation em2 failure.

15
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f. error &etkad: TCP shall &liver &ta tbet is free of errors
within the probabilitiaa suppnrtd by e simple thatkaum.

..
\

5.2.4 Cepebil.itiesprevi&d to ULPa by TCP. TtP eball previde two capabi-
litiaa to ULPe con-ruing date trenefer over en eatablisbad connection: date
stream push ard urgent data signs.lliw. ‘

a. &ta etream push: TCP eiballtrarnmit eny waiting data up to aal
including the inditetad data portione to the receiving TCP vitb
at waiti~ for dditionol data. Tba receiving TCP abell deliver
the data to the recaiving ULP in tba aaaa reamer.

b. urgent data signaling: TCP aball prnvide a means for a sending
ULP tn infnrn a receiving ULP of the presence of eignificant, or
“urgent,- data in the upcunirg deta stream.

5.2.5 Error reporting service. T@ shall report service failure stemming
fran catastrophic cotaiitiom in the internetwork environment fnr which lCP
tannnt cnmpeaaate.

“)
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SPECIFICATIONS

section is tn specify the lCP services provided
to upper layer protncola and tk interface tbrnugb which these .aervicen-are ae
caseed. The first pert defines the interaction primitives ad interface peram-
etere for the upper interfece. The eecond pert cnnteiu the extended state
machioe epeclfitatleo ef the up~r layer services etd interaction discipline.

6.2 Interaction prlnitivee. h interaction primitive defines the imfo-
tien tzrchargediaiween IXO djacent protocol layere. Primitive are grcaped
into twn claesee basef on the direction of information flew. Informscion
paseed dnvnvard, in thie caee fras a OW te lCP, in called a service reqtmst
pridtiva. Info~tinn peesed upvard, fram ‘KY te the OLP, io celled a
ae=ice reaponee primitive. Interaction primitives med net occur in paire.
That in, a eervice request doee not neceaaarily elicit a service ‘respeaae-;
a aemice ‘reepnnae- may near iwlepemlently of a service reqtssst.

6.2.1 Interaction primitive tategoriea. The informetinn eeeocieted vith .
an interaction primitive fells ioro aro categories: paranetera ad data.
Par~tere &acrlbe the data and indicate bew it la to be treated. The data
itaalf is neither ~ned nor nedifiai. The format ef the Permmetem ad
data ia iaple~ntation depen&nt and therefore not epetified. TCP impleuen-
tatiuns nay have different interaction primitlvea impeeed by the execution
envlrnmnt nr ayacen &a 1~ factora. In chose ceaea, the primitives can be
rndlflel to include nore iafomation or additional primitives an & defimd
to eatiafy eyatea requlre~nte. Hnvevcr, all TCPa muet provide at leeat the

) iafnrmation fnund in ttm interacting primitives apeclfivd belnv to guarantee
that all TCP implems.ntationecan auppnrt che aa~ protocol hierarchy. Addl-
tlonal primitives that affect the protocnl rnchanieme may not be ueed.

6.3 Semite request primitives. The KY service requeet primitlvee enable
COIMWCtiOn esteb~ehnt, data tratmfer, and cnnnacti,ontermi~tion. The
request primitlvea are:

a. lJnep3cifiajPaeaive Open,
b. Fully Specified Paeaive Open,
c. Accive Open,
d. Actim Open With Data,
e. Serd,
f. Allocate,
g. Cleee,
k. Abnrt, and
i. Statea.

6.4 Para=ter deacriptlone. A description ad list of paremetere for each
❑ervice requeac follows. Optional eervice requeet paramtere are followd by
-lOptienal].-

6.4.1 Unspecified paaaive epen. This aarvice request primitive allowa a
ULP to listen for and rnapnd to cnnneccion attempte from an unnamed ULP at
a epecifialeeturi~ auf pretedencalevel.

)

TCP attepta in an Unapeeified
Peeaiva Open at leaet the folloving information:

17
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“-)a. eource port
b. ULP timout
c. ULP thecut

[optional1
action [eptionall

d. precedence Teption~]-
e. securip_ra~e [optional1

6.4.2 Fully specified paesive open. This se~ice requ?st primitive allciua
a ~ tn listen for and respend to connection attempts from a fully named
UI# at a particular securi~ arxlprecedence level. TCP.accept~ in a Fully
Specified Paasiv=eOpen at least the following information:

a. source port
b. destination port
c. destination &dreea
d. ULP timeout [eptional]
e. ULP timeOut_actiOn [optional]
f. precedence [optional]
g. security_range [optional]

6.4.3 Active open. This service request primitive ellewa
a connection attempt to a named ULP at a particular security
level. TCP

a.
b.
c.
d.
e.
f.
g.

accept; in an Active Open at leaat the follcwing

enurce pert
destination port
destinacirm addreea .
U12 timeeut ‘[eptionsl]
ULP time.Out_actiOn [optional]
precedence [optional1
security [optional]

a ULQ to initiate
and precedence
information:

\

6.4.4 Active open with data. This eervice rcqueat primitive c.llvwaa tl12
ta initiate a connection attempt to a named ULP at a particular security end
precedence level accanpaniei by the specified data. TCP accepts in an Active
Open With Data at leaat the following information:

a.
b.
c.
d.
e.
f.
g.
h.
i.
j.
k.

source port
destination port
destination addreae
ULP timeout [optional]
ULP timeout action [optional]
precedence Topt ion~ ]
security [optional]
data
data length
PUSH flag
URGENT flag

6.4.5 Send. This aemica request primitive
acreaa the named tonnection. TCP accepta in a
information:

cauees’data to & traueferred
Send at leaat the following

18
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a. locel Coonectioo n-
b. deta
C. data len@h
d. PUSE flag
e. ORcsNT flog
f. ULP Cheut [nptioeall
8. 012 tiE!out_acciOn [optional]

6.4.6 Allocate. This aarvice rcqust primitive allowa a DI# te iesua TCP
an incre~ntel allocation for receive data. The pararater, deta length, ie
Aafiod in eingla ottet mita. Thie qusnti~ is the additional mmber ef
octete which the receiving OLP .in willing te accept. TCP accepts in an
Allocate at leant the follewiug information:

●. local cennection n.mas
b. data kmgth

6,4.7 Clnae. This eervice rcqueec primltive allow a llW to imiieate that
it has c~=ed &t.3 tranafer acroas the named connection. TCP accepte in e
Clc9e at leaet the follewiog”inforoatioa:

a. local connection name

6.4.8 ~. This setwice reqtmet primitive allwa a ULP to irdi~te that
the named connection is to be inumtietely terminated. TCP accepts in an Almrt
at laaat the foll~ng info~tio~:. .. ~.

)
a. 10CO,Iconnection neue

6.4.9 Statua. ?hio eerviee r~uesc primitive alleue a OLP to query for the
current stems ef the named cnnneccion. TCP acccpte in a Statue at laaet the
follnwing infOr&ltiOn:

a. local tonnection nam

6.4.9.1 Statue reepnnsee. XP remrne the reqwjetal etatue information
in n Status Reeponae, defined in Section 6.4.10.7.

6.4.10 Service raapnnae primitivaa. Several service raepeme primltivee
are provided te enable ?CP tn inform the ueer of cnmection statue; data
&livery, connectinn termination, end error condiclona. The reeponee primi-
tive are Opm Id, Open Pailure, Op?n Success, Deliwr, Clneing, Terminate,
Status Reapooee, and Error. Each in fully dafind io the fnllnving paregraphe.

6.4.10.1 Open id. Thie eervice response primitive inform a ULP of the
10CE1 connection nare?aseigned by TCP te the cnnnectlon requested in one of
the prevla eervice requaste, Unopeclfied Open, Fully Specified Open, or an
Active open. TCP providee in an Open Id at leaat the following information:

a. local connectlnn navx2
b. eource POcc
c. destination pert [if known]
d. deecioetion addreea [if known]
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6.4.10.2 Open failure. This service reeponee primitive informe a D1.1of
the failure of an Active Open service requeet. TCP provi&s in m Open
Failureat leaet the followinginformation:

a. local tonnection name

6.4.10.3 Open succcse. This eervice respenae primitive informs a Dll of
the completion of one of the Open net-vicerequeete. TCP providee in an
Open Success at least the follnwing information:

a. local connection name

6.4.10.4 Deliver. This service reepnnee primitive infonee a UL# of the

arrival of data a.croeethe named connection. TCP providaa in a Deliver at
~aat the following information:

a. 10cel connection narms
b. data
c. data length
d. ~GSNT flag

6.6.10.5 Closin&. This service rcepenae primitive infotme a ULP thet t~
peer ULP has ieaued a CLOSE service request. Aleo, TCP hee deli= red ell
data cent by the remote ULP. TCP provides in a Claeirg et leeet the folloulng
information:

,,..I--:L- .’....:.. ..
a. local connection runne

6.4.10.6 Terminate. ‘fhieeervice responee primitive informe a ULP that
the named connection has been terminated ard no longer e%iste. TCP generates
thie reeponee w a reeult of a remote connection meet, eervice failure, and:,
connection clceif!gby the local ULP. TCP prbvidea in a Termiuate at leaet
the following information:

a. local connection name
b. description

6.4.10.7 Status reeuonee. This service reeponse primitive returne tn a
ULP the current etatua Infonmtion aseeciated with a connection named in a
previoue Statue eervice request. TCP provldee in a Status Response at leaet
the following information:

a.
b.
c.
d.
e.
f.

::
i.

\I

local connection name
source port
source aidrees
deetinetion port
destination addreBe
connection state
amount nf deta in octets willing to be accepted by the local ~P
amount of data in octets allowed to eed to the remeta TCP
anuwnt of data in octets auaiti~ acknewled~nt

,)
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~. ameuetof data in octets pendingreceiptby the local ULP
k. urgemt state
1. ,prece&nce
m. securi~
m. 13LPCilmcut

6.4.10.8 Error. Tbia service
service reeu=relating to tho

reapemae primitive imforma a W of illegal
nnmd connection or of errors relatim to

the emviroknt. TCP
information:

a. lotal
b. error

pr~idee in en Error reaperme at leaat the foll=ng

connection eema
&scriptiOn

6.5 Extended state machine apeclfication aervicea provided to upper layer.
TCP performs in a distributed envlronmnt. Hence, an effactive model of TCP
aervicea ten & comtmcted threugh the cmnpoeition of two extealed atete
machinea, celled local eeryice machinee. Figure 5 ahmve a summary of this
‘epllc-etace- wdel. Each local machine is coupled with one W of the
ULP-pair. Eocb UP provides atimull to ite local service machine, IIIthe
form of eeavice requeate, and receives the reaultimg reactioma, aa service
reepeneea. Each locel machine maintaiue a cemplete state record, called a
etate vector, maintaining a 10C81 pempective of the etate of the connection.
At umdctenmlrwd intervalo, thm local mcchlnea -change infnrmccion (dcnoced
by EX~CE), thue mo&131ng cmnmunication &lmy. An extemied ecate macbiec
definition io canpeeed of a mcchime identifier, a state diagram, a etate
veccor,”“’a ee’tof data atrueturea, an event list, emd an evente ad actions
cOrreapn&nce.

TRimJaTe
REe?omi.a

PIGIJ2S5. Split-etate medel of T@ services. .
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6.5.1 Machine instantiation i&ntif ier. Each 10=1 service machine i8

~quely identifid by the values:

a. pnrtaf ULPA
b. addraes of ULP
C. portc&ULPB

d. cddrees ef OLP

6.5.1.1 Local connection w=. After the firet open service request, a
T@ ueee a sherter na=, celled a local connection me=, to idantify a cor
nection in the interactions vith its coreeident UU. The IYnapccified Passive
Open service request doee not deeigncte the pert and eddreee of the remnte
U12 ard such ‘half-named- se~ice machinee are d.teti~ufehed by 10=1 co-
nection name. A fully-named service ~chine (if it efiets) will be connected
to a rate ripenrequestrather than a half-named eervice wachine wi~h the
sam eource pert and eource eddraes. Then, if tmre then one half-reamed
service machine axiets, they are connected to matching fully-named .rewte
open requ.ests at randem.

6.5.2 State dla~ram. Becnuse of the split-state model preeented, bnth
the local service machine state diagram and the catpaeite eervice machine
state dicgram are presented. Figure 6 summarizes the service provided by
the cempesite TCP service merhinc as derived from the cnmpeaicion of two
locel eervice machines. The hexes represent tb etate of the caeposite
-rvice uumhine; the arrows represent state traneitione resulting from the
service requeste ard Bervice reapmnees etmwn. The ‘EX- Zabcle reprccent

.,. state changes resulting from the periodic exchanges bctveen local eervlce .,-.
mechines. This diagram eemee only as a guide am tinesnot auperscde the

full definition of the compeeite service machine in Section 6.5. Abnormal
connection termination states are enclmed in the dotted bnx. Thcee etatee
result from an Abort eervice request or from TCP service failure.

6.5.2.1 Service etete machine defined. Pigure 7 a-rizes tie definition
of the eervice state machine for the local eervice mechine appeering in
Paregraph 6.5. Thie diagram presents the sequence of state changes fran the
pnint of view of a eingle ULP acceesing TCP’s sertices. The boxes represent
the etatcs of the state machine; the arrcam repreeent state tr8neitions
resulting from the service requests and nervice reapeneee ehnwn. Pleaee
nete thct the diagram is iatemied only ae a summry ard does not supereede
the formal definition of Paragraph 6.5.

6.5.3 Stete vector. The service mcchine vector nf a 10M1 eervice machine
coneiste of tbe follovlng elements:

a. state - (CLOSET),ACTIVS OPEN, PASS2VB OPEN,
ESTABL2SH~, CLOSING);

I b. eource pert - identifier nf the local ULP.

I c. source addreas (av. eource_addr) - the internet eddreee nawing
the lou3ti0n of the lod U12.

-.
. ... . .

)
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FIGURE 6. C0mpu6ice TCP service state machine diagram.

- -—-......--...——— LE~~ ....-... - ....----..—.
UW Service Requests lCP InternalEvente
Po - paB8i~ O~n, EX - exchangeof state

either uaepeclfied imfocmntionbetveen10=1
or fully specified service entitim

AO - actlve open T- temeination of eetvice
s- oend duc CO service failure
c- cloee oP - open fail, active open

Ab - ebort (forces to CLOSED) request failed

Note: ‘Shefltat ‘actor- of tha W-pair le defined zo be

ULP A, m aboun by the notation PO/A, or AO/A.
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Ex en

Ect--”-----Ecl
PIGURE 7. TCP 10U1 service.-rotate,mchina..sum~ .-

TCP L(XAL SERVICS STATE MMXINS SUMMARY
.. .................. ~~ ~ --.............-........—.

TCP Serviee 14arNne
Service Requaste Internal Events

-> ...................>
m- paesi- open, EX - exchange between

either unspecified eervice entities
or fully speeifiad T - termination of service

AO - active open, due to service failure
with or without data

s - eeod
c - close
A - abort(always leada to CLOS~ state)

.—- ....— .- ............-- ....-— ------------
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deatiaationport - identifiernf the remoteULP.

destinationaidrees- internet.ddrensidentifyingche lotacien
of the remoteULP.

local connection nmee - the elm~hard identifierused in aLl
aarvice reapeaaaa and service requeata except for open raquaats.

erf.8i~ precadenw - precedence 2avel opacified by the
local ULP in the open rqueat.

actual precedence - precedence level aegotieted at connection
opening and USCM duric!gconnection Lifetim.

eecuri~ - eecuriry information (includlng security level,
crmpertuent, hcmil.ingraatrictione end tranamineion control code)
defined by the locel UU.

eec_raugea - securi~ structure which specifiee tb allowed ranges
in compart~nt, handling restrictions, tranamlsaion control cedes
ad eecuri~ level.e.

U12 tkeuc - the longeet delay alleved for data delivery before
aut0n3tic connection termln.stion.

UW timecut_acciOn - 10 thr event of a UW cimeat, determine
if the connection la terminated or an error is reported to the ULP.

open mode - the type nf open request itanuedby the local UL#
including UNTASSIVE, FULLPASSIVE, ad ACrIVE.

seuI q~ue - slarage location of deta aant by”the local IJf2
before traneudaeion to the remote ~. Each data octet IS
atered tith a t~etamp iniiatic# its tira?of entry.

send queue length - number of entries in the eend queue made up
of deta auf tksttunp iuformatlon.

eend push - an effeet from the front ef the send queue indicating
the erd of pueh data.

eerd urgent - an offeet fran the
ing the end of urgent data.

receive queue - etorage lomtion
TCP before deliwry to the local

receive qmue Length - number of
queue.

front of the send queue iadlear-

of deta received frcm the re.rmte
ULP.

data ocretn in the receive

receive puab - an offset fram the front of the receive queue
indicating the end of push data.

25
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u. receive urgent - an offset fran the front of the receive queue
indicating the emi of urgent data.

v. receive allocation - the Esmber of deta octets the local UIZ ie
currently wilLing to recei=.

6.5.3.1 Ioitial state. A etate machine’a imltisl atete iE CLOSED with

NULL values for all other state vector ele!a?nts.

6.5.3.2 Sec range structure. The structure of aec_raoges is largely
implementation depen&nt. In the shpleet ccee, it could be imple=ntad as
a qosrtet. For esample:

(compartment)(hatsi~ng rcatriction)(tranamlasion control code)(sec_2evel range)
. . . .

. . . .

. . . .

In a more complex scenario, the implementation could be tree structured, with
the number of branches being ((~ compsrt=mts ) x (# haod~w reetrictiOm ) x
(# transmission control co&s)). In Figure 8, each brena ~ its n-
aecurity_level rauge.

.. . .. . .

COMP 1

L
1
I

[ MANOUNQ
RESTRICTION

I
1

I

I
TRANSMISSION

I
CONTR~ CODE SECURWI’NWEL

I

I
I
I I

‘.,
I

\

)

FIGUSS 8. Coqlex eec range structure.
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6.5.4 kta structure. Por clarity in the evente and actione eection, data
structures are Aeclered for tk interaction primitives aml tkeir peremetere. ..
A subset of AM data couetmcta, canrnn to mat high level 3enguagee, is
ueed. Eowever, a deta etructure mey be partially ~~d or cmplecely un~ped
where epecific fornata or data typee are Iaplernntation dependent.

6.5.6.1 State vector. The &finition of tlm TCP servicemachine ntete
vector eppeersin paregreph6.5.3. The service machine state eectore for
the two lofnl 2CP eemice macbinas ●re cbclared as:

ev_A : etete_vecter_type;

av_B : ● tata_m3ct0r_type;

~ etate_vector_type ie—
reeord

oCate : ( CLOS~, ACHVB (EEN, PASSIVE OPEN,
ESTASLIWIH), Cl,OSI~ );

eeurce_eddr : eddreee_type;
eource>rt : TUO_OCIBTS;
&etinetion_eddr : eddreee_type;
deecinetion~rt : TWO_O~TS;
lea : lcO_typa;
aec : eecurity_type;
sec_rangee : securi~ structure;
Ori@nd~rec : 0..7;

.. accual~rec : 0..7;
uLY_timeut : cilm_type; .
ULP_tkeuc_ecc ion : integer;
open_avde : (UNPASSIVB, PULLPASSIVB, AtXIVP.);
eed_q wue : timed_qwmm_ty pe;
eed_queue length : integnr;
eedflueh ? integer;
6end_urg : inte~r;
recv_qw3ue : quuue_type;
rem_queue length : integer;
recvflush ~ integer;
rea_urg : integer;
retv_eLloc : integer;

end _—

~ t@d_q~ue_type ~ qtm.e ( 1..S12S OF’SBNO_BE~R(Jl) of
record

--

&ca_oaet : ~TET;
tioeeta!ap : ti-_ty pe;

end record;——

~ quue_type ~ qume (1..SI=_OP_ESCV_BBSOOEtX)
data_oaec : OCIBT;

end record;.—

of
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eddrese_type is FOUi_OCTETS;
lcn_type : undefined; --implenentetion dependent
security_stnct : undefined; --implementatinn dependent
timc_type : undefined; —imple-ntation dependent

subtype ~TET is I~FGER rangeO..255;
eubtypeTUO_OCTP.TSis IWfE=R range”O..2**16-1
subtypePOUR OCTETS la INT~ER rangeO..2**32-1;

6.5.4.2 Prmm ULP. The fram_ULP structure holde the interface parameters
ad data aeeociated with the service request primitives specified in Section
3.1.1. Although the structure is cnmpnsed of the parameters from all the
eemice requcsts, a particular service rccpnnae will uae only thnee structure
elemnte cnrrespnndlng to ita spetified parameters. This structure directly
correspende tn the frnm_ULF structure declared in entity etate machine @edi-
fication, paragraph 9.4.4.2. The fran_ULF structure is declared as:

~c;r’%~_tYPe 4%

requef3t_neme : (Unspecifid_Pasaive_Open, Full_Passive_Open,
Acti~_OPn , Active_O~n_vit h_data,
Semi, Allnmte, Close, Abnrt, Status);

Bource_addr
source>ort
destination_addr
&stinatiOnflOrt
lcn
timeout
precedence
eecurity
sec_rangea
data
data_length
pusb_flag
urgent_flag

end record;

6.5.4.3 To ULP. The to_UU structure Imlds interface parameters ad data
associated with the service respnnse primitives, as spetlfied in Section
6.4.10. Alttamgh the structure I@ ccwnpneedof the parameter frcm all the
service requests, a particular service response will use only cbnae structure
elements corresponding to ite specified parameter. This etructure directly
correaponde to the to_UL? etructure declared in paragraph 9.4.4.3 of the
mechanism specification. The to_ULP structure is declered as:

~ to_ULP_type ~
record
service_respOnae : (Open_Id, Open_Fail, Open_Success,

Deliver, Status_Reeponse, Terminate,
Error);

source_addr
aource~ort )

28
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) deetlnation_oddr
dastiaationflort
lcn
data
data_len@h
urgent_flag
err0r_&t3c
Etatus_block : scatus_block_type;

end record;——

%c:::~s-bl--p &
connect 10n_s tate
6eed_windw
reccive_windw
e-m t_Of_uaa&d_&t a
anmunt_of_unrece ived_data
ur@nt_nt ate
precedence
security
aec_ra~ee
tilmout
timecut action

end ~:—

6.5.5 8vant list. The events for the.ICP service mnchine are dravn frad
the service requaat primitivaa dafined in Section 6.3. Optional service
requeet pare=tern are ahwn in bracketa. The capitalized lint of Parametem
represent the actual valuea of the para~tera panned by tba service primitive.
The event liet:

a. Onapaclf ied Paaaive Opan (SOUR~_PORT,
[,TINEOUT] [,TIfCZOUT_A~ION]
[,PRECZOENCB] [.SEC_MNCES ]);

b. Full Paeaive Opan (SOURCE_POST,
lXfSTIfUTIONM)RT, DESTINATION ADORESS,
1,TIKZOUTI T,TINSOUT_ACTION]l,PRECE~NLS!1
[,ssc_RANGssl);

c. Activa Open (SOnCE_PORT,
OESTIWTION_FtMfT , DESTINATION_ADDRESS
[,TI!C30UT][,TI!C30DT_ACTION][,PNP.CEOENCE]
[,sscuRIIT]);

d. Active Open wldata (SOmC13_p0RT,
KESTIWTION PORT, DESTINATION ADDSBSS
[,TIKEOUTJ l,TIMEOUT_ACTIONJ T,PRRCSOENIXI
[,SECURITT]); DATA, DATA_LENCTN, PUSll_PIAC,
UROENT_PLAO);

29
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e. Send (LCN, DATA, DATA L14NCTH,
[,TINEoUT_ACI’IONl);

f. Alloate (LCN, DATA LENGTH)

g. Cloee (LcN)

h. Abort (LCN)

i. status (Lt2N)

Pusll_PLAc, oRcENT_PLAG ,TINEOUT] ‘)

“I

~. NULL - Although no se~ice request is issued by e OLP, certain
condition within the TCP eervice machine produce a eervice
raspenee.

6.5.6 Evente end actioma. For tbc purpoees of thie definition. the ULP and
TCP entities are identified vlth the capital letters ‘A- ad ‘B.- The firet
~ to mmke a service requst ie lebelled UIE “A”; its 10=1 eervice machine
ie TCP ‘A.- The pmer ULP and ite Tf2 are labelled DLP B ad TCP B. The eervice
rquests are Imbcllad with the identifier of tbc issuing ULP, ❑uch me Clnee/A.
Tba service reepnnams are eimilnrly lebmlled, much ae TermimctelB. A service
rcquaet appearing with a ‘*” identifier may be lamed by either DLP A or DLP
B. Tbc appropriate TCP handlca the request updating its mm etate vector If
nmccaeary. The eervlce reeponee correapemiimg to such e request ie directed
to the appropriatee ULP. When a @ervice request is invalid for the current

.,, state-of “tit?state mmchine, the emrvice request mppeare wltlmrrta parameter
Mst. In this eervice -chine mdel, ‘simultanecue- eervicee are treated =e
unorderd eequcntiml aventa. Hence, CLOSEIA occurring ‘simultenemualy- with
CLOSE/B IS represented as occurring sequentially without intervening evente.
The order &oeen for the event eeqw?nce elvuld not alter the resulting etete,
so that a ecquenc.ssuch ae (cLOSE/A, CLOSE/B) ehnuld lead to the ea= ntete
.SSthe (CLOSE/B. CLOSE/A) eequencc. The STATUS event preduces cbc came
service reeponae from the TCP eervice machine in every ntete. Rather then
elmw thcae in eech state, the STATUS requaet and STATUS RESPONSE reepenae
are ahewn once here.

Event: STATUS (LCN)

Actione: STATUS_BESPONSE (LCN, SODRCE_POXT , SOUECB_AODEESS ,
DESTINATION_PORT , LESTINATION_AOORBSS,
PRECEDENCE , SSCURITT , CONNECTION_STAT8 ,
REcEIvE_NINDou , sEND_lmDow ,
AMOUNT_WAITING_ACK , AI’fOUNT_WAITING_RECEIPT,
DRGENT_Fi3DE, TIt.EOOT, TI14ZOUT_ACI10N);

)

6.5.6.1 Eventlectione epecifiutioma. The following eection is orgenized
by ccapaaite etate. 14irror-ime@ cumpmeite etates, eu~ ee PASSIVS/A~IVE
arriA(ZIVE/PASSIVE, eppear me just one. Only oneway data cremefer is repr-
eentmd by the service mitbine eince the &eta trenefer service ie cymzmatric.
Tbme, a definition of bi-directional dete tremefer an be provided by dupli-
cating the edsting one-way definition. Certain conditionn, checks. and

)
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soups of accione occur in eeveral plecee and ha= been formed into dachion
1 functimm ard action procedures. The decisions function definitiooa eppear

in paragraph 6.5.6.2. The action prncedure defioitions appear in paragraph
6.5.6.3.

6.5.6.1.1 State A - closed, rotateB - cloeed.

Evrtnt: Unspecified Paeelw Open/A (SOUECE PORT [,TMROUT] [,TINBOn_ACTION ]
[,PSECSfiENCE][,SBC_MINCES])

Actions: record_op?o>ramtera (A, UNPASSIVB);
sv_A.kn :- asslgn_n~_lcn;
open_id (ev_A.lcn, ev_a.aour~flort, av_A.aource_addr,
TRANSIRR to_ULP co the ULP named by sv_A.eource~rt;
sv_A.state :- PASSIVB_OPEN;

NULL , NULL);

Event: pull Peesive Open/A (sOURCE_pORT,
lX3STItWTIONPORT, DESTINATION_ADDRILSS [,TIMEOUT]
[,TIHEOUT_A-~ON] [,PRECRDENCE] [,SEC_WCES ])

)

Actions: record_opan>rametere (A, PULLPAESIVE);
sv_A.lcn :- ass@n_new_lcn;
open_id( sv_A.lcn, sv_A.source>rt, ev_A.eource_eddr,

sv_A.dastiaacionflorc, ❑v_A.destiaecioo_aAdr);
TRANSPBR to_ULP to the ULP nemad by sv_A.aource>rt;
sv_A.state :- PASSIVE_OPEN;

Event: Active Open/A (SOURCE_PORT,E3STINATION PORT, DESTINATION ADDRESS
[,TIMEOUT] [,TIMROUT_ACTI~N] [,PRSCBOIINCE]~,SEf_RAJiCSS])

Actiotw: record_open>raamtaru (A. A~IVB);
ew_A.lcn :- aesign_n~_lcn;
open_Ld( ev_A.Icn, sv_A.source>rt, ev_A.eource_addr,

ev_A.de8tinetion~nrt, sv_A.destinecion_eddr);
TRANSEIR to_tlLPto the ULP named bp sv_A.sourca~rt;
av_A.etate :- ACfIVE_OPRN;

Event: Acti= open tith *tO/A (50mcE_P0RT,
DESTINATION PORT, DESTINATION ADDRESS
1,TIHROUTI T,TIMBOUT_ACTIONl T,PRECBDBNCR I
[,SEC_BANCES] MTA, DATA_LENOTfi. PUSH_PLAC ,
URCBNT_PLAG)

Actinna: Bv_A.lcn :- assign_new_lcn;
npen_id( sv_A.lcn, ev_A.snurca~nrt, av_A.eource-addr,

Ev_A.destinction~rt, av_A.destinatinn_addr);
TMNSPBR to I.IWto the Ul# named by sv_A.sourcaflort;
if (roa_in7ev_A. eend_quewa)
then

31’.
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else

add_to_aed_queue (sv_A);
record_open~ramters (A, AtXIVB);
sv_A.etrite:- A~IvE OPKN;

‘\

openfail (sv_A. lcn);
TRMSPER to_ULP co the OIZ’named by sv_A.sourcefiort;

Ewsnt: Close/A (LCN)
or Abort/A (LCN)
or Allocate/A (LCN, DATA_LRNGTR);

Actions: error (ev_A.lcn, ‘Connection doee not exist.-);
TRANSPER to_W to tbe OTl named by av_A.sourmflort;

6.5.6.1.2 State A - passive open, state B - dosed.

Event: Clnee/A (LCN)
or Abort/A (La)

Actions: initialize (sv_A);
sv_A.state :- CLOSED;

.Event: Unspecifid Paesive OpenfB

..,.

(SOURCE PORT [,TItOXX1’f] [,TINROUT_AC210N]
[,PREC~DENCE] [,SEC_RANGES]) .,.. \

Actions: sv_B.lcn :- aeaign_new_lcn;
)

record_opeoflarame ters (B, UNPASSIVE);
open_id (sv_B.lcn, ev_B.eource~rt, ev_B.eource_eddr, NULL, NULL);
TRANSPBR to_U~ to the ULP nud by nv_B.sourceflort;
sv_B.state :- PASSIVK_OPRN;

Event: Full Pa~sive Open/B (SOURCE PORT,
DKSTIW-TION PORT, DESTINATION ADMZKSS
[,TINKOUT] T,TIKEO~_ACTIONj T,PRBCROSNCE ]
[,sEc_wcBsl)

Actions: SV_B. lcn :- assign_new_lcn;
record_apen~arame ters (B, PULIPASSIVE);
open_id (ev_B.lcn, sv_B.source~rt, ev_B.enurce_nddr,

ev_B.destination~ort. sv_B.destirtation_addr);
TRANSEXR to_ULP to the ULP named by sv_B.source~rt;
sv_B.@tate :- PASSIVK_OpEN;

Event: Activ@ OpeU/B (SOURCE_PORT, IiLSTINATION_PORT, ORSTINATTON_ADDRRSS
[,TINEOUT] [,TIMEOOT_AfXION] [,PRECEOENCE] [,SWJRITY J)

‘)
32
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) Actioos : recoti_opn~raatere (B, ACTIVB);
av_B.lCO :- as.91gn_0ew-lclq
opan_id (sv_B. lcn, av_B. eourca~rt, as_B. eource_tMdr,

av_B.dastination~ort, sv_B. daatinatim-addr);

TBANSPBR to-OLP to the OLP named by ev_B.eource>rt;
sv B.etate :. A(XIVB OPEN;

Emnt: Active OFI) with datdB (SODFLCB_pIXTs
18STINATION PORT, DESTINATION ADE@SS
[,TIMOUT1 l,TIMSOUT ACTION] l,PEBCFXYJNGiI
[,SBCUSITf] MTA, DAfi_LXNCTE, PUSE-FLAO ,
oNGsNT_PL&O

Actions: sv_B.lcn :- ansign_nau_lcn;
epen_id (sv_B.lcn, av_B.sour-flort, ●_B.source_addr,

ev_B.Aeetinationyrt, ev_B.dastluetim-addr);
TB&?SFBR co_lJ12to the U12 -d by ev_S.sour-flort;
if (roca_in(sv-B.send_quam)
tbn

add_to_sed_qwue (sv_B);
recori_open>ramtete (B, ACTIVB);
ev_B.ntate :- ACXIVB_OPBN;

elee
operfail (ev_B.lcn);
TSANSFBR to_UW to the U12 -d bg av_B.eourcefloa%;

)
Event: IU1O-CCIA (LCN, DMA_IJIN~)

ActioIMI: ev_A.recv_alloc :- sv_A.rem_al 10C + DATA_LBWTH;

Evfmc: Full Paeslve Open/A ( )
or Senl/A ( )

Actioao: error (av_A.lcn, ‘Ilb$al request.-);
TBANSPBE to_ULP to the OLP named ~ sv_A.souree~rt;

Svant: Cloee/B ( )
or Abert/B ( )
or Sanl/B ( )
or ALlocnte/B ( )

Aaiom: error (ev_B.lcn, Tllagal rrqtssst.‘);
TSANSPBR to_ULP to the ULP named by ev_B.eource~rt;

33
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6.5.6.1.3 State A - activeopen, state B - closed.

E~nt: Close/A (LCN)
or Abort/A (LCN)

Actlone: initialize (sv_A);
sv_A.state :- CLOSED;

Event: Allocate/A (LCN, DATA_LBN~E)

Actions: sv_A.recv_alloc :- sv A.recv allot + DATA_LENGTH;

Event: Send/A (LCN, DATA, DATA_LZNGTH, PUSIi_FLAC,.URGENT_F’LAC
[,TINEoUT] [,TIMEOUT_AtXON] )

Actions: if (room in(sv_A.send_queue))
then if TTIMEOUT /- NULL)

then sv A.ulp_tiueout :- TIllZOUT;
dd_to_=eti_queue (sv_A);

else error(sv_A.lcn, “In.eufficient resources.”);
TRANSFER to_ULP to the ULP named by sv_A.sourceflort;

Event: Unspecified Passive Open/B (SOURCE PORT [,TIMEOUT] [.TIMEOOT_ACTION] ‘ ‘-’ “-“)
[,PRBtiDENCE] [,SEC_RANCSS] )

Actione: sv_B.lcn :- assign_new_lcn;
record_openflareme tere (B, UNPASSIVE);
opcn_id (sv_B.lcn, sv_B.source~rt, sv_B.source_addr, NULL, NULL);
HSPER to_ULP to the ULP named by sv_B.eourceflort;
sv B.state :- PAsSIVE OPEN;

Event: Full Passive Open/B (SOURCI_PORT,
DESTItWTION PORT, DESTINATION_ADDRESS
[,TIMEOUTI T,TIKEOUT_ACTIONI [,PRECEDENCEI
[,SEC_RANGES])

Actions: sv_B.lcn :- aaeign_new_lcn;
record_openflarmne ters (B, FUIJPASSIVE);
open_id (sv_B.lcn, sv_B.eourceflrt, .sv_B.source_8ddr,

sv_B.destination~ort, sv_B.destination_addr);
TRANSPSR to_ULP to the ULP named by sv_B.source~rt;
sv_B.state :.-PASSIVE OPEN;

Event: Active Open/B (souNcE_pORT,
DESTINATION PORT , DESTINATION mDRESS
[,TINEOUT] l,TIMEOUT_ACTION] T,PRECEDENCE I [,SECORIIY1)

34
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ceslgll_naw_lcn;
record_upen~arema tem (B, A~IVE );
open_id (Bv_B.lcn, sv_B.eource>rt, sv_B.eource_eddr,

ev_B.&st.ioatlon~ort, ev_B.destinetion_addr);
TBANSPER to_uLP to the ULP namd ~ Bv_B.ea.lrceJlert;
ev_B.state :- ACHVE_OPEN;

Event: Acti~ Open with data/B (SOURCE_PORT,
LESTfNATION PORT, DESTINATION AODEBSS
[,TIWOUTI T,TIMBOUT_ACTION] T,PEMEOENCBJ
[,SKURITY ] OATAO OATA_LBNCTE , PUSH_PLAG .
uRcENT_PLAG)

Acciona: sv_B.lcn :- am ign_nm_lcn;
npen_id (sv_B.lcn, ev_B.8ourceflom, av_B.aeurce_addr,

ev_B.deatioation~rt, sv_B.descieation_addr);
TRANSPER to OLP to tbe UW nmd by nv_B.eource~ort;
ff (romn_in~.sv_B.seti_quetm)

)’

then

elee

dd_to_eed_queue (ev_B);
record_opan>remtera (B, AIXIVE);
ev B.etate := ACXIVE OPSN;

openfail (sv_B.lcn);
‘iWUiSPERto_UL2 to the ULP named by av_B.source~ort;

Event: Pull Paaaive“Opan/A( )
or Active Open/A ( )
or Active Open with data/A ( )

Actiotm : arror (av_A.lcn, “Illegal request.-.);
TRANSPBR to_ULP to the ULP namal by sv_A.eource~rt;

Event: Send/B ( )
or Clcme/B ( )
or Abnrt/B ( )

Actione: error(av_B.lcn, ‘Illegal rfqmst. -);
TRANSPER to_ULP to the ULP named by sv_B.eeurceflrt;

Event: NULL

Actione : Internal Events

1) if tlmout_exceeded (Bv_A)
then ff (ULP_TIICMUT_AiXION - 1)

)
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then npenfafl (sv_A.lcn);
TRANSFBR to_ULP to the UIZ msmed by sv_A.source~ort;
initialize (SV A);
sv_A.state :- ‘~OSRD;

elee
REPORT_TIKBOUT (SV A);

6.5.6.1.4 State A - paesive open, state B - ~ctive ~wn.

Event: Claae/*(LcN)
or Abmrt/*(LrX)

ActLomg: initialize (SV ●);
sv ●state :- l?LOSED;

Event: Allo=te/*(LCN, DATA_LBNGTH)

Actions: _ ev ●,re~_~loc + DATA_LENGTH;Sv ●.recv_ellOC :- _

Event: Serri/B (LCN, DATA, DATA LBNGTE, PUSH PLAG, URGBNT_PLAG
[,TI!4ZOUT][,TItiOUT_AC1’ION]~

Actions: if (romc_in(av_B.8eti_qwue)
then

.. . .,... . ..,-

add to_se@_queue(sv_B);
if TTIMEOUT /- NULL)

else

Event: Send/A

then av_B.ulp_timecut :- TIHEOUT;

error (ev_B.lcn, ‘Insufficient reeourcee.’);
TRANSPER to_ULP to the ULP named by av_B.eource~rt;

()

Act10me: error (sv_A.lcn, “Illegal requst. ‘);
TRANSPRR to_ULP to the ULP named by sv_A.eource~ort;

Event: Full Pasaive Open/*( )
or ActiveOpan/*( )
or AcciveOpan with data/*( )

Actions: error (av_*.lcn, ‘Illegal raqueet.‘);
TRANSPSR to_ULP to the ULP named by sv_*.sourceflort;
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) Event: NuLL

Actioav: Internal Evente

1) if not SEC_SAN~_4AT(31
ttan

(ev_A);
.———

epeofai.1(ev_B.lcn);
TRANSFER to_U12 to the KJW muted by nv_B.sour=flort; ,
initialice (13v_B);
ev_B.etate :- cLOS~;

else -eke greater precedence level to medel precedence negotiation;
—If negocietion ie not eup~rted, mismatched precedence
--la hedled the - ee mimetched eecurity.
if (sv_A.origindflrer. /- ev_B.origlndflrec)
then

ev_A.ectuel~rec !- mxime (sv_A.origieel~rec,
EW_B.originelflrec );

ev_B.ectudflrec :- mxlme (.3v_A.origlnd~rec,
ev_B.originelflrec);

if (ev_A.Open_mode - ma%ssm)

then
ev_A.deetination_eddr
sv_A.deecieetion>r t

leed_securitg (av_A);
sv A.state :- ESTABLIWIED;
ep~n_euccees(sv_A.lcn);
TWSFSR to IJLPto the ULP
sv_B.etace ~- ESTABLISHED;
epen_eucceee (ev_B.lcn);
TSANSPBR to U12 te the U12

:- sv_B.eource_eddr;
:- 8v_B.sourceJmrt;

nmeed by sv_A.eour-flom;

omaed by ev_B.eource~ort;
if timeout_=xceeded (sv_B);
then if (u12_TIM30uT_Amx0N - 1)

OR,
2) if tineeut_excevded(sv_B)

then
epenfall (ev_B.lcn);
TRANSPSR to UW to tbe DW named by ev_B.lcn;
initialize TSV_B);
sv_B.etate :- CLOS=;

else
RSPORT_TY.MWT (ev_B);

6.5.6.1.5 Scete A - Paooiveopen, acate B - passive open.

Event: AUorat e/*(LCN, DATA_LBNCTR)

Actiow: _ ~v ●.rem CL1OC + RATA_LBNCHI;ev ●.re~_ellOC :“ _ _

)
.,
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Event: Close/*(LCN)
or Aborr/*(LfX)

Actions: initialize (ev_*);
ev_*.state :- CLOSED;

Event: Pull Paeeive Opan/*( )
or ActiveOpen/*( )
or ActiveOpen with data/*( )
or Send/*( )

Actions : errOr(sv_*.lcn, Zllegal reqwsst.-);
lWNSETIR to_UIl to the ULP named by sv_*.source~rt;

6.5.6.1.6 State A - active open. state B - active open.

Evant: Allocate/*( ,L~, D=A_LENG1’8 )

Actions: _ ev ●. recv CI1OC + MTA_~WTtl;av ●.recv_allOc :- _ _

Event: Close/*( LQl )
or Abort/*(.LCN )

Actions: initialize sv_* ); ‘
sv ●state :- CLOSED;

. .. .. . . .

Event: Full Paesive Open/*( )
or Active Open/*( )
or Active Open with daca/*( )

Actione: errOr(ev_*.lcn, ‘Illegal request.-);
TRANSFKR to_OLP to the ULP named by sv_*.eource~kt;

Event: Semi/*( LCN, DATA, DATA_LENGTH,PUSH FLAG, OROENT_FLAO
[,TIMSOUT][,TINEOtl_ACIZONIT

Actions: if (rOan_in(ev_*.eeti_quaue)
then

“) I

add_to_aeti_qwue (sv_*);
if (TI~o~ /- NULL)
then sv_*.ulp_t’imeOut :- TIMmJT ;

error( .9v_*.lcn, “Incufficient resources.”);
TRANSPSE to_ULP to the ULP named by sv_*.eourceflrt;
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Event: NULL
,

Actiota: Internal Evento

1) if (sv_A.sec /- sv_B.aec)
tbn

openfati( av_A.lcn );
TrarEfer co_fJU to the UW named by sv_A.sourceflort;
openfail( ev_B. lcn );

Tranafer to_ULP to tk OW named by ev_B.eource~ort;
initialire( av_A ); sv_A.etate :- UOSED;
initielize( sv_B ); sv_B.state :- CLOSSD;

else --take greater prece&nce level to aodel precedence negotiation;
+f negotiation net suppnrted, miemtched precedence
_-is hamiled just na mismatched aecuritp
if (sv_A.originelflrec /- SV_B. origiti~rec)

then
.vv_A.actuelflrec :- maximum(av_A.original~rec,

8v_B.origin~firec);
sv_B.actudflrec :- maaimum(Ev_A.origind~rec,

sv_B.origin.e2flrec);
av_A.state :- ESTABLISHED;
8v_B.etate :- ESTABL2S~;
0pen_auccer3a ( ev_A. lcn );
TRANSPER to_Ul# to the UU named by
opeo_euccesa( sv_B.lcn );
lTIANSPERto_UIX’co the UU named by

if tiueout_exceeded (Bv_A)
then ff (ULP_t*eut_action - 1)

ev_A.mur~~ort;

sv_B.eource~ort;

OR,

2)

OR,
3)

UW named
then opanfall( av_A.lcn );

TSANSPER to_ULP to the by ev_A.eourceflort;
initialize(ev_A);
ev A.state :- CLOSBD;

ff tiumwt_exceeded (av_A)
then if (ULP_tiuenut_actiOn - 1)
then “

openfa~ (sv_B.lcn);
TEANSPER to ULP tn tbe U12 named
initialize 7ev_B);
ev_B.etate :- CLOS~:

else
repOrt_threat;

6.5.6.1.7 State A - eatabliahed, etate

by sv_B.eourcefiort;

B - established,

Event: Send/*( LC3i,DATA, DATA LBNCTR, PUSH PLAC, UROSNT_PLAC

)
[,T2f4ZOUT][,TIfiOUT_ACrION]~
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Actions: if (rOm_in(sv_*. neti_queue)
add to_sed_queue(sv_*);
if TTI.NEOUT/- NULL)
then sv_*.ulp_timcnut :- TI!@OUT;

else
error( .ev_*.lcn, ~neuf fic.ientreeourees.’);
TRANSPER to_ULP to the ULP named Ly sv_*.source>rt;

Event: Allocate/*( LCN, D~A_LENCTa );

Actione : BV ●.recv_alloc :- ~v t,re~_dIOC + DmA_~N~;
M-(sv_*.rem_queue ~ngth > 0)
then try_to_deliver~

Event: Abort/*( LCN )

Actione: teunincte(sv_*.lCn, Wser cbort.-);
TRANSFER “to_ULP to the’DL2 nanxd Ly ev_*. eource>rt;
inltialize( ev_* );
.sv●state :- CLOSED;

Event: Cloee/*( LCN )

, ,:.. J-., -?@:.. .,: r.: .,..
Actions : SV” ●.sedflush := ev ‘*.e’i$_queue_iengtW,

sv~. state :- CLOSIN=;

Event: Full Passive Open/*( )

or Active Open/*( )

or Active Open with data/*( )

Actione: error(ew_*.lcn, ‘Illegal request.-);
TRANSPSR to_U12 to thc UIZ’named by sv_*.sour=flort;

Event: NULL

Actions: Internal Evente

--For clarity, one=way data traneport, fran TCP A to TCP B ie eboun.
--Becauae the dcta trensport service ia ~tric, the follow’i~
--e.xt could b duplicctcd to represent bi-directiond deta transport.

1) if timout_exceeded( sv_A)
then if (uLp_tfmeOut_action - 1) .,-,

then
...r-. ;:

tenninate(ev_A.lcn, “UIP tkout. ”);
TRANSFXR to_U12 to the ULP named by sv_A.eourceflrt;
initialize(sv_A);
ev_A.Btate :- CLOSED;
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ABC
rqort_timeeut;

art,

2) if (comiitierm exist such that no data cen be exchoged
by locel state 9a&inaa )

than
teaincte(av_A.”lcn,=ervice failure.’);
TRANSF%R co_uLP to the OLP nand by IW A.eourceflrt;
te*n.ete(sv_B.lrm, Tenice failure.‘~,
TBAKBE8R to_OLP to the ULP named by Ev_B.eeurce>rt;
initla2ize(sv_A);sv_A.state :- CLOS~;
lnitleliea(sv_B); sv_B.state :- CLOSEU;

OR,
3) if (tk data excha~e btween lord etate nachlnea ie trig~red) ...

then
if (w_A. send_urg /- O)
then
av_B.retv_urg :- (fIV_B.recv_quaua_2ength + av_A.aemj_urg);

Daquaue aonm portion of data equal to ‘emeunt-
(-unt may be >- O) fran av A.aemi_queue
and eppand to av_B.rem_q ueu~;

if (amwnt > O)
than

av_A.ee&_qwue_kngth :-
sv_B. recv_quaue_langtb :-

.

av_A.eed_quue_length - amount;
tm_B.recv_queue_lengrh + emnunt;

if (av_A:aeml_urg < ameunt)
then av_A.aend_urg :- O;
else av_A.aerti_urg:- ev_A.eerd_urg - mount;

.

ff (av_A.candyah < amemt)
than aV_S.remfluah :- av_B.re~~uah +

av_A.eedfiuah :- O;
eke ev_A.eatifluah :- av_A.ee~fl”ah -
try_ta_dellvar;

ev_A.aendflua~

amunt;

6.5.6.1.8 State A - eatabliahed, state B - cloaln~

Event: Send/A( LQJ, DATA, DflA_LzN~, PUSH P’LAC,USGEST_PLAC
[,’TXHEOUT][,T2WUT_ACXION]Y

Actione: if (rom_ln(ev_A. eeti_queue)
add tn_sed_quaue(sv_A);
if 7TIKSOUT /- SULL)
then av_A.ulp ti,manut;- TIMSOUT;

elee
error( sv_A.lcn, Tnaufficient resources.’);
TEANSPSE to_OLP to tba OLP named by av_A.aource~rt;
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Event: Clvee/A( I.ZN ) )
Actione: sv_A.sendflush :- sv_A.send_queue_ler@ lx

av_A.ntate :- CLOSING;

Event: Allo~te/*( LCN, DmA_LE&E );

ActLone: sv ●.recv allot :- sv ●.recv elloc + DmA_LBN~E;
if-(sv_*.=ecv_queue ~ngt h >-0)
then try_to_deliver~

Event: Abort/*( LCN )

Actione: initialize sv_* );
sv ●state :- CLOSED;
te-tinate(sv_*. lcn, “User abort.’);
TRANSPBR to_ULP to the UIP namad by sv_*.sourm~ort;

Event: Send/B( )
or Clese/B( )

Aa ione: error(sv_B.lcn, ‘Connection clneins.-);
TI&WSPEE to ULP to the ULP named by sv_B.source~rt;

.... .. .,-. . r..-..-.’-..:,,

.,....
Event: Active Open/*( )

or Active Open with data/*( )
or Full Passive Open/*( )

Actione: errOr(sv_*.lcn, “Illegal requeet.”);
-SPER to_ULP to the UIR -d by sv_*.sourceflort;

Evant: NULL

Actioru: Internal Bvent”s

1) if ti=out_exceeded( ev_*)
then ff (ULP_tlmeOut_actiOn - 1)
then

tenninate(sv_*.lcn, “U~ timeout.-)’;
TILiNSFERto_ULP to the ULP named by ev_*.eource~rt;
initielize(sv ●);

‘CLOSED;sv ●.f3tate:-
elee —

repOrt_timenut (sv_*);

)
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) ~~,
2) if (coaiitione fdst such thet m data can be exchanged

by local ntate methinea )
then

temin8te(@v_A. lcn, %ervice failure.-);
TSANSPBR to_ULP to the OLP named by m A.eource>rt;
termlnete(ev_B.lcn, %iemice failure.-7;
15ANSF%E to_ULP to the OLP nemd by IW_B.source~rt;
inltielize(av_A); av A.state :- CLOSSD;
initialise(sv_B); sv~B.etate :- CLOSED;

OR,
3) if (coatentn ev_B.sed_qtmwe hcve all been tram ferred

to ev_A.rem_queue and eubeeqmntly delivered to OLP’A )
tbsn

claei~( sv_A.lcn .);
TRANSPSR co_1312to the 012 named by sv_A.sourceflort;

OR,
4) --Per clarity, onevay deta tr.smport, fran TCP A to TCP B ie akwn.

—Because the data transpert eervice is ~trlc, the follovlag
~ert ceuld b duplicated to repreoenc M-directional deta transport.
—Note tbet TCP B is @till respenelble te reMably traneport any
4ata remeiaicg in ev_B.eed_queue.

) if (the dcta exc&nge between local state merhines has been triggered)
then

if (sv_A.eeni_urg /- O)
then

sv_B.recv_urg equel :- (sv_B.rem_queue_length + w_A. seml_urg);

Dequoue SO= portion of data equol to ‘ameunt-
(munt mey be >- O) frcm sv_A.eeti_queue
and append to sv_B.rem_queuw,

if (ImnOunt> o)
then

sv_A.sed_qtmwe_length :- sv_A.sed_queue_length - amcmnt;
sv_B.recv_queue_lengtb :- sv_B.rem_queue_length + mount;
if (sv_A.eeni_urg < amount)
then 8v_A.setrJ_urg:- O;
elee BV A. tIeul_urg :- Bv_A. eeIk_Urj3 - amounC;

.-

if (sv_A.sedflush < mount)
then ev_B.recv~usb :- sv_B. recvflusb + amount;

sv_A.seti~usb :- O;
eloe sv_A.seniflush :- sv_A.seti~ush - mount;
try_to_deliver;

)
43

Downloaded from http://www.everyspec.com



NIL-SID-1778
L? A@mt 1983

j’ ‘

6.5.6.1.9 State A - clueing. state B - cloeing.

Event : Abort/*( LCN )

Actions : initialize(ev_*);
sv ●state :- CLOSED;
te-minete(sv_*.lcn, Trier Abort.”);
TRANSFER to_ULP to the ULP named by sv_*.sonrce~rt;

Event: Allocate/*( LCN, DATA_LBNGTE );

Actions: sv ●.recv_c.llOc :- ev ●.re~ ~loc + DATA_LBNGTH;

if-(sv_*.rea_queue ~ngth >-0)
then try_to_deliwar~

Event: Send/*( )
or ClOee/*( )

Actione: errOr(ev_*.lcn, Zonnect ion closing.’);
TSANSPER to_ULP to the ULP named by sv_*.eource~rt;

Event: Active Opsn/*( )
. ‘or Active Open with data/*( )

or Full Passive Open/*( )

Actions: errOr(sv_*.lcn, “Ille@ request.‘);
TSANSFSR co_ULP tn the ULP named by ev_*.eourceflort;

Event: NULL

Actlone: Internal Eventa

1) --For clarity, one-vay data tranaport, frnm TCP A to TCP B is slxwn.
—Because the data tranapnrt service in symmetric, the following
-text cald be duplicated tn represent hi-directional data tranaport.
—Note that TCP B IB still responsible to reliably transport any
-data remaimicg in sv_B.aed_queue.

if (the data exchange between local state machines has been triggered)
then

if (av_A.eend_urg /- O)
then

av_B.recv_urg equal :- (av_B.recv_quaue_leuth + sv_A.ee~_ur8);

Dequeue a011s2portion of data equal to “amount”
(aukxnt may be >- O) frnm ev_A.sed_queue
and append tn sv_B.rea_queue;
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if (amount > o)
then

ev_A.oed_q mue_3eegt h :- o,v_A.eed_qWue_h~h - _unt;
sv_B.rea_queue_length :- sv_B.rea_queue_length

if (sv_A.eeml_urg + tmmunt)
then sv_A.6end_urg :- O;
elee sv_A.eemi_urg :- av_A.semi_urg - anount;

if (ev_A.eend~ueh < ameunt)
then ev_B.remflueh :- sv_B.rea~ush + amunt;

ev_A.send>ah :- O;
elne sv_A.eed~ush :- av_A.eemjflush - emxmt;
t~_to_deliwr;

cm,
2) if ((contents sv_B.sed_queue have ell been trarnferred

te sv_A.rem_queue and eubeequently delivered to ULP
4
(contents sv_A.eed_qwue have all been transferred

tn ev_B. rea_queue and eulmcquntly delitered to OLP

+ emunt;

A)

B ))

then
terminate(sv_A.lcn, %onnection cloeed.‘);
‘ITUNSYBR to_ULP to the ULP nend by ev_?.seurce~rt;
terminate(av_B.len, -connection Cleaed. );

)
IRANSPRR co_ULP to the.ULP named by sv_B.eource~rt;
initielize(av_A); sv A.state :- CLOS~;
initialize(ev_B); ev~B~state :- CLOSEO;

OR,
3) if cimermt_exceeded(sv_*)

then if (ULP_tink30ut_ecti0n - 1)
then

terminate(sv_* .lcn, TM tlfneout.-);
TRANSPSR to_ULP to the ULP named by sv_*.eource~rt;
initielize(ev_*);
sv_*.state :- CLOSED;

else
r~Ort_timetut (ev_*)

‘?he cmpcaite statee, C3J3SED/BSTABLISifEO, CLOSED/CLOSING,
-ACHVS/SSTABLISEIEJI, ACHVE/CLOSINC , PASSIVE/ESZiBLISW , AND
—PASSIVB/CLOSINC, are reached efter abnormal
_onnection termination -ueed by either an Abort requset or
‘-service feilure. Beceuse the service request Liste for ULP A
--alreedy appear in other states, these I.isteere referenced rather
--then dupliteted.

)
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6.5.6.1.10 State A - closed,state B - established.

—ULP A’s serviceraquaat‘listappeam in the CLOSED/CLOSEJletate.

Event: Semi/B( LCN, DATA, DATA_LBNGTEl,PUSH PLAG, DBGENT_PLAG
[,TIliEOUT][,TIFEoUT_ACTION]~

Aztions:if (rorn_in(ev_B.eeui_queue))
if (TINEOUT/- NULL)
then sv_B.ulP_tlmecut:- TINBOUT;
edd_to_aeti_queua(eV_B);

elee
error( sv_B.lcn, ‘Imaufflcient resources.’);
TMNSPER to_~ to the UU named by sv_B.eource>rt;

Event: Allocate/B( LCN, DATA_LENGTE );

“Actions:sv_B.recc_alloc :- sv_B.recv_a.lloc+ DATA_LENGTE;
if (sv_B.re@_quaue length > O)
then try_to_deliver~

Event: Clnee/B( LCN )

Actiorn: sv_B.push :- sv_B.eed_q wcue_lcnsth,
sv B.state :- CLOSING;

Event: Abort/B( LCN )

Actioma: terminate(sv_B.lcn, Teer abort.’);
TRANSPSR to_ULP to the ULP named by sv_B.eource~rt;
initialize(sv_B);
av B.state :- CLOSED;

Event: Full Pasaive Open/B( )
Active Open/B( )
Active Opan with Data/B( )

Actions: errOr(sv_S.lcn,
TRANSPER to_ULP

Evant: NULL

Actions: Internal Events

‘Illegal request.’);
to the U12 named by sv_B.eourmflnrt;

1) term.inate(av_B.lcn, “Remnte Abort.’);
TFUNSPBR to_ULP to the UI.Pnamed by ❑v_B.eource.~ort;
imitialize(sv_B);
ev B.state :- CLOSED;
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) OR,
2) if tbcut_erceeded( sv_B)

then if (ULP_timout_actiOn - 1)
Ckn

terminete(sv_B.lcn, Weer timeout.-);
TRANSPBR to_UP to the ULP nemed by ev_B.eeurce>rt;
initielir.e(ev_B);
sv_B.ecete :- CMSED;

elee
report_timeat (ev_B);

lUL-STD-1778
12 AuSust 19S2

6.S.6. 1.11 Scete A - closed, state B - cloein~.

—UU A’e eervice requeet list eppnare in the CLOB~/CLOSSD etete. “

Event: Ahnrc/s( La )

Actione: terminete(av_B.lcn, Weer Abort.”);
TRANSPER to_ULP to the OLP nentedby ev_B.eeurce>rt;
iaicielize(sv_B);
sv_B.etate :- CLOSED;

Event: Allomte/B( UN, DATA_LBNCTll );

“Actions: sv_B. recv_elloc :- ev_B. recv_alloc + DATA LBNCTB;
if (sv_B.rew_qucue_length > 0 ) then try_~o_&liver;

Event: Cloee/B( LCX )
or Serd/B( UN )

Aa ionv: error( nv_B. Icn, ‘Connect ion C1OEins.’);
TRANSFT?.Rto_ULP to the ULP nemed by ev_B.source>rt;

Event: Full Peseive O~,n/B( LCN )
Active OWn/B( LCN )
Active Open with Dete/B( IZN )

Actione: error( ev_B.lcn, ‘Illegel request.-);
TFMNSPSR to_ULP te the U12 nazredby 6v_B.sour~~ort;

Event: NULL

Actioae: Internal Events

1) tetminete(sv_B. lcn, ~emnte Abnrt.’);
TRANSPBR to_U12 to the U12 nemed by Ev_B.eourceflort;

,)
in.ltialize(ev_B);
ev_B.otete :- CLOSED;
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OR,
2) if tiramu_exceeded(sv_B)

then if (ULP_timaout_action - 1)
then

terminate(ev_B.lcn, llser timeout.-);
TRANSFER to_ULP to che ULP named by sv_B.eource~rt;
initielize(av_B );
sv_B.state :. CLOSBD;

elee
report_timeout (EIV_B);

6.5.6.1.12 State A - active, state B - established.

‘-UfZ A’e service requst list appeam in the ACTIVS/CLOSED state.

Ewent: Send/B( LCN, DATA, OATA_LBNGITl,PUSE YLAG, URGBNT_FLAG”
[,TIMEOUT] [,TINBOOT_ACTION]7

Actions: if (roau in(sv_B.eed_queue)
if @IMSOUT f- NULL)
then sv_B.ulp_tiueout :- TIMIOUT;
add_to_aeti_qw?ue(sv_B);

else
error( w_B. lcn, ‘Ineufficient reaourcea.’);
lltANSPBR to_ULP to the ULP named by sv_B.source~rt;

Event: Close/B( LCN )

Actions : ev_B. push :- sv_B. eeti_q ueue_lenst N

sv B.state :- CLOSING;

Event: Abort/B( LCN ).

Actiorm : terminate(av_B .lcn, Veer abort.‘);
TRANSFliR to_ULP to the ULP named by sv_B.snurce~rt;
initialize(ev_B);
sv_B.etate :- CLOSED;

Event: Allocate/B( IAN, DATA_LBNGTE );

Actions: av_B.re-_alloc :- sv_B.recv_alloc + D~A_LSNGTE;
if (sv_B.rep_queue length > O)
then t~_to_deliver7

I

Event: Full Pasaive Open/B( )
Active Open/B( )
Active Open with Data/B( )
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?
Aaioae: error(sv_B.lcn,

-SPBR tO_oLP

Event: SuLL

Aaiem: Imtamel Events

1)

OR*
2)

OR*
3)

.

‘Illegal requeet.’);
to tk Uf2 -d by ~v_h!ou&aflort;

termiaete(sv_B.lcn, TLemote Abert.-);
IE4ESPBR to_D12 to the II’U’~d by av_B.80urcaf10rt;
hitiaMae(tn_B);
6v_B.state :- ~S~;

if t*mt_axceded(sv_B)
then if (uLP_timeut_act ion - 1)
tlmn

.teminete(sv_B .ice, Tsar timemt. ”);
TBANSFBR to U12 to the OLP mmed by m?_B.eour-~rt;
initielize6v_B);
sv_B.state :- CLOSED;

else
rqom_timeeut (sv_B);

ff t,~&t_exceeded( sv_A)
then ff (ULP_timeeut_actiOn - 1)
tbn

terminate(sv_A.lcn. Veer that. ‘);
TBANSF%R to_ULP to the ULP nnmed by tw_A.eource>rt;
initialize(sv_A);
ev_A.etate :- CLOSED;

else
*Ort_tkeeut;
,:

6.5.6.1.13 State A - active, state B - CIOCing.

-ULP A’s aervite request list appeare in the ACTIVE/LIJM~ stete.

Event: Seni/B( )
or Close/B( )

Actiom: er”ror(ov_B.ltn, %onneetion clwing.’);
TBMSPBR to_OLP to the ULP named by av_B.eource~rt;

Event: Allocete/B( LCN, DATA_LSSGTR );

Actiooe: sv_B.recv_alloc :- ev_B.recv e.lloc+ DATA_LBNGTE;
lf (sv_B.re~_qtexm length >-0) .
t~,t~_te_deliver~

...
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Event: Abort/B(

Actions:

LcN)

terminate(sv_B .lcn, ‘lJserabort.-);
TSANSPER to_ULP to the ULP named by sv_B.source>rt;
inltialize(sv B);
ev_B.state :--CLOSED;

EVenr: Full Passive Open/B( )
or Active Open/B( )
or Active O~n with Data/B( )

Actiows: error(sv_B.lcn, ‘Illegal request.”);
TIUNSPBR to_ULP to t~ ULP named by sv_B.sourceflort;

Event: NULL

Actions: Internel Evente

1)

OR,
2)

OR.

terminate(ev_B.lcn, ~emote Akrt.’);
TRANSPER to_ULP to the UIP -d by sv_B.sourm~orr;
initialize(sv_B);
sv B.state :- CLOSEO;

if timeout_excee3ed(sv_B)
the if (ULP_ti=out_action - 1)
then

terminate(sv_B.lcn, Tlaer timeout.-);
TBANSPSR to_ULP to the ULP named by sv_B.source~rt;
initialize(ev_B);
sw B.etate :- CLOSED;

else —
report_t*out (ev_B);

3i if timeout_exceeded(sv_A)
the if (uLP_tilssout_action -
then

1)

terminate(sv_A. lcn, “User timout. “);
TRANSE3R to_ULP to the ULP named by sv_A.eourceprt;
initialize(ev_A);
sv_A.state :- CLOSED;

else
report_time.out (sv_A);

6.5.6.1.14 State A - paesive, state B - established.

..

‘-)

--U12 A’s requestlist appeam in the PASSIVE/CLOSBOetate.
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Ewnt : 8end/B( La, DATA, OAXA_LBNOTB, P~E PI&, UBGSNT_PIAO

) [,TMEOUT] [,TItWJT_A~ION]~

Actioee: if (roaa_io(sv_B.saA_quew )
if (TIMEOUT/- NULL)

then av-B.ulp_tirnout :- TIM?,OUT;
add_to_seti_queue(IW_B);

elee
error( sv_B.km, qneuf ficient resour~.’);
TRAMPER to_ULP to the ULP nened by -_B. eourceyrt;

Ewrmt: Close/B( La )

Actiom: ev_8.pu@h :- av_B.eed_qtmue_leugtlq
ev B.etate $- .CLOBMC;

Event: Abort /B( LXN )

Aaiom: terminete(uv_B.ltn, TJeer abort.-);
TBANSPZR to_ULP m the ULP named by wJ_B.eourceyrt;
initielize(sw_B);
ev_B.etate :- CLOSED;

Event: Allocate/B( KN, DATA_LBNCfll);

Aaioae: sv_B.recv_elloc :- w B.recv elloc + DATA LENGHi;
if (sv_B.recv_qwsm ~ngth >-0)
then trp to delivery--

Event: NDLL

Actions: Internal Events

1)

OR,
2)

terminate(sv_B.lcn, %mote Abort.‘);
TSAXSPSR to_ULP to tlm 012 rumd by sv_B.eourceflorc;
initialize(ev_B);
ev_B.etate $- Q,OS~;

if timemt_exceu3ed (ev_B)
the if (uLP_tirnout_actiOo - 1)
then

else

).

tetminete(av_B.lcn, llser timeout.-);
TBANSFSR to_ULP to the ULP muted by ev_B.eource>rt;
initiaLize(sv_B);
sv_B.state :- QJ3SED;

report_timaut (ev_B);
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6.5.6.1.I.3 State A - Paasive, state B - closing.

-ULP A’s request list appears in the PABSIVB/CLOSEO state.

Evemt: Allomte/B( LCN, DflA_~NGTE );

AIX1OM : av_B.retv_alloc :- sv_B.re~_alloc + DATA_LSNGTE;
if (sv_B.rem_queue length > O)
then try_to_deliverY

Event: Abort/B( LCN )

Actions: terminete(sv_B .lcn, Weer abort.-);
TRANSFER to_OLP to the ULP named by sv_B.eource~rt;
imitialize(sv_B);
ev_B.state :- CLOSED;

Evant : Clmse/B( LCN )

or Send/B( La )

Actione: error( sv_B. lcn, ‘Connection cleeins.’);
TRANSFXR to_ULP to the LILYnamed by av_B.eource~;

Event: Full Pa.seiveOpen/B( LCN )
or Active Open/B( LCN )
or Active Open with Data/B( LCN )

Actiome: error( ev_B.lcn, ‘Illegal request.‘);
TRANSPER to_UIl to the U12 named hy sv_B.eource~ort;

Event: NULL

Actiome: Internal Events

1) tardnete(sv_B.lcn, TLemote Abort.-);
TRANSPER to_ULP te che ULP -d by ev_B.eource~ort;
initializa(sv_B);
ev_B.state :- CLOSED;

OR,
2) if timemut_exceeded(sv_B)

then if (ULP_tIMEout_ection - 1)
then

terminate(sv-B.lcn, “User timeout.-);
TRANSPSR to_ULP to the ULP named by sv_B.eource~rt;
initinlize(sv_B);
sv_B.state :- CLOSED;

elee
report_timeout (ev_B);

52

1
I

I

Downloaded from http://www.everyspec.com



t12L-sm-1778
22 August 29s3

6.5.6.2 Declaim fmetiom. Tbe declo20n funalorm repraeeat condition
chetke made in eeveral places in tlm eervice.state methlne definition.

6.5.6.2.1 Renm in (etate vector name). fi rom_in &cieion functien
cmperes the emunt of npece available in tb oed_qmue nf tlm st.ete_vector
(nemd by the paramter) againet tbe ameunt of &ta Protidcd .~ ttm W in
an Active open with Dete or e Sem! service ~et. The date effecte of -
thie funccion are:

- Data trxeaind:

frcm OW. deta_2ength B2x OF sEND_BMxlScss--~v ●7se*_quaue_lengcb

- Return vduee:

FALSE - Tim.~d_qmue cannctacZ~A4te a21 the deta
provided in the eervice rcqueet.

T14JS- There ie ermigh mm in tbe eed_queue for the data.

if (frcm_UI#.data Iangtb >
(SIYJ-OP SEND_RMOOR= - av_*.e.d_qwue_2eogtb) )

then return (FAUR) -
else return (TBLIB);

6.5.6.~.2 Iimceut exceeded (a#). The timamt_axceeded .&cision function
capar= the current tire ssaim~ the am af tbc data in the aeti_quetm and
tlm apecifial U12 timeout limlc te detetmiae ff the W tbout ban been e.x-
ceedcd. The data effaae of this funainn are:

- Data examined: _ _ev ●.ulp timeout

- Eecum valuea:

FALSE -

TSUB -

—The dcta

The data in the aed_quaue
defined timeut liatt.

Data in the eed_queue hae

w ●.aed_queue

doee not exceed the (JI2

exceeded the timeeut limit.

at tb front ef the queue is tbe oldest.

if (ev ●.serd qwue_2ength > O)
than ff-(CUR=_TIMS > ev_*.eed_qwue [O]timwt + ev_*.ulp_tlmmt )

then return (TSIJS)
else return (FA1.Si);

6.5.6.3 Action proce&rea. Tbeae rcutlnae appear in several placas in
the eervice machine definition. The ‘*-
delivery to

am be replaced by either A nr B for

)
the appropriate W.
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6.5.6.3.1 Add to send queue (L’). Tbe dd_to_eed_queue action procedure
etqueuee the data provided in an Actiw? Open with Data or Send requeet onto
the eeml_queue of the state vector -d by parameter. The date effects of
thie procedure are:

- Data ~amlnd:

frae_ULP.data frma_~ .urgent_flag
frrn_Ull.data_langth frm_DLP .push_flag

- Data modifid:

m ●.sed_quue sv ●.sedflueh
SV-*.aeml_urgSV-*.oend_qucuc_3.ength -

‘+dd the data, urgent .eml push iaformetion provided by the UW
—in a SEND to the sed_que= af the state vector.

Enqmue contente of frem_U1.@.deta to sv_*.aend_queue, stamping each
data octet with the current time;

~v ●.~e~ qw”e length + frcm_ULP .data_kWt~*~v ●.~eti_queue_length :- _ - -

if (frnm_ULP.pueh_flag - TRUE)
~v ●.ee~_qmue_~Wt@then av_*.eedflueh :- _

if (frrm_ULPurgent flag - TRUE)
~. ~v ●.semf queti_b~ch;then ev_*.oeti_urg _ _

6.5.6.3.2 Aaniuu new lcn. The eesign_new_lcn action procedure aesigm a
lord connection - nut currently ueed for a new open request end subsequent
connection. The data effects cd this procedure are:

- Data cxamine$: int erna.1 reeources

- Data udi.fied: none

--The pro~dure returns the value tn be ueed as tha new
—local tonnection narm2.

6.5.6 .3.3 Error (1o-1 connection nana, error description). The error
action procedure copiee tha local connection ne= and error daacription text
supplied by parameter into the tr_ULP structure. The service reeponee field
ie aesigned to ERROR for suheaquent tranefer to the U12. The data effects
of the procedure are:

- Data examined: procedure parameters

- Data modified: tO_ULP.lcn, tO_ULP.errOr_daec, tO_ULP.service_responee

tO_U. lcn :- 10cal_cOnnectiOn_namc;
to_fJLP.errnr_deec :- error_de ecription;
to_ULP.eemice_reepenee :- ERROR;
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) 6.5.6.3.4 Load securit~. The security pararetera (including security
level, crrnpertment,cranemiesion control cede, and hamil.ingrestrictioma) in
an incoulng eegmnt are loaded into the state vector. The data effects of
this fanccionare:

- Data examined:

frrn_NST.eptions [security]

- Data undified:

LIV.sec

--Thie wauld occur after a succeasfal
‘sec_range_match.

av.eec :- fran_NST.aptiom+ [aecuri~]

6.5.6.3.5 Initialize (sv*). The initialize action procedure clearc all
values of the etate vector named by parameter. The data effecte of thie
procedure are:

- Data ecemined: procedure pnramater

- Data wdifiad: ell fields ef av ●

/ &queue (sv_*.eeti_queue,sv_*.aed_qucue_length);
deque~(sv_*. rea_queue ,tJv_*. recv_queue_lengtb);
ov ● :- mll_atate_vectOr;

6.5.6.3.6 Open fail (local connection nenr3). The epen_fail action pro-
cedure copies the local connection na= eupplled by parameter and the OYSN_
FAIL semice r.eapanseinto tb ta_U12 atructura for subsequent tranafer to
the llLP. The deta effects of tNe procedure are:

- Data exam.incri:pracedure paremeter

- Data nndified: to_lILP.lcn tO_ULY.sarvice_respansa

tO_OIZ.lca :- 10cal_cOnnectlnn_neme;
ta_ULP.aervice_reeprime :- OWN_FAIL;

6.5.6.3.7 Open id (local connaccion name, acwrce port, eaurce addreae,
deatlnation port, deatiaation addr). The open_id actioa pracedure coplee
tbc parameters ard the OPEN_ID tmrvice response into the to_ULY scruccure

for aubeequent transfer to the ULP. The data effects of tMa procedure are:

- Data =amined: procedure parameters

)
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- Data medified:
tO_uu .lcn tn ~.semice_raepOnee
to_.111.source~rt te~ULP.deetimetion~rt
tO_~. sOurce_cddr tO_DLP.&s tination_eddr

‘\,

t0_U12.lcn :- local tonnectiOn_name;
tO_JLp.eourmflort ~- aeurca>rt; ,
to_DLP.eource_addr :- aeurce_cddrcae;
tO_UIP.daetinatiOnflOrt :- &stinatiOnflOrt;
to_UIJ.daatinetion_addr :- destinetion_addr;
to_OU. service_rcapenee :- OPEN_ID;

6.5.6.3.8 @en success (10ca3 connection _). The opan_eucceea action
procedure copies the 10=1 connection - eupplled by parroter, and the
OPEN_SUC=SS serviee reepenae lute the to_ULP etructure for eubeaquent tramafer
to tb? UU. The data effects ef thie procedure are:

- Data eramtned: procedure pcr-ter

- Data reedified: tO_ULP.lcn tO_ULP.eervice_reepenae

tO_ULP.lcn :- loce.l_cOnnectiOn_neme;
to_ULP.eenice_reapoma e :- WEN_SUC=SS;

6.5.6.3.9 Report timeout (ev_*);. The repert_ti=~t actiOn prOcad=e
infoms the .UU’:t~t. e ~_ti~out has occurred. The .Ol~~t data in t~ eemd
queue ~;%~r~~ukuedand tha tim?out”tim? reset.

The data ~fects of thie fumction are:

- Data examined:

- Data modified:

kgin
errOr(av_*.lcn, ”UIX_timaOut)
tranafer to_ULP to the ULP named by ev_*_aource~rt;
raquaue_Ol& 6t(ev_*);

end;

6.5.6.3.10 EEQUEUS OLDEST (6V ●);. The requeue_olcket ection protcdure
re!anveethe oldeet data from the aemi_que~ eml requeuaa the deta, reekingit
the youngea’t.

The deta effects of thin Pro=dure are:

- Data examined:

Ov. *aed_queue
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6.5.6.3.11 Teralnate (local connection ream!,description). The terminate.

action procedure ~ies the local ceamction - ad &scriptiOn supplied
by Par-ter , aod the ISSMNATS eerdca rtiponea iatn Cha ti-ULP structure
for wbeeqtmnt cramfer to t~ DIP. Tbe data effect@ of thla procedure are:

- Data exemlned:

- Data med.ified:

procedure.pmamtere

to_lJ12.eeWice_rmpeuse tO_oLP.lce
t0_U12.errOr_&ac

tO_Ow .lcn :- local-cOnnection_naas;
tO_OLP.errOr_daec :- &scrlption;
tO-UU. service_ra9ponao :- TRMINATE;

6.5.6.3.32 Sec rawe retch? lliaeec_rengt_~tch function checks if the
eecurity permsatem (includlag eecurlty level, crmpart=nc, cr.ammlsaion
control code. and haedMng raatrictlom) In tk iOCSIS@7 e~nt fit ~t~n
ttm eecurf~ rangee epecifial 10 the eecuriq liet.

The date effecte nf thie function are:

- Data cuamincd only:

fras_net.npti0n9 leecurity] eu.eec_reugee

- Seturn values - ‘ “ -

NO -- Tbe valuee in the incmlrg .9egm3ntare not within the
rangea apeclfiad in the etete vector.

Yss -- The values in tk incaui~ e~nt are within the
ranges epecified in the state vector.

6.5.6.3.13 Record open paremtera (01.Pidenti.fier, epen me&). The record_
open>remt era act10U procedure copies che valuec provided by tha OLP in an
open request te tk etate vector. The &ta affecce of thie prncedure are:

- Data examined:
frm_UW. eeurceflort
frm_OLP. eaurce_addr
fran_LIW.timamt

- Date mdlfied:
ev *.eource~ort
ev—*.eourca_eddr
ev-~.descinacionflort
ev-~.dentinatlon_eddr

frrsn_OW.precadenca
fras_OLP.e.ecuri~

ev ●.originalfirec
av-*.security
ev-*.clmeaut
SV-*.open_mnde

-Record the enckat-pair ard connection iaforuatlon
—provided in the open eervlce request in che scace_vector.

}
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sv ●.pOrt :=
SV-*.addr :=

frau_ULP.sOurce~Ort;
the addreas of thie TCP;

~v-*.qen_m& :- mpen_mxle;

—Record timout, security, end precedence for ULP ●

‘~f prowided, otherwise aesign defamlt valmes;

if (frem_ULP.securit+./- NULL)
then sv_*.eecurity :- fran_ULX’.security
else 8v_*.security :- DEPAULT_SECUSITY;

if (fran_UIlsec. ra~es /- NULL)
then av_*.eec_rangee :- from ULP.sec_ran~s
else sv_*.sec_ranges :0 IEfFAULT_SSC_KANGES;

if (frm_ULP precedence /- NULL)
thcn sv_*.origfnalflrec:- fram_U12.precedence
else av_*.orlgindflrec :- DEPAULT_PSECEDEN~;

if (frad_UW timeout /- NULL)
then sv_*.ulp_tineout :- frmn_OLP.tiaerut
else sv_*.ulp_timcmmt :- tEFADLT_TIMEOOT;

if (sv_*.open_mode /- UNPASSIVE)
then sv_*.destinationflort :- frOn_ULP.destination~ort;

l.-*..!---.... .-,-.,.:~v_*,.,destination addr :- frm ULP.destin.scion_addr;
else sv ●.destination-~ort :. NULL~

6V—*.destination addr :- ~L;

6.5.6.3.14 Try to deliver. The try_to_&liver action procadure determines
from the receive allocation, the receive queue size, and the receive push
ad urgent variables Imw mmch data to &liver to the loal ULP. This prm
cedure is called from semral places for both OLP A and ULP B in the eervica
nwchime &f imition. Where the sv_* notation is used, the epprmpriate state
vector na~ should be replaced. The data effacts of this procedure are:

- Data cxcmlned:
I

- Data mdlfled:

I --The ammunt of data

sv ●.source~orr

tO_ULP.data
to_ULP.data_length
tO_ULP.urgent_flag
tO_ULP.lcn
ev ●.recv_qwua

delivered is baeed

av ●.racvfiush
av—*.recv_urg
SV-*.recv_allOc
SV-*.recv_queue_length

on the amount of pushed

I -ata walti~ and the receive elloeatlon.

if (sv_*.recv~ueh /- O)
then --As much pushed data allowed by tha recv allocation

—is dalivered.
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) ff (ev_*. mcv_aLloc > ev_*.retv~h)
tbn

to_oLP .&ta_lac@-l :- sv_*.ratvJrua&
sv_*.rem>sh :- O;

else
to U12.data_length :. ov_*.retv_elloc;
ev-*.re~fluah .‘- sv ●.remflueh - to_OLP.data_length;

else -Uick-ut a PUSH. them TO w guaraatee nf delivery.
-Deliver SO= amount of data leaa than or equal to receive
-allocation (poaaibly none).

to_ULP.&ta_length :- anme value;

if (m-UIP.data_l.ength /- O)
then -Update state vactnr elemnta and prepare data

+d par~tete for dellvery.
tO_IJLP.lcn :- av_*.lcr,

--Urgent data cannot be dallvarcd followed by non-urgent data.
—I f ‘and-of-ur@nt - falla in date to be delivered, make
+wo eeparate deliveries.
if ((sv_*.retv_urg /- O) and

(ev_*.racv_urg < m_U12 .data_18ngth))
than bcgLn

—Deliver urgent data alone.
save :- to_UIF’.data_langth;
to_UIZ’.daca_kngth :- ev_*.rem_urg;
m ●.rec._urg :- O;
tO~U~ .urgent_flag :- false;
Daquew to_ULP.deta_lengrh octets froraav_*.rem_queue

aul place in tO_UIP.dat%
av ●.ram CLIOC :- av ●.recv elloc - to UIP.data_leagth;
~v-+.rem~qWue_kWtX :- sv~. rem_queze_length -

t0_U12.deta_length;
TRAMPER to_ULP tn the ULP nnmed by e._*.aource~rt;

‘Repare to &liver remeinirtgnon-urgent data.
co ULP.deta_langtb :- save;
ad-;

--If urgent data follows tlm data beiog delivered, inform.ULP.
if (m_*. recv_urg > to_ULP.data_length)
then

to_U12.urgent_flag :- ITUIB;
av ●.recv_urg :- _av ●.recv_urg - to_ULP.deta_leogth;

else -
to_ULP.urgent_fleg :- FALSE;
av ●.recv_urg :- O;
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Dequeue w_U12 .deta_Length octets frau sv_*.recv_queue
and pLece in to_UL@.datw,

~ ●.rem CJ1OC :- av_*.rem_alloc - tO_~ .data_Lew3tW
SV-*.Ke~~q ueue_3.ength:- av_*.rem_queue_length -

tO_ULP.data_Lengt@
TRANSFER tO_ULP to the OLP named ~ ev_*.aouree.rt;

)
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i
7. SBRVI@S liBQiJ=D PBOM LOWRR LAYSR

,’
7.1 Goal. The snal of this section 1S to &L7Ctib13tb minimum Set d

.servica=quirad ef the metwerk layer protocol by TCP. The aervicea requLred
are:

● ✎ data tramifar eemiee
b. ~neralizad natwfi eat-vice
c. error repomi~ semice

7.2 Service deecrlptinna. A &scription nf each eervice follon.

7.2.1 Data tranafer eervice. The lewcr layer protocol mt provi~ &te
tramf er tmtueen lCP -duLee in a cmmmicati.on ayatm. Such a aysta ~
coneiet of a ●ing2a natwork or a aet af interconnected networke fordng ao
internet. Data must ●rrive ●t a daatinactin with no=ero prohbility; ●mm?
&ta lees moy occur. The data tranefer earv2ce ie not raqulred to praeerve
tlm order in which portiom of data ere supplied by tbe eource upon dd.ivery
et the deecination. Data deliw.red ia not neceaeerily errorfree. Tba l-r
2eyer protocol met provide data trarnfer tbrougbnut ttm ayotem. TtX need
on2y supply globe2 addreaaing end control info-tion with aacb portion of
data m b &2.ivered. Routi~ etxlnetwork epclfic cheracterietics era
harcllaiby ttm network layer protocol. Por example, TCP need not be aware
of carrent topology or packet sixe reatrictione to trarmsit ee~nte tbrougb
a particukr netwerk.

.. . {:. ----
7.2.2 CaneraMzed network service. Tbe lower 2ayer protocol mat provide a

rnarn for TW co aal.ectfrom the cranemieEion service qudltiee provided by
tk c— icatien ayatem for each pemion af data ddivervd. The tramniesion
qu,dlty parauetern must inclu& precedence. Aleo, the lower layer protocol
mat provide a meam nf laba12ing e.acbFortioa of data with eecurity info--
tion Including security level, compartmntation, bandiing restrictions, end
tremmiaaion control code (i.e., cleeed Nmer ~cmps).

*

7.2.3 Brror repnrtlng eervice. The lmmr layer protocol mmt provide arror
reports te TCP Itiicacirg diacontimation of tk above eervica caused by
cetaetrcp.hicconditiom in tbls or lower layer prorocob.

)
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8. LWISR IAYRE 8SRVICS/13KEPlACZ SPECIFICATIONS

gna2 of this section is to epecify the minimal subne-ork
required by TCP ad tha interface thraugh which those

8.1 Goal. The
prntoco=rvices .
mervicee are accessed. The first pert definee the intera~tion primitive.e
ani their parzters for tke lwer interface. ~secoti part containe the
abstract mechlne epetification cf the lnwer ,,laye,,qervicesend interaction
discipline. !,

8.2 Interaction primitives. An interaction primitive dafinca tha purpnae
ad content nf info-t ion exchanged between two protocol layere. Two kinds
of primitives, breed on the direction of information flow, ere &fined.
Service requeete paes information downward; eervite reaponaea paaa hfOrM-
tion uprard. These primitives need nut ocrur in peira, nor in e eyncbronoua
menner. ?het is, a request doea not neceseerily eliclt a ‘reepnnae”; e
‘respnae - My occur imiependently of e request. The informctirm associated
with an interaction prlaitive f823s into cm categories: Permtera and
data. The parameter describe tb data eti irdicate Imw the deta la to be
treated. The data ia nut,exaa2nad or mdified. The formet of interaction
primitive information ie Iinplemantatioadependent enl 80 is not apec2fied.
A given T@ imple=nt etion MY have nlightly different interfecea impowed
by the nctnre of the network or exetution environment. Under such cireum-
atencee, the prltitlvea can be emdlfied to include more parameter or addi-
cinnd prititivea ccn te defined. However, all TCPa must prnwide et least
the interfate epecified below to gucrantee that ell ‘NT implemcntetione
-n suppnrt the ecm protocol hierer~y.

8.2.1 Service’request primitives. A ainglc service requtit primitiva is
rqulred fran the network protocol, NET_SRND.

8.2.1.1 SS? SSNO. The NET_SEND primitive concaina complete control infor-
matl.nnfor each unit nf data m be ck!llvercd. TCP pcsaes in a NST_SSND at
leaat the following info-tion:

a. eouree eddresa - address nf TCP sedins data.——

b. destination cddreea - cddreae of the TCP to receive date.

c. protocol - identifier aeslsued to recipient lCP.

d“ s = ~ i~i-tore - rel.ativctransrnlaeionquality
asanclated with unit of deta.

- precedence - one nf eight levels: (Po, Pl, P2, P3, P4, P5,
P6, P7) where PO <- P1 <- P2 <- P3 <- P4 <- P5 <- P6 <- P1.

reliability one of two bvele: (RO, R1) where RO - normal
rel..iabil.ityaxrfRI - high reliability.

\
1

- &lay - one nf WO Ievela: (DO, D1) where DO - normal dclcy
and Dl - low delay.
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e.

f.

~.

b.

i.

1.

- throughput - one of two levels: (TOO Tl) wbre TO - normal
throughput ad T1 - blgh throughput.

identifier- valwE distinguishingthie pnrtion of deta froa
otbeta cent by this U’12.

don’t fragm m indicetor - flag slmriug whetkr the oetvork
~col mn freguent data to e.cconp2Ashdelivery.

time to live - value in secouis itiicating ns+ximm l.ifet~ of———
deta within the network.

data length - 2ength of data &in8 tr.snwnittd.

sF!s&!14!E!2- eptlona requeeted by TCP from those supparted by
network protocol including at Lenat eeeurity labe12ing. (The
Internet Protocol supports security le.belling,eource reuting,
return rmti~, stream identification, and tiaeetempiog.)

date - preeent whan deta length in greater than rero.

8.2.2 Service response primitives. A single netvice reapenee primitive,
D~~R, 10 required of the network delite~ service.

8.2.2.1 SET DELIVER. The fiST_DELIV8Rprimitive contains tbs deta peseed
by a source TCP in a NET-SESD, along with addressing, quelity of service,

) ad option information. TCP receives in a NET_DELIVER et lease the foll~ng
infomtion:

a. Bnurce addreae - addrese of seuilng TCP.

b. destination eddreoa - addreee of che recipient TCP.

c. protocol - identifier eaeigned to TCP ae eupp2ied by the

sending TCP.

d. type nf serwicc imiitntore - relative transmission quality
aasocieted with unit of &te.

-- precedence - one nf eight levels : (PO, PI, P2, P3, M, P5,
P6, P7) ubere PO <- PI <- P2 <- P3 <- P4 <- P5 <- P6 <- P7.

- reliability - one ti two Ievele: (RO, RI) where RO - normal
re2.iabi2ityad R1 - high re2iebi21ty.

- &ley - one of two 2evelo: (DO, D1) where DO - normal
delay ad D1 - low deley.

throughput - one of two 2ewels: (TO, T1 ) where TO = normal

throughput aruf T1 - high throughput.
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e. data length - length of receiwcd data (poaaibly zero).

f. option data - optioae requeeted by source TCP cc eupperted by
the network includiag at Leaet aecuricy labelling. (The Inter
net Protocol aupporta eecurity labelling, enurce routing,
return rcuti~, Btream idantificatiou, and tiwestamping
nptione.)

g. data - preeent when data length is greater then zero.

8.2.2.1.1 NET DEL2VSR error re~rts. In addition, a NET_DSLIVER may con-
tain error reports fran the network protocol eithkr tugether with paramrstere
ard data listed above, or, independently of that information. The detaila
of tb error rqmrta are network depenient.

8.3 Extended state mchine apecfficetion of services required from l-r

lSZSE. The exterriedstate machine in this eection &finee the behavior of
the entire network protocol service ma~ine from the perspective of TCP.
This service machine is mudelkd as a “black box- whose internal actiom are
hidden from the TCPs ueing tk aetwofi protocel1s aervicea. The TCP-peir
prevides etimuli, in the form of eervice requcste, and receives the reeulting
ne1370* protocol reactione, in the form of service reeponaes. An almtract
mechine definition is canpesad ef a machina identifier, a state diagram, a
state vector, a set of deta st ructares, an event list, and an evente ad
actions correependencc.

8.3.1 Machine instantiation identifier. Each uppar interface state machine
16 uniquely i&ntified by the four interaction primitive par~tera:

a. source addrees
b. dentInacion addrees “
c. protocol
d. identifier

One state machine inetance exists for the NET_SSNO am! NRT_DELIVRR primitives
whoaa parameters carry the came values.

8.3.2 State diagram. Thr upper interface state machine hee a aiugle state
which never chcngeta. No diagram 18 needed.

8.3.3 State vector. Tbe upper interface state machine hac a single etate
which newer changes. No state vector is needed.

‘)

8.3.4 Data etructurea. For clari~ in the events am.iactions ~ection,
dcta structures are declared for the interaction primitive and their perame-
tera. A eubeet of ADA data constricts, ccmmmn to mst high level Iengucgee,
IS Used. Eowevwr, a data structure may be partially typed or completely
untypad where specific formate or data rypas are implementation dependent.

)
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8.3.4.1 To MET. The to_NST structure lmlda tb interface peremtere and
data eeeeci=th the SXT_S~ primitive specified above. Thie structure
directly correeponde te the te_NXT structure &c3ared in paragraph 9.4.4.4 of
tk mechaniea definition. The tJ_NET etructure is dec3ered me:

~ to_NST_~pe &
recerd
7iRc_ad dr

cleatinetion_aldr
pretocol
type_Of_service la—
record

precedence
re31ebiUty
deby
throughput

t ime_to_3ive
donc_fr~nt
lea@h
&ta
eptiem

arufrecord;.—

8.3.6.2 Prom NET. The fran NET structure Imldn interface per~tere atal
dats associ~ the NET_D~~R ~imitive, as spacifled in paragraph
8.2.2. This structure directly correepenrk te the fr-_NET structure declared
in paragraph 9.4.4.5 of the mechanism defInition. The frar_NET etructure ie
&clared as:

~ frao_NET_type ~
record.—
aource_cddr
&stinet ion_eddr
protocol
type_d_ae rvice la—
record

precedence
re3iabi3.ity
&lay
ttmmghput

end record;.—
length
data
opt ions
error

end record;

)
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8.3.5 Evant I.ist.The
spacified in Section 8.2.
ad an abstract timaatamp
list is as follow:

events are drawn frnm the interaction primitives
An event 18 cmpoeed of .a aervica request primitive
to imiicate tha time of event initiation. The @vent

a. NET_SEND( to_~T ) at time t.

b. NULL - Altlmugh no aarvice requcat 16 imr!uedby TCP, certain con-
ditions within network layer or lower layera produce a eervice
respnnae. These corditiona can include duplication of data aml
eubnet errora.

8.3.6 Events and actiona. The following section &finee the eet of pos-
eible actiona elicited by each ewsnt.

8.3.6.1 EVSNT - NET SEND (to NET) at time t. Actions:

a. NET_DELIVER frcnt_NETat ti~ M-N to TCP at destination to_NRT.
destination_addr with all of the following prnperciaa:

The tine elapsed during data trancmiesion satisfies the
time-to-live limit, i.e. N <- to_iET.tim_to_3ive.

The quality of data transmieaion is at leaet equal to the
relative 3evels epaciflad by to_NET. typa_of_eervice.

if (to_NET.dont_fraguent - TRUE) then network layer fragmen-
tati,onhas not occurred in transit.

if (to_NST.optione includee loose source routing) then
from_NET.deta hea visited in transit at leeat the gatewaye
named by the eource provided by NET_SEND.

if (to_NET.optiom includes strict source routing) then
frmn_NRT.data has vieited in transit only the gatewaye
nemad by source rate provided by NST_SSND.

if (to_NRT.optioru includes record routing) then the 3iet
of nodes vieitad in transit ie delivered in from NET.

if (to_NST.opciona includee eecurity labe13ing) then the
eecuri~ label is delivered in fram_J!dT.

if (to_NET.optiow includes stream identifier) then the
acreaw identifier is delivered in frar_NET.

if (to_NET.options includee internet timeetemp)
internet timeatamp is delivered in frnm_NRT.

then the
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1 b. NIST_21RLIVERto TCP eeurce tn_N’ST.eourcf_eddr indicet ing one nf

the follnwing error condicione:

- &etinetion m_NET. destinetion_eddr unreachable

- protecol to_NRT.protnenl unree~eble

- if (m_7RT. dnnt_fre8a=rit- TWS) tkcn fregmntation needed
but prohibited

- if”(to_NRT.eptiorn conteirm any optinn) then paramter prolr
lem with eptinn.

OR,
c. nn actinn

8.3.6.2 RVRFI - NULL. Actinee:

a. NET_ORLIVRR to TCP at enurce tn_NET.❑nurce_addr imliceting tbe
following error condition:

error cnnlicinrn in network or lower layere

OR,

?

b. NET_ORLTPER frm_NRT et tire c+N tn lCP et destinetinn to_N’ST.
dnscimtion_nddr with ell nf che following properties:

Tbe c- elapeed durirg date trarnmi~eion eatieflee tbe
time-cc-live limit. i.e. N <- from_NST.tims_tn_live.

Tbe queli~ of date tr.ernmiesinnis at least equal to the

rel.etiw leve2e 6pecified by frem_NRT.type_of_service.

if (frm_NRT. donc_frcgmnt - TRUS) then network leyer freg_
msntatinn hee not occurred In traneit.

if (frem_NRT.eptiom includes loeee enurce reutirg) them
to_NRT.date has vlsiccd in maneit et 2eeet the getevays
nemed by the eource prevlded by NET_SRNO.

if (fran_NET.nptioae includes ntrict eource routing) then
to_NET.dete has visited in tramit on2y the gateways neued
by eource route provld.d by NRT_SEND.

if (frm_NST. nptions includes record rcuti%) then t~ Met
nf nndee vioited in craneit 1s delivered in to_NRT.

- if (frcm_NRT.nptione includee eecuriq labelliw) t~n t~
eecuricy label ie delitered in to_NST.
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if (fra_NE.T.optioua includesstre- identifier)t~n t~
stream identifieris delitereAin to_NET.

if (fra_NET. optione Include@ lute-t t~stmp) t~n t~
internet timeettmspis deliwsred in to_NST.

. ..
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9. TCP SNTITT SPBCIPICA2TON
,,

9.1 Goal. * goal of this eection is to &fine the nechanie.meof eecb
TCP ent~aupperting the services Providd by the TCP service machine. The
firet eobsection motivates the epectfic =chan.fsma chosen ad diecusaes
the finderlyingphilosophy of those clmices. The second eubeectlon defines
tlm format erd use nf the lCP”aeguent heeder fielde. The bet subjection
specifies an extended state mechine r’epresemation ef the TCP entity.

9.2 Overview of Tt2P=cbenisme. The TCP inerhenisme are mntivated by TCP
sarvlces, described in Section 5:

a. mQt iplexing service
b. cnnnection menage-nt services
c. data trampert eervice
d. errnr reporting sarvica

9.2.1 Service SUPPort. Eech eervice cald be eupported by any of severel
=chenlsme. The selection of rmchenieme ie guided by &sign etanderde includ-
lW simplici~, generality. flexibility, ed efficiency. The mechanism
&ocrlptiorm identify the nervice or tzerviceseupperred ami expkin bow the
fmxhaniema w*. Thie ovemi~ begirm with en introduction te se= hsic
terminology ueed throughout the TCP entity ~chaeisme diecusainne. The
axhanlsme present in a lt2Penti~ are:

e.
b.
c.
d.
e.
f.
g.
h.
i.
j.
k.
1.
n.
n.
e.
P.

flow ceatrol windowe
duplicate aml cut-of-order dsta &cection
preiclve acknnwledgumuts with retramemieaion
checkeum

push

urgent
LILYtlmemt
uLP_t211mut_act10n
security and precedence
securi~ renges
multi-addreaaing
paasive ad active epen requests
three-way hondehake for STN exchenge
open request metchicg
tbre=ay hendehake for PIN exchenge
recats

9.2.2 Back~ound and termlnolngy. This eection preeants the terminology
used in the aecheniam deacrlpciona. The cnncept of seqoence tnmbere and
aequente apece, the variables maintained In a state veccor (defined in par8-
graph 9.4.4.1) end e~nt hen&r fields (clefined in Section 9.3) are intro-
duced. Aleo preeented .1s a 2iat ef cke etetes within the ‘KP state mechine
(defined in Sectinn 9.4).

9.2.2.1 Sequence numbere. A fundamental notion in the design of the lCP
entity ie thet every octet of data cent over e connection hae a sequence

)
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number. These sequence nambera are used by severe2 =chanisme (data orderi~,
duplicate detection, peeitive acbowleigment with retranamiseion, and flew
control wiulowa) to previde re2iab2e, ordered data tra=fer. The aaquence
number carried in a TCP haa&r is .a four nctet value designating the eequence
numbar ef th? firet octet of date in the ee~nt. Bach succeaeive date octet
is numbered sequentie21y.. Thus, ea~ segmnt is bound to es many comecutive
sequenc& numbers aa there are octets of d,atain tha segment.

9.2.2.1.1 Nunberimgscheme. The numberingschems is extendedto inchmle
certaincontrolinformationea well. This ie achievedby implicitlyincluding
sore contrnlflage in the eequencespace an they can be reliablytrammltted
witlmut comfusion (i.e., one arc!only one copy of the control will be acted
upnn). Control information ie not phyeice21y carried in the @~nt data
epace. Cormequently, ve muet tdept rules for implicitly aeeigning eequnce
numbara to control. The ‘SYN- 81KI‘PIN- flage are the only controle requix-
irg this protection. Theee controls are ueed only at connection epening and
cloeing. For saquence number purpneee, the ‘Si’N”is considered to occur
before the firat actual data octet of tb eeg~mt in which It occurs. When
a “STN” ie present then SEG.SEQ ie the eeqtmmma rumber ef the ‘SYN.” The
FIN ie co,rniderd to occur after tlm Leet actual data octet in a eegnmnt in
vbich it occure. The s~nt 2.engtb(LEN~H). includee both data and eequence
space occupylns contrnls. It ie eesentia2 to remember that the actual eaquence
number epace, ranging frao O to 2**32-I , ie finite chnugh very 2.arge. Because
the mpece ie finite, all arittitic .&aZing with eequence numbers muet be
PeFfomed rmdulo 2**32. Tbie uneigned aritlunrticpreservee the re2ationeh2p
of aequnca mm$e~ ae-they ~ap areund frmn 2**32-1 to O again.

9.2.2.2 Connecting sequence variables. To maintain a connection, a TCP
entity records ad updates connection statue information in a state vector.
(This is alee ca21ad a Traneudseion Control Block, or 2CB.) Among the statue
information aterel in the state vector are sequance variablae describing
the data excheti~ over the connection. A connection earriee data in two
dlrectione, and eo each TCP entity maintairm eequence var2ab2e6 for beth the
data it eeda and the data it receivee.

9.2.2.2.1 Send variablea. Seti variablas are used to track the etatas of
the sand data etream with regard to ackn~lei~nta, urgent data, pushed data,
window al.cead position, and the initial aeqwnce raunber. This list la a
subset of the cnmplete I.ietof all aeti variablea appearing in the”state
vector &finition, paragraph 9.6.3.

a.

b.

c.

d.

SENO_NSXT - eed next, the sequence ramber of the next octet
of data to be cent.

sBNo_UNA- aeti unacknnw2adged, all octets up to Lut net
including thie sequence number have been acknuwladged.

SEND WNDw - eemi window, the amber of data octete currently
a.llo=ad to .lte cent reht iva tn SENO_UNA.

SBIW_USG - aeui urgent peint, the 6eqwnce amber of the 2ast
octet of urgent data.
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e. SEND_PUSE - send pueh point, the sequence number of the Leet
octet of pushed d9ca.

f. sEND_LAs2uPl - 2ast window updete one, the eequence mmaber
cerried by the incoming eeguenc used for 2est windew updete.

~. sENl_LAs2uP2- hot windw updete tmo. the acknwledguent mmber
ccrried by the incoming eegment ueed for I.eetwind- updete.

h. SEND_ISN - initlel eend oequente rember, the eequence tier
of the SYN cent on thie connection.

These ncmes correepend to the stete vector elements defined in paregraph 9.4.3.

4.2.2.2.2 Send sequence spece. If the space of send sequence numbere 1s
pictured ee e mmber Ilne, the follewing diegrem shwe the ralatioeehips emmeg
noms of the verieblen defined above.

1

-—-----l-- 2 1- 3 l-Q–––
SEND_UNA SEND_NEXT SEND IJIU .

+ sw-_wNDw

1- old eeqmenco eumbere which have been ecknewledged
2- aequente mxnbere of cent but me yet uoecknewledgcd &tn
3- sequence numbere ellewed for new deta treeemiesion

(i.e. the unused serrlwindow) -
4- future eequence rumbere which are not yet ellowed .

9.2.2.2.3 Receive variables. The receive veriables track the receive Ate
stream in regard to ecknewledgnmts, urgent deta, pushed dcta, windmw size
emf poeitien, and initiel aequeneo umber. These variables are a subeet of
the stete vector elemnte defined in peragraph 9.4.3.

a. RSCV_NEXT - receive next, the seqmnce mnnber of the next
dmta octet to be received.

b. rlEcv_wNDw- the t-umberef data octets thmt cen turrently be
received starting frrm ItECV_NEXT.

c. sEcv_uftc - receive urgent .pelnt, the eequence number of the

leet octet of ur~nt dcta.

d. RSCv_PusH - receive push polnc, the sequence mmber of the
bet octet of puehed deta.

e. RSCV_ISN - initial receive eequence trumber,the sequence
number of the SYN received from che remte TCP.
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9.2.2 .2.4 Receive sequenm BPace. If t~ space of receive sequence mmbere
is pictured ae a number line, the followi~ diagram showe the re2ationahlps
among same af the variab2as defird ,abeve.

-––-LI-–J—— l-J–––
REcv_tmT SEcv NsxT

+ K13@nmw

1- old sequence numbers Aich ham already been accepted
2- sequence mmbera ellnwed to k received

(i.e., the receive window)
3- future aaqwsnte txnnbersnot yat ellnved

9.2.2.3 Current segment variablee. TCP entities communicate in unit6 of
exchange celled oegmcnte. A segment is made up of a header, containing
addressing amf control imformction, and a text area, containing a portion of
the Bend or receive data etreams. A formal definition of tha ee~nt header
formct appeare in Paragraph .-9.3. The following hea&r fielda and reletad valuas
are ueed in the mechaniem description.

a.

. . .. .. . . . .

b.

c.

d.

e.

SEG. SEQ seg~nt eequnce mmber, the eaquence number cerriad in
the eegmant haader. It may numbar the firat octet of carried
data, number a ecquna control flag, or (in an empty aeguent)
indicate the next octet to ba sant... .

SfZ.ACK - segment ecknouled~nt mmber, the acknewled~nt
from the sending TCP. That is, the next sequance numbar
expected fran the receiving TCP.

SE.WNDW - saguent windnw, the current mmbcr of octets that
the a.cmding‘lVPwill accept ee ceunted fra SEG.ACK.

S?X.USGPTK- eegment urgent pointer, the number of data octete
remaining before the eni of tbc urgent data, aa counted from
SEC.SEQ.

LEHCTH - seg=nt length, number of octets of header and text

)

carried in ~he taegne~t. This valua is supplied as a service
reapnnee percmcter.

9.2.2.4 Connection etatea. A lVP conneccion progresses through three
phasea: o~ning (or synchronization), maintenance, and cloeing. The three
pheees are broken down furthar into atatca which represent significant stages
in the handahake mechanism of connection opening aml cleeing. These statee
corrcepond to the values aasuued by the primary element of tbc state vector
structure, Bv.state. The TCP entity statea are:

\
) I

)
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b.

e.

d:

e.

f.

s.

h.

i.

j.

k.

LISTSN - mfter a peasi~ opn rcqumet fron the locnl OLP,
repreeeets waici~ for a cenoection reqwst frrn a remte TCP
(10 t~ form of a STN segrnnt).

SYN-SSNT - eftar an active cpen req~at fren the 10CM1 UIX’
and having cant an opn r~ueet (i.e., a SYS), represents
waftitg for a eetcbi”~ connection open reqtnmt (i.e., aumher
SYN) from the remote =.

SYN_EISCEIVED- repreeenta walti~ for s cOnfiminS connection
rcqueet ackeauledgment (i.e., the ACK of the STS) after having
bnth received ed cent connection ~ueete.

PsrAsLxsMED- raprasanto an open coeneccion on which &ta am
be peeeed between Us in both direction.

PIN_WAIT1 - after a clnee aervlce requeet from the local UU,
repreaants waiti~ for either a close rmqueec (in the fnrm
of a PIN e~nt) from the remete W, or an acknnwledgmenc
of the cloee r~uet elredy cent (i.e., an ACK of the PIN).
Data received fron remote TCP ie delimred to the 10CM.2OLP.

FWN_VA2T2 - repreeenta vaicirg for a connection temainecion
raqueet (i.e., a PIN) from the remnta TCP. Data raceivmd
frm ren@te TCP la de2ivered to tbe ln~ U12.

C1.OSE_WLUT- reprasente having received a connection clme
rcqueet (i.e., a PIN) frrn the r-:e TCP and wsitirg for a
comnection clnee requeet from the local OLP. Data sent bp
the local UI# is aenr te tlw remete TCP.

lAST_ACK - repreeento having both cent awl racaived a con-
nection clme req~ec, having ackn~ledged the remte cloea
request, and waiting for the laet ackenwltd~nt from the
r~ote lCP.

cLos2t’c- repreeeoca waitirg for the ecknmiedgmet of a con-
nection close requeet (i.e., an ACK of the PIN) from the remote
TCP.

TI.nE_WAIT - rqreeenta waiting for encugh time to poee to
ensure the remote TCP bee recaived the achewledgnmnt of its
connection cleee request.

CL4JSSD- repreeenta no connection.

The full fhfinition ef the TCP otatee, avents, and proceeding appeare in
Section 9.4.

9.2.3 PIIX contrnl wind.x. ~P provides a flmw control mechaniem, called
a window, te enable a receiting TTY entity to govern the amount of deta

)
tr.emmtttai by a semiing ~P enti~. A widow is an ‘abenlute- flw control
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tedmique. Abeolute flew controldefinesan intervalof eequencenxnbere
correspondingto the amnumt of data an entity is willing to accept. This
tecbniquc prevents ambigui~ introduced by duplicate ee~nte because pel-
ndoeion to trenamit is specified cs a specific range of eequence number13
retber ‘thenan incrcme.ntelvalue. The receiving ZCP aaintains the emunt of
data allowed for acceptance in the receive variable ~_aWDU. This value
is bnund to t~ receive sequence apace beginning at RECV_iEZT, the next
e~cted data octet. A TCP entity caumunicates ite current receive wld~
to the remte ‘lCPby placing the wirxlew in each eutbound segment header in
the following menner. The window field ef the segnmnt hea&r, SEG.WI~,
is a positive integer value -pressing the mmbcr af acceptable data octets.
The acknca?led~nt mmber in the seg~nt header, SSG.ACK, aeeocietee that
quentity to th receive eeqw?nce spece. Thus, the receive window sterte with
SSG.ACR ami continues thrnugh the number of octets indicated by SZG.UISDOU.
As each incrming segnent is validated by seqmnce number ard acknculed~nt
(Sectione 9.2.3 ad 9.2.4), the TCP entity records the windew size in the
semi variable, SEND_UNDW.

9.2.3.1 Shrinking windats. A ~P entity is strongly discouraged.$rau
‘ehrinking” its receive window. A wimiow is eaid to shrink when a TCP
entity advertieee a large window and subsequently edvertiaea a smaller one
without having accepted the differancc in data. Such behavior complicataa
the eeIxIdata algorithm of tha peer antity. For aramule. a sew.iingTCP
fw -t Umn a lewe ~~ow ~loiathn by iemihs all if the+ve.rthd
eumunt. When the window ebri&a, data alre.dy =nt bec~ea outeide tlie
~miow. The sander must either aet back the aemf.variablee and rewve
deta frm the retransmission queue to “unaemd” the data, or elee ignore
the smaller window. The rotitncse principle mandates that although
a TCP entity does not shrink its own receive window, it will be prepared
for such behavior by other entities.

9.2.3.2 Zero windewa. Wiodowe can close, that is becaae zero in length,
when a receiving TCP hes no mre room to receive data, either bccauae
the O’LShe stepped accepti~ or kceuse eysten resources have bean
cempnrarily exhausted. In this situation, the sending TCP normally weuld
not send data. And , if no data is generated by the other ULP, the aemiing
entig will receive no ncw windnw updatas. Without apeciel mechanisms,
zero wimiowe cnuld halt data transfer. With a zero 6end window. a aeuling
TCF must be prepared to accept from the 10CC2 and send to the,remote TCP at
I.eeetone oaet of new data. Aleo, a aemiing TCP must tranemit segunta at
regulcr intervale into the zero window in or&r to guarantee that the rr
epeni~ of the receive widow will be reliably reported. Tbe recan~rxled
tranamiasion interval in this aituetion is run minutes. With a zero receive
timiow, a TcP entitg receiving a seg~nt with data must still send an acknwl-
ed~nt showing ita next expected sequence number ad current window even
ttmugh it doee not accept the data. If the receiving TCP emits an empty ACK
a-nt fin OPning its receive wiOdW, it may resuue receiving data more
quickly. Even with a zero recaive wimlow, a ~P must process the ACK, RST,
and 13RGfielde of all acceptable incoming aegmenta.
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) 9.2.3.3 Window updates with O~y data flow. 20.a comection with data
fleui~ primarily io one direction, the wia3w lnfometion will b a~ed
in sagnmnts marked with the a- seqmmce number. If such sagm?mitsarri~
eut_of-ordar, they cannot be reordered. This sitmationlB not aerieue,bmt
it deee allow the wlrdnw info~tion te oc~sionally be beaad on old reports
frrm the receiver. .A atretegy to avoid this probL?m le to check both tbe
stquenca mimber and the acknale.igneer number when deciding tn updata tba
sed widev. That is, uee thr wiedme infomatioo frcaseegumnts cerrylog
either a higher aaquenca amber than pretiaely seen, or the .aam aequamce
taunbarard the bigheat ackmoule.dgmnr number. The bigheat aaqtctn~ .mmbar
nf an Inceming eagrmmt used for a wiml~ update is recorded in the send
variable SENK_LASTUPl; the highamt mcknwledgumnt amber in SSND_LASlUP2.

9.2.3.4 windw -gement amggestions. A TW. entity”a ~tbed of rn~ng
its wlmlw haa algniflcant iafluanca on performance. The follmrlog secriona
d.ismae certain wlmi~ ranageumnt pellcies and thair effects.

9.2.3.4.1 Wind- sir,eVB. actual mapaci~. In @mare.1, edvertiaed mizrlow .
eiza is baeed on the a-t of available receive atoraga. Althou@ indicating
large windwe enccmmeges trarnmlasiern, false wimdem prartleascen degcade peL-
formnce. If the window ie br~r than actual etoraga cmparlty, ~rw &t.c may
errive tlum can tm acceptmi. The arceaa data is diecardad, camoieg its retrarn-
mlsslon. eddlng unnaceesarily co the loed on ths c— ltatlone myetem amd the

semiicg ‘lCP.

)
9.2.3.4.2 Small windars. Allocaci~ very a~ll wi@wa ~uaee data to be

tranamltced in ommy mall ,seguencs. Better ~rfnrmance may be .echieved using
fewer large eagxa3mts. in general, If both aamllng ad receiting wimlew managa-
-nt algnritlursactively attempt te cembiea emall window allocation into
larger wimieua, the terdenty toward small segue.nte can & avoided. One
suggeecion CM avoid smell wlmdo~ ia for a receiving TCP to defer updating
a witrlewuntil an allocation is at learntX percent of tb maximum allocating
pasibla for the connection (where X might be 20 to 40). ?hue, the TCP ceuld
aeml an ACK when a eagamnt arrives (witlmut updati~ the wimiew informatiea),
ad later sed annthar ACK with the larger wlmlnw. Amotber eyggeetion is

for tlm samiing TCP co avoid eemii~ smnll seg~nts by vaiting until the
window is ‘kr@- before aendittgdata. (Note that acknarled~.te abemld
net be delayed or unna~aary retrarnmlaal.ernwill rceult.)

9.2.6 Duplicate and out-of-erdar data detection. The namo~ protocol
leyermay duplicateor charge the order nf aagm?ntsaubnittd by TCP for
tranamlesion. To cumpeneate,a lW entity ueea eeqmencenumbarato detect
nut-of-order am! duplicate eeg~nts. Duplicate segnmuta are discarded.
Segrmnte arriving out of order may, depending on implanmntation choices, be
eitkr diecarded or saved for subseqmnt procaeeing. The duplicate detection
and aequanclng algerithm rely on the mniqmr binding of segrnnt data to
sequence ipce. The algerittrneare tinnedon the aeaumption that mll 2**32
eequnce number valuaa are not cycled tlrreugbbefore the eagmant data boud
to ttmne eeqtmnta munbera bee been &l.iverad ad ackmcwladgad by the receiver
ad all duplicate cepiee uf the eagrnnta heve ‘drained- from the incereet.

)

Wlttuut such an aaammption, two dLatinct lCP aagmx+ntecald conceivably be
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assigned the saw or nver2appi~ seqmence mmbere, caueing comfueion at the
receiver ae to which data is new and which ie old. A eending TCP entity
keeps track of tbe seqmence mmnber mf the next d8te octet to eetxlin the
variable SEND_NKXT. In each nmtgoingaeguent,the entity recordsthe
eeqmencermmber of ths firet data octet in ths segnentheader field,SEG.SEQ,
end advancesSEND_~X’fby the tota2 amountof data carriedin the eegumnt.
A receiving TCP entitykeeps trackdf the eeqmence number of the next data
octet expected in the variable RECV_NEXT. That value and the veriable “RECV_
UNDW represent tb receive window. or interval of acceptable data octets.
Thie intervm2 ie compared against incoming eeguent eeqmcnce nmmbere to
&termine their ‘acceptability.-

9.2.4.1 Incomingand unacceptableaeamenta. An incoming eegumnt IS defined
to be acceptable if any erro~free data it carriee falls within the raceive
window. If tfm eeg=nt doee not arry data, the eeg=nt aeqmence mm.ber must
fall within the receive windw. When the receive window ia zero, a se~mt
is acceptable if ita seqmente mmber equals the next =pected sequence ramber,
Rscv_NExT. The procesairg of unacceptable seg~nta is diecuaeed in 9.2.3.

9.2.4.1.1 ‘In order- data acceptance. The control infnrmetion, including
valid acknowledgment, window and urgent Information, must be used from evary
acceptable eegnent. However, the policy for taking (i.e., addittgto the
receive queue) the date of an acceptable segment can be approached in two

ways. The fimt apprmach takee only in-order data. That is, only data
octets with sequence nmmbere starting at RECV.NSXT and continuing through to
either the end of the amgmcnt or the end of the raceive window (whichever 1S

eherter) are takan. The data octets of acceptable eegmmts with seqmmnce
numbere starti~ keyomf RECV.NSXT are not taken. This ‘ire-order-approach
a.lloweimmediateacknnvledgmentand deliveryto the.ULP.

9.2.4.1.2 “2n wind-- data acceptance. The aecoql approach, called ‘im
wlm.iow-data acceptance, takes any data fa22ing within the receive window. If
the data ie not contiguouswith previnualyreceiveddata,it is savedfor pr~
ceasingmntil the intarvaningdata arrivee. Thus, acknm?ledgnentand delivery
will be de2ayeduntil a contiguousintervalof data arrives.

9.2.5 Positive acknowledgment with recranamiseion. Annther mchamiem
cmnpematirg for netwnrk protocol behavinr is pmsitiva ackncwlad~nt with
retranamiaeinn. This ~chanism replacee data loet or damaged in traneit
through the uae nf eequence mumbere ard acknowledgment. The Lmsic strategy
with PAR la for a sending TCP to retransmit a aeg=nt at timed intervale until

a pQeltiva aclcnwlad~nt ia returned. The mechaniam requirements fnr aegmant
retranamiaaion, acknowld~nt acceptance, transmission Intervala, and eaquence
variable manipulation are described below. The PAR strategy requires ~P to
keep cop~ee nf all aegamnts in order on a “retransmlaaion queue.- Aa each
eegm?nt la cent, a eegment copy ia placed on the end of the qmaue. The re-
transmiaaion queue tmlda the data octets whose sequence numbere bagin with
SSNI_UNA, the okieat unacknowledged seqmnce rmmber, and ende with SE~_LHT,
the next octet co be sent. When all sent data hae been acknowledged, SEND_UNA
equals SSND_SF.XT,and the ratranemission quue is empty. When data is placed
on tha retranmxtaaion queue, a ti-r la eet for the interva2 expected to
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elapse before ita acknoul~nt returne. When a o~nt or an acknowladgmnt
ia loet, the retrarnmission t-r will expire eml the 2CP will retrarnmit the
unackncwledgd data. If the original aegusmt was hat or discarded due to
&maga, the retrarnmitted aeguent ia accepted aa the original at the receiving
TCP. If tbe acknaladguent waa lnat, the receiving T(T dia~rda the retrana-
mittd eegtwu aa a duplicate, but raeetie ite acknnwledgmnt.

9.2.5.1 Acknowledgmentgeneration. Every lCP aagmnt, excluding an initial
SYN eagment, -at arry an ncknwladgmnt imfititl~ current receive variable
information. Acknwltr@mnta are carried in tbe lW aegmmt header in a
four octet field ckaignati~ the aeqtm.neaumber ef the next expected data
octet. The ●ckzmrladgmmnt rnchaniam is caxrulativaaa that an ACK of aequance
mmber X indicates that all octets up te &t net including X have been received.
Tlms, a TCP entity sete the ACK field cd each outgoing segment to tbe vaha
of RECV_NBXT, imp2icitly acatiq that it bee successfully received ayery
&ta octet up to that saquanca number. An ●ckaarlad~nt doaa not guorantea
that data IULEbeen delivered to the LIU, but ooly that the daatination lCP
haa taken the reapenaibi2ity to do ea.

9.2.5.2 ACK validation. Incrrai~acknmledgrasnteere canparedwith che
aem! variableeto &termine their ‘acceptabiUty.- An ‘acceptableACX- is
one forwhich the inequalitylmlda: SRNL_UNA+ SRG.ACK -< SKND_NKXT. In
other wnrds. the acknwledg~nt refera tn data ~ual tn or beyond that already
acknnvledged, and yat dose na exceed .tha sequence amber of data yet to be
aant. If SRG.ACK < SEND_UNA, it is an old ACK and la uaacceptabl. a. lf

SPZ.ACK ~, SSN’D_NEXT, it ,acknnw2ad@@ data unt yet aanto and .eo 18 unacceptable.
When an acceptable ACK rqtila SRND~UNA, w new data 10 acknowledged but new
window information mav ba oreaent. Uhen an accaucable ACK is !zreaterthan
SRND_DNA. it baco=s iha niw value for SEND_UNA.-

9.2.5.3 Retranamiaaion queue re-vale. Acknnwl.edgmnte are net only used
to update SENE_UNDW aod SSND UNA, they are also procaaeed with respect to
the retranamtssien quaua. ~-en an ACK arrives fully acknnwl.adginga aag=nt
on the retranamiaaion queue, the aegueot copy is remved from the queue. An
ACK ia said to fully acknowled~ a eeg~nt copy on tk retranemieeion queue
if the sum of cha sagrmnt cnpy’a aeqwmce mmbar aod length ie leaethan or
equnl to the acknwladgmnt amber ef the inctming aeg!mnt.

9.2.5.6 Retranamimaion etrateuiea. A TCP implementation -Y employ ene
of aaveral retrarnudsaion acracegie9.

a. Pirat-only retraramieaion - The TCP entity -intaine one
retranamieeion timer for the entire queue. When tha retrane-
miaaion timer aapiraa, it aarde tlm ae~nt (or .9aegra3nt’s
worth of data) at the front of the “retransmissionqueue ad
reeete the tiaer.

b. Batch retraramiaaion- Tba TCP entitymaintaineone retrane-
miseion ci=r for the antire queue. When the retranamiseinn
timer axpirea, it aemfa nll the aogrmnte on the retransmieaion
queue and reaeta the ti=r.
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c. Individual retrammiasion - The ICP entity meintaim ome.tbr ‘Y
for each s~nt on the retr.snadseion queue. Ae the ti=rm

expire, the aegm=nte are retramemitted individtilly and
their timers reset.

A brief diet.ssion ef retra=mfesion strategy trede-offe end their relatlnuaMp
to the acceptance pnlicy appcare in Appendix A.

9.2.5.5 Retransmission ti~outs. The value of the retrammisaion t-r’
cm have a large effect on the performance of both the connection and
the network. A tlmeeut interval that is too etmrt reeults in unnecessary
retranemiaaions, wasting both TCP processing ti= and network reanurcee,
while one thct ia tno long reeulta in peer tbrcughput ad poor reaponae
ti= for the ULP. I&ally, the retranemission interval should equcl exectly
the time reqmircd for a eegnwnt te travaree the netvork to ita destination,
be proceeaed, and ita ACK to traverse the network beck to the somrce. Tbia
awn la celled the Ruund Trip Tlmc (RTT) (eee Appendix B). Reeliaticmlly,
hewever, this value is rarely known or conetant. Inetead, an approximstiou
of this sum ccn bc.dyncmlcally computed during the lifetime of a connection.

9.2.6 Checksum. The Cbecbum mechanism auppurts erro~free data tranefer
service by enabling detection & aeg=nta dameged in traneit. A checkeum
value ia cmqmted for each nutbound scgutentand placed in the header’s
checksum field. Similarly, the &eckaum of each incraing segment is c=puted
end cnmpcred egeimst the value of the header’s checkeum field. If the values
dn net match, the lncnming aeg-nt is discarded witbut being acknowledged.
Hence, a dammged segment appears the sane as a lnet e~nt and Is compew
sated for by the PAR wchaniam. TCP uses a simple one’a cmnplement clgeritbm
which covere the eegabmt header, the eegussntdata, and a ‘pseudo heedck,-
The peeudo header ia made up of the euurce addrees, the destination addrees,
TCP’s protocol i&ntifier , end the length cd the TCP seg=nt” (excluding the
peeudn header). By including the extra pseudo header information in the
checkeum, TCP protects itself fran miadelivery by the network protocol. The
checkamm algnrithm la the 16-bit one’s complement of the one’s complement sum
of all 16-bit worde in tha pseudo header, aeguamt hea&r, and the oegmmt
taxt. If a eeg=nt containe an ndd mmber of octets, the last octet is padded
on the right with zerne to form a 16-bit word for checkeum purposes. Uhile
canputicg the Aecksum, the checksum field itself la replaced with zerce.

9.2.7 Push. The data that flove on a connection la conceptually a straam
of octets= netiing TCP ia allmwed to collect data frrm the sending ULP
and to segment and send the data at its nun convenience. The sending ULP
has no way of knnwiog if the data has been sent or 1s retained by the 10=1
TCP or remote TCP ehile waiting for a unre euitable segmsnt or delivery
ef.ze. This mechaniam enables a ULP to push data through both the local ad
remnte TCP entities. When ‘pueh” flag is set in a SEND request, the sending
TCP segrmnte ard eemis ell internally atnred data within flew cnntrol Iimita.
Upen receipt of a pushed aeguent, the receiving TCP must prnmptly deliver
the pushed dcta to the receiving ULP. Successive pushes may not be preaemed
beceuae two or nmre units of puehed data may be joined into a single pushed
unit by either the aemiing or receiving ‘ICP. Pushes are not visible to the
receivimg ULP and are not intended to serve aa a record boundary marker.

i

,... .).
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-) 9.2.8 Urgent. TCP providee a ~amy to canmuoimte to a receiving ULP
that come pnint in the uptamirg data etream han been marked urgent by the
sending OLP. Alee, the receivirigTCP tan indicate when all the currently
kn- urgent data haa been de21vered to the receiving UW. ‘T& objective
ef the TCP ur~nt mecheelsm Is to enab2e the tending VW to stimdate the

receiving VU to accept rnme urgent data. TCP deea not define what the OW
ie required to do with the urgent etate information, but the general notion
ia that the receiving UU will take action te protesa the intervening data
quickly. The urgent uechenism perdta a pnint in the date atrean to be
&s2gnated et the eml of urgent information. Whenever thle point ia iU
advance of the variable SECV_NSXT at tb receiving TCP, that TCP mst tall
the O’lP to ge into ‘urgent mode; - when the raceive aeqwnre amber catchea
up te the urgent pninter, the TCP rmtettell the ULP en se into ‘normal rode.-
If the point is updated ehlle t~ VU ie in urgent mrxk.,tbe update u-211~
invleible en the ULP. Note that urgent data tannot be delivered together
with auy non-urgent data that may follw. The mechaeiam employs an urgent
field which ie carried in all scgmnta transmitted. The USO control fleg
lndicatee that thr urgent fle.ldis meaningful. The urgent fia2d must be
added to the aegmsmt sequence number to yield the sequence number nf the
Iaat nctet ef urgent data. The almente af thie flag indicatea that there
is no urgent data eutatanding. To seed an urgent indication the OLP muet

deo aed at 2eeet one data ouet. If the eerxiiogOLP eleo iedi~tee a
push, timely delivery of the urgent information to the deetinetion proceaa
ie enhanced. When an urgent imiicetion appeara in a Semi eervice request
but the eend eindow dnea not allev &ta to be sent immediately, the TCP

.sfmuldoeui an empty ACK seg~nt with the nev urgent information.
“ J-”

9.2.9 ULP tlmcnut and ULP timeout action. The tl~wt .allewea ULP to
eet up a tlmetat for all dnta edxnitted to the TCP entity. If.eetm data ia
not aucceaafully delinred to tbe destination within the timeout period, tbe
state nf UU_timeou_action ie chet&d. If ~_timeuut action la 1, the TCP
enti~ will terminate the connection. If it ie O, the ‘= entity informe
the VU that a timenut hae occurred, ad tlienmeets the thr. The t~nut

aPPeare M an qtiOnal Parameter in the open request end the eend request.
Upnn receivi~ either an active ripenreqwst, or a SYN aegra2ntafter a
paesivc request. the TCP entity ULUS t maintain a tiuer set for the interval
apCCified by tk OLP. As eckneuledguenta arrive frrm the r~te TCP, the
timer is ancelled and set again for the tiaeout interve2. Ae Pera=ten
of the SEMI reqwst, timecmt ad timmt_action can chaege during connection
l.lfeti~. If the ti~out iE reduced below the age of data waiting to be
ackneuledged, the event dictated by UU_timeeut_actinn will occur. The
imple~ntor may chnoae to allow edditi0nn2 options when inforning the ULP
in aae nf a timenut; for example, informing the ULP only on the firat
tim?out.

9.2.10 Serurit~ TCP makes uae of thr InternetProtocol (1P) eptions to
provide security and precedence on a per connection beeie. The securlty
amf precedence parameter uacd in lCP are tlmee defined in IP. Throughout
this 2W apecificatinn the term ‘eecurity infornetion- indi~tea the eecurity
peremetere ueed in 2P, including eecuricy level, capartment, ueer greup,
and handling restrictions. In order for a TCP connection tn be eetabliabed,

79

Downloaded from http://www.everyspec.com



KIL-sID-1778
IZ August 1983

securiq iafOz-
During a paasive

the modulm at each eul nf tia?connection must agree on the
mation and precedence to be aaeociated with the cemection.
open, the epci.nnexists tn pass a security EtNCtUre of cempartmentn, user
grcmps, and handling restrictions valid for that connectf.nn. The imple=nta-
tion ef tbie data ~pe is deperdent on local securi~ pellcy. For each
permutation, there exists a security-level ran= conpeeed of a high and lww
Ilnk. If only one aecuri~ level is required, the Mgh arrllnw limits weuld
be the came. If nn security structure is paased, the Imple=ntacinn dependent
default structure is used. When an active open request containe eecuri~
para~tera within the rangee specified by tbc passive ripen,a connection la
establlslxwl. Those exact parenetem are then used for the duration of the
connection.

9.2.11 Precedencelevel. The precedence”level nf the connection is negoti-
ated tbrnugh the exchcn~ of luuer bounde by each ermiduring connection
openimg. The higher of ttk?two values is aesigncd tn the connection. If it
is impeesible for the end with the lnwer precedence to raiee its level to
the higher, or te get the eccurity information to match the connection
must be rejected. The inability to mat cb eecurity info-t ion or prece&nce
levels is iaiicated by the receipt af ee~nt.e cfter the connection opening
with the no-tching information. The cennection is then rejected by sending
e reeet. In eddition to sending a reeet, the connection attenpt with mis-
matched security inforeemion may be reperted or recorded in accordance with
local stamiard nperati~ procedure. titer the connection La establiehcd,
the TCY undules nust nwrk outgoing segments with the agreed security informa-
tion arrlprecedenm level. Any incaning eegmnt with agcu~lty itio.~tlo.n - ,,
or precedence level not excctly matding that of the connect-ion‘causesthe
termination nf the connection. A reset is cent to the remote lVP and the
local ULP is informed of the error.

9.2.12 !iultiplerlng. TCP previdee a set of &ddresses, called port identi-
fiers, to allnw for many ULPs within a single hcwt to use TCP crmtmunicetion
facilities sinultanenualy auf to identify the separate data etrecaa that a
ULP may request. Port identifier are selected indepen&ntly by each TCP
entity. To provide unique addresses, TCP conatenctes an i.ntarnetaddress
identifying ite intemet location to a port identifier creating a ‘eockat.-
Thus, sockets are unique threughnut the internemork ad a pair of eeckets
can uniquely idantify each TCP tonnection. A eockct may participate in many
connection to different foreign 80ckats. ~Pe are frea to eseociate ports
with procesees bnwever they cbonae. However, eeverel baeic concepts are
necessary io any implewantation. There are “well-known” sockets which a
TCP atitityaesociatee only with the ‘appropriate- ULP by some Mans. Well-
knewn eeckcta are a convenient methanlam fur a priori associating a socket
addree~ with a standerd service. For instance, the ‘Telnet-Server- proceea
is permanently aesigned to a particular socket, and other aocket~ are rese~ed
for File Tra~fet, Ramote Job Entry, Text Generator, Echner, and Sink processes
(the hat three being for test purposes). A socket eddreea might be ra.vaned
for acceaa to a “Look-Up” service which would return the specific socket at
which a nevly created aeruice would be provided. The concept of a well-knawn
socket la part of the TCP specification, but the assignment of sockets to
eervicea ia outside this specification.

i
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1 -) 9.2.13 Cenmcct.ion OFCoimg mecbanieme. Semral =chenicma are used to
establlsh c0nnacti0m3 between wo lCP entitiee. These mechanieme, iacluditi
ogmn requeeta, sequence mumlmr eyncbronieation, emd initial sequence tcmher-
genermtion, are diecumed below.

9.2.13.1 Ceamection open requeete. TCP”prnvidee e Ll12vith tvo waya of
opening a confection, called pensive open requeeta and active open requeets.
The qen reqweets beve certein permmetere includin8 ,tbe locel nocket euf
forei~ eocket nening the commection.

9.2.13.1.1 Peesive eoen requeet. With e passive open request, the ~P
entity eesigne a state vector for tb confection varieblee, returme e
locel confection nemc, amd LmcaaeE ‘receptive- to coemectiooe with other
ULPe. The foreigo eockztcpermter in e paeei~ open request mey te either
fully epcifid or ueepecifiai. That 1s, when the foreign eecket parroter
10 eat to a specific eocket value, only the IJU with thet eocket identifier
can be cenmected. If tk foreign eocket 16 unspecified (denoted by all
zerne) my ULP an be conoected. Such umepecified forei~ sockets are
allowed omly on peaeive cpen requeacs. A eervice ~ chet wiehed to provide
eeniceo for umknewe other ULPS would isetm an umepecifed peeeive opmi
~wst, euppl~mg ite owo well-knewm eocket for tbe lotel socket.

9.2. I.3.1.2 Active open request. With en active open request, the TCP
enri~ not omly eaoigns a stete vector ad a loal conmection nam, but eleo
actively initiates the connection by eemiing e SYN eegmnt. A COMMeCCion
ie initieted by tb rerclezveueof en erriviog eeguent cnntaimimg e SfN ard a .

;
waiting state vector. The mstchimg of locel end foreign sockccn detamsines
vben .9connection hea been imitiated. There are tvo principal caaen for
metdlng the eetketa in the locnl open requcete to the foreign sockets in
.srriviegSYN eegmente. In the firet cese, the loesl open be fully epecified
the foreign socket en the mmtch muet be erect. In the second mae, the
local peaeive open hea left tk foreign eecket umaperified 80 amp foreigm
encket 1s acceptable as lomg ea tb local eecketa match. Other poesibilitiea,
Left up to the implementor, include partielly restricted metchea. If there
are several pendiog open requeete with the same local eecket, a foreign
active mpen will be matched to a fully specified open, if one exists, before
ealecting an unspecified peeaive open.

9.2.23.2 Threeay bmndeheke. The ‘thre~ay hemleheke- ie the mechanism
ueed to eatabliah a connection. This procedure normally 10 initiated by ome
TCP ad reapomded to by anether TCP. The procedure elao worke if two TCPS
einultaneasly initiate the procedure. Uhen two IJLPeviah to cemmuniate,
tby iaeue open requeate ea deecribed above, instructing their lCPs to
initialize and eyecbronize the =thaniam information on each aide. Enwever,
the petentielly unreliable netwofi layer an complicate the proceae of
eynchronication. Delayed or duplicate segmmta from previoue connection
attempta might be miat~en for new once. A hamiahake procedure with clock
based sequence IUImberais used in connection opening to reduce the feasibility
of such felae conmactiorm.

)
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9.2.3.3 .2.1 Simplest handshake. In the simplest hamdshake between an
active open request end a passive open requemt, the TCP pair @synchronizes
sequence tnrmberaby exchanging three segments. The actively opened lY2P
entity emits a segmnt marked with a synchronize control flag, called a

‘SYW - ae~nt, which is matched at the receiving TCP entity to the passive
open request. The receiving TCP entity emits its own SYW also urrying an
ackmnwledgrrentof ths first STW. That segment IS res~nded tn with an
acknovledgnimt. Thus, a three segment exchange establishes the connection.
When si.multanenusactive open requcsta imitiate the connection each TCP
receives a SYN segmrrt which carries no acknowledgment after it has sent a
STN. Each reepomd with an ackrrnvledgimg segmnt and a connection is

established in four exchanges. Of cnurse, the arriva2 nf an old dupli-te

SYN segwent can potent ie21y make it appear, to the recipient, that a

eimulteneous connection initiation is in progress. Proper uBe of “reBet-
seg-nte will avoid ambiguity in these aces.

9.2.13.2.2 Examplesof connectioninitiations. Severa2examplesof con-
nection initiationfollow. Altbough these examples do not skw connection
synchronization using data carrying segmmts, this is perfectly legitimate,
so lnmg as the receiving TCP does not deliver the data to the ULP until it
la cle=r the data is valid (i.e., the data must be buffered at the receiver
untfl the connection reachea the ESTABLISHEDstate). The three-wayharxfahake
reducesthe poaaibility of falae connections. It la the implementation of
a trade-off betveen memory and messages to prnvide information for this
checkius. The simplest threeaay handahaka is ahovn in the scenario in
Section 4. Other examples.: arejabnwn. belOW. . . .The figures should be interpreted
in the following way. Each line is numbered for reference purposea. Right
arrowa (-->) iruiicatedeparture of a TCP aegnmt frnm TCP A to IVP B, or
arriva2 of a segment at B from A. Left arrnws (<--) indicate the revarae.
Ellipsis (...) indicatesa aegrrentwhich is still in the network (delayed).
An ‘XXX* indicates a segmnt which la laet or rejected. Comnenta appear in
parentheses. TCP statee representthe stateAITER the departureor arrival
of tha segment (whosecontentsare shown in the center of each line). Segnent
contentsare slum in abbreviate form, with sequencemm.her,controlflaga,
ad ACK field. Other fielde such as wirrdnw,addreaaes, lengths, and text
have teen 2eft out in the interest of clarity.

9.2.13.2.2.1 Simultaneous conmectlon initiation. Simrrltaneoualtitiation
la only slightly more caoplex than a three-way harsiah.ske.Each ~P cYc3es
frmn CLOSSD to STN-SENT to SYW-KECEIVED to ESTABLISHED. The principa2reason
for the three-wayhamlshakela to preventold duplicateconnaction initiation
from cauaingconfusion. To deal with this, a epecia2 control meaaage, reset,
is used. If the receiving TCP is in a noneynchronized state (i.e., STN-SENT,
STN-RECEIVED), it returm tn LISTEN on receiving an acceptable reset. If
the TCP is in one of the synchronized statas (ESTABLISHED, FIN*AIT-1 ,
FIN-WAIT-2, CLOSE-A2T, CLOSING, IAST-ACK, TIME-WAIT) , it aborts the con-
nection ad infonrm its ULP. This caae is diacueaed under ‘half-open-
connections below.
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TCPA

1. Cwsm

2. “SfN-ssm -->

3. BTN-RSaBIPm <—

4. ...

5. BTN%SCSIVBD —>

6. ESTABL2SNED <--

7. ...

TCPB

CLosm

CWQ-1OO><CTL-SYN) ...

<ssQ-3ooxcflPsTN> <— SYN-SSNT

CBBQ-1OO><CTL-STID —> sYN-sEm2vEo

CSQ-1OOXACK-3O1 X~-SYN ,AC10 ...

W?4-300>GWE-101>CTL-BYNAW <— BYN-sscszvm

<SSQ-101XACK-301 XCTL-ACW —> ssmUL2sEm

9.2.33.2.2.2 Old duplicate STN detection. Aa a simp2e eramp2e of recovery
fran old duplicate. comider the follwing figure. At lime 3. an old dupLi-
cete SYN arrivee at TCP B. TCP B tannot t~l ~het tble ia en old dupli=te,
en it reepnnde nomelly (Zlne 6). lCP A detects that the ACK field ie incor
rect auf retur~ a NET (reset) with ite SSQ fi.dd selected to make the e~nt
beliavab2e. TCP B, on receiving the SST, returne to tbe LISTEN state. When
tlw originel STN finally arrivee at line 6. tbe synchronization proceede
nnrmelly. If tbe S’fNat llne 6 had arrived before the SST, m more eanplex
exchange might have occurred wlcb NSTS sent in both A.irectiome.

1 TCP A

1. CLOSBD

2. SYN-SSNT —>

3. (duplicete) ...

4. STN-BSNT <—

5. SYN-SSNT -->

6. ...

7. SYN-SSNT <--

8. ESTASL2S~ —>

TCP B

LISTEN

WZQ-1OOXCTL-SYN> ...

GEQ-90><CTL-SYIO —> SYN-SECEIVSD

<SBQ-300XACK-91 XCfL-SYN ,ACID <— SPN-SBCBI~

GE@91><cTL-NSn --> L-N

<S)Q-1OOXCTL-STN> .-—>’sYN-sscsIvEo

CY3Q-600>4CS-101><CIL-STN Am <— SYN-EBCSIVBD

61K1-lolxAcN-401xCrL-AcD —> ESTABL2L=S0

9.2.13.2.2.3 Ea2f-epen xonnectione. Ao eatabliehed connection is eaid
to k ‘ha2f-open- if one of the ICP8 hea cleeed or eborted the connection
at its end witheut the knwled~ ef the nther, or if the mo ends of the
connecc ion have
lees of lwmnlry.

becana dasynchronlxed wiog to a craah that resulted in
Such connection will auteumticelly becoue reset if .an

)
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Att=pt Is made to send data in either direction. Hnwever, half-open con-
nection are erpeeted to be ummual, and the recovery procedure is somewhat
involved. If et site A the connection no longer exists, then an attempt by
the ULP at site B to send any data on it will result in the site B TCP
receiving a rceet control massage. Such a message iniicatea to the site B
TCP that so=thing is wrong, end it ie expected to abnrt the connection.
Aetnum?that two ULPS A and B are caamunicatimg with one another when e
craeh occurs causing lees of memory to .A’s TCP. Depcndimg on the operating
eyetem supporting ULP Ate TCP, it is likely that some error recovery mccbanism
exlnts. When the TCP ie up egain, OLP A is likely to etart again from the
beginnl~ or fran a recnvery point. As a result, UIJ’A will probably try
te OPER the connection again or try to SEUD on the tonnection it believes
open. In the letter caee, it receives the error message ‘connection not
open- from the locel (ULP A’e) TCP. In an attempt to establishthe con-
nection, ULP A’s TCP will serd a segmnt containing STN. This ocenarlo
leeda to the example shown in figure 10. After TCP A ctashea, the ULP

ettempte te epen the connection again. TCP B, in the meantime, thimks the
comection ie open. When the STN arrives at Mne 3, TCP B, being in a

eynchronixed etete, aces the incan.ingsegnent eutaide the window and responds
with en ackncm?ledgment indicating what sequence it next expects to hear (ACS
100). TCP A seee that thie eegnent does not acknowledge anything it sent and,

.# being unsynchronized, eende a reset (RST) because it has detected a half-open \,
connection. TCP B aborts at line 5. TCP A will contirue to try to eeteblfsh
the tonnection; the problem is now reduced to the baeic three=ay handebcke.

.. . . .

1.

2.

3.

4.

5.

6.

7.

TCP A

(CRASH)

CLOSED

STN-SENT -->

(11) <--

SYN-SENT -->

m-mm

STN-SENT -->

. . .
TCP B

-)

(send 300,receive 100) ,

ESTABLISHED

<SEQ-400><CTL-STN> --> (??)

<SEQ-300>@CK-100><CTL-ACD <-- ESTABLISHED

<SEQ-1OO><CTL=RST> --> (AbortI!)

CLOSED

<SP.Q400>CTL-STN> —>

9.2.I.3,2.2.4 Alternate caee 1. An interesting alternative came occurs
when TCP A crashes and TCP B triee to semd data on whet it thinke is a syn-
chronized connection. This is illustrated in the next figure. In this
cane, the data arriv’lngat TCP A frmnTCP B (line2) is unacceptablebecause
no such connection eriste, BO TCP A semis a SST. The RST is acceptable so
TCP B proceemes it and aborts the connection.
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) TCPA” TCP B

1. (CBASB) (soul 300,receive 100)

2. (??) <— WQ-300>~CS-100> _A-10><C2L*CD <— ESTABLISBSD

3. —> CsQ-looxcTL-Rsm —> (ABORTII)

9.2.23.2.2.5 A2ternate caee 2. In the follnvlng figure, TCPS A ad B
with passive opens ●re waiti~ for STNa. An old duplicate arriving at TCP B
(Mae 2) etlra B into ection. A STN+CX in returned (Line 3) em! causes TCP A
to @rierete a SST (the ACK in 2ine 3 is not ecceptebLe). W B eccepts the
react ad returas to its pasoivs LIBTSN state.

TCP A TCP B

1. LISTSN L2STRN

2. ... C3EQ-Z><CTL-SYN> —> SYN+LBCSIVED

3. (??) <-- CWQ-x>@x-z+l><cTL-sYN &O <— STN-RSCRIVBD

4. —> ~EQ-Z+lXCTL-RS~ —> (returnto LISTENI)

5. LISTRN LISTEN

) A variety of other cases is possible, all of vhicb are accounted for by the
reset gener.stionand proceesiag.

9.2.23.3 Ioltial eequeace aumber eelection. TCP imposee no restrictions
on a particular connection being ueed over and over again. A connection
is only nemed by a peir of mekets. New iestances of a connectinn will be
referred to ee incernntione nf tbe connection. Tbe problem thet erisee
is kw to identify duplicate ae~nte frca previeus int.ernatioaeof the
connection. This problcm beco~ apparent if the connection ie being
opened auf clnsed in quick euccesaion, or if the connection breeke with 10SS
of -amry and ie then reestabl.iehed. To evni.dconfueion, eeguente from one
in~rnation of a connection suet net be used while the s- sequence tamxbera
may still be present in the netvo~ from an earlier incarnation. Th2e muet
be eesured, even M e ~P crasha~ ami leeee all knowLedge of the eeq~nee
numbere it bee been uaiag. Thue, e clock-besed initial sequence umber
generation procedure hae been &fined.

9.2.23.4 ,ISfl enerator. When new connections are created, en initial
S=Imn= ~h~erator is .eu@eyed which eelecte . nev 32-bit EN.
The ganeratnr ie bound to a (poeaibly fictitious) 32-bit clock whose lnw
order blt 1s incremented rrugNy every 4 mlcresecotis. Thus, the ISN
cycles approximately every 4.55 houre. Aesumlng segmant.ewill stay in the
network no rnre then the Maximum Segamnt Lifetim (NSL) eml thet the USL ie
lese then 4.55 hnure, 1SSs will be unique.
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9.2.14 Connection C1OSing synchronization. Connection cloeing is handled
sinilarly to connection establiehmnt. The following mechanism, including
cloee requet ad fin erchamge, eupport tha reliable dcta transport amd
graceful comect ion cloeing servicea.

9.2.14.1 Clmae requeata. A clnse reqwst imiicatea that the 10=1 ULF
has completed ita data tranafer over the connection. A ULF may close a
confection at amy time on its own imttiative. Clmeimg connections is intended
to be a graceful operation in the aenee that outstanding send requeata will
be transmitted (and retransmitted), as flow control pemaits, UMCLI all have
been serviced. Thus, it ❑hould ba acceptable to maka eeveral semd requests,
follnwed by a claee reqweat, amd expect all the data to be cent to the
&.etination uLF. It shnuld aleo be clear that DLPs should continue to accept
data on cloeiq connectioea, since tbe nther ULP may be cryimg to trenamit
the last of ita data. Thus, a close request meana ‘T have no more to eend-
but doee nmt mean ‘I will receive no more.- It may happen (if the

uPP= level prOtOcOl la not well thwsht Out) that the cloeing eide ie unable
to gat rid of all ite deta tefore timing out. In this event, a clmee turne
into abort raquaat, and tha clneing TCP gives up. Becauee clnaing a connection
requ.ircecmnmumication with the foreign lCP, connectiome may ramain in the
clueing state for a ebort ti=. Attempte to reopen the connection before
chc TCP replles to tlksclmse rcqucat will result in error reeponeee. A
close aervica raquaet aleo implies tbe pueh fumction.

9.2.14.2 FIN exchange eremples. ‘ThePIN centrol flag in the segmnt
hea&r is exchanged with the sa= synchronization =chenisrn. the t~eevay,
hamishake, ueed for connection mpening. Frda the TCP entity perspective,
there are eeeentially three caaee for PIN ar&ange. Ome, the local ULF in-
itiatae connection claei~ with a CLOSE service reqwrst., No, the remote
TCP entity aende a PIN se~nt indicating that the remmte ULP has iaeued a
close reqwst. Three, both OLPa simultaneously issue clnee raqucata.

9.2.14.2.1 Caee 1: local DLP in.itiateeconnection cloee. In this eaee,
a PIN segmnt nen be conetructed atxlPlacad on tha nutgoing eeg=nt queue.
No furth& semd requeata from the ULP will be accaptad by the TCP, and it
entara the PIN+AIT-1 @tate. All aegne.ntspreceding and including FIN wI1l
be retransmitted until acknowlcdgad. When the other TCP hae both aclrmwledge.d

tlw FIN ami sent a FIN nf ita nwn. the firat lCP can ACK this FIN. Note that
a TCP receiving a PIN
cloeed the connection

TCP A

1. ESTABLISHED

2. (Cluae)
PIN+LiIT-1 -->

3. FIN-WAIT-2 <--

4.
TIME-WAIT <--

will ACK but not sand its owm FIN until its ULP hae
aleo.

TCP B

ESTABLISHED

<SEQ-100>@CK-300><CTL-FIN ,AC10 —> CLOSE-WAIT

aBQ-3oo>aCK-l 01><m+m <— CLOSE-WAIT -

(Close)
WIQ-300>@X-101> <CTL-FIN #X> <— LAST-ACK

86

)

Downloaded from http://www.everyspec.com



\

MIL-STD-1778
22 Au~at 1983

‘) 5“ ‘m_”MT --> CSINJ-101>acK-3ol><cTL-ACIO ‘-> C3XX3ED

6. (2 15L)
CLGKD

9.2.14.2.2 Case 2: TCP receives PIN from remnte TCP. If an ueeolicital
PIN arrivee from the network. the receiving TCP can ACK lC and tell the ULP
that che connection in clueing. The ULP till respond with a clnee request,

upon +icb the ~ CJMIee~ a ~N to t~ other TCp after sending any remaining
data. The TCP then waits until ite MUM PIN la acknowledged whereupnn it
deletee the comeection. If an ACK is not forthcnmiag, after the ULP ti~nut
che confection ie aborted ad the U12 18 informed.

9.2.14.2.3 Caae 3: DLPe close simultaaeouel~ Simultaneeue cloee requ~ts
by bnth OIPe et each emi of a conmection cause PIN seg=ntn to be exchaeged.
When all se&mmts praceding the PXNS have been processed and ackmevledged,
each TCP tan ACK the PIN it hee receivad. Both will, UPMU raceiving theme
ACKe, delete the connection.

TCP A

1. ESTABLISHED

2. (ULP A ioo~s CLOSE) (UP
PIN-WAIT-1 —>

<--

...

3. CLOSING -->
c—
...

CSEQ-100>~CK-300 ><CTL-YIN~k
<SEQ-300>~CK-l 00XCII,-PIN ,ACD
GEQ-100>~Cft-300> <~-HN ac20

~EQ-101XAa-30iXaLdCD
GEQ-301XACK-101 ><CTL4C2O
<SEQ-I01XACK-301 XCTL-ACD

b. T2ME-b7AIT
(2 2fSL)
CLQSKD

TCP B

ESTABLISKKD

B issues CLOSE)
... PIN+A2T-1
<--
-->

... CLOSINC
c—
—>

TIUK-WAIT
(2 2SL)
CLOSED

ISN generation prevents9.2.14.3 Quiet time concapt. Uhila the clock-based
overlep of eequence number u6e .un&r normal conditions, epeciel meaauras mmst
be taken in eituationewhara a tmnt creeks (or restartb),resultingin a
TCP’e leee of knculedgeconcerningthe sequenceeumbem in uae on active
connection, and the curremt 2.SNvalue. After creeh recovery, a TCP may
create oegt92atscnnteining the Sam or overlapping sequence numbem aa
t2mee in precraeh connection inmreetioea, cauei~ cnmfuoion ad miedeLivary
at the receiver. Emn hnste managing to remember the tiresof day ueed ee a
basis for LSN aeleccion are not immune CO thie problem, as the follmving
erample i.lluetrates:

‘Suppese, for ~ample, chat a connection is npaned
.atarcing with sequence number S. Suppose that thie
conmection la not heavily meed and that avantually the
ieitial eequence number function (ISN(t)) takee on a
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value equal to the sequence umber, say S1, of the last
seg=nt sent by this TCP on a perticul.erconnection. Now
auppese, at this irntaut, the lmst cmabee, recovere, amd
eatebliehes a new Incarnation of the connection. The
initial eequence amber dmeen ie’Sl - ISN(t) — last
ueed sequance number on the old incarnation of the con-
nectionI If the recover occurs quickly enmngh, eny old
duplicetee in the network bearing eequence numbere in the
neighborhood of S1 may arrive amf be eccepted ee new packets
by the receiver of the new incarnation of the connection.-

The probLem ie that the recovering hoet may not knew for kw long it craehed,
nor doee it knew whether there are etill old duplicates in the eyetem frem
ear2ier connection In=rmetiorm.

9.2.14.3.1 ‘Kaep quiet- concept. One way to handle theee eituetione ie
to require thet a TCP mu8t “keepquiet-,that ie, refrainfrom emitting
segmente,for a maximum segmnt lifet~ (KSL) beforeaeeigningany seqmence
numbers. This quiet tine reetriccionellnwe the eeguente from earlier com
nection incarmatione to drain fran the network.

For thie specification, the tfSLie aesumed to be 2 minutes. Thie ie en
engineering choice, and may be cha~ed ae experience dictatee. TCP
implenentora violating this restriction run the rick of caueing ao= old
data cm be accepted as nw or neu data rejected ee old duplicetee. Note
that if a TCP is reinitialized yet retaim it% knmwledge of eequence numbers
in use, the quiet time rks triction dbk.enot apply; however, care sbuld be
taken to uee eequence numbers larger than those recencly used.

9.2.15 Reeete. One of the control flage of the ‘ICPheaderis the reeet
flag. A seg=nt carryinga reset flag aet true is celleda renet. Reeets
are used to abruptly cloee eetabliehed connectioae, refuse connection attempte,
and reepnnd to eegments apparently not intended for the current incarnation
of a connection. The follewing paragraph define the rules,for reset gemar=
tion and for reeet validation and proceeding.

9.2.25.1 Reset generation. Each paragraph balnw epecifiee vhen a reset
~hwld ~ cent, the eeqm.encenumber and, when needed, the ec~wled~nt
number neceeeary tn make the reset seg~nt acceptable to the remnte lCP.
When either ULP of the cmumuniceting U12-peir iesuee an Abert service
r~uest, ite local 2CP inform the ramnte l’CPwith a reset se~nt urrying
a eequnce number field equal to SENI_NEXT. Ae a ganeral rule, reset (RST)
must be sent whenever a eeguent arrives which apparently is not intended for
the current connection. A reeet muet not be sent if it ie not clear that
this 16 the caee. Specific examples of reset generation in respouae to
misdirected eeg!renteare presented in three groupe of etetes:

9.2.3..5.1.1 When connecting doee not exiet. When the connection does not
exiet (i.e., its etate 1s!CLOSED) then a resee 18 sent in reepnnse to any
incanimg eegrent except another reeet. In particular, STNS addressed to
nonetietent connections are rejected in thie nanner. If euch an incoming
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) SIWMIIC ~ ~ Am fi~d. t~ r-= SeLWUt take its saqwnte aumber from
the A= field ef the Incamiog segmnt; othexwise, the reset ea~nt tekae a
nequenca number value ef aoro ad an acknwledgmnt number equal to tba mm
of the mqwnu reimber ad text length of the incaaiog segment. The COW
nectlon remloe in the (ZCLS~ state.

9.2.35.1.2 When cnnnectlon 1s in any neneynchronieed etate. When tbe CO*
nectioa lo in any nonayacbronised etete (LISTSN. SYN-SENT. STN+SCSIVSD) . a
reeet is cant in tk followiug &ees: T& inc~ng segmnc acknmled~e” -
smthiog net yet oent (that 10, the a~rnnt carriae an unacceptable ACX),
or en inemmiog eegrmnt ~rflee securi~ info~tion which dose not aractly
match that deei~ted for the confection. Resets generated in the noneyncbrn-
nized etates are made acceptable ee follwe. When the incting eegmnt hee
en ACS fie.ld,the reaat sag~nt takee itc eeqwsnce number from the ACK field
of ttm incaui~ seg?=nt; othe~ee, the reeet aagmnt cerriaa e sequnce
rxtmberequal to aero erd achmuledg~at field eat te the oum of the e~uence
tuber ●d tat leegth ef the inccaniugeeguent. The connection rcmeirm in
the em state.

9.2.33 .1.3 When connection la in e ~ynebrnnired etete. If the connection
ie in e synchronized etate (ES~SLISE~ , YfN-lIIAITl, YIN-UAIT2, CLOSE-WAIT,
CLOSING, LAST-ACK. TRIS-UAIT). any unacceptable segment (such ea one with
en out-of+minw sequence number or an unacceptable acknewlad~nt rembar)

met elicit only an mpty aekaouledgmut aogmnt conteinieg the current aad
seqteentenumber (SEND_NSXT) ard an e~-led~nt indieetlog the next eaqmnce
musher arpected to b received (RSCV NSXT). .(Note that if the unecteptable

) s~nt ia an ampcy ACX eegrmmc, repiying with en ACY.may result in a cascade
of ACKe. In general, do not ACK en unacceptable -pry ACX aegmnt. ) Tbe
connection re=ine in the sam state. If an incoming eagmnt has eecurity
ioformatioo or a precedence I.evalwhich does not eractly match tlmse designated
for the connection, a rasat iE cent; the connaccion enters the CLOSED acace.
Ttteraeet ee~nt takaa its eoq~nca musher fr~ the ACK field of the inttxning
eegrnmt.

9.2.15.2 fkaet proteasing. In all etacee except SYN-SENT, all reset (RST)
seguente ara validated by checking their saqtssncenumber fielde. A renet
18 valid if ite eequenca umber ie in the connaction’e recaive window. In
the SYN-SKNT state (a SST received in raapeeee to an initial STN), the 8ST
la valid if ttk?ACK field acknowledges the STN. The receiver of a EST fi~t
validates it, than rhangea state. If the raceiver waa in the LISTEN state,
it ignorae it. If tbe receiver was in SYN-SSCEIVSD etate and had pravieusly
been in the LISTXN etate, then the recai~r returne to the LISTEN etate;
0tbarwi8e, the raceiver aborts the connection ad goes te the CLOSSD etate.
If the raceiver vee in any other etata, it abnrte che connection and adviaes
the U12 ad *ee to the CLOS~ state.

9.3 TCP header format. A EJumanryof the contento of a ICP header follewe:
Note that each “ -clclcmark represents one bit peeition. Each field description
below includes
‘theunits, the

/

ita _, an abbreviation,
legal range of values, and

89

and the field site. Where
a default value .appeare.
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01234567S90 12345678901 2346078901
,

, , , , , , I ,
SOURCE PCIS7 0ES71NAmON PORT

, , 1 , I , t 1 1 t , , , , 1 , , , ,

S’EaUENCENUM-

1“’’’’’’’’’’’’’’’’’’’’’’’’’’’”1ACKNOWLEOQMENT NUMSER
,

OATA
: ; g : : “:

Owsrr RESERVEO WENoow
G K H T N N

, t ,

CHECKSUM
1,, ,,, ,4, ,s, ,,,uRGENT POIN7ER

, ,

0P710NS
, 1 t t 1 , , t ,

I DATA I

FIGURE 9. TCP header format..... .. . . .,

9.3.1 Source port.

abbrev: SRC PORT field she: 16 bits

The eource port nomber.

9.3.2 Destinationport.

abbrev: DEST PORT field size: 16 bits

The destination Prt number.

9.3.3 Sequence oumber.

abbrev: SEQ field sise: 32 bits
unite : octets range: O - 2**32-1

Uaoally, this value represents tbe sequence number of the first data octet
of a ae-nt. Hwever. if a SYN is present, the a~w=nce ~m~r is the
initi.d sequence
numbered ISN+l.

mmnber (ISN) coveri~ the STN; the firstdata octet ia then

90
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9.3.4 Ackmeuledgmant number.

abbrev$ ACK field eize: 32 bite
units: octets range: O - 2~~32-1

If tk ACK control bit ie set, thie field conta~~ cba valne of tke naxt
eaquence mnabar that the eender of tba sagmnt is cqectios to receive.

9.3.5 Data offset.

abbrev: none field @tie: 4 bits
units: 32-bit.9 range: 5 - 15 default: 5

This field itdicetau the tumber ef 32 bit words in the TCP header. Frcm
this value, the beginning of the data can be cauputad. rbe TCP header
(even one includleg aptiane) is an integral mmbar ef 32 bits 10MS.

9.3.6 S.aeerved.

abbrev: none field eke: 6 bite

Resarved for futureuse. MUSt be set to rero.

9.3.7 Control fla~.

●bbrev: belmu field atie: 46 hits(fraa left to right)

LmG: Urgent Pointer field aignlfiant
ACK: Acknwledgmnt field Eignificent
PSR: Puab Function
RST: Reeet tk connect10II
SYN: Synchronize eequance mmbere

FIN: No tmre data fraJ samler

Tbeae flnga carry control information ueod for connection establlstnmmt,
connection termination,

9.3.8 window.

abbrev: UNDU
umita: octete

and connection maintenance.

field size: 2 octete
range: O - 2**16-1 default: none

The &r ef dete ortets beginaing with tba ono iulieated in the ecknewl-
.a@mmt field which the sender nf this aegmnt ie willing to accept.

9.3.9 Cbeckaum.

abbrev: none field size: 2 octetn

The checkeum field in the 16 Mt one’s cmmple=nt of ‘theone’s complement
aum of all 16 bit worde in the hatwierad text. The checkeum nlao covere a
96 bit pseudo haa&r caacoptudly prefixed to the “T’@ header. “TbitIpseudo
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header coataim
and “TCP sent
9.2.6.

the Smurcc Ad&eae, tbe Uestimatlon Address, the Prmtocol,
length. The theckeum elgvritbm in defined in paragraph

9.3. io Urgaat pminter.

:abbrev: USGPTR field size: 2 octets
Umitfl: octets range: O - 2**16-1 default: O

Tbfn field icditetas the arrent value mf the urgent pninter aa a positive
nffset from the sequence number la tbie @~nt. Tbe urgent pointer pnints
to tha aequcnce mmber of the octet follnwimg tbc urgent data. This field
is nnly to be interpreted in segments with tbe .UNG control bit set.

9.3.11 Optiome.

abbrev: OPT fieildeke: variable

If preeent, optione occupy space at tbr emi mf the TCP headar and are a
multiple nf 8 bits in Iemgth. Ul cptionc are included in the checkeum. An
nption may begin on any octet bnundary. There are tvn casea fnr t~ fO~c
nf an nptinn:

a. A si~le nctet & nptinrkimd.

b. An octet of option-kimd, an octet of optiorlemgth, and
the actual optimn-dnta octets.

The optio~length counte the man octets of nptiorkimd ani optiowlangth a6
wall ae the nptino-data octets. Note that the list of options mcy be simrter
than the dcta offset field might imply. The content of the header beyond
the End-nf-Option mption must be header paddims (i.e.. Zero).

Currently definad optiome include (kind Indi-ted in nctal):

Kid Length lleani~
—— —

o End of option list.
1 Nn-Operation.
2 4 Uaximum Segmzmt Size.

9.3.11.1 SSYecific option definition.e.

9.3..11.1.1 End of option list.

‘)

)

EiiEEl
KIND - 0

FIGURE 10. End of option list cmde.

92

).,

Downloaded from http://www.everyspec.com



—

KIL-SID-1778
22 Au@st 1983

This eption CO* imditatee tbe eEaJof th nptiao list. 1%.iemight not
coincide with tIm ed of the TCP bamder eccordieg to tlx?Deta Off-t field.
Thie is used at tb ed ef mLl eptione, net the eExlof eeth option, amd
ned only be ueed if th? exl of the nptioma wmuld net athaxviae ceindde
with tb emi nf tba ICY haa&r.

9.3.11.1.2 Ne-oPeretion.

IIii!El
Itmo-1

PICLIBB11. Ne-eperetion option code.”

Thie optien code ma9 be ueed btueen uptiome, for example, to align the
beginning nf a eubaaquent option on a ward baun&ry. l’bareis en gum=ntee
that eetie= till uca this eption, so receivere met be prepared to proceea
options even if they do not begin on n word boundary.

9.3.11.1.3 Neximm seguent eize.

aOWOO1o I oOOOO1ooI Max sEa SlrE

Kma-2LENoTn-4
.:. . .,.-

PICUR2 12. Mexiaum eegment eize eption.

If CNS option in present, th?n it.ccxnmueiccteethe maxiaum receive sagrent
size at ttm ICP vhich eamds this ee~nt. Thin field nmastonly be aant in
the initiel comaection requeet (i.e., in seg=nts with the SYN cnntrol bit
eet). If tbie nption ie not ueed, any ee~nt aixe in

9.3.2.2 Peddim&

abbrav: none field elxe: variebla

The pedding is used tn eneure thct the ‘ICY haafA?rends
32 bit boundcry. Tba paddi~ is ctmpnsed of zera.

allowed.

ami deta begim@ on a

9.4 Exteaded state mecbine specification of TCP entity. Tba TCP protocol
entity ia specified with an extemled atate mecbine mede up of a aet of otatae,
a eet of traaeitiona between atatas, and a net of iapmt ewnte ceueing the
state tram3iti0aa. The follwing specification is meda up af a mechina
iaetantiatian identifier, n state diagrem, a state vector, &ta structures,
an event list, end a cnrreepnmience between events aml actiona. In edditian,
an extended ntate mcchine hee an initial state whooe value is aaaumed at
etate methiea itmtaetiatien.
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9.4.1 ~cbine Instantiationidentifier. One etatemachine inatame exists
for each connection. A tonnection, and hence a mtate machine,ia uniquely
named by eitbar af tha wo mechine instantiation identifier that exint: the
sucket pair and the local connection name.

9.4.1.1 Socket pair idantifier. TCP segmentsdeliveredby the nework
ad connectionestab2i6hmsntaerticerequeets (Acti= Omn. Active open ~tb
Data, PullPaesive Open, and UnspecifiedPassiveopen) carryand thus are
bound to a connation with the follnwiagvalues:

eoure addreaa
:: source pnrt
c. destination&drass
d. destinationport

9.4.1.2 Lncal connectionna=. A TCP entityaeaignean identifier,a
local connection name, that appearein
raquaats =cept for attive ati pasaive

9.4.2 State diagram. The followi~
for tbc TCP enti~.

all servica responses and all servica
open requests.

diagram ssrize.a the state machine

P2.e.aeenote tk diagramis inteded only as a aumry ad does not supemade
tba formal definition that follows.

9.4.3 Stata vectoz~,..Tbe~amants ccanprisirgthe state vector of a 2CP
entity appear below. Each ele~mt na~ is followed by the name of the

correepondiug record element In the state vettor structure ‘sv- dcchred in

Section 6.3.4.1.

a.

b.

c.

d.

e.

f.

g.

state name (nv.state): the turrent etate of tbe entity state
machine from the followinglist: CLOSED.LISTEN,BTN_RBCVD,
SYN_SENT, ESTAB , PIN_WAITl , PIN_WAIT2, CLOSB_WAIT. CLOSI~ ,
lAST_ACK , TIFN_WAIT.

source addrese (SV.aource_addr): the internetaddreeenamins
the location Uf the local w.

aourca port (sv.sourceflnrt): the identffier of the 10=1 ULP.

destinationeddrees(SV.deetination_addr):the internetaddrcss
of the locationnf tbc tbr OLP at tba nthar ed of the connection.

destinationport (ev.deatimtion~rt): the identifierof the
ULP at the other ed uf tb connection.

lcn (sv.lcn): local connation na=, the identifierassociated
with thie eti of the connection.

open nmde (SV.open_uoda): the type of open requestissued by
the lotal U12, aither AcTIVE or PASSIVE.
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[

I
SVNeml

\ RECV RN, Acl( OFSYN
ftECV SYN. ACK

SSSD ACS

CLOSE Secv FIN

b

RN WAIT2

SEcvm SENDACK ACKOFFIN

SENDACS

TIMEOUT ‘
CLOSED

1

FIGURE 23. m entity etace eulmary.

—— .. ...— LEcsNIl-——---—-=--=——=—
recv - MET_LiXLIVERof ugmnt sv - state vector
seul - NST_SEND of s~uent . init - initialize

)
2~L- 2 w segment lifetimes c2ear - Dulzify

Note thst the abow figure is intended on2y
tb f0rM2 &fin.iti0a3 that follow.
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h.

i.

~.

k.

1.

m.

n.

0.

P.

q.

r.

a.

t.

u.

v.

original preceden.= (sv.originelflrec): one nf eight levde of
spetid k~~og requested by the local ULP in tbs open requeet.

actual precedeuke (sv.actu.sl~rec): one of eight Levelm of
spede.1 hwndling negotiated dwring connection establis~nt
ad verified tlmoughout connection llfet-.

security (sv.eec): information (including security level, c-
part=nt, hamfling rcstrictiom. and tranmmlssion control code)
definef by the locel U12.

oec_ra~es: securi~ structure which specifice the ellwwed
ranges in cwmpsrt=nt, hatyflingrestrictions, transmission
control codes emi eeturi~ levels.

Ulp timrnut (Sv.ulp_timwut ): the marim.tmdelay allwwcd for
deta trammittd on the connection.

ULP tiissout action: in the event nf a ULP timsout, &te mines
if tte connection is tetmineted or an error 1s reported to the
m.

seuf unacknnwlcd~d sequence amber (sv.send_urta): Ol&st
unacknowledged asnd seqwmcc number (i.e. left edge of send
window).

--,---- .
nerd next sequen= &“bJe”r=(av~”9e”d_n-C): -e+tincc .m*r Of
the next dsta octet to be esnt.

eerd free eequentcumber (Ov.se~_free): sequencemwsbernf
the firet free octet in the send queue (i.e. the next octet to
bc received frau the local ULP).

e-d WIdW (w. eend_wndw): allowed number of octets thet mey
be sent tn th rmnte ‘ICPrelative to the send unacknowledged
sequence number.

Bed urgent scqun- amber (SV.eemi_urg): sequence mmber nf
the Lest octet af ur~nt &ta in ncnd strew=.

send push eequcnee umber (nv.eendflush): sequence mmber of
the Last octet nf puehed dsta in the send stream.

serkllast widow update 1 (sv.send_lestupl): sequence umber
nf the incoming acg=nt used for last window updete.

sed lest windww update z (sv.se~_tis~@ ): atimleds=nt
mmher of the incomingscguentused for lnst windnw update.

eed initiel

t~ origlnel
aequcnce mmbcr
SYN sent.
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w.

x.

Y.

z.

aa.

bb.

cc.

dd.

00.

ff.

6s..

hh.

send fin flag (SW.sem3_fimfleg): imdlcatee that tbe 10CO1 ULP
haa isemed a Cleae requrst.

sed rmirlmum segment eke (av.eed_umm_seg): maximum nfxed
e~nt to ~ MMUt to tbo remete TCP on thie confection.

eetu!qmeue (av.eed_queue): locacion mf data remived frrm the
local llLPad eitbar avdtimg ahwl~nt, or avaitimg trane-
MLssion. ThiB area ie accessed only by the data mancgememt
routines.

recmive mt eaquanca mmbar (sv.recv_n=t ): saqmenca umber nf
next data octet ampacted to be received.

receive cave sequnce nnnber (sv. recv_next): sequence amber
of namt data octet tv be delivered to the local ULP.

receive wimlew (SV.recv_wndw): allmvmd mmber ef data octets
to bm received from the remote ICY starting vlth the receive
oat saqmenca rtmbar.

receive allot (ev.recv_allOc): the mmnbar of data octete that
will be accepted by the local U12.

receive urgent aeqtmnca umber (ov.racv_urg): eaquence amber
of tke l.aatoctet vf urgent data in receive etream.

receive pueh aeqmnca amber (Ev. remflush): emquauce amber of
the hat octet of pmshad data in receive etream.

receive initiml eaqwnce rumber (ev.recv_ian): eeqwnca
number of che STN received frnm remote ICY.

receive fin flag (ev.recv_fimflag): indicates that fin b
been received from the remete =.

receive amcue (nv.recv atmue): location of data acceDtad from–. –..- -----
remete TCP before deliveryCC.local ULP. Thin area i; acceasad
omly by tlm date menegemantrcatinea.

9.4.4 Data ntrmcturee. The ‘lVPentity etate machlna reference certain
data araaa corrcmpemding to thm state. vector, the service raqmaete auf
respnames on tba upper interface, amd the eervice requeata and raapenaeo on
the lwer imterfsce. For clarity in the events ami accioma eection, theme
&ta etructuras are declared In ADA. Hmwawr, a data etructure may be par
tially typed or untyped where specific formmts or dmta types are implemante
tion depen&nt.

9.4.4.1 State vector. Tba lCP enti~ state veccor is defined in permgrmph
9.4.1 above. The correepnnding et mcture ie declared ma:

)
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Sv: 6tate_vectOr_type;

9P=:~e_vect0r_qp g

state: (CLOS~, LISTEN, SYN_SECVD, STt_SENT
ESTAE, PIN_WAITl, PIN_WAIT2,
CLOSE_WAIT ,CLOSING, LAST_ACK, TIMF_WAIT) ;

source addr: addreae_type;
amur-~ort: ~O_OCTETS ;
dastinetion_addr: eddress_type;
&s tinationfiort: l’WO_OCTETS;
lcn: integer;
mpen_mxia:, (ACTIVE, pASSIVE);
origlnd~rec: prece&nce_~pe;
actuelflrec: precedenca_type;
see: eecurity_type;
aec_rangee: securi~_ntruct;
ULP_timeOut: integer;
UW_timenut_actiOn: integer;
menf_una: seqwnce_mmber_type;
aemd_next: eaquance_nwOber_typa;
eed_f ree: sequnce_number_ty pe;
semi wndw: integer;—
Beud_urg: sequance_number_type;
aemi~ush: seqwen=_number_t ypa;
eebd_lastupl: eeqMnce_muaber_type;
eemi_lAetup2: ‘s”equan=_rmmbe r_type;
send_isn: meq.uence_numbcr_type;
senl_finflag: bnnlean;
aed_max_e eg: integar;
eeti_queue: tlmed_queue_typa;
recv_next: eequence_number_type;
recv_save: aeqtaence_mumber_type;
recv wndw: integer;
recv~alloc: integer;
recv_urg: sequence_numbar_type;
recvflnsh: sequence_number_type;
recv isn: sequance_numbar_type;
recv~finflag: booleeiq
recv_queue: queue_type;

end record;——

9.4.4.2 From ULP. The frcm_ULP structure klda the service request
para=tere awl data associated with the service requaet primitives ae
specified in paragraph 6.3. The fran_ULP etructure is declared as:

‘)

I

“)

~=:u%vw k

requaac_name: (Unapecified_Pasei.e_Open, Full_Pasaive_Open,
Active_Open, Active_Opan_witb_data,
Seti, Alloate, Clnae, Abort, Stetue);
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-v-_edd~
aourtip rt
desthet lon_ddr
destinatf.oOJJnrt
lcn
lJl#_tlmecut
uLP_timeout_actien
precedence
aecurirp
sec_ra~es
deta
dcta_len@h
PUBh_fleg
urgent_fLag

end record;.—

9.4.4.3 TO OLP. Tbc ce_OIP sttucture kldo service respeese
arcldata es specified in paragrepb 6.4. Althnugh the structure

of tbe parametezm frrn all tbe eeavice requeata, a perticubr
respnnse will uee only those structure ele=nta corresponti%
paruraatera. Tbe tn_ULP structure ie dechred es:

pereaecem
io Cnupneed

net-ace
to itn #pecified

record
=ice respenee : (OPRN_ID. OPSN_PAIL, OPEN_SUC=SS,

DELIVER, CMSIlU2, =SlfKILiTE.EWE) ;
eouree_addr

eource~ort
destinction_midr
destination~ort
lcn
data
data_length
ur~nt_fl.eg
errOr_denc
otaWa_blo&: etatus_blo&_typ8;

end record;.—

~c:::-@-_tymr, &

cOnnectiOn_atate
aed_windm—
receive_witrlOW
annunt_Of_unecked_&t a
amount_of_un received_dnte
urgent_etate
precedence
eecurity
aec_ra~ee
oLP_t iln?out

U12_t imeat_act ion
end record;—

99

Downloaded from http://www.everyspec.com



\

HL1.-s2D-l718
32 August 1983

9.4.6.4 To NE’r. The to_NET structure tmlde the eervice request peramctere
ami dcta aeeociated with the liET_SENDeervice request specified in pera~eph
S.2. Thie structure directly correspoode te tbe to_KBT structure &c3ared
in paregraph S.3.2 nf the leuer layer service require=nts eectiou. The
to_NET structure is declared as:

~-a~T_w= &

aOurce_eddr
deetinetion_cddr
protocol
type_Of_service ~
record

precedence
reliability
&ley
throughput
reeerved

end recordj
t*~tO_live
dont_fragmnt
length
e=3: seg=nt_type;
Optiolle

end recordf .

: 9.4.4.5 Prom N2T. .. The fran_NSTstructure Imlde the eervice reeponee
percmctere ard data aeeoriated with the N2T_DELIVERserviceresponee,as “)

specifialin paragraph 8.2.2. This structure directly corresponds to che
from NET structure declcred in pcragraph S.3.3 of the lover layer service
rcqd-rementE cection. The frcm_NET structure is declared ae:

~ frar_NBT_type ie—
record
eource_addr
destlnation_eddr
protocol
typ_&_service is—
record

precedence
reliebil.lty
delay
throughput
reeewed

end record;——
length
s%: segment_type;
Optione
error

end record;——

)
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) 9.6.6.6 8ew nt t ype. A c~nt_typ etruetwre Imlde ● IW s~nt tie
up uf ● 18?der portion ●al a &ta Pottion .ea specified in Section 9.3. A
●mnt_qpe ntrwctura ie det2ared es:

~ eagment_rypa b—
record

ewure~o rr : TWO_OCTKTS;
deetieetion>rt : TWO 0C2BTS;
eeq_num : RxlE_oImTF;
ack_nm : Pour_ocfBTs ;
&ta_effaat : IL4LY_~ET;
reeerved : SIX EI~S_OCTET;
ur~f leg : ONE-BIT;
ack_flag : ONB~BIT;
push_fleg : ONB_BIT;
m t_flag : ONE BIT;
eyn_f&g : ONt-BIT ;
fin_fleg : ONE-BIT;
Wndw t TWO-OCTETS;
checksum : TWO~OCfBTS;
urgptr : Tuo_ocTsTs ;

ept 10M : in array of OCTET;
padding : la array of OCTET;
data : in array of OCTET;

end record;

-) “ 9.4.4..7 Supplmntel type declarations.

~ ddras e_type in FOIJN_OCTETS;
~ waquemce_ambar_typa is POIJ_OCYETS;
~ pre~den=_rype IS INTSC8R range O..7;
~=:uri tY_mPa &

eecurity_level : NALF OCTET;
ccapertmnt : TWO ~CTBTS;
baaiung : TWO-OCTETS;
trnm_concrol_code :-TBESE_OC2ETS;

end record;.—

ewbtype OCTET ie INT=ER raege O..255;
subtype EALF OCTET is INTEQ3K ranue O..15:
subtype PIVE~EISSTHS_OCTET is I~ER ra~e O..31;
a.ubtypeIWO_OCTSTS is INTE=R range O..2**16-1;
subtype TILRSE_OCTBTS ie I-R range O..2**2b-l;
eubtypa YOUS 0C2ETS is XNTEQIR range O..2**32-1;
NOLL EBsEFtv6 : COM taut FIVE EICETNE -ET :- ();
OPTL~NIESS_lEAIRR : corntant INTE-=R :- 5?
NOB14AL
NULL

4LL 0aBuIW3dto
DEPAULT_PSBCBUSt?(X!:

comtant INTEGER :- O;
corntantIWH?~ :- O;
be aceide tha eaqusncemmbar space.
comtant INTK=R :- O;

Ml

I
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DEYAULT_PSSCEOEICS : Comtant Il?rmE% :. 0;

. DKPAULT TI=ODT : comtant IWTB= :- 01111000(8);
DEFAULT~TR4SODT_ACfION : com taut I-R :- N
DEPAULT S13C_L2ST : aacerity_2ist;
oNP_lmms_TIL : com taat 2NTPGEX :- 00111100(8);
TSIS ADKRSSS : comtant INTECSIP.;—impl. depen&nt
3CP_~D : corntant IWH!GER; -raferenra [51

9.4.5 Event list. The events for the TCP entity etate methine are drawn
fran tha eervice requ?et primitives dafinad in the eemice definition of
Section 6.2. Optional service requeet pcr~tere are eham in bratketo.
The ~pitalized list of pcramctere represent tbe actual vnlues of the
pcrcmtere paaeed by the eervice primitive. Tbe event list:

a. Unepecifid Paesive Open (SOUS=_PORT,
[,TIWSOOT] [,T214SOUT_ACfION]
[,PSXCEmNCSl [,=C_MI=S ]);

b. FUII P-S IW Open (so~CE_pOST,
IS3ST21iiiTIONPORT, DESTINAT20N_ADDEESS,
[,TINSOOTI T,TINEOUT_ACTZONI
[,PS.ECEDENCB][,SEC_EIWGSS]);

c. Active Open

;.,.. .1---,-,...1..!.. -

d. Active Open

e.

f.

s.

h.

i.

j.

k.

1.

(souNcE_Pom,

D5STI~TION PORT, DSSTINATION_AO=SS
[,TIWEOUTIT,TIMtOOT_ACXIONl
[,Ps~DENm] [,sscwmm]);

wldeta (SOOSCE POST,
LESTItiTION PORT, DESTINATION ADDSESS
[,TINSOW1 l,TZKSOUT_ACTZONI~,PSECSDENCSI
[,S5CON2TT] ); DATA, DATA_LEIKX’H,PUSH_
PLAG, UEGENT_PLAC);

Seti (LCN, DATA, DATA_LENGTli,

AUocete (LCN,DATA_LSNG’fE)

PUSE_PLAG , DSGSNT_PLAG [,T2NEOUT] ) ;

Cloee (LCN)

Abort (LCN)

Statue (La)

NiT_DEL2VER (SOOSCE_ADDSESS, DESTINATION_4DDRESS, PS02UCOL,
TOS[preca&nce, reliability, delay, tbreughput ],
OPTIONS[security], LSNGTN, DATA)

Retransmission Timteut

UW Tinswnit

)

Time Wsit Timewt
102
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9.4.6 Events end actions. Thin oectien ie or@niced in three perts.
Tk firet ~rt conteim a decieion table representation of state machine
evente ●d actione. The decision tsblee are orgenized @ state; each toble
corresporeisto one event. The escoIM pan specifies the decieion functionn
ep-ri~ at the tw ~ ea~ C03UI=Inf a decision table. ‘Theee functions
esamine attribute of the event ad the state vector to return a eet of
&cieion reeulte. The reeulte beco~ the elenznte of each COIUIUI. Tbc
third part spacifiee action proeeduree upparing at the right of every
row. Eaeb row of the &cieion teble cemMnee the decieion results to
&temioe cppropriete event proceeding. Tbeee procedures epecify event
proceeding .s@Oritbme in detail.

9.4.6.1 Decision tablas. Tbe Status event can ocmr in anp etete except
clneed; TCP~e ection io co return tb current etete_nctor information ae
•~cifiai in the STATDS BBSPONS8 eervice response. If the primary stete
vector elernnt ie not &aoged in the decisinn teble row corresponding to an
event, tbe ‘priaerp- etate remaim unchattged. The checksum ie asemd to te
c~uted for all incedng eegmmte.
retch th? ee~nt’ o heaier checksum

being acknowledged.

9.4.6.1.1 State - cloeed.

U&m tb cemputed
field, the eepnt

t

checksum does not
18 discarded without

-dcm*t rare- coalition

Bwent: Active Open (LOCAL POST, R~TK PORT, RBMOTS AD~SS
[TIKS-&TT][TI.NEouT~AcTION][P~DBNCE 1 [SECURITT1)

TAsIx I. Active opan event in ● closed state.

ActioneI
——.

rRESOURCES SEC
:w~; mec

kuowsn

NO d ERROR lWNSUFflCIEW RESOURCES.C.I

[:!==!no ERROR i%SCURIW/FRSCEOENCE NOT AUOWEO.Oel

OPEN OEN_SVN IALONEJ: SV. STATE - SVN_SENl

Event: Active Open vith 0sta (LOCAL_POllT,R040~_PORT, RPJ40TE_AD~BSS,
[TI~OUT] [TIMZOUTA~ON] [PRSCEWNCEI
[S8COlUTf] MTA, D~TA_LSNOTS, PUSE_PIAC,
0BC8NT_PlAC)

103

Downloaded from http://www.everyspec.com



HIL-S’11)-1778
12 Augwmt 1.983

TASLE

Actione:

II. Active OpOO with data event in a closed state.

~

i3!l?OR l.”SECU~/PSECEOENCE NOT AL.LOWEO.V

OPEN; G~-SW( IWITH-OATAI: 8V. STATE - SYN-SENT

Event: Full Paeaive Open (LCXXL PORT, I@40TE_PORT, RSIOT’_ADOSESS,
[TINEofi] [TIwo~_A~ON] [~cEoENCBl [sBc_tANGssl)

TABIJ?,III. Pull paeBive open event in a closed ctata.

Actions:
.—.—.——

RESOURCES SEC ,
:ll;l: PREC

AUOWEO

NO d ERROU I“”INSUMCIENT RESOURCss.7

1 YES I No ERROR l’%ECURll’Y/PRECEDENCE NOT ALLOWEO. ”1
,.

YES YES OPEN: SV. STAW - USTEN

Event: Umpedf led Passive Open (LOCAL PORT, [TI.IIEOUT][TIMEOUT_ACTIONl
[PNEC~DENCE] [SEC_EANCES1 )

TASIX IV. Uoeperified paesive open event in a closed etate.

Actions:
...——

~

ERROR I..INSUFFICIENT RESOURCES.*.I

ERROR I..SECURITYIPRECEDENCENOT ALLOWEO.””1

Event: Semi ()
or Close ()
or Abort ()
or Allo-te ()

Actione: error (“Connection &en not exiOt. -)

L04

‘)

)

Downloaded from http://www.everyspec.com



NIL-STD-1778
12 AUSUSC 1983

-) Event: SXT_DSLIVSR (SODRCX_ADIEXSS , U?STINATION_ADXSllSS, PSDTOC7)L,
~S[ pretedemte, reliability, delay, thraghput ,
OPTIONS[eecurity], LZNCTS, MTA)

TASIX V .

Actions:

m
Net &liver evamt in a cleeed stete.

9.4.6.1.2 State - Listen.

Esent: Cleae (LCN)
or Abort (LCN)

Actioae : reset_eeLf (UC); sv.etate-CLOSED

)
Event: tilocete (LCN,DATA_LSNCTE)

Actione : ner_ellOeetioO

heat : Seal ( )

Aetiorn: error (-Illegal r~uest. -)

Em?nt: Acti= Open ()
or Aetiva Open with date ()
or Pull Pensive Open ()
or Uoepecifled Passive Open ()

Attiona: error (‘Connection already exietn.’)

Event: NXT_DXLIVXR (SOUS(Y?_ADrnXSS,DXSTItWTION_AD~SS, PXOIVCOL,
TOS[prece&nce, reliability, deley, throughput],
OPTIONS[security], LSNCTH, OATA)

)
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TABIX VI. Net de3iver event in a listen etata.
Actiooe:

Rel ACII SVN SEC SV PREC
ON y ON MA;CH
7 ? SEOvhEC

No NO No d d -- No AcnoN

NO No YES No d RESET ISEG)

no NO VEe VES OREATER RECORO_SVN:OEN—SVNW~CSl:
OR EQUAL S“.STAIE - SVN_RECVO

NO NO VES VES LEss RECORO_SVN: RAISE_PNEC: GEN_SVN lWITN_ACXh
SV. STATE - SYN_RECVO

NO YES d d d RESEf BEG)

>=S .“ d d d d –- No AcmoN

9.4.6.1.3 State - SYN SENT.

Event: Close (LCN)
or Abort (LCN)

Actions : reeet_eelf(UC); sv.etete-CLOSED

Event: Seed (LCN,.DATA,DATA IJiNGTIl,PDSH_PLAC, DRCSM_PLAG [TIMEOUT])
[TIH730m_A~ON]-

TASLS VII. Close or abort event in a SYN SENT state.
Actioae :
-—..-.

-

ERROR I..INSUFFICIENT RESOURCES.’7

Event: Alloceta (LCN.DAIA_LBNCTE)

Actione: new_a.LlOcation

Event: Active Open ()
or Active Open with data ()
or Full Passive Opsn ()
or Uoepecified Passiw Open ()

Actione: error (‘Connection already .exiets.’)
106

\
,;

,)

)

Downloaded from http://www.everyspec.com



UIL-STO-1778
12 August 19s3

) Bsent: Retraoaeiseon Tisssout

Actiom: retrarnmlc

Event: OLP Tiw?out

Actiorn: if (ULP_timeout action - 1)
then open_fail;-rw.otate - sXOSED;
else rqOrt_that;

Event NST_DSLIVKR (SOORm_ADtEISSS, DSSTIN4TION_AODS.SSS, PIUS-X.,

TOS[precedence, reliability, deley, thraE@put ],
OPTIONS[security], LSNOTE, DATA)

me VIII. Net deliver event in e STN SKNT ntete.
Actiem:

. . . I 1 --- ----

1 MWE I No I No I d ! d 1 dlr

EE
NONE No YES

NONE YES d

INvU No d

INVAL YES d

vAllo No No

VALSO no

VAL.10 NO

VAUO NO We

VALLO NO Yss

1 Vu.m YES I d

Less

d

d

d

d

OREATES

LEss
OR EaUAL

OR%%AL

LESS
on EauAL

d

YES I YEs

YES I No

Yss
I

YES

d Id

+=

d d

d d

d d

=

YES NO

we YES

d d

RSCORD_SVN: SENO_ACK ISV.RECV-ISN + 11:SV.=ATE -
SVN_RECVO

SSCORD_SVN: SEND_ACU IfIV. SSCV_ESN + 1k SAVLRN:
SV. STATE - SVN_NECVD

AECORO_SYW NAISF-FNEC: SENO_ACK ISV. RECV_ISN + lh
SV. STATE - SYN_RECVO

RECOllO_SYN: SAES~PREC SENO~CK ISV. NECV_LSN + lk
SAV’&FIN: SV. STATE - 8YN_NECV0

-- NO ACTION

RESET msal

-- NO ACTION

RES= [SEOl

Rserl lsEal

-- NO ACTSON

AAISILPREC: cONN—0$W4: SV.STATS - ESTAS

)

lo7

AAISLPSEC CONN_OPEN: SKf_FEN:SV.STATE - CLOSQW~

OPENFAIL W. STATS - CLOSEO
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9.4.6.1.4 State - STS SBCVD.

Event: Cloee (LCN)

Action%: semi_fiq ev.atatpFIN UAIT1

Event: Abort (LCN)

ActioEsE: reeet (CUNSENT); reset_eelf(UA); ev.stet~OSSO

Event: Send (LCN, DATA, UATA_LENGTE, PUEE_FLAG, URGENT_FLAC
[TImOuT_AmION]

fAsLs Ix.

Actions:
..—.—

Send event in e SYN F..SCVDstate.

I YES I SAVLSEND_DATA

~ Event: Allocate (LcN, DATA_LENCTE)

Actlone: new_8110cati0n

Event: Active Open ()
or Actim Open with deta ()

I

or Full Paesive Open ()
or Unspecified Paesive Open ()

I
Actions : error (-Connection alreedy efiste.’)

Erent: Retransndeaion Tireout

Act10EIE: retrarnmit

Event : ULP Ti=out

Actiorn: if (ULP_timeOut_ectiOn- 1)
Chen reset (CUSRSNT);openfail; SV. state_CLOSED

‘1

[TIMSOUT]

else repOrt_timeOut;

108
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)
BwEnt: NET_DSLXVER (SOURCS_AOOFLSSS, KEMTXNATXON_tEDSSSS, ~L ,

TOS[precedence, reliebili~, delay, thraEghput],
OPTIONS[eecurity], LENCTN, OATA)

TASIX X. Net deliver event in a SfN SE(WIJstate.

Actions:
.— .. —

1+ SEC
SEOS

SVN

STANS on? P&%? M“oYw WNmmw

INVAL I No I d I d I d

INVAL Vss I d I d I d

vALm ! NO no PASS d

VAUO I No I VEs I d I NO

VALIO No Vss d NO

d I d I d SENO_ ACX WV. RECV- NSSTF

d d d -- NO ACTION

d I d I d RESETISEO) PART_RES~ SV. STATE - LESTEN

d d d ! RH [SEOb OPSNFAIU SV. STATE - CLOSEO

VAUO NO Vse d NO VALJO Yes d UPOA’E’t2CMECS_URO:SV.STATE- SSTAS
VALJO NO VEs d Vss d d d RESIFf 15EOI: OPEWAIQ SV. STATE - CLOSEO

VAIJO VES d PASS d d d d PART_ RSS~ SV. STATS - USTSN

VALIO VES d ACT d d d d OPENFAIL SV. STATE - CLOSED

9.4.6.1.5 State - RETAB.

Event: Close (LCN)

Actions: seui_fin; ev.state-FIN WAIT1

Event: Abert (LCN)

)
ActiOUS: reset(CUSNENT); reset_self(OA); sv.state-CLOS~

109 .
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Event: Send (LCN, DATA, DATA_LSNGTH , PUSll_PLAG, mU=NT_~
[TINEODT_ACTIONl

TASLE XI. Send evant in an eetab state.

[TINEOUT]

Actions:
—-.

0RESOURCES
:uJg:

NO ERROR lwNSUFFICIENT RESOURCES.”’I

YES OISPATCH

Evant: Allotate (LCX,DATA_IXN~E)

Actions: naw_slIosktion

Ewsnt: Active Open ()
or Active Open with data ()
or Full Paaslve Open ()
or unspecified Paaaive Open ()

Actions: error (“Connection slready etieta.’)

Event: Retrarnmiesion Timeout

Actions : retranemlt

Event: ULP Timerut

Actions: if (ULP timeout attion - 1)
then rrn-et(Cm); raaet_eelf(DT); sv.stat~os~
elne report_tiueout

.,
1 I

Evant: NET_OELIVEU ( SOURCi_4DDSESS , DESTINATION_4DDESSS, PNOIWOL ,
TOS [prece&nce, reliebi3ity, delay, throughput 1,
OPTIONS[security],LENGTE.WTA)

)
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TABLS XI. Net deliver event in en eateb state.

Actioos:
.— —.

SEW SST SEC SYN ACK
STANS ON mEc

7 7 MATCH? WN1&lW %TN2;

INVAA. No d d d SENO_ ACK (SV. RECV_NSXTl

INVAL We d d d -- NO ACTION

VALID No No d“ d REAE7(Wah sEsEl_sELFISPI:Sv.S7AVE . CLOSED

VAUO No YES NO NONE -- NO ACTION

VALID No Yss NO lNvAt SEND_ACK ISV. RECV_NSSll

VALID NO we No . VAUO UPOATE ,

VAUO NO YES YSA d RESET ISEOK RESSl_SELF (SFI: Sv. STATE . aosso

VALID YES d d d RESm_SELF IRAI: SV. STATE - CLOSSD

9.4.6.1.6

Eveot: Semi

AC21OUEI:

State - CLOSS MAIT.

(KS, DATA, DATA LSNGTH,
[TIWO~_A~ON]-

PusH_PLAG, LIEGsNT_PLAc [TIMSOUTJ

TASLE XIII. Send event in ● CLCLSSUAIT stete.

)
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Event: Active OpeES()
or Active Open with dsta (’)
or Full Passive Open ()
or Unspecified Pessims Open ()

Actione: error (-Connection elreedy exists.’)

Emnt: Close (LCN)

Acriom: sessi_fi% ev.state-lAST_ACX

E~nt: Abort (LCN)

I Actions: renet(CURE8NT); reset_EIelf(LFA);sv.stateCLOSSD

Ewnt: Retrnsmsismion Tim out -”--

Actiom : rem8mmlt

I Event: ULP Timeout

Act 10EM: if (UI2 tlmerutaction - 1)
then re=et(C~-NT); ri&ek_eelf(OT);sV.state~oSED
else r* Ort_timenut

Event: NET_DELIVER (SOUSCR_AD~ESS, DESTIILATION_AD~SS, PEOTOCOL,
TOS[precedence, reliabi~ty, delay, throughput],
OPTIONS [security], LENCTE, DATA)

1’
I Act ions:

TAELE XIV. Net deliver event in a CLOSS WAIT state.

SE08 RST SEC SVN ACK ZERO FIN
STA:US 07N PREC

MATCH? WN1;OW %~Tm2; Wti%’w
SEEN

7

t

INVAL I NO I d I d d I d I d SENO.-ACK ISV. RECV_ NEXn

INVAL YES d d d d d -- NO ACTION

VAUD NO NO d d d d RESET ISEGI: RES=_SELF ISPI; SV. STATE - CLOSEO

VALID NO YES NO NONE d d -- NO ACTION

VAL!O NO YES NO INVAL d d SENO- ACK [SV, RECV_NEXll

VALIO NO YES NO vAL1O NO NO UPDATE ACCEFT

VAUO NO YES NO VALID NO YES UPOATE ACCEPT; SST_FIN; SV. STATE - CLOSCWAIT

VALID NO Yss NO VALID VES 6 UPDATE: CHECK_URG

VAUO NO YES YES d d d RESET ISEG): RESET_SELF (SF); SV. STATE - CLOSED

‘VAUO VES c1 d d d d RESET_SELF IRAI: sv STATS - CLOSED

1.----
)

lIZ
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I )
9.4.6.1.7 State - cloaiq.

W#ent: Allocece (La, DATA_LE~ll)

Attione: new_allOat ion

Event: Sed ()
or Cleee ()

Actione: error (-Connection eleei~.’)

Ewmt : Acciwe Open ()
or Active Open with date ()
or Full Peeei- Open ()
or Unepecifid Paesive Open ()

Atrlons: error (Connection already exlste.’)

Event: Abort (La )

Attione: reeet (CUERSNT); reaet_eelf(UA):

Event: RetranetineionTimsnut

Actlow : retrermmit

Ewnt: ULP Timeut

Attiorn: if (UW tbecut-ection - 1)
reeet 63JRESNT); reoet_eelf(UT);
elee repOrt_timeeut

SW. s teteczosm ;

ev.etete-CLOSED

Event: NBT_DELIVER(SODELY_ADDSESS,DESTINATION_ADE%ESS, PSOT?B20L,
TDS[prece&nce, reliability,deley, throu@tput],
OPTIONS[eeturiry], LENCTE, DATA)

)
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TAMS XV. Net deliver event in a claeing tstate.

Actions:

. . ..——*..-—— -.-...-—

SE08 RST SEC SVN ACK FIN
STA,TUS ON PREC STATUS ACR.D

? MATcH7 WN’;O W TEST 27 7

INVAL NO d d d d SEND-ACK ISV. RECV-NEXTI

INVAL YES d d d d -- NO ACTION

VALID No No d d d RESET ISEOI: RESm_SELF ISPI: sV. STATE - cLos=

VALIO No YES NO NONE d -- NO ACTION

VALID No YES No INVAL d SEND-ACK ISV. RECV-NEXTI

VALID No YES NO VALIO NO uPOATE

VALIO ND YES NO VAL1O YES S7ART_lIME_WAFT:SV. STATE- llME_WAIT

VALlO NO YEs YES d c1 RES~ ISEGI: RES~_SELF (SF): SV. STA?6 -“ CLOSEO

VALlD YES d d d d RESET_SELF (RAk SV. STAm - CLOSED

I ........ ..,,,. ~ ,.a,.. . ,,

I

I 9.4.6.1.8 State - FIN HAITI.

Event: Allocate( LCN, DATA_LENG1’S

Actions:n~_el location

Event: Sendo
or Cloeeo

Actions: errOr(-Congestion c1061w.’)

Event: Active Opm( )
or Active Openwith dateo
or Full PeesiveOpen()
or UnspecifiedPaseive Oxno

I Astione: .error( ‘Connection slreedy edsts. ‘)

:)
I “114
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E~at: Abort( LCX )

‘)
Act10ZU: reset(CUEEENT); reset_eelf(UA);

Eweot: Rstraasmlesion Timeout

Actiom: retrammlt

Eusat : ULP Tirnout

Actiom: if m tilseastaction - 1)

av. a tatecLQsms

then re3et(CURSENT ); reaet~nelf(UT);ev.state-tZ43SED
aloe rep0rt_tlme6ut

Event : NET_DELIv8R(SOUNC3_ADDRESS,DXSTINkTION_ADDS.SSS,PROTOCOL,
TOS[precedence, reliability,deley, throosbput],
0PTIONS[8esurity],LENRE, OATA)

TAsLE XVI. NET deliver event lEI a PIN UAITl rotate.

Aa ioas:

SEa# SSIS SEC SVN
STATUS

4CK ZERO flu nN
PREt Atx.D

7 ? MATCH? WN:OW W1N2? W%%w ?
O,N

WVAL no d d. d d d a SENO-4cK C3V.RECV_NESTI

WVAL YES d d 6 d d a -- NO ACTION

Vsun No No a d a d o sEsm SESa_SELF ISPI: SV. STATS - aossn

VALU No YES No NONE d d d -- NO At7EOM

VSLLD No YES No INVAL d d d SENO-ACX lSV. RECV-NEXSI

VSLM No YES No VALID No NO NO UmATE: ACCEPT

vALm Mo YES NO VAL121 No No Vss UPOAIE ACC~ SET_RN: SV. STATE - CLOSENO

Vum NO YES No VAUO No YES No UPOAIFi ACCEPW SV. STATS - WN_WSLl 2

vALm No Ves No v&L10 No YES YES Umsm ACCEPT: sEr_Fw: sTssl_~wAm
SV. STATE - llMCWAll

VSLIO no YES No Vmlo m No d Umals

VALLO No YES No VALID YES YES d UPDATE SV. ST4TE - RN_WA17 2

VALED NO Yss Vrs d d a a RESETIsEoh REsrr_ssLF (m:
SV. STATE - CLOSEO

VSLID Yss d a d d d d RESSl_SELF h SV. STATE - CLOSED

lIS
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9.4.6.1.9 State - PIN WAIT2.

Bvent:Abnrt( L(X )

Actiora:reeet(CUEXKNT); reeet_eelf(UA);sv.etete-CLOSBD

\,

Event: Allocate( La, DATA_LENGITl)

Actiorn: new_ellocation

Event: Send()
or ClOeeo

Actiom: error(”Connection clnei=.’)

Bwnt: Active OpEn()
or Attive Open with datao
or Full Peeeim Opcn()
or Unspecified Paseive Openo

Actione: error( ‘Connection already e%lsta.’)

Event: Eetrarnmieaion Timeout

Actione: retranendt

Event: ULP Timenut

Actione: if (ULP timeout ection - 1)
then re=et(--NT); reeet_eelf(UT); ev.etet-EBD
else r~Orc_timeOut

Ennt: SST_DELIVER(SOUE~_ADKXtESS, DESTINATION_ADD3SSS,PROTOCOL,
TOS[prece&nce, reliabi~ ty, delay, tbrnughput1,
OPTIOSS[aeturiv], LENGTS, DATA)

)
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“) IASLE XVII. Net deliver event in a FIN UAITZ etete.

Aaions:

Ssl SECE%-% on
SYN ACK 2ES0 FW

? ? MATCH? WNKEW %A1N2? V&llw
ON
7 1

mvu NO d d d d d 2EN0.AcK W. arcv_NEXTI

INvAL Yss d d d d d --NO ACTION

VAUO NO no d d d d SESSf 03S01:RSS5r_SEU ISPI; SV. STATE - C2.OSED

VAUO NO VEs NO NONE d d -- No ACTION

VAUO NO YEs NO UAVAI, d d SENo- Am Iev. sE&_ NEfl-j

VAUO NO Yss NO VAUO NO NO UPOAIE ACCEPT

VAUO NO YES NO VAUO NO YEs 12POAlSi ACCSPT: SF7_FlM STANT_~WAJT:
SV. STATE - ~WNi

VAUO NO YES NO VALEO YES e UPOATE

VAUO NO YES YES d d d NE2Sl ISEOI: SES171_SElF lSfl: SV. SIAIE - CLOSEO

VAUO YES Yss d d d d ~_SEIJ ISA): SV. STATE - CLOSEO

. . . .

9.4.6.1.30

Event: Abort(

State - last ACIL

La )

Actiorn: reset_self(UA); sv.etat~OS~

Xmnt: Send()
or Clooeo

Aa iorm

Ewmt:

r Allor.ate( )

error(-COmoert ion cla leg.’)

ctim Open( )

)
Actions:

or Aaive open with dateo
or Full Pessive O~n( )
or Onspecifid Peeeive Opsno

error( Yhnnection shady esists.’)
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Event: EetrarnmieaionT-at

Actions:retraoemit

Event: UU Tim-t

Actiom: if (UIF_tiOecut_action - 1)
then reset(COSESNT); reset_self(O’T);
else repOrt_tbxest

av.ntate-CLOSED

Ewsnt: NST_DELIVER(SOOE=_KE~ESS , DESTINATION_ADLEtSSS,PN.OTUCOL,
TOS [precedence, reliability, delay, tbrou~put ],
OPTIONS[secami~], LSNGTE, DATA)

TASLE XVIII. EEetdeliver event in a LAST A(X etate.

Actione:
.—.

SEW F?? SEC SYN ACK
STANS PREC Ati’;,O

? 7 MATCH? WJOW AT:TN2? ?

INVAL NO d d d d SENO_ACK ISV. RECV- NEXTI

WVAL YES d d d d -– NO ACTION

VALID No No d d d RESm [SEGI: HESm_SELF ISP): SV, STATE - CLOSED

vAun No YES NO NONE d -- NO A~ON

VAUD NO YES NO INVAL d SEND_ACK ISV. RECV- NEXTI

VAUO NO YES NO VAUO NO -- NO AC?lON

VAUO No YES NO VALIO YES RESET-SELF (UC); SV. STATE - CLOSED

VAUD YES YES YES d d RESET ISEGI: SES=_SELF (SF); SV. STATE - CLOSED

VAUO YES d d d d RES~_SELF IRA); SV. STATE . CLOSED

9.4.6.1.11

Ewnt: Abvrt(

State - TIILZWAIT.

Actinrm: reeet_nelf(UA); sv.scat-OSPll

118
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Event:

.

Seod( )
or Cleseo
or Allocete( )

Aaiom: error(-Connect ion slm i%.’)

Event: ACtiVS OPSn( )

or Active Open with datao

or Full Passive Operi()

or Unsp3ciflaI Passive openo

Actio6s: error(‘Connection elreedy ex(.etn. ‘)

Event: Tism Watt Tlmemt

Actioue: reset_ee3f(UC); SV.atete-tZOSED

MIL-ST9-1778
12 AUSUSC 1983

Ls6!?EA
d = “don’t cere- condltlon

EverLt:NET_OELIVEE(SOUE~_AOtE02SS, tESTINATION_ADDSSSS,PROTO03L,
TOS[precedenre, reliability, deley, throughput] ,

OPTIONS [ eecurity] , IJZNCTEE, MTA)

TAN12 XIX. Net dellver event in a TIKS WAIT state.

Aaione :

8EU8 :s: Sk 8VN flN
SVATUS PREC IN

7
s+’)% O,N

? MATCH? WNDOW TSST 27

INVAL NO d d d d SENO. ACK ISV. RECV- NEXTI

tNVAL Vss d d d d -- NO ACTION

VAUO NO NO d d d SSS= ISEGL SSSSl_SEU (SW SV. STATE - CLOSEO

VAUD NO Vss No NONE d -- NO ACTION

VAUO NO Vss NO tNVAL d SSNO- ACK ISV. RECV- NEXTI

vALm NO YES NO VAUO NO -- NO AtllON

VALED NO YES NO VAUO YES SENO_ACK ISV. RECV_NSXll: SESTARl_nMLWSI’1

VAUO NO VEs YES d d RESEl [sEQh RES~_SELF lSfl: SV. STATE - CLOSEO

VAUO Yss d d d d RSS~- SELF ISAk SV. STATE - CLOSED
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—During connection estab2ishaent, an ACK
-it falln irnide the semi wiuinw because
—exist for thie tonnection incernetion.

-heck for presente nf ack flag.

if (frran_NET.eeg.ack_fleg - FALSE )
then return (NONS)

is valid if
old ACKa do not

else —Validate ACN againat current send widow

9.4.6.2 Decision functione. Th following functiout exnmiae ltioraation

contained in imterface paramters, interface deta, and the state vector to
make &cisiorn. These &cisiorn rs+nLa tlmught of es further rdl_IU8
of the event and/or etate. The return vahee af tbe functions represent
decisions made.

9.4.6.2.1 ACK on? The ACF_on function deteminee whetkr the atkmm2edg-
wnt fieLd of the incndng seg=nt is in uee. The data effecte of tb.iB

fmttion are:

a. Data examined OUly: fra_NKT. seg.ack_flag

b. Return values:
NO — idicatee the ACK flag ie false ad the ACK number

shodd not be eramlned

YEs — irdicttee that tk ACN flag ie true ad the ACT(number
la in uae

‘if (frrn_NBT.seg.ack_flag - TNUS) ,-,$,,,..:,
then return (=S)
elee return (NO);

9.4.6.2.2 ACK etatus testl? The ACY_ntatue_teetl function cmparea tfk?
ACK mmber of the incoming sag=nt with the current semi variables to dete-
mine whether the ACK is valid. Thie function is intermiedfor u8e during
connection estab2ish=nt when ‘old duplicate- ACKe cennot occur. The data‘“

. ....
i

effects of this function are:

a. Data eiamined only:
fra_NET.seg.ack_mm nv.meti_n-t
frnm_NET.aeg.ack_flag 8v.eemf_una .

b. Return values:
NONE — no AQC appears in the incauing eeg=nt
INVALID — the incnming Begnmnc carries en A= *1* ~S ‘,” .-.

outsfde the setd wiodnw
VALID — the incnming b~nt tarries an ACK ineide the send

wirdow which sfuuld”be used for update

if (from_NBT.seg.ack_mm < sv.send_una)
or (frcm_NET.seg.ack_num > ev.seml_next)

1.20
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tbm return (INVAL2D ) ‘preeent hut Uneccepteble

*E remrn (VALID); qreeant ●d irnide srd wimltw

“9.4.6.2.3 A(X stetue test2t The AC2_status_teet.2function exmainee the
ACK number af t!m incaai~ ●egmnt eg.elrntch current eed veriekdes tn
rktendne whether tbe ACK is ve2id. Thie ftmction ie inteqded for use cfter
connection eetebliehmnt when old duplicete ACKe -n 2egn21y occur. Tlm
dcta effects of this function era:

a. Data ~od Ody:
fras_NET.mg.ak_f2eg ev.eed_next
frem_NET.eeg.ack_nm

b. Return ve.hes:
NONE — no ACK cppeam in tlm incoairQI●egamnt
INV&ID — the incculng segmat carriee an ACK for

eomethitg which hee not yet keen cent.
VALID — the imcemlag eegmnt carriee ●n A= which eitb8r

fe22n in tk window (aai etmuld be ueed for updete)
or dupliates a previae ACK.

+fter a connection is eetah2is=, ● n ACK ia va22d if
-it ACKe eemthing sent on thio connaccien incera.etion.

---- . .. .
1

-Check for prenerme of ack fleg.

if (frcen_NET.eng.a~_flag - PAf5E)

then return (NONE)

e2ee -Vd2&te A(X egaim t rurrent eed w2dw

if (fran_NET.t3eg.ack_mm > sv.send_nert)

then return (INVALID)
-,

else return (VALID);

~reaent hit unaccepteb2e

~reeent ad okey

9.4.6.2.4 Checkeum check? The checkewr_cherk function anputee tb-dte+
eun of an incealng eegmnt ad cmcperco it ageimet the checksum field in the
heeder of tk iting segrnnt. The dote effecte of thie fmction are:

e. Data eradntd only:
ell fidde of fraa_NET.Beg frrm_NBT.protocel
frae_NET.acaurce_addr frem_NBT.length
frccn_NET.deetinetion_addr

)
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b. Return values:

NO — imdicetea tbct the cmputed checksum does not metcb

the VS2U in frco_NET.neg.tbecbum

TEs - imficates tbst the casputed cbecbum metches the
value in fra_NE~. seg.che*um

<he &eckeum algorithm is tbs 16 bit one’s complement mf tbs
--me’s complemnt sum of all 16 bit words in the segment
-healer ad segmsot text. If a segment contaims an odd tmmber
—of octets, the last ottet is psdded on tbs right with zeros
-to form e 16-bit word for tbecksum purposes.

-4!bIle canputing the checksum, tbs checksum field itself is replaced
--with zer~.
--’he checkeom includes a 96-bit pseudo heeder prefixed to ths
—a,ctuel 272 hea&r. The pseudo header contains the
-source afdrsss, the &stioation addresa, the protocol idencifier
-sod the length of the m seg==t (nOt cOunting t~ pseudO header)
-es peesed by the NET_IIKLIVEReerviceprimitive.

, ,

I SOURCE ADDRESS 1

DESTINATION AOORESS

ZERO PROTOCOL SEGMENT LENGTH

,

FIGURE 14. Checksumcheck function.

-The actual computation 18 Implementedion depsn&nt.

9.4.6.2.5 FIN ACK’d? The FIN_ACK’d fmoction examines the acknowled~nt
field of the incoadmz sefmmt to determine whether this segment ACKS a pr-
viously cent FIN. Tie &ta effects of

a. Data exenrtnedonly:
fra_NST. eeg.ack_fleg
from_NET.aeg.s.ck_mm

b. Return vsloes:

this fuction are: -

sv.seOd_fimflag
L7v.aeml_nert

NO .— the Incmning seg=nt does not ACK ths FIN

YES — the incoming segmnt does terry an ACK of the previously
sent FIN

-~be sv.eemi_finflag indicstes thst the U12 hss
—iesued a CLOSE. The FIN’s sequence mumber is one less thsn
-v. eeti_nsxt.

if (sv.serri_fiofleg- TED’S)
then

222

Downloaded from http://www.everyspec.com



I
IUL-STW1778

32 August 29s3

if ((frrn_NET.e,eg.atk_fLeg - TWX) and
(fran_NST.sag.ack_muo - av.aed_n=t))

than return (YSS)
else return (NO)

9.4.6.2.6 P2N on? The PIN_oo fumction daterminea whether the inc-~ o=
=nt arrias a YIN inditatlng tlw reeutteside be no =xe date to eemi. The
data effects of thie ftxwtion ere:

a. Data examinrd only: fr-_NET. EIeg. fin_f Leg

b. Return valuaa:
NO — the aagrnnt does not conta.ine FIN
YES - the a~nt does tmrry a PIN

+ba eegmnt haeder field eeg. flo_fLeJ lndiamq the
-preaance or abeenca ef a PIN.

if (frem_NET.seg.fin_fLag - FALSE)
then return (NO)
alae return (YES);

9.4.6.2.7 FIN eeen? The P2N_seen function aaam2nee both the incail~ ●-
rnnt and the av.reev variablee for the prevloun or current preeente of a PIN
fr~ the rate TCP. This function lC uaad in thr esteblialml etata Lmcause
a YTN MY have been recorded during connection opening. The data effectt of
this functinn are:

a. Data anminrd only:
fran_NET.aeg.fin_flag OV.recv_finflag

b. Return valuae:
Mo — No PIN has been received fr= the rmmte TCP in this

or previrue aeg=nte.

TEs — A PIN tinebeen received. either in the inctieg se&
rmnc or a previu segmnt.

‘+ PIN received duri~ connection .openi~ 1s eavad in
-EV. recv_finflag. A PIN ie present in an
-incmleg aagrmnt if frcrn_NET.sag.fin_fLag ie eat true.

if (( sv.recv_finflas - TRUE ) or
(frcrn_~T.seg.fin_flag - ~ ))

than return (YES)
alee return (NO);

123
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a.

b.

Data axaoinef only: sv.open_rn&

Eeturn value:

&teainaa what kid d open
effects of tbia function

ACHW — tbe U12 reqmeted an Active open with or
witheet data for thie connection.

PASSfVS — the D12 rcqwst a Full PaOsive Open or an
Unspecified Peesi- Open for thio connection.

--he qpe nf epen raltm.stin recorded in ev.epen_iwwie.

if (ev.Open_mde - PASSIVS)
than return (PASS2VE)
elee return (ACTIVE);

9.4.6.2.9 Sv prac w @eq prec? The wflrec vs wag~rec ftmction c-pares
tbe precedence recorded in tbe state vector e~im-t the precedence level of
the incani~ segmrnt. Tkc &ta effects of thie function ere:

a. Data eraained only:
m. orlgiti~rec fr-_W3T. type_of_eervice.preredence

b: hturn V&b5S :
Lsss - precedence in ev < eeg-nt premdence
EQuAL - precedence in w - segment precedence
GREATER - precedence in sv > aegmnt precedence

if (sv.origindflrec < frai_NST.precedence )
then return (LESS)
else ff (ev.origi~~rec - fr-_NET.precedence )

then return (EQUAL)
else return (GRSATEE);

9.4.6.2.10 Sesnurcee muffle open? The reeourcea_euffic_open function
exaninee the internal reeources available in tNs TCP entity to &termine
whether annther connection can be supperted. The dete effectsof this
functionare:

a. Data examinedonly: -mplementetion dependent

b. Return
NO --

Tss —

values: .,

iniicatee that another connection cannot be suppnrted

at this t im .

imiicatee that internal resources are sufficient to
nupport another connection

“) I
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-This function is based on the eaeumption that a TCP entit~
+u finite reeources made up of table apace, storege capacity,
-d otbar implernntation dependent areas. Alth~h the amotmt
=f tkae reaourcea may either be fixed e.tayat.rncomfigur.ation
ar vary dynamically according to ayatem ueaga, mre connactiona
~ be req-sted than can b supported ~ the entity.

if (enagb reenurcaa are avaiLable for anottir connection)
tlmn return (TBS)
else raturn (NO);

9.4.6.2.11 Eaarurceeauffic eend? The reenurcee_eJuffic_aeralfunction
examinaa the reaourcea of this TCP connection en determine if mm data *n
be accaptai frrn the UIZ for crarnfer. Tbe data effects of this function
are:

a. Data examined only: +aple~nt atien &pamient

b. Return vekae:
NO — Iditaceo that &ta cennnt be accepted frtm the U12

et tbie timr.

YsS — imiicatea that internal reaoureaa ara nuffitieat te
accept and tranafer -ra OLP data

-his function 16 based on the aemmption tbet a TCP
=onnection hen finite reseurces. Althcugh the ameunt of
-heae raaourcaa may be fixed at connection eatablie.bnt,
-er va9 over connection Lifati~, at sem point a sending
~ might .rxced the lt2Pentity’s capacity.

if ( entugb reeotmcea ara availnbLa to ha!dLe this SSND )

cban raturm (TSS)

ebe return (NO);

9.4.6 .2. L2 SST on? The SST on fuoction examines the recat flag of the
inceming segm~adar to &termina the presence cd a SST. Tbe data
affe=a Of tbie function ara;

*a. Data ~nd only: frrn_N2T. seg. re_flag

b. Return vahan:
NO — tk incmi~ sagmant does not contain a SBSST
TM - the incoming eegmrnt does tarry a NSSET

if (frcm_NST.nag.ra_flag - FALSE)
then return (NO)
elsa return (TSS);

9.4.6 .2; D Sec match? The eac_matth function crnparee tbe security ~re
urtere (including eecuricy level, cmpart~nt, tranetission control cede,

IZ5
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and hardlicg raatrictiona) defined in the state vector againct tlmse accm-
panyiug the incoming eeg=nt. The data affects nf this function are:

a. Data axamiti only:
frm_NIST.optiom [eeeurity] ev.eec

b. Return values:
No — Tba values in tha stata vector & not match ttmse nf

the incoming segzaent.

YES — The aacurlq information axactly matchae that
etata vector.

--The eecurity information is not cerried in the seg=3nt
-but is paasad by the network protocol entity in the
—NBT_DELIVER option parameter.

if (from_NST.options[eecurity] - SV.see)
then return (TES)
else return (NO);

in the

beeder

9.4.6.2.14 Sec prec ellaued? The eacflrec_ellowed function axaminee the
eecurity and prece&nce informetion requaetad by a ULP in a connection open
rcqwest ad bsad on tha.lmple=ntetion enviromnant (i.e., secure tmst,
unclaeeified syatam, etc.) &terndnes whethar this TCP entity can support
them. The data affects of this.fuq~.%9Q are:

a. Data examined only:
fra_U1.1precedence frmn_ULP.mecurity

b. Return values:
NO -- This ~P entity cannot support the raqueatad security

and prece&nce.

TEs — Tba aecuriq and precedence requsted am be supported.

-Thie decieion is imple=ntat ion dependent.

9.4.6.2.1.5 Sec range match? Tba aec_range_mstch fmction checks if the
security Paramtere (including security level, compartmmt, tranemission
control code, and hauilicg reatrictione) in the inc~W seg=nt fit wit~n
tha security rangea specified in the security list.

The data affects of this fwction are:

— Data exandned only:

frcm_net.uptiOrm [eecuriql m. se,c_range6

)
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I ) — Return vehiee

so - Tbe values la the iecmicg segmnt are not within
the rangea specified in the otate wcotr.

Tss - The valmes in the incmiq segmnt are with the

raegee specified in the etete vecter.

9.4.6 .2.2d Sec prec metcbt Tbe eacJrec_metch function canparee the prece-
dence levm2 end security information (ioclud2ns secmrity leve2, carpart=nt,
trarndaaimn coatrol cede, aml hanilimg reetrictiorn) defimd in tk state
vecter ageimat theee mf the incoming aegmnt. T& dnta effacto ef tbio
function are:

a. Data tumsincd only:
frmn_NXT.typa_ef aewice.precedence #v.eec
frcnn_N71T.optionaTeecmrity] ev.act~~rec

b. Retmrn valmea:

NO — Tk aecmrity ●d pracedente ef tbe aegmnt do mm
-tch tboee ef the state vector.

Yss — ~ eecurity ad precedenr= DO match.

if ((av.eec - frat_NET. mptione[eacmrity]) ad-
(ev.actmel~rec - frmn_NET.type_mf_qe=ice .precadente))

than retmrn (TXS)
else retmrn (NO);

9.4.6.2.17 Sad etatma? Ibe eeq#_atatue fmnction camperea tbe sequence

wmber d the incontng aegmnt agairnt the current recv verieblee in the
etete vector te &tennine whether tke aegmnt coateirn data in the recv
wlminw. The &ta effecte of tbie function are:

● ✎ Data examined 002Y:
frox_NBT.aag.a~mum 6V.recv_vedw
ev.rem_next

b. -Retmrn values:
VALID - Tbie aegmnt does net centala &t a within

the recv wirxiew.
INVALID — Thie eegnmnt DOES centain deta in the recv

widov.

--h to caro length retv wlmdew and zere 2ength aegmenta,
-this decision fmnction mat examine feur ceaea.
-bane ~ceo are erpreseed 10 th? follwimg comiitiomal
ataternnto.
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if (from mT.lenxth - O)
then if Tev.rerv~wndw - O)

than
-When tbe segment.comtairnno data, and the receive
+WIW is clmaed, the s~nt sequence uumher
iamst eqmal the mext expected to he .accepteble.
if (frtm_nct.aeg.seq_nm - sv.recv_next)
then return (VALID)
elec return (IWALID)

else
-ifhen tbe eegtint contaima m data and the receive
-wimdow is opan, the segment sequence mumber met

-fall WIthin .tb receive wimdmw.
if ((SV.retv_neat 4 frcu_l?ST.sag.aeq_mum) and

(f rrn_lfBT. seg. s~mu. < sv. recv_naxt+s.. rctv_wndw) )
then retmm (VALID)
else return (INVALID)

else if (sv.re,cv_wndw- 0)
then

-+hen tk eegmenc carriea data ad the receive
-mdow ie clmsad, althcugh no data can be
--accaptd, the control information is acceptable

. —if the s~nt eequenu nmber exactly matchee
-the next expected.
if (frcm_net.seg.ae~rum,- sv.recv_next)
then return (VALID)
elsa,return (INVALID)

el~a
-Uhen th ae~nt carries data aui the receive wiuimu
—18 open, the segumw la acceptable if any data
-+alln within the receive winimw.
if
-Dmce the front af tb deta lie within the windmw?
(((sv.recv_next < frcem_iET.seg.seq_mum)
ard (frm_NET. eeg.e<mum <
sv.recv_next+av.recv_wndw))

or
—Dote the hack of tha data lie within the wlmdow?
( (SW. re=_ne* + frmm_NST.eeg.se~atifrrm_~T.

le~th)
and (frm_NET.length+frrn_NET.eeg.se~mum <

sv.recv_nemt+sv.ram_muiw) )
or
—Dmee the middle of the data lie within the window?
((sv.rea_nexr > fra_net. seg.seq_num)
ad ( SV.recv_ncxt+ev.retv_rmdw <

(frm MT. 3ength+fra_NST.seg,se~rmm))))
then returnTVALID)
else return (INVALID)

“us
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9.4.6.2.18 STN on? The SYN_on ftmtctionexaminee the STN fleg of the
incasingsegment. Tk deta effecte of this funttion are:

a. Data examined only: frc&_NRT.eeg.qm_f lag

b. Return valuee:
No — No SS io present in tha incm.iog ncguent.
ZEs — A SYN ie present in the aegmnt.

if (fraa_NRT.oeg.sya_flag - TSRE)
then return (YES)
else return (IJO)

9.4.6.2.29 STN in wndw? The STN_in_undmu function &tetraineo whether an
incoming aegmmt contaiuee SYN, and if em, vhether itn sequante number 2iee
in tb recv widow. The deta effects mf tMe function are:

● . O.etaexamind only:
fras_NST.aeg.ey_f2ag av.retv_nexc
frmn_NST.ees.aeq_mm SV.raev_wndu

b. Return valuea:
No — NO STN in present,or e SYN is preeent Lut it dmee

not fall in the recv vindow.

TRs — A STN ie present e.mifelle in the kv widow.

—After e connection is aeteb2iohed, no eeguencs ahnuld contain
--SYNS. Ilowever,ce-ain eituntiona mey prnduce a SYN.
-Stmrcly after a connection opane, a duplicete mf the original
--SYN mey arrive. It will nnt .Z.iein the recv wirxhw, having
—already been accepted. Or, during e connection of long
-duretimn, very vev rare error cotviitiotmmay produce a SfN
with

--the retv window. This eituecion must k &tected.

if ((frcen_WT.ee&eYI_f lmg - TRUS ) and
(frm_NST. eeg.e<uum >- 8.. recv_next)
(frcm_NRT.eeg.aeq_oum < 8v.recv_next +

then return (TRS)
elee return (NO);

ad
m. recy_wndw) )

9.4.6.2.20 Zero recv wmdw? Tlw zero-recv_vndnu function examines the
rea_variabh?e tm &termine whether the recv window ie zero, presenting the
accepcane mf eny deta fran the ramote lCP. The data effects of thie
function are:

a. Data exeminrd only: BV.recv_vndw

.,
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b. Eeturn values:

lio — Tbe recv window is not zern.

Tss — Tbe recv widow IS re.ro. Ho

if (Ov.recv_wndw - o)
then return (YSS)
else return (NO);

Data an km aeceptd.
data can be accepted.

9.4.6.3 Action proeedurm. The follcuiog action procedures repreeent the
set nf ectiona perfod by e TCP enti~ stete merhine. They era celled by
the etete eni event correspondence defined in SCction 9.4.6. Tbeee proce=
duree ~ve been organized eruldesigned for clarity end are provided am guld&
linen. Altfrmgh implementors can raorganire for better perfomanee, tba date
effects of the resulting Imple=ntationn -t not differ from those epecified
belnw. Certain eepetts nf the ectiem described in the follneing procedures
are subject tn &e i= choices. Specifically, the eeleetioa of etrateglee for
hemlllng retrernaien$om, senii~ ackncwled~ntn, ae~nting data, accepti~
data from the remte TCP, ard deliwring data to the DLP are govarned by
Impl-ntatinn &pemient criteria. Tbeee strategies are encapauleted in
‘policy- procedure such ee etcaptflliry. A pulirg procedure dincueaee the
avafiabla approaches ad returns information te an ect ion procedure imiicat-
ing appropriate procaesing. The policy procedure defined in the folleuing
section are: accaptflolAcy, a&flolAcy, &liverf103icy, retramnitflo~cy,
and aed~licy. The actione procedure invoke the erncution enviro-nt
primitives, definad in Sattion IO, to pasa messages between protocol levele
(2’EANSPER),to red current tire? (COSNENT_TINS),and to set and canceltirnre
(sET_T131sR,cANcsL_Txt4sR).

9.4.6.3.1 Data =nege=nt reutines. This specification is inceded to be
as detailed and accurate as Pennible without implying a particubr inple=nta-
tion appreecb or emviromlent. However, a difficulty lies in the manipulation
nf internal data eterage arena whi* is, by nature, implernntation &pendent.
Thus, a ret nf data management rmtines are defined to wmiptite tlw queues
fnr.send and receive data while epacific data structure (such ee arraye.
linked lists, or circular tuffers) remain un&fined. The etatevector ten
recordand send and receive variablesin teme of sequence numbers because
the data rcmtines cnrielate eeqwnce mmbem co the pbyaical pnnition nf
data within the data structures. The data tsanage=nt routines defined in
the follmring section are: dm_dd_to_recv, dm_edd_to_eed, dr_cnpy_fran_
send, du_remOve_frnm_eend, and du_rewn_fr-_retv.

“) !

)

9.4.6.3.2 Accapt. The accept action procedure accepta data frrn the

inceming segmnt and places it in the receive queue. The amount of data
eccepted ie geverned by th implementation &pendent acceptance pnlicy.
An ACK IS generated f nr tha accepted data accnrdiug tn the ACS policy which
is implementation &pendent. A380, mm data may be &livemd according to
implamntat ion dependent delive~ policies.

,)
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a. Date exeminai:
ell fielde in

b. Date=dified:
all fidde of
SW.recv_next
EV.recv_urg

c. Local variehlee:

lfn.-slD-l778
32 Au@et 1983

are:

fron_NBT ev.recv_e3loc

tn_fJBT ev.re=_7imdw
SV.rem~eh

stert_seq -Unt Offeet

-The accept~llcy procedure returme hw much
4ace is Cm be mceepted, its beginmi~ eequsnce tuaber,
—sod ite location wltNn tba incomiog aegtemt.

accept~o~cy( emnunt, etert_6aq, offset );

if (emount > O)
then

dm_dd_to_recv( etart_oeq, atmunt, nffset );

—Up&te the rem_next eequsnce mmbar if neceeaary.
if (nw.re~_next - start_seq)
then ev.reev_next :- etart_eeq + ammtmt;

‘+tecord PUSE ed LIECENTinformation.
if ((frm_NBT. eeg.pueh_fleg - TRUE) and

(sw.recvflueh < ata=_aeq + ~~t))
then BV.recvflueb :- start_eeq + amnunt;

ff ((fr-_NET. seg.urg_f3.eg- TfUIB)ad
(ev.rea_ur8 < frm_~T.aeg.ee~m + frrn_~T. eeg.ur8ptr))

than sv.recv_urg :- frcem_NET.seg.s~mum + frrn_tlllT.aeg.urgptr;

-Refer to e~~licy tn determine whether en ACK ehould be
genarecai

—at this pnint.
to_ark :- eckfloliCY();
if (co_ack - TRUE)
then aeni_ack( SW.recv_nert );

—If the allocation allows, deliver date to the ULP.

if (ev.recv ellnc > O)
then delive~;

emi;

)

9.4.6.3.3 Accept pOliCY. Aa nne mf the pnlicy produrea, aceept~olicy
discuesee the alceroetivestrateglea for accaptimg the data of incmming eeg-
rnnte ad returns to the celling procedure the amber af data octete to be
accepted. The pararntere are: .
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a. startiog_t3eq - sequn= umber nf the first octet mf data
to be accepted

b. quentity - the mmber of octets of data tn be accepted

c. segmmt_data_mffset - the pnaitinm mf the firet data octet
within the incrmi~ eegm3nt’s t-t tm be accepted.

9.4.6.3.4 Accept strategy. A TCP imple~ntation may use one of several
strategies to accept data within the receive widww frm an incming s~nt.

a. Accept in-nr&r deta only. The acceptance teat IS:
frrn_NBT.eeg.s~mum - w?.recv_next

That ia, the seqtemce tmmbcr of the incnming segmnt must
exactly equal the next aaqmn= amber expected to be

received.

b. Accept ang data within the receive wimiow. The acceptance
test has sevaral pcrts:

m. recv_next < fra_NET. aeg.meq_num
-< m. recv_ncxt + SV.recv_wndw

-Or -

SV.recv_next -( frm_NET. eag.ee~mm + Length
-( av.reff_ncxt + av.re~_vndw

That is, any portion nf the text falling within the receive
window (i.e., in the interval between the next sequence
rmmber expected to be received and the last sequence number
in the window) is accepted.

9.4.6.3.5 ‘b-order- strategy. Tha ‘iu-mrder- strategy allows a eimple
acceptance teat aml a straightforwerd scheme for data aturage. Eowevar, the
10ss of a eingle segnemt can reaulc in the remnte TCP retransmitting every
succeeding seg=nt. The ‘in-the-window- strategy requires a more involved
acceptance test and a supbisticctd dcta storage scheme to keep track of
data accepted out of order. Also, as each ee~nt is accepted. the deta
storage must be checked ❑ that a centigunus interval of nut-of-nrder data
can be recognized. This strategy a.lladsthe remte lCP to retrarnmit only
lust aagmmnte.

9.4.6.3:6 A& pOli~ . Aa onc nf the policy procedures, a~flolicy diacu~
sea the alternctivc etrategles for acknmlctlglng data. accepted from incoming
segments ard returtw to the celling action procedure a bnolean value imitati-
ng whether an .scknowledgnentshould be sent. A TCP Implementation may apply
one nf two acknowledgment timing schemes.

“)

a. When dsta la accepted fr~ remote ‘ICP,immediately ger
crate an amp& segmmt containing current acknowledgement
information atxlreturn it tn the reante lCP.

,)
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b. When dcta 18 accepted frna r-te TCP, record the meed to
ackemulad~ date in the state vector, lwt wait for an cut-
bmund s~nt with &ta on wbicb to piggybad the ACK.
Ilmmver CM avoid a low &&y, eet ●n ‘ack t~r- to Malt

tba delay co a reaaamable interval. Thus, if MM nutbammd
eMgQ~ with data is pradmced vithin the riteaeoack timaat
interval, the ti~r axpiraa end an ~ty ACK sagmnt 10
gaaaratai ad semt CM the remte TCP. If a data ea~ot ie
prodmced before the tirnr expires, the timer is cancallad
ard the need to acknawledga racotd 1. ereaed frtxtthe state
vector. (Nate that no ‘ack tirnmut- event appaara in this
stamlard. Thie event ad the raemlti~ call to the ead_ack
action procedure sbmuld ie added if the tbia apprnecb 1s
tken. )

Tbe trada-mff between the two qpraacbee is procaaaiag time vereus control
overhead. The ‘autmmatic- ack approa~ ie eixple, but reeulta in extra
aagmnt gememcimn. The ‘t&d- ack approach reqmirea mare procaaei~ tam
will redmce the txmbar of e~nts ~marated MM commectioma with tv~ay
&ta trarnfer.

9.4.6.3.7 Check urg. The rheck_urg action promedure axamieea the hater
of the inceming sagmmnt to determine @tether new ur~nt informctimm iS .
preaemt. If m, the urgent pointer ie recorded in the recv verieblaa.
Tba data affecta mf tbia procedure are:

a. Daka ~“eed:
frrm_NEI.eeg.urg_flag fr-_N6T. eag.dmta_offset

frmn_NXT.seg.urgptr frcra_NBT.length
frm_NET. e.eg.s~mmm

b. Data wdifiad: ev.recv_urg

begin

--Check urgent flag ami urgent pminter.
if (frcna_NET.aag.urg_fleg - TRUE)

tlmn -Check to aee if a m urgent ~inter la present.
if (SV.re~_urg < frcas_NXT.a~. se~tann + frco_NBT.seg.urgpcr)
than

if (sv.recv_urg C av.racv_6ave)
than —If the ULP ie not in ‘urgent umda-, it must be

+afomad nf the praaen~ of urgent ieformetion.
—iaplemmtation dependent action

OV.recv_urg :- frcm_NET.sag.eeq_eum + frmn_NET.seg.urgptr;
end;

9.4.6.3.8 Coupute cbeckauw Tba cmapute_checkaum procadura cmputac the

cbachum mf an outboumd S~nt and PIACCC the value in the header’s aCICOUM
field.

, The data affecte of tbia fumctioo are:
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a. Data examined
all fields of to_NET.aag tO_NS1.prOtOcOl
to_NET.aourca_eddr to_N71T.length
to_NST.destination_eddr

b. Data uwdified: tO_NST.sag.checksum

begin
-he checksum algorithm is the 16-bit one’s complement of the
--one’s cnmplemnt sum of all 16-bit words in the segtmnt
--heeder 81xIsegmnt text. If a aegmant contains an odd number
—of octets, the last octet is padded on the right with zerns
-to fern a 16-bit word for checksum purposes. While ccmputiog
—ths checksum, the checksum field itself la replaced with zeros.
~be checksum includes a 96-bit pseudo bccder preflred to tke
—actual ‘ItPhaa&r. As, the diagrams shows, the pssudo header
-cent aim tha enurce sddreaa. the destinationeddreaa,the
—protocol identifier.and the lengthof the TCP segment
‘(not crunti~ ths pseudo header).

, r 1

SOUSCEADDNESS

DESTNAT’IONAoDRESS

amo I PNUTDCOL I SEOMENTLEWOTH

,

FIGUILS15. Compute cherksum procedure.

—Tha actual computation is implementation dependent.

end;

9.4.6.3.9 Corm open. The corm open action procedureie calledjuet before—
a connectionenters tba ESTABLISFIEDstate. Accordingto the implanentation
policy,the proceduraupdates the ACK ami window information, delivem
any waiting data, aod acknowledges any received data. The ULP is notifiad
of tha newly opaned connact 10U WI tb an OPEN_SUCCSSS service r.cspons e. The
data effects of

bagin

tha procadure are:
—

Data examined: av.lcn

Data motifid: tO_ULP.semice_reapOme tO_ULP. lcn

Locel variables: delivery_amount ned_to_ack

--Inform the U12.
to_ULP.eervice_respooae :- DPEN_SUC(liSS;
tO_ULF.lcn :- sv.lcn;
TUJJSPSR to_UIF to the ULP identified by SV.source~ort;
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- incoming segmmt coataned either a SYN and an ACK of
~ur SYN, or juet an A=. 10 aictmr case, uee the neu
~ to updete tba semi verlablen.

updete;

4eaed on implemntatlon &pemient peliciee, deliver any welting
—data to the ULP.

&live rg_munt :- &live rflo3icy();
if (delive~_emuet > O) tlmn dellvar;

4eead on tiplemeutation &pemieat ecktng policy, I* the
-incrdng Ognt.

ned_to_ack :- eck~liry( );
if (need te atk - ‘rIun3)Cheo tmmd_ark;--

end;

9.4.6.3.10 Dcl.l~r. The delivar ectioa produre moves data ecceptad fr~
the remte TCP into the to ULP structure for &live= to the OLP. The amount
of dete &liverd ie bawd-on the receive mlloatien, the eumunt of pushed
dets, ●d tlm iaple=ntmioo dependent dal-imq pollcy. The det8 effects of
thie proadure ●re:

● ✎ Data ausinrd:
ev. recv~uoh
av. recv_urg
av. lcn

b. Data WAified:
av.recv_aave
av.recv_ellOc

c. Locel =riebles: puebed delive~-erecunt urgent_letagth

OV.rem_nat
ev.recv_fiofleg
sv.seurce~ort

all fields of tO_KJLP

begin
--Deee puokd dete mit delivery?
if (sv.remJuab > av.rem_cmr2)
then -Pusbed &ta unite en cmpute emuot needieg &livery.

if (SV.re~~h > ev.mm_naxt)
tlmn pwhed :- Ov.retv_next - av.recv_eeve
el.oepushed :. nv.recv>eh - av.recv_aave;

—Ia tbm “encmghallocation for ell the pushed deta?
if (SV.recv_allOc < pushed)
then &live rp_emunt :- av.ratr_elloc
elee dalivary_emount t- pushed;

else -No puabed thta waite. Refer to the &liver~Olicy
—to determine hw much dete eheuld be peeeed to the
-012 at thie pint.
deliwry_emunt :- &limr~licy( );

‘Deliver camputcd emunc of date to ~, including urgent
-informet ion.

m
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if (de3ive~_amunt > 0) “
then ba@n

--Cback for nerd ef urgent- in data which tannot be ‘delivered
-in the same delivery ueit vith .eubnequentnon-urgent data.

if ( (sv.recv_urg > SV.recv_save) ad
( SV. recv_uw < W. rem_sam + de.li=rp_-ad )

then —Deliver tba urgent data alone flrat.
begin
urgerI_ler!gth :- SV.recv_urg - sv.recv_save;

dn_re-ve_frar_recv( SV.recv_eava. urgant_lensth);
to_ULP.data_length :- urgent_lengtlu
—Note that imple=ntat ion dependent delivav d t
-eI.ze reatrictiona ere not handled.
tO_ULP.urgent_flag :- TRUS;
t0_U12.lcn :- EV.lcn;
to_UIl.eervice_respenee :- DEL~R;
TRANSPSR to_llLPto the ULP -d by to_ULP.soar-flort;

SV.recv_8ave :- sv.rem_urx
m. recv_cl.10c:- EV.recv_ellOc - urgent_length
delivery_amouut :- delivary_ameunt - urgent_lemh;
eml;.

-+love data witlmut an erd of urgent into cO_U1.,P .dcta

—and deliver to ULP.

dr_rmove_f rm_recv( sv.recv_save, delivery_amuunt);
to_UH’.data_length :- delivary_emmant;
-Note that Implamantation dependent delivery anit
--size restricti0m9 ere not handled.
tO_ULP.lcn :- av.lcn;
if (sv.recv_save < sv.recv_urg)
then to_ULP .urgent_flag :- ZRDS
else to_ULP.urgant_fleg :- FALSE;

TW4NSPER to_UIZ to the ~ nemed by ev. aouraflort;

—Update recv variablea.
av.recv_neve :- ev.recv_aave + de3ive~_amount;
SV.recv_allOc :- SV.recv_ellOc - daliva~_cmOant;

‘)

“)

--If the remete side has claaed, end this data cleare the
—receive queue, the ULP must be motifiad.
if ((sv.recv_finflag- ‘IRUE)and

(ev.recs_.ext- SV.recv_save))

)
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than
begin
to_U12.eervice_raepnnae :- UOSIW;
tO_llLP.lcn :- Ov.lc~
TRARSYBR to_U12 to tb LIW nma?.dby sv.sourcaflort;
end;

cd; --nf data &l.ivary to U12
end;

eml;

9.4.6.3.11 Deliver policy. Ae one nf the policy prnceduraa, deliverflnlicy
dis~see the alternative strategian for delivering data to tba OLP. It

returns tn tk ~lling procedure the umber nf octete of data to be &Mvered.
Barring zero receive ellocationa and puahd &ta, the TCP epecification allnwo
an implemantatinn tn &liver deta te tb IIU at ite”ewn convenience. Eewaver,
performsnce coneideratintroshould be exaoinad. On one bard, data available
for &livery shmld be delivered with reaennable praptnaas; it tttmuldnot bE
delayed indefinitely while waiting for a delivery unite worth to arrive. On
the other bani, the data alxmld not b dal.iverd an octet at a t- waeting
both internal .TCY prncaasing tim aal external executinn enviro~nt resources.
A raaaonabla cmpraiae ran b achiwed guided by oyntem design critaria.

9.4.6.3.12 Dispatch. The diapatcb action procedure etcepta the data and
interface parematere paeead @ tlm UU in a eed request, adde tk data tn
the send queue, aui adjusta apprepriace eenl variablaa. Depending on the

, semi policy, the procedure may eegeent ard traraweitaoma pnrtion ef data te
the remte TCP. The data effecte ef thin procedure are:

a. Data examined:
frnx_UIZ.lcn frrn_ULF’.puIIb_flag
frc4m_ULP.deta fraa_ULP.urgent_flag
fras_LILP.daca_3angth frrn_IJW.ulp_timanut

b. Data mndified:
sv.aenl_free av.aad_naxt
av.ulp_tirnnut av.eemi_una
sv.aemi~ush ev.neui wndw

)

sv.aed~urg

begin

--Save the data along vith timaetamp, starting at

-hen update the sed variables.

add_to_aeai(av.aed_f ree, frrn_OW. data_3angth,

SV.sed_free :- sv.aad_fraa + fr&_ULY. lengrh;

if (frcn_ULP.pueh flag - lSJJS)
then sv.aedflush-:- av.semi_free;

337
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if (fra0_U12.urgent_flag - TEDE)
then sv.send_urg :- sv.sen3_free;

—Depenling on implementation, the IIU timcut timer may
. -ad to be restarted when tke interval is changed by the ULP.

if ((frm_ULP.ulp_tiIaecut /- MULL)
—nption exercised to net tineout and (frrn_JLP.ulp_timeout /-

sv.ulp_timemt)) then sv.ulp_tkout :- frmr_ULP.ulp_theOut;

-Call the serd_uew_date procedure to dete rmlne if eny
aewly received date can be sent et thie time.

eemf_new date;

ed; --on-zero sed vimiow proceeei~
end;

9.4.6.3.13 h edd to send. Aflone of the dete management routines, the

dqadd to eend procedure edde the data provided by the ULP In frm_JLP. data
to tk-ee-d storage erea. The callirg eequence ie:

dn_dd_to_eend( se~mq length, t1= )

seq_mum - the eaquence mmber of the firet octet
being added to the ❑torage aree

le~th - the umber of ocikte “t~’””k&&d

cl= - the current tiue to be aeeocieted with each
data octet for later &teminetinn nf deta age
for the ULP timout.

9.4.6.3.14 Dm add to recv. As one nf the dete management rnutinee, the
dm_add to recv procedure copieE date from en incoming segnent, found in
frm_~-T.;eg. data, into the receive storage area. Thie routine ie celled
ee segmnts are validated end portione of their data are found to be in the
receive windnw. The calling seqwnce 18:

dn_add to recv( seq_mm, length, offxt )-—

ee~num - the eequence nmbe.r nf the firet octet to be copied.

length - the number of data octet to be copied.

offset - the lo~tion of first octet to be taken fran the
data portionof the eeg-nt.

9.4.6.3.35 Dm C~Y from send. Ae one of the data management routinaa,
the &_copy_f rrn_eemd procedure copies data from the eend etorege area into
to_iET.eeg.deta. This rcwtlne .1sused as data ie .segm?nted erd trercvmitted
initially, and as retranendaaione are required.
The calling eeqwsnce is:

1.38
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,) dm_cOpy_fran_send( se~rum, Ieogth )

‘%mm - ‘~ a’eq~n~ mfbar Of tlw flrat data Oaet ~ ~
copied into tO_NRT.Beg.dnta

lergth - the mmber ef octets te be cepied

9.4.6.3.16 Dm remove from recv. Ae one mf tbe data menageemnt reutinea,
tb dm_remove_frms_recv ratine remevea data frmn the re~ive atir~e area
and plecee it in the to_ULP.dsta structure. ThAa ia celled aa &ta la
deliverd to tb ~. The calling sequence 18:

dm_remeve_frar_recv( eaq_rmm, length )

-cam - the eeq~na nmbar of the fimt Oaet ~
be removed ad cnpiad

lergth - the tumber ef data occeta to be remnved amf cnpiccl

9.4.6.3.17 b remnve from aemd. h one ef the data maeegamxx routinaa,
the dm_rcameve_fra~aed procedure dml.etee data frmn the send atorege area.
This routine la celled aa &ta ia ackmeuledged by the remete TCP and rermved
frmn the retraramlaaien ‘qtmue.- The celling smquanca ia:

dm_rewva_frmn_aamd( ae~mm, 3.ength)

aeq_num - the eequ?nce mmber nf the firet octet co br remved.

length - the number of &ta octete to be remeved.

9.4.6.3.18 ~. Tbe errnr procedure fills in the fields of tn_ti with
the loce.1cnnnection nama, the ERROR eervice respnnee, and the error description
paaeed by pramater. This information i6 peaaed to the lord UU.

a. Data examined: ev.lcn

b. Data modified: tO_tIIJ’.lcm
tO_U1.F’.error_&ac

bedn

end;

-C0m9 truct an arror measnge for the

tO_ULP.eervice_reapmeee :-‘ERROR;
tO_OLP.lcn :- av.lcn;
to_ULP.error_daac :- peraumter;

av.aourca~rt

tx_ULP.eem3ice_reepenae

10CII1012.

TRANSFRR to_U12 to the U12 named by sv.sourceflnrt;
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9.4.6.3.19 Formet net para~. The fornec_netflarama procedure filk in
tba para-terc used by the network protocol entity after the calling procedure
hee filled in tfm aatgoing segwmt bader. The size of tba eegmsnt’s text

portion 16 pcased by peremter.

a. Data

b. Data

examined:
to_N3T.eeg.data_offeat

SV. destinetion_addr SV.sOurce_addr
ev.dastination~ort Bv.eOurw~Ort

nudified:
to_NET.identifier to_NET.typa_of_@emiea
tn_NET.protocol tO_NET.length
to_NST.dastination_addr to_NET.source._addr
to_NET.sag.source~rt to_NET.deetination_xmt
to_NET.dont_frcguent

begtn
--Fill in the netvorkparameters.

to_NET.aag.source~rt :- SV.source~rt;
to_NET.ecg.dastinationflort:- ev.deetinationflort;
to_NET.source_addr :- SV.eource_cddr;
to_NET.&s tination_eddr := sv.&stinatiOn_eddr;
to_NET.protocol :- TCP_ID;
to_NET.type_of_aervice.preccdenca :- ev.actual~rec;
to_NET.typa_of_eervice.reliabil.ity :- NORMAL;
tO_NET.type_Of_eervice .&lay :- NOILNAL;
to_NE1’.typa_of_service.throughput := NOSMAL;
to_NET.identffier :- gcn_ido;
to_NET.dont_fr~nt :- FALsE;
to_NET.tfma to live :- ONS_iiI~E_TTL;
to_NET.len~-h- :- to_NET.neg.data_offset +

parameter;
to_NET.options[eecurity] :- w. eec;

end;

9.4.6.3.20 Gem id. Tba gen_id action procedure returns an identifier to
the calllng procedure to be passed to the netvork protocol entity when a
seg’mnt is trarnmitted with a NST_SEND primitive.

e. Data examined: —implermmtat ion dependent

b. Date modlfid: -n one

begin
--The generation of the identifier is implementation &pendent.
—The network protocol entity uses the i&ntf.fier, along with
--eddressirg information, to distinguish between sending units
—(i.e. datagrame) if fragmentation and reassembly are required.
+0, TCP must generateuniqw identifiera for each eeg!mnt if
-the data is to be transmitted without confueion.
-.

)
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-~no. if a retranemttced segment 16 etcnmpenled by the
+dentifier used for ite originaltrarnaie.sion, the network
-pro~~l entity -y be eble to piece tngether perts of the
-=3rfgina2 am! the retrernmiasion to improve its perfomenrn.
+ete $het if repackaging la prfo~ duriog retrancdsai.on,
-the 0rigfne2 identtiier cannot be uced.

emd;

9.4.6.3.21 Can Ian. Ttm gen_iem proaxhme returm an lmitielseqwn=
oumber to the celling procedura for uee during tke tbree_way bendehake of

cO~ion eetabl.io~nt.

● . Data eramind: -mplementatimn &peulent

b. Data eodlfied: - nnne -

+mpleaentattin &pealetu ectinn

9.4.6.3.22 Can lcn. The gen_lcn procedure returne a 10CC2 confection name,
or lCO, to tk calliq procedure ta lm used M a elmrtbed identifier by TCP
amd tbt 10cO2 LILPin eervice requeata ad reaponeee perteiming to a comection.

a. Data ~nd: *rnplamentatien dependent

Data rntified: - none -

begin
~he generation nf tbn lcn ie tiplemencation depemlent.
—A TCP entity ueuelly euppnrts WIOy cnnnectione.

—If tlm lcm 1s a pninter nr table imiex, aervlce requests

—am be quickly matched CO their state vector.
end;

9.4.6.3.23 Gem ayn. The gen_eyo action procedure formate aml tratmmits a
aegmnc cnntaimlmg a STN to the re~te T@. As pert ef the SYN generatlnn,
●n initial eeq~nce mmber io nelacted. The procedure mcapts one Par-ter
whose valuee are ALONS, UITE ACK, and WITR_DATA, indicating whether the
aegrnot will contain an ACK ~r bta. Tbia procedure does not herd2e generatir!g
a SYN carrying a PIN flag because tk specified eemice interface doee nnt
●upport ● =arnaction prtitiva hecribad in Appendix C. Iinwever,if such
primitive uare created, tbia procedure wodd have to be uodtfied to handh
it. Tbe data effecte of thi.e procedure are:

a. Data ezemlned:
sv.source~o rt av.recv_Lsn
av.onurce_addr SV.recv_next
ev.fkntlmetienflort ov.seul-next
sv.destimtion_oddr sv.eeul_ftea
ev.rem_wndw sv.eetiflueh
sv.eemi_urg
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b. Data mod.lficd:
Bv.sed_isn tw.senf_next
all fields nf to_~T sv.semi_une

c. Locel variables: emount

besn
--Generate the initial sequence umber to be used for
—data cent to the remnte T@.
8v.aed_ian :- gen_ieno;
sv.eemi_next :- sv.semi_isn +1; --STN uses the firet eeqt.

m.seni_una :- sv.8end_iBn;

to_NET.eeg.sqnum :- sv.seul_isn;

-Check parameter ro determine exact type of SYN.

case parameter nf

when ALONE ->
to_NET.seg.ack_flag :- FALSE;
to_iKT.aeg.wndw :- O;
to_NET.seg.punh flag:- FALSE;
to_tET.seg.urg_~leg :- FALSE;
amount :- O;

when UITS_ACK ->
to_NET.eeg.ack_fleg :- TRUE;
to_NET.seg.wndw :- ev.recv wndw;
to_NET.seg.ack mum :- SV.recv ~an + 1;
to_NST.seg.pus~_flag :- FALSE7
to_NET.eeg.urg_flag”:- FALSE;
amunt :- O;

)

when WITE_DATA ->
to_NET.eeg.ack_fleg :- FALSE;
to_JET.❑eg.wndw :- 0;

--The dste eupplied by the lJW is in the send qtawe.
—Rowever, the emeunt of date to accnmpeny the STN
--is determined by the sed~olicy.

emnunt :- send~licy( );

if (amnunt > O)
then dr_cnpy_fra_setxl( sv.send_next, amount );

if (sv.seti~ush - sv..9end_next+ arumnt)
then to_NST.eeg.puah_flag :- TSDS;
ev.aem3_next :- 6v.sent_next + emount;
elee to_NST.seg.puah_flas :- FALSE;

end ceee;

;)
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—Md the urgent information regardkaa of data length.
if (sv.semi_urg > to_NET.aeg.s~num)
than to_lo?T.seg.u~flag :- I’Rm;

tO_SST.eag.urgptr :- av.se&_urg -
tO_losT.oag.rl~m .

e2ae re_liXT.eag.u~f2ag :- PALSli;

if (M&_SFZMINT_SI?X option used in tNe Implantation)
then

tO_mT. seg.Cptiom [1] :- 2., ~ healer aixe
option kind

tO_ssT.aag.0ptiorla[2] 1- 4; —Optien hlgth -—
6 oaetm

to_lDIT.aa&eptioea[3..4] :- MA_SSGKSNT_SIZS;
-iql .&p va2ua

to_MKT.aag.data_eff eet :- 6;
alee

to_S13T.eag.data-offeat :- 0PTIOS18SS-KSADiSR;

fo~t_net~rama( amount);

ccmpute_theck8uq
TSAWSPBR to_?ST to the network protocol emti~.

end;
I

9.4.6.3.24 Lead securi~ Tbe eecurity pirmtera (including eecuri~
le.e2, compartue.nt,tranadaeion control code, sad hand~ng raacrictiona) in I

)
an incmi~ segment are loaded into the e“tateveaor.

The data effects of chic function are:

- Data examined:

fra_net_eptiern [securi~]

- Data rndified:

ev.aec

-+hia would only ocar after,8 successful eec_raqe_match.
●v.see: - frcw~oet.optiooe [eecurityl

9.4.6.3.25 New allocation. Tlm ~_alloration action procedure tdea tba

oev vdu provided by the OLP in ●n allocation aervica request aed adda
it te thr currrmt receive a210retion. Data waiti~ for tbia allonttion is
deliwsredte the ULP. The data affectcd thio procedureara:

a. Data examined: frrn_UU. data_2nogth

b. Data rndifled:, av. recv_a210c
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begin
ddd in tb U- receive ellotetinn.

SV.recv_alloc :- ev.recv_elloc + frrn_JLP.data_length;
—Depeding on iaplementetion &pendent widow a9nage=nt strategy,
-this new receive allocetion may be factored into a nev
-value for the receive witalow.

—If data awaits tMs ellotetion, deliver it.
deliver;

end;

9.4.6.3.26 ~. Tka ripen action procedure recorde the par.emeterwfrcu en
open setice requact (either Active Open, FullY Specified Pensive Open, or
Unepecifled Passive Open), assigma a 10-1 connection nam, and returna it
to the ULP in an OPSN_ID service responee. The date effects of this procedure
are:

e. Data

b. Data
.. ,~.

eromind:
frm_ULP. requee t_&e
fr~_UU. sour-~ort frar_UU precedence
fron_OLP.deatination~rt frcm_ULP.security
frcm_ULF.daatination_eddr frOm_ULF.6ec_rangea

frmn ULP.ti=out
frar~ULP.timaOu_ect ion

rndified:
av.sours. port av.lcn

..

)

av.aource~addr w. origlndflrec
8V.&StiU8ti011~0rt av.eec, av.aec_rangea
SV.deetination_addr sv.uip_tiueOut , sv.uLP_tim50ut_

action
tO_ULF.aervice_re6ponae to_ULP.deatination_addr
tO_ULF.sour~~ort tO_ULP.deatinatiOn~Ort
to_ULP.source_addr tO_ULF.lcn

begin
-Assign a 10=1 connection name according to

—imple=ntacion depandental.gorithma.
sv.lcn :- gen_lcn()“;

--l’he security, precedence, .rndtimeout perametere are
-opt ional. If they are not providad by the ULP, defeult
--values are aaaignei. For security ad precedence &faults
—in noneecure enviromrmnta, the loueat levels are ganerally used.
‘A ttiecut default la more arbitrary, but the current
--suggested value la two minutes.

.!

if (frau_UI.P.aecuri~ is present)
then ev.aec :- fraO_ULP.security
else av.Sec := DSFAULT_SSCORITT;
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if (fran_Oll.prece&nte is preoent)
then sv.orlglti~rec :- frae-UU.preceden=;

av.actual~ec :- frrn_O12.precedence;
elee ev.origitiflrec :- =FAULT_PEECEOBNCX;

8v.actuel>ee :- DKPAULT_PEECEESNCK;

if (fras_UU. tlmeat Ie preeeat) “
then ev.ulp_ti-eut :- fr-_UU. tirn-t
else ev.ulp_tineeut :- UIFAUM_TX14E~;

if (frOs_ULP>tlm30ut_action la present
than ev.D12_timeeut_action: - frrn Ul#.t-eut_act ion
eLee sv.OLP_timvut_act ion: - DBP~T_TX=017f_a ction

--he aeurce port ia prwided in all open reqtamte. The eourte
‘eddreae ie the eddreee of thie TCP entity.

SV. sour ~~ort :- frtm_OU .eeur~~ort;
EV.seurce eddr :- TNIS AOUNBSS;

--The rm.nini~- parematere ;ary accordiog to open reqwwt @pa.

ceae fr=_~. requeet_nem of

when Unepeclfied_Pat3aive_Open ->
—This request done not -rry the deetlneclen
-eocket. It rmairm uneasigned until a matching
—SYN from a remete TCP arrivea.
sv.~en_unde :. PASSIP?I;
sv.aec_rangea:-frrn_ULP.aec_raogea;

when Full_Passive_Open ->
av.descinetlen_addr :- frwn_UIZ.&etinetien_addr;
SV.deatinetion~rt :- frrn_UU. destination~rt;
ev.*en_rnde :- PASSIVE;
sv.aec-rangee:- fran_DLP.aec_ranges;

when Active_Open ->
av.daacinOtion_eddr :- frcm_ULP.destinetlen_eddr;
ev.deetinetion>rt :- frma_ULP.deetinetien~rt;
Bv.%en_mde :- Acrrve;

when Active_Open_With_Data ->
sv.dcaCiuetion_addr :- fraa_ULP.deetinotien_ed&;
SV.deecinetion>rt :- frrn_ULP.deetinetion~rt;
sv.cpan_uode :- A@IVB;

)

—Record data eccempanying open request.
.9ava_eeti_& tr,

end caae;
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*eturn the local connection _ aasigned. ‘)
to_ULP. service_responee:- OPEW_ID;”
tO_ULP.souruflo rt :- ev.souruflort:
to_ULP.eource addr :- SV.oource_eddr;
to_W .desti=tion_addr :- SV.destinctionflort;
to_OLP.destinationyrt :- SV.destination_addr;
tO_uLP.lcn :- BV. lcn;

TRANSPRR to_JLP to the U12 -d by SV.sourceflort;
end;

9.4.6.3.27 Openfail. The qenfall action procedure informs the 012 that
the attemptad connection could not be opened. It aleo cleara the state
vector. The data effecte of the

a. Data examined:

b. Data modified:

procedure are:

av.lcn av.sourceflrt

all state vector elements
tO_U~. lcn tO_ULP.aervice_reapOrae

--Com truct an OPEN_FAIL mcsscge for tbe UY1’.
to_DLP.service_responee :- 0PEN_FA2L;
tO_ULP.lcn :- ev.lcn;
TRANSPRR to_OLP to the DLP named by av.sour=~ort;

—The state vector is claared withnut generating a OLP uaasage.
reaet_self(NO_REPOET);

9.fI.6.3.28 Part reset. The pcrt_reeet ection procedure clears the nend
ani recv variablea witlrmt termiaeti~ the connation. The data effects of
the procedure are:

a. Data cxaminei: sv.open_em&

b. Data mdified: all sand and receive variables

begin
-+he remete TCP eidrcaa ad port are cleared if the connection
—open mde was PASSIVE.

if (av.epan_mde - PASSIVE)
then

av.&atinetiOnflOrt :- NULL;
av.deatinacion eddr :- NULL;

-Char all wariebles eat during the connection epeniug
—handahake.

dm_remove_fran semi(sv.aenl_una, QDEIN_SIZE);
dm_remove_frcu~re cv(SV.recv_frae, QUEUE_SIZE);

I

‘1
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)

twoactuel~rec
ev.recv_ien
SV.recv_nexc
ev.retv_wmdw
SV.recv_allOc
SV.recvflush
av.re~_urg
ev.ret._aave
Bv.re-_fimfleg
av.t3eti_ien.

emd;

:- NULL;
:- -,
:- NULL;
:- SULL;
:- SULL;
:- ~
:- NULL;
:- SULL;
:- NULL;
:- NULL;

tw.oemi_next
ev.eemd_ume
tw.eed_mdw
ev.setiflush
SW.seuf_urg
ev.semf_fimflag
av.seni_free
ev. eeul_2e8tupl

ev. aemd_lactup2

av. seta_mex_oeg

:. .~L;
:- NULL;
:- NULL;
:- NULL;
:- NULL;
:- RULL;
:- SULL;
:- NULL;
:- NULL;
:- NULL;

9.4.6.3.29 Saise prec. The raica precaden= action procedure raisee the

prece&nca level recorded in the etate vector to the level provided by the
remote TCP. paragraph 9.2.11 & tkr entity overview dincussaa precedence
negotiation during connection actabllatint. The data effects of chic
pro-dure are:

● ✎ Data er.amlned:

b. Data omdiflad:

froa_NST.type_of_ne=ice.precedence

ev.actud~rec

-+ SYN frmI the rennte TCP cerriea a precedence Level
-greater than that indicaced by the local ULP.
—Recadenca is carried aa a ~pa ef eervica parameter...
ev.actuti~rec :- frem_NST.cype_of_ae=ice. precedence;

9.4.6.3.30 Record ayn. The record_ayn action procedure recorde the
control info-t ion from the incoming segment contaimlmg a SYN flag.
The data effecteof tld.eprocedureare:

a. Data examined: ell fielde of frnm_NST

b. Data modified:
nv.recv_nexc SV.aemf_wndw
ev.re-_urg ev.eeta3_une
av.recv_ien sv.dastination~ort
av.aetxl_~_a ag av.daetinetion_addr
sv.remfluah

c. Local vnriablas: acart_aeq uumunt offset

begin
--If this baLf of the connection was epenef pcealvely, the
—remote inforomtion shald be added to the state vector.
if (av.cpen_nde - PASSIVE)—
then

sv.daetinatlen~ort :-
av.deetimetion_addr:-

frm_NST. seg.sourmflOrt;
frms_NST.eource_addr;

j
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-Record recv_&ta.

8v.rem_ian :- frcm_NST.seg.seq_m@
ev.recv_next :- av.re-_inn+l;

--Record semi data.
if (from_NET.sag.ack_flas - TEUS)
then SV.eeml_una :- frrn_t?ST.seg.ack_num;

--Record maximum eagmxit size if present in option field.
if ((fr-_NST. EIeg.data_offsat >5 ) -optiomleee header eize

and (frrn_NST.seg.options[O] = 2)) -ax Seg Option Kind
then

SV.seti_me_eeg :- frrm_NST.seg.option[3..4];

-I f data accompanied the ST’S,apply the implementalion
4epemient data aecaptanrepolicy to cktemine fmw much
‘data should be eavad, its position in the re-_queua,
--arxlits position in the incaning eegutrnt.

atcept~liiy( start_seq, a-t, offset );

if (MIIOunt> o)

t hen
add_to_recv(stam_saq, amnunt, offeat );

-Update the recv_next eeqmnce aumber if necessary.
if (SV.recv_naxt= start_eaq)
then SV.rem_next :- start_seq+ amount;
else -record data pusitionin receivestoragearea

‘implementation dependentaction
--fk.cordPUSH ard URGSNT information.
if ((frm_SST.seg.push_flag- T2US) and

(ev.re~fl.sh < start_eeq+ amount))
then ev.recvflush :- etart_aeq+ amunt;

if ((fran_NST.seg.ur~flag - ‘llLIE)aul
(sv.recv_.rg < frau_SST.seg.se~num + frtnn_NET.seg.urgptr))

then --record the new urgent data poeition
ev.rem_urg :- frar_NET.seg.ae~mm + from_SST.eeg.urgptr;

end;

9.4.6.3.31 Report ti~out (SV ●). The raport_timamt actionprotedure
informsthe ULP that a ULP tineout has occurred. The oldest data in the send
queue is raquued SIEIthe =imecut time reeet.

The data effects of this fumction are:

Data ,examin~:

Data tmdified:

)

)

I
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begin
errOr(av_*.lcn,-_t b,at )
tranefer tO_JLP cm the IJLPnemes Ly ev_*_source~rt;
r.rqueue_Ol&st (sV_*);

end;

9.4.6.3.32 Requaua ol&st (SV ●). The reqw.ue_ol&6 t ection procedure
remevae the oldeec dee from the eed_que~ amd raqueuae the data making it

the ynungeet.

IT@ deta effects of thie procedure are:

- Date examined:

sv. *eeti_queue

9.4.6.3.33 &et. TIte reeet action procedure formate ad eemie a sagamnt

with a reeet f-o the remete TCP tm terminatethe connection. SSSS?
ee~nts must be fern.stteleo that the remote ICP fimie the aegmnta accept-
able. The procedure accepta one ~ram?ter indiwiting the fomet nf tba

NESS? se~nt ce be cent. The paramter value ‘SSC - imiicatee that the

inceming aaguent daterminee the forumt. If the eaguent containe an AC’K,
this forms tk lneie of the eaquence wnber in the RESET ae~nt.
eaSQnt doee not contain en ACK,

If the
the RSSET eegtmit ie mede acceptable by

mrryimg an ACK of the incuaing eag!mnt’a text. Tba parameter value CUEESNT
imdicatae that the RESET ie not the result of an inceming aagmnt, but
beuwee of.a Ll12abort r~uaat or the UU timeout. In euch eituationa, the
RSSET aagnmnt is formedwith e eequancenumber basedon currentstate m!xtor
values. The date affeeta of thie procedure are:

a. Data exemined:
evoiouraflort ev.eec
SW.eource_addr sv. actualflrac

sv.deatination~ort av.●erd_n5t

ev. daatination_addr ev.re-_next

b. Date modified: -eOn-

be~n
--Saeed on tb panmnecer, eet the.-eeqmnce erd ack numbers.

if (nara=ter - SSG)
than~hack tb incmning aegamnt for ACK preaenca.

if (frcm_NST.eeg.ack_flng - TRUS)
then

to_NET.eeg.aaq_num :- frmn_NST.eeg.ack_nurn,
to_NET.eeq.ack_fleg :- FAISE;

else
to_NET.eeg.e~num :- O;
to_NST.aag.ack_flag :- TRUE;
to_NET.eeg.ack_num :- frm_NET. eeg.aeq_uum +

(from_NET.length - free_NET.eeg.data_offeet*4);
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elee -parameter - CURRENT,
to_NET.seg.sqmm
to_NET.seq.e&_f leg

—Form a eeguent usinx current

80
:-
:-

use current state vector values. ‘\
sv.aed_next; )
FALSE;

state vector data, eet the
-reset fleg, and trenemit to the renete ‘lCP.

to_NET.seg.ret_fleg :- TRUE;
to_NET.eeg.eyn_flag :- FALSE;
to_NST.seg.urg_flag :. F~R;
to_NST.seg.pueh_flag :- FALSE;
to_NET.aeg.fin_flcg :- PALSE;
to_NET.seg.wlralow :- 0;
to_4ET.seg.deta_nffaet :- OFTIONIJISS_NSADEE;

fOrmet_netflarame(O );
cOmpute_checkeuru
TNANSFSRto_NET to the networkprotocolenti~;

end;

9.4.6.3.34 Reeet eelf. The reset_self action procedure informs th UW
that the comectinn 1s terminating, and then sets the state vector ele=nts
to their initiel velucs. The reeet_nelf procedure has ona parameter indicating
the reason for tonnection terminetion. If tba parameterequeleNO_REPORT,
no servicereeponeeis preparedfor the UIP. All othervelues produceeervice
responsesincludingRR for remote reset, NP for netvorkfailure,UT for DLP
tlmaout,SP for sccuritgor precedencemiemctch. UC for ueer cl-e, and UA
for uecr abort. The data effecte nf this procedure are:

a. Date ~amined: av. lcn

b. Data mdified: all state vector elemzmte

begin
if parameter ./-NO_REPORT
then be@n

-ee–parameter of

when 8A ->
tO_ULP.errOr_dcsc

vhen NP ->
tO_ULP.errOr_deac

when SP ->
tO_UI.F.errOr_deac

ehen ~ ->
tO_ULP.errOr_deac

when UA ->
to ULP.errOr &sc

when UC–-> , –
to_ULP.error_desc

when SF ->
tO_ULP.ertor_&ac

end tese;

:-

:-

:-

:-

:-

:-

:-

_Remote ebOrt. -

Wetwork failure.-

‘Securitylprecedence tiamtch. -

m tilaeOut.-

‘Ull abort.-

1111 clcee.-

‘Service failure.-

‘)

,)
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‘) to_uLP.lcn :- Sv.lcn;
to_W. sewice_raepeoee :- TERUNATE;
TXANSF%Rto_DLv to the ULP identifid by
emi;

~a~hse of tk cause, clear all qweuee
vector.

m. eource~rt;

anl initialize state

parr_renet; av. lcn :- NULL;

ev. eeurce>rt :- NULL; av.aec :- NULL;
sV.sourca_eddr :- EII~ ev.origlnelflrec :- NULL;
ev.deatination~rt :- NULL; ev.actud~rec :- NULL;
ev.deetinetiOn_eddr :- NULL; ev.ulp_timeut :- NULL;

end;

9.4.6.3.35 Restart tirn wait. The reetart_tlme_waic action procedure

reetarca tbe currently runniog ‘time wait- ti=r. This procedure is

mLLed after a retramnlttcs3 FIN ie eeen frcm tbrirenete TCP. The data
effems ef thie procedure are:

a. Data axeminrd: - none -

b. Data rndlfied: - none -

-Cancel tbe exietirg timer ad start it up fran scratch.
-ncal_t l=r( TIMS_WAXT, SV.lcn );
starr_chr( TItfS_WAIT,m. lcn, Tm_WUT_ImRVAL );

9.4.6.3.36 Retrenemit. The retraneuit actions procedure resends data.’
tbet bee na been eckneuled=d vlchin che retrarnmlesion timeout Intamal.
secauee the annunc of data resent 1s imple=ntation dependent, tbie deci-
sion is encopmdacrd 10 the retratmmltflol.ltyprocedure. The data effecte
nf tble procedure ●re:

a. Data aam.lned:
ev.eerd_una
ev.eemi_next
ev.eedfiueh
ov.sed_finfles
ev.retv_nexc

b. Data -dified:

ev.eeml_wodw
ev. eed_ma_eeg
av. eed_urg
SV. eed_free
iSV. 133-_W’UdW

ell fiaLde of te_NST
retranemLsslentirnr

c. Local variabLee: retram_amount etartflt puf3tk3.d_emeunt

begin
—Detemine bv
—remte lCP.
retram_amunt

mqth data elmtld M retrammitced to t~

:- retrarnmitflolicy();
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if (retrana_.unt
then

begin

> o)

~-5tarti~ frrn the front of tbe retrau3missi0n queue,
‘-WeSUt ami retramsmdt data indicated by amnunc.

stamflt :- sv.sed_una;
to_NBT.Beg.ee~mm :- atartflt;
to_iST.aeg.rat_flag :- FUSE;

if (stert~t - av.seui_ien)
than -The STN is bei~ retrammitted.

to_NET.eeg.syn_flag :. mm;

if (sv.rea_ien - NULL) —Has the remnte TCP been heard frcn?
then to_NST.eeg.ack_flag :- FAME;

to_NET.eeg.vndw :- 0;
else to_NET.seg.ack_mm :- sv.recv_next;

to_NST.seg.a&_f lag :- TsnE;
to_NST.seg.vndw :- SV.recv_*;

if (N&_SEGlfRN’_SIZEoption used in this implenmntation)
then

else

else

to_NET.seg.nptiom[ 1] :- 2; —See section 6.2.11
to_NET. seg. nptiona[2] :- 4; ‘for option fnmt.
to_~T. seg.nptiona[3..6] :- MAY_SP.GMXNT_SIZE;
to_NZT. aeg. data_off@et :- 6;
to_NET.seg.&ta_of fset :- OPTIONIESS_HEAOER;

—Nnrmal data retranemiaainn.
to_NST.aeg.a+num :- sv.recv next;
to_NET.aeg.ack_fleg :-.TRUE; ‘.
to_NST.aeg.syn_flag :- PALSE;
tn_NET.aeg.data_offset :- OPTIONIZSS_NSADER;
to_NET.aeg.wndw :- av.recv_vndw,

—Nnte that this section asau~e that tNe eegmz.nt’ a size

--la leaa than av. aerd_max_aeg.

—The end nf pushed data cannnt be packaged with
--subaequnt nnn-pushad deta.

—Prepare and tranemit deta.

dm_cnpy_frm_serd ( SV.secd_una,retraru_amount);

—If pushed data vithin or follnwing data in this aegmnt,
--8et the PUSH flag to inform remote lCP.
if (av.aead_una -( SV.sedflush)
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then to_NET.s~.push_fl~ :- TEUB
abe ti_f8T.s~. peeh_flag,:- FALSE;
—If urgent data Mae withfn or follows data in Cb.lss~nt,
-record urgent data ~sition in header.
if (SV.eerx_urg > scartflt)
ttmn to_NET.●g.~fbg :- IRllE;

to_NBT.aeg.urgptr :- SV.sed_urg - startflt;
else to_NET.eeg.ur~flag :- FALSE;
—If th.leeagmnt conteina chat 3aet octet of data from
-he UI#, ●et the PIN to infoIu the remte TCP.
if ((ev.eeIx_finflag - TXUB) and

(av.eemi_free - atart~t + retrarn_amount))
then to_NET.sag.fin_flag :- TRUE
aloe to_lET.eeg.fin_fleg :- FALSE;

fOrrsat_net~rm ( retrane_amoamt );
crnpuce_checke~
TNANBYER to_JET to the network pretocol antlty;
end; —of preparation ad retransmieelon of rrnpueheddata.

end;

9.4.6.3.37 Ratranemit pollcy. Ae ooe nf the pel.icyprocaduree, recranemlt_

pe~cy tiacueeae tbe alternative etrateglee for retranemiaeione. It returne
to tb celling action pro~ure the naabar of octete to be retrarnoitted.
A TCP inrplemntacion mey EOP1OY one nf eamral retraesmleeion stratagles.

a. Piret only retrarmmlealon - Meintain one recrarnmiseion
tirmr for the entira queue. When the ratranemiesion timar
axplrae, eeml the eegmnt at the front of the retrancmie-
eion queue. Initialize the ciumr.

b. Batch retrarnmieeioa - Naintaln one retraesmleeion tlaer
for cbe entire queue. When the retrammieeioe tirnr
=pir~, eed ell the ea~nte on the retranenieeion
queue. Initialize the cimm.

c. Individual retraramiasion - Maintain one timer for
each eegrmnt on tk retranemieeion queue. Ae the tiaere
=pire, retrammlt the 6egwmtte iru3ividuellyaml reeet
their timre.

9.4.6.3.37.1 Eacranamieeion atrate~. The firet on3.yratratmmieeion
strategy ie efficient in term ef traffic @neracad because only leet eegrnnte
are retrarnmittcsl;but cbe etrecegy can cauea lnng ~bya. TtM lmtch retraav-
mieeion creates rmre traffic but decreaeas the likel.ihecdof long delayo.
Nowever, the actual effectiveneee of either echeme depends in part on the
accepcenca pellcy ef the receiving TCP. For example, euppose a eend.iegTCP
eeuis three ee~nte, all within tk eend windew, to a receiving lCP. The
firet eeg!m?ntie loet by the network. A receiving TCP ueing the ‘in_erder-
accepcan= ecrat~ discards the eecod eml third eegueete. A receiving lCP
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usi~ the ‘in-windew- strategy accepts the eecnmi ard third a~nta, but
deee not ackmwledge or deliver any data until the lnat ae!gmnt arrivae.
Batch retrarnreisalonfits better with the iworder ecceptenca strategy
bccauae the recaivlng ‘ICYhee discarded all s~ntn. The enoner all three
aes=nte are retramsdtted, t& ktter. Pire~only retrarnmiesion fite
hetter with the in_wlndow acceptance policy becauae only the needed retrane-
misaion occurs because the receiving TCP hae kept tlw ee~nte within ite
receive widow std awaita only the lcet e~nt. The aendirtgTCP may alee
chocee te rqackege eegmnts for retranamisaion.

9.4.6.3.38 Save fin. The eave_finaction procedureracordethe preaencaof
a FIN flag in an incmi~ eeg~nt received before a connection Ie ESTABLX.SSED.
The PIN ie proceesed only in the ESTABLISE~ atate. The data effects of the
procedure are:

a. Data examined: ev.recv_next

b. Deta =Aified: ev.recv_fin ev.rea~h

—Eecord PIN la re~_variabla.

ev. recv_finflag:- TEDs;
ev.recvflueb :- ev.recv_next; ‘_The PUSH fuactinn is aeeuued.

9.4.6.3.39 Save eend data. The eava eend_data action prncedure eavea the
data previded by tbc lncel ULP in a ‘Se-d- or an ‘Active @en with Data-
eervice requaet ieeuad before the connection ie ESTASLISEED. The data ,&fecte
of tk procedure are: -.,

.?

a. Data excmlnwi only:

frOs_ULP.deta frcm_UU; length
frcm_ULP.puah_fleg frm_tIW .urgant_flag

b. Data modified:
ev.eed_free sv.aed_urg
av.seti~ueh

begin
-eke the data aml add it tn the eed qwerie.

dm_edd_to_eend( SV.aend_free, frrn_U1.1.length );
sv.eati_free :. sv.eati_free + frm_ULP .langt~

—Set the urgent end push information as needed.
if (fran_ULP.push_flag - T!EuS)
then ev.eadflush :- ev.eed_frea;

if (franULP.urg flaE - TRUE)
then sv.Ferd_u&-: - iv.sed_iree;

end;
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9.4.6.3.40 Send ack. The mend_atk precedure fometa ●nd sende an empty

s~~ ~tb tlm AfX VaLU Ialicatd by Per=ter. The &ta effecte of
this procedure are:

a. Data eaaatnd:
●v.se~_n5t SV. sourceflort
ev.recv_nert ev.deetioation~rt
SV.actuelflrec sv.eec

b. Data -dified: eLl to_NST.seg fiaLda

begin
-The ACK field nf the eegwmt ie eat to the ~remeter value.

tO_NXT.seg.ack_fleg :- TRUE;
to_NST.eeg.atk_uu= :- parameter;

—Fill 10 tbe reet of the eegmnt and network parameters.
tO_~T. sag.seq_num :- sv.sed nmt;

to_U3T.eeg.rat_fleg :. p-; -
tO_iST.eeg.syn_flag :- PALSR;
to_NET.eeg.pueh_fleg :. l?~E;

tO_NST.eeg.fin_flag :- FALSE;
co_N5T.seg.dete_nffeet :- O~ONIXSS_NSADBR;
to_NST.seg.wimlmw :- ev.recv_wndw;

—Md securlcy and prece&na infotmetion to header.
ddd in urgent information if needed.

if (SV.eed_urg > to_NST.cieg.ee~num)
then -record urgent data poeitl.onin header

to_NXT.neg.u~fleg :- TRUS;
to_NET.eeg.urgptr :- sv.oed_urg - tO_NSx.eeg..9eq_nuq

eloe to_NBT.eeg.u~flag :- FAME;

fOrmet_net*reme( O );
canpute_checkeuW
TRANSI%R tn_NBT tn tbe natwork protocol entity;

—Adjust impleramtatiwn dependent - perametere eucb as
+CN timer, or state_~ttor de!mnt for tk last ACN1d octet.

-end;

9.6.6.3.41 Sand fin. Tbe eemi_fin action procedwra records a cleee request
and, if w data is waiting w be tramemitted, foruete and eeede an empty
ee~ti With tb PIN flag eet. If data ie waiting atwlthe window permits,

the PIN ie cent along with the data. The data effecte ef cMe procedure are:

a. Date examind: ev.eeti_nat

b. Dnta rndifiad: ●v.aed_finfLag ●v..eend~h

+ecnrd the ~OSE service reqwet. The CLOSE impliee a POSH.
SV.semd_finfleg :- TEUS;
ev.eedflush :- ev.eeal_next;
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-The ?211ia sent alom with aqy waiting data.
aand_new_data;

9.4.6.3.42 Send w data. The aawl_naw_data action procedure exaaleaa
tbe aend wlmlna. the amnunt of puehad data, and eegmnt size reatrictio-
to &temlne if any uaitl~ deta am & sent tn ttm remte TCP. The data
affectsof tNs procedureare:

a. Date

b. Data

eaamined:
sv.aed_max_Beg w. re~_next
SV.source~rt Sv.racv_wndw
ev.dastinctionflort sv.seml_finflag

rndified:
sv.sed_next av.cerdfiuah
Bv.aemi_free av.aed_urg
SV.aeni_vndw a21 fialda nf to_NET

c. Local variables: nend_amonnt

begin
--he amnunt of data to be aant is deteminad by the
—Bend WIIMIW, the emnunt of data waitiag, the amnunt of
-pusbcd date, and ecg=ant size reatrietiorn.

if ((m. aed__ /- O) and (sv.6eti_next/- SV.serb_free))
than begin.

. .

-Data can be sent,but Imw much?
--Check for pushed deta,ehich must be sent aa aeon

“--as the window allwa.
begin
if (IIV.netdfluah > sv.serd_ncxt)
then —Pushed data awaits tranamlssion

if (ev.serriflueh< sv.sed_tma + SV.seni_wndw)
than --all pushed data tan be sent

semi_amount :- sv.sedfluah - av.seti_ne=t;
tn_DLP.seg.push_flag :- TRUE;

else aed all puebd data allove.dby semi widow
sed_amOunt :- sv.aend_unn + av.aerui_wndw- av.send_ne
to_fJET.seg.push_flag :- FALSE;

●lee —MO pushed &ta waiting. Refer to send policy
-to &termina amnunt (if amy) to ha sent.
sed_amOunt :- sed~licy( );
to_NET.aeg.push_flag :- FALSE;

—Raw much data to eend has bean determined. NW
-+ormat ad trarnmit the aepmt.

if (sed_amOunt > O)
tkn begin
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to_mT. sag. S<rum :- WJ.seul_rlext ;
to_fmT.Seg.acqnum :- 9V. recv_neat;
toysr. Seg. ard_fleg :..~.

to_!mT.nag. eyn_f3ES :. PALS;;

co_sBT.eag.ret_flag :. pug;
to_iET.mg. data_offSat :- ftPTIOtnlMs_E13AnEIl;
to_NBT.e~. vindnw :- BV.recv_umiv;
%dd eecurity am! precedemee m healer.
-The ULP may have ahmdy CLOS~. If no, and this
--data inc3u&s th? bet octet, sat Ctm FIli.
if ((av.sed_finfleg - TRUE) end

(sv. semi_free - tO_~T. seg.e~am + eend_amOunt))
than to_NST.ass.fin_f1~ :. ~~

e2ee tA_NET.eeg.fin_flag :- FALSE;

if (SV.ced_urg > tr_NST.aeg.sXnm)
then -record urgent data positinn in bailer

to_NST.ses.u~fl~ :- TBIJB;
to_NST.❑eg.urgptr :- sv.serd_urg - to_tlET.seg.e~nrmG

else to_NST.eeg.u~fleg :- FAME;

dm_cnpy_frtm_sed ( sv.semi_n=t, sed_emunt );
sv. aed_nert :- cm.sed_next + aed_ermunt;

f0r9et_netflara(
crupute_check8uw
TRANSPSR to_NET to

—Depending no the

ecmd_— t );

the network pretocol eotiry;

retranendaeion pelicy choeen for
-an- fiplmientatlon, a retr.srnmisslont~r
-Y nm need to ha eet for the newly sent &ta.

+mplement ecinn &pewJent ection

end; -af preperetioo end trenanisaion of dete.
end;

end;

9.4.6.3.43 Send po2i~ Barri~ puehsd data aml zero receive windewa,
the TCP entity is left to segumt and transfer deta st its convenience.
- amber. nf octets thet stmuld Im cent Eeginning at ev.,sed_next la r-
turned te the celling procedure. The definition of ‘convenience- shcdd be
influend by design seals. If the prhery goe.1is lew overheed in tetma of
segmnt @naration, then deta ●hredd be acmnsdeted tmti3 a ~m eagmot’e
wnmh (defined by thr rasete ICP) la redy. Ilcan3var,if quick reepeme is
the -in goe2, the TCP entity ahodd eegrnat end transmit dete at regular
intervals to minimize &l,ay. Another ~pect nf the aaml policy is re2atel
to windrsImnnagernnt. Discmssed in the paragraph 9.2.3, the handllog of
small eetxlviuieva my e2ter sersiicgtehavior. The lCP entity mey chonse to
evmid sending into smell windows (where smell is defined se e percente~ of
segment eire or storage cepecity) to echieve better thrcaghput.

)
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9.4.6.3.44 Set fin. The eet_fin action procedure records the presence of
a YIN in an incnming seg=?.nt. The ULP is informed ef’the remote ULP’s
CLOSE after all data from the ramete ULP is dellvered. The data affects
nf this procedure are:

a. Data eramined: av. rem_s ave av. recv_next

b. Data mdified: SV.rea_f inflcg

begin
-Record tha FINts presence for use in the ESTAELISHRD state.

sv.recv_finflag :- TRUE;
ev.remflush :- SV.recv_next;

-If no data is vaiting to be delivered, a CLOSING
--service response ie issued to inform the local UIl of the

--remote ULP’ s CLOSE request.

if (sv.recv_save - sv.recv_next)
and (no data is ewaiting re-rdaring)

then
t0_U12.servlce_respense :- CLOSI~;
to ULP.lcn :- Sv.lcn;
~SPER to_ULP to the ULP named by sv.sourceflort.

end; ... ..

9.4.6.3.45 Start time wait. The etart_time wait action procedure ancels
all otter timers and nets the final “TI~_WAXT= timer which e.LlowEtiue for
the final YIN acknnwledg=nt to reach the remote ‘XP before ckaring the
state vector of this connection. The data affects of this procedure are:

a. Data eramined: - none -

b. Data rcedifled: - none -

begin
--Issue timer ~ncellation raqueste to the execution environment
-correepending to all current tiuers.

cancel_timar( UM_TXMROUT );
cence.l_ti=r( RETRANSMIT );

--Depemiing on implementation etrategiee, ACK tbers aod
—zero window timers may also exist.

--Start up the time_wait timer for the appropriate duratiom-currently
--suggested to be Z—minutes.

s tart_t~r( ‘fW_WAIT, TINS_WAIT_INTERVAL
,end;
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up&te routine takea ● nau UK from the incoming
aul receive variables. Tbs data effe.etaof thie

a. Data aemimal:
f rcm_NBT.eag.ack..oum frmm_NET.S- .wirdoe
frrn_NET.eeg.se~rmm

b. Data modified:
ev.aem!_una av.eed_-w
SV.aem4_leatupl sv.seal_l.eetup2

begin
+&e only new ACKa, i.e. tImse greater than sv.send_una.

if frrn_NXT.taeg.atk_mum > ●v.sed_uaa
then bgin -=@ate tlm retrarnmtsoiom queue

dm_remeve_frmn_eend(ev.send_una,(fr=_NBT.sag.a&_am -
av.eeml_una)); sv.eed_mma :- frr9_N13T.sag.amk_nuW

—Depandi ag on retrameedaaion strategy, tbe retrmamim ion
aimar MY need reaetti~ bnrauee mf the em? ACK.

—imple!mntation depam&nt ection

-be retrarnmieeion timrmt internal may need adjuaant
—to ●dapt to the round-trip tire?ef the data juet ACK-md.

-imple=nt scion *pendent act 100

-e ULY tirmout tinmr may need remetting due to the
-he succeeaful &live~ of tk newly ACK-ad data.

-imple=ntation depen&nt action
end;

-A n= windw 16 provided if either tbe aaqmanre umber of tbie

-aegmrmt ie newer than tbe one bet used to update tha windw, or

‘(for l-way data trarnfer) the emqwn= amber ie the am ht
--tha ACK ie greater.

if ((uv.aemi_2aetupl < fraa !?lZT.aeg.eeq_nmm) or
(av.eed_laetup2 7 fram_=. aag.atk_m) )

then begin
av.aami_vndw :-

sv.sed_2aatupl
av.aeml_leatu$

(frrn_NXT.aeg.ack_mmm + frcn NET.aag.viuiow)
- av.eemi_un~;

:- frm_tU!T.aag.a~mim;
:- fras_NBT.seg.atk_muW

—Becauae a new send window hae arrived, try to send data.
aemi_neu_dat%

end;
end;
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MMXITION ENVIRONMENT EEQUIRE14ENTS10.

10.1 Introduction.
portrays each protocol
=del, tbc execution environment muet provi& two facilities: Inter-proceea
Camm.micationad timing.

Throughout this docu~nt, the enviromntal rndel
entity actiw as an iuSependent procass. Within this

10.2 Inte~ roceaa comuuni~t ion. The execution environnent must prnvide
an inte~proces e c—icct ion facility to anable independent procesaea to
pass units of information, called mesacgaa. For ‘lCP‘a purposes, the WC
facility is required to preserve the order of esagcs. TCP uses the 3PC
facility to excbar!gainterface parameters ami dsta with upper layer prntocol.e
acroas itw upper interface and the network protocol acmes the lower interface.
Sectione 6 aml 7 specify these interfaces. In the service ami entiq apecifi-
cetions, thie service is accessed tbrcugh a the follwing primitive: TEANsPEFl
- passes a message co a nemed target process.

10.3 Timin& The execution envirorummt must provide a tlmlng facility
that mcintaitm 32-bit C1OA (Pc.asiblyfictit~us) ~th -its nO c=~er
then 1 aacond. A process must lw able to sat a timer for a specifictlm

period and be informed bythe exacucion enviromient when the t- period
has elapsed. A process must alao be abla to cancel a previously set tl=r.
Sever.sl‘ICPmechanism uee the thing facility. Tbe POEitive acknowledgment
with retranemiasion necbeniam uace timers to eneure that if data or e.cknOw-
ledgmsuts ara loet, tbay are r-sent. The OIS time-t mechanism uses the
timing facility- to clock tha delay between data transmission and ackncwladg-.-.
“nx?fit.”’Tb& timc=ait mechanism uses a timer to allow enough time for a final
PIN acknwlcdgemmt to arriva at the remote TCP entity before connection
termination. Other uses for a timing facility are implementation dependent.
In the upper sarvice ad entity specificntion, the timing services are
accaseed with the follnwi~ primitives:

a. SET_TIMER(tlmer_neme,time_intewal) - allows a given interval of
ti~ and an identifier to be specified. After the specified in-
terval elapee, ad tImecmt imiicetion ad the Identifiar 18 r-
turned to the issuing proceae.

b. CANCEL_TIMER(thner_neme) - allnws the timeouteasociatadwith
the i&ntifier to be terminated.

c. CURESNT_TIUE - returns the airrent tbs.

Custodians: Preparing Activity:

Army - CR DCA-UC
Navy - on (project 1.Psc-0178+2 )
Air Force - PO

Review Activities: Other Intereet:

Army - SC, CR, AD NSA-NS
Navy - AS, TO, SK, OM, ND, NC, EC, SA TRI-TAC-TT
Air Force - 1, 11, 13, 17, 90, 99

),
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APPSNDIX A. SSTEANSMISSION STRATSGY SPPSCfIVSNSSS

& ncted in C& eati~ ove=iew, Section 9.2, a TCP implcnmmtatiom nay employ
ena ef eeveral retreneniseion etrategiaa:

a. Fire~only retraramisainn - A lCP naintairn one retraramlaaion timer
for the queue, retransmitting the front aagment (or aegmmt ‘a worth
of data) when the timer arpirea.

b. Batch recrananimion - A W uaintnine one retranedaaien t-r
for tk qmua, retranemittirg all aegmnta on the q-us when the
timx expiree.

c. Individual retrammiaaion - A TCP aaintaim one timer par segmnt
on the queue, retransmitting aeth aagment when ita “individual tire.r
expirae.

The firet-only recrammiasion acrategy ie efficient in tetma ef traffic ~nerated
beceuaa only lmt aagmente are retransmitted; but the etrategy can ceuae long
delays. The btch retrammieeion createe more traffic iut decreeees the

likeLilmed of long delaye. The individual retraeamiaaion strategy ie a
ccmpran.iaabtween &lay aml traffic kc r~u.irae much mere processing time
from the ICP entity. Eeweter, the actual effectivanaae of each Bchem depanda
in part on the atmptanea pelicy (paragraph 9.2.4) of the receiving TCP.

For example, euppoee a eending TCP eende three eegmnca, eLl within the eand
I window, tn a receiving lCP. “The firet “eeguent in leat by the network. A

receiviog TCP ueing the ‘in-erder- acceptance etrategy diecarde the eecond
ard third aegnr?nte. A receiving TCP usirg the ‘in-windw- strategy accepte
the aecomd and tMrd eagamnte, but doee not ackneuledga or deliver any data
until the intemeoi~ eesfmnt arrives.

Satrb retranamiesion parforma better with the ie-erder acceptance ecrategy
Itecauoethe receiving lCP bee diecamled all aegmsncs. All threa mgmnts
muet k ratranemitced-the aoonar the batter. Pirut-enly racranemieaion
performs better with the i~tmiou acceptance pellcy becauee only tlw mecae-
eary retraewmiaeioea occur since tk receiving ICP hea kept the eagtmmta
within ita receive window eed ewaits only the lost aeguent.

Unfortunately, a aendiog TCP mnnot knw what acceptance pel.icyla being
used by the receivieg lCP. Xn.etead, the retrammieaion strategy muet k
cbneen according te implementation dependent ant configuration dependent
&sign gods.
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AP~NOR( B. DYNAMIC ~BtfISSION ‘lZliBRmlfPUTAIION

Becauaa of the variability of tba na tworka that capoee the internetuork
system and the wide re~e of uaas nf TCP connection, the retrammission
ti-out shnuld be dynamically determtnad. One procedure for daterminlng a
recrametiseion t= at is given here ae an llluntration.

Meaeure the elapeed ti= between eending a date octet with a particdar
eequence muaber aui receivi~ an acknmrlad~nc chat covers that aaqmnca
number (Sagmnte sent do not hava to match e eguents raceived). Tbie m3aa-
ured alepaad tb? ie tk Round Trip Time. Next, caupute a smoothed Round

Trip Tine (SRTT) as:

SNTI’- ( ALPSA ● SRTT) + ((1-ALPRA) ● EIT)

end baeed on thie, capute the retrenamlesion tineout (RTo) ae:

STo - miniauaammm, maximum(LBouNu,(BsTA*ss2T)))

where:

UNBOUND - an uppar bcund on tha timecut (e.g., 1 mlrute)
LBOOND - a lower bound on the ti=out (e.g., 1 second)
ALPIiA- a emothi~ factor (e.g., .8 to .9)
BETA - a &lay variance factor (e.g., 1.3 to 2.0)
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APPENDIX C. ALIRENATIVSS IN SERVI= INTSSPACE PILI.MITIVSS

Tk aemice prim.itiveeofferuJ to tk upper level protocol are npcifial in
peragrapb 6.2. The service request primicivaa are:

Unspecified PaeEive 0p3n,
Fully Specified Peesi- Open,
Active Open,
Active Open with “Data,
Sem3,
Mlomt e,
Status,
Cloee, and
Abort

Theee primitives support the minimal semicea required of a TCP. Eowev”er,
ceabinatlona or umlificetions may effer additiord aervicm that are tailored
to tb requiremanta of a particular set ef upper level protocols.

e==pb are provided b~m.
Several

If the protocol suppnrti~ TCP 10.the Internet Protocol ad a TCP implemente-
Cion wiahea to erpert 1P‘a eption eervicea (including source routing, record
rmti~, atreem identification amf timaetmpa). an eddtiona3 ‘optione- pakar
eter weuld be required in all Open aml Send aarvice requeate.

An upper Ieval protocol may need e reliab3e trarnaction eervice. Tbet is, a
1 DLP may wish to open a connection, @end a single ueeaage, and then close the

connection. To eccese this service, the apectfled service interface rcquirea
the Ull to issue at leaat tvo eervice primitivna, an Open with Data and a
Clae, to excerctse thie aerwice. A lCP may be &aigned with n service
prircltivethat cembined the Open and Cloee to form a n- primtcive, celled
perbepa Tratmaction, which wnuld include all the Open par=tam, tho date
to be transmitted, and the signal to close the connection after data delivery.

The upper layer semice definition (peragrepb 6.3) doee not ellnw a Paaaive
Open requeet to be followed by an Acti~ O~n request. Inecead, the ULP
maat first lSSU a Cloee or Abert requst co cancelthe PaeaiveOpen requeet,
then issue an Active.Open request. A TCP ray be deeignedto ellew ‘conve~
aion- of epen reqtmeta frrm paaaive te ective. In tbia ceee, a W cald
lame e Pull Peeeivc Open request followed by en Active Open or a Seed
reqwst te actively initiate a connection. Thus, the local entity eervice
diagram (appearing in paragraph 6.4) chnnges to inclu& a treneition from the
PASSIVS to th? ACHVE state aa ahwn in Figure lfi.
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FIGURE 16. TKIPlocal service state macbioe summary.
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