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POREWOMI

Thin docuqant specifiea the Inte~t Protocol (1P) which supports’the intez-
connectton of communicantion subnehrorke. The document includes an introduc-
tion to Ip with a mo&l of qeration, a definitionnf..akrvicee provided to
uaera, and a description of the ar~itectural and enviro~ntal raqufremxita.
Tha prtiocol aerv+ces interface “amlaedianieme,are specified.uaingan “abstract
state machine m?del.

.

(

,.

.

iii

t

Downloaded from http://www.everyspec.com



MIL-S3Y)-1777,
22 Au@tat 1983

(

,,,. @ {1.-

Paragraph 1.
1.1
1.2
1.3

2.
z,~

2.2

3.
3.1

.4.
4.1
4.2
4.2.1
.4.2*2
4.2.3
4.2.4
4.2.5
4.3.
4.3.1

5.
5.1
5.2
.5.2.1
5.3
5.3.1
5.4

6.
6.1
6.2
6.2.1
6.2.1.1
6.2.2
6.2.2.1,
6.3

6.3.1
6.3.2
6.3.3
6.3.4
6.3.4.1
6.3.4.2
6.3.5
6.3.6

Cxwmrfs

“SCOPE----------’ --- --------
Purpose --------’ --- --------
Organization ------- ---------
Application --------- --------

RRFERXNCEDDOCUMl?.NTS------ --------
Isauas of documents ------- ------
Othe~publieatlona------ --------

13fFINITIONS---------- --------
Definition ef terma ---- ---------

GENsRlu RBQuxRm4ENTs------ --------
~e~$w---------- ------, ---

Internet protocol &finitiom - - - - - - - -
Protocol Implementation- - - - - - -- - - -
Upper layer protocol- - - - - - - - - - - - -
Datagram processingerror - - - -- - -- - -
Fragmentation ad reassemblymachaniame- - -
IPewylutiOr ------- ---------
Scenario----------- --------
Basic model of oparatiorr- - - - - - - - - -

SERVICESPROVIDED IO UPPER LAYSR- - - - -- - -
Description--------- --------

“ Datagram eervlce------- --------
Delivery aeryke------ ---------
Oaneralized network eervicea---------
Network paramatera----- ---------
Error reportingservice - - - - - - - - - - -

tJPPRRIJIYZRSERVICE/ItW&RYACBSPECIFICATION- -
Description-------- ---------
Interactionprimitives-- - -,- - - - - - ‘--
Service rqueat prititivea - - - - - - - --
SEND----.---------’- -------
Service raaponee primitives- - - - - - - - -
DRLUJER------------ -------
Extended state macblne epaci,ficationof
cervices provided to uppar layer - - - - - -
Nechlne Instantiationidentifier - - - - - -
State diagram-------- --------
State vector ------- ---------
Data structural ------ ---------
Frcm UL#----------- --------
To_U~P --------------- ----
Event list ------- ----------
Events and actiona ---- ---------

1
1
1
1

2
2
.2

3
3

7
7

;
8
8
8
9
9
9

11
11
11
11
11
11
22

13
,$3
33
23
23
14
14

-fiiiii%4J

iv

Downloaded from http://www.everyspec.com



Paragraph6.3.6.1
6.3.6.2

7.
7.1
7.2
7.3

8.
8.1
8.2
8.2.1
8.2.1.1
8.2.2
8.2.2.1
8.3

8.3.1
8.3.2
8.3.3
8.3.4
8.3.4.1
8.3.4.2
8.3.4.3
8,3.5
8.3.6
8.3.6.1
8.3.6.2

9.
9.1
9.2
9.2.1
9.2.1.1
9.2.1.1.1
9.2.1.1.2
9.2.1.2
9.2.1.2.1
9.2.2
9.2.2.1
9.2.2.2
9.2.2.3
9.2.3
9.2.4 .
9.2.5
9.2.6
9.2.6.1

M2L-819-lr77
32 Auguet.1983

CoNmm’s

EVS?TT- SEND (from ULP) at tim t- - - -’- - - 17
~NT.N7J~------A-- ------:- ~

SERVIUIS ltRQU2R2DPROM LOWR LAY8X - - - - --- 20
Description--------- --------- 20
Data tranafe~ ------- --------- 20
Error reporting------- -’-’------- 20

LOWSR.LAYSR SERVICI1/IN21WtPAtX8PKCIFICAT20N---, 21
Description---------- --’------- 21
Iuteractfon primitives- - - - - - - - -’- - - 21
Service raqueat primitives- -- - - - -- ~ - 21
SEND ------------- -------- 21
Service.reepenee primftivea-- - - - - - - - - 22
SNP_DRL2VRR----------- ‘------- 22
Extquled state machine specificationof
services required frm lower laye~ - -,- - - 22

Machine irntautiatioaidentifier- - - - - - - 22
State diagram-------- --’-’ ------ 22
State.vector-------- --------- 22
Data$tntcturaa------- --------- 22
Frcq_SNP ---------- ‘-------- 22
~o_5~----------- ---------, 23
Dtgm------------ -+ ------- 23

Evaut’llst --------- --------- 24
Events aaiactione ----- --------- 24
EVEtPT- SNPSEND(to SNP)---- ------- 24
SVRNT-NUM --------- --------- 24

1P ENTITT SPECIFICATION-- -- -- - -- - ---
Des’criptiow -------- ---------
Overview of 1P mchenieme- --- - - - - - - - -
Reuti~nmchanim ------ ---------
‘Internetaddreaeee- - - - - - - - - - - - - -
Internet midreeeiq cLseaea- - - - - - - - - -
Datescan routing ------ ---------
Rcuti~eptione ------- ---------
Routihg typae-------- ----------
Fragmntation and reaeeembly- - -- - - - --
Fragrent routing ------ ---------
Fr8gmnt reaaeembly----- ---------
Fragmnt l*9-------’- ---” ------
Checksum ---------- ---------
Time-to-live-------- ----------
Type ofservicc--------- -------
Data option s-------- ----------
Timing information----- ---------

v

25
25
25

E
26
26
27
27
27
28
28
28
29
29
29
30
30

Downloaded from http://www.everyspec.com



MIL-S’ID-1777
-L?August 1983

CONTENTS - Continued

Psr.agraph9.2.7
9.3
9.3.1
“’9.3.2,
.9.3.3
..9.3.4
~9.3.5
9.3.6
9.3.7
9.3.8
9.3.9
9.3.10
9.3.11
9.3.2.2
9.3.2.3
‘9.3.2.3.1
9.3.l&
“9.3..15
9.3.15.1
‘.9.3.L5.2
‘9.3.i5.3
~9.3.”15.3.l
9.3.15.3i2
9.3.I.5.3.3
9.3.15..3.4
9.3.15.4
9.3.15.5
9.3.2.5.6
9.3.15.7
9.3.15:8
‘9.4

9.4.1
.9.4.2
!9.4.3
9.4.4
:9.’4.4..1
:924.4.2
.9.4.4.3
9.4.4.’4
.9.4.4.5
“9.4.4:6
9.4.5
9.4.6
.9.4.6.1
9.4.6.i.l
9.4.6..1.2

Error re~rc dcta~am- - - - - -’- - - - - - -
Message format for peer ~cha~es - - - - - - -
Version ------------ --------
Internet header length- --- - - -,- - - - - - -
Typa of service ------ ----’ ------
Total langt& -------- -’.-ti------
I&ncification------- ----------
Flags + ---------- ----------
Fragmnt offset------ ----------
Time-to-live-------- ----------
Protocol---------- ---’ -------
Header checksum------ -----------
Source eddrese------- ----------
“kstination addreee - - - - - - - - - - - - -,-
Options ---------- ----------
Internet options defined- - - - - - - - - - - -
.Padding----------- ---------
Specific option &finitiOn.g- - - - - - - - - -
Endofoption l.iat---- -----------
Nonperation------- -----------
Security---------- ----------
Security.(Shield)------- ----- +--
Cnmpartrrents(C field)- - - - - - - - - - - - -
Hamiling restrictions(H field) - - - - - - “--
‘l!ranemiesioncontrol code (TCC field) - - - - -
Locee source end record route - - - - - - - - -
Strict eource and record route- - - - - - - - -
Record route------- -----------
Stream idantffier----- ----------
Internee timestamp----- ----------
‘Extendedetate machine apecfficationof 2P
entity ---------- ----------

Machine instantiationi&ntifier - - - - - - -
State diagram -------- ---------
Stateve.ctor------- -----------
Data’structures------ ----------
“State_vectOr-------- ----------
Fr.amULP---------- ----------
TouiP----------- ----------
Fr-a_SNP------ =--- ----------
To_sNP------------ ---------
Dtgm------------ ----.------
Evantlfat--------- ----.------
Eventaatiactiow ------ ------Q_-
Evants and actions decieion tablee- - - - - - -
S’tate- ineccive,event is SEND from Uti- - - -
State - inactiVe, event is SNP_DELIVSR frcm
Safe --------------- --------,,

~

31
31
31
31
32
’32
32
33
33
33
33
33
34
34
34
35
35
35
35
36
36
36 ,.-
37 a
37
37
37
38

:
39

39

;
40
40
41
’41
41
.42
42
’42
43
43
44
44

44

I

I

Jo
..

vi

Downloaded from http://www.everyspec.com



M2L-STD-1777
12 August 1983

CONTEtV1’S- Continued

Paragraph 9.4.6.1.3

9.4.6.1.4
9.4.6.2
9.4.6.2.1
9.4.6.2.2
9.4.6.2.3
9.4.6.2.4

~. 9.4.6.2.5
9.4.6.2.6
9.4.6.2.7
9.4.6.2.8
9.4.6.2.9
9.4.6.2.10
9.4.6.2.11
9.4.6.3
9.4.6.3.1
9.4.6.3.2
9.4.6.3.3
9.4.6.3.4
9.4.6.3.5

‘w

9.4.b.3.6
9.4.6.3.7
9.4.6.3.8
9.4.6.3.9
9.4.6.3.10
9.4.6.3.11
9.4.6.3.22
9.4.6.3.23

10.
10.1
10.2
10.3

E2w

State = reassembling,event is SW_DEL19ER
fr~SNP ------------ ------- 45

State - inactive, event ia TIMllOUf- - -‘- - - 45
Decision table fumctions- - - - - - - - - - - ! 46
A_fr~ ----------- ---------{ 46
C=n_frag ----------- --------: 46
Checksurn_valid- - - - - - --- - - -- - - - -
Icrap_checkeum-------- ---------
~e~_to_frx-------- ---------

Reass_done---------- --------
S~flrame_valid ------- --------
TIZ_valid----------- -,--’ -----
ULP~rarn_valid ------ ---------
Where_& st --------- ---------
Uhere.to ---------- ---------
Decision‘tableaction procedures- - - - - - -
Analyze ---------- ---------
Build6serui--------- ---------
COmpute_checkeum------ ---------
Caupute_icmp_checksum - - - - - - - -- - - -
Error to source------ ----------
Error–to-ULP-------- ---------——
Frag=nthsend-------- ---------
@3cal_&livery ------- ---------
Reassembly --------- ---------
Reaseemb&d_&livery - - - - - - = - - - - - -
Reaasembly_ti=out - - - - - - - - --- - - - -
Remnte_&livery------- --------”-
Route------------ ‘---------

“47
47
48
4s
49
50
51
51
52
52
53
55
56
56
57
58
59
62
63
65
66
67
68

EXSCDTION ENVIRONMENTREQUIREMENTS-- - - - - -
Description--------- ---------
Interprocesaccammnication- - - - - - - - - -
Timi~ ----------- ---------

71
71
71
71

vii

Downloaded from http://www.everyspec.com



KIL-STD-1777
12 Au@et 1983 .-J@

I

Figure 1.
2.
3.
6.
5.
6.

::
9.
10.
11.
12.
13.

Table I.

II.

111.

Appendix A.

CONTSN’fS- Contimed

~ I,,

FIGURES

Example lust protocol hierarchy - - - - - - - - - -
Example gatew~ protocol hierarchy- - - - - - - - -
Basemodel of operationa-- ------------
Subnetwork packet ------ . - e ---,-----
Internet &dreseea------- ----------
IPheadar format------ ------------
Tab@. ofeervice field---- -----------
Control flage field ----- ------------
Fielde of the option-type octet - “-- - - - - - - -
Security option format- - - - - - - - - - - - - - -
A simplified 1P state”machine - - - - - - - -- - -
Tranamieeion order of octete- - - - - - - - - - --
Signifttance af bits----- -----------

TABIES

Inactive state decieion table when event is SEND
from ULP ---------- -----------

Inactive state decision table when event is
S~_DELIVER fmmSNP---- ----’ -------

Reassemblingetate decisforitable when event iB
*_DELIVER frcruSNP ---- -----------

APPENDICES

Data tranemisaionorder - - - - - - - - - - - - - -

Wiii

7
8
9,
10
26
31
32
33
35
36
40
72
72

44

44

4.5

72

I

-B

., Jib

Downloaded from http://www.everyspec.com



.’

MIL-STD-1777
13 Au@mt 1983

1. SCOPS

1.1 Pu aaa. Thie stami.ardestablishescriteria for tha Internet Protocol
(IP) wh*Ports the interconnectionof communicationsubnetworke.

1.2 Organization. This stardard introduces the Internet Protocol18 role
and purpose, defines tha eervicee provided to users, and specifies the
wchanisne needed to support tlmse services. This stawiard alao &fines the
services required of the lower protocol layar, describas the upper and lower
Interfaces,and outlinee the exetotion emviromnehtsarvicec ntded for
implewntation.

1.3 Application. The Internet Protocol (1P) and the TranenfasionControl
Protocol (TCP) are mandatory for use in all DoO packet switchingnetworks
which connect or have the putential for utilizing connectivityacroeo network
or subnetworkboundaries. Network elemants (hoets, frent-ends, bus fnterface
units. xataways.etc.) within such networksahich are to be used for inter
nettiug-shall-irnplemnt TCP/IP. The term network as used herein includes
Locil Area Networks (LANs) but not Integratedweapom systems. Use of TCP/IP
within I.&s is etrongly encouraged particularlywhere a need ie parceivad for
equipmant interdmngeability or netwo~ survivability. Use of TCP/IP in
weapone syatema is also encouraged where such usage does not diminish network
performance.

.*”
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2. REFERENCED lXX~NTS

2.1 Issues of documents. The followingdocum&mn of.the iesue in .effact
on ~ce of Invitationfor tdds or request for propose2, forq a part of this
standard to the extent spacified herein. (The provisions of thie paragraph
ere uncler cornideration.)

2.2 Other publication. The following documentsform a pert ef this
standard to the extent specified herein. Unlees ot@erwise indlcatad, the
issue in effect on date nf imitation for pids or request for propoeels EWl
apply. (The proyisiope of thie paragraph are under coneiderat.ion.)
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3. DEFINITIONS

3.1 Definition of terms. The.definition of term used in thie standard
ehall cemply with FED-STD-U337. Terms and definitfoneunique to MIL-STD-1777
are containedherein.

b.

c.

e*.. d.

e.

f.

g.

h.

o-

Datagrarn. A self-containedpackage of data carrying cineughinforma-
tion to be routed from eource to destinationwithout,celLance on
earlier exchanges between eourte or &st@ation ard the transporting
aubnetwork.

Datagram fragment. The result of fragmentinga datagram, also
simply referred to ae a frag~nt. A Actagram fregmant carries a
portion ef data frcm the larger original,aud a cnpy of tha origi-
nal datagram header. The header fragmentationflelda are adjusted
to imlicate the frcg=ntte ,relativepositionwithin the original
datagram.

Datagram service. A datagram,.&fined above, delivered in such a
way that the receinr can &termine the boundaries of the datagram
aa it waa a.ntercd,by the eource. A datagram is delivered with
non-zero probability to the desired destination. The sequence
in which datagrame are entered into the aubnetworkby a source la
not necessarily preserved upen Aeliwsryat the destination.

Deatioation. An IF healer field containingan intacnet address
indicatingwiwre a datagram ia to be cent.

~. Don’t Fragmnt flag: An IP header field that when eet ‘true-
prohibita an 1P rmdule from fregmnt ing a datagram to accomplish
&livery.

EFTP. Electronic File Tram fer Protocol. Electronic mail.

Fragmentation. The process of breaking the dcta within a data-
gram into smeller plecee ad attaching ncw inteinet headere to
form smaller datagrame.

Fragment Offset. A field in the IP header marking the relative
position’,pfa datagram fragmnt wfthin the larger.original
datagram.

PTP File Tramfer Protocol.—.

Gateway. A device, or pair of devices, which interconnecttwo or
nmre subnetworke enabling the paaaa~ of data from one aubnetwork
tb anether. In this architecture,a gat~tiy”uemally contains an
1P cmdule, a Gatway-toGateway Protocol (GGP) nc.dule,and a eub-
network protocol mdule (SNP) for each connectedeubnerwork.

3
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k.

1.

m.

n.

0.

P.

q.

r.

‘s.

t.

u.

v.

w.

x.

Header. Collection of control information transmittedwith data
between peer entities.

~. A cemputerwhich 15 a source or &stination of umeeagee
from the point of view of tbe cummunication subnetwork.

ICMP. Internet Control EfeesageProtocol, the collection of error
~titiona amd error mesea~ formata exchanged @ 1P mdules in

both bets and gateways.

Identification. An IP header field used in reassembli~ fragknte
of a deta@im.

IKL. Internet Header Lewgth: an 1P header field fndicati~ the—
number of 32-bit words making up the internet header.

Internet addrees. A four octet (32 bit) source or destination
addreee compoeed ef a Network field and a REST field. The latter
usually contaics a local subnetwork address.

Internet datagram. The package exchanged between a pair of 1P
modules. It is made up of an 1P header and a data portion.

Local address. Tbe address of a hnet within a subnetwork. The
actual mapping of an internee eddresa onto local subnetwork
addressee is quite general, allowing for many co one mappings.

Local subnetwork. The eubnerworkdirectly attached to bnet or
gateway.

g. More Fragment8 flag: an IP bender field indicatingwhether a
datagram fragment containe the end of a datagram.

MTu. Maximum Trammission Unit: a subnetworkdependent value
=ch indicates the largest datagram that a subnetwork can handle.

Octet. An ,eight-bltbyte.

Optionw. The optional set of fields at the end of the 1P header
used to carry control or routing data. An Options field may
centain none, one, or several optioua,and each option may be one
to several octets in length. The options allnw“ULPSto customize
IP’e cervices. The eption.sare “aleoueeful in testing situation
to carry dfagnoetic data such as timesttips.

Packet network. A network based on packet-sw~tching tethnology.
Meseages are split into small units (packets) to be routed indepen-
&ntly on a store amf forward bseis. This approach pipelines
packet transmissionto effectivelyuse circuit bandwidth.

I

“w”g
4
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0.. y. Padding. An 1P hea&r field, one octet in length, inserted after
the last eption field to ensure that the data portion of a dategram
begfne on a 32-bit word boundary. The Padding field value is zero.

z. Protocol. An internet header field used to identify tha upper
layer protocol that ie the enurce acd destinationof the data
within an IP dategram.

aa. Reassembly. The process of piecing togethar detagram fragmnte
to reproduce the original large datagram. Reaeaembly ie basad on
fragmentationdata carried in their IP headers.

q. bb., Reliabilit~. One of the .eervicequality parameter provided by
the type of service mechaniam. The reliabilityparameter can be
Set to one of four levele: loweet, lower, higher, or higheet, It

,- appeare ae‘a.tie-bit field within the Type of Service field fn
the 1P header.

cc. Rest. The.threeoctet field of the internet addreas usually
containing a local addrees.

dd. Segment. The unit of data exchanged by TCP modules. This term
may also be used to deecriba the unit of exchange between any
traneport protocol wdulea.

o ee. Source. An IP header field containingthe internet address of
.. the datagramfspoint of origin.

ff. Stream delivery service. The special hamiling raqwired for a
cleea of volatile periodic traffic typified by voice. The claea
requirea the maximum acceptable delay to be only elightlylarger
than the minimum propagationtime, or requires the allowable
varianca in packet fnterarrivkltime to be smell.

gg. SNP. Subnetwork Protocol: the protocol residing in the eubnetwork
~er IS?1OW1P ‘ivbichprovidee data trawfer through the 10CS1 sub
net. In eoue eyateme, an adaptor nmdule must bc ineerted between
IP and the subnetwork protocol to reconcile their dlesimllar
interfaces.

hh. TCP. Trarnmiasion Control Protocol: a trameportprotocol,providing
=nect Ion-oriented,end-to-and reliable data tranemiesionin
packet-ewitched cmnputer aubnetworkeand internetworka.

it. ‘TCPee ent. The unit of data exchangedbetwaen TCP ~dulea
bche ‘ltPIie.er).

~j. Total Langth. An IP header field containingthe mnuber of octete
in an intarnet detagram, including botl.the 1P header and the data
portion.

5
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Type of Service. An 2P header field containingthe transmission
quality para~ters: precedencelevel, reliabilitylevel, speed
level, re60urc8 trade-off (precedencevs. reliability),and trane-
mieeion nnde (datagrcm vs. stream). This field is used by the
type of eervicemechaniam which a210wE ULPs to select ‘thequality
o! trarumniseionfor a datagram through the internet.

UDP. User Datagram Protocol.—

ULP. Uppar Layer Protocol: any protocol above 1P in the layered
~tocol hierarchy that uses 1P. Thie’term includee trawport
layer protocole, presentation L3yer protocols, eeaeioiilayer
pr”otocola,and application programe.

Veraion. An 2P heeder field indicatingthe format of the 1P
hea&r.

.4.-
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e 4. GSSSRAL REQUIREMENTS
....

4.1 Design. The Internet Protocol is designed to interconnectpecket- !
switched cnmmunicatIOU subnetworks to form an internetwork. The 1P trans-
mite blotks of data, called intemet datagrame,from Sources to &stinatione
throughoutthe intemet. Sourcee ad destinationsare heste located on
either the eeme subnetwor’kor comnectad eubnetworka. The IP ie purpoeely’
limitedin scope to provide the basic functionenecessary to deliver a block
ofdata. Each internet;datagiamie an independententity unrelated to any
other intemet datagram. ..The Ip doea not create c?cnectto~ Or 10@ce-1
cirmite ami hae ao methanfame to prmote deta reliability,flti control,
sequencing,or other cervices ccmmonly found ii virtuaI circuit protocols...

4.2 Internetprotocol definition. Thfa etandardapetifiea a best IP.
Ae defined in the Dellarchitecturalmodel, the InternetProtocol residea in

, ,, the internetworklayer. Thus, the IP providea servicee to traneport layer
protocolsand relies on the aervicea ef tbe lower network layer protocol
(See figure 1). In each gateway (a system interconnectingtwo or more aub
nets) an 1P resides aboie two or mre aubnetwork protocol entities. Gateways
imp~ement internetprotocol to forwkrd d.atesrm.ebemeen netwOrks. Gatewaya
also imple-nt the Gateway to Gateway Protocol (GGP) to coordinate routing
ad other internat control information.

Q ““yl ,yl ,-y+----]
I I I I

I TCP I I UDP -m-mm9m-
1

I I I

I
MOSTINTERNETPROTOCOL II .,

SUBNETWORKPUOTOCOL
I

PIGURE 1. Exenple hoet protocol hierarchy.

4.2.1
nead not

Protocol implementation. In a gateway the higher level protocols
be implementedand the GGP functione are ad&d to the IP mdule

(See figure 2).

* 7
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GATEWAYlNTERNE7PROTOCOL

t
I

SUBNET1 SU8NETZ SUBNETi
PROTOCOL PROTOCOL -------- PROTOCOL

I I
ARPANET LOCALNET PUBLICNET

FIGURE 2. Example gateway protocol hierarchy.—

4.2.2 Upper layer protocol. A protocol in an upper layer paases
1P for deltvery. 1P packages the data as an internetdatagram and passes it
to the local .subnetworkprotocol for transmlsaS.onacrosB the local subnet.
If the destination tnet 18 on the local subnet, 1P sends the datsgrsm through
the subnet directly to that heat. If the destinationhost is on a foreign
subnet, 1P seeds the +t&rsm to a 10CS1 gsteway. The gateway, In turn,
send? the datagram through the next subnet to the destinationhost, or to
another gateway. Thue, datagrarm move frcmnone W module to another through
au interconnectedset of subnetworks until they reach their deetinatiorw.
The ~equence of 1P modules hamilirg the datagram in transit is called the
gateway route. The gateway route fs distinct from the lower level node-tc- 9

-,

node route supplied by a particular subnetvork. The gateway route is based
on the destinationinternet address. The 1P mdules share coqmon rules for
interpretingInternet afdresses to perform internet rrmlting.

data to

~.2.3 Datagram processing error. OcCaS~on~lY , a @ceway Ip O= de~tfna-
tion 1P will encounter an error during datagram proceeding. ErrorB detected
may be reported vfa the InternetControl Message Protocol (ICMP) vhich is
Implemeritedin the internet protocol nodule.

I

4.2.h Fragmentationand reassemblymechanisms. In traosit, dstagramsmay ,
traveree a subnetworkwhose maximum packet size is smaller than the size
of the dqtagrarn.To handle this condftion, 1P provides fragmentalion and
reassemblymechanisms. The gateway at the smslle~packet subnet fragments
the &ri@nal datagram into pieces, callsd datagram fragntsnts,that are smell
en&gh for transmfsiioh. The IP module in the &s tinationhost reasaemblei
t,he&cagram frsgments to reproduce the origfnal datagram. 1P can support a
diverse set of,upper layer protocols (ULPS). A transport protocolwith
real-the requirements,such as the Network Voice Protocol (NVP), can make
use df 1P’s datsgrsm service dfrectly. A tragspo’rtprotocol providing ordered

1

r:lf.able delivery, such as TCP, can build additional.mechanisms on top of ~
Ik’n basic datagrnm service. Also, 1P’s delivery acrvice can be customf.zed
in some ways to suit the special needs of an upper layer protocol. For
example,.a predefinsdgateway route, called a source route, can te supplied
for ah individual dstagram. Each 1P module forwardsthe datagram according
to the source rmte in addition to using the atamiard routing mchanism. .

JO;

8 I
I
1
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4.2.5 1P evolution. The current Internet Protocol evolved from proposals
wj.thin the InternationalFederation for InformationProcessing (IFIP)
Technical Committee 6.1, in which Internet functionsand reliable transport
functionswere canbined in a siogle protocol. Subsequentdevelopment of
otherULPS (such as packet speech) led to the separation of these functions
to form 1P and the TransmissionControl Protocol.

,
4.3 Scenario. The following scenario illustratesthe model of operation

for transmitthg a dntsgrsm frau one upper layer protocol to another. The
scenarioie purposely simple so that 1P’s bssic opsration is not obscured by
the details of interfaceparameters or header fields.

:’ 4.3.1 Basic model of operation. A ULP in host A is to send data to its
peer protocol in host B on another aubnerwork. In this case, the source and
destinationhosts are on subnetworks directly connectsd by a gateway.

HOSTA

Wn
LOCALSUBNET1 LOCALSU8N;T2

HOSTS
RECEIVING
UPPERLAYER
MO”DULE

./
1PMOliJLE

/
SNP.2

F

FIGURE 3.. Basic model of operation.

a. The sending ULP passes its data to the 1P module, along with
the &stination internet address and other paramstess.

b. The 1P nwdule prepares an 1P header and attaches the ULP’s
data to fen. an interrietdatagrsm. Then,
mince a lncal subnetvork address from the
address. In this case, it is the address
the destim~tlonsubnetwork. The Internet
the locnl .subnetaddress is passed to the
protncol (SNP).

the 1P module date~
destinationinternet
of the gateway to
datagram along with
10CS1 subnetwork

c. The SNP creates a lo.&l subnetwork hsader
the datagram forming a.subnetwosk packet.
tracamlts the packet acr~a the local subnet.

and attaches it to
The SNF then

9
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SUBNETWORK PACKET

FIGUSE 4. Subnetworkpacket.

.-9: I

I

d.. The packet arrives at the geteway corp!ectitigthe first and
secoml shbnetworks. The SNP of the first subnet strips off
the local subnetworkheader and passee the remaiz+~ to the 1P
mdule.

e. The 11 nmdule detemtinea frti the destination intery$t eddrese
in the 1P header that the datagramis intended for a hoet in ,1
the eecond subnet. The IF module then derives a local eubnetwork
eddreee for the deecinationh~t. That address 16 paaeed .@.oog
with the datagram to the SNP of the eecond aubnetwo~ for delivery. -

9

f. The second aubnet’s SNP builde a local aubnetworkheader and
aPP’atiStha &t8gr~ to form a packet for the second subnet-
work. That packec is transmittedacroes the’eecond subnet to
the &stination host.

8. The SNP of the &etimation heat strips.off the 10cal aubnetwork
header and hada the renxtinirgdatagram to,the1P mdule.

h. The IP module determines that the &tagr@a is bound for a ULP
within this heat. The data portion of the datagrarnand infOr
mation fran the IF header are passed to the ULF.

Delivery of data acruss the Internet la complete.

9
.,.

10
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5. SERVICES PROVIDED TU UPPER LAYER

5.1 Description. This section describes the cervices offered by the Inter
net Protocol to upper layer protocols (ULPS). The goals of this “sectionare
to provide the motivation for protocol mschanfame ad a definition of the
functions provided by this protocol. The servicea provided by 1P are: internet
dctagram service, virtual network.service,and error reportingservice. A
descriptionof each service follows:

5.2 Datagram service. The,Internet Protocol shall provide a datagram
service between homogeneousupper layer protoco2sin an internet environant.
A datcgram service is characterized by data &livery to the destinationwith
non-zero probability;some data may peesibly be lost or duplicated. Also, a
dategremservice does not necessarilypreserve the sequence in which data is
supplied by the source‘upondelivery at the destination.

5.2.1 Delivery service. 1P shall &liver received data,toa destination
ULP In the .sam form as sent by the source ULF. 1P shall discard datagrams
when frmuffic.ientresources are available for processing. 1P doea not detect
datagramalnet or discarded by the subnetwork layer. As part of the delivery
service,1P inaulatea upper layer protocob from aubnetwork-specifictharac-
teristitis.For example, 1P maps internet addressessupplied by ULPS into
lord addreases used by the loal eubnetwork. Also, 1P hides any packet-size
reetrictionaof subnetworke along the tranemiaaionpath within the internet.

5.3 Generalizednetwork aervicea. 1P shall provide to upper layer protocols
the ability to select virtual network service parameters. IP shall provide
a general caumand set “forthe UIZS to indicate the aerviceadesired. Thus,
the ULPe can tune certain properties of 1P and the underlyingaubnetworka to.,
customize the transmissionservice according to their needs.

,’
5.3.1 Network parameter. The virtual netwo& paraneterafall into two

categories: service quality parameters ad service options. Service quality
Para=tera influence the transmissionservice provided by ‘thesubnetworks;
service options are additionalfunctiow provided by 1P. A brief description
of each follows:

- Service Quality”Parameters

- . . . . . . . . . . . . . . . . . . -.--. --....4.1 . . . . . . . . 4?-- I.*”L

TranemiasionMo&: datagram vs. stream. Stream mode
attempts to minimize delay ad delay dispersionthrough
resetiationof network reaourcea

Reliability: attempts to minimize data 10s8 and error
rate

Speed:,attcniptsprompt delivery

,.

11
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- Reeource Tr.deoff: indicates relative importante 6f abed
va. reliability

Service Options

- SecurityLabe12fng: identifiee datagram for compart”m’ntad
hoeta

- %%urce Routing: eelecte eet of gateway 1P modules to visit
in traneit

- Route Recording: records gateway 1P modules encounteredin
tranait

- Stream Xdentificetion: namee reserved resourceeueed for
etream eervice

- Timeetamping: records time information

- Don*t Fragnwnt: marke a datagram ae an ‘indivisibleunit

5.4 Error reporting eervlce. 1P shall prnvide error reports to the UPPer
layer protocole indicating errors &tected in providing the above services.
In addition, certain errors detected by lower hyer protocole or supplied
in I@P measagee sha21 be passed to the ULPS. These reports indicate several
clae,aeaof errore “includinginyalid arguwnt a, @

-,
inEufficient resourcaa,and

tran.emiaaion errors. ‘Thaerrore that 1P must report to ULPa are”“toti
dete’nninedfor each implementation.

:,,

-@

.. . ,,
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6. UPPSR LAYER SERVICE/INTERFACRSPECIFICATION

6.1 Description. This section specifiee the ~ services“providedto uppsr
layer protocols and the interface through .~ich these services are accessed.
The first part defines thk interactionprimitives ‘andinterface parameter
for the upper interface. The second part containe the abatract machine speci-
ficationOf the upper layer services awl Interactiontdis:ipline.

6.2 Interactionprimitives. An interactionprimitive defines the purpose
and content of information=changed between two protocol hyera. Primitives
are grouped into two c2aases baaed on the direction of information flow.
Informationpassed downward,in “thiscase frau a ULP to IF, is tilled a
service request primitive. Informationpassed upward, in this caae from 1P
to a ULP, is called a service rcaponae primitive. Interactionprimitives
need not occur in pairs. That is, a service request doee not neceeaarily
elicit a service “respnnee;“ a service “respowe” nay occur independentlyof
a service request. The informationassociated with.an interaction primitive.
falla into two categoric: pammeterw ad data. The parcueteradescribe the
data and indicate how the dsta are to ba treated. Tha data are not examined
or modified. The format of the parameters atv.1d&ta are imple~ntation
dapendentand therefora not specified. A given 1P impleuentation may have
slightlydifferent interactionpri~ tivas impneed‘by”the execution environment
or system dasigm factors. In those cases, the primitivesccn’ba modified to
includemore informationor additiomd primitives can ba &fined to satisfy
system requirements. However, all IPs must provide at least the interaction

*

primitives specified below to guarantee thct all 1P Implemcntationecan
support the same protocol hierarchy.

6.2.1 Serwice request primitiwea. A single service request primitive
supporta 1P!s datagram serwice, the SEND prlmitiwe.

6.2.1.1 ~. The ‘SENDprimitive centsine ccmplate control information
for aach unit of data to be deli~red. 1P accepta in a SEND at,leaat the
followinginformation:

sourca addrase - intemet cddreaa of ULP aending data

destination address - internat addreaa of ULP to receive
data

~rotocol - name ef tha recipientUIZ

type of service indicators- relative tranemtsaionquallty
aeaociatedwith mit of data

- precedence - one of eight Ievela “:(PO, PI, P2, P3, P4,
p5; P6, p7) where PO (- P1 <- P2 <- P3 <- P4 <- P5 <- P6
<= P7

- reliabili~ - one of two Ievela : (RO, Rl) where RO <- RI

a n

,.
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- & lay - one of two levels : (DO, D1) where DO <- D1

- throughput- one Of two levele : (TO, T1) where TO <-

- identifier- value cptione21ypruvided & this ULP dieti~
guiehing thie por~ion of data fr~ othere sent ~y tMn Up.

- don’t fragment indicator,-flag nliwing whether 1P can fr~-
%nt d.iteto accomplish deliwsry

- tk to live - The value in secondewhich indicates tke Mxirnnrn
lifetim? of @ta within the internet. Time to live ie deki~.-
mented by one eecond for each gateway traMve~ed.

‘- data length - length of date E-singtranemi$ted

eption date - optione requested by a ULP frem follpwi~ list:
security, loose or strict eource routing, record rc.ut+ng,
stream identification,or timestamp (eeixion9.3.14).

- ga#- present when dete length is greater than zero.

6.2.2 Service reaponae priudtivea. A eingle service res’$e~e prl~tlve
eupports 1P!s &t egr?m servlce, the DELIVER primitlve.

6.2.2.1 DELIVSR. The DELIVER primitive containstha @t8 paesed by a
eource U~ @ “aSEW, e.longwith eddreseing,quality of service, and option
infoqpation. 1P peeeee in a CELIVER at leaet the follow+ng i~ormatioh:

source address - internet eddrees uf sendingULP

- destination.addrees - Internet address of the rec+pieutULP

protocol - na= of recipientULP ae supplied by the sending
ULP

- type of eervice indi~tore - relative tranemiseionquality
aqaocfated tith unit of data

- precedence - one of eight levels : (PO, P1, P2, P?, P4,
P5, PIS,P7) vhere PO <- P1 <- P2 <- P3 <- P4 <- P5 <- P6
<- P7

- &lay - one of two Ievele : (DO, Dl) were DO <- DI

- reliability- one of twe levele : (RO, RI) where RO <- R1

- t@ughput - one Of IWO levels : (TO, Tl) were TO <- TI

- data length - length of received @ata (pnesiblyzero),
... . ...

m

-Q

I

,

I

-. dill

‘-’J@
14

Downloaded from http://www.everyspec.com



*-

UIL-STD-1777
12 A@at 1983

option data - optione requestad by source ULP from following
list: eecuri~, locee eourca routing,strict source routing,
record routing, stream identification,or timestampa (see
tion 6.2.14).

- data - presentwhen data langth is greater than zero.

In addition,a DELIVSR muet contain error reports from 1P either together
with parauietersamf data listad above, or imfependentof that information.

6.3 Extended etate machine “specification of servicesprovided to uppar

AEz” The extetied state machine &fines the behavior of the entire serwice
machine from the perspecti= of the upper layer PrOtOcOl. An extended state
machine &finition is cmnposed of a machine instantiationidentifier,a
state dfagram, a state vector, a aat of data structures,an event list, and
an events ad actione correspondence.

6.3.1 Machine iiiatantiat’ionidentifier. Each uppar interface atate machine
is uniquely identifiedby the four interactionprimftiva para-tere: eource
address; destination address, protocol, and identifier. One atate machine
inetance exists for the SEND and DELIVER prhitivea whose four parautera
carry identical values.

6.3.2 State diagram. Tbe upper interface state machine hae a single etate
which never charures. No diagram is needed.

a! 6.3.3 State vector. The upper interface atate machine haa.a single state
which never changea. No state vector ia needed.

6.3.4 Data atmctures. For clarity in the eventa ad actione section; data
structures are declared’for the interaction primitivesand their Pra=ters.
A subset of Adal data constrncte,ccamrmnto mst high level’languages,is
uaad. However, a &ta structuremay be partially typed & caupletelyuntyped
where specific formats or ,datatypes are implementationdepandant.

6.3.4.1 From ULP. The from_ULP structure lmlds the interfaceparcmetera
and data associated with the SEND primitiw specified above. This etructure
directly correepends to the frcin_ULPstructure &clarad in 9.4.4.2 of the
mechaniam aectibn. The frem_ULP structure la declaredaa:

~ from UIA_type ~
,.. record —

aource_addr
deatination_addr
protocol
type of aervice~—-,

lA& is a regiateratftrademark of the Depart~nt of Defenee (Ada Joint pr06rm

*

Office).
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record
precedence
delay
thmughput
reliability

end record;
identifier
dont_fragment
time to live——
length
options
data

end record;

6.3.4.2 To ULP. The to_ULP structure lmlds interface paramete~ and dsta
assacia”tedwith the DELIVER primitive,as specified in section 6.2.2. This
structure directly corrsaponds to the to_ULP structure &c2ared in 9.4.4.3
of the mschanism specification. The co ULP structure is declared as:

~ tO_ULP_type *
record
source_oddr
destination_addr
protocol
type_Of_service is—
record

precedence
delay
reliabllity
throughput

end record;——
length
options
data
error

end:record;

6.3.5 Event list. The wents are drawn fras the interactionprimitives
specified in section 6.2 above. An event
ad an abstract timestsmp to itiicate the
event list is as follows:

is composed of a seivlce pr@itive
time of svent init”i.atfon.The

a. SEND( from_ULY ) at time t

b. NULL - Although no service request is issued by a ULP, ce~
tain conditionswithin 1P or lower @yers p~oduce a service
response. These cowiiciooscan include duplicationof data
and subnet errors,

:1

il

-9”
I

.-.,

@
d
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6.3.6 Events and Actions. The followingsection defines the set of peasible
actions elicitsd by each event.

J

6.3.6.1 EVENT - SEND (from ULP) at time t.

Actions:

1.’DELIVER to_ULP st time l+N to the protocnl designated by
frcanULP.DCOtOCOl at destination frnm ULP.destinationaddr
with-all of the followingproperties:—

,.

..

OR,

2.

a.

b.

c.

d.

e.

f.

i3.

h.

i.

The tireselapsed durimg dsta transmission“satisfies
the”time-to-liveItmit, i.e., N <- fr~_ULP. time_
to live.

The quality of data transmissionis at least squal
to the rel.stivslevels .specifisdby ‘frOm_ULp.tYPe_
of service.

if (from_ULP.dont_frsgrnrnt- TRUE) then 1P fragmen-
tation has not occurred in tramit.

if (frc+n_ULP.options includes lonse source routing)
then to_ULP.data has visited in transit at least
the gateways named by source route provided by SEND.

if (from_ULP.options includes strict enurce rout-
ing) then to_ULP.dsta has visitsd in transit only tbe
gateways namd by source route provided by SEND.

if (frm_ULP.nptions Includes record routing) then
the list of nodes vlslted in transit is delivered
in tO_ULP.

if (frm_ULP .nptiom includes security labelling)
then the sacurity label is delivered in to_ULP.

if (from_ULP.cptions includes stream identifier)
then the stream idenclfieris delivered in to_ULP.

if (fran_ULP.options includes internet ti~stamp)
then the internet timestamp is delivared in to_ULP.

DELIVER to ths protocol designatedby frnm_ULP.motocol at
source frcm_ULP.source_addrindicating one of
error cOndiFiOns:

a. destination from ULP.&atinstion_addr

17

-.
the .followi.ng

unreachable
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b. pro~,ocolfrau_ULl.protoco1 unreachable

c.. if (from_lJLP.dont_frag~nt,- TRUE) then fr~~ntacion
ne+ed but prohibited,

,$.. ...4 ...

d. if (frem_ULP.nptio~ contalnq any,opt+:n),t~y ~ar~t,e~
problem w$th option.

.,..
,,

OR.~

3%.no.action..

DELIVER to,the protocol &sigpated by frem_ULl.pT.et.eCOlat
s,ourcejfr~_ULP. source_e,ddrindicating the followirigerror
co,mi$tion:,..

6.3.6.2 EVENT - NULL.,.;,,. .>

Actio~:

1.

a.. error comiitio~ in eubnec layer

?R,

2. ~LIVEIt,to_ULP at t@ &N to the protocol &sig-n:ted‘by,f~~_
-.
.@

U@. protocol at destination frm_UliP,.d::ti,e:tIon @dr, with
~’1 cif‘thefollewingpropertied: .-..... ~ ..

a.

b.

c,

d,*

e.

f..,

e,.

The time elapsed during data tranE.~seiOnSatisfieS,~$~,
tima-t~liti limit, 1..e. N <- firm UL~.time “iO~lf’ti&.—

‘Theq@ity of data trarsmiasionis at le.qeteqt@ t?.
the relative levels specified b~’f,~~_UI+{.@$_o{_
ae+ce.

\-

i.f(fr,em_ULF.d@t_fragmenc ,-w ),then 1P fragmeneatlo?.
hqq,“u6t’”occurred in tr”<i+t. ->.~+.#!,$

+f (f~~_ULP. optlow f,ncludgaEtri,qceource rout~u$),
then tO_U~. deta @ v$?it~ “in”trq~it’;o~y’ttie,’gat~
wayi nam~, by snurce coute.provided In SEW.. ~”“,,.,.,.. ,.. “. .. .. !:,,,,.“,..

I

I

if (frm_ULP. options Includ,esreco,rd,muting) the,:the
~~e,tof nodes visited.in traw~$t’~s”deliVer(d irito_U+P.

.,

if,(Frnm ULP.optiotm includes aqcurity labe,lli~,),then
~fie.s{cti~$ty label la d:,li~~’ed”in”to “ULP.

5,. .-V -@i

1s
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h. if (frem_ULP.optione includes stream identifier)
then the stream identifier ie delivered in to_ULP.

1. if (fr~_JLP. option.iincludes internet timeetamp)
then the internet timeatampie delivered in to_ULP.

~ 8

.,.
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7. SERVICES RRQUIREU FROM LOWER LAYRR

7.’1 Description. This tiectfon&scribes the minlhl services r~uirbd oi
the aubnework layer. The services required are: transparentdata trabfer
between hosca kithim a subnemork. and error reporti~. A descriptionof
each service follows.

7.2 Data tranafer. The subnetworklayer must provide a tranaparehtdata
tzansfer between hneta within e single eubnetwork. Only the data ,totie
delivered,and the n+ceseery control and addressing information ibeuld h
raquiredas input from 1P. Intranet routitigand subnetwork o@at ion shall
be hamlled by the subpetworklayer itself. The subnetworkneed net be a
reliable communicationsmedium. Data should arrive WIth hon-zaro probabi2ity
at a destination. Data may not necessarilyarrive in the same order ae it
wee supplie’dto the aubnetwork layer, nor is data gtir’antaedto arr”itierror
free. .

7.3 Error reporting. The eubnetworklayer shall provide reports to 1P
indicatingerrors from the subnerwork and lower layers aa feaaible..The
specific error requlrementeof the eubnetiorklayer are &pendent on the
individualeubnetworks.

20
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8. LOWER LAYER SERVICE/INTR@ACE SPECIFICATION

8.1 Description. Thie section epecifiee the minimal eubnetwork protocol
cervices required by 1P and the interface through which those eervicee are
acceseed. The first ~rt defines the interactionprimitives ami their parcm-
etere for the lower interface. The second pert contaima the abetract machine
specificationof the lower layer services ad interactiondiscipline.

8.2 Interactionprimitives. An interactionprimitive defines the pirpmse
of informationexchanged between two protocol layers. Two kinds of primitives,
based on tha direction of information flew, are defined. Service requeeta
paaa informationdownward; service r.espenseapasa informationupward. These
primitivesneed not occur in paira, nor in a eynchronowamanmer. That ia,
a reqwest does nnt neceaaarilyelicit a “reapenea;- a “reapomae”may occur
indapen&ntly ef a reqtist. The informationaaaociatedwith an interaction
primitive falle into two categories:parametara and data. Tha parameters
&ecribe the data and indicate how the data are to.be treated. The data are
not examined or m0d2ficd arnlthe format of interactionprimitive information
ia implementationdapendcnt and ia therefore not specified. A given IF
implementatinn WY have slightly different interfacea imposed by the nature
uf the aubnetworkor execution environment. Un&r such circumstances,the
primitives can be modified to either includemore parameter or have addi-
tional primitives defined. However, all IPa must provi& at leant the
interface spscified below to guarantee that all 1P implemantatiomacan
support the aam? prntocol hierarchy.

a 8.2.1 Serv2ce requeet primitive. A single eervice request primitive is
reqtired frnm the SUP, a SNP_SENTJprimttive.

8.2.1.1 SEND. The SN_SEND contains an 1P datagram,a destination,and
peramstera~ribing the deairad tranemtesionqua22ty.,The SNP receives
in an SNP_SE8D at least the follnwinginformation:

- local destination addreaa - local aubnetwork addrese of destina-
tion Imat or gateway

- type of service Indicator - relative tranamisalon quality
aasocfated with tha dctagrem

precedence - one nf eight levala: (PO. P1. P2, P3. P4.
P5, P6, P7) where PO <- P1 .<-P2
<-P7

reliability- one of two levels:

delay - one of two levela: (DO,

throughput- one of two levels:

+226!!! - eize of tha datagram

- datagram

“o

,, 21

<- P3-<- ti4<: P5-<- P6

(RO, Rl) where RO <- Rl

D1’)where DO <- DI

(TO, T1) where TO <- T1
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${ .2.2 Service reeporme primitives. One eervice responseprimitive is
rcqul.red = supporr.1P’a deta,gramservice, the SSP_DELIVRR primitive.

8.2.2.1 SNP DELIVER. The SNP_DELIVERcontaina only a detagraii~lch la
I

an lndepehd=-containing an 1P header and data.
I

An 1P recefvea in
nn SNP I)ELIVERat least the followinginformation:—. ~,I

- datngram

In addition,a SNP_DELIVERmay contain error reports from the SNP, either
togetherwith a datagram or indepen&nt of one.

8.3 Extended state mxchine apecificetionof aervicea required from lnwer II

*“ The extended etate machine definea the behavior of the entire service !
machinewith respect to the lower layer protocnl. Aq extended state machine
definitionis composed of a machine Instantiationidentifier,a state diagram,
a state vector, a aet of data structures, ah event list, and an avent.iand “1
actions correspondence.

8.3.1 Machine instantiationidentifier. Each lower interface,state machine
1# unique~ identifiedby the four valuca:

1

source widre.sa !

- deatf.nation address
I

—,

- protocol
-J@ \

- i&ntificaciOn I

These values are drawn from heade% fields of the datagram paased by the SNP_
sEND and SNP_DELIVERprimitives. One state machine instance exiat8 for the
int,?raction primitives whose parmnete~ carry the same values.

8.3.2 State di~. The lower interface atnte machine has a single..————
‘Htatcwhich never changes. No dicgram is needed.

8.3.3 State vector. No etate vactor is needed for the lower Interface
ntall:machine.

1
/1

8.3.4 Data structures. Fnr cLsrity in the avents.amlactions #e:tiort,
\

data et,ructureaare declared for the interactionpriiiitivesend their para~
terc. These structures are declared in a subset of Ada crmposed of constructs
comnmn to most high level languagea. Howe~r, a date structure may ti par
tlally typed or canplecely untyped where specific formats or dxta types are
irnpleme?tationdependant. I

S.3.6.I From SNP. The fran_SNP structure lmlda the interface para&tere
arnidatagram associatedwith the SNF_DELIVER primitive,aa specified in
section 6.2.2.1 This structure directly corresponds to the fra_S~ structure
declaredin #ection 9,4.4.4 of the mchaniem specificittion.Tha frm_SNP
structure 1s declared aa:

22
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~ from_SNF_type~
record

ecur-_dee tination eddr
dtgm: d.etagram_typ~;
error *

end record;

The dtgm element .$s‘itaSlfa structure ee epeciff~ below.

8.3.4.2 ,ToSST. The to_SNF etructure lmlde the data and peramters
amociated with the SNP_SEND primitive specified in mction 8.3.1. ‘fhie
stmcture directly correspond to the to_SNP etrocture declared in section
9.4.4.5 of tb mechaniem specification. The to_SNF structure ie declered es:

Q& tO_sNP_type&
record
locsl_&stinetinn_addr
type_of_eervice_indicatore
length
dtgau dategrao_type;

end _—

Tha dtgm eledent is iteelf a structure aa specified below.

8.3.4.3 ~. The dtgm etructure Imldn e Aatagrammade

9

portion and a“dete portion ea specifiedin eection 9.3. A
declared ae:

up of a hea&r
dtgm structure 1s

record
version: SALF OCTET:
header_length:-HALF~OCTET;
.ty~_$_service: OCTET;
totel_length: lliO_OCYETS;
identification: ‘IWO_OCTETS;
dont_frag_flag: SOOIEAN;
nure_frcg_flag: EOOLEAN;
fragnmnt_offeet: ONS N FIVE_EIOHTllSOCTETS;
t@e to live: OCTET;- -
prot=coy: OCI’ET;
hecder_~ecksum: TWO OCTETS;
eource_8ddr: FOUR_O~ETS;
destinetion_addr: FO~_OCTET8;
optlone: optiOn_type;
date: erray(1..IIATA_LENOTH)of IUTSIXR;

end -—

.,subtypeNALF_OCTET ie INf~ER range O..15;
eubtype OC1’STis INTE=R range O..255;
eubtype ONE N FIVE_EIGSTRS_OCTETSie I~EGER ra6ge O..8191;
eubtype ‘IWO~O~ETS is INTEQIR range O..65535; ~
subtype FOIl_OCTETS la IN2WER range O..4294967295;
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8.3.5 Event list. The evente are drawn from the service primitives
flpecifiedin eection 5.1 above. An event is composed of a service primiLtve
with lts parameter ami dntn.

a. SW_SEND (to_SNP)

b. NULL - Although IP issues no service request, certain conditions
within the eubnet layer elicit a service response.

8.3.6 Events and actions. The followingsection define.qthe aet of p.xsible
actions elicitad by each evant.

8.3.6.1 EVENT - SNP SEND (to SNP).

AC3.1ONS:

1. SNP_DELIVERDatagram to 1P at 10C+IL&stination (LD) with
all of the following propartiea:

a. The quality of data transmissionia at least equal to
the relative levels @pecified by to_S~. type_nf_ser-
vlce.

OR,,

2. no action

8.3.6.2 EVENT - NULL.

A(xIONS:

1. SNP_DELT.VERfrom_SNP indicatingthe followingerror

a. error conditionswithin the subnet layer

I

I

-W$B,II.1

I

co,nditton:

\l
I

I

. ...

0~
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9. 1P ENTITY SPECIFICATIONe..
9.1 Description. This section &fines the mechanism of an 1P entity

supporting the services provided by the 1P service machine. Tbe first
subsection motivates the specific mechanisms chosen and describes their
operation. The second suhsection defines the format and use of the 1P header
fields. The last subsectionspecifies an extended state machine representa-
tion of the protocol entity. The implementationof a protocol entity must
IW rokst. Each implementationmust,expect to interoperatewith others
created by different individuals. While the goal of this specificationitI
to be sxplicit about the entity mechanisms,there is always the possibility
of differing interpretatiow. In general, an implementalion must be conse?
vative in its sending behavior,and liberal in its receiving behavior. That.
is, it must be careful to send well-fnrmed datamams, but must accept any
datagram that it can interpret.

9.2 Overview of 1P mechanism+. The IP mechanisms are motivated by the
1P servicee, described in section 5 are datagram delivery service, virtual
network service,and error reportingservice. Each service could be sup-
ported by any of a set nf mechanisms. The selection of mechanlam is guided
by design stamiards includingsimplicity, generality,flexibility,and
efficiency. The followingnwchanlsm deecriptiorw identify the service or
services supportad, discuss tbe &sign criteria ueed in selection,and explain
how the mechanisms work.

●
9.2.1 ROutinK mechanism. 1P contains an adaptive muting mechaniam to

support the delivery service. The muting mechaniam useo the internet
addreeaingscheme ard internet topologydata to direct datagrems along the
best path between source and destination. The mechanism provides muting
options for ULPS needing the flexibility to select routes and record routing
information. A distinctionla made between namss, “addreases,and routes. A
name imiicates the nbject snught, independent nf physical lo-tion. An
address indicates where the object is and a route fndicatea how to get there.
It is the task of the upper layer prntocols tn map frmn names to addressea.
Tha internet protocnl maps from internet addressee co lncal subnet addreesea
to perfnrtnmuting thrnugh tha Internet. It is the task of lower Layer
protocols tn mute the datagram tn the appropriate local eubnet destination
addresaea.

9.2.1.1 Internet addresses. Internet addresses have a fixed length of
four octets (32 bits). An internet address begins with a network numbsr
followed by a loral address (called the REST field). To provide for flex-
ibility in assigning addresses to netwnrks and allow for the large number of
small tn medium sized networks, there are fnur formats or claaaes of Internet
addre8se8. The8e cla8ses are shown in the follnwing diagram:
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FIGURE 5. Internet addressee.

9.2.1.1.1 Internet addressing classics. In “claee a,” the high or&r bit
fe zero, the next @even Mts epscify the network,and the Isst 24 bite epecify
the 10CS2 sddrees. In ‘clees b,- the high or&r two bits are one-zero, the
next 14 bits are the network ad the bet 16 bits are the local sddress. In
“’classc,”’the high order three bits are one-one-zero,the next 21 bits ere
the network ati the ls6t eight Mts are the locsl sddrese. In che extended
sddreesimgclees, the high or&r three bits are one-one-one, the ne~ 29
bits have no &fined format. The mappiog bztween internet sddreaaee sml ]1
10CZI net sddresse? 6h@d allow a eingle physical host to act an aaveral
distinct imternet lmote. Also, come hoets till have seversl physical inter
feces (i.e., be multi-homed). That is, provisionmust be ma& for a heat to
heve severslphysicalinterfaces to e subnetwork,with esch having aevere,l 1
logicsl Internet sddreseea.

9.2.1.1.2 Datascan routln& To rate a datsgrsm,an ~ module examines I

the NETUORK field of the internet eddrese indicating the destination for the \l
dstsgrsm. If the network number is the same as the ~ module’s subnetwork,
the mdule uses the SEST field of the internet address to &rive the local
subn.etsdd,ressof the &stination hzst. If the network number does not ...

~@ ~
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subnet address of a gateway on the best
In turn, the gateway 1P mndule derivee

the next local eubnet address to either a heat or gattiay. In this way, the
datagram18 relayed thrcugh the internet to the,deatinationhoet. In a
static environment the routing algorithm ia straightforward. However,
intemet topolngy tatxlsto &ange due to hardware or aoftware failure,boat
availability,or heavy traffic load condition. Therafore, each hnat and
gataway 1P along the gateway mute alao ueee its current know2edge of internet
topology to make routing,decisinn.v.

9.2.1.2 Routing optiona. 1P providea a mechaniam, called source icating,
to aupplament the gateway’s independentroutirg decisions. This mechanism
allow an upper layer protocol to influence the gateway route in which a
datagram traversea. The ULP can pasa a Iiat of internet addresaea,called a
source route list, aa one nf tha SEWD service request parameters. Each
addreaa on the I.iat,except for the last, ia an intermediategateway destina-
tion. The last ..@dresaon the list ie the final &stination. Tbe source IF
imdule use$ its normal routing mchaniam to transmit the datagram to the
firet addreas in the source route list. Then the gateway 2P replacea source
route Iiet entry with ita own addreaa as known in the environment into which
it is”forwardingthe datagram. Thus, the dategram follows the source route
whilerecording ita “inveree”or recordd route.

a
9.2.102.1 Rating typea. TWO kinds of eource routing are provided by 1P:

loose and etrict. With loose source routing, the hnet ad gateway 1P mdules
along the route may uee any number of other intermediategatawaya to reach
tha addreasea in the source list. With strict source routing, the datagram
must travel directly (i.e. through on2y the directlyconnect+ aubnetwork
indicated by each eddresa) to each addresa on the source list. When the
source rcute cannot be follmwed, the source host IF ia notifiedwith an
error un?saage. For testing or diagncetlcpurpoaea, a ULP can acquire a
datagrraa’s record rcute (indepemientnf the source route option) by ueing
tha record route m?chaniem. The aending ULP supplies an empty record route
liet ad irdicatee thritthe gateway route is to be recordedin tranait.
Then, as each gateway 1P mdule on the gateway route relays the datagram, It
adda its eddrese ee known in the succeedingenvironment to the record route
list. The destinationULP receives the original datagram along with the,
record route Met which, if revereed, prnv$dea a eource romte tn tba sending
ULP. If more gateways are traveraed then can ba recorded in the liet, the.
additional gateway addresaee are not recorded. Problems with the record
route option discovered‘in traneit are repurted to the source hoet 1P.
men uciinga rcuti,ng,option, the eource ULP must provide a large enough ‘
route list to accommodate all the routing informationexpacted. The size
of a routing option dnee not change due to adding addressee.

9.2.2 Fr’agmentation and reassembly. 1P cnntaine a fragmentationmcheniern
for breakinga large datagram into smaller detagrama. This solution to the
probleme arfsing from the dlfference betwaen variable aubnetwork capacity
provideagreater flexibili~ then Iegialatinga raetrictivedetagrem size
that ia eufficiently small for any subnetwork on the internet. Thie =chaniam
can be overiddenusirg the “don’t fragnw!nt”option to prevent fragmentation.

e

IPtalao containe a reassembly mschaniam which reverses the fragmmtntion to
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enable &livery of Intact data portions. Normally, fragmentationis per-
formed only by the 1P modules in getewaye. There is no need for fragmentation
of datagrams within the 2P modules of,lmstssince the amount of data supplied
by a source UP can be limited, thereby avoiding dmagrams which are too big
to he transmittedthrough the aubnetwork to which the bst ie attached. When
an 1P nndule encounters a datagram that is too big to be transmittedthruugh
a subnetwork,it applies its fragmentationmechaniam. First, the module
divides the data portion of the decagram into two or rmre pieces. The data
must be broken on 8-octet buundariee,For each piece, it then builds a data-
gram hea&r containing the idantifi.cation,addreaeing,and options information
needed. Fragmentationdata is txijustedin the mew heeders to correspondto
the data’a relative position within the original datagram. The result is a
aet of small datagrams,called fragments, each carrying a portion of the ~.
data from the original ler~ datagram. Section 9.4.6.3.7 defines the
fragmentationalgorithm.

9.2.2.1 Fragmant routin&” Each fragmnt la handled independentlyuntil
the destination1P tmdule is reached. The fragtw?ntsmay follow different
gateway rnutea as internet tnpolugy and traffic conditions change. They are
also subject to further fragwntation if ‘smalle~packett subnetworkeare
subsequentlytraveraed. Every 1P tmdule must be able to forward a d.stagr+im
of 68 octete wfthout further fragmentation. This size allowa for a header
length of up to 60 octets ad the minimum deta length of 8 octets.

9.2.2.2 Fragment reassembly. To reassemble fragmemta intn the original
datagram, an IP module ccmbines all tkae receivedhaving the same value
for the identification,source address, destination address, security, and
protocol. 1P alloratee reaaaemblyreaourcee when a ““fi~t-to-arrive”
fragmentis recognized. Based on the fragmentationdeta”In the fragment’a
header, the frag~nt is placed in a reassemblyarea relative to ita pnsition
in the original datagram. When all the fragmentshave been received, the
1P mudule passea the data in its originel fnrm to the destinationULF. All
hcete must be prepared to accept detagrarm of up to 576 octets (whetherthey
arrivewhole or in fragousnta).It is recmnmnded that hnets aend datagrrum
larger than 576 octets only if they have assurance that the deatinatiomis
prepared to accept the larger &tagrems. The number 576 IS selected to
allow a ?easonable amaunt of data to be transmittedin addition to the
requi:edbender information. For example, this size ellnwe a data block of
512 octets plus 64 header octets to fit in a datagram. The meximum internet
header size is 60 octets, and a typical internet header la 20 octets, allowing
n margin for headera of upper layer protocols.

9.2.2.3 Fragment 10ss. Because the aubnetwork may be unreliabLe, some
fragmentsmaking Up a complete datagram can be lost. 1P uses the ‘“time-to-
live””data (explain& in section 9.2.4 below) co aet a timer on the reaeeembly
proceae. If the ci~r expires before all the fragmentshave been collected,
1P disc.ardethe partially reassembled datagram. Only the destination1P
umdule should perform reassembly. This recnmmen+tinn ie intended to reduce
gateway ovarhead and minimize the chance nf deedlock. However, reassembly
by private agreement between satewaye is transparent to tha rest of the

4B I...
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internet and 1s allowed. A ULP can
smaller vieces du’rizutracamission.

prevent ita data frum being broken into
1P provides an overridemechaniem to

prohibit-fragmentati~n callad ‘don’t frtimnt. ” One example of the ‘“don’t
fraguent”m?cha.nlsmis the down line loading of a small host containingonly
a simple boot strap program to accept data from 8 datagram,’storing’it in
memory, and executing it. Any Internet datagram mrked “don’t fragmnt”
cannot be fragmentad by an 1P mdule a20ng the gatew.eyroute un&r any
circumstances. If an IP module cannot deliver euch a datsgram to its
destiriationwithout fragmentingit, the rodule diecarde the dstagrarnand
returns an error to t,hesource IP. Note that fragmentation,transmission,
a’ndreassembly at the subnetwork layer ie transparentto 1P and can be
used at any time.

9.2.3 Checkeum. 1P aeaumas the aubnehsorklayer to be unreliable regard-
Iees of the actual eu,bnetwork protocol preeent. Therefore, 1P provides a
checksum nk?chanismsupporting the &livery service to protect the 2P hcsder
from transmissionerrors. The data portion is not covered by the 1P checksum.
If IP enforced a data checksumand discarded datagramawith data checksum
failures, it could not support application that require high throughputand
can tolerate a low error rate. An I? mdule recomputes the checkeumeach
tima the 1P hea&r la changed. Changea occur in tranait during time-to-live
r~uctiona, option updataa (both explained below), atidfragwentation. Tha
checkeum ie currently a simpla one’e complemnt algorithm,and exparimcntal
evidence indicatea its adequacy. However, the algnrithmis provisional8nd
may be replaced by a CRC procedure,depending on future experience.

m
.9.2.4 Tima-te-live. As mentioned in tha rcut’ingdiacueeionabove, a

datagram’s tranemiesionpath ie subject to changes in internet topologyand
traffic condition. Inadvertently,a datagram might be routed on a clrcuitoue
path to arrive at ‘itsdestinationafter a conei&rable delay. Or, a Aatagram
ccdd loep thrcugh the same IP nmdules witlmut making real progrese towards
its destination. Such “old datagramawreduce internet bandwidth and waste
procaeeingtime. To prevent tb,se problems,1P.provides a mechanifJmtO
limit the lifetiam of a datagram, called tima-tc.-live.Along with the 0th=
eendi.ngparametete,a UU spacifies a maximum datagram lifetime in aecO~
units. Each 1P wdule on the gateway route dacreaaee the time-to-livevalue
cairid in the 2P header. If an 2P module receives an expired datagram, It
discards the datagram. The lifeti~ limit is in effeet until the datagram’s
data ie deliverad to ,thc&stination ULP. That is, if a datagram iB frag-
mented during transmission,it can still expire during the reassemblyprocess.
Section 9.4.4.3 defines the reassemblyalgorithm use of the tima-to-liveddta. “’

9.2.5 Type of service. In eupport of the virtual network’eervice, the
type & aarvice mqcha,?iemall- upper ~yer prOtOcOls tO eelect.the tra~-
miasion quality. 1P passea tha type of service (TOS) command eet fOr
service quality to the SNP where it is mapped into subnetwork-apaclfic
tranamiseionparawters. Not every subnetwo~ eupports all transmission.
,servicea,but each SNP on the delivety path almuld nuke its beat effort to
match the available aubnat services to tha desired service quality. The TOS
commamdaet includes precedence level, a &lay indication,a throughput
indication,and a reliability indication. Prace&nce la a maaaure of a
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datagram’s importande.’ A subnetworlsmay.treat high precedence traffit,rae
rmre important thaiiother traffic by preferentiallyallocating’eubrietwork
resources espccially during the of high load. Ttk eight pre”cedencalevels’
begin with the lowest, Routine, and increaae up ,to’the”two highest levels,
InternetworkCont”r@lanf Network Control. The highest ptecedenm’ Level,
Network Control, is intended for use only within a pubqetwork. The Internet-
work Control level i’sintecdedfor uee by gateway control originator only.
The actual use,and access to theee precedanea levels ie the’respoiiaibflity
.ofeach subnetwork. Aside frcm precedence, the iaajor’service eholce te a
three-way tradeoff between low delay, high reliability,and high throughput.
In many networke better performance for’one of thaae parameter% ie coupled
with worse parformmce for another. Except for very urateualcaaea, not ~re
than two of tbaee three irdicatiom stmuld be set. The use of these service
quality indication may increase the cost (in eomc sense) of the’service.
Section 9.3.15 spccifiea the legal values of the type of service indicator
to he carried in the datagram hea&r. ‘

9.2.6 Data options. Motivated by the virtual network service, 1P provides
options to carry certain i&ntification and timing data in a standard manner
through tbc internet. The uae af this mecbanfem by the ULPe ia optional, as
the nane Implies, but all options must be aupp&ted by each 1P implerbmtmtion.
The data optione carry three kiixleof information:security, stream identifi-
cation, and timing. The security data la ueed by DoD hoata needing to trana-
rdt eecurity i~ormation throughout the Internetin a starxlard~nner. The
security information (required if claaeifi~, restricted,or compartaented
traffic ia passed) Includes aeeurf~y level, cempart~nte, hatiling restric-
tions,,and tranamlsaioncontrol code. The stream identificationoption
provides a way for a etreem identifier to ba car,r”idboth through atream-
oriented aubnetworke, for example SATNET, and eub,nete not supporting the
8tream concept.

9.2.6.1 Timing“infowtlon. Timing information,in the form of timeatampa,
is recorded by 1P modules as the datagram traverses the internetwork to its
destination. The source ULP providee a tlruastamplist and fndicatee timing
1nformatIon is to ha recorded. The timcatamp 6arrbe recorded in one of
three formats. The first fermat requiree.each gateway 1P module on tha
gateway route to ‘regfateronly ita timaatamp in tha next free list entry.
The secorufformat requires each gateway 1P to register both ita internet “
addrea”sand ite timeatamp. The third format requires a titiatamp to ba
registeredonly if the next list entry cofitaini~ a preapacified incernat
address~tches the gataway 1P’s addrees. Theee formats are specified In
section 9.2.15. A timestamp is a,32-bit value marking the current time in
mill$aecondasince midnight UnivareelTime (UT). If the time ia not available
in milliseconds,or canner be prowidedwith reepact to midnight UT, then any
time may ,hcinserted if the,high order bit of the,timestamp field ia aet to
one, ipdicatlcg the uae ef a non-standard,value. When uking the timeetaqp
option, the source ULP must provi& a I.ai& enough list to accommedeteall
the timeetamp informationexpected. The size of the ~tion doea not &ange
due to adding timaatampg. Tha initial contentg of the timestamp list qust be
zero or internet addrees/zeropairs. If the timestampdata area la already
full (:lrepointer exceeds the length) the datagram is forwardedwithout
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inserting the timastampj but the overflow count is,increnmted by one. If
there is come rom but not eriough’for a full timestsmp to bs izieerted,or
the overflow count itse,lfowrflows, the origin+ +tagram is considered
to.be in error aml is discarded. In either case, an ICMP parameter probkm
message MY be sent to the source host. Erro~ encounteredby the gateway
IPs duri~ timestemp processiw are reportedto”the eource ~.

9.2.7 Error.repert datagrama. The ‘errOr~eP@rtlng service ~tivates a
mechaniam to generate and process error ;Information.The error mechanism
uaea the dstagrem delivery service to transfer the error reports between 1P
rmdules.

9.3 Keasage format for peer exchanges. A summary of the contentn of the
1P hea&r follows. Note that each tick mark representsa one bit poaltlon.
ilechfield &scriptIon’belbw includes its name, an abbreviation,aod the
field size. Where applicable,the ~ita. the leg~ range Of valuess ad a
&fault valus appears.

o 1“ 2 3
01234667890 12346 a7a 9.01 23.4667 a901

, ,
VERSION 04L 1:’::::::;TYF’E,OFSERVICE TOTALLENGTH

1 I ,

IDENTIFICATION FLAGS1,,’,,,,,,,’,,,:FRAGMENTOFFSET
, , & , m ,

TTL It,’qtalPROTOCOL” HEALTERCHECKSUM
, , , , 1 , , , m 1 1 t ,

SOURCEAOORESS
, I , s m , t , # t , , t 1 , t , , , #

DESTINATIONAOORESS
t , , , , , , , , I I 1 , , , ,

OPTIONS I,, *,,PADOING
, , , , , , 1 , , , t , , , c ,

~ P2GURE 6. 1P header format.

9.3.1 .Veraion.
,., ,:

abbrev:‘”VER field sti”e:,4’.bita
I

The Vereion field indicates the formet Of the Ip hea&i. Thie.dO~~nt
deecribeavereion 4. :

9.3.2 Internet header Ieugth.

abbrev: IHL
Einite,:4-OrXet ~cmip

Inter&et Needer Length la ths length
peints to the beginning of the data.
correct heeder is 5. I

field eize:..4 bite’
range: 5 - 15 d6fault: 5

@f tba IP header in 32-bit”words and
Note that the mtnimum,value for a
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,9.3.3 Type of service

‘1
abbrev: T(JS field size: 8 bits

The Type of Service field contains the 1P parameters”describing the q“uality
of service desired for this dategram.

0 1 2 3 4 5 6 7.

I I

PRECEDENCE D T II o 0

I 1

Bits 0-2: Precedence
Bit 3: Delay
Bits 4: Throughput
lilts 5: Reliability
Bit 6-7: Reserved for Future Use.

Precedence
111 - Network Control
110 - InternetworkControl
101 - CRITIC/ECP
100 - Flash OverrJ.de
011 - Flash
010 - Immedtate
001 - Prtority
000 - Rout{ne

Delay
o- noi-ma1
1 - low

Throughput
Q - Iiornlal
1.- high

Reliability
o- normal
1 - high

b“IcURE7. Table of service field....——— —-— —— .. ...

9.‘3.4 ‘rota]ler,~tb..--—.—-.—.. ..

abbrev: “rL field size: 16 bits
IIldr.s: octets range: 20 - 2**16-I default: 20

Tot<t]Length is th,:length of the &~t8gram, me++s;uredIn octete, j.ncludi@
h,:ad<:rp~,ct1,,,1nod the data portion of the ,Iatvg!-am.

9.3.5 J.dent.lfication.. ....—______,-

ubbrev: SD field size: 1$ bits

An ident lfyi.ng val,w used to aseociate Eragwnts of.a datagram. This value
is usually stippJ.l.ed’by the se~ing ULP .% an interfaceparameter. If not,
1P generates datagrtim“.ide.ritffications vhfch are “n,iq,ue for each seiitiiigULP.
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.,

.. .

9.3.6 ~.

abbrev: none fieId size: 3 bits

This field containa the control flags ‘don’t fraguumt,- which prohibits
1P fragmentationand, “nc.re fragments,- which helps to identify a fragment’s
position in the original datagram.

01 2

‘~

D M

$F F
,,

Bit O: reserved, must bc zero
Bit 1: (DF) O -’May FragmnC,
Bft 2: (MF) O - LastFragment,

1 - Dontt Fregnxmt.
1 = More Fragments.

FIGURB 8. Control flags field.

9.3.7 Fragment offset.

abbrev: FO field size: 13 bits
units: B-octet grOUpS range: O - 8191 default: O

This field indicates the positione of this fragnr?nt~sdata relative to the
beginning of the data carried in the original dctagram. Both a complete
datagram and a first fragm?nt have thfa field eet to zero. Section 9.2.2
describes the fragmentationmechanism.

9.3.8 Time-tc-live.

abbrev: TTL field size: 8 bits
units: aeconda range: O - 255(=4.25 mlna) default: 15

This field imlicates the maximum time tha datagram is allowed to remain in
the internet. If the valua of this field drops to zero,.the datagram ehould
k &stroyed. Section 9.2.4 deecribes the tfme+@live mechanism.

9.3.9 Protocol.

abbrev: PROT field eize: 8 bits

This field indicates vhich ULP is to receive the data portion of the datagram.
Tbe rumbera aesigned to cannmn ULFS are avaiable frem the DoD Executive
Agent for Protocols.

9.3.10 Header checksqm.

abbrev: none field size: 16 bits
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@i:_. I
Th5e fic2d comtains the checksum covering the LP he~er. The c@clisuin
mechanism IS described in section 9.2.3.

9.3.11 Source eddress.

abbrev: source fiald size: 32 bits

I
This field contains the internet address of the datagram’s go.uicehost.
Internet &idrese fonuats are discussed in section 9.2.1.

9.3.12 Destination address.—.—

abbrev: dest field size: 32 bits

This field contains the internet address of the data~am’ a dasti~tion -1
host. Internet addrass formata are discussed in section 9.2.1.

9.3.13 Outions.

abbrev: none field size: variable

The option field ia variable in length depanc!ingon the ~mber @ tYPea Of
optioos associatedwith ttwadatagram. Tbc optionprnechanie~ are ~ecu?aed
in eectione 9.2.1 and 9.2.6. .Optionsbava cwo fOr%ta:

a. n aicgle octet of option-type,or

b. n variable length string containing:

1. an epcion-typeoctet,

2. an option-leogthoctet - ccanting the optiomtype octet ad
option-lengthoctet aa well as the optiorwlstn”octets, and

3. the actwcl option-dataoctets.

The option-typeoctet is viewed aa having 3 fialde:
o 1 2 3.4 6 e 7

I I I I I

CF CLASS NUMSER

I 1 I I I A
bit O

,..
- copy flag

o - not copied, 1 - copied
bits 1-2 - option c2.eas

000 - contiol
001 - reserved for futura use
010 - dehgging. aml meaaurenmnt
011 - reaarved for future use

bits 3-7 - option number (defined in tbe followingtable)

FIGURE 9. Fields in the optiorrtypeoctet.
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Internet optione defined.. The followinginternet options are

CLASS NUMERR LRNGTH 13iSCRIPTION
-—-- ------ ------ .--.----—

0

0

0

0

0

0

0

2

0000

00001

00010

00011

01001

00111

01000

00100

9.3.14. Paddi~.

abbrev: none

11

var.

var.

var.

4

var.

End of Option list: Thie option occupiee
only 1 octet; it has no length octet.
No Operation: This option occupiee only 1
octet; it has no length octet.
Security: Used to carry security level,
Compartmsntation,User Greup (TCC), amd
Hamiling RestrictionCodes compatiblewith
DoD requirements.
Locee Source Routing: Used to route the
datagrcm baeed on informationsupplied by
the source.
Strict Source Routing: Used to route the
datagram based on informationsupplied by
the eource.
Record Route: Used to trace the route a
datagram takes.
Stream ID: Used to carry the etream
identifier.
Internet Timastcmp:Used to accumulate timing
informationin traneit.

field eize: variable (8 to 24 bits)

The 1P header padding is ueed to eneure that the 1P.hea&r ends on a
32-bit.bcundary. The padding field is set to zero.

9.3.15 Specific option definitions. Each option format ~e defined belw. ,,

“Option type- indicates the value of the C@ ion-type octet, and ‘length”
indicates the value’of the length-octetif appropriate.

9.3.i5.l End of option list.

option ~pc: O option length: UIA

This one-octet option ~rks the end of the option list when it ddea not
coincidewith the four-octetboundary indicated by the IP header length.
This field is used following the last option, not the end of each option,
and need only be uaad if tha last nptionwould not otherwise coincidewith
the end of the 1P haa&r. This option may be introducedor deleted upon
frag=ntation ae neded.
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9.3.15.2 No operation.

option type: 1

This oDtion maY be used between

.,,

-@
I

option Lsngth: N/A

ovtions. for exaumle. to ‘alignthe beginning
of a a~bsequen~ uption on a 32-bi~ bmndary. Thi~ o~tion may be intreduced

I

or deleted upon fr~mtation as needed.

9.3.15.3 Seturity.

option type: 130 OptiOU length: 11 ,,

This option (required if classified,restricted
I

, or compartmented traffic is
paesed) provides a way for bsts to @end Security level, Caupart~ntation,
Handling Restriction Codes and User Groups (’fCC)pat.amatersthrwgh s“ubnet-

.,

works in a ‘standardmcnner. This option must be copied on fragmentation.
This option appeam at most once in’a detagram.

The format for this option is es follow:

~ZIZZIZz~ ‘
TYPE= 130 LENGTH- 11 ,-

FIGORS 10. Security Option Forrest. .@ I

9.3.15.3.1 Security (S field).

length: 16 bite

This field specifies one uf 16 levels of security,eight of which are reberved
for future use.

00000000 00000000 - Unc3assifhd
1L11OOO100110101 - Confi&ntial
01111000 10011010- F.FTO
1011110001001101 - Mt$4M
oloilllo 00100110 - PROG
1010111100010011 - Restricted
I1010111 10001000- Secret
01101011 11000101 - Top Secret
001~IJIOl111000iO.- (Reservedfor future use)
10011010 lllloooi - (Reserved for future use)
01001101 01111000 - (Resewed for future ye)
00100100 Iolllloi - (Reeerved for future use)
00010011 01011110 - (Resemed for future use)
loooIooI loloilll - (Reserved for future use)

/

J!@
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11000100 llolollo.- (Reserved for future uee)
11100010 01101011 - (Reservedfor future”use)

9.3.15.3.2 Compartments (C field).

length - 16 bits

This field contains an all zero value when the informationtransmittedis
not cempart~nt ad. Other valwes for the caupartmanta field may be obtained
frcm the Defense IntelligenceAgency (DIA).

9.3.15.3.3 Handling restrictions (E field).

length -16 bits

The ValUOS fnr tha contrnl ami releaaemarkinge are alphanumericAigraphq
and are defincd in the Defenee IntelligenceA~ncy Manual DIAM 65-19,
‘Stamiard Securi~ Markings.”

9.3.15.3.4 Tranamiseion control code (TCC field).

length -24 bits

This field prmvides a meene to segregate traffic and define controlled
cmunitiaa of interest ameng aubacribers.The ‘RX valuaa are trigraphe and

*

. are available from Eaadquarterz,DCA (Code 530). . .

\
9.3.15.4 Loons source and record route.

option type: 131 option length: variable

The loose source route option providee a way for the a.ourcaU’LPof a
&tegram to “supplyrnutirg information to be used by 1P modules along the
gateway route. At the same time, the ‘Inwrae- rowte ia recorded in the
option field. Thie option ia not cnpied on Prag-ntation. It appeam at
moat once in a &t agrem. The option begine wfth the optIon typa code. The
oecond octet is the option lengthwhich includes thenption type octet, the
length octet, the pointer octet, and the source routa list. The third octet
ie a pointer into the mute data indicatingthe nctet which begins the next
source addreas to be processed. The pointer is relative to this option, and
its smallest legal value is 4. A looee euurce rcute list ia compnaed of one
or amre intarnet addreaees identifyingintermediategateways to ba visited
in traneit. Each internet address ia 4 octets lnng. When a gatway in the
source route list is visited, the gataway address (ae known in the e“nvirorr
ment into which the dategram ie being forwarded) replacee that list entry.
The aize of this option is fixed by the eource. It cannot change to accnm-
mmdete additional information. The reuting options are described in section
9.2.1.1.
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9.3.15.5 Strict source and racord reute.

option type: 137 option length: variable

The strict anurce mute option provides a way for the eource ULP of a data- ~
gram to nam the exact set of 1P tmdulee to ba visited along the getway
rcute. At tlm same time, the ‘inverse- rcute is recorded in the epcion
field. Thie option must be copied on fragmentation. It appeara at rnoet
onen in a datagrem. The option begine with the eption type code. The second “1
octet ia the option length which includes the option typa octet, the length
octet, the pointer octet, and the eourre rmte 3j.at. ‘2k third octet is a ,

peinter into the route data indicating the octet “khichbegine the next eource
,

nddrees to be proceseed. The pninter is relative to this optien, and ita
~

emalleet legal value is 4. A strict source route list ia cnmpoaed of one or .= I
mere internet addresaee Identifyingthe gateways to be visited in tranaic. i
The datagrammust visit exactly tha gatewaya Mated, tr~veraingonly the
directly connected aubnetxvorksirdicated in the rmte list addraaaaa. When
a geteway in the Source rOute list is vlaited, the gateway address (aa knewn
in the enviromnent into which the dategram is be@g forwarded) replaces that
list entry. The eize of thie nption ie fixed by tha aourca. It cannot change
to accommodateadditional information.
eectf.on9.2.1.1.

9.3.15.6

The record

Record route.

option type: 7 option

route option provides a way

Rnuting eptibna are described in

—,

length: variable a

to record a detagramla gateway reuta.
This optien ie net cepied on fragmentation. It appeare at moat onca in a
datagram. The option.begine with the option type code. The second octet ia
the option length which includes the nption spa cnde, the length octet,
nnd the return route list. The third octet is a peintar into the routs data
indicatingthe octet which bcgine tbc next araa to store a reuta addrass.
The pointer is relativa to this option, and the smallest lege3 value fnr
the pointer is 4. A record rata list le cempoeed of a sariea of Internet
addresses. Each internet addraaa is 4 octets long. The source ULP provides
a route Iiet with zero valua entriae. Aa aach gateway ia visited in trarnit,
it registers its addraas in the next free antry (indicated by the .Pofnta?).
When the peinter is greater than tha length, the record redte 3iSt ia full.
No additional addraaaea are recorded, aven if uore are vieited befnra
arriving at the &stination. The sire of this option fa fixed by the aouicai
It cannot chnnge to accrmurdete additionalinfnrmation. The routing options
are &scribed in section 9.2.1.1.

9.3.15.7 Stream identifier.

option tjpe: 136 option length: 4

Thin option provides a way for 16-bit stream idmntiflerato be carried threugh.
the internet fnr uee by subnetworkssuppotilngthe etream concept such as
the SA~.T. The,stream identifierappeara in the third and fourth octet6 of
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e the option..This option must be
.-

met once,in a datagram.

9.3.15.8 Internet timestam~.

option type: 68

copied on fragmentation. It appears at

..”optionlength: variabLe

This option allowe ti@ng infomat ion to be gathered as”a datagram travels
t~~gh the Internet to ite destination. This option ie UOt Copied upon
fregnwmtation and so appears only in tha firet fragnwmt. Thie’option may
appear at most once ina datagram. The first octet is the option type. Tha
eecomi octet ie the len@h of the option including the option type octet,
the length octet, the pel”nteroctet, the everflowfflagoctet, and each tfme-
stemp or eddrees/timeetamppair. The third octet ie a pointer into the

tfmeetamplist identifyingthe octet beginning the space for the next t@e-
etamp. The pointer is relative to the beginning of this optfon; ite smallest
legal valua is 5. Tha fourth octet is eharwd by overflow and “format.flag
information. The firet four bits record the number of 1P mdulee that could
not regieter timeetmupe,due to lack of space. The eecond four bits indicate
the fo-t of the timeetamp list: ,,

‘o - timest~ps only, etored in consecutive32-bit words
1- each timeatamp is preceded with the internet address

Of theregistering entity
2- reserved for future uee

., 3- the internet addrese fields are prespecifiedby the
eource UP. An 1P mdul.e only registere its thestamp ~~
if ita txldresematches the next one in the Iiat.

Tba size of ,thiaoption,ie fixed by the source. It cannot change to accm
medate aiditiooal information. Tha internet timestampoption is deecribed
in section 9.2.6.

9.4 Extended etate machine epecificatlon of 1P entiry. The IP entity ie
epecifiedwith an extended state”ma&tine made up of a aet of atatea, a set
of traneitionebetween atatee,aad a set ef input ~enta causing the state
traneitione. The following specificationie made up of a mathine instantia-
tion identifier,a state ditigram,a state v“ector,data etruqtures.an
event list, and a cOrreapOn&nce batween ewnta and actione. In addition,
an axtetied state“machinehaa an initial atatq wheee valuee are aeaurmd at .
etate ~chine frmtantiation.

9.4.1 Machine inetantiation identifier. Each datagram ia an indepemient
unit. Therefore, ona qtat,emachine instance exieta for each datagram. Each
etate machina la ueiquely uamed by the four valuee, source addreaa, daatina-
tion addreae, protocol,”and identification. Theee valuea ara drawn frem
perrywteraof the”interaction‘primitfveaapecLfiedin sections6.2 and 8.2.

9.4.2 State diagram. The
-chine.

“*’

followlng diagram depicts a simplified IP state

39
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SEND OR RECEIVE
A COMPLETE DATAGRAM

..(
I{cck-lvf

FRl\C,VFN

f i“ ~~“
INACTIVE

‘if‘XIV!.COMPLETEDATAORAM,
OHFINALV7AGMEr.Jr.

OHREASSEMBLYTIME OUT ,,
—.-

, “5--JREASSEMBI.ING

RECFIVE FRAGMENTS

FIGURE 11. A simplified 1P state machine.

A state vector consists of the followingelemante:9.4..3 State vector.——-—

:;TATEIiiMS

- REASSEMBLY
reassembSe

a.

b.

c.

d.

e.

= (inactive, reaoseiuL:i~)

~SOORCES - control information“andstorage needed tn ‘a
fragments intn the ortginal dntsgram,includi~:

reassembly map: a representationof each 8-octet “nit of
data ard its relative locationwithin the nriginal datagrm.

timmr: valoe nf the reasstur+l.ytiner in unit seconds from
O to 255.

total data length: size of the data carried in datagram
~iOS reassembled.

header: storage area for the he+er portion of t~ +itagram
being reassembled.

data: storage area for the data pnrtion of the datagram
bei% reassembled. ,,

A 8t?te machi.ne’tiinitial state is INACTIVEwith oqused reassembly‘resour.cee.

9.4.4 Data etruct”res. The 1P state machine referencescertain data areas
correnPondi~ ,tothe state vector, and each Interactingpriiaitive:
DELIVER, Sm_S,END ~~ S~_D~~~& SEND,

For clarity in the $vent.gand act$nns
section, data st~uctures are deckred in Ada fnr these data areas. Hnwaver,
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a data structure maY be partially typed or completelyuntyped where specific
formats or data types are ,implementationdependent.

9.4.4.i State vector. The definition of an 1P stata vector appears in
a’ection9.4.3 above. A atate_vector etmcture is declarad as:

state_vectOr: state_vectOr_type;

~ state_vect”Or_type&
record
state_ncme: (INAC21VE,REASSSMBLIN) ;
reassembly_map
timer
totd_data_ler@h
hea&r
data

end record;.—

9.4.4.2 From ULP. The fran_ULP structure lvlds the interface parameters.
and data associated with the SEND primitive,as specified.in section 6.2.1.
The fran_ULP structure 1s declared as:

from_ULP: frrm_ULP_type;

~cfim_ULP_type is—

source_4 dr
destination_addr
protOcol
type_Of_sem ice *
record

precedence
delay
throughput
reliabiIity

end record;.—
identifier time_to_live
dont_frqgm?nt
length
data
options

end record;——

9.4.4.3 To ULP. The to_ULP structure klda iriterfaceparamctera ard data
associatedwith the DELIVSR primitive,as specified in section 6.2.2. The

to_ULp structure is declared as:

to_ULP : to_ULP_type;

QPc:auLp_tY ~ A?

source_eddr
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destination_addr
protocol
type_Of_service~
record

precedence
delay
throughput
reliability

end record;——
length
data
optlone
error

end record;— ——

9.4.4.4 FsoroSNP. The frau_SNF structure hoIda the ,iaterface parameter
ad datagram associatedwith the SNP_DELIVSR primitive,as epecified In
section 8.3.2. The from SNP structure la declarad as’:

~. frOm_S~_typa ~
record

local_destination_addr
dtgrc datagram_type;
error

end record;

The dtgm’element ie Iceelf a structure as specifiad tx?low.

9.4.4.5 To SNP. The to_SNP structure holds the data and Para-tera
imaociatedwith the SNP_SSND primitive spacifiad in eection 8.3.1. The
to_SNP etructure is declared as:

~c-zsNp_tYPe &

local &stinatiom addr
tYw_of_ae rvice_indlcatc.rs
lansth
dtgn: dctagran_type;

end record;.—

The dtgm element is itself a structure aa specified belew.

9.4.4.6 ~. A“dtgm structure holds a detagrammada up ef a headar
portion atxla data portion aa specified in section 9.3. A dtgm structure
in declaredan:

~ Aatagram_type~
record
veraion: EALF_OCTET;
headar_length: RALF_O(XET;
type_Of_aervice: OCTET;
total_length: TUO_OIXRTS;

i
,’+

1, I
1

1,

i

-a

“9
- ,
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identificetion: TWO_OC2ETS;
dont_frag_flag: SDOI&iN;
umra_frag_flag: IOOJXN;
frag~nt_Xffset: ONE N FIVE_EIGliTNS_OCTETS;
time to live: OCTET;- ———
protoco,l:‘bCTET;
headar_checkaum: TWO_OC2ETS;
aourc._ad@: KNJR_OCTETS;
dastination_eddr: YDUF_OCTETS;
Optione: OPTION_TTPE;
data: arkay(1..DATA_LEN@H) of

end racord;

aubracnrdNALF_OCTET is INTFZER range O..15; ,,

aubrecord OPT ,iaIITTEmR range O..255;
eubrecod ONE_N_FIVE_EIGIITNS_OCTETS la INTEGER range 0..819l;
aubregord TUO_OCTETS is INTE~R range O..65535;
.eubracnrdR30R_OCT8TS is INT~ER rangeO..4294967296;
aubrecord 0PTION_2’T~is

INTE6TR;

zaro or ntme nf the folleving:
security;
10c9e eeurce rating;
strict source routing;
record route;
stream identifier;
intemet timeatemp;

0, 9.4.5 Event list. The event list la mcde up of the interectinn”primi-
tives epecified in .eectiom 6.2 and 8.2 and tha ecrvicea provided by the
exacution enviro~nt’ definad in aection 10. The following list definee
the eat ef pnsaible evente in an IP state machine:

b.

SEND frnm ULP — A ULP paeeec interfece perameterearuidata
to IF for &livery acreea the internet (eee saction 6.2.1.1).

.SNP_D8LIVERfrceoSNP — SNP pcasee to 1P a detagr.emreceived
from aubnetwork protocol (eee section 8.2.2.1).

TINEO02 —, The timing mechanism provided by the execution
enviromnent imlicatee a previously specifiedtime intervalhas
elcpeed (eee section 10.3).

c.

9.4,6 Emnts and actiomb. Thie eection la organized’in three parta. The
firet ,partcontaine a decision table rapreaentationof state machine”event.a
ati actioea. The decieion tables are organized by state; each table corr-
a~nde to one event. Tha second part specifiee the decision fmnctione
appearingat the top,of each colum of a decision table. Theee functlone
axemine attribute of the event and the state vector tn return a eet of,
&ciaion r~ult e.” The reeults beccma the elements of etch column. The third
pert epeciiiee action procedure apwaring at the right ,ofevery .kow.,Each
row of the deciaien tebla caabinee the decieion reedts to &termine apprti
priate avant proceaeing. Theee procedure epecify event processing algorithme
in &tail.
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9.4.6.1 Events and actions decision tables. ‘

9.4.6.1.1 State - inactive, event is SEND from ULP.

TABLS I. Inactive state decision table when event is SEND from ULP.

Actione:

ULP WHERE NEED ; CAN
PARAM$ DEST FhAG

. VALID? 7 FRTA0G7 ?

No, d d d ERROR TO ULP lPARAM_PR08LEM)

YES ULP d d LOCAL DEL!VERV

YEs REMOTE NO (! BuILO & SEND

YEs REMOTE YES NO ERRDR TD ULP lCAN’T_FRAG)

YES REMOTE YES YES FRAGMENT & SEND

Comments:
A UIf’passes data to 1P for internet delivezy. 1P validates the interface
parameters,determines the destination,and dispatchesthe ULP data to.ita
destination.

L!ys3A
- “’don’tcare” condition

9.4.6..1.2State - Inactive, event is SNP DELIVSR from SNP.

TABLS II. “Inactivestate decision table when event is SNP DEL2VER from SNP.

Actions:

CHECK- SNP TTL WHERE
SUM

ICMP
?ARAMS VALIO TO FR%

VALID?
CHECK.

VALIO? ? ? 7 SUM?

NO d d d d d D!SCARO

YES NO d d d d ERROR TO SOURCE (PARAM_PROSLEM)

VES YES NO d d d ERROR TO SDURCE (ExplR6D_7TLI

YES YES YES ULP NO 0 REMOTE OELIVERY

YES YES YES ULP YES d REASSEMBLE, STATE, - flEASSEMSLINQ

YES YES YES ICMP NO NO OISCARD

,.!

~1
.,

YES YEs YES ICMP NO YES ANALYZE

YES YEs YES lCMP YES d REASSEMBLE STATE: - REASSEMBLING

YES YES YES REMOTE d d ERROR TO SOURCE lHOST_UNFIEACH)

44
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Ccmmenta:
The PNP has delivered,a datagrsm frca another 1P. 1P validates the &t=
gram headarg and either deliveza the data from a complete dategrarnto”.its
destinationwithin tha Imst.or begins reassemblyfor a datagram fragment.

4!3Z2Q
d - “dongt care” comiitio’n

9.4.6 .1.3 State - reassembling;event is SNP DELIVSR from SNP.

TASLJ?,III. Reassembling 6tate decision table when event ie SNP DELIVER”
from SNP.

Actions:

CHECK. SMP TTL. WHERE REASS
SUM

ICMP
PA$4AMS VALIO TO FR’iG DONE CHECK.

VALID? VALIO? 7 7 ? 7 SUM?

NO “’d d d d d d DISCARD

YES NO d “d d d d ERROR_TO_SOURCE (PARAM_PROBLEM)

YES YES NO d d d d ERROR_ TD_SDURCE (EXPIRED_TTLI

YES YES VES ULP NO d d REMOTE_OELIVERV; STATE: = INACTIVE

Vl?s VES “VES ULP YES NO d REASSEMBLE

Yzs VES VES ULP YES VES d REASS_nELWERV; STATE: = INACTIVE

VES YES VES ICMP NO d NO OISCARO

YES YES VES ICMP ND e VES ANALYZE STATE - INACTIVE

YES Vcs VES ICMP VES NO d REASSEMBLE

YES VES VES REMOTE d d d ERROR_ TO_ SOURCE lH05T_uNREAcHI

Ccmxmts:
The SNP has delivereda dstsgram assncietad with an earlier received dsta-
gram fr~nt. 1P validatea the haader and either continues the reassembly
process with tha datagram fragrent or &livera the data from the completed
dsitagram to ite destinationwithin the hoat.

wdon,t ~re. cnndition

9.4.6.1.4 State - inactive, event is TIMEOUT.

Actlone: reeaaembly timeout; etete: - INACTIVE

.,

Commant:
Tha time-to-liveperiod of the datsgrazabeing reassembledhas elapsed.
The in.%mplete datagram is discarded;the snurce 1P la informed.

*“.’
45

Downloaded from http://www.everyspec.com



IUL-STO-1777
12 Auuust 1983

9.4.6.2 Decision table functions.

.-
The follewing functione examine infol-

a

nution contained in “interfaceparameters,interface data, end the stete
vector te make &cieiona. These decisions can be thought of ae furthet
refinemnte ef tha avant and/or state. The return values of the functions
representdetisiona made. The decision functions appear in alphabetical
order.

9.4.6.2.1 ~? The a_fr~ function exeminea certain fielde in an
incoming datagr~’s .headarto determinewhether tha datagrarnia a fregwnt
of a larger datagrcm. The date effects of this algorithm.are:

a. Data ,examinedonly:

fran_SNP.dtgm.fregiuant_offset
frca_SN1’.dtgm.umre_frag_flag

b. Return values:

No - the datagrem hae not been fragmented
Tss - the datagram is a part of a lcrger detagram

if ((frm_SNP.dtgm.frmgment_offset - O) -7cOntsine the
beginning

and (frcm_SNP.dtgm.mmre_frag_flag - O)).--andtha end “
of the date

than return NO --therefore it is en unfregmanted datagrcm -.@

else return YSS; --otherwise it containa‘o”nlya portion of
the data

--and is a fragment.
end if;

9.4.6.2.2 Can fra~? The can_frag functloo examines the “don’t fragment““
flag of the interface parameters allowing fragmentation. The dcta effecte
of thlm function are:

a. Data examined only:

frnu_ULP.dont_frcgment
I

b. Return values:

NO - “don’t fragment”
tation

YSs - “don’t fregment””
mentation

flag la act, preventing fr%~~

flag :iaNOT act, to alley freg- ‘

if (frcm_ULP.dont_fragment - TRUE)
then return NO
else returnYSS
end if;

.-

4 ‘@~
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9.4.6.2.3 Checkswm valid? The checkeum_validfunction exeminee an incoming
datagramti header to determinewhather it ie free frum tranemiaaionerr?re.
The data effects of thisfunction are:

a.

b.

Data examinrd only:

from_SNP.dtgm.vereion .’ ‘,

f+xn_SNP.dtgm.~eader_le~th”
from_SNP.dtgm.type_of_aervice
frmn_SNP.dtgm.totel_length
frtxa_SNP.dtgm.identificetion
frcmm_SNP.dtgm.dont_frag_fleg
frmn_SNP.dtgm.mre_fr~f leg
fram_SNP.dtgni.fresmant_offnet
from_SNP.dtgm.time_to_live
frmn_SNP.dtgm.protocol
fr,um_SNP.dtgm.source_eddr
fran sw. dtgm.&stinat ion_eddr
frbm~SNP.dtgm.optione

Return values:

NO’ -- checkeum dld nut check, indicatingheader fields
contain errore

YNs -- checksum was coneiatent

—The checksum algurithrnis the 16-bit one’,acomplenw.nt
-uf the onets canplement sum of“all’16-bitwords in
--the 1P header. For purposes of Cwmputing tti check+m,
-the &eckeum field is set to zero.

--implementationdependent action

9.4.6.2.4 ~CMP checksum? The icmp_checksumfunction computae the &eck-
aum uf the I(XP controlmeaaa~ carried in the data purtion of the incoming
detagrem. The data effects of this procedure are:

a. Data e~mined:

fran_SNP.dtgm.data

b. Return valuea:

NO — checksum did not
message containa

check iulicatingthe”control
errors

YES -- checkeum wan comeiatemt

--Tha checkeum algerithm is the 16-Mt one’,ecumple~nt of
-_the one~a.cauplemantaum of all 16-bitwords
--in IQ4P control maeaage. For purposee of.ccaputing the .,
checkeum,

47
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.-e
--the rhecksurnfield (octite 2-3) is set tozero.

--implementationdependent act$on

9.4.6.2.5 Need to frag? The need_to_frag function axaminea the interface
parameter ad data from a ULP to determinewhethar the data can be transmit-
ted as a aingla datagram or must ba traoemittedaa two or more datagram
fragwnta. The data effects of this function are:

a. Data examined only:
I

from_ULP.langth
,.

from_ULP.options

b. Return values:

NO - die datagram ia amal1 ennugh for the subnetwork
Ts,s- datagram fiagmnta are needed to carry the data

--Compute the datagramralength baaed on the length of data,
--the length of options, and the standard datagram hea&r size.

if (( from_ULP.length+ (mmmber of bytes of option data)
+ 20) > maximum tranmiasion unit of the local
aubnetwork)

then return YSg
alee return‘NO;
end if;

I

—.a“ ,,

9.4.6.2.6 Reaaa done? The reasa_donefunction e.xamineathe incoming data-
gram and the reaaaembly reaourcea to determinewhether the final fraguent
has arrived to cmnplete the datagram being reassembled. Tha data effects of
this function are:

a. Data axamined only:

state_vectOr.reasae&ly_map
atate_vactor.total._data_length
frmn_SfW’.dtgm.total_length
frca_SNP.dtgm.more_frag_flag
from_SNP.dtgm.header_length

b. Return values:

NO - more fragumnta are needed to canplete reassembly
I

YSS - this 1s the only fragmentneeded to copplete
reaaaembly

--The total feitalength of the origfn~ ~tagram, as cmnputed
--fram ‘“tail”’fragkent,must be known before completionis
--peasible.

a

-,

,,
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if (stkte_vector.total_daca_,length- O)
then
--Check Inccmi,og&tagram for ““tail.’”

if (from_SNF.dtgm.nure_frag_flag =,FALSE)
then
-+raupute total data length ard’see if data in
--this fragnent fill out reassemblymap.

if (state_vector.rea8sembly_mapfrom O to
(((frm_S~. dtgm.total_length- -- total &t a

(frm_SNp .dtgm.header_length*4)+7)/fJ)--length
+7)/8 is set)

then returnTES;
end if;

else
--Reassemblycannot be camplete,if total data length ,mknown.

return NO;
end if;

else --Total data length is already known. See if data
--in this’frag=nt till nut reassemblymap.

if ( all reassemblymap fra O to
(atata vector.tntal_dati_length+7)/8 la set)

then return TBT; -- fInal fragment
else return NO; -- mre to coma
errlif;

end if;

SNP paramv valid? The SNP~arams_valid function examines the
interface parametersand the datagram received from the local subnetwork
protocol to see if all valuee are within legal ranges and no errors have
occurred. The data effects of this function are:

a. Data examined only:

frcnn_SNP.dtgm.version
from_SNP.dtgm.header_length
frem_SNP.dtgm.Gota2_length
from_SNP.dtgm.protocol 1,

other information/errorsfrom SNP

b. Retur”nvalues:

NO,- some value or values are illegal or an error haa
occurred

YEs - examinad valves are WIthin legal ranges and no
errors haw occurred
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if ( ~-The,current 19 header version mmher is 4.
(frm_SNp. dtgm.varalon /- 4)

-e 1
--The minimal ‘lpheader is 5 32-bit mnits in length.

or (ftem_SNP.dtgm.header_length< 5) ~1

--The smallest legal detagram containe only a header smf 10
--20 octets in length. -

or (frac_SNf.dtgm.total_length< 20)

--The legal protocol identified’are
--available from the DoD Executive’Agent

or (frem SNP.dtgm.protocol is not on,eof the
fiera~

)

than return NO

for Protocole. r

acceptable idanti-

1

else If (any implementationdependentvalues retiived frcm the
SNP are illegal or indicate error conditlona)

then return NO
elbe retmrn II!S; -Otherviee, all values look good.
end if:

end If;

9.4.6.2.8 TTL valid? The ~_velid funttion examines the IP headsr tlms-
to-live field of an incoming datagram tu &termine whether th6 datagram has
‘exceededits allowed lifetime. The data effects of this function are:

a. Data examined only:

frar_SNP.dtgm.time to lfva--

b. Return valueB:

““.@

NO - the datagram has expired’
YEs - the datagram has some life laft in it

,~

.-Decr~ent fr~ SNp.dt~. the to ~V~’ field bY t~ tiimum”
-,-of~it~r t~ ~momt of tim-el~p~ed since the last.1P uodula

--handled this datagram (if knnwn) or one aecod.

if ( fra_SNP. dtgm.tima to liva
- maximum (number-of-secondselapsed since 3sst IP, 1)

<-o)
then return NO
elee return YS$;

50

1
‘Jo

Downloaded from http://www.everyspec.com



MIL-STD-1777
12 Awgwt 19s3

* 9.4.6.2.9 ULP. pareme valid? The UU~rame_valid fuoction examines the
interface parameter receivedfrm a ULP to eee if all veluee are within.-
legel rangee and desirad optionc are.supportad. The data effects of thin
ftmction are:

a. Data examined only:

ftim_ULF;time tn live
fr-_U~. optiZne-

1

b. Return ,valuea:

NO - some value is illegal or a
supported.

.. , Tss - examined values are within
options can be supported.

if(’

desired option 10 not

legal rangea and &sired

--The time-te-livevalue must be graater
--allow IS to tranemit it at leaat once.

(frmn_U12.time_to_live< O)

, e.

or --T* optione requeated are incotwietent.

--lmplementation dependent action

than zero to

or 4thcr implementationdependentvalu~ are invalid.
--implementation&pendent attion)

then return NO

else returnT8S;

end if;

9.4.6.2.10 Where dest?, The where_deat fwoction&terminee the &stine-
tion .tian eutgoing datagramby examining the destinationaddreea aupplim
by the UIP. The data effects of this fwnction are:

a. Data examined only:

from_ULP.deetinetion_addr

b. Return valuem:

Uu - destinationis an upper layer protocol at thie
locetion

RSMOTE - *8 tination is acme reaote locetion

‘ *
-Examine the cleatination eddreea field ef the &t agrem
header.
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if (frcm_SWP.dtgm.~stinetion_addr 1- this site’s address)
tlianreturn RMYTB
else return ULP;
end if;

1

9.4.6.2.1’1Where “to? The where_to function &termined the destination
of the incomi~~am by examining the addr+s fields and options fields
of tk &tagram healer. The data affects of this function are:.

a. Data examined only:

frm_SWP. dtgm.&s tination_addr
fram_SM?.dtgm.protocol ,.

frem_SWP.dtgm.eptione

b. Return valuea:

Uu - &etination ie an uppar layer protocol at this
location

ICMP - daetination ia thie LP medule ~~une the
datagram carriee an ICX4Pcontrol massaga

RlliOTR- d8etinati0n 18 aenteremote location

—The source route influencaathe data~am$ e sateway route.

if ((fra_SWP.dtgm.eptione contairm the eourca routing
option) end (all eource route list eddreeaeshive
net been visited))

then return RSMM’S;
eti if;

-+lxamine the &etination addreae field of the datagr~
hea&r.

‘*

if (fran_SWP.dtsm.destination_addr/= this site’s address)
then

--Itse destined for anether site.
return RSMOTI!

else
--It’e destined for thie cite.
if (from SSP.dtgm.protocol - the
fier) –

then,return ICFfP
elee return ULP;
e* if;

end if;

,,

ICMP protocol idant$-

9.4.6.3 Dacieien table action procedures. The foll~ng acttou ~r~~dyr~
repreeent the-~et ‘of act ione an IP state machiw should pkifnrm “inreep?p~e’to.

I
!
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,0 a particular event and internal state. These procedureshave been organized.4.
and &signed for clarity and are intetded ae guidelinaa. Altbugh tiple-
owmtors may in feet reorganize for better perfornunce,the data effecte
of the resultingimplementationsmuet not differ from thee epecified belew.

9.4.6.3.1 Analyze. The analyze procedure examines datagrema containing
ICMP control mseagee frmn other IP medulee. In general, error handling io
impla~ntation depen&nt. ” Hewaver, guidelirieaara,provided to idantify
claeaae of errora ad suggest appropriateactione. The data affecte of thie
procedureare:

a. Deta examinwi:

frun_SNP.dtgnbprotocol
from_SNP.dtgm.&t a

b. Data modified:

implementationdependent

For simplicity,it is aeeumed that the data area
array.

%xamine tti first octet in the data pertion to
--error type and eubaaqwnt format.

● begin

can be acceesed ae e byte

identify the

ceoe from_SNP.dtgm[1] of

when 3 -> --DestinationUnreachableMeeeage

-The errora in the “wnraechable-c3.eas
--ahculd be paseed to the ULP indicating data &livery
‘to the destination ie unlikely if net impossible.
--Thc secomj octet identifieswhat level wae unreachable.

caae frcen_SNP.dtgm[2 ] of

when O -> --et unreachable

wheu 1 -> --host &reachable

when 2 -> --rot oCO1 unreachable

when 3 -> --port”unreachable

when 4 -> --fragnw.ntitiopneeded ard &n!t fragment cat
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I when 5 => ‘_eourie rrute failed

end caee;

when 11 .> +Tlme Exceeded Mae@age
!.. ,

—The “tide-out”errora are .ueuallj,not
-to the U12 but almuld be recordedfor
--mnitoring uses.

caee frum_SIVP.dtgm of

when O -> --lute to live exceeded in

when 1 => --Fragwnt reaesembly tima

eud case;

passed
nework

a

transit

exceeded

when 12 -> --Parameter Problem Maasage

--This error is generated by a gataway 1P to indicate
--a problcm in the nptiona field of a datagram header.
--Octet 5 containe a pointer which identified
--the octet of the original healer containingthe error.

a

.-

when 4 -> --Source Quench Meaaaga

--This message ittticataathat a datagram haa &en
--dietarded fnr congestioncontrol. The ULP ehould
--be informedeo that traffic can be reduced.

when 5 -> --Redirect Meseage

‘--Thiemessage slmuld result in a routing table update
--by the 1P nmdule, Octets 5-8contain the new valtla
--for tha ruuti~ table. It is not paeeed to the ULP.

I

I

when 8 -> --Echo Datagram

when O -> --Echo Raply Datagram

when 13 -> --Timastamp Datagram

when 14 -> —Timaetamp Reply Datagfam

when 15 => -Information Request Mea8age

when 16 -> --InformationReply Mcasage

end case;
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9.4,6.3.2 Build6send..The buildAsendprocedure bu~lde an’outbound
datagremin tht to_SNP structure from the interfaceparamete~ ad data in
frm_U?-Pand pasaes it,to the .BNPfor tranamieaionacroes the subnet. The
data effects of this procedure are:

a. Data

b. Data

examined:

frcm_U12.source.addr frm_ULP. t~_tO_live
froq_UIl.cleatination_addr from_ULP.dont_fregmmt
frcm_ULP.prOtOcOl frcai_ULP.optione
frcm_ULP.type_Of_servica from_UIF.length
frm_ULP identifier from_ULP.d8ta
,,
adified:

to_SNP.dtgm tO_SNP.ty~_Of_s ervice_indicatom
to_SNP. length to_SNP.local_destiaation_cddr

—Fill in each IP hexer field with informationfrca frmr_ULP or
-.-etandimd values.

to_SNP.dtgm.vereion: - 4; --Current 11 veraion.is 4.
to_SNP.dtgm.type_of_service.indicators: . frOm_ULP.type_Of_eervice;
to_SNP.dtgm.identification: - frmr_ULP.identifier;--If .IDla not given

—by ULP, the 1P muet
-supply ita own.

to_SNP.dtgm.dont_fr“ag_flag: - fra_ULP.dont_fragwm~
to_SNP.dtg& more_f,rag_flag: = falae;
tg_SMP.dtgm.fragment_offset: = falae;
to_SNP.dtgm.time_tb_live: - fra_ULP. tima_tO_live;
to_SNP.dtg!n.protocol: - frOn_ULP.protocol;
to_SNP.dtgm.eource addr: - fraa_ULP.source_addr;
to_SNP.dtgm.destin~tion_addr: - fra_ULP. deatination_addr;
to_SNP.dtgm.nptions: - fran_ULP.OptiOna;
to_SNP.dtgm.hedar_length: - 5 + (number of.bytes of option ‘date)/4;.
to_SNP.dtgm.total_length: - (to_ShT.dtgm.header length)*4

+ ~from_ULP.length);

--Cell &mpute_cbeckaum co $emputa and set the checksum;

ccmpute_che*a urn;
,,

-Ad, fill in the data porgion of the datagram

to_SNP.dtgg.data[O..frm_DLP. length -1]: - frc4r_ULP.deta[O..
frmq_ULP.1ength-1];

-Set the type of eervice and length fielde for the SNP.

tO_SNP.type_Of_servica_indicatOra: - to_SNP.dtgm.type_of_aervice;
to_SNP.length: = to_SNP.dtgm.total_langth;
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--e /
I

--Call the route procedure to &termine a local &,stination
--from the Internet desti.nationaddresssupplied by tie Uv.

route; I

--ilequest the execution environment to pass the contents of,tO_SNF
--to the local subnetwork protocol for transmission.

TRANSFER to_SNP to the SW. iI
NOTE: The format of the frm-_ULPelements is unspcciflc~, allowlng an imple-

mentor to aaaign data types for the interface’parameters. If those
data types differ from the IP header types, the assignment statements
above becomr type convereions.

9.4.6.3.3 ComPUte checksum. The cmnpute_checksumprocedure calculates
a checksum value for a datagramhea&r so that transmissionerrors can ba
detected by.a destination IP. ,The data effects of this procedure are:

a. Data examtned:

to_SNP.dtgm.vcreion
to_SNF.dtgm.hea&r_length
to_SNP.dtgm.type of service ~

all

,-
i——

to_SNP.dtgm.cotal_length
to_SNF.dtgm.fdentification
.to_SN2.dtgm.donc_freg_flag
to_SNF.dtgm.more_frag_flag
to_SNP.dtgm.fragmmt_offset
to_SNP.dtgm.tf.me_to_live
to_SNP.dtgm.protocol
to_SNP:dtgm.source_addr
to_SNP.dtgm.destination_addr
to_SNP.dtgm.options j

b. Data modified:

to_SNF.dtgm.header_checksum

--The checkgum algorithm is the 16-blt one’s complementof
--the one’s canplement sum of al 16-bitwords
--in the IF!hea&r. For purpoeee of computing the checksum,
--the rhecksumfield is set to zero. I

--impleuentation depen&nt action

9.4.6.3.4 CoaqmtteiCm che~sum. The ccmpute_icmp_checksumprocedure ,

cgmputes the checksum of the ICMP control o&sage carried 16 the ~ta
por~ion of an outgoing datagram. The data effects of this procedu~e are:.. .

@
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Data examined:

to_SNP.dtgm.data

,.
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Data mdified:

co_SNP.dtgm.data[2-3]

-~he checkeumalgorithm ia the16-bit one”a complement.of
--the one1a complement aum of all 16-bit words
--in ICMP control message. For purpoees of computing the
checksum,

--the checksum field (octets 2-3) is set to zero.
<
--impleuntat ion dependent actIon

9.4.6.3.5 Error to aourcc. The error to source procedure formata aml——
returns an error’report to the source of an erronenma or expired detagram.
The data effects of this procedure are:

~~a. Parameter:

error~aram :

ail b“‘“’a“l-ned::
frm_SNP. dtgm

c. Data mdified:

,. to_SNP.dtgm
to_SNP.length

(PAIUM PROBLRM, EXPIRSD_TTL, “‘.
PROTO–~L_UNSEACM);

. .

to_SNP.local deatination_addr
to_SNP.typa ~f aervice_indicatore—-

—--Formatad tranemit an error dctegram to tba eource 1P.

to SNP.dtgm.version
to~SNP.dtgm.header_langth
to_SNP.dtgm.type_of_service
to_SNF.dtgm.identification
to_SNP.dtgm.nrIre_freg_flag
to_SNF.dtgm.dont_fria_flag
to_SNl.dtgm.,frcgnk?nt_offaet
to_SNP.dtgn.tlme_to_llve

to_SNP.dtgm.protocol

= 4; --etandard 1P version
- 5; —standard header size
- o; —routine iervice quality
- aelect naw value;
- FALqE;
- FALSE;
- o;
= 60; --or value large enough to

--allow delivery
: - thie numbar will be aasignad by

DoD Exe.Sutive Agent for Protocola;
to_SNP.dtgm.aource_riddr : - frcm_SNP.dcgm.cleatiaation_addr;
to_SNP.dtgm.&s tination_eddr: . fr.au_SNF.dtgm.aou~*_addr; . ,

; ,@.,,
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--The data section carriee the ICMP control message.
--The firet octet identifiesthe m?ssa& type, the remaining
-Octets carry related information.

cmse errorpram of

where PARAM PROBLBM ->
to SNP.dt~m.daca[O]:
to~SNP.dtgm.data[l]:
to_SNP.dtgm.data[ft]:

where EXPIRED T2L ->
to SUP.dtgm~data[O]:
to~SNP.dtgm.data[l]:

whare PROTOCOL_UNRBAQl
to SNP.dtgm.data[Ol:
to~St@.dtgm.data[1]:

emd case;

--The kd datagram’sheader

.- ‘@
I

- 12; —ICMP type - Parameter Problem
- o; --Code = problem with option
= position of error:octet;

= 11; —ICMP, type - Time Exceeded
- o; -<de - TTL exceed in tranait

=>
- 3; —IcMP type - Deet. Unreachable
- 2; --Code - protocol unreachable

plus the firat 64 bytea of”ite
--@ta section (a total of “N” octets) ie copied in followimg
--ha ICMP infonuation.

to_SNP.dt@u.data[8..N+3]: = frcm_SNP.dtgm.data[O..N-l];
to_SSP.dtgm.total_length: - fpm_SNP .header_length*4+ N + 8;
ccmpute_icmp_thecksuW

-<cmtpute &ecksum, determine the route for the error datagram,
--the type of.service indicators,and the datagram size for the SNP.

cmnpute_ch6cksum;
tO_SNP.type of service_imdicatOre: - o;
to_SNP.leng~h~- to_SRP.dtgm.total_length;
route;

--p.aquestthe execution environment to paaa the contanta of tO_SNP
--to the local subnet protocol for tranemiaaion.

TRANSFER to SNP to the SNP.

9.4.6.3.6 Error to ULP. The error to ULP procedure returme an error report
to a ULP which haa paaaed invalid par~~~ere or baa requested a aarvice that
cannot @ pr~ided. The &t a effecta of thie pro~dure are:

a. Paratrs2tere:

error~aram: (PARAM_PROBLEM,CAN‘T_FSAGMWT,
NST UNREACH, PROTOCOL_UNKSACS,
POR~_UNRRAcll)~

(

“a,.
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b. Dat’aexamined:

implementationdependent

c. Date modified:
,,

tO_UIF..error
implementation&pendent parameters

--The format of error reperte to a ULP is irnpleuemteti6n‘.
-depemient. However, included in the report slmuld.be
—a value indicating the type of error, and aonieinformation
--to identify the aesociatad date or detagram.

tO_ULP.error := errorfiranx
--implementation dependent ection

9.4.6.3.7 Fregment6eend.‘ The’fragmant6sendprocedure breske data that.is
too htg to be .tremuittad thrcugh the subnetworkas a single dategram into
amellar pieces for transmissionin several dategrame. Normally, hosts do
not send datagrc+metoo tdg to go through their own network. Tha date effects
of the procedure are:

a,.
a. Deta esemind only:

frcm_ULP.source_eddr frem_ULP.length
frop_ULP.destination_eddr frem_ULP.data
fran_ULP.prOtOcol frOm_ULP.eptions
fra_ULP. identifier fra_ULP. time_tO_live
frau_ULP.dont_fregmant

b. Deta modified:

to_SNP.dtgm tO_SNP.type_Of_service_indicetora
to_S~. length

c. Loml variables:

number of fragwnte -- number of “smell.detegremecreated—-
from user date

dath~er_f regment -- the number of octets in eech smell
datagram

number_fr~_blocka -- the rmunberof 8-ectet blocks in each
emell datagrsm

data_in_last_frag — the tsmber of octete in the last
detagram

j — low ccunter for each frag-nt genarated

--Compute the fregmentation variables.

.0”’ --he mount ef deta psr fragment equals the max datsgram aLze
leas
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--the length of the datagramheader.
&t a~r_f ragmant: = maximum .subrtettranemisaion unit

- (20 + number of bytes of option data);

numher_frcg_blocks: = data~r_frcgmant/8;

number_of_fregnente: - (frcm_ULP.lanith+ (data~er frag-
ment-l)) / dcta~r-f ragment~

data in last_frag: . frrraULP.length modulo datafler_frag-
rimt~

‘Wreate tb, first fragment amf transmit it to the SNP.

to_SNP.dtgm.version: - 4;
to_SNP.dtgm.header_length: - 5 + (number bytes of option

data/4);
to_SNP.dtgm.total_length: - to_SNP.dtgm.header length

+ datafler_fr.agmnI;
to_SNP.dtgm.identification: - frem_ULP.identifier;
to_SNP.dtgm.dont_frag_flag: - from_ULP.dont_fragment;

--this will be falae
to_SNP.dtgm.more_frag_flag: = TRUS;
to_SNP.dtgm.fregmant offset: - o;

to_SNT.dt@n.time_to live: - fra_ULP. timc_tO_live;
tO_sNP.dtgm.p!OtOcOi: = frm_ULP. protocol;
to_SNP.dtgm.source_addr: = from_ULP.eource_addr;
to_SNP.dtgm.tiestination_addr: - from_ULP.destination_addr;
to_SNP.dtgm.options: = frOm_ULP.options;
to_SNP.dtgm.data[O..datafler_fragment-l]: -

frum_ULP.data[O..data_per_
fragmant-1];

--Set the datagram’sheader checksum field.
ccmpute_checksum;

--Call rcute to determine the subnetworkaddress of the
--destination.

ronte;

--ALso set the length ad type of service indicators.
to_SNP.length :.-to_SNP.dtgm.cotal_lengt@
to_SNP.typc_of_service_indicatora:- to_StfP.dtgm.typa_
Of_service;

--Rcquea.tthe execution environmentto pass the first fragment
--to the SNP.

TRANSPSR to_SNP to che local aubnetwork protocol.

--Format and transmit successIve fragments.

for j in 1..r!umber_of_fraguente-l loop

1

-J@

I
I

-9 \

I

-@’w
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--The hea&r fielde remain the same as in the firet
--frag-nt, EXCEPT for:

if (-cepy- flegpresent in .enyoptione,)-~st s;gni-
--ficant bit

;..,., .’ .. . .,’,..,, :—of option,.
--octet.’ ..,,:.

,.

than --put ONLY “copy“ ~ptiom irito‘Optiom fields‘and .,
--adjust length fields “accO~$tilY. “

,“”. . ‘..:
to_SNP.dtgm.optione: - (optiotiwith “COpy““f10g);,
to_SNP.dtgm.heeder_length:.- 5 +

(number of copy options
Octets/4); ~~.

else --only’standard dategram header present

to_SNP.dtgm.heeder_kngth: - 5;

end if; .,

--Append data ad set fragmentationfields.
if (j /- numbar_Of_fragments-l)

0’ “ then --mfddle fregmnt(s)

to_SNT.dtgm.mxe_f r~f lag: = TRUS;
to_SNP.dtgm.fregment_offset: M j*number_frag_blocks;
to_SNP.dtgm.totel_length: - to_SNP.dtgm.header_Iength

+ deta~er_fragment;
to_S~. dtgm.data[O..&ta~r_fragment-1 ]: -

frarI_ULP.dcta[j*dacafler_frag-
mmt. . (j*de~a_per_fragment
+ datafier_fregment-l)1;

else -lest fr~ment

to_SNP.dtgm.mre_f rcg_flag: =?FALSE;
to_SNY.dtgm.fragmnt_offaet: - j*numbar_fr~blocks;
to_SNp.dtgm.totel_le~th: _- to SNP.dtgm. heede i_le ngt h*4

+ &t a_in_laet_frag;
to_SNP.dtgm.deta[O..deta_in_last_frag-1]: -

frum_ULP[j*data~er_fragment..
(j*data_kr fragmenti data_in_
lest freg-1~1;

end if;

-Call &’ecksum to set the detegrem’s haeder checkeum field.
checkeum;

a
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-<all r~te to
--destination.

rcute;

determine the subnetworltaddress of tha

--Also set the length and type of service imlicatora.
to_SNP.length := to_SNP.dtgm.tota2_length;
to_Stip.tYpe_of_sewice_indicators :- to_SNP.dtg~ type_Of_
eervice;

--lleqwat the execution environmentto pass thf.efragment
--to the SNPO

TRANSPBR to_SNT to the loud subnetwork protocol.

end lo~;

A frag~ntation algoritlvnmay vary according to implementationconcernebut
every algorithmmust meet the following requirewnts:

a.

b.

c.

d.

e.

f.

g.

A datagram must not ba fragnmntadif dtgm.dont_frag_fl,agis true.

The amount of data in each fragment (except the laet) must E+!broken
on 8-octet boundaries.

The firat fragunt must contain all optiom carried,by the original
detagram, except padding and no-0p octets.

The security, source rrmting,and ecream identificationoptione
(i.e. amrked with “copy” flag, MSB in option octet) must be carried
by all fragmenta, if present in the original detagram.

The fIret fragwnt must have to_SNP.dtgm.fragmant_offset eet to
zero.

All fragments, except the Iaet,
set true.

The last fragmentmust have the

must have to_SNP.dtgm.fmJre_frag_flag

to_SNP.dtgm.more_frag_flag set
false.

9.4.6.3.8. Local delive~. The local_delfvery proceduremoves the interface
pararm?tereand data in the from ULP structure to.the to ULP structure and
delivere it to an in-host ULP. ‘The data effects of thi~ procedure ara:

a. Data examined:

frau_ULP.destination_addr frcm_ULP.length
from_ULP.eource_addr from_ULP.data
frm_ULP.prOtOcOl from_ULP.OptiOna
frmn_ULP.type of service-—

-4P

)
.

“-’49

I

’49,
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b. Data nxxiified:

to_UIP.eource_addr to_ULP.length
to_UL2.deatination_addr tO_ULP.data
.tO_JLPprotocol to_uLP.opti0m9
tO_ULP.type_of_eervica

--Move the intarfacepa;ametere ani data frem the input
--etructure, from_ULP, directly to the output etructure,
--tO_ULP, for delivery to a local ULP.

,
frca_ULP.daatination_addr: -
frcu_UIl.aource_addr :-
frcm_ULP..protocol :-

. froa_ULP.type_Of_aervica : -
frem_ULP.langth :-
frcm_UW. data :-
frcm_ULP.options :-

to_ULP.deetination_addr;
to_ULP.sourca_addr;
to_ULP.protocol;
tO_ULP.typa_Of_aervice;
tO_ULP.lengtm
tO_uLP.datw,
tO_uLP.options;

-+equeat the axecutlon amviromnentto paas the contents of
—to_SNP to the local .tnzbne?protocol for tranamfssion.

TRANSPER to_ULP to to_ULP.protocol.

@

9.4.6.3.9 Raaaaembl,.,The raaaaembly procedura reconatructs an original
datagram fra datagram fragments. The data affeets of thie procedura are:

a. Data .axamined:

frcm_SNP.dtgm

b. Data modified:

state_vector.reaaaembly_map
stata vector.timr
atate~vector.total_data_la~th
atate_vectOr.header
atate_vectOr.deta

c. Leca.1variablas:

.I ‘— loop ceuntar,

data_in_frag— tha number of octets of data ‘inreceived
fragmant
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-J@~
data in frag: - (frem_SNF.dtgm.tOtal_length-frm_SNF.
dtgm~he~&r_length*4); ,/.,

--Put data in its relativeposftion in the data area of the :
state vector.

I

state vector.deta[fran_SNF.dtgm.fragment offset*8..
‘frem_SNP.dtgm.fragmant_offset*8+da~a_in_frag]: -

frart_SNP.dtgm.data[O..data_in_frag-l];

--Fill in the correapnndingentries of the reaaaembly map e
--repreaenti~ each 8-nctet unit of received data.

fnr j in (frnm_SNP.dtgm.fragmsnt_offaet).. ,, ,,m
((frm_SNF. dtgm.fragmnt_of fset + data_in_Erag+.
7)/8) loop

1 state vactor.reaasembly_map[j]: .- 1;
end loo;;

-+anpute tha total datagram length frem the “tail-end”
--fragmnt.

if (fra_SNF.dtgm.more_frag_flag - FALSE)
then state_vactor.total_data length: -

frcm~NP.dtgm.fragmnt_of fset*8 + -s
&t a~in_fra&

end if;

-~ecord the header of the “head-end’”fragnmmt.

if (freu_SNP.dt.gm.fragment_offset - O)
then state_vactor.heeder:- frem_SNP.dtgm;
end if;

--Seeet tti reassembly timer if its current value is less
--than the time-to-liva field of the receivad datagram.

atate_vectOr. timer: - maximum
( frar_SNP .dtgm.ttie_tO_live,.etate_vectOr.timer); ,,

A reaa,?emblyalgorithm may vary according to imple~nt ation concerns, but
each one myat meet thase requirements:

a. Every deatinatinn IF medule must have the capacity to receive a
detagr~ 576 octets in length, either in one piece or in frcgmnta
to ~ reeasembled.

—.

~til)
t
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The header of the fragmentwith from_SNP.dtgm.fragtint_offset equ 1
to zero (i.e. t,he“head-end”fragment) becomes the header of the
reassemblingdctagram.

The total length of the reassemblingdetagram is calculatedfran the
fragmentwith.from_SNP.dtgm.nure_fr~f lag equal to zero (i.e., the
‘tail-end”fragment).

A reaaaembly timer is associatedwith each datcgram being.reasseun
bled. The current reccaurendationfor the initial timer setting
is 15 aeconfs. Note that the &oIce of this parameter value is
related tn the buffer capacity availableand thedata rate of the
trammiasion medium. That la, data rate‘multipliedby timer value1’

equals reassembly capacity (e.g.10Kb/s X 15a@cs - 150Kb).

Ae each frcg= nt arrivea, the reassemblyti.mer is reaet to the maxi-
mum of state_vector.risasaembly_reaoyrcee.tIner‘andfrm_SNP. dtgm.tine_
to live in the incrming fragment.,-

Tha firet fragnkintof the datagram being reaaaembledmust contain
all optione,except padding and no-op octets.

The ao&ce_addr, destinacinn_addr,protocol,and identifier of the
first fragment received must be recorded. All subsequentfragments’
eource_addr,destiriation_cddr,protocol,and identifierwill bc
campared againet tbae recorded. Those freg~nts which do not
match will be discarded.

As each fregmcnt arrivaa, the security eti precedence fields, if
available,must be checked. If the security level of the frcgaent
does not match t,k security level of the detcgramor if the prece-
dence level of the fraguentdoes not match the precedence level
of the dctagram, the dctagram being aseembled is discarded. Also,
srierror detagram is returned to the ‘eource1P to report the
‘miamctchedaecuri~lprecedence” error.

If the reassembly timer expires, the datagram king reassembled1.s
discarded. Also, an error dategram is returned to the source 1P to
re~rt the “time exceeded during reaaaerubly”error.

9.4.6.3.10 P.easeembleddelive~ The reassembled_&livery procedure
decompoaeathe detagram that has been reassembledin the @tate vector into 1,
interfaceparametem ami ,~ta, then &liverw thqm to a ULP. The deta effects
of thin procedureare:

a. Data examined:

atate_vector.heeder.deetination_eddr
state_vector.Iieader.aource_addr
stnte_vector.heeder.protocol
state_vector.hea&r. type_of_service
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state_vector.header.header_length
state_tictor.bader. total_le~h
state_vector.header.optione
eta”tevector.data

b. Data modified:

to_ULP.& Etination_addr to_ULP.lemt,h
to_ULP.source_addr tO_uLP.data
tO_ULPprotocol tO_uLP.Optione
tO_ULF.type_Of_service

to_ULP.dastination_addr: - atate_vactor.header.dastina_
tion addr;

to_ULP.sourca_addr - atat~_vector.header;bource_addr;
.: to_ULP.protoco1 ,: - state_vector.he.cder.protocol;

to_ULP.type_Of_eervice : - etate_vector.header’.type_of_
eervice;

to_ULP.length - ~tate_vqctor.header.total_

Lmgtm
- atate_~ctor.heAer. he4er_
length*4;

tO_uIl.optlone : - etate_vector.header.optlone;
tO_uLF.data - state vector.data;

9.4.6.3.11 Reassembly timeout. The reassembly_timeout procedure generates
an error dategrem to the eource ~ informing it of the datagram’e expiration
during reasshbly. The dita effacts ef the procedureare:

a. Data examined:

atate_vector.header .,
state_vectOr.data

b. Data modtfied:

to_SNP.dtgm tO_SNP.type_Of_service_indicatore
to_SUP.length to_SNF.hea&r_length

--Format ad traramit an error datagram to the eource IF.

to_SNP.dtgm.w raion :-

to-SNP.dtgrn.header_lcrtgth.: “-
to_SNF.dtgm.type_of_service: .

to_S~. dtgm.identification : -
tO_SNP.dtgm.nure_frag_flag: -
to_SNP.dtgm.dont_fraI_flag : =

66

4; --etandard”1P vcraion
5; --ata~ard he~~r ~iza
0; --rOuti*fjservice quality

new value selectad
FAIL3E;
FALSE;

.’ I

,
e

‘@-
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to_SNP.dtgm.fregmnt_of fset : -
to_SNP.dtgm.tfma_to_live ~: -
tO_S~. dt~. prOtOCOl ,.:-

to_SNP. dtgm.s&irce_eddr .: -,..

to_SIW.dtgm.destiMtion_addr: =

nibs’m-1777
12,*gqet 1983

o;
60;
this number will ,SR3es-
e~ad by the DoD Executive
Agent for Protocols;
etate_vector.~eder. cleati-
nation_eddr;
etete_vactor.heeder.source_,
~dr;

.—If the,fragmsnt.received is the firet fragmmt, then the
--data eectiou carries the ICMP error maaaage, t% beeder O: the
--timed-~t detagram, end ita firet 64 bycea of data. If fiag-
-nt zero is nti ‘kvailablathen no time exceeded““needbe
--at all.

to SNP.dtgm.deta[O]: - 12; --ICMP type - TIM Exceeded
to~SNP.dtgm.deta[1]: - 1; --Code - fragmnt reaeaembly

timeout

--Corw in the timed-eut data~em’a header Plus the firet’

sent

-+( ~ytee”of”ita data eecti~n (aaau~d.to-”be of length ‘U”).

to_SNP.dtgm.data[8..N+3] :- atate_vector[O..N-l]’;
to_SNP.dtgm.total_langth :- to_SNP.haedar_langth*4+ N + 8;
compute_icmp_checkauq

--Capute dategrem”a header checksum,detatmine the rcute for
—the detagram, the type nf service Indicator, and the
--datagram eize for tha SNP.

cemput a_che chum;
to_SNP.type_&_ae rvice_indicatOre:- O;
to_SNP. length := to_SNP.dtgm.totel_length;
route;

-Request the executien environmentto paas the contents o!
—to_SNP t~ the local eubnet protocol for tranamiaeion.

TEiNSFRR to_SNP to the RNP.

9.4.,6.3.12 gamete deli~ery. The ramte_deliwery procedure.dec?W?Oa~ a
dategram arriving fra q remote IP into interfaceparamatem, a@ dkta and
delivere them to the.daatinationULP. The ~ta affecta of this procedure
are: {,

a. Data examined:

frm_SNP. dtsm.mource_eddr
frem_SNR.dtgm.daatination_eddr
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frcrn_SN?.dtgmip;oto’c.ol
,.

‘“..*

from_SSP.dtgm.typee~f_aar,vfce .......

frcra_SNP.dtgm.tot~_langth .,i:,’1’.

frca_SNP.dtgm.hriaxr_.$~h
,. ...:,::,.

fr~_SttP.dtgm.dets
.,:

,‘:,..,:
from_S~. dtgm.options

$: Dat+modified: “:.-;.!I
.

,.
:.: ‘y:::jto ULP. dek.tinet ion_addr to ULP.length

to-~. source-eddr “- ‘to:* .:+~a’ ‘ ,.: ,$:.~

to_uLP●protocol to ULP.optione..-..,. ,,_...
to-.lU.ty@-of_aarvice ..

~~ “..;.~

co.UiSdiestitit lon_a&dr: ,=from_SNP.,dtgm.,&stiietion add,r$ .!1

ta-m. 6ource_eddr : - “fr’&g_SNg. ‘dtgm.,eoy:ce_edd,r~
to-ui. . p:o~ocd : -. f rm_SNP. dtgm. pr,OtocOl; I

EO-ti’ti.tjje_Of_se rvice : = from SNY. dt~. typ6 of servi?.e;
to-uti:.‘i.$$th : = fi,ti~SliPidt~ totai-:k-~th - ~
r.:,-..... frOu_SN?.dtgm.h,eade?le,~th?$,i I

:0 Um. detn
,,...,..... 1

: = from’SNI’.dtgm.detd;
to%k%tiptioue : = fr~-SNPidtgrn:oy~io~; I,.>..-,,.. ~1

NC$@, ‘Th~%o%t of the to_WU elene.ntaid,uoeppc:fie$, ell.oyi~ an :mPle-,,.>>!,,+ !,;.,,1:,...
,,~.q~or.~ol.*,6* $t.n types for,the inte~,8ce{peraqte~.

-,
If tlms.e d @~

,~:a~’’Cy~e:E:j,#ff~r.,frog,the D header”t&e.,, the aemi~nt, ,6tat,equts
ab.oy$‘“+c~ ~+ cohverrions.

,....... .. ...... ..
I

9;k.b.3.,13.’RtiIie. Tlierixte progedure qcaminee‘thedestimetion,eddree,q
8M ‘jp?$oiiI‘ii~og ~u:otitbounddetegram in”ko_SW’ to.date+% ;a”+?s?~
&d F$$%n #ilj&iai Th?’+t ~ + fe&s’ of thie prowdur~ are:
,.

‘a.,‘ikkae~mtned:,-. ,...,(

to_S*. dt.gn. detitloatiou_?dd~
‘tO SN?.’dtgm.options” -: “’_. ..>.

.

I

‘bl ?:$yarnod%fi$:
:

,.
,.,

‘to‘SNP.lo~l_dae tImtlo.m eddr
~i%ti :dt~. optlo~,;

y..:.. ,,
:-..:.:-.,
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. . .
+he timestamp or addraealtimeetamppair is ineertad in
-the next field’in to_SNP.dtgm.Wtionei timestamp.

end if;
end if;

if (the networkid field ~ destinationmatchea tbe network id
of the local aubnet promcol )

then
--ram late the RSST field nf destioation into the aubnetwirk
—addrese of the destination on thie aubnet.

? --implementation &pendent ection
else

if (to_SNP.dtgm.optio- includee eecuriq)-,.
then

—Fiti the appr,~riategateway with aacuri~ level equal to
--the aecurity level nf to_SNP.dtgm.options.security. If
-none axiete, eemi error meesage.

end if;

if (to_SNP.dtgm.options includee loaee eource“a& record routins)
then

if (the network id field of next getewey ‘into_SNP.dtgm.eption.

‘a

loose_eourcemetchee the network of the local subnet
protocol)’

tbkn
-~hc gateway addreee (as knewn in the environmentinto
--which the detagram ie being forwarded) replacea the

--the network id field & next gateway in to_SNP.dtgm
--- optione.100ee_eource

end if;
eti If;

if (to_SNP.dtgm.optfOIM includes
then

etrict anu”rtaand record”muting)

if (the network id field of next gat-ay in to_SNP.dtgm.eption.
strict_eoi_ucematches the network uf the locel eubnet
protocol)

then
--’Thegateway addreea (ae knnwn in the enviroinienttnto
--which the detagrem is being forwarded)replaces the
--the network id field nf next gateway in to_SNP.dtgm
--.OptiOoe.etrict_eOurce.

else
--he dctagram cennot be forwardedauf error meseage cent.

end if;
end if;

,*’
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.

if (to_SNP.dtgm.options includes record rauting)
then

if (the next record rate field in to_S~ .dtgm.options.record_
routing is available)

then
--he gateway addreas (as kooum in the emviromuent into
‘+ich the datagram ie Ming forwarded)replaces the
-next record raIte field in to_SNP.dtgm.optlone.record_
-rout ing.

end if;
e“d if;

end if;

--Set the local daetination interface parameter.

to_SNP.locel_destination_cddr := (subnetwork addreae foud above)

-“dill

e

I
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. . .

‘“o
10. EXEC17TIONENVISINNSNT MQUIRENSNTS

,/ 10.1 Description. This section describes the facilitiee reqmired of an
executionenvironment for proper $mplemsntation and operation of the Internet
Protocol. Throughout th$e document, the environmental~&l portrays each
protocolae an indapentint process. Within this mdel, the execution environ-
ment must provide two facilities: Interprocesscommunicationad timing.

10.2 Interprocaascommunication. The execution enviromnt mmst prnvide
an interproresscmnunication facility to enable Imlependentprocesses to
exchangevariable-lengthmnits mf information,called messages. For 1P’s
purposes,the IPC facility la not requfred to preserve the order of messages.
IP Usae tw IPC facility to exchan~ interface pcramters and data with

; uPper kYer protocok. ~ross ita upper interface ad the subnetwork protocol
across the lnwer intarface. Sectfens 6 and 8 apecify these Interfaces.

> 10.3 Timtng. The =ecmtbn environmentmust provide a thing facility
that maintaine a re.il-tinmclerk with mnits no cnarser than 1 millisecond.
A process muet be able .tmset a timer for a specific time period and bc
informed by the execution environment when the tire? pariod has elapsed.
A process must alao be able to ~ncel a.prcwiously set timer. Two IP
merhani.smeuee the timing facility. Tbe internet timeatamp carries timtng
data in millisecomlunits. The reassembly=chaqlsm ueea timers to limit
the lifetirm of a datagram being r,eaasembled.In the =Chanism apecificetion
this facility ia celled TINSOUT.

.@

Custodiane: Preparing Activity:
Army - CR DCA -DC
Navy - ON
Air”For- - 90 (Project,hsc-0167-01)

Reviaw Activities: Other Intarast:
Army - SC, CR, AD WSA - NS
Navy - AS, YD, MC, CM, ~, NC, EC, 5A TRI-TAC-TT
Air Forra - 1, 11, 13, 17, 99, 90
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AYESNDIX A - DATA TRANSMISSIONOSDER
@l,-w

‘l’heorder of transmiaeion of.the header ad data &scribed in this dotummt
i? r=olmd ,to the ottet level. Whenever a dfagram ehowa a group of octete,
the or&r of tranatiseion of those octets is the normal order in which they
are reed in English.For mple, in the following diagram the octete are
cransmitt.edin the order they are numbered.

0 1 2 3
I

O 1 2 34.6 67 S 90 1 23 4 66 7 S 901 2 34 66 7 8 9 01
# r t , 1 , , I 1 , , I

1 z 3 4 ..
* , , , I 1 , , , 1 , I * t , # 1 , t , * I I I

6 6 7 8
, , , , , 1 , m , I , , t t , a

9 10 11 12
II, , , , , , , , 1 , , 1 m1

FIGURE12. Tranamiaalon order of octets.

Whenever an octet represents a mu-ric qoantity, the left mat bit in the
diagram in the high order or moat significantbit. That is, the fit 3abaled
O fa the moat aignificattthis. For example, the following diagram rapreeenta
the value 170 (detimal).

m“-
FIGURE 13. Si@ ficante of bits.

Similarly,whenenr a multi-ottet field represents a nomeric quantity, the
left meet bit of the whole field is the most significantbit. When a multf-
octet quantity is transmitted the mtxt significant octet is transmitted
first.

I

.-.
@
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INSTRUCTIONS III ● CLIntlmdng edfti to n@a our stmdmdbtbn docuinenb better, tbe DoD Proviti thh form for w In
~b~t;hg ~mmants and pgyWloM for Improvamoti. “AU Wm of A* ~ docummti AM inyitedtnpmvido
.maSwtiOm.‘1’thfm -i M d-al, folddak.niltbeUueElndkakd,tapedal- tbEloose-O (DONOT sTAPLE);and
mdbd. Inbkwk 6, be m apdk u PCIWW S%Ut P@CUIU probh - ma u T.W* * IE4~ ~X*tiOn. WM

~ Wdt ~-, h?, -b~~, w w kfIcoMP@lbfo, and t$ve proposed WOdhg b wbkb would dleviata tba
mobkeuw. Enter h block 6 any reaurko not rehtad to a EPCCIfiCparagraph of the domwmnt. If block 7 h filledout,an
EckmwkedganentWsubeIMisdto‘WuWitblnao*YC b letyouknow”tb,tyiiucomutaahwem rec.elvadandareWIW
U.mddend.

NO17S: ‘S’h18form IMY not be umd to requsst mph of documenti, nor to mquti wdva~ dwiations, or ,cluifhtkon of

qxdhcatti WII@mmti on -.t.contmch COetE dmlttd on tbh fo@ do not COrIBWJ* a iMPIY ●uthofkat!on
tQ WSiVO~ pdiOII Of th. rrd~+ documytt(q) or ta amend ‘imntmctudre@mnen*. ..

(W dmu *II u.)

(mu 40nE Mb Ulu!

111111rl
NO P08TA0C
NECE~MY
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