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DEPARTMENT OF THE ATR FORCE
Washington, D.C. 20360

System Safety Program for Space and Missile Systems

MIL-STD-1574A (USAF)

1. This Military Standard is approved for use by the
Department of the Air Force, and is available for use by all
Departments and Agencies of the Department of Defense.

Z. Beneficial comments (recommendations, additio ons,
deletions) and any pertinent data which may be of use in
improving this document should be addressed to: SAMSO/AQM,
P.0. Box 92960, Worldway Postal Center, Los Angeles, CA.
90009, by using the self-addressed Standardization Document
Improvement Proposal (DD Form 1426) appearing at the end of
this document or by letter.
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an ceffective system safety program, commensurate with the
requirements of each phase of the acquisition process, is of
prime importance in minimizing risk of accidents and their

associated cost impacts during the systems test and )
operational phases. System safety responsibilities shall be

an inherent part of every program and the 1mp19mentat10n of
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tne t_ump;:.t.c system satetly program requires extensive
participation and support by manv disciplines and functional
participation anc support DYy many discipllines and tunctional
areas.

2. This document defines the management and technical
requirements of a system safety program beginning during the

conceptual phase of a development program and continuing
throughout a system's 11fe cycle. The requirements are
nracantad in a2 mannery whirh farilitatrteaec tailarinaga tn cnori fir
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program needs. It is the intent of this document that such
tailoring, implemented through contract negotiation, be
interpreted as meeting the requirements of this standard.

3. MIL-STD-1574A is a tailored application of
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1. SCOPE

) 1.1 Purpose. A system safety program, as specified
herein, establishes administrative and technical means by

which accident prevention requirements and policies are plan-
nec managed and 1mplemented into the total program effort.

The activities of the system safety program inciude: plan-
ning, management, design, analysis, research, operational
functions, auditing and training. The purpecse of the program
1s to 1dent1fv significant accident risk and defing methods
to cope effectlvely with that risk within program cost,
schedule, performance, and technical acceptability para-
meters. This standard defines the requ*rements for 1mp1e-
mentation of system safety programs coverlng the 1ife cycle
of the system. It includes the safety requirements for the
1ollou1ng activities/periods: design, development, test,

checkout, modification, production, servicing, refurbishing,
maintenance, transportation, handling, training, disposal,
dep;oyment and normal and contingency operations. This
Stancara also defines the management and technical tasks and
controls required to minimize accident risks caused D)’ human
error, environment, deficiency/inadequacy of design, and
component malfunction or interactions. Risks of concern are
those which could result in major injury or fatality to
personnel including flight or ground crews, or damage to the
system including support equipment and facilities.

1.2 Application This standard is applicable to all
systems involving the development and use of experiments,
flight vehicles, weapon systems, ground equipment and

facilities. A system typically includes the airborne and
pround support equipment required to interface and operate
with the flight hardware; the personnel and ground support

equipment required to service, test, checkout, maintain,
refurbish, transport and handle the flight hardware; the

ground and flight software required to checkout and control
the flight hardware; and the personnel required to service,
test, maintain, and operate the system.

1.5 Tailoring. The Purchasing Office will evaluate and
tailor each requirement of this standard to realize the

maximum compliance ccommensurate with the program phase being
considered. The requirements are presented in a manner which
facilitates ta110r1ng to specific program nceds. Tailoring

may take the form of addition, alteration or deletion of
tasks. In all cases, however, the inclusion of requirements
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, Qualified System Safety Engineer; 4.1,
nagement and 5.4, Safety Data, is mandatory.
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1.4 Compliance. Compilance with all contractually
imposed requirements of this standard is mandatory. Failure
to include any contractually imposed requirement in the con-

tractor prepared plan does not mean or imply that the
requirement is not applicable unless specific approval is
sranted by the Contracting Officer. A deviation rcqguest must
be submitted by the contractor in accordance with paragrapth
5.1.4 and approved by the contracting officer.

Z. REFERENCED DOCUMENTS: Not Applicable

3. DEFINITIONS

3.1 Accident. An unplanned event or series of events
that results in death or major injury to personnel or damage
to the launch vehicle, experiments, spacecraft, associated
support equipment or facilities.

3.2 Accident risk. Measure of vulnerability to loss,
damage or injury caused by a dangerous element, or factor.

3.3 Accident risk factor. A dangerous element of a
system, event, process or activity including casual factoers
such as design or programming deficiency, component mal-
function, human errcr or cnvirernment which can preopagate o
hWazard into an accident if adequate controls are not effec-
t'vely applied.

7 4 Credible condition. A condition that can occur and
is reasonably lr¥ely to occCur.
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ritical func

C tion. As applied to nuclear systems,
those functions which apply directly to, or control, or
reverse the enable, prearm, arm, unlock, release, Or
targeting functions.
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3.6 Damage. Breakage, mangling, mutilation or ruin of

items transmitted across system or component interfaces by
inadvertent internal or external action including component
failure and human error which could cause obstruction of
critical functions or require repair or replacement.

3.7 Deviation. An alternate method of compliance with
the intent of specific requirements.

3.8 Hazard. Au existing or potential condition that
can result 1n an accident.

3.9 Major injury. Any injury which results in admis-
sion to a hospital such as bone fracture, second or third
degree burns, severe laceraticns, internal injury, severe
radiation exposure, chemical or physical agent toxic expo-
sure, Or unconsciousness.

3.10 Program safety requirements. Program safety re-
quirements include the contractually imposed design and
operational requirements listed in compliance documents, or
system specifications. Program safety requirements define
system constralnts and capabllltles, establlsh acceptable and
unacceptable risk conditions, or specific design and
operational criteria and approaches.

-~ s
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3.11 Qualified System Safety engineer. A technically
competent individual who 1s educated at least to the bachelor
of science level in engineering or related applled science
and is registered as a professional engineer in one of the
states or territories of the United States or has equivalent

experlence approved by the Purchasing Office. This
chall have been assigned as a system safety

G Ll A —~—aa

TimAT el An:'l
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engineer on a full-time basis for. a mipimum of four years in
at least three of the six functional areas listed below:

a. System Safety Management
b. System Safety Analysis
c. System Safety Design

d. System Safety Research
e. System Safety Operations
f. Accident Investigation
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3.12 Safety concerns. Those identified safety critical
aspects or risk factors which cannot be satisfactorily
resolved or closed out by the contractor and must be elevated
to the purchasing office for resolution.

nt, operation,
1 for maior

LA 2

3.13 Safety critical. Any condition, eve
process, equipment, or system, with a potential
injury or damage.

35.14 Support equipment. Support equipment is all
system equ1pment requ1red to support the ground and flight
phases of the mission. Support equipment includes aerospace
ground equipment (AGE), maintenance ground equipment (MGE),
transportation and handlxng (T&H) equipment, and equipment
used to support system deployment (i.e., assemb y tools and
fixtures, test and checkout equipment, personnel support and
protection equipment).

3.15 System loss. Damage to an extent that renders
repair impractical. Requires salvage or system replacement.

4. GENERAL REQUIREMENTS

4.1 Safety program management.

.1 Management system. The contractor shall estab-
afe >ty management system to 1mn1nmnnf pro\'.ls-lgns of

12 A= PN >~ s

4.1
ish a3 safety man
this standard commensurate with the program contractual re-
quirements. The contractor program manager shall be respons-
ible for the establishment, control, incorporation, direction
and implementation of the S)Stem safety program policies and
shall assure that the accident risk is i1dentified and
controlled or eliminated within established program accident
risk acceptability parameters.

4.1.2 System Safety Program Plan. The contractor shall
prepare a System Satety Program Plan based on the require-
ments of this standard which are identified in the contract
Statement of Work (Ref. Data Item Description DI-H-7047).

The plans shall be 1mp1emented upon approval by the
Contracting Officer (PCO) and describe the system safety
activities required during the life of the contracted
program. The plan shall be updated at the end of each
program phase to describe tasks and responsibilities required
for the subsequent phase. The approved plan shall, on an
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c. Details of the method by which problems encountered
in the implementation of the System Safety Program
and requirements are brought to the attention of the
Program Manager.

d. Description of procedures to be used to assure com-
pletion of action regarding identified unacceptable
risks (paragraph 5.1.1.1.).

e. Descripti of methods to be used in impiementation
of each task identified by the tailored application
of this standard, including a breakout of task
implementation responsibilities by organizational
component discipline, functional area or any planned
sub-contractor activity (paragraph 4.1.3).

f. Description of internal controls for the proper and
timeiy identification and implementation of safety

- requirements affecting system design, operational
resources and personnel.

g. A schedule of the system safety activities and a
milestone chart (paragraph 4.2) showing relation-
ships of the system safety activities with other
program tasks and events.

h. Level of effort required for successful completion
of contractually required tasks.

4.1.3 System safety organization. The contractor shall
establish a System safety organization which has centralized
accident risk management authority delegated from the con-
tractor program manager, to maintain a continuous overview of

the technical and plannlng aspects of the total program. The
system safety organization shall he headed by an exper: ienced
system safety manager who shall be 61rect1y accountable to

the program manager for the conduct and effectiveness of all
contracted safety effort for the entire program. The system
safety manager shall meet the requirements established in
5.11. The system safety manager shall be responsible for the

prlmary control, direction, supervision, and management of
the technical safety aspects of the program. He shall under-
take himself, or direct accompllshment by personnel directly

under his supervision, the technical tasks of the system

safety program and provide guidance, assistance and surveil-
lance for the successfu? :lr'rnmn11c]\mpnf of QRFPT'V tasks to be

e o i CoJild Ul QuwuUilllpi a Jiinswaavr wa woha we,/ T

undertaken by others not under h:s direct supervision. Per-
sonncl 3551gned to accomplish the technical safety tasks

[@))
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shall have the necessary engineering qualifications and a
basic understanding of the system safety processes, but do
not have to meet the requxrements established in 3.11. Tbe
system safety manager shall be responsible for the effective
implementation of the following tasks for the program:

a.

o

-
.

]

Provide a single point of contact for the purchasing
office, all contractor internal program elements,
and other program associate or sub-contractors for
safety related matters.
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Maintain a log, for purchasing officc review, of all
prcgram documentation reviewed and record all con-
e o om L. = mwmomoaomen e e
currences, nonconcurrences, reasons for nonconcur-
TVonee A~ wacanlyvya an
A>3 [+ 3

rence, and actions taken to resolv ny nOnconcur-
rence (see 5.4.4).

Maintain approva! authority over safety critical
program documentation, and all items related to
safety contained in the contract data requirements
list (CDRL).

Cocordinate safety related matters with contractor
program management and all program elements and
disciplires.

Provide internal approval and technical coordination
on deviations to the contractually imposed system
safety requirements as defined in 5.1.4.

Conduct or arrange for internal audits of safety
program activities as defined in 5.6. Support
purchasing office safety audits and inspections as
required.

Coordinate system safety, industrial safety, and
product safety activities on the program to ensure
total coverage (see paragraph 4.6).

Establish internal reporting systems and procedures
for 1nvest1gat10n and disposition of accidents and
safety incidents, including potentially hazardous
conditions not yet involved in an accident/ inci-
dent. Report such matters to the purchasing office

as required by the contract.
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Provide participation in all requirements reviews,
preliminary design reviews, critical design reviews
and scheduled safety reviews to assure that:

(1)  All contractually imposed system safety
requirements including those imposed by this
standard are complied with.

7~~~
N
N

Safety program schedule and CDRL data deliver-
ies are compatible.
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involve or effect safety. Provide participation in
all safety related trade studies to assure that

System Safety trade criteria is developed and the
final decision is made with proper consideration of
accident risk (see paragraph 4.14).

1
r
ide the program manager the status of the
a Y program and open action items.
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p. Provide for safety certification {para 5.4.1; of
safety-critical program documentation and al! safety
data items contained in the contract data require-
ments list (CDRL).

4.2 System safety program milestones. The contractor
shall prepare a milestone chart for the system safety effort
specified by the purchasing office which identifies repre-

sentative tasks, applicable program milestones, input
required and program element respeonsibility for each, the
output to be provided, and the schedule related to program

milestones (Para. 4.1. 2g). Both program and safety
milestones shall be controlled by the program master schedule
(PMS) and internal operations directives. Program milestones
shall be the major checkpoints at which data verifying system
)dfCLy will be presented. The audit y.cgram (SEC pParagr ayh

S.6) shall be used to ensure major safety milestones and
checkpoints are met and proper data provided.

4.5 Integration function.

4.3.1 Intcgrating agency/contractor. The integrator
for the safety functions of all associate contractors will be
designated by the purchasing office. The purchasing office
itself, another Government agency, or a contractor may be so

designated. The system safety integrator designated to per-
form this function shall:

a. Prepare an integrated system safety plan which
establishes the authority of the integrator and
defines the effort required from each associate

contractor for integration of system safety require-
ments for the total system. Associate contractor
system safety plans shall be incorporated as annexes
to the integrated system safety pian. In addition to
the other contractually imposed requirements from
this standard, the plan shall address and identify:

~aca P V- S P R U~ DU - sa PRS- U § LRI G =]

(1) Analyses to be conducted by each associate
contractor and format to be utilized.
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(32) Schedule and other information cocnsidered
pertinent by the integrator.

{(4) The method for the develiopment of system level
requirements to be allocated to each of the
associate contractors as a part of the system
specification, end-item spec1f1cat1ons, and/or
other interface requirement documentation.

Initiate action through the contract manager to

ensure that each associate contractor is contract-

ually required to be responsive to the system safety
program. Recommend contractual modifications where
the need exists.

Conduct safety analyses of the 1ntegrated system,
operatlons, and 1ntertaces between assembied end
items. Analyses provxucu Uy associate contractors
(see 4.3.2) shali be used in the conduct of this

effort.

Provide an assessment of the accident risk presented
by the operation of the integrated system for
approval by the purchasing office.

Provide assistance and guidance to associate
contractors in the implementation of interface
safety requirements.

Resolve differences between associate contractors in
areas reiated to safety, especially during tradeoff
studies. Where problems cannot be resolved by the
integrator, a statement of the problem and the re-

commended solution will be provided to the
purchasing cffice for resolution and action.

Ensure that information required by an associate
contractor from other associate contractors to

accomplish safety analyses is provided in a mutually
agreed-to format for compatibility with the integ-
rating process.

Develop a system for normal interchange and feedback
of information related to safety between the pur-

chasing office, integrating contractor, and assoC-

po--
<D
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i. Schedule and conduct technical meetings between all
associate contractors to discuss, review, and integ-
rate the safety effort.

j. Notify in writing any associate contractor of their
failure to meet contract program or technical system

safety requirements for which they are responsible.
The integrator for the safety effort will send a
copy of the notification letter to the purchasing
office whenever such written notification has been
given.

k. Participate as an active member of the Purchasing
Office System Safety Group (SSG) and shall present
the integrated program safety status, results of
design, operations or safety reviews; summarize
hazard analysis results, identify all problems and

status of resolution; and accept and respond to

H 4 +«ha CC

P S P 3 S enwm e

action items assigned by the chairman of the SSG.

4.3.2 Associate contractors. Associate contractors
shall provide sufficient level of effort commensurate with
contractual responsibilities for conducting analyses of
effects on end items, or inputs, normal or abnormal, from
other subsystems until such time as the integrator determines
that such support is no longer necessary and such action is
approved by the purchasing office. The system safety manager

L£ me -~ el 3 I
for each associate contractor shall control his own subcon-

tractor system safety activities as defined in 4.4.

4.4 Subcontractors. Major subcontractors shall be
required to maintain suitable documentation of safety analy-
ses they have performed in formats which will permit incor-
poration of their data into the overall analysis program.
Major subcontractors shall be required to develop system
safety program plans that shall be included as annexes to the
prime contractor's system safety program plan. Lesser sub-
contractors and vendors shall be required to provide infor-
mation on component and subassembly characteristics including
failure modes, failure rates, and possible hazards, which
will permit prime contractor personnel to evaluate the items
for their impact on safety of the system. Applicable pro-
visions of this standard shall be included in all contr
with major subcontractors.

nr~re
avieo
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4.5 System safety group (SSG), and Safety Review Team
(CRT) civmnAr+ =
Lont J SUpporTtdc

4.5.1 The contractor shall provide support to the SSG

as required by the SSG charter

4.5.2 The contractor shall provide assistance to the
ty review team to the extent necessary to support the
m

~r _ o

sarety certification process.
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the System Safetv Program so th u m X n
industrial safety and toxicology activities. ThlS coordin-
ated effort shall assure that Government equipment or proper-
ties be1ng used or developed under contract are protected
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show that rlsk of dama those
through proper design, maintenance,
fied personnel using approved procedures.

o

and operation by quali-
This standard does

not cover those functions the contractor is required by law
to perform under Federal or State Occupational Safety and
Health, Department of Transportation or Environmental Pro-
tection Agency regulations.

4.7 Operational site safety. The contractor system
safety program shall enCOmpass operational site activities.
These activities shall include all operations listed in the
operational time lines, including system installation, check-
out, modification, and operation. Particular attention shall
be given to operations and interfaces with ground support
equipment and to the needs of the operators relating to per-

sonnel subsystems such as: panel layouts, ‘individual ope
tor tasks, fatigue prevention, biomedical con51derat10ns, etc.

4.8 Facilities. The contractor shall include facii-
ities in the system safety analyses activity (see 5.2).
Facility safety design criteria shall be incorporated in the
facility specifications. Consideration shall be g;ven to the
test operational and maintenance aspects of the progr

Identified requirements will
compatxblllty with standards e

P | | U b o
5pec1rxea DYy tre ae

PR 3] ~ 2 e~ ) SO
Health Regulations. The
cedures shall encompass

i

nclude consideration of the
equal to or better than those
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acceptance tests and operations. The procedures will include
inputs from the safety analyses and 1dent1fy test and
operations facility and support requirements. The procedures
shall be upgraded and refined as required to correct defi-
ciencies identified by the system safety analyses to incor-

porate additional safety requirements.

4.9 Range safety. Complxance with the design and
operational criteria contained in the app11cab1e range safety

Aan r
manuals regulations and standards shall be considered in the

system safety analysis of 5.2 and the system safety criteria
of 5.1.

4.9.1 Missile flight analysis. Flight analysis and
flight termination system requirements are applicable to the
system during all flight phases until payload impact or
orbital insertion. The Accident Risk Assessment Report shall
include all aspects of flight safety systems. (see 5.2.14.2)

4.9.2 Missile systems safety. Verification of system
design and operatlonal planning compllance thh range or
operating site acu.!:t.y' requirements shall be documented in the
Accident Risk Assessment Report. (see 5.2.14.2)

4.10 Test safety. The contractor shall establish
internal procedures for identification and timecly action on
elimination or control of potential hazardous test conditions
induced by design deficiencies, unsafe acts or procedural

errors. Procedures shall be established to identify, review

and supervise potentially hazardous, high risk tests
incluaing those tests performed specifically to obtain safety
data. The contractor system safety organization shall:

e = e R =

a. Review and dpprove of test pians, prOCedures and
safety surveillance procedures and changes to verify
incorporation of safety requirements identified by

S pellito

the system analyses of 5.2 (See 5.2.10).

b. Assure that an assessment of accident risk is
included in all pre-test readiness reviews.

[®]

4.11 Support equipment. Safety requirements for support

il st i G | o
equipment shall be identified in the system safety analyses
(see 5.2). Support equipment safety design criteria shall be
incorporated in the segment specifications. Safety require-
ments for ground handling shall be deve‘oped and included in
the LTaﬂSpOTLdLIUH and handling plans and procedures. Safety
requirements {or operations and servicing shall bhe included

13
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in the operational procedures. The procedures shalil be up-
~mm 1 PRt B IR | ~ o~ redu PR | 4 m em o am o2 m - AL~ memms A o
grdadcdad diid 1cCIl1llltd do5 lTecyuliicd LU Loullcll ucpicivciivics tilat
could damage equipment or injure personnel. Special

attention shall be given to the planning, design and refur-

bishment of reusable support equipment including equipment
carried on flight vehicles to assure that safety is not
degraded by continued usage. Identified requirements for
support equipment used at the operational site but not car-
ried on flight vehicles shall include consideration to the
compatibility with standards egual to or better than those

“uUmipatLiviiinvy Wi LIl St uo wal vasilaaa Vo

specified by Federal and Air Force Occupational Safety and

Health Regulatxons.

4,12 Nuclear weapon safety. The Department of Defense
has established four safety standards that are the basis for
nuclear weapon system design and the safety rules governing
nuclear weapon system operation. These standards require
that, as a minimum, the system design shall incorporate
positive measure to:

a. Prevent any nugclear weapo n involved in an accident

or incident, or a jettisoned weapon, from producing
a nuclear yield.

b. Prevcat deliberate prearming, arming, launching,
firing, or releasing of any nuclear weapon, except
upon execution of emergency war orders or when
directed by competent authority.

c. Prevent 1nadvertent prearming, arming, 1axnch1n 5
firing, or releasing of any nuclear wea po

d. Ensure the adequate security of each nuclear weapon.
The contractor system safety effort on a nuclear weapon
system program shall directly support the objectives included
in these standards.

4.12.1 Critical function control. The contractor shall

provide assurance that the four nuclear safety standards of
4,12 are met by designing each nuclear weapon s¥stem to
control critical functions in the sequence Teadlng to

P R A e £ ha wa 3

detonation of the weapon. As a minimum, thc functions listed
: . A ; - -

belew are designated as critical and require specific safety

devices er means for their control.
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b. Intent Command signaling (weapon prearm function).

c. Arm/Unlock and Ignition/Release Commands (Launch or
release function).

d. Launch/Release Environmental Sensing (Final Arming
function).

4.12.2 Special nuclear safety analyses. The normal
hazard analyses and Accident Risk Assessment specified in
para 5.2 of this standard apply to nuclear weapon systems.
However, because of the dire political and military consequ-
ences of an unauthorized or accidental nuclear or high explo-
sive detonation, additional analyses are specified to demon-
strate positive control of nuclear weapons in all probable
environments. The following analyses, in whole or in part,
shall be performed by the contractor on nuclear weapons pro-
grams as specified by the purchasing office:

a. A quantitative analysis to assure that the probabil-
ity of Inadvertent Nuclear Detonation (IND), Inad-
vertent Programmed Launch (IPL), Accidental Motor

Ignition (AMI), Inadvertent Enabling or Inadvertent
Prearm (IPA) meets the numerical reqniremengs speci-

L ivaim \4ALxinvy myo o iAW AW L A (PP O G -

ficed in applicable nuclear safety criteria
documents.

b. An Unauthorized Launch (UL) analysis to define the
time, tools and equipment required to accomplish
certain actions leading to unauthorized launch. The
results of this analysis are used by the nuclear
safety evaluation agency in determining which com-
ponents require additional protection, either by
design or procedural means.

c. A Nuclear Safety Crosscheck Analysis (NSCCA) of
software and certain firmware which directly or
indirectly controls or could be modified to contrel
critical weapon functions. This analysis, by an
independent contracting agency, must determine that
the final version of software or firmware is free
from programming which could contribute to unauthor-
ized, accidental or inadvertent activation of criti-

cal system function.

d. A Safety Engineering Analysis (SEA) of all tasks in
modification or test programs at operational sites.

This analysis is specifically oriented towards

15
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identifying hazards to personnel and equipment in

the work area and is in addition to the analysis of

the safety impact of the change to the weapon
system."

4.13 Radiological safety.

4.13.1 Radioactive sources. The contractor shall con-
duct safety analyses for all applications of radioactive
sources, nuclear power systems, and other systems having
sources of 1onlz1ng radiation. This analysis shall include a
complete assessment of the accident risk in the following
areas:

a. Normal mission analysis:

(1) Transportation, handling, calibration, testing
and processing during pre-launch operations at

- the launch site including use of nonflight
sources.

(2) Flight safety (launch, flight to orbit or
ballistic reentry, and random reentry).

(3) Recovery operations at mission termination
site.

b. Contingency analysis:

(1) Operational site accident (fire, explosion,
impact, rupture, dispersal, and release
quantity).

(2) Flight accident.

(3) Abnormal re-entry, recovery, or disposition.

(4) Abort conditions.

(5) Accident mode and characteristics.

(6) Accident probability, normal miscsion, and
worst case accident consequences.

(7) Chemical toxicity and external radiation.

(8) Conclusions.

4.14 Trade studies. System safety engineering
personnel shall participate in all trade studies that have

16
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as being safet lated (see 4.1.3 n).
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tem Safety engineering shall ensure that safety impact
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4.15 Government furnished equipment ana propert
Where safety analysis or risk assessments are not pro
with Government furnished equipment and property, the

contractor shall 1dentzéy this deficiency to the purchasing
office as a safety concern. Upon purchasing office direction
the contractor shall perform a system safety analysis in

accordance W1th paragraph 5 An accident risk assessment,
s3 el
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4.16 Government furnished data
required to compiete contractead satety
the contractor shall identify this defi
purchasing office as a safety concern.
office direction the contractor shall ini

develop or obtain the required data.

on purcha51ng
iate efforts to

5. DETAILED REQUIREMENTS

5.1 System safety criteria. Effective accident control
involves many aspects of system engineering including con-
>iderations of severity and cost versus 1mpact potent1a1

_____ ’\1

basic de51gn optlons reaction time and pruucuhxa; controls,
etc.

5.1.1 Hazard level categories. The contractor's
accident risk assessment efforts and related hazards analyses
shall reflect relative severity and probability of
occurrence. These categor1es shall be be used for tracxlng

risk reduction. Probability of occurrence and severity may
be expressed qualitatively or quantitatively as dictated by

e .
specific program requirement. Whatever method is used,

’—I
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conditions such as those in the following subparagraphs shall
be taken into consideration.

5.1.1.1 Unacceptable conditions. The following
examples of representative safety critical conditions are

= R L= ]

considered unacceptable. Positive action and implementation
verification is required to reduce the risk to an acceptable
level as negotiated by the contractor and the purchasing

office.
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(1) Damage which inhibits launch, staging, primary
or secondary means of separat1ng the payloaa,

[P A -~

aeployment of solar panels, firing of space-

craft or retro-rocket motors, or otherwise

prevents the successful deployment or posi-
tioning of the vehicle for orbital operations,
retrieval, reentry, or landing operations.

™
N
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Inadvertent arming or ignition of ordnance
devices; inadvertent actuation or deployment
Of solar panels antennas Staging de\!iCES;
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-uated covers, shrouds or any other
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safety critical device; inadvertent activation
of hazardous electrical power or initiation of
a command sequence which could cause an acci-

dent; overpressurization of a propellant or
1. 2 F2Y

Ao cveto

nign pressure gas sysiém.

(3) Uncontrolled or unplanned venting, dumping,
ejection, or leakage of propellants, corrosive
materials or high pressure gases.

(4) Malfunct1on, accidental operation of any
single component, or any human error which
could result in the pre-arming, arming,
launching, firing or releasing of a nuclear
weapon.

Dual independent component failures, dual human

errors, or a combination of a component failure and

a human error involving safety critical command and

control functions such as engine firing or stage

separation that could result in system loss.

18
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Generation of hazardous ionizing radiation or RF
energy when no provisions have been made to protect
personnel or sensitive subsystems from damage or
adverse effects.

1

t that are specified as unac-
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Packaging or handling procedures and characteristics
which could cause an accident for which no controls
have been provided to protect personnel or sensitive

Acceptable conditions. The following approaches

are considered acceptable For correcting unacceptable condi-
tions such as those referenced in 5.1.1.1 and will require no

further analysis once controlling actions are implemented.

Specific verification of implementation and effectiveness of

controlling actions shall be provided (see 5.2.12).

analveicg
anaiysis

Hazard

showing identification, correction; and close-outs

S AANS YV A ik - —ie W

shall be included in the accident risk assessment report.

a.

.appear to offer adequate protection

A system design which requires two or more human

errors or which requires two or more independent
failures or a combination of independent failures
and human errcor to result in an accident that does
not involve safety critical command and control
functions which could cause system loss. Even

though the unlikely event of multiple failures may

, TEe
monitoring and specific flight preparati
ations should be specified to assure ac i
levels. When redundant components are utilized to
mitigate accident risk, provisions shall be made to
verify operation of both redundant components prior
to entering into irreversible portions of safety
critical functions.

System designs that require at least three independ-
ent failures. or three human errors, or a combin-

tion of three independant failures and human errors
for safety critical command and control functions
such as engine firing or stage separation before any
inadvertent operation occurs that could result in
system l1oss.
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flammable materials.
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shall be dealt with at the highest feasible order

of precedence. Corrective action to be taken shall be in the
following order of precedence:
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Design for minimum hazards. The contractor system
safety organization shall ensure, to the maximum

N
(=}



Downloaded from http://www.everyspec.com

-

n
.
q

-
w
—3
CJ
)..»
w
~7
.
b3
—~~
w
b=
oo
[

extent practical, the inherent safety of the system

through the use of appropriate design features and
qualified components. These features shall be sub-

their compatibility with maintenance, test and
mission operations, and other task requirements. in
addition, the design features shall be reviewed t
minimize the probability of safety degradation

i Yo
because of human error. Particular attention shall
be paid to primary system design to assure gradual
degradat1on of function to permit detection of

impending hazardous conditions in sufficient time to
complete automatic or manual control actions.
Safety devices. Ri s wblch cannot be tota con-

1 t
trolled through des election, or which
discovered too late for ba51c system redesign, shall
be reduced through the use of appropriate safety
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devices, such as mechanical internal barriers or
inhibiting mechanisms, as part of the system, sub-
system or equipment.

Protective systems. In instances where accident
risk exists and cannot be totally eliminated, the
contractor shall provide for employment of approprl-
ate protection systems (i. e., fire suppr6551on.

radiation shielding, explosion or detonation blast
cehialde at~ )
LA viNI Yy DL\--}

Warning devices. Where it is not possible to

totally preclude the existence or occurrence of a

known condition with a significant accident risk,

reliable devices w1th proper emergency plans and
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12 1
ized within 11ke tv es of
probability of improper personnel reaction to
51gnals. Personnel shall be properly trained
regardlng the purpose of the warning devices an
what to do when signals are activated.

Spe

reduce > }
system de s1gn or the use of safety or warnin
devices, the contractor shall develop approprlate

emergency procedures to effectively limit initiation

of hazardous sequences. Provisions shall be made to
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train personnel regarding the use of these proced-
ures. Demonstrations shall verify the effectiveness
oi such procedures. Control of hazardous conditions
by procedure alone shall be carried as a safety

concern and shall require approval by the System
Safety Manager, contractor nager
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nts. The cont act hall continue to expand the cri
and requirements for inclusion in development specificati
during the subsequent program phases. Safety criteria,
requ1rements and an assessment of compllance, will be pre-
sented at appropriate program milestones such as preliminary
design-review (PDR) and critical design review (CDR) and at
scheduled safetv reviews. The contractor shall lmplement a
closed loop system for assuring corrective action initiation
and close-out for all safety related open items resulting

from design and safety reviews.
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5.1.4 Deviations. Contractor compliance with all con-
tractually imposed technical and policy safety requirements
is mandatory unless the exceptions are approved by the

contracting officer. Requests for dev iation will be prepared

through the system safety manager to the purchasing office.
The request shall include:

a. Identification of document, paragraph number, and
full statement of the requirement.

b. Statement of the exception being requested.

c. Detailed description of the proposed equivalent
requirement, policy method, or process to be used.

d. When requesting deviation of any contractually
imposed technical system safety requirement, com-
plete detailed technical justification for the
exceptlon cluding ana ysis to show that the

1 t the p sed alternate requirement
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e. Statement of impact should the exception be disap-
proved.

—
o
<

Y the system s afe manager, th q will
be processed in accordance with prov1sions of the contract.
Deviations approved by the contracting officer will be main-

tained as an appendix to the accident risk assessment report.
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5.2 System safety analyses. The contractor shall sub-
ject the system to a continuous iterative process of system-
atic accident risk identification by qualitative analysis.
System safety analyses and their interrelations are discussed
in the following subparagraphs. Qualitative analyses shall
include the technlques of inde ependent systems safety engil-

neering analysis, or other related analyses and utilization
of system safety check lists. Each identified accident risk

factor shall be resolved and verified in accordance with
garagr aph 5.2.12 before being considered closed. Any acci-
ent risk factor that can not be resolved and verified in

accordance with paragraph 5.2.12 or any safety check list

noncompliance item shall be considered as a safety concern

and will require program management action. The contractor

shall require documentation of contracting office decisions,

if any, to accept risks associated with an 1dent1f1ed safety
T

umentation sha 11 he included +he
il i WG W4 Vi Al ve Al il UL lll Cile

sment report While the analyses are
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ith the program phase.

3
3.
;
D

t ot~

~
»

[ B
-

7]
v e (N
® ®in ¢

O =N O
3 "0 H‘)'U}l‘!

n+=p N
j= N7, e}
otk oW1}
= g o W]
c

(]

[}

n
+H 0
(o]

o}

ct

0O

o]

3

3

]

o]

n

c

-

x W

wn

o

o}
[41)

a8V K¢

—1 .
ry -
(o]
e
v
n Ll
O
S 73 0O
Q. - O
o =]

shal

initial evaluat
risk factors. L1sted below ar
cal subsystems and operations as
fiight vehicle:

W

safety criti-
a typical

M @ = <
0@ W e
oS n<ln
e+ v
T+

t®n
(2 BT K ad
(1]

eI lial .

(1) Handling operations: transportation, lifting,
or rotation of vehicle elements or major
assemblie5° mating/demating of stages,

nd materials (see

+~
-
o
~—

23




o

(3)

L&f)

ko)
J

(4]

Downloaded from http://www.everyspec.com

Cryogenic fluid handling operations, propellant
handling operations, system leak tests.
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nsiderations.
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Propellant loading systems, safe and arm pro-
visions, ignition control, propellant condi-
tioning such as specified mixing ratios of
propellants and ambient environmental condi-
tions, leak checks, system activation, and
safing. Solid motor assembly and test.

Pressurization system: proof
loading and off-loading of p

propellant tank pressurization control, emer-
ization, post-mission safing,

Attitude control system: 1leak checks, propel-
lant and pressurant loading or offloading,
system activation, and safing.

Ordnance: handling, transporting, i
and removing, connecting and disconn
checkout, storage and safing for abo
missions in all phases of pre-mission and post
mission activities.

power:
1 d act
and power-up or pc
vehicle power supp
of power supplies.
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Communications: Transmission of safety criti-
cal systems data and reception of commands to
control/override safety critical functions and
range destruct command uplink.
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(9) Instrumentation: Sensing and measurement of
safety critical parameters, including those of
caution and warning displays.

(10) Structural interfaces: Payload attachments and

stage or spacecraft separation provisions.
(11) Lasers: all operations involving lasers.

The complete list of safety critical aspects, including
associated accident risk factors developed as a result of the
preliminary hazards analysis, shall be refined as designs and
operational planning develop and shall provide the basis for
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5.2.2 System safety checklist. The contractor sh

i
ensure that safety requ1rements have been satisfied by use of
suitable checklists or other_effective means and a closed
loop system verificat e requirement source and verifi-
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cation of 1mplemertaticﬁ by reference to the applicable
specification, drawing, procedure etc., shall be pxuVldcd for

each checkllst item. The close-out action shall be signed
off by the safety manager and the applicable subsystem
managers. Each noncompliance item shall be documented by a
hazard report and satisfactorily resolved before being
closed. A composite response will be presented at safety
reviews as an assessment of compliance with requirements.

5.2.3 System hazard analysis. The contractor shall
perform a subsystem and system level hazard analysis for each
system element being developed to provide a comprehen51ve

evaluation of the risk belng assumed when each system element
ation This analys1s shall 1dent1fy accident

gn ria and operational con-
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5.2.4 Interface hazard analysis. The contractor shall
analyze the Interface and interactions between each system
eiement being developed and all other system elements (launch
vehicle, experiments, payload or reentry vehicle, stage
vehicle, support equipment, facilities, ground crew, flight
crew, etc. ) to 1dent1fv and control or eliminate all accident
risk factors that could be transmitted across these inter-
faces within the parameters specified by paragraph 5.1 and

applicable interface control documentation.

5.2.5 Integrated system hazard 2nalysis. The con-
tr actor shall perform an integrated system level hazard
analysis to prov1de a comprehens1ve evaluation of the risk

being assumed when the assembled system is put into oper-
ation. This analysis shall identify accident risk, establish
design cr1ter1a and operatlonal constraints to eliminate of
control accident risk, and provide the basis for final
accident risk assessments. The analysis shall consider the
complete system in all planned and contingency operations
1nc1ud1ng product1on, deployment, maintenance, repair, hand-
ling, storage, transportation, testing, assembly and check-
out, launch base operations, flight operations, and

dlsposal. Flight operations include payload or spacecraft

...... --_. P | . -
separation and positioning in orbit for cperation or bal

a
listic reentry and include those conditions which have
accident potential and could result in damage to the launch
vehicle, upperstage, experiments, spacecraft or reentry

vehicle. Conditions which only results in performance

£
L

degradation are con51dered to fall within the jurisdiction o
tne eng1neer1ng and reliability functions. The contracter
shall assure that all interfaces within the system have been
appropriately analyzed, and shall conduct such system level

analyses as necessary to complete the integrated system
hazard analysis.
2 Software safety analysis. The co

6 n
he software of a system element to id
an‘| ts oOr Aaficienci

SCX erre , £aulitTs dgericilencies reiatii
itical commands and control functions. The analy51s
shall concentrate on potential errors in program requirements
definition, design, logic, coding, input device, mathematics
and maintenance and shall consider overlapping Eond1t1ons to
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assure that a non-planned event does not oCCur becausé Oi two
routines changing a set state. This task shall include
review of computer program development specification, flows,
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and forms "B". The analysis shall cover the human interface
and the hardware/software interface and evaluate both the
effect of the software on other system elements and the
effect of other system elements on the software. The
nalysis shall assure safety critical functions are adequ-

]JL 241Q LA L R e ~ A wia s A was v v A W i

y protected by inhibits, interlocks or hardwire. The

1
ults of the software safety task shall be a primary input
the verification and validation software testing activity.

= et

operation or use. This analysis shall identify and eliminate
software errors, faults or deficiencies relating to safety
critical commands and control functions. The analysis shall
concentrate on potential errors in program requirements
definition, design, logic, coding, input device, mathematics
and maintenance and shall consider overlapping conditions to
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assure that a non-planned event does not occur at the inter-
faces of system elements because of two routines changing a
set state. This task shall include review of computer

program development specifications, flows, forms "B" a
safety critical functi ified in paragraph 5.2
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......... 1e ! We f re interfaces across
system elements at the system level and evaluate both the
effect of the software on all system elements and the effect
of other system elements on the software. The analysis shall
assure safety critical functions are adequately protected by
inhibits, interlocks, or hardwire. The results of the soft-
ware safety task shall be a primary input to the verification
and validation software testing activity. The contractor
shall assure that all interfaces within the system have been
appropriately analyzed and shall conduct a system level soft-
ware safety analysis as necessary to complete the integrated
system analysis.

5.2.8 Operating hazard analysis. The contractor shall
perform an operating hazard analysis for each system element
being developed to ensure a systematic and complete evalu-
ation of the functional aspects of the system This anal

shall include developing safety sequ
e'\

e
tasks which require mandatory sequenc
concurrent tasks are permissible. The an
m safety analysis and the test operations
P i

te
TR TEe s /s TEETES /
diagrams, and shall provide the basis for
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inputs to detail test operation and maintenance plans and
procedure review. Analysis or test shall verify design
action to limit operation and interaction or sequencing of
subsystems or components within the system element, as well
as procedural control of accepted risks.

5.2.9 Integrated operating hazard analysis. The con-
tractor shall perform an integrated system 1eve1 operating
hazard analysis to ensure a systematic and complete evalu-
ation of the functional aspects of the system. This analysis

shall include developing safety sequence charts to identify
tasks which require mandatory sequencing and whether or not
concurrent tasks are permissible. The analysis shall be
based on the system safety analysis and the test operations
functional flow diagrams, and shall provide the basis for

inputs to detail test operation and maintenance plans and
procedure review. Analysis or test shall verify deslgn
action to limit operation and interaction or sequencing of

system elements as well as procedural control of accepted
risks. The contractor shall assure that all interfaces with-

in the system have been apppropr ely analyzed and shall
conduct such system level aualyses as necessary to complete
the integrated operating hazard analysis.

5.2.10 Test/operating/maintenance procedures. Each
test, operat1ng Or malntenance proce&ure including computer
ccntr011ed test sequences shall be reviewed by the system
safety manager or his designated representative. The review
shall be based on available data including the results of the
system safety analysis and operating hazard analysis. Test,
operatlng or maintenance procedures that involve or effect
safety shall be designated as safety critical procedures.
Each procedure shall be validated prior to the first oper-

ation. The system safety manager or his designated repre-

sentative shall participate in the validation process. The
system safety manager or his designated representative shall
approve and sign each validated safety critical procedure

when it meets all safety requirements and contains appropr-
iate caution and warning notations. Deviations from approved
safety cr1t1ca1 procedures shall require reassessment of the
procedure and approval of the system satety manager or his
designatcd representative. The system safety manager or his
designated representative will also review all changes to
previously reviewed procedures to assure the changes do not

impact or effect safety. -

5.2.11 Related analyses. The hazard identification
process shall not duplicate other program analyses but shall

28
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utilize data produced by them. For example, the failure mode
and effects analys1s can be utilized to provide for identifi-
cation of 51ngle or mult1p1e failure p01nts presentlng acci-
dent potential. The analyses format and procedures shall
include provisions for identification of safety critical
failure modes. This does not mean, however, that these
related analysis techniques can be substituted in total for
the system safety analysis process.

$.2.12 Implementation and effectiveness verification.
The contractor, as a part of the safety anaiyses, shall
develop verification criteria for each identified accident
risk factor. The verification criteria shall identify the
method or combination of methods that will be used to assure

that the proposed design or procedural solutions have been
implemented and also assure that these solutions meet the
program safety requirements. ver1t1cat1on methods include
examination of specifications and drawing, review of pro-
cedures, -independant analysis, inspection, demonstration,
test, or combinations of these activities. Tests and demon-
strations conducted shall conform to the requirements of
4.10. Verification of implementation and effectiveness shall

be completed and documented on the hazard report (see

[T,

5.2.14.1) before any item will be considered closed. The
manage ut by

a ar~rh 3 e A ‘.1--_ _
system safety manager shall a“provc each item closed-o

5.2.13 Accident risk assessment. The contractor shall
develop and implement a comprehensive accident risk assess-
nt procedure comensurate with system safety and other
ogram requirements to evaluate the overall accident risk
and associated contreols for the system element/s on
contract. The accident risk assessment procedure shall be an
integral part of the overall program risk management acti-
vity. The implementation of design and operation controls
shall be balanced agalnst cost, performance and schedule
constraints. The accident risk assessment shall be a quali-
tative evaluation of the interrelationships between the
applicable system elements including asscciated pe
support equipment, software, and facilities. Acci
assessment procedures shall apply to system develonment

trade-studies, operations planning and system modifications

@

H =3
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(oW}

or changes. The accident risk assessment shall be measured
against established accident risk acceptabll1ty parameters
including those specified in para. 5.1. As a part of the
accident risk assessment, the contractor shall review and
evaluate the results of all system safety analyses and dats,
related engineering analyses and data, and applicable

~
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test and operatlons analysis and data and shall conduct
additional analysis, as required, to assure that safe
operating limits and constraints have been established and

that all accident risk factors have been identified and
either satisfactorily eliminated or controlled within the
specified accident risk acceptability parameters or design-
ated as safety concerns. The acc1dent risk assessment must

clearly specify the additional accident risk involved with

U W PR - = om am oem -~ _4.1.~:-..._. A~~~ oo - o m...- -
each safety concern. The additional accident risk must be
accepted by the purchasing office before the safety concern
is closed.

5.2.14 Analysis documentation. The contractor shall
document and report the results of the analysxs activities to

provide required visability and tracibility for management
decision and safety certification

§-2.14.1 Hazard report. A hazard report for each
accident risk factor 1nclu81ng those conditions defined in
§.1.1.1 and non-compliance safety checklist items shall be
prepared by the contractor system safety organization. Each

hazard report shall include information on how the hazardous

+a
-

intA an a
into an accident,

condition can propagat the poteu.‘,-
effects, and whether any established safety requirement has
been violated. The hazard report will include recommended

corrective action to be initiated. Schematic drawings with
the critical paths or pertinent areas identified should be

attached as necessarv for lllustratlon purposes. The hazard
report shall be used to document the status of actions taken
on each identified accident risk factor. The hazard report

will be jointly resolved between the responsible engineering

activity and the system safety organlzatlon. Close-out
action shall provide traceability and shall be verified (see
§.2.12) and approved by the contractor system safety manager
ram manager. The hazard reports shall be incorpor-
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element/s on contract to verify that the system
and operational planning meet program requirements
(Data Ttem Descr1pt1on DI-S-30565A). The report shall be
based on the system safety analysis tasks that have been

performed. The report shall provide a comprehensive
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4.2 Accident risk assessm
a ent 1
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evaluation of the overall system accident risk, identify
operating limits and constraints, and constitute the safety
baseline for operational planning and system modifications.
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a qualif system safety engineer (
aragraph 3.11) and that the system can be operated safely
w1th1n the parameters specified by the accident risk assess-
ment report (see 5.2.14.2).
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5.4.2 Non-deliverable data. Information necessary for
contractor's conduct of the system safety effort but not
contractually required to be submitted shall be available for
on-site review on request to persons authorized by the pur-
chasing office.

5.4.3 Data acquisitions and dissemination. The con-
tractor system safety manager shall:

a. Pursue an aggressive program of acquiring and main-

taining current safety related information and data
pertinent to the contract.

w
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b. Establish a system of safety information feedback to
their design and safety personnel and to those of
their associate and subordinate contractors.
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Safety da dt
repe ive design or Drocedura deficien-
(2) Information on operat10na1 systems which
are 51m11ar to the system under this contract and
should be studled for past safety problems and tne1r

solutions; and (3) Authority for access of personnel
to nonproprietary information on accident and

failure causes and preventlve measures in possession
of Government agencies and contractors involved with

those systems.
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ta files. The contractor shall maintain safety
enerated on the program in the program safety
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shgulno concurrence or non-concurrence,

v

main d
r nonconcurrence and corrective action taken to

resolve the problem. The log shall be available for review
by the purchasing office. The system safety organization
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shall also organize and maintain frequently used reference

tain

(

5.5 Training. Safety inputs to training programs shall
be tailored to the personnel categories involved, and

included in lesson plans and examinations. Safety tra1n1ng
will include such subjects as: Hazard types, recognition,

causes, effects, and preventive and control measures;
procedures, checklists, and human error; safeguards, safety
devices, and protective equipment; monitoring and warning
devices; and contingency procedures. Safety tra aining

programs will be developed and provided for spec1f1c types
and levels of personnel: i.e., managers, engineers and
technicians involved in the desi product assurance, te
operations, production, and fi t

f = A crimm A narcnannnal !J.

and field auyyul"t. personne.
completed a training course in safety principles and
methods. Specific certification requirements will be
estabiished by a program certification board that includes
the system safety manager as a member. Contractor safety
training shall also include Government personnel who will be
involved in contractor activities.

5.6 Audit program and program reviews. System safety
audits shall be conducted by the system safety manager and on

(92 ]
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a periodic basis by a contractor management team independent
of the program. The audit shall measure the status of each
safety task, interrelationship between safety and other
program disciplines, identification and implementation of

safety requirements/criteria, and documented evidence whlch
reflects planned vs actual safety accomplishment. nacn audit
shall evaluate program milest

S Luuc> , incompatibilities tha

deficiencies are revealed by the audits. The system safety
manager shall also support Government system safety audits as
may be directed by the purchasing office. Components, equip-

ment, conditions, designs, or procedures which prov1de
unusual safety problems, shall be audited. Audits shal
include verification or corrective action on problems
revealed by previous audits.

5.6.1 Subcontractor audits. Subcontractors shall be
audited by the prime contractor to ensure that: (1) They are
producing items whose design or quality will not degrade
safety; (2) Safety analyses are conducted as required; and
(3) Problems are being brought to the attention of their own
program managers and prime contractor management.

5.6.2 Program reviews. The system satety manager shall
participate in all scheduled program, safety and design

reviews. Presentation of system safety program status and
cafetv nrobleme hn\nng program 1mpa_gt sh_all be included in

SadsL vy yivLitiios s Vo ail

each program review. Presentation of hazard analysis status,
identification of unacceptable accident potentlals, and
hazard reduction status, shall be included in each formal
system review.

6. NOTES

6.1 Data requirements of this standard shall not be
delivered to the purchasing office unless specified by the
Contract Data Requirements List (CDRL).

CUSTODIAN PREPARING ACTIVITY
AIR FORCE-19 AIR FORCE-19

(PROJECT 1810-F019)
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