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FOREWORD

1. This Military Standard is approved and mandatory for use by all Departments and Agencies of
the Department of Defense (DoD) in accordance with Joint Technical Architecture (JTA)
Version 3, dated 15 Nov 99.

2. Beneficial comments (recommendations, additions, deletions) and any pertinent data which
may be of use in improving this document should be addressed to: AFCA/ITS, Scott AFB, IL
62225-6343, by using the self-addressed Standardization Document Improvement Proposal (DD
Form 1426) appearing at the end of this document, or by letter.

3. This document contains technical standards and design objectives for minimum interface and
performance standards pertinent to voice frequency band modulators-demodulators (modems)
which operate in both long-haul and tactical communications systems. The terms '"system
standard" and "design objective (DO)" are defined in FED-STD-1037. In this document, the
word "shall" identifies mandatory system standards. The word “should” identifies DOs that are
desirable but not mandatory.

il
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1 SCOPE
1.1 Scope.

This document establishes mandatory technical standards and design objectives (DO) that are
necessary to ensure interoperability and to promote performance among data modulators-
demodulators (modems) used in the voice frequency (VF) band of long-haul and tactical
communications systems. This document also provides guidance to the designers of new data
modems that incorporate characteristics not yet standardized by specifying the technical
characteristics of data modems currently in the inventory. The purpose of this guidance is to
ensure attainment of minimum acceptable performance and maximum interoperability between
existing and future data modems with specified transmission channel conditions.

1.2 Applicability.
These standards are mandatory within the Department of Defense (DoD) in the design,

development and engineering of new communications facilities for both narrowband and
wideband long-haul and tactical systems. In some cases, reference is made to other documents
that provide standards for specific applications. It is not intended that existing systems be
immediately converted to comply with the requirements of these standards. New systems, and
those undergoing major modification or rehabilitation, conformance to these standards is subject
to current procurement regulations. This document is applicable to the design and development
of new data modems with standard data signaling rates up to and including 19200 bits per second
(bps) used in long-haul and tactical communications systems. This document is not applicable to
high frequency (HF) data modems used in the Tactical Digital Information Link (TADIL) A. The
HF data modem standards for TADIL A are published in MIL-STD-188-203-1.

1.3 Application guidance.

Requirements in this document, if applied as intended, ensures interoperability and performance
of data modems having the same or similar functions. The variety of data modems is limited to
that which are essential to effectively support the missions of the military forces. It is not
intended that the standards contained in this document inhibit advances in communications
technology. Such advances are encouraged by including DOs that should be used if economically
feasible. Additionally, standardizing parameter values but not the technology that may be used to
meet these parameter values facilitates such advances. Minimum performance requirements for
the high frequency (HF) serial (single-tone) and parallel tone modem waveforms are specified in
table XX and table B-XII, respectively. The specified values shown represent HF modem
performance under ideal test conditions. To identify the minimum acceptable performance
available to users, many factors, including operational test and evaluation must be considered.
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2 APPLICABLE DOCUMENTS

2.1 Government documents.

2.1.1 Specifications and standards.

The following specifications and standards form a part of this document to the extent specified
herein. Unless otherwise specified, the issues of these documents are those listed in the issue of
the Department of Defense Index of Specifications and Standards (DODISS) and supplements
thereto, cited in the solicitation (see 6.2).

SPECIFICATIONS
MIL-C-28883 Military Specification for the Advanced Narrowband
Digital Voice Terminal (ANDVT) Tactical Terminal
(TACTERM) CV-3591 and Ancillaries
STANDARDS
FEDERAL
FED-STD-1035 Coding, Modulation and Transmission Requirements for
Single Channel Medium and High Frequency
Radiotelegraph Systems Used in Government Maritime
Mobile Telecommunications.
FED-STD-1037 Glossary of Telecommunication Terms

FEDERAL INFORMATION PROCESSING STANDARDS (FIPS)

FIPS-PUB-133 Coding and Modulation Requirements for Nondiversity
2400 Bit/Second Modems

FIPS-PUB-134-1 Coding and Modulation Requirements for Nondiversity
4800 Bit/Second Modems

FIPS-PUB-135 Coding and Modulation Requirements for Nondiversity
9600 Bit/Second Modems

FIPS-PUB-136 Coding and Modulation Requirements for Duplex 600 and
1200 Bit/Second Modems
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MILITARY

MIL-STD-188-114 Electrical Characteristics of Digital Interface Circuits

MIL-STD-188-141 Interoperability and Performance Standards for Medium
and High Frequency Radio Equipment

MIL-STD-188-148 (S) Interoperability Standard for Anti-Jam (AJ)
Communications in the High Frequency Band (2-30 MHz)
U)

MIL-STD-188-200 System Design and Engineering Standards for Tactical
Communications

(Unless otherwise indicated, copies of Federal and military specifications and standards are
available from the Standardization Document Order Desk, 700 Robbins Avenue, Building 4,
Section D, Philadelphia, PA 19111.)

2.1.2  Other Government documents and publications.
The following other Government documents and publications form a part of this document to the
extent specified herein. Unless otherwise specified, the issues are those cited in the solicitation.

FEDERAL COMMUNICATIONS COMMISSION (FCC)

FCC Rules and Regulations Connection of Terminal Equipment to the Telephone
Part 68 Network

(Application for copies should be addressed to the U.S. Government Printing Office;
Superintendent of Documents, Public Documents Department, Washington, D.C. 20402.)

DEPARTMENT OF DEFENSE (DoD)
DoD Instruction 4120.24-M Defense Standardization Program
DoD JTA Joint Technical Architecture
(Copies can be obtained at http://www.jta.itsi.disa.mil/)
DEFENSE INFORMATION SYSTEMS AGENCY CIRCULARS (DISAC)

DISAC 300-175-9 DII Operating Maintenance Electrical Performance
Standards

(Copies can be obtained at http://www.disa.mil/pubs/circulars/circular.html)
2.2 Non-government publications.

The following documents form a part of this document to the extent specified herein. Unless
otherwise specified, the issues of the documents that are DoD adopted are those listed in the issues
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of the DODISS cited in the solicitation. Unless otherwise specified, the issues of documents not
listed in the DODISS are the issues of the documents cited in the solicitation (see 6.2).

INTERNATIONAL STANDARDIZATION DOCUMENTS

NORTH ATLANTIC TREATY ORGANIZATION (NATO) STANDARDIZATION
AGREEMENTS (STANAG)

STANAG 4197 Modulation and coding characteristics that must be common to assure
interoperability of 2400 bps linear predictive encoded digital speech
transmitted over HF radio facilities

STANAG 4198 Parameter and coding characteristics that must be common to assure
interoperability of 2400 bps linear predictive encoded digital speech

STANAG 4203 Technical Standard for Single Channel HF Radio Equipment

STANAG 4285 Characteristics of 1200/2400/3600 bps single tone
modulators/demodulators for HF radio links

STANAG 4291 Modulation and coding characteristics that must be common to assure
interoperability of 2400 bps wireline modems for use in narrow-band
secure voice systems

STANAG 4415 Characteristics of a robust, non-hopping serial tone
modulator/demodulator for severely degraded HF radio links

STANAG 4529 Characteristics of Single-Tone Modulators/Demodulators for Maritime
HF Radio Links with 1240 Hz bandwidth

STANAG 4481 Minimum technical standards for naval HF shore-to-ship broadcast
systems

STANAG 5031 Introduction of modern radio equipment for naval HF, MF, and LF

shore-to-ship broadcasts

STANAG 5035 Introduction of an improved system for maritime air communications on
HF, LF, and UHF
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INTERNATIONAL TELECOMMUNICATION UNION (ITU)

ITU-R F.520-2

ITU-T V.22

ITU-T V.22 bis

ITU-T V.25

ITU-T V.26

ITU-T V.26 bis

ITU-T V.27 ter

ITU-T V.29

ITU-T V.32

Use of high frequency ionospheric channel simulators

1200 bits per second duplex modem standardized for use in the
general switched telephone network and on point-to-point 2-wire
leased telephone-type circuits

2400 bits per second duplex modem using the frequency division
technique standardized for use on the general switched telephone
network and on point-to-point 2-wire leased telephone-type
circuits

Automatic answering equipment and general procedures for
automatic calling equipment on the general switched telephone
network including procedures for disabling of echo control
devices for both manually and automatically established calls

2400 bits per second modem standardized for use on 4-wire
leased telephone-type circuits

2400/1200 bits per second modem standardized for use in the
general switched telephone network

4800/2400 bits per second modem standardized for use in the
general switched telephone network

9600 bits per second modem standardized for use on point-to-
point 4-wire leased telephone-type circuits

A family of 2-wire, duplex modems operating at data signalling
rates of up to 9600 bit/s for use on the general switched telephone
network and on leased telephone-type circuits

(Application for copies should be addressed to the General Secretariat, International
Telecommunication Union, Place des Nations, CH-1211 Geneva 20, Switzerland or the U.S.
Department of Commerce, National Technical Information Service, 5285 Port Royal Road,

Springfield, VA 22161.)
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TELECOMMUNICATIONS INDUSTRIES ASSOCIATION (TIA)
(formerly Electronic Industries Association (EIA))

EIA-496 Interface Between Data Circuit-Terminating Equipment
(DCE) and the Public Switched Telephone Network (PSTN)

(Application for copies should be addressed to the Telecommunications Industries Association
(TIA), 2500 Wilson Boulevard, Arlington, VA 22201, ATTN: Standard Sales Office

(Non-Government standards and other publications are normally available from the
organizations that prepare or distribute the documents. These documents also may be available
in or through libraries or other informational services.)

2.3 Order of precedence.

In the event of a conflict between the text of this document and the references cited herein, the
text of this document takes precedence. Nothing in this document, however, supersedes
applicable laws and regulations unless specific exemption has been obtained.
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3 DEFINITIONS

3.1 Terms.

Definitions of terms used in this document are specified in FED-STD-1037. For the purposes of
this standard, definitions are provided for the following terms, some of which have been
repeated, from FED-STD-1037 for the convenience of the reader.

Automatic link establishment (ALE). The capability of an HF radio station to make contact, or
initiate a circuit, between itself and another specified radio station, without operator assistance
and usually under processor control.

NOTE: ALE techniques include automatic signaling, selective calling, and automatic
handshaking. Other automatic techniques that are related to ALE are channel
scanning and selection, link quality analysis (LQA), polling, sounding, message store
and forward, address protection, and anti-spoofing.

Balanced to ground. Pertaining to electrical symmetry with respect to a common ground.

Break-in signal. A signal used to interrupt the other user and take control of the circuit.

Clear-to-send (CTS) signal. The control signal generated by the transmitting modem on the CTS
connection to denote a state of readiness for transmission. The CTS signal is a response to the
request-to-send (RTS) signal from the transmitting device

Code rate. The ratio of the number of information symbols (k) to the total number of encoded
symbols (n) in a code (i.e., the ratio of k/n).

Dead time. In hopping, the portion of a hop dwell period in which no transmission occurs.
Dwell period. The maximum amount of time a transmission occurs on a particular frequency.

Galois field. An arithmetic system, containing a set of symbol elements with two operations (and
their inverses) for combining pairs of elements.

In-band diversity combining. A combining of two or more signals which uses frequencies within
the bandwidth of the information channel and carries the same information received with the
objective of providing a single resultant signal that is superior in quality to any of the
contributing signals.

Mode. An available format in a data modem supporting multi-waveform capability.

Narrowband. At HF radio frequencies (1.5 - 30 MHz) the nominal voice frequency (VF)
bandwidth allocated for single channel radio (i.e., 3 kHz).

Nominal bandwidth. The widest band of frequencies, inclusive of guard bands, assigned to a
channel.
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Preamble code. A short sequence of symbols at the beginning of a coded sequence used to
achieve synchronization.

Request-to-send (RTS) signal. The control signal generated by the transmitting terminal on the
RTS connection to denote a request for transmission.

Secure voice. A voice communication that is protected against compromise through the use of an
encryption system.

Transmission level point (TLP). A point in a transmission system at which the ratio, in decibels,
of the power of the test signal at that point to the power of the test signal at a reference point, is
specified.

Unbalanced to ground. Pertaining to electrical asymmetry with respect to a common ground.

NOTE: Frequently, the term "unbalanced" describes a circuit, one side of which is
grounded.

Wideband. At HF radio frequencies (1.5 - 30 MHz) a bandwidth larger than 3 kHz.
3.2 Abbreviations and acronyms.

Abbreviations and acronyms used in this document are defined below. Those that are also found
in FED-STD-1037 have been included for the convenience of the reader.

ABCA American, British, Canadian, Australian (armies)
Al anti-jamming

ALE automatic link establishment

ANC automatic node controller

ANDVT Advanced Narrowband Digital Voice Terminal
ANSI American National Standard Institute

ARQ Automatic repeat request

Bd Baud

BER Bit error ratio

bps Bits per second



BW

CTS

CTX

CVSD

dB

dBm

dBmO0

DCD

DCE

DCS

DISA

DISAC

DO

DoD

DODISS

DPSK

DSN

DTE

EIA

EMI

EOM

FCC

FDM
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Bandwidth

Clear to send

Clear to transmit

Continuously variable slope delta (modulation)
Decibel(s)

dB referred to one milliwatt

Noise power in dBm referred to or measured at 0 TLP
Data carrier detect

Data circuit-terminating equipment

Defense Communications System

Defense Information Systems Agency

Defense Information Systems Agency Circular
Design objective

Department of Defense

Department of Defense Index of Specifications and
Standards

Differential phase shift keying

Digital Switched Network

Data terminal equipment

Electronic Industries Association
Electromagnetic interference

End of message

Federal Communications Commission

Frequency-division multiplexing



FEC
FED-STD
FIPS
FSK
GF
HF
Hz
ISB
ITU
JCS
kHz
km
LF
log
LQA
LSB
MF
MGD
MHz
MIL-STD
MM

modem
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Forward error correction

Federal Standard

Federal Information Processing Standards

Frequency-shift keying
Galois field

high frequency

Hertz

independent sideband

International Telecommunication Union

Joint Chiefs of Staff
kilohertz (1,000 hertz)
kilometer (1,000 meters)
low frequency
Logarithm

link quality analysis
least significant bit
medium frequency
modified-Gray decoder
megahertz (1,000,000 hertz)
military standard
maritime mobile
modulator-demodulator

millisecond(s)

10



MSB
NATO
NMCS
PCM
PSK
PSN
PTT
QAM
QDPSK
QSTAG
RA
RATT
RC
RCE
RD

rms

RS
RTE
RTS

RTX

()

SNR
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most significant bit

North Atlantic Treaty Organization
National Military Command System
pulse-code modulation

phase-shift keying

public switched network
push-to-talk

quadrature amplitude modulation
quadrature differential phase-shift keying
Quadripartite Standardization Agreement
receive audio

radio teletypewriter system

receive clock

radio communications equipment
receive data

root-mean-square

receive (HF radio) signal

radio terminal equipment

request to send

request to transmit

second(s)

SECRET

signal-to-noise ratio

11



STANAG
sync
TA

TT

TC
TADIL
TD
TDM
TIA
TLP
TS

TX

V)
UHF
VP
VHF
VLF

0 TLP
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Standardization Agreement (NATO)
Synchronization

transmit audio

tactical terminal

transmit clock

tactical digital information link
transmit data

time-division multiplexing
Telecommunications Industries Association
transmission level point

transmit (HF radio) signal

Transmit

UNCLASSIFIED

ultra high frequency

voice frequency

very high frequency

very low frequency

zero transmission level point(s)

12
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4  GENERAL REQUIREMENTS

4.1 Functional employment.

Data modulators-demodulators (modems) are employed in long-haul and tactical
communications systems and subsystems. Delineation between long-haul and tactical
communications systems can be found in Federal Standard (FED-STD)-1037. Data modems
employ a variety of techniques for converting digital signals into quasi-analog signals for
transmission over analog channels. Various modulation techniques have been standardized and
no single optimum technique has been found for all applications. This section covers general
requirements for both long-haul and tactical data modems operating over voice frequency (VF)
and radio channels. A representative list is given in table I with the modulation types and data
rates noted for each channel category listed. This table also provides a cross-reference to section
5 requirements.

NOTE: Very low frequency (VLF) radio modems are not standardized.

TABLE I. Reference list for modem applications.

CHANNEL MODULATI DATA RATE REFEREN
ON (BPS) CE
TYPE PARA
GRAP
H
VF (4 KHZ) FSK <150 52.1
VF (4 KHZ) FSK <1200 522
VF (4 KHZ) (VARIOUS) 600 OR 1200 543
VF (4 KHZ) (VARIOUS) 2400 544
VF (4 KHZ) DPSK 4800 545
VF (4 KHZ) QAM 4800, 7200,9600  5.4.6
VF (4 KHZ) (VARIOUS) > 9600 547
LF RADIO 3KHZ) FSK <150 5.1
MM RADIO (3 FSK <150 5.1.1
KHZ)
HF RADIO (3 KHZ) FSK <150 5.12
HF RADIO 3 KHZ) PSK 75-4800 532
UHF RADIO (3 FSK <150 5.1
KHZ)

4.2 Common parameters.
All data modems shall comply with the applicable requirements of 4.2.1 through 4.2.6.

4.2.1 Modulation and data signaling rates and tolerance.
The modulation rates expressed in baud (Bd) and the data signaling rates expressed in bits per
second (bps) at the standard interfaces shown on figure 1 shall be as listed below. These rates,

13
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with the exception of 50 Bd or bps, 75, 150, 300, and 600 bps, comply with the requirements of
FIPS-PUB-22-1:

a. 50 Bd or bps

b. 75 X 2™ Bd or bps, up to and including 9600 Bd or bps, where m is a positive integer 0,
1,2,...7.

NOTE: FIPS-PUB-22-1 adopts American National Standards Institute
(ANSI/X3.1-1987) synchronous signaling rates. Other rates (i.e., 3600, 7200, 12000
and 19200) are not standardized.

NOTE: The data signaling rate is expressed in bps; the modulation rate is expressed
in Bd. Data signaling rates in bps and modulation rates in Bd are the same only for
binary signaling. Data signaling rates in bps relate to modulation rates in Bd through
the following equation:

Data signaling rates (bps) = k x modulation rates (Bd)

where k = log,M is the number of binary digits per modulation symbol, and M is the
number of modulation symbols.

Except where specified otherwise, signaling rates shall not deviate from the nominal values by
more than +0.01%.

4.2.2 Logic and signaling sense for binary signals.

For data and timing circuits, the signal voltage with respect to signal ground shall be negative to
represent the MARK condition and positive to represent the SPACE condition. The significant
conditions and other logic and signal states shown in table II shall apply to telegraph and data
transmission. An alternative capability shall be provided to interface with equipment that accepts
positive mark and negative space signals.

TABLE II. Logic and signal sense for binary signals.

Application Condition Condition
Voltage to signal ground  Negative (-) Positive (+)
Conventional term Mark Space

Binary digit value One (1) Zero (0)

Timing signal state Off On

FSK signal state Lower frequency  Higher frequency

14



Downloaded from http://www.everyspec.com

MIL-STD-188-110B

| Data Transmission Circuit
(Digital or Quasi-Analog Signals)

DTE

DCE

Transmisson Channel

|
v

Standard Interface
(Digital or Quasi-Analog)

Notes:

1. DTE= Data Terminal Equiment
DCE = Data Circuit - Terminating Equipment.

|
—

DCE

DTE

|
v

Standard Interface
(Digital or Quasi-Analog)

2. DTE and DCE may include data adapters, modems, error control algorithm, encryption
devices, control units and other equipment, as required.

3. DTE and DCE can be combined in a single unit device.

4. The transmission channel may inhclude nodes and single or multichannel transmission

equipments.

5. Modulation rates and data signaling rates at the standard interface are specified in 4.2.1.

FIGURE 1. Standard interface between data terminal equipment and data circuit-terminating

equipment.
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