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MIL-STD-188-216A

FOREWORD

1. Originally, Military Standard 188 (MIL-STD-188) covered
technical standards for tactical and long haul communications,
but later evolved through revisions (MIL-STD-188A, MIL-STD-188B)
into a document applicable to tactical communications only
(MIL-STD-188C) .

2. The Defense Information Systems Agency (DISA), formerly

quwu as l..hc ucfc;&oc CUuuuuLA.L\-utlcus Agnnﬁ}.r Inr'n\ ““h.'iﬁhnd DCA

circulares (DCACs) promulgating standards and englneerlng
criteria applicable to the long haul Defense Communications
System (DCS) and to the technical support of the National
Military Command System (NMCS) .

3. As a result of a Joint Chiefs of Staff (JCS) action,
standards for all military communications are now being published
in a MIL-STD-188 series of documents. The MIL-STD-188 series is
subdivided into a MIL-STD-188-100 series covering common
standards for tactical and long haul communications, a
MIL-STD-188-200 series covering standards for tactical
communications only, and a MIL-STD-188-300 series covering
standards for long haul communications only. Emphasis is being
placed on developing a common standards for tactical and long
haul communlcatlons publlshed in the MIL-STD-188-100 series.

4. This document is the result of JCS action requiring that the
technical characteristics of Data Adapter Control Mode (DACM)

procedures previously comntained in variocus spec1‘1ca"‘c"° be

updated and published in the MIL-STD-188 series of standards.

5. This military standard (MIL-STD) is approved and will be
used by the Office of the Secretary of Defense, the Mllltary
Departments, the chairman of the Joint chiefs of Staff and the
Joint Staff, the Unified and Specified Commands, The Defense
Agencies, and DoD Field Activities.

6. The DACM was previously described in Joint Tactical
Communications Office (JTCO) document TT-A3-9013-0048B and
MIL-STD-188-216.

7. This document
3.2.4,3.2.5, and 3.2.6, and Appendlx I of the JTCO specification
TT-A3-9013- 00488
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1. SCOPE
1.1 DPurpcge. The purpose cof this document is to establish
technical standards and Design Objectives (DOg) that are

necessary to ensure interoperability and to promote commonality
for communications equipment and subsystems using Data Adapter
rol Mode (DACM) procedures. Another purpose of this document
CepCaDie overall system pertormance in order to

R el m e e el D o L

I~
er J.C\iu.l.l.culctlt-ﬂ wilnout the LUBLL.LL.L.LULIS caused

o
S
n

€
£
te

spec1f1ed for use by the DACM are defined in Allied
Communications Procedures (ACP-127), Communications Instructions
Tape Relay Procedures; Defense Operating Instruction (DOI)-103,
Defense Special Security Communications System (DSSCg) Operating
Instructions (U) System/Data Procedures; and Joint Army Navy

Allied. Procedures (JANAP-128), Automatic Digital Network
(AUTODIN) Operating Procedures.

1.2 Scope. This document specifies the minimum requirements
necessary to ueveiop a Data Adapter Control Mode protocol
procedure. It is not the intent of this document to specify any
particular hardware or software design or implementation. Message

formats are not specified in this standard.

1.3 Application. This document is applicable to the design and
development of new equipment, assemblages, and systems using

Swry oA

DACM. This document is applicable alsc to the engineering and
operation of existing DACM systems. It is not intended that

existing DACM systems be immediately converted to comply with the
standards contained in this document. New DACM systems and those

undergoing major modiflcation or rehabilitation shall comply with

aelat o

the standards contained in this document subject to applicable
requirements of current procurement regulations. DACM can be

used over common long haul and tactical communications circuits.
In this case, both this document and Military Standard (MIL-STD) -
188-100 shall apply.

ent v
system performance requ1rements that ensure interoperation of
equipment and systems consistent with military requirements; to
achieve the necessary degree of performance and interoperation in
the most economical way; and to prevent proliferation of

1.4 Obiectivea, The r\h-lnﬂ'-11rnc: of this doccum
e

equipment serving the same or a similar function. The variety of
equipment shall be the minimum necessary to effectively support

the missions of the government in accordance with Department of
Defense Directive (DODD) 4630.5, Compatibility and Commonality of
Equipment for Tactical Command, _Control, and Communications.
These objec

the followi

(U
0
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a. Standardizing user-to-user performance characteristics.
b. Standardizing the type of signals at various interface
points in the applicable system.

c. Specifying maximum permissible degradation of a signal
in the process of transmission and allocating the
permissible degradation among various parts of a
system.

d. Defining performance parameters without specifying the

technology that should be used to cobtain the required

performance.

1.5 System standards and DOg. The parameters and other
requirements specified in this document are mandatory system
standards if the word "shall" is used in connection with the
parameter value or requirement under consideration. Nonmandatory
system parameters and DOs are indicated as optional by the word
ngshould" in connection with the parameter value or requirement
under consideration. For a definition of the terms "system
standards” and "design objective," see Federal Standard (FED-
STD) -1037, Glossary of Telecommunications Terms. Information
paragraphs, shown as notes, have been included to better define
methods currently in use with the DACM.

1.6 Tailoring. As a minimum, only those features or functions
specified herein, necessary to ensure interoperability among
systems, shall be implemented in an equipment item. While every
effort has been made to include all the features necessary for
protocol implementation, certain aspects are dependent upon
system application and must be tailored by the specification
writer. These aspects include alarm functions, Mode VI block
group size, data rates, codes, message formats, etc.
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2. APPLICABLE DOCUMENTS

2.1 Government documents

2.1.1 Standards. The following standards form a part of this
document to the extent specified herein. Unless otherwise
specified, the issues of these documents are those listed in the
Dcya; tment of Defense Index of opeﬂlflcati()ns a

(DODISS) and supplement thereto.

Q.
[
L
0
cr
1]
=
cu
+1]
H
cu
w

STANDARDS
FEDERAL
FED-STD-1037 Glossary of Telecommunication
Terms
MILITARY
MIL-STD-188-100 Common Long Haul and Tactical
Communication System Technical
Standards
MIL-STD-188-171 Interoperability Standards for
Information and Record Traffic
Exchange MODE I
MIL-STD-188-172 Interoperability Standards for
Information and Record Traffic
Exchange MODE II
MIL-STD-188-173 Interoperability Standards for
Information and Record Traffic
Exchange MODE V
MIL-STD-188-174 Interoperability Standards for
Information and Record Traffic
Exchange MODE VI
2.1.2 Other Government documents, drawings, and publications.
The following other Government documents, drawings, and
publications form a part of this standards to the extent
specified herein.
JANAP-128 Automatic Digital Network
(AUTODIN) Operating Procedures

pecial Security
tions System (DSSCS)

- sianr PR UR = 43 (R T L S

c
ng Instructlons (U)
System/Data Procedures
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ACP-117 Allied Routing Indicator Book
ACP-127 Communications Instructions
Tape Relay Procedures

2.1.2.1 Department of Defense Directives (DODD)

DODD 4630.5 Compatibility and Commonality
of Equlpmenc for Tactical

- ) -

o o3
Command, Control and
Communicationsa

DODD 5000.1 Defense Acquisition
2.1.2.2 Joint Tactical Communications Offi (TRI-TAC)
TT-B1-1205-0085 Performance Specification for

Switching Set, Message
Automatic AN/GYC-7

T

1e

R PR ]

2.2 Order of precedence. In the event of a conflict between t
text of this standard and the references cited herein, the text
of this standard takes precedence. Nothing in this standard,
however, supersedes applicable laws and regulations unless a
specific exemption has been obtained.

2.3 Source of documents
2.3.1 Government specifications, gtandards, and handbooks.

Copies of the referenced federal and military specifications,
standards, and handbooks are available from:

Narmasemant ~F Nafarnaas Cinala CrAacrls DAdnt

UepAliLiiciit Ul UCTLTUST oSdliyaT SLULA U4
' ’

Commanding Qﬁﬁ;ger

5801 Tabor Avenue
Philadelphia, PA 19120-5099

For specific acquisition functions, these documents should be

obtained from the contracting activity or as directed by the

contracting activity.

2.3.2 Qther Government documents. Copies or other Government

A mmrsrmmembe srmammitarad ler ~AanbesambkAarsea A7 mAamTAcntd A 4

s uldliiciILs ch LI TG AJ! UMl AawLwUL D pPeres \,u;a:;cx.t—;u&; "J.L,LA

anecification acm_xisitiog f\_)nct;igns ahould be thalngd from the
iv
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3. DEFINITIONS

3.1 Definition of terms Definition of terms used in this
document shall be as s ed in
definitions of terms un
1037 are provided in t

3.1.1 ACK 31. The Data Adapter Control Block (DACB) positive
acknowledgement sequence con91st1ng of four conclguous
characters, ACK ACK 31 31 (see Tabie III and 4.2.2).

3.1.2 Channel. A path along which signals can be sent (FED-STD-

-~ e A v b oaa ans - £

1037) .

3.1.3 DA/MS. Connection of one of the following: DA to DA, DA
to MS, MS to MS, or MS to DA.

2.1.4 DACB acknowledgement sequence. There are four DACB

. -~ .

acknowledgement sequences (see 5.2.2):

a. ACK 31 (see 5.2.2.1).

b. WBT 31 (see 5.2.2.2),

c. DACB(INV) (see 5.2.2.3),

d. DACB(F) (see 5.2.2.4).
3.1.5 DACM. DACM is a synchronous character-oriented protocol
designed for use prior to passage of data traffic. DACM
establishes or determines the transmission characteristics under
which data traffic may be passed and describes the data traffic
that may be passed.
3.1.6 Excessive un d characters. A situation where a Data
Adapter/Message Switch (DA/MS) receives 170 or more contiguous
characters that are nct acceptakle when received.

3.1.7 Glare. A situation where DA/MS try to initiate DACM
signaling to each other at the same time (see 5. 6).

- - -~ ewr_ __ 31 __ _Y1_ 0 M i tm e cmm amomn odo e m e
3.1.8 Handback. The process of going from the traf

to the DACM.

3.1.9 Handover. The process of going from DACM to the traffic
mode.

3.1.10 Information rate. The minimum number of bits (1’s and
0’s) per unit of time, usually seconds, required to convey useful
informatlon (for example 2400 bps). This is also referred to as

message rate.

3.1.11 Initiator. The party starting a procedure and leading in
Fha ortAare ~F Fha mvyAaradurvyae
il Dl—cy: U LT piveotuuL o
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The rate at which bits are exchanged between

Loop rate.

a DA/MS and the transmission/cryptographic equipment.

3.1.13 Master-slave relationships. On circuit switched
connections, calling station is the master, called station is
slave. On dedicated connections, predefined data base parameters
define the relationship. The master-sgslave relationship should
not be confused with the initiator-responder relatlonshlp

3.1.14 Message synchronization. The process whereby the DA/MS

sharing a connection cooperatively progresses from an unknown or

PSS N e R =]

St abta A Ao

ambiguous message state to a common known start-of-message state,
i.e., to either sending the first block of a message or to

==Ln223y

expecting the next input block to be the first block of a
message.

3.1.15 Responder. The party reacting to the start of a
procedure and following in the execution of the procedure.
3.1.15 SYN
a. Traffic State idle character or sequence.
1. MODEs I and VI; even parity SYN character,
2. MODEs II and V; one or more logical 1,
3. MODE VII; Flag sequence.
b. DACM idle characters or sequernce.
1. ESC: handover SYN character/s,
2. DC4; handback SYN character/s,
3. MARK State; handback State.
3.1.17 Traffic mode. The mode between DA/MS that message
traffic {(Modes I through VII) is sent.
3.2 Abbreviations and acronyms. Abbreviations and acronyms used
in this document are as defined in FED-STD-1037. Those
abbreviations and acronyms unique to this document and not
defined in FED-STD-1037 are provided in Appendix B.
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4. GENERAL REQUIREMENTS

4.1 Data adapt ion. The Data Adapter function is to
implement tne Data Adapter Control Mode (DACM) which was designed
originally for operation over the TRI-TAC system. Figure 1B
illustrates a typical Circuit Switch (CS)/Message Switch
(MS) /Data Adanter (DA) connection which will use the DACM.
Message switches are capable of operation with a DA on a
dedicated or circuit switched basis.
4.1.1 DACM network parameters. Data access to a DA/MS shall be
accommedated on a duplex digital basisg at one of the standard
loop and information rates as listed in table I. 1In addition the
DACM shall:
a. Require a duplex circuit.
b. Operate at any information rate during transmission.
c. Initially operate at an information rate of 2400 bps.
TABLE I. DTE to 1 ransf iong.
INFO RATES 1.OOP RATES (bps)
{bps) 2400 4800 9600 16000 32000
45 .45 (Baud) { X X X
50 X X X X X
75 X X X X X
150 X X X X X
300 X X X X X
600 X X X X X
1200 X X X X X
2000 X X X
2400 X X X X X
4000 X X
4800 X X X
8000 X X
9600 X X | x
16000 X X
32000 X
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4.1.2 Circuit establishment. The DACM shoul o
circuit parameters. The circuit initialization DACM shall

progress through the following five states.

4d be uged t aet un
a De uged . set up

a. Idle line.

b. Idie synchronization.

c. Idle rate DACM (at this time Data Adapter Control

Rlocka (DACRg) are transmitted).

4. Handover synchronization.

e. Traffic mode.
4.1.3 Parameter changegs. The changing of circuit parameters
shall progress through the following five states.

a. Traffic mode.

b. Handback synchronization.

c. Message rate DACM (at this time DACBs are transmitted).
d. Handover synchronization.

<

Mern £FF 3~ ~
- dbQAAd A\ Alluu@.

4.2 QOperation. The DACM is a duplex synchronous operation. The
DACM consists of synchronization characters, control characters,
DACB characters and rate change MARK. All characters of the DACM
consist of eight bits (see table II).

4.2.1 Synchronization jdle characters. There are two
synchronization characters: DC4 and ESC. These characters have
an even number of logical 1 bits per character (see table II).

4.2.2 Control characters. There are two sets of control
sequences each consisting of four contiguous characters (see
tables II and III). Each character of the four character

sequence shall contain an even number of logical 1 bits. These
sequences are:

a. WBT WBT 31 31.
b. ACK ACK 31 31.
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4.2.3 Data Adapter Control Block (DACB). The DACB consists of
37 characters (see figure 2). The DACB is composed of 5 framing
and 32 identifier positions.

4.2.3.1 ra.l.gliug characters.
DACB are (see table II):

. Start of Text (STX).

. 31.

. End of Medium (EM).

. End of Text (ETX).
Rlock nari f-v (R‘D\

- LA s s N

"RQDw

With the exception of BP, all framing characters shall contain an
even number of logical 1 bits. Because of the manner that BP is
generated, BP may be any character composed of eight bits.

4.2.3.2 Identifier pogition The identifier characters are

4.2.3.2 Identifier pogition. The identifier chara
shown in table VII and are used in the 32 identifier character
positions. Not all identifier characters are used in all
positions. All identifier characters shall contain an odd number

of logical 1 bits. Identifier characters which are not
recognized as one of the assigned characters shall be treated as

4.2.4 Rate change MARK. The DA places the loop in the MARK
state whenever the information rate of the DACB changes.

13/14
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5. DETAILED REQUIREMENTS

5.1 Data adapter protocol. The DA may be a separate device or
part of a Data Terminal Equipment (DTE), Message Switch (MS), or

communications center. Figures 1A and 1B show a typical system
that may be used to interconnect DA devices to each other and to
an MS. This standard defines protocols exchanged and actions
taken between DAs or between DAs and MSs. Two levels of
interfaces shall exist for circuit switched connections between
DAsS or between DAs and MSs.

a. Signaling and supervision information exchanged between
the telephone and various Circuit Switches (CS) to
establish a data circuit path.

b. After the data circuit path is set up, the DACM
coordination between DAs or between DAs and MSs shall
take place. All the forms of this coordination are
described herein. This coordination also applies to
dedicated circuits between DAsS or between DAs and MSs.

5.1.1 Protocel . Circuit switched DA access shall
require a control message exchange between DAs. This control
message is known as a DACB. The state which DACBs may be
transferred is known as the DACM. Prior to initiation of
transmission of one or more traffic messages for either circuit
switched calls or dedicated loops, the initiator shall send a
DACB which shall be used to establish the parameters for the
ensuing data transmission. Any change in DACB characteristics
shall cause a new DACB to be transmitted. The message traffic
shall be transmitted following acknowledgement of the DACB and
synchronization at the DTE information rate. After completion of
the message traffic transmission, a DACB may be transmitted
(normally by the originating unit) to initiate the call
termination sequence. A detailed description of the operation of
the DACM protocol is given in Appendix C.

S.1.2 Protoceol rates

5.1.2.1 DACB rate. DACBs should be sent at idle rate or
information rate as defined in table I.

5.1.2.1.1 JIdle rate. 1Idle rate shall be defined as an
information rate of 2400 bps. If the loop rate is higher than
2400 bps, the bits shall be transmitted using multisampling
techniques (see 5.3.1.1).

5.1.2.1.2 Information rate. Information rate is the rate that
megssage traffic shall be exchanged (see 5.2.1.2).

5.2 DACM. The DACM shall consist of the methods and procedures
required to establish, and control a tactical data communication

15
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channel between DTEs, DTE/MS, or MSs. The DACM shall be
transparent to the information flow through the channel. The
DACM includes the description of the following:

™A MDD -
DACBE types,
f

DACB format,
DACB acknowledgement,

DACB framing characters,
DACB 51gna11ng procedures,

R S

byncnronlzac1on Characters,

Ty AP Ll
Handback request detection,

Break sequence,

MARK detection criteria,

EBrror control,

Message to loop rate transformation, and

COMmunication SECurity (COMSEC) control.

. . . . e

« e . .

HROG DO MO QLQODW

.

£.2.1 DACB format. A DACB shall consist of 37 8- bit characters
(see tables II, IV, V, VIA, VIB and figures 2 and 3). Framing of
a DACB shall be accompllshed by a Start of TeXt (STX) character
in position 1,followed by the framing character 31 in position 2
(see tables II, VIA, and VIB) and End of Medium (EM), End of Text
(v el B ek Parity (BP) in positions 35,36, and 37

\&dann) , QliL M dVwin S 2101l

reapectively. All framlnq characters, with the exception of BP,
shall have an even number of logical 1 bits per character (see
figure 3). BP may have an odd or an even number of logical 1
er characters shall have an odd number of

bits. All identifi

logical i’s. Valid contents of DACBEs shall be as defined in the
following subgsections. The minimum valid contents of each DACB
generated shall be allowed as summarized in table VII.

Note: The character "31" of the DACB, identified by Column 3,
row 15 of table II, is the label for the second framing character
of the DACB and noct a number.

5.2.1.1 Security claggification and handling procedureg. These
two identifier characters (positions 3 and 4 of DACB) shall
identify the agssification parameter oOf the 1. These
characters sh be NUL except when the t ni

~cantral char (pogition 13) is NUL, B, or E. These allowable

AL
(D -

-
Ilia
contrel charac

security clas 1f1cat10n indicators shall be in accordance with
table VIII.

NOTE: ADP Security Directives, and Standards Operating Procedures
may effect the implementation concerning these security
identifiers codes. Performance requirements for each

implementation should include the use of the security
identification of the channel.

16
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TABLE IV. D a r ntrol
Character Character Function Reference
Position Description Table
1 Framing Start of Text N/A
Character - STX
2 Framing Framing Character - N/A
31
3-4 Security Security of Channel VIII
Repeated Identifier
(2 character)
5 Information Rate Identifies the IX
Information Rate
[ Spare Available for Future N/A
Use - NUL
7 Codes message Code X
8 DTE Select Identifies the DTE X1
Channel Selected or
Identified
9 Message Format Identifies Message XII
Format Utilized
10 Channel Control Identifies Channel XITI
Procedures Control Procedures
Utilized
11 Error Control Tdentlflcar1o of XIv
Error Control
Technique Utilized
12 Precedence Identifies Precedence Xv
of Message
i3 DACB Types Identifies Purpose XVI
for Transmission of
DACB
14 Mode VI Group Defines Number of XVII
Size Blocks Per Group
15 Data Mode Control Identifies Whether XVIIT
Data Mode Control
Shall be Inhibited

[
~
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TABLE IV. Data adapter control block format - Continued.
Character Character Description Function Reference
Position Table

16 First Digit of Area Code N/A
17 Area Second Digit of Area Code N/A
Code . .. .
18 Third Digit of Area Code N/A
19 Pirst Digit of Switch Code N/A
20 Second Digit of Switch Code N/A
Switch ) . N . )
21 Code Third Digit of Switch Code N/A
22 Talaphone First Digit of Subscriber R/A
Number Address
23 Second Digit of Subscriber N/A
Subscriber Address
Addenna
24 Third Digit of Subscriber N/RA
Address
25 Fourth Digit of Subscriber N/A
Address Address
26 First Character of RI N/A
27 Second Character of RI N/A
28 Third Character of RI N/A
29 Fourth Character of RI N/A
30 Routing Fifth Character of RI N/A
Indicator
31 (RI) _Sixth Character of RI N/A
32 Seventh Character of RI N/A

18
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TABLE IV. D apter control block £ - d.
Character Character Function Reference
Position Description Table

33 DTE Type Identification of DA N/A

Capabilities or Request

for Specified DTE

Capabilities (see

5.2.1.14)
34 DACB change Identification of DACB XIX

(same as previous or

changed)
35 FPraming EM - End of Medium N/A
36 Framing ETX - End of Text N/A
37 Framing BP - Block Parity N/A

o
0
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TABLE V. DACB chaxacter deneratiqn.
DACM Character Setting by DACB Type
Identifier Description
Character - - - - - - *
Position (s) “‘31' Dsz m:Q Ixj‘v A B ¢ P B F G
1 FPraming STX STX STX STX STX STX STX STX STX STX STX
2 Framing 31 31 31 31 31 31 31 31 31 31 31
3 &4 Security 4/ NUL | NUL | NOL | NOL | 4/ NUL | NOL | 4/ NUL | NUL
5 Info Rate 4/ z H 2/ H 4/ H H 4/ H NUL
6 Spare NUOL NUL NUL NUL NUL NUL NUL NUL NUL NUL
7 Codes 4/ 4/ NUL 2/ NUL 4/ NUL NUL 4/ NUL NUL
8 DTE Select 5/ 5/ s/ 2/ NUL s/ NUL NUL 5/ 5/ NUL
9 Format 4/ 4/ | NUL | 2/ | NUL | 4/ | NUL | NUL | 4/ | NUL | NUL
10 Channel a/ 4/ NUL 2/ NUL 4/ NUL | NUL 4/ NUL | NOL
Control
11 Exrorxr 4/ 4/ NUL 2/ NUL 4/ NUL NUL 4/ NUL NUL
Control
12 Precedence 4/ 4/ NUL NUL NUL 4/ NUL | NUL 4/ NUL | NUL
13 DACB Types NUL DC2 EEQ INV A B C D E F !
14 Mode VI a4/ NUL | NUL 2/ NUL 4/ NUL | NUL | NUL | NUL | Nua
Group Size
15 Data Mode 4/ z z 2/ z pA z z z z z
Control
16-32 Address & 3/ 3/ 3/ 3/ 3/ 3/ 3/ 3/ 3/ 3/ 3/
RI
33b, Page 4/ 4/ 0 2/ 0 4/ 0 0 4/ 4/ o
Printer
33b, Paper Tape 4/ 4/ 0 2/ 0 4/ 0 0 4/ 4/ 0
33b, Card Unit 4/ a/ 0 2/ 0 4/ 0 0 4/ 4/ o]
33b, Terminal 4/ 4 0 2/ ) 4/ 0 0 4/ 4/ 0
Display/
Storage
33b; Terminal 4/ a/ 0 2/ 0 4/ 0 0 4/ 4/ 0
Display/
Storage
33Db, Terminal 4/ a/ 0 2/ 0 a/ 0 0 4/ 4/ 0
Display/
Storage

20
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TABLE V. DA c r neration - i .
DACM Character Setting by DACB Type
Identifier Description
Character NUL DC2 ENQ INV > B¥* Cw D* E* > G*
Position(s) - - - -
33b, 1/ SPARE 0 0 0 0 0 0 0 0 ] 0 0
33b, Parity 2/ 1/ 2/ 2/ 2/ 2/ 1/ 1/ 1/ 1/ 2/
34 DACB Chang ié NUL NUL %{ NOL, 4/ NUOT NUL 4/ NUOL NUOL
35 Framing EM EM EM EM EM EM EM EM EM EM EM
36 Framing ETX ETX ETX ETX ETX ETX RTX ETX ETX ETX RTX
37 Framing s/ | s/ | 6/ | 67/ | 67 | 6/ | 6/ | 6/ | 6/ | 6/ | s/
NOTES:
i/ - This bit position is a spare and shall be set to logical 0.

/
2/ - If a DACB (INV) is sent because:

a. the received DACB characteristics cannot be accommodated or
b. the received DACB characters are inconsistent with the stored classmarks
associated with the RI in the received DACB.

Then each character position shall contain a valid character. The DACB (INV)
character positions, except 3, 4, and 12, shall specify the characteristics

’ ’
acceptable toc the MS/PA sending the DACB (INV) .

3/ - The Message watch/Data Adapter shall have the option of placing NUL characters in

positions 16 through 25, inclusive where apprepr;ate (i.e., dedicated circuitsg).

valid RI characters shall always be inserted in positions 26 through 32 inclusive.

2 P S Y S, Qe L e A A mamem omoan P -1
L3

4/ - The Message Switch/Data Adapter tramsmitting this DACB mus
characters or bits in this position. The characters or bi
specified in 5.2.1.1 through 5.2.1.15.

S/ - Multiple DTE Data Adapters and Message Switches shall place an appropr1ate valid
character in this position. Single DTE Data Adapters shall place NUL in this
position.

6/ - This position is a block parity character and is defined in paragraph 5.2.3.1.

7/ - This position is a parity bit and is the logical sum of all the bits of the
character such that the number of logical 1’s is odd.

21
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TABLE VIXI. DACB identifier characters - Continued.
IDERTIFIER 8§ BIT CODEB
CHARACTERS
by b, b, b b, b, b, b,

N 1 1 0 0 1 1 1 0
C Y 1 o [ 1 1 1 1
P 1 1 0 1 0 0 0 0
Q 0 1 0 1 0 0 0 1
R 0 1 0 1 0 0 1 0
S i i ) i o o 1 1
T 0 1 0 1 0 1 0 0
U 1 1 0 1 0 1 0 1
v 1 1 ] 1 0 1 1 0
L 0 i ] i o i 1 1
X 0 1 0 1 1 0 0 0
Y 1 1 | o 1 1 0 0 1
z 1 1 0 1 1 0 1 0

Notes:

a) b, is least significant bit (LSB)

b) LSR is first bit of a character transmitted

c) b, is most significant bit (MSB)

d) MSB is last bit of a character transmitted

26
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TABLE VIII. Securitv classification and handling procedures.

Identifier Characters dentification

MM _ "Y®" RI Community

TT Top Secret

SS Secret

cC Confidential

EE EFTO (Bncrypted for
Transmigsion only)

Uu Unclassified

NUL NUL No message associated with

this DACB _

NOTE: ADP Security Directives and Standard Operating Procedures
may EIIELL Lut: J.ulpJ.t:ult:uLd.L.Luu U.L l...ucac :sc‘._u.LJ.L.] .LdClll—.Lf-LC-L codes.
Performance requirements for each implementation should include
the use of the security classification of the channel.

5.2.1.2 Information rate. This identifier character (position 5
of DACB) shall identify the information rate of the channel (see
table I). The information rate indicators shall be in

accordance with table IX.

5.2.1.3 haracter of DACB. This identifier character
(position 6 of DACB) shall be a NUL, and is a spare.

§.2.1.4 Codes. This identifier character (position 7 of DACB)

shall identify the DTE message code. The indicators shall be in
accordance with table X.

VI ] o b Mt m 1A+ I A oot - e~
o I A S | iDL Dl L. AdlLdD AUTULLLLATL ViiGliaAaovLoTa \pPUSLLLAUL O VL
DACR) sghall identify the DTE terminal requested within the DACB.
For DACB (F) see 5.2.2.4. MSs and DAs w1th a single DTE channel

shall not transmit DACB (INV) due solely to receipt of DC1, DC2,
or DC3 in this character position. A multlple DTE DA shall

— o ma— - [

transmit a DACB (INV) if an incompatlo.l.e identifier character is
1 .. h
e

received in a DACB. The indicators shall be in accordance with
table XI.

5.2.1.6 Message format. This identifier character (position 9
of DACB) shall identify the format of tne message (s8) to be
transmitted. The indicators shall be in accordance with table

27
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TABLE IX. Information rate.
Identifier Characters Identification

A 45.45 baud

B 50 bps

C 75 bps

D 150 bps

E 300 bps

F 600 bps

G 1200 bps o
H 2400 bps

I 4800 bps

J 9600 bps

K 16000 bps

L 32000 bps

M 2000 bps

N 4000 bps

) 8000 bps

4 Remain at current information

rate

NUL No information rate associated

with this DACB

28
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TABLE X. Codes.
Identifier Characters Identification
A ASCII odd parity
B IA No. 2
Continuous random bit stream
and facsimile
D 4 out of 8 (IBM) code 10 unit
start-stop
E EBCDIC. (Extended Binary
Coded Decimal Interchange
Code)
Field data
G ASCII even parity (data)
N Nonstructured format magnetic
tape
0] Structured format magnetic
tape
NUL No code identified by this
DACB

NOTE: The equipment designer shall guard against the generation
of false handback request.

TABLE XT. DTE select.
Identifier Characters Identification
DC1 DTE-1
DC2 DTE-2
DC3 DTE-3
NUL Only one DTE or selection
based on character 33 of DACB

29
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TABLE XII. Megsage format.

Identifier Characters Identification
A ACP-127
B JANAP-128, Data
of ACP-127 modified (DOI-103 Special)
D JANAP-128, Teletypewriter
E Special Format 1

Special Format 2

13

G JANAP-128 modified (DOI-103 Standard

H ACP-127 NATO SUPP 3

I DOI-103 (CRITIC)

SP RESERVED for MS trunk coordination
NUL No special format (a valid format coordinated by

means other than by DACBs)

5.2.1.7 Channel control procedures. This identifier character

(po sition 10 of DACB) shall identify the operational mode of the

1e mS during message transmission. Modes I, II, V, and VI are
fi nM

™ o~ R
MIL-STD-188-171, 172, 173, and 174. Mode VII is

defined in TT-B1-1205-0085. The indicators shall be in
accordance with table XIII.

TABLE XIII. Channel control procedures.
Identifier Characters Identification
A Mode I - Continuous (MIL-STD-188-171)
B Mode II (MIL-STD-188-172)
E Mode VvV (MIL-STD-188-173)
F Mode VI (MIL-STD-188-174)
G Mode I - Block-by-Block (MIL-STD-188-171)
H Mode VII (TT-B1-1205-0085)
J Duplex Message Protocol 1/
NUL Unspecified - utilized between DAs for facsimile and
special DTE
NOTE: 1/ Duplex Protocol (Generic Gateway) - A Channel Control Procedure used
by Special Community Message Switches {(see Appendix A)

v
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5.2.1.8 Brror conticl Thig identifierxr character {DOSICIDH 11

8 14Genllliligck e o FR=staHas

of DACB) shall 1dent1fy the error control technique to be used in
transmitting or receiving a message. The indicators shall be in

accordance with table XIV.

TABLE XIV. Error control.
Identifier Characters Identification

Mul;isampling - non bit framing (see 5.2.9.1.2)

D 1/2 rate Golay without multi-sampling (see
Appendix D)
E 1/4 rate Golay (1/2 rate Golay without

multlsampling with double codeword
transmission, see Appendix D)

F 1/8 rate Golay (1/2 rate Golay without
ﬁﬁlciﬁiﬁp;;ug with quadruple codeword
transmission, see Appendix D)

NOL Multisampling - bit framing {(see 5.2.9.1.1)
5.2.1.9 Precedence. This identifier character (position 12 of
DACB) shall 1dent1fy the precedence of the channel. The
indicators shall be in accordance with table XV.

TABLE XV. Precedence.
Identifier Characters Identification

Y Flash override (CRITIC, ECP)

Z Flash

(o] Immediate

P Priority _

NUL Routine or precedence stated only in message

header (s8)

= bk
t the implementation of these

OTE: Standard Operating Procedures may eff
recedence identifier codes. Performance requirements for each implementation

shall include the use of the precedence of the channel.

WU 2.

W
[



Downloaded from http://www.everyspec.com

MIL-STD-188-216A

5.2.1.10 DACB types. This identifier character (position 13 of
DACB) shall iden y the reason for transmission of the DACB, or
to request actio ) to be taken by the receiving DA/MS. There
are 12 types of DACBs. The type of DACB is determined by the

charaétér 1n p051t10n 13. DACBS may be used to 1nqu1re and

paramet:era, to t:ermlnate a Call or ret:urn to idle, or t

to an invalid DACB

rates shall be

Appendix C).

-

Characters

Identifier Identification

ent in a DACB to

—sa &K el

v 1 s
ndicate a received DACB cannot
be accommodated by the 7 )
responding DA/MS as specified 1in
5.2.2.3

A A is sent in a DACB to indicate
present transmission has been
completed, no further

S ERSURIR 2t 2 -

Info

to

specified for continued
transmission

C is sent in a DACB to indicate
transmigssion of message(s) is
complete, hold connection in
idle state. Further message

transmission will be preceded by

another DAC

QRésJeaaT a SNl

(9!
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Rate ntifier Identification

Info D D is sent in a DACB to indicate
cancellation of all transmission

since the last start of message
sequence, and to terminate the
connection or go back to idle if
dedicated (non-ARQ modes only)

fommmn ANImda)

{oee 1NLCT)

Info E E is sent in a DACB to indicate
cancellation of all transmission
since previous start of message
gecuence and to qnprlfv the

A St A =~ ==7

characteristics for contlnued
transmission (non-ARQ modes
only) (see Note)

F is sent in a DACB to indicate
the DACB is being sent in
response to a DACB (ENQ)

H
o)
=
®

e

"Go-to-Voice"

/Info G G is sent in a DACB to indicate

- - 4 - - RITYY AITTY T~ : .
Idie/Info UL NUL character is sent in a DACB

during call initiation to
specify and validate
characteristics for subsequent
data transmission

Idle/Info K K is reserved for future use of
cryptokey exchapge.

NOTE: The provision of special DACB signaling foz
----- =~ 1Noa

modes does not u.up;y a chua.l.culcxxl. ¢S use
signaling. Individual DA/MS specifications
when this signaling is required.

r non-ARQ
rhie
A =P ¥ o Sy~
defines

5.2.1.11 Mode VI group size. This identifier character
(position 14 of DACB) shall identify the group size in terms of
line blocks to be utilized in the ensueing Mode VI transmission

when a DACB (NUL) or DACB (B) is sent. A responder shall accept
a smaller group size capability when requested by the initiator.
For all modes, except for Mode VI, the DA/MS shall place a NUL in

_qq _____ R N -2 o2 ]

this position. The indicators shall be in accordance with table

wrrr Y

AVil.
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TABLE XVII. M VI size.
Identifier Characters Identification
A 32
B 64
C 86
D 16
NUL N applicable

5.2.1.12 Data mode control. This identifier character (position
15 of DACB) shall 1dent1fy whether Data Mode Control (DMC) mode

of operation shall be used (see 5.5.2) or inhibited. Upon
initial establishment of a call {circuit), the DMC shall be
enabled. The indicators shall be in accordance with table XVIII.

Identifier Characters Identification
A Data mode control imhibited
Z Remains in present state
NUL Data mocde contrcl employed

5.2.1.13 Address. The address (positions 16 through 32 of the
DACB) shall contain addressing information of the DA/MS
orlglnatlng the DACB and shall consist of two tlelds, the

N Y Y et o

telephone number of the station and the Routing Imdicator (RI
uct

. :
the staticn The staticn telephone number shall be constr

accordance with the associated digital circuit switch

numbering plan. The 10-digit number (area code, switch code and

subscriber address) shall be used. The telephone number shall be
left justified. Unused portions of the telephone number shall be

set to *NULS®. The RI field shall be constructed in accocrdance

with +ha armmlirahle comminitv RT ﬂﬁrnr‘f‘r\ﬂl {nne ACP- 11'7) The RI

WA Al whito ay B e e v Cldod e N N WSIMAIESA 4 W F e S N - o - - -

gshall be left-justified in the field. Unused portions in the RI
field shall be filled with NUL characters. PFor DA/MSs with
multiple channel capability, the RI, for the specific DTE channel
in character position 8 of the DACB, shall be inserted in

AR £ TR T PR Y- | a ama~s €3

-

characters 26-32 of DACB. If no DTE is connected toc a specific
channel, positions 26-32 of DACB shall be filled with "NULs".

5.2.1.14 DTE type. This identifier character (position 33 of

the DACB) shall identify specific terminal equipment.

w
'+N
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a. A logical 1 in bit position 1 shall indicate page
printer.

b. A logical 1 in bit position 2 shall indicate a paper
tape unit.

c. A logical 1 in bit position 3 shall indicate a card
unit.

d. A logical 1 in bit position 4 shall indicate a terminal
acting as a display or storage device.

e. A logical 1 in bit position 5 shall indicate a magnetic
tape unit.

£. A logical 1 in bit position 6 shall indicate a
facsimile unit.

g. Bit position 7 shall be a spare and shall be set to
logical O.

h. A logical 1 in more than one position shall indicate a
combination of the above devices and capabilities.

osition 8: sum of logical 1s, such that the number
of logical 1s are odd.

M
o
-
ot

g

3; or set the "logical 1" of all the DTE types on al
channels when position 8 of the DACB is NUL. In DACB (NUL), DACB
(B), and DACB (E) a specific bit shall be set for the type of

terminal equipment requested. If a specified DTE channel (DC1,
DC2, DC3, or NUL in position 8) does not have specified terminal
type, a DACB (INV) shall be sent indicating the terminal types

available on the specified DTE chahnel

5.2.1.15 Q_gg_ggg_gg This identifier character (position 34 o

Yy whether the DA/MS cransm1tc1ng a DACB
be) ~
’ ¢

.
if
< e - -
g its characteristics or has changed any o©
om th

e previously transmitted DACB (provided

Fe_oYallls S L L LB AL L AL

position 13, DACB tvoe, has not changed) Whenever DACB (DC2),
DACB (ENQ), DACB (A) DACB (C), DACB (D), DACB (F), or DACB (G)
is transmitted, character position 34 shall always be a NUL

character. Whenever a DACB (lNV) is transmitted character

—_ At ' ~ o
position 34 of the DACB (INV) shall be the same as that of the
received DACB to which the DACB (INV) responds. Whenever DACB

(NUL), DACB (B), or DACB (E) is transmitted, character position
34 shall be in accordance with table XIX.

W
(43}
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TABLE XIX. DACB change.

Identifier Characters Identification

A DA/MS is capable of changing
its characteristics. This
ASCII character (A) shall be
used with first DACB
transmission. It shall also
be transmitted with each
changed DACB when previously
transmitted DACB had a "B" in

nogition 4

P A v res

B DA/MS is capable of changing
its characteristics.
Transmitted with each changed
DACB when previously
transmitted DACB had an "A" in
position 34

NUL DA/MS not capable of changing
its DACB characteristics

5.2.2 DACB knowled it. Upon féeépclou of a correctly
framed DACB with correct parity, the receiver shall send one of
the following.

a. Positive acknowledgement.

b. Interim acknowledgement.

c. Invalid response.

d. BEngquiry response.
5.2.2.1 Positive acknowledgement. The positive Ckpgwledgemenl;
sequence shall be sent by the receiver in response to a DAC wit

correct parity and compatlble identifiers specifying parameters
acceptable to the receiver. The acknowledgement sequence shall
COHBlSt of ACK ACK 31 31 (see table III). During the

transmission of the positive acknowledgement seguence, no other
character (data, framing, or contreol) shall interrupt this four
character seguence.

5.2.2.2 Interim ackpnowledgement. The Wait Before Transmit (WBT)
sequence shall consist of WBT WBT 31 31 (see table III and
5.2.4.2). The WBT seguence shall be sent to acknowledge receipt
of a properly framed correct parity DACB and to request the

transmitter to stop further transmission of DACBs. During the
transmission of this sequence, no other characters (data,
framing, or control) shall interrupt this four character

36
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sequence. The receiver shall transmit the WBT WBT 31 31 sequence
at 3 second intervals until the DACB is validated by the
receiver.

PO TR RN 4
5.2.2.3 IlVdJ.J.U LﬁSDGﬁSG. The inva.ilil I'e

DACB with INV in position 13. DACB (INV) shall be sent only in
response to a DACB (NUL), DACB (B), DACB (E), or not implemented
DACB type, which is received correctly (no parity errors) and at
a logical time (see table XVI), but that is received with
contents specifying parameters unacceptable to the receiver. In
all cases, the DACB (INV) shall contain the proper identifiers
except security and precedence. NUL characters shall be inserted
for security and precedence.

AaCh A

nvalid reply shall congaigt of a

5.2.2.4 Enquiry response. The response to a DACB (ENQ) shall be
a DACB (F). If the DACB (ENQ) contains DCl, DC2, or DC3 in
character position 8, a DA with only one DTE shall respond with a
DACR (F) with NUL in character position 8. A DA with more than

one DTE shall respond with the same DCl1l, DC2, or DC3 received in
character position 8.

5.2.3 DACB framing characters. The DACB shall consist of 5
framing characters and 32 identifier characters (see 5.2.1.1
through 5.2 15) for a total of 37 characters (see figure 2 and

2.1
tables II, IV, and VI). The DACB framing characters shall serve
to delineate the beginning and end of the DACB. Two of these
characters (STX and 31) shall precede the identifier characters

= P T o~ o - ra - rlasa’d -
e characters (EM, ETX, and BP) shall succeed the

S
cters The transmigssion of a DACB shall never be

L= O~ Abde wa Rasnvatia 2l 2 L A

[ S,

®
PR Tt
E

= A R R ica L A

$.2.3.1 Start of textr (STX). STX shall be the first framing
character of the DACB. STX shall not be included in the BP

5.2.3.2 Data adapter character 31. Character 31 shall be the
second framing character of the DACB. Character 31 shall be

DT L UL L LQUliildddiy wasia s

included in the BP check. Character 31 shall be followed bi 32
identifier characters (see table VII).

5.2.3.3 End of medium (EM). EM shall be the third FRAMING
haracter of the DACB and shall be the 35th character of the

cha
DACB. EM shall be included in the BP check. EM shall be
followed by the framing character sequence ETX BP.

5.2.3.4 End of text (ETX). ETX shall be the fourth framing
character of the DACB and shall be the 36th character of the
DACB. ETX shall be included in the BP check. ETX shall always
be preceded by EM and followed by BP.

=ia aJY al’a Qidls L YAS
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TABLE XX. DACM framing and control characters.
FRAMING, IDLE 8 BIT CODE
AND
oo o [ b [ a | m [m | [0
STX 1 0 0 0 0 0 1 0
i ETX 0 0 0 0 0 0 1 1
ACK 0 0 0 0 0 1 1 0
EM 1 0 0 1 1 0 0 1
BSC 0 0 0 1 1 0 1 1
DC4 0 0 0 1 0 1 0 0
WBT (o} o 0 1 1 1 1 0
31 1 o 0 1 1 1 1 1
Notes:
a) bI is least significant bit (LSB)
b) LSB is first bit of a character transmitted
c) b, is most significant bit (MSB)
d) MSB is last bit of a character transmitted
5.2.3.5 Block parity (BP). BP shall be the last framing
character of the DACB. BP shall always follow ETX. BP shall be

formed by the binary addition without carry of each of the bits
in each row of a block starting with the second framing character
(31), including all identifier characters, the EM character, and

ETX character. When ETX is detected, the next character should

be compared bit for bit with the fnﬁaiver generated BP character.

These two characters should be identical. If they are not, the

block shall be considered to have a parity error (see figure 3).

5.2.4 i in r . EBach DACB transmitted and each

acknowledgement seguence shall be sent with contiguocus

characters. No idle characters or other characters shall be sent

between the defined DACB or acknowledgement sequence character

positions.

4.1 DACB nsmission. A “A
21 w4

e ol 3 ]

E
)
]

461
II(EI

- -

il receipt of an ACK 31 or unti. 2

Transmission of continuous DACBSs shall be terminated upon rec ei
of an acknowledgement (ACK, WBT, DACB (INV), or DACB (F)) for t
DACB. After receipt of a WBT sequence, no new DACB shall be

initiated until after receipt of acknowlecgemenc sequence or DACB
(INV) or a time-out has occurred. The termination shall C I' at
any character boundary during the transmission of a DACB. On a

38
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WBT has been sent, any incoming DACBs shall be ignored until an
ACK sequence, DACB (F), or DACB (INV) has been transmitted.

5.2.4.2 DACB knowled nt tr iggion. An acknowledgement
sequence {(ACK ACK 31 31 or WBT WBT 31 31) shall be sgent 10 times

in response to a DACB. DC4 idle characters (see 5.2.5.1) shall
be allowed between acknowledgement sequences. The receipt of a
complete ACK ACK 31 31 or WBT WBT 31 31 sequence by a receiver
shall be required for validation of these control character
sequences. Termination of an acknowledgement sequence shall
occur on any character boundary following the detection, by the
responder, of the advancement of the initiator to the next
signa’ina actate.

-——anl = EEIT-

:

5.2.4.3 DACB regponsge transmission. If the responder continues

to receive the same DACB after having sent a response other than

WBT - i.e., ACK, DACB (F) or DACB (INV), it shall be assumed that
reaponme segquence haa been lost or not vet received and/or

=l
LT LGP MWIIIET T Bwlliciaisi. aav

acted upon by the initiator. The duplicate‘block(s) shall be
disregarded; however, the response to the previously answered
DACB shall be retransmitted. In the case of duplicate block(s)

received after the transmission of WBT, those blocks shall be
disregarded an no response shall be
5.2.

’
sent.
4.4 Multiple DTE chanpel usage arbitration. In case of
channel use "contention’ with DTEs of a multiple DTE DA, the
precedence of DTE message shall be utilized to determine the

. v ] [ LY S P |

order in which the messages shall be transmittea.

5.2.5 Svnchronization characters. The synchronization

- e e 2 ISRt e,

characters shall be DC4 and ESC and are listed in table XX.

5.2.5.1 Idle character (DC4). The DC4 character shall be the
idle character used to establish and maintain DACM character
avnechrani zation It ghall also be used to signal handback. DC4

.-.!_y AALAAL VAL A LCA N A \Jii . e AACA e e LR A AT NS A
shall be transmitted at idle rate or at information rate. At
least 10 contiguous DC4 characters shall be transmitted between

each DACB.

5.2.5.2 Escape character (ESC). The ESC character is the
transition synchronization character that shall be used during

the transition between two lines states; e.g., idle rate to
information rate or old information rate to new information rate.
The ESC shall be sent as a synchronous character with the

necessary encoding. When a transition is being made to a new
information rate, the Forward Error Correction (FEC), bit

stuffing, or multisampling that is specified for the new
information rate shall be used to encode the ESC. When a
transition is being made to idle rate, multisampling to 2400 bps
information rate shall be used if the loop rate is greater than
2400 bps.
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5.2.6 Handback request detection. While in the traffic state,

the decoded information rate bit stream shall be constantly
examined for synchronous DC4 characters. A DC4 character

boundary may be different than the character boundary of the
traffic mode. The detection of the DC4 stream shall indicate
that the distant end is regquesting a handback to DACM. Appendix

C gives details of handback synchronization.

NOTE: For Modes that are capable of detecting excessive
unexpected characters (Modes I, VI, etc), a handback request shall

s e i A — —

not be treated as excessive unexpected characters.

§.2.7 Break geqgquence. A break seguence shall be sent to "wake

- oo s o T

up" a distant end and shall force a return to the idle line state
(see table XXI and Appendix C).

5.2.7.1 Break generation. A generated break sequence shall
consist of one second of continuous "space” (logic zero) loop
bits. After having sent a break seauence, the sender shall go to
idle line state (see table XXI and Appendix C (50.2.1)).

5.2.7.2 Break . A break shall be recognized when 750
miiliseconds of spacing line are detected. The break detector
shall be implemented using a loop bit error filtering algorithm
to ensure that a break, in a worst case noise environment,shall

be detected. False detection shall also be guarded against by use
of a filtering algorlthm To protect agalnst false detection of

et e A _aATA rata

break during idie-to-information and information-to-1iGie rate

transitions, MARK shall be sent (gsee tables XXII and XXIII). The
break detector shall be active at all times.

5.2.8 i i ia. MARK is sent in order to
synchronize DA/MS. It is used atter a break seguence by the
siave who becomes the responder in the idle sync process and to

5.2.8.1 MARK gsequence. A detection of 32 contiguous logical 1

asm e =

bits at information rate shall be considered as "detecting MARK.

5.2.8.2 Detection of loss Af MADRPK aocmience . When in the MARK
detection sequence state, the DA/MS shall declare itself out of
MARK sequence state if any 720 bit sample contains less than 32
contiguous mark bits.

5.2. 9 Error At immem hmem Y omsmem wmaba EevanafAarmatinn The

W The
DA/MS may implement bit stuffing, multisampling, FEC (see
Appendix D), -and Automatic Repeat-reQuest (ARQ) error control
technlques. Depending on the DA/MS capabilities, various
combinations of these may be used. Error control and 1ntormatlon

to loop rate transformation shall be coordinated through the
DACB.
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5.2.9.1 Multigsampling. The multisampling technique shall be
used with information rates specified in table XXIV.
Multisampling shall not be used in conjunction with bit stuffing

or FEC.

cC 2 a 1 1 ne+ Fryramine Trn thia mnda Af AnaratiAan 21l hita
o R A A A i - did Llido MIVWUET UL UpTlLALaver, Raae vavw

(data and idle) shall be transmitted using the information rate
clock, that shall be derived from the loop rate clock according
to the sampling sequences shown in table XXIV. This shall ensure
that information bits contained in the loop rate data stream

between the transmitter and receiver have a fixed and known
relationship to the loop bits.

5.2.9.1.1.1 Start-stop data. The DA and MS shall only transmit
an integral number of stop bits. For Internmational Alphabet No.
2 (IA No. 2) start-stop code, one start, five data, and at least
two stop bits (eight unit IA No. 2 code) shall be transmitted.

In all cases, if there are nc characterg available for

transmission, an integral number of 1nformat10n bit times of

5.2.9.1.1.2 Quantizing information bits. When the message rate
to loop rate transformation results in a fractional number of
1A aamnlea nary information bit the fractignal loop h1f ahall

1

the loop clock rate
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5.2.9.2 Bit stuffing. Bit stuffing shall be utilized to adjust
certain information rates to 1oop rates (see table XXIV and

AemenmenAdd wn TV P FYrrT) T EE S e ahall e ahal Par
uyycuu;z& &, LG.U.LC MVJ..I..LI . DJ.L 9\—“&&&113 DI.MZL-L are u.\..\.uuly.L.L:ulcu oy

transmitting three data bits followed by two stuff bits. If FEC
is used, bit stuffing shall be accomplished subsequent to FEC.

NOTE: The receiver must be aware that the relationship of stuff
bits to the FEC code word may not have a fixed relationship.
5.2.9.3 Automatic Reneat-Recuegst (ARO) . ARQ is an error
detectlng scheme used by Mode I, Mode V, Mode VI, and Mode VII.
ARQ may be used in conjunction with FEC and multisampling.

49
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TABLE XXIV. r info ion
Loop Sampling
Transmission Informatian Sequence
Rate (bps) Rate (bps) Sampling 2/
Rate
2400 45.45 bauds 52.8 52, 53, 53, 53, 53 .
50 48 48, 48, 48, 48, .
75 32 32, 32, 32, 32, .
150 18 1€, 1€, 1€, 16, 1§,
300 8 8, 8, 8, 8, 8,
600 4 4, 4, 4, , 4, .
1200 2 2, 2, 2, 2, 2, .
2400 i i, i, 1, i, 1, .
4800 45 .45 bauds 105.6 105, 106, 105, 106, 106, .
50 96 96, 96, 96, 96, .
75 64 64, 64, 64, 64, ..
150 32 32, 32, 32, 32,
300 16 16, 16, 16, 16, .
600 8 8, 8, 8, 8, 8,
1200 4 4, 4, 4, 4, 4,
2400 2 2, 2, 2, 2, 2,
_ 777 4800 1 i, 1, 1, 1, 1,
9600 45.45 bauds 211.2 211, 211, 211, 211, 212,
50 192 192, 192, 192,
75 128 128, 128, 128, .
150 64 64, 64, 64, 64, .
300 32 32, 32, 32, 32,
600 16 16, 16, 16, 16,
1200 8 8, 8, 8, 8, 8,
2000 4.8 4, 5,5, 5, 5,
2400 4 4, 4, 4, 4,
4800 2 2, 2, 2, 2, 2, .
9600 1 1, 1, 1, 1, 1,

50




TABLE XXIV. Conversion tables from loop rates to information rates -
Continued.
Loop Sampling
Transmission Information Sampling Sequence
Rate (bps) Rate (bps) Rate 2/
16000 45.45 bauds 352.0 352, 352, 352, 352,
50 320 320, 320, 320, 320
75 213-1/3 213, 213, 214, .
150 106-2/3 106, 107, 107, .
300 53-1/3 53, 53, 54, 53, 53, 54, . . .
600 26-2/3 26, 27, 27,
1200 13-1/3 13, 13, 14, . . .
2400 6-2/3 6, 7, 7, 6, 7, 7,
4800 3-1/3 3, 3, 4, 3, 3, 4, .
9600 Stuffed to 3+2, 3+2, 3+2, 1/
16000
2000 8 8, 8, 8, 8, 8, . .
4000 4 4, 4, 4, 4, 4, . .
8000 2 2, 2, 2, , 2, . .
16000 1 i, 1, 1, 1, 1, .
32000 45 .45 bauds 704.1 704, 704, 704, 704, 704, 704,
704, 704, 704, 705, .
50 640 640, 640, 640,
75 426-2/3 426, 427, 427,
150 213-1/3 213, 213, 214,
300 106-2/3 106, 107, 107,
600 53-1/3 53, 53, 54, .
1200 26-2/3 26, 27, 27, .
2400 13-1/3 13, 13, 14,
4800 6-2/3 6, 7, 1, 6, 7, 7,
9600 3-1/3 1, 3, 4, 3, 3, 4,
2000 16 16, 16, 16, . .
4000 8 8, 8, 8, 8,
8000 4 4, 4, 4, 4, 4,
16000 2 2, 2, 2, 2, 2,
32000 1 i, 1, 1, 1, 1,
NOTES:
1/ 3+2 = 3 data bits plus 2 stuff bits 2/. .; repeat previous sequences
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5.2.9.4 Forward Error Corrxecting (FEC). FEC specified in this

standard is 1/2, 1/4, and 1/8 rate Golay (see Appendix D).

5.3 Osrm sl Amsm s o & 2 mon S ST v S IR TS © s S o s = T ;A]Q]E-;u‘!
5.3.1 Synchronization seguences. Synchronization is the process

whereby a transmitter/receiver sharing a connection,
cooperatively progresses from a common starting point to a
commonly desired end state. During the stages of
synchronization, a receiver shall utilize the incoming encoded
characters (e.g., DC4, ESC, and SYN) to achieve synchronization
(encoded by mulglsamnllna bit stuffing, and FEC encoding as
appllcable) During the various synchronlzation processes (see
Appendix C), an initiator/responder relationship shall be used to
determine the synchronization leader/follower respectively. The
types of synchronization are multisampling, bit stuffing without

we it s -

.
FEC encoding, bit stuffing with FEC encoding, FEC without bit

stuffing, and character synchronization. Examples of some

typical character synchronlzatlon sequences are contained in the
tables listed below.

Generation of break, returnm to idle - tab
Normal call termination - table XXTT,
Change of call characteristics - table XXIIT.

Call initiation - table XXV.
Reject message - table XXVI.

Transmission complete, return to idle - table XXVII.
Toreraa 1 e A ~lhmacamémecd ot d o bl o~ WUIYTTT
4idVQL AW ViiGAlLAQULTL LIULLUDS - Lauiec aAavildl.

5.3.1.1 Multigampling. When multisampling is employed, the
transmitter shall send the current SYN character encoded with
multisampllng The receiver shall establish bit synchronlzatlon
on the information rate bits of the SYN pattern. The responder
shall declare itself "in sync" upon detection of four contiguous
decoded sync characters.

5.3.1.2 Bit stuffing without FEC encoding. The initiator,
having attained synchronization, shall send ESC characters with
stuff bits and data bits positioned as shown in figure 5. The
resnonder shall GIt'T"ln atuff h'lf'q from the 1ncomlng bit str ream

using the prev1ously acquired frame synchronization. The
responder shall declare itself "in sync” upon detection of four
contiguous decoded ESC characters.

5.3.1.3 Bit gtu ffi ng ‘v‘v’i th FEC gngcding The initiat tor, u&Viﬁg
attained synchronization, shall send FEC encoded ESC characters

with stuff bits, data bits,—and FEC code bits positioned as
required by Appendix D for Golay coding. The responder shall
declare jitself "in sync" upon detection of four contiguous

decoded ESC characters.

ha a fixed relationshin

AT It al Qs s r

NOTE: The receiver must be aware t
FEC code word.

t
not exist between stuff bits and the
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5.3.1.4 FEC encoding without bit stuffing. The initiator shall

gsend FEC encoded ESC characters (1/2 rate, 1/4 rate, or 1/8 rate)
as required by Appendix D for Golay coding. The responder shall
declare itself "in sync" upon detection of four contiguous
decoded ESC characters.

5.3.1.5 Character synchronization. A DA/MS shall obtain

character synchronization by searching the decoded information
rate bit stream, bit by bit for an eight-bit pattern that
corresponds to the current SYN character. Upon finding a match,
the DA/MS shall tentatively establish character boundary
synchronization and then examine the next three characters and
ensure that they are also the SYN character. If so, character
synchronization shall be considered acquired. 1If any one of the
three characters is not the current SYN character, the entire
process shall be initiated again starting with the bit-by-bit
search of the encoded information rate bit stream. The detailed
synchronization requirements are given in Appendix C.

5.3.2 Losgs of synchronization and resynchronization. Upon
having progressed through many levels of synchronization to a
desired level, it is then possible for any one of those levels of
synchronization to be lost. The means for detecting loss of
synchronization are described in Appendix C.

5.3.2.1 Methods for detecting loss of synchronization. The

methods for detecting loss of synchronization shall be by:

a. Excessive unexpected characters (in a mode where such
recognition is possible).

NOTE: A handback request shall not be treated as excessive
unexpected characters.

b. Excessive start/stop bit position errors (Modes II or
V).
c. Failure to progress to the next state of DACM.
d. Excessive parity errors in traffic state.
e. The operator.
5.3.2.2 Recov r . Recovery procedures shall range

from simple operator alarms with manual recovery to automatic
link synchronization including automatic message cancellation and
retransmission. The general capabilities provided by the DACM
protocol are specified in Appendix C. For all recovery
procedures other than a character resynchronization, the DA/MS
shall verify loss of synchronization before attempting recovery
procedures.
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5.3.3 Time-out. The DA/MS shall time-out when synchronization,
signaling and traffic procedures are not executlng properly after
a predetermlned lapsed time. Timers shall be implemented as
described in table XXIX and Appendix C.

ad ber tha
cu o viic

5.3.3.1 (Circuit switched with high precedence traffic. For
circuit switched high precedence traffic, the DA/MS shall return
to idle rate and institute recovery procedures by sending a Break
sequence (see 5.2.7 and Appendix C).

€

5§.3.3.2 Circuit awitched with low precedence traffic. For

circuit switched low precedence traffic, the DA/MS shall release
the connection.

5.4 1l vali ion of DACB. The DA/MS shall validate the
DACB using the following rules (see figure 2).

F--%
A

f
{
oF

i

b. Each identifier character shall be checked for parity
error.

on 12 of the DACR sghall be validated and

:
1
A \SLL A P2 A waslia - -

-
ndlna upon the character oresent additional

performed.

R T g T Y

5.5 Qpera;ign with cryptographi¢ eguipment

5.5.1 Crvptographic resynchronization. Loss of cryptographic
synchronization and its recovery is a subset of overall loss of
synchronization and resynchronization (see 5.3.2).

5.5.2 Data mode comtrol (DMC). Data transmission between
transmitter/receiver shall be capable of operating with or
1tho t the DMC of the associated COMSEC equipment enabled.

synchronization. For circuit switched data calls the DMC shall
be enabled before entering the idle synchronization state.

5.5.2.1 Dadicated lineg, On dedicated lineg, the gtatus of DMC
during the connection shall be pre- coordlnated by the operators.
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im n im

-

CONDITION

ACTION TO BE

Any synchronization
character
established

10 seconds no
synchronization
received

Send break if
dedicated

Send break if CS
and high
precedence
Terminate call if
CS and low
precedence

DACB sent

10 second no
response

Send break if
dedicated
Send break
and high

if CS

Terminate call if
CS and low
precedence

10 second time out

Resend

DACB

5 minute time out

- arm

WBT 31 sent

3 seconds and not
able to validate
DACB

Resend WBT 31
sequence

Break sent

10 second time out

Send break if
dedicated

Send break if CS
mwvAd e~k

CQli\d LL.L&LL
Terminate call if
CS and low
precedence

MARK sent

10 second time out

Send break if
dedicated

Send break if CS
and high

mramadansa
ML uueiivo

Terminate call if
CS and low
precedence
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uring call connection using DACBs, the

a fexm —— .

UA/ MDS shall utilize the DMC

a1
ocf a DACB (NTJLJ Siida L

ed by the identifier

establish the state of DMC as s‘e-iﬁ
characters in position 15 of the DACB. Once the gstate of the DMC
is determined by the first DACB (NUL), the state of the DMC shall
be fixed until the call is terminated.

5.6 glare. A glare situation arises when both parties
simultaneously attempt to initiate DACR ling In

r eou tiate DACB gignaling. In such a
case, the master s signaling shall be allowed to succeed (master
wins glare) and the slave shall back down (lose glare) and shall
respond to the master’s signaling.

5.7 Identifier characters. Whenever the characteristics of a
DACB are changed during call initiation, the DA upon completion
of the call, shall reset the DACB characteristics to those
identified during DA setup.

NOTE: The setup and manner of choosing the DACB characteristics
shall be specified in the procurement documentation.

o]
[lo ]
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6. INFORMATION FOR GUIDANCE ONLY

6.1 Subiject term (key word) listing

data adapter

data adapter control block

data adapter control mode
data adapter termination unit
data mode control

error detection

6.2 Special cases. The DA/MS shall not search for or act upon
any of the DACM SYN characters (ESC,DC4), when the Data Adapter
is not using one of the following Modes/Codes:

} V- BN

a. Mode I,
b. Mode II, IA No.2,
c. Mode II, IA No.5, 0dd Parity,
d. Mode V, IA no.2,
e. Mode V, IA No.5, 0dd Parity,
f. Mode VI,
6.2.1 Circuit switched connections. Upon completion of traffic

transmission, the initiator/master shall terminate the call by

releasing the connection (hang-up). For all other recovery

situations see 5.3.3.1 and 5.3.3.2.
be

£ 2 2 Handhacl Hanﬂhac‘

O el o e TICRLANALAITAN TN »

of a Break sequence.

shall be accomplish by the transmission

'

N
\0
>~

J
o
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Appendix A contains specific information in support of Duplex
Message Protocol (Generic Gateway). Appendix A is not a

mandatory part of this-document. Implementation of the Duplex
Message Protocol is optional, but when implemented, it shall be
accomplished in accordance with this appendix, (Appendix A)
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APPENDIX A

10. FUNCTIONAL DESCRIPTION

The Full Duplex Message Protocol (FDMP) is used by
application programs (gateway tasks) tc send and receive messages
between two message handling systems. An application program

v e ass -G T SN2 S Y S LELLD - £33 4 L.C 4
A VN e aa e VY W ~ - 9 x -

reads messages from a mass storaqe device (dlsk) and utilizes
FDMP to transfer them to another system. FDMP passes messages it
has received from another system to the application program which
writes them to disk. FDMP utilizes a link level protocol to

transfer messages and control information between systems.
Specific features cf FDMP are:
[ Operates in a full duplex mode. That is, sending and
receiving of messages may occur simultaneously.
® Control of the send and receive functions is
independent. Message transfer in one direction may be
suppressed without affecting transfer in the other
direction.
® Supplement al data, such as dissemination information,
may be transferred with the message text.
® FDMP is independent of the link level protocol, device
interface, and physical characteristics of the link.
L] Start up and shut down of either side of the link is
asynchronous with respect to the other side.

To fully utilize FDMP, a link level protocol such as Digital
Data Communications Message Protocol (DDCMP) or High-level Data
Link Control (HDLC), which supports full duplex, variable sized

blocks, and error detection and recovery, should be used. To
aliow for character oriented protocols such as Bisync to be used,
FDMP avoids the use of binary data and communication control
characters.

FDMP assumes a point-to-point communication environment and
contains no provisions for use in a network or multipoint

. _.a

environment.
20. INTERFACES

This section describes the relatlonshlp between the user
application, FDMP, and the link level protocol/device intert:

1 Annlicarion interface to FDMP, FDMP ghall ac
1 Applicgatior nterface FDME FDMP ghall ac

segments from the application program. The application program
identifies the first and last segments. FDMP is responsible for
adding its control headers and breaking down and/or combining
those segments into buffers of the 91ze it uses tor data

2
T v e e o Y

transier. FDMP shail pass segments of messages it nas receive

-m o
m O

¥
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. .
minus control headers, tc the application program. The

application program is responsible for comblnlng and/or breaking
down those segments into buffers of the size it uses for storage.
FDMP shall 1dent1fy the first and last segments to the
application program. The content of the messages is transparent
to FDMP.

MP when it is starting up and shutting

ot es
down. FDMP shall notify the user of changes in link status and

®
7
®
R
"

20-2 ww_mmz_dﬂm& FDMP shall select the size
14

mita allowed 'hv rhe

link level protoceol or communica;ion deviceg Depending on the
actual link protocol, communicat ion device, and software

trailers. The link interface implements the link level protocol
and interface to the communication device hardware to provide
error free transfer of data buffers between FDMP modules.

Although FDMP is designed for direct point-to-point
communications, it could be used in a network environment i
b oY

—rmsm,es = e mmemtanAd Ao

approprlat:e network protocol layers are inserted between th

1 -F oy
interface and FDMP.

30. FORMATS

-4

30.1 General notation. In the following discussions, a "bu
refers to a unit transmitted or received via the link interf
TDMP ghal roduce and accept three types of buffers: contro

™
MiUlauL T el e es s = L & — /il L s

data, and message text.

ffer"®
ace.
1,

Ly

supple enta
A "message" is a group of text buffers optionally preceded
by supplemental data.

Bach end of an FDMP link shall maintain status information
on the ability to send and receive messages. When one end is
ready to receive messages, it sets its status to "okay to

receive,, and notifies the other end who then sets its status to

AN n e Etmen mawmtatem arvrmnro atrfatavwo s

be

f"okay tO send®. At start up and after certain errors, status
always "not ckay tc send". In other words, a system is
responsible for its own "receive" status. It relies on the other

end to set its "send” to "okay".

JE — < e A

Two timers are used in FDMP. One to control/measure events
relating to sending a message and the other for receiving a
message.

The term "bust" refers to the handling of incomplete
messages. The receiver of an incomplete message "busts" it by

ignoring all segments already received.
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The term "re-gueue" refers to the handling of incomplete
messages by the sender. When the sender "re- queues' a message,
he saves it for retransmission at a future time.

Mivn cmmbe ~f —memm e I U U SIS T SN SRS SU S
1w 3TLS ULl aieEsSsSaye u WELS die ldlilldldlleud DYy OO0l elas 0L
the 1ink one for each Airoctinn Af rranafar
N B e N Rttt § B — N e s e & A N b e r o b o S Ad A e de Vb Bl & e A o

The term M/S refers to the sender of a message and M/R the
receiver. The terms "sender" and "receiver" refer respectively
to the sender and receiver of buffers.

ASCII numeric fields always have the most significant digit
first and are padded with leading zeros when necessary.
30.2 Control bufferg. Control buffers are used to communicate
status and control the flow of messages. The format of a control
buffer shall be as follows:
| ¢ | MSGNO | SUBTYP |
where:
C 1 byte, ASCII ‘C’ (103 octal) - type identifier
for control buffer.
MSGNO 4 bytes, ASCITI numeric - number of the message to
whirmrh +tha ~Aant»rnl h11FFn-r arnnli1iaa
VALA \wdd e A ot Wl Bd o e N A Nl dae D N vl-yyd--l.cp-
SUBTYP 3 to 6 bytes, ASCII - control subtype.

The control subtypes are the following:

EQSTS Requegt gtatua. FDMP ghall gend REQSTS at gtart
up and after any error indicative of loss of
communications. The senders status is "not okay
to send".

RANV Paarkyy +tn yaraiiro ocoaarrno Whan »asAwr CTMD ahall
- AN A A N e o e W N AIIGBDQEUD . LA T A2 2 3 ‘-C“\‘, ¥l & Al A & AACA A &
send READY in response to REQSTS. The sender

status is "okay to receive". The receiver status

becomes "okay to send".
BT wait b

receiv le)
REQSTS when not ready, or to indicate change in
ready to receive status to not ready. Senders

b0
o
D M
- h
)
H
o
cr
H
Y]
o
n w
W P
- T
—d rr
i
o
(0 W
=
o
o]
0
Y ct
B~

to
'—
-

LA S T — Y a ava aa aataa a A @wsd A TCwpwiAw -

status is "not okay to receive”. Receivers status
becomes "not okay to send’. When sent while
AamAatTIri My o mAacoasyo 1~ AvmAT At An ot el M/D
ATLCT AV ALY QA T ooayc, < - iUl CALTD Liia [OF ¥ W/ VAP 1\ 8

cannot accept the complete message. The M/R
"busts" the message. Upon receipt of WBT, the M/S
shall stop sending and re-queue the message. The
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status of both sides changes as previously
described.

REJECT Negative acknowledgement. The M/R shall send
REJECT to indicate sBequence or format error or
failure of the CRC validation on a received
message. The M/R busts the message. Upon receipt
of a REJECT, the M/S shall retransmit the message
from the beginning.

ACK Message acknowledgement. The M/R shall send ACK
after successfully receiving and recording an
entire message.

CANCEL Cancel message. The M/S shall send CANCEL to
specify that the remainder of a message will not
be sent. The M/S shall re-queue the message. M/R
busts the message.

30.3 Supplemental data. Supplemental data is optional but each
implementation of FDMP shall accept supplemental data and pass
the information to the application program. This is information
apart from the text of a message which accompanies the message on
transmission. To provide flexibility, supplemental data is
divided into one or more items. The content of the items is
transparent to FDMP. However, to provide the widest choice of
link protocols and communication device, it should not contain
blnary data for communication control characters. Supplemental
data is optional. If any is to be sent, it precedes the message

text.

Supplemental data shall be formatted as shown below:

o T it

- E e m e e m e e et m e Em e meEm e T e e o= === e o= = = o= e e o= o= =

S - 1 byte, ASCII IS’ (123 octal) - type

identifier for supplemental data buffer.
MSGNO - 4 bytes, ASCII numeric - message number.
SEQNO - 3 bytes, ASCII numeric - sequence number.
FLG - 1 byte, ASCII flag - ‘L’ (114 octal)

indicates the last buffer.

A data item will normally begin with a keyword followed by a
variable amount of data. Because data items may be any length,
and to optimize link utilization, supplemental data items have
four forms.
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i L EN | Keyword, Data | Additional Items |
LEN - 3 bytes, ASCII numeric - length of

the data item.
Additional items - Optional. If present, they
- - D
UL

T e v
roLin 41 &L .

Form 2 is used when the beginning of an item is too large to fit
in the remaining buffer space.
| o | o | ©0 | FKeyword, Data |
000 - 3 ASCII zeros - signifies that the remainder of
the buffer contains the beginning of the item.
Form 3 is used for the continuation of an item which fills the
entire buffer.
| o | o |} o | Data |
000 - 3 ASCII Zeros - signifies that the entire buffer
contains the continuation of the item.

Form 4 is used for the last segment of an item which spans
buffers.

| LEN | Keyword, Data | Additional Items |

LEN - 3 bytes ASCII - length of the last
segment of the data item.

Additional items - Optional. If present, they will be

Form 1 or 2.

~J
N
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4 Meggage text. he format of message text buffers is:

T - 1 byte, ASCII 'T’ (124 octal) - type

identifier for message text buffers.
MSGNO - 4 bytes, ASCII numeric - message number
SEQNO - 3 bytes, ASCII numeric - sequence number.
FLG - 1 byte, ASCII flag - "L’ (114 octal)

indicates the last buffer.

.

it should not contain binary data nor communication cgngrgl
characters.
40. OPERATION
FDMP is a true full duplex protocol with respect to sending
and receiving messages. Operations inveolving sending a message
and receiving a message have no effect on each other. Therefore,

control buffers have meaning only to message transfer in a given
direction. REQSTS and CANCEL are always sent by the message
sender (M/S) to the message receiver (M/R). REEBY, WBT,

= o o = - walt

REJECT,and ACK are always sent by the M/R to M/S.

FDMP operation for both sending and receiving are divided

into four modes: not ready, starting up (becoming ready), idle
(ready but inactive), and actively sending or receiving.

0.1.1 Not ready. This mode is entered if the application
rogram is suppre381ng message transmission. In this mode,
h hibit sending an £
EJE The s

L -aa s

1y
a

(=3

0
4 Fh

ers and
n

S
.
tat emaing "n

40.1.2 Startup. When starting up, or after a link error, the
status is "not okay to send". The status of the other end must be

determined. FDMP Snall send the REQSTS CODCI’O_L buffer and start a
i t

b0
(U

) Control READY is received. FDMP shall cancel the timer
and change status to "okay to send". If messages are
waiting, transmission may begin. FDMP shall enter idle

or active mode.

77



Downloaded from http://www.everyspec.com

e Controcl WBT is received. FDMP shall resgtart the time
and retain the status of "not okay to send". FDMP shall
remain in startup mode.

® Timer expires. FDMP shall retransmit the REQSTS control
buffer and the rescart the timer. A counter is
incremented. When the counter reaches its threshold
value, an error message is printed and the counter
reset. FDMP shall remain in startup mode.

® ACK or REJECT received. Increment appropriate error
count and check error thresholds. FDMP shall remain in

startup mode.

40.1.3 Idle. When no message is being sent the following may

L] Control READY is received. This buffer is ignored.
FDMP shall remain in idle mode.

® ACK or REJECT received. Increment appropriate error
count and check error threshclds. FDMP shall remain in
idle mode.
o A message ready to be sent. FDMP shall enter the
message active mode.
40.1.4 Mesgsage active. Sending a message consists of transmitting

buffers of supplemental data and text and waiting for
acknowledgement after the last buffer is sent. When sending a
message, one of the following may occur:

= A = ™ s —— e o wom

Control JECT is received. After
nroceaa of transmigsion are complet

Meivoeooo Vi —aasa usu..-vw‘vo- v---r----' LA S A S =121 2

retransmit the entire message, including supplemental
data. The same message number is used. Re-sequencing
begins at 001. Increment appropriate error count and
check error thresholds. FDMP shall remain in message

¢
vm
c
L
£

L Control WBT is received. Further transmission of
buffers for the message shall be inhibited. FDMP shall
re queue the message and change status to "not okay to

The timer is started. FDMP shall enter the

sta

® Control READY or ACK is received. Increment appropriate
error count and check error thresholds. FDMP shall
remain in message active mode.
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Link error occurs. FDMP shall attempt to send control

User message handllng error occurs. FD shall send
control CANCEL and enter idle mode. The user program
determines whether message is to be retransmitted.

After sending the last text buffer, FDMP shall start a timer. At
this point the following may occur:

taken.

PN SR R Y

40.2 Receiving egsages. For each mode the following p
give events that may occur and the subsequent action tha

— e ea s L _ Y = = - &-...-_

Control ACK is received. FDMP s 11 cancel the timer If

any messages are available, FDMP may begin sendlng
Otherwige, FDMP ghall enter the idle mode.

e dAaT e w-n-.-‘.-, o~ eve ax f=2 0 o T L L =1

'-

REJECT or WBT is received. FDMP shall cancel the timer.
Further transmission of buffers for the message shall be
inhibited. FDMP shall re-queue the message and change

kavy to send” The timer ig started

W/ O%ad . - AdN o b AbiNr Ao - AL e .

XY
he startup mode.

Timer expires. FDMP shall send CANCEL and re-queue the
message. Status becomes "not okay to send". FDMP shall
enter startup mode.

Control READY received. Increment appropriate error

count and check error thresholds. FDMP shall remain in
message active mode.

_______ A o F£AT) A 1-3 ier ™

(o g8}

40.2.1 Not ready. Status is "not okay to receive” FDMP shall

send a

control WBT in response to supplemental data, message

text, control CANCEL, or REQSTS buffers.

40.2.2 Startup. Status becomes "okay to receive". FDMP shall
send a control READY and enter idle mode.

oD

0.2

.2.
rad
ceived

3 Idle. When

kay to receive, and no message is being

"o
.
the following may occur

REQSTS is received. FDMP shall send a control READY and
remain in idle mode.

Data or text with sequence number 001 is received. FDMP
shall enter message active mode and start a timer.

Data or text with sequence number not 001 is received.
FDMP shall send control REJECT and remain in idle mode.
Increment appropriate error count and check error
thresholds.
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® Control CANCEL is received. Increment appropriate error
count and check error thresholds. FDMP shall remain in
idle mode.

40.2.4 Message active. While receiving a message the following
may occur:

® Good data or text is received. Increment count of good
buffers. If the laat text buffer of a messaage is

AL e e D LR 2 A= ohe CA E A T T N A R =l =y |

received, FDMP shall cancel the timer and enter idle
mode. Otherwise, FDMP shall remain in the message
active mode.

Bust the message. FDMP
shall send control READY and enter idle mode.
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® Timer expires. If the good buffer count is non-zero,
- FDMP shall remain in the message active mode. Restart
the timer and reset the count. If the good buffer count

is zero, FDMP shall send REJECT and enter idle mogde.
Bust the message.

® User message handling error occurs. FDMP shall send
control REJECT or WBT and enter idle or not ready mode
as directed by the user program.

40.3 Shutting down or throttling. FDMP may throttle incoming
messages either as a condition of available buffer space or upon
direction of the application program. FDMP shall send a control

—adlT CpipsaLOLISR2

WBT to stop receiving messages. If a message was being received,
it is busted.

50. A TYPICAL IMPLEMENTATION

A typical environment includes the Communication Support
Processor (CSP) as used by the All Source Analysis System (ASAS).
The CSP provides all external interfaces including the interface
to AUTODIN. The CSP uses a communications interface processor
called the Communications Protocol Processor (CPP) to standardize
all external interfaces. For purposes of this document, the term
CSP will be used to refer to the combined CSP and CPP. The full
duplex Message Protocol (FDMP) is used for message transfer
between the CSP and other processors. The link level protocol
used is the Digital Data Communications Message Protocol (DDCMP) .
The format of message text sent from the CSP and accepted by the
CSP is either DOI-103 or JANAP 128.

50.1 Data Flows. Data flow between the CSP and external systems
is full duplex. A typical message exchange scenario between to
full-duplex FDMP/DDCMP modules is diagrammed in below:

CSP requests DDCMP synchronization with DDCMP STRT
REMOTE receives STRT and responds with DDCMP STACK

IMDOMD 1ink bhetween CSP rto REMOTE 18 in

.
VWODUNY 11NK pelweell Loy LO R4NViD al
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REMOTE requests FDMP synchronization with FDMP REQSTS

CSP receives REQSTS and responds with FDMP READY with DDCMP ACK
REMOTE receives READY and returns DDCMP ACK
(FDMP link from REMOTE to CSP 15 1n1t1axlzea)
CSP requescs FDMP synchronization with FDMP REQSTS

DM rnﬁnﬁ\rna RROACTS and -r'pqpn'ndn with MP Rm! Wich DDCMP ACK

RBMUV I D ATLWVOWA Vo Syt W Basla & Searprraasass w22 T2 Al

CSP receives READY and returns DDCMP ACK

(FDMP link from CSP to REMOTE is initialized)

CSP transmits FDMP message to REMOTE

REMOTE receives message and detects CRC error in DDCMP Header
REMOTE sends DDCMP NAK

CSP receives NAK and retransmits FDMP message

REMOTR accepts message and transmits message to CSP w1th DDCMP ACK

CSP receives message and returns DDCMP ACK

50.2 Protocol Formats. Link level protocol communications
between the CSP and the REMOTE occurs at the DDCMP level. Two

mynes of DDCMP frames are ugsed in the interface:

1 YPMPTS Ul UL e e CRAGNS AT ~als liALESERattT .

® Data Frames
® Control Frames
Control frames are used to communicate link control

instructions, transmission status and reception status and are
described in section 50.2.1. Data Frames are used to transmit and
receive variable length data message and are described in section
50.2.2.

The DDCMP Data Frames that are communicated on this interface
always contain an FDMP frame. The FDMP fames are extracted on
reception from, and assembled on transmission to, the REMOTE.
50.2.1 DDCMP Level Control Messages . DDCMP is a protocol which
carries link control information, transmission status, and
initialization notification between the Transmitter and the
Receiver. The following control types are used by this protocol
implementation:

Start Message - STRT. The STRT message establishes initial
contact and synchronization on a DDCMP link. The transmitter
sends this message during link start-up or reinitialization.
The start sequence resets message numbering at the

transmitter and receiver.

Start Acknowledge Message - STACK. The STACK message is the
response to a STRT meesage. It tells the receiver that the
transmitter has completed initialization.

Acknowledge Message - ACK. This message acknowledges the receipt
of correctly numbered data messages that have passed the CRC-
16 check Thig meggaae ig also used to rknowledae receipt

(97 ¢ L =1 OF dddaw TS EHgST = S22 =A==t ackno

of the DDCMP control STACK message. The ACK message is used
when acknowledgments are required and when no data messages
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are to be sent in the reverse direction. The ACK message
conveys the same information as the RESP field in numbered
data messages.

Negative Acknowledge Message - NAK. The NAK message passes error
information from the DDCMP data receiver to the DDCMP data
sender. The NAKTYPE field indicates the cause of the error.
The NAK message also includes the same information as the ACK
message. Thus it serves two functions: acknowledging
previously received messages and notifying the sender of some
error condition. The following is a list of the possible
error conditions

BCC Header Error
BCC Data Error

Rep Response

Buffer Unavailable
Receiver Overrun
Message Too Long
Header Format Error

Reply to Message Number - REP. The REP message requests received
message status from the data receiver. It is usually sent
when the sender has transmitted a data message and has not
received a reply within a timeout period. The response to a
REP is an ACK or NAK depending on whether the receiver has or
has not received all the messages previously sent by the
sender as indicated by the message number in the REP.

50.2.2 FDMP Level Control Megssages FDMP is used to send and

receive messages between two formatted message handling systems.
FDMP assumes a point-to-point communication environment. The
protocol formats of the FDMP level use the following control
types:

REQSTS Request status. Applies only to the transmit side.
Sent at start-up and after any error indicative of loss
of communications.

READY Ready to receive messages. Sent in response to a
REQSTS.
REJECT Negative acknowledgement. Sent by the message receiver

to indicate a sequence or format error.

ACK Message acknowledgement. Sent after receiption of the
entire message indicating successful reception and safe
store of the message.

CANCEL Cancel message. Sent by the message sender to specify
that the remainder of the message will not be sent.
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i WBT Wait before transmitting. Sent in response to REQSTS or
to indicate a change in receiver’s ability to receive
messages.

50.3 Format Line ]15A Verification. The CSP scans DOI-103 and
JANAP 128 messages identifying format lines 5, 6, and 12 and

U £alv oo

calculates a CRC 16. This value is then converted to ASCII and
compared with the contents of format line 15A. A successful
comparison will result in continued processing of the message. If
the comparison fails, a FDMP REJECT is transmitted 1nd1cat1ng the
CRC error. The CRC-16 calculation is performed using the

following polynomial:

X% 4+ xX¥ + X2+ 1

83/84

[ ra ¥ ] Al nwrare o -2 0 7% ™ hNa Ao - £ ARV A T T I L IR o t F o0 4 AN I | mmimaoava 1o



Downloaded from http://www.everyspec.com

MIL-STD-188-216A



Downloaded from http://www.everyspec.com

MIL-STD-188-216A

APPENDIX B

LIST OF ABBREVIATIONS AND ACRONYMS USED IN MIL-STD-188-216

This appendix contains general information in support of MIL-STD-
188-216. Appendix B is a nonmandatory part of this document.
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APPENDIX B
ACRONYMS AND ABBREVIATIONS
This appendix provides definitions of acronyms and abbreviations
used in this standard. This appendix is not a mandatory part of
this standard.
31 Control or framing character
ACK Positive acknowledgement
ACP Allied communication publication
ARQ Automatic repeat - request
ASCII American Standard Code for Information
Interchange
AUTODIN Automatic digital network
BP Block parity - framing character
bps Bits per second
CMD Command
COMSEC Communications security
Cs Circuit switch
CTL Control
DA Data adapter
DACB Data adapter control block
DACB (A) DACB with identifier character A in
position 13. Transmission complete -
terminate call (GO-ON-HOOK if switched).
DACB (B) DACB with identifier character B in
position 1i3. Transmission complete -
read contents of this DACB for new
characteristics and continue.
DACB (C) DACB with identifier character C in

position 13. Transmission complete -
return to idle rate.
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DACB (D) DACB with identifier character D in
position 13. Cancel all transmission
since last start of message sequence

Y YYD

then terminate the call (GO-ON-HOOK if

.o el A )
switched) .

DACB (DC2) DACB with identifier character ’'DC2’ in
position 13 - reject message.
DACB (E) DACB with identifier character E in

position 13. Cancel reading of DACB
contents for new characteristics and

continue.

DACB (ENQ) DACB with identifier character ’'ENQ’ in
position 13. Request receiving DA send
its DACB (F).

DACB (F) DACB with identifier character ’'F’ in
position 13. Positive response to

received DACB 'ENQ’.

DACB (G) DACB with identifier character G in
position 13. Go to voice.

DACB (K) DACB with identifier character K in
position 13. Cryptokey exchange (Future
use) .

DACB (INV) DACB with identifier character ’'INV’ in
position 13. Response when invalid DACB
is received.

DACB (NUL) DACB with identifier character ‘NUL’ in
position 13. Sent during call
1n1t1at10n.2

DACM Data adapter control mode. This is the
state between DA/MSs in which DACBS may
be sent.

DA/MS Data adapter/message switch; data
adapter to message switch; between data
adapter and message switch.

DCAC Defense Communications Agency Circular

DC4 DACM idle character

DLED Dedicated loop encryption device

DMC Data mode control
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DNVT Digital non-secure voice terminal
DO Design objective
DODD Department of Defense Directive
DODISS Department of Defense Index of
Specifications and Standards
DOI DSSCS operating instruction
DSSCS Defense Special Security Communications
System
DSVT Digital sgbsgfiber voice terminal -
secure voice/data digital terminal
DTE Data terminal equipment
DTE-1 DTE connected to terminal 1 of DA
DTE-2 DTE connected to terminal 2 of DA
DTE-3 DTE connected to terminal 3 of DA
EBCDIC Extended Binary Coded Decimal

Interchange Code

ECP Emergency command precedence

EFTO Encrypted for transmission only

EM End of Medium framing character

ENQ Engquiry DACM character

ESC DACM message rate idle character and/or
idle synchronization character

ETX End of text - framing character

FDMP Full duplex message protocol

FEC Forward error correctiomn

FED-STD Federal standard

INFO information

INV Invalid DACM character

IR Idle rate
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International Alphabet No. 2

Joint Army, Navy, Air Force Publication
cant bit

Military standard

Message switch or store and forward
module

Most significant bit

Message switch/data adapter

Not applicable
character (ESC, DC4)
synchronization

Joint Tactical Communication Office
Equipment

Wait before transmitting, DACM character
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APPENDIX C

Appendix C contains specific information in support

of MIL-STD-

188-216. Appendix C is a nonmandatory part of this document.
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APPENDIX C
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10.1 Purpose. The purpose of this appendix is to define the
DACM protocol as a tool with many capabilities in a manner which
provides for a consistent but flexible implementation.

10.2 Scope. This appendix contains state diagrams illustrating
the DACM protoccl. The intent is to clearly define the normal
and abnormal data and control system modes.

Not applicable.

30. DEFINITIONS

For purposes of this appendix, the definitions of section 3 of
th u and FED-STD-1037 shall apply.

il &Kl

40. GENERAL REQUIREMENTS
The DACM protocol described herein is general in its nature. It
describes a function which may be implemented within simple

adapter boxes, intelligent terminals, oOr large switching centers.
Each of these pieces of equipment have system-level requirements
which dictate how this protocol is to be implemented. The DACM

protocol function can be subdivided into a set of basic functions
(tools, assets, processes) under the control of a "supervisor".

This is illustrated in figure 6. In the supervisory function,
the "supervisor" will decide how information flows between these
functions, what task a given function performs at any given time,

and what functions are active at any given time. It is also
responsible for communicating with the higher-level function.
The basic functions are:
a. input bit processing.
(1) Perform serial to parallel conversion.

(

[ 8]

) Perform Golay decoding, bit unstuffing,
demultisampling, and framing checking.
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b. output bit processing.
(1) Perform parallel to serial conversion.
(2) Perform Golay encoding, bit stuffing
multisampling, and framing.
(3) Perform output synchronization.
(4) Perform break generation.
c. DACM signaling.

(1) Perform the mechanics of DACM signaling.

40.1 Qgggmgg;gg;gg_gpp;gggg. A hierarchical approach is used to
divide the documentation into manageable pieces. Figure 7 shows

only the structure of the documentation of DACM signaling,
traffic mode functions, and superv1sor functions. The
representation contained in figure 7 corresponas to that in

figure 6. The document convention is shown in Figure 8. The
top-level diagram, figure 9, shows each of the high-level

processes which the DACM protocol supervisor can perform and the
interrelationship with the other high-level processes. Each
process is in turn defined by an individual process diagram or
explanatlon, illustrating all possible actions, both normal

: .
ULJC.I.G.LJ.ULJ and abnormal Gp"rat‘Dn cr fault conditions available to

the supervisor, while performing that process. To use this

appendlx, one must determine the active states. At each level
there will be an active state; e.g., the DA/MS is awaiting the

answer to a DACB (NUL). On the top level diagram, figure 9, the
call identification and call initiation signaling process, figure
10 and 11. The "anperVisor" is constantly monitoring the "basic
functions" of figure 6, awaiting output from them. Although

output is expected from DACM 91gna11ng, a break or an external
command can be received at any time. Within DACM signaling

(figure 12), "waiting for response®” is active. One the
determines from the state diagrams the response for any given
stimulug.
40.2 Introduction to top-level diagram. The top-level diagram
(figure 9) divides the DACM protocol into processes and defines
the relationships among these processes. These processes fall
into several categories defined in the following subparagraphs.
40.2.1 th J:\ r 1

a. Connection terminated.

b. Voice state.

C. Crypto synchronization.

84
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FIGURE 8. Document convention.
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40.2.2 DACM protocol subdivisions. The DACM protocol is
subdivided into the synchronization process, the DACM protocol
process, and other processes. These processes are broken down in

subparagraphs 40.2.2.1 through 40.2.2.3.
40.2.2.1 Synchronization procesg
Idle synchronization.

a
b. Handover synchronization.

¢
o
)
s

;
)

40.2.2.2 DACM protocol procegs

a. Control
(1) Idle
(2) Handback
(3) Glare.

b. Signaling

(1) Distant end I.D. establishment
(2) Call initiation

(3) Terminate
(4) Go to voice
(5) Reject and return to message rate
(6) Cancel and terminate
(7) Message finished and continue
(8) Cancel and continue
(9) Return to idle.
40.2.2.3 Other processes
a Break generation.
b. Traffic state.
c Fault resolution.
d Data base examination.
40.3 Introduction to intermediate-level diagram. The processes
described in 40.2.1 and 40.2.2 which require a more detailed
description have these details provided in intermediate-level

diagrams. These diagrams divide the process into functions and
their relationships. Although all of these processes have
something in common, the DACM protocol and traffic-state
processes are similar enough that it is worth while to describe

e [P,

their details generally.
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Each process is made up of:
a. Transitions to and from other processes.

b. Communication to and from the high-level functions
described in 40.1.

c. Process-dependent functions (DACB signaling, timer
functions, etc.).
d. Basic functions
(1) Extermal input acquisition.
{(2) Break detection.
(3) Imput line character acquisition.
(4) Problem analysis.
(5) Alarm analysis.
(6) Character synchronization.
(7) Output line character transmission.

40.4 Relationship of functiong. This appendix presents the
functions as a serial loop with exits (transactions) to other
processes. To simulate simultaneity, an event or lack of event
causes transition to the next function (state). This
documentation approach neither excludes a simultaneous

implementation nor reguires a serial implementation. It requires
only that all functions be implemented.

50. DETAILED REQUIREMENTS

50.1 Detailsgs of basic functions
50.1.1 Extermal jinput acguisition. This external input

acquisition function covers the input of commands and data base
parameters. A command is an external input (see 40.1) requesting
a function to be performed by DACB signaling or traffic

gignalling (examples - cancel, reject, go to idle, and
terminate) The commands can cause transition to another process

or actions within this process. An example of action within the
process is message cancellation. An example of transition to
another state command is leave traffic state.

50.1.2 Break detection. See §.2.7.2

50.1.3 in h isitd . This is the process of
decodlng the bits received and transformlng them into characters.
Some of the possible errors which may be encountered are listed

in 5.3.1.1, 5.3.1.4, and S5.3.1.5. This function is also assxgnEu
(for documentation nurnoses) the task of detecting the incoming

DC4s that force handback ({see 5.2.6).
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50.1.4 Problem verification. This is a process- independent
function. It determines whether any errors of input line

character acquisition are "hard" or are the product of a
momentary line disturbance (see 5.3.2).

50.1.5 Alarm analysis. This is a process-dependent function.
Nifferent nrocesses have different alarms. Alarm nrocessnxq

L B = A L o g e v = O =2

falls into four categories.

a. Fatal - cause alarm and exit from process.

c. Loss of character synchronization.

d. No alarms.

5

havamt-ar auvncrhrAaniocatrinn Can §
£ & - A== -

788 a r Y e r s 3

1
- o & . -

n
(]
()
N

0. 13 h igsgion. This is the process
b transformlng a character into encoded bits and transmitting
hem

acoWnm

A A . .
0.2 Synchronization procegseg. See 5.3.1.

un

50.2.1 Idl yn nization. This process (figure 13) is used
to establish character synchronization at the link idle rate of

2400 bps (information rate). Only multisampling is used for rate

conversion and error correction. Idle synch&onizatlon may be

preceded by the following processes, for which initiator and
responder relationships are defined to resolve potential glare.

a. Call initiation - The master is the initiator and the
slave is the responder for the idle synchronization
process.

b. Break sequence - Regardless of who initiates the break

sequence, afterwards the master is the initiator of the
idle synchronization process. The slave is the
responder for the idle synchronization process.

c. DACB sent - The initiator is the DA/MS successfully
transmitting the DACB (i.e., DACB is ACKed),
independent of the master/slave relationship.

d. Fault resolution and cryptographic synchronization -
The master is the initiatgr and the slave is the
responder for the idle synchronization process.
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ESC ACOUIRED DC4 ACQUIRED

SEND MULTISAMPLED
v \ESC@24001 | \ SEND DC4 ’_____\\ P
I N u — T
/o\\A / —AA n\ll A \ \4 ﬁ\f“ QW(‘ \ \

(Vone 7 o)
| ( svne }—5—"{ ACOUISITION ACQUISITION | AW
NP7 N N
=T 10 SECOND TIMEOUT
Ix PASS ALARM a NN
| TO EXTERNAL V/ZERN
/ DATA BASE m
> EXAMINATION
INMATOR
RESPONDER
SEND MARK ESC ACQUIRED DC4 ACQUIRED
~ U SEND M%'ISAMPLEDJI SEND DC4 @ 2400
== ESC © 2
X\ e \\ o N\ @
(=) (2255550 Do e (&)
\\ // —
Ed 10 SECOND TIMEOUT
PASS ALARM Sy A
Y DATA BASE
BREAK DETECTED E’W"NA“ON )
" PASS ALARM AN \\ 4
r ¢ TO EXTERNAL RV
4 4
NOTE: 1/ if loop rate Is greater than 2400 bps

FIGURE 13. |dle synchronization.
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50.2.2 Handov ver syn nchroniz g;ign. This process (figures 14, 15,

and 16) is used to progress from the current DACM state to the
traffic state (where subscriber messages are exchanged). This
Droaressuon involves a step- hv step handshaklng prgcedurn betwesn
the two DA/MSs, wherein the old set of rate conversion and error
correction procedures and COMSEC operation are exchanged for
those required in the new traffic state. When handover
synchronization is successfully completed the link will be in

character synchronization with the idle character to be used in
the traffic state. The MS/DA successfully transmitting the DACB
that initiates handover synchronization is the initiator,

independent of the master/slave relationship.

. This process (figure 17) is
ic mode and go back to DACM.
nvergion and error correction

Vo a N e

which were in use in the descrlbed traffic state remain in use.
The idle pattern is DC4. The lower levels of synchronlzatlon
(Goiay, bit stuff, and framlng) which were in effect in the
traffic state are maintained aurlng handback syncnronlzatlon
Only character synchronization shall be done and a transition

between traffic mode and DACM shall be made. Either the master
or the slave may initiate handback synchronization.

50.3 DACM protocol pr

50.3.1 Control processes. In addition to the basic functions

provided by all DACM processes, the control procesges provide the
transition between signallng and synchronlzatlon processes. The
transition is caused either by an external command or a received

DACB.

1 Tdle control Thig procesg igs uged at idle rate when

oo = LRI A e 4

50.3.1 ate w
DA/MS is waiting for something (an external input or received
DACB) to transition it to a 91gna11ng process (see figure 18).

. 0

This process is used at the message

FAYy an awveasn
4d Sl

-‘
M
"
D
5
D
3
P
¥
D
.'J
>
~
!
N
|,J.
o]
man
oI5
R (C
Q ¢
(9]
m §
[r1]
m
m
™ dq
M ¢

3 Glare control. A glare situation exists when both ends
ne try to initiate DACB 81gna11ng. Glare is recognized by
hat cannot complete its signaling (the loser). Glare

a_ low the 1caqv- to ¢t

Signaling processes. The DACB signaling processes

transition to the next state. The transition is

a. signaling success or failure.
b. signaling type and the DACM signaling function.
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77N\
BRAEAK DETECTED »( IDLE )
PASS ALARM \ T
TO EXTERNAL

SEND DC4 ENCODED"
AT MSG RATE l DCA4 ACOUIRED
/\\ e ~ \ Q
[ TRAFAC | W [ ENCODEDDC4 | % »  BACK |
\Sh// \ AVAIVIOIN IV / \ CTL /
(\ 10 SEC. TIMEOUT S~
N s ___

* THE DC4 IS SENT MULTISAMPLED, OR
BIT STUFFED, OR GOLAY ENCODED, ETC.
JUST AS WAS THE "ESC" USED IN o FAULT

THE PRECEDING HANDOVER \RESGLUTION)
SYNCHRONIZATION.
N
INITIATOR
RESPONDER
BREAK DETECTED i > sync )
PASS ALARM \ T ~—
TO EXTERNAL
R DC4 ACQUIRED
| SEND DC4 ENCODED*
TRAFFIC (" encopep poa \ X S / !"i"i‘-'?‘\
s'rATE )——__’l ACQUISITION 7| Bk )
N
\'/ Q\ 10 SEC. TIMEOUT ~—
PASS
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\ /‘ \
RESOLUTION
\ /
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FIGUIRE 17, Handhaok synchronization.
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50.3.2.1 Distant end I.D. establishment. See figure 10.
50.3.2.2 Call initiation. See figure 11.

50.3.2.3 Terminate. See figure 20.

50.3.2.4 Go to voice. See figure 21.

50.3.2.5 Reject and return to messade rxate. See figure 22.
50.2.2.6 Cancel and terminate. See figure 23.

50.3.2.7 Messade complete and change characteristicg. See
figure 24.

50.3.2.8 Cancel and continue with pew characterigticg. See
figure- 25.

successful synchronlzatlon. Break generatlon is passed as an
alarm to extermal. Break generation can be accomplished as
described in 5.2.7.

50.4.2 Traffic state. The purpose of figure 27 is to show the
general functions functions affecting the overall proce551ng of message
data. This figure shows the internal processing of the traffic

mode activation state shown on the intermediate-level diagram.

The type of alarms generated by the lower-level processing

functione will cause the alarm analysis state to determine if the

traffic mode state can continue normal message processing or if
termination may be required by the fault resolution state.

50.4.3 Fault resolutjon. The purpcose cof this process is to
dateymine if the connection will continue or be released. The
basis for the decision is as described in 5.3.3.1, 5.3.3.2, and
5.3.3.3 for time-outs.

50.4.4 Dg;a_bagg_g;aminaiign. The purpose of this process is to
determine the action to be taken depending on both the fixed line
characterigtics and the information specified in the last DACB
transaction.

50.4.5 Line initialization. The purpose of this process is to
allow for delays in establishment of the data ceonnection and to
provide for initial COMSEC synchronization.
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50.5 Lower-level diagrams

50.5.1 Data adapter control mode. DACM is a signaling method

,,,,,,, < emerrde MNAMM o

which translates process requescs to O\ICPUL DACBs and ilnpuc DACBs
to process requests. The process requests are thoge listed under
DACM prCtuCC1 processes lq‘\ crna] '1na) (see 50. 3). Onlv one may be
active at a time because of the nature of these process requests.
The majority of the requests require transition to another state.
If more than one were processed 81mu1taneously, the next state
could be indeterminate. It is the responsibility of the process
requestor {(an extermal function) tc have only one request
outstanding. It is the responsibility of DACM to resolve a
process request and an incoming DACB (which signals a request
from the distant end). The rules for translating a process
request are called DACM responder (see flgure 28) . The function
pupsi B B | -

of deciding which set of rules applies is called the DACM
arbiter.

50.5.1.1 DACM arbiter. The rule for the DACM arbiter is simple.
If the initiator function is not active, the responder function
ig active. The initiator function is made active whenever a
command (CMD) is received from the MS/DTE. The initiator

£ KRy LAY - 'S -
function is made inactive {(reset) whenever:

a. DACM signaling is successfully completed.
b. DACM signaling backs down because of glare.

c. DACM signaling is not completed due to exit for reasons
external to DACM rules, such as break detection or exit

for failures covered by DACM rules.

50.5.1.2 DACM initiator. When a CMD is received, transmission
of the proper DACB is initiated. The DACBE is transmitted
continuougly until:
a. An answer is received. An answer is defined as:
(i) ACK 31i.
{(2) WBT 31.
(3) Response DACB. See responder for description of
DACB validation.
b. A time-out occurs.
c. A glare is detected.
d. Transmission is terminated.
50.5.1.3 DACM responder. When a valiid DACB is received, it is
acknowledged and the process it requested is communicated to a

hierh
higher level.
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APPENDIX D

CODING FOR DACM AND MESSAGE TRAFFIC

Appendix D contains specific information in support of MIL-STD-
188-216. Appendix D is not a mandatory part of this document.
Implementation of the Golay Code is optional, but when

implemented, it shall be accomplished in accordance with this
Appendix (APPENDIX D).
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10. GENERAL

10.1 Purpose. The purpose of this appendix is to explain how

Golay coding is used for DACM and message traiiic.

10.2 Scope. This appendix contains information pertaining to

- e - E=3 222

Golay coding that will assist the user in better understanding
its relationship with the main body of this document.

20. APPLICABLE DOCUMENTS
Not applicable.
30. DEFINITIONS

For purpose of this appendix, the definit
this document and FED-STD-1037 shall apply.

40. GENERAL REQUIREMENTS

40.1 PForward error correction (FEC) capability. FEC is capable
of being utilized for data rate transformations listed in table
XXX. For start-stop data, Golay Coding shall only be utilized

with data which are bit synchronized to the DA clock and have
integral bit length start-stop bits.

wvw Ao
A4

Tho
[23, 12] Golay code, extended to 24 bits
total length by addition of a zero bit. Eleven check bits are
derived for each sequence of twelve information bits. The eleven
check bits follow the twelve information bits, and the twenty-

: ~€F rha ryaaultinag 24 hit

fourth bit is set to zero. Transmission of the resulting
shall constitute 1/2 rate Golay code transmission (see

PR [ PRy |
COUe wOIrd diiaidi LVUIDCaLvuaLT Ay COUE

figqures 29 and 30 for specific examples) . Bit 1 of the 24 bit

FEC code word is bit 1 (b,) or bit 5 (bs;) of a DACM character.
DACM characters are the ESC, DC4, DACB characters, and DACB

2 rate Golay code is

1
-7

acknowledgements. Bit 1 of the 24 bit FEC code word is bit 1
(b,) or bit 5 (bs;) of the Mode I or Mocde VI characters (data,
control, framing, sync, ACKs, CAN, CAK, etc.).
124 -
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TABLE XXX. Forward error correcting technique.
Loop Information FEC TECHNIQUE
Transmission Rate (bps)
Rate (bps) (Bit Synchronous) Golay Code
2400 300 Quadruple Codeword (1/8 Rate)
600 Double Codeword (1/4 Rate)
1200 Half Rate (1/2 Rate)
4800 600 1/8 Rate
1200 1/4 Rate
2400 1/2 Rate
9600 1200 1/8 Rate
2400 1/4 Rate
_ 4800 1/2 Rate
16000 1200 1/8 Rate, Stuffed to 16000
2400 1/4 Rate, Stuffed to 16000
4800 1/2 Rate, Stuffed to 16000
2000 1/8 Rate
4000 1/4 Rate
8000 1/2 Rate
32000 2400 1/8 Rate, Stuffed to 32000
4800 1/4 Rate, Stuffed to 32000
9600 1/2 Rate, Stuffed to 32000
4000 1/8 Rate
8000 1/4 Rate
16000 1/2 Rate

! Error-Correcting Codes, by W. Wesley Peterson and
E.J. Weldon, Jr., The MIT Press, Second Edition, 1872.
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40.1.1.1 Check bits derivation. The transmitting DA/MS shall
generate the check bits using the following generator polynomial:

g(x) =x1+x10+x8+ x5+ x4 +x2+1
as specified herein. Note, that, using modulo 2 addition,

xBeqe (K el oef ot ool c1 8% oo xBexa 1) (x4 1)
800

The eleven check bits shall be as derived from the following
generator matrix G:

where the matrix contains the coefficients of the polynomials on
the left. By interchanging the I and P columns to obtain matrix

T; i.e.

G= [P: I] (12x23) => [I' P] (12x23) =T

the transmission order and value of the code word bits can be
obtained by matrix multiplication (modulo 2 addition without

carry) as follows:

[w, wroBTs B, ] -[I,P] = [ wroumrms, cHeckserms ]

(112 (1x23)
L =1
RARST BIT TRANSMITTED ARST BIT TRANSMITTED
40.1.2 Double code word transmigsion. Double code word

transmission (1/4 rate Golay) is the transmission of a 1/2 rate
Golay code word twice contiguously (see figure 31).

40.1.3 Quadruple code word transmigssion. Quadruple code word
transmission (1/8 rate Golay) is the transmission of a 1/2 rate
Golay code word four times contiguously (see figure 31).
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