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FOREWORD

Originally, Military Standard -188 (MIL-S~-188) covered
technical standards for tactical and long-haul communications.
It later evolved through revisions (MIL-STD-188A, MIL-STD-188B)
into a document applicable to tactical co~unications only
(MIL-STD-188C).

The Defense Conununicatlops AgefiCy (DCA), now the Defense
Information Systems Agency (DISA), published DCA circulars
(DCACS). These DCACS promulgated standards and engineering
criteria that applied to the long-haul Defense Communications
System (DCS) and to technical support of the National Military
Command System (NMCS).

As a result of a Joint Chiefs of Staff (JCS) action, standards
for all military communications are now being published in a
MIL-STD-188 series. The MIL-STD-188 series is subdivided into a
MIL-STD-188-1OO series, which covers common standards for
tactical and long-haul communications; a MIL-STD-188-200 series,
which covers standards for tactical communications only; and a
MIL-STD-188-300 series, which covers standards for long-haul
communications only. Ultimately, the -200 and -300 series will
be absorbed into the -100 series.

This MIL-STD shall be used for all inter- and intra-Department of
Defense (DoD) digital message transfer devices (DMTDs). The MIL-
STD contains technical parameters for the data communications
protocols that support DMTD interoperability. It provides
mandatory system standards for planning, engineering, procuring,
and using DMTDs in tactical diqital communications systems used
in the F~re Support mission fu~ction area:

This MIL-STD is approved and shall be used by the Office of the
Secretary of Defense, the military departments, the JCS, the
unified and specified commands, DoD agencies, and DoD field
activities to ensure interoperability and compatibility in
accordance with DoD Instruction 5000,2, dated 23 February 1991.

Beneficial comments (recommendations, additions, deletions) and
any pertinent data that may be of use in improving this MIL-STD
should be

by using
(DD Form

addressed to:

Director
Joint Interoperability and Engineering
ATTN : TBBC
Fort Monmouth, New Jersey 07703-5613

Organization

;he Standardization Document Improvement Proposal
L426) appearing at the end of this MIL-STD or by letter.
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l-.SCOPE

1.1 Purpose. This MIL-STD promulgates the minimum essential
technical parameters in the form of mandatory system standards
and optional design objectives for interoperability and
compatibility among DMTDs, and between DMTDs and applicable
connnand, control, communications, computers, and intelligence

(C41) systems. These technical parameters are based on the data
communications protocol standards specified herein to ensure
interoperability.

1.2 Stove. This MIL-STD identifies the procedures, protocols,
and parameters to be applied in specifications for DMTDs. This
MIL-STD addresses the communications protocols and procedures for
the exchange of information among DMTDs and between DMTDs and C41
systems participating in inter- and intra-Service tactical
networks. The material is presented in the context of the Open
Systems Interconnection (0S1), as documented in national and
international standards.

1.3 ADDlication quidance. This MIL-STD applies to the design
and development of new equipment and systems, and to the retrofit
of existing equipment and systems.

1.4 Svstem standards and desiqn. The parameters and other
requirements specified in this MIL-STD are mandatory system
standards if the word shall is used in connection with the
parameter value or requirement under consideration. Nonmandatory
design objectives are indicated in parentheses after a
standardized parameter value or by the word should in connection
with the parameter value or requirement under consideration.

1/2

1.5 Tailorinq. This MIL-STD is a compilation of selected
options derived from military, commercial, and federal standards.
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2. APPLICABLE DOCUMENTS

2.1 Government documents

2.1.1 Specifications, standards, and handbooks. The following
specifications, standards, and handbooks form a part of this
MIL-STD to the extent specified herein. Unless otherwise
specified, the issues of these documents are those listed in the
current issue of the DoD Index of Specifications and Standards
(DoDISS) and supplements thereto, cited in the solicitation
(see 6.2).

STANDARDS

FEDERAL

FIPS-PUB-133

FED-STD-1037

Coding and Modulation
Requirements for 2400
bit/second Modems

Glossary of Telecommunication
Terms

MILITARY

MIL-STD-188-1OO (Series) Common Long Haul and Tactical
Communications System
Technical Standards

MIL-STD-188-11O Equipment Technical Design
Standards for Common Long
Haul/Tactical Data Modems

MIL-STD-188-114 Electrical Characteristics of
Digital Interface Circuits

MIL-STD-188-200 System Design and Engineering
Standards for Tactical
Communications

[Unless otherwise indicated, copies of federal and military
standards are available from the Naval Publications and Forms
Center, ATTN: NPODS, 5801 Tabor Avenue, Philadelphia, PA,
19120-5099.1

2.1.2 Other Government documents. drawinqs, and publications.
The following other Government documents, drawings, and
publications form a part of this MIL-STD to the extent specified
herein. Unless otherwise specified, the issues are those cited
in the solicitation.

3
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Joint Interoperability of Tactical Cormnand
Systems, Variable Message Format Technical
Plan (Test Edition).

VOL I ove~iew

VOL II , Data Element Dictionary

and Control
Interface Design

VOL III Message Fo+ts

[This document is available from the Joint Interoperability and
Engineering Organization (JIEO), ATTN: TBCA, Suite 210, 11440
Isaac Newton Square North, Reston, Virginia 22090-5006.1

2.2 Non-Government documents. The following documents form a
part of this MIL-STD to’the extent specified herein. Unless
otherwise specified, the issues of the docqments that are DoD-
adonted are those listed in the issue of the DoDISS cited in the
solicitation. Unless otherwise specified, the issues of
documents not listed in the DoDISS are the issues of the
documents cited in the solicitation (see 6.2).

INTERNATIONAL

1S0 3309

1S0 6039

1S0 7498

ORGANIZATION for STAND@IZATION (1S0)

Information Processing Systems
-- Data Communication -- High-
level Data Link Control
Procedures -- Frame Structure,
1984-10-01

Final Text for ISO/IEC 8802-
2:1989/DAM 2 -- Information
technology -- Local area
networks -- Logical link
control -- Amendment 2:
Acknowledged connectionless-
mode service and protocol,
Type 3 operation, 1990-06-26

Information Processing Systems
-- Open Systems
Interconnection -- Basic
Reference Model, 1984.

1S0 7498 AD 1 Information Processing Systems
-- Open Systems
Interconnection -- Basic
Reference Model -- Addendum 1:
Connectionless-mode
Transmission, 1987.

4
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ISO 8885
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Information Processing systems
-- Local Area Networks -- Part
2: Logical Link Control,
1987.

Information Processing Systems
-- Data Communications --
High- level Data Link Control
Procedures -- General Purpose
XID Frame Information Field
Content and Format, 1987

[1S0 standards are available from the American National Standards
Institute, Inc., 1430 Broadway, New York, lly10018.]

2.3 Order of precedence. In the event of a conflict between the
text of this MIL-STD and the references cited herein, the text of
this MIL-STD takes precedence. Nothing in this MIL-STD, however,
supersedes applicable laws and regulations unless a specific
exemption has been obtained.

5/6
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.. 3. DEFINITIONS

3.1 Definitions of terms. Definitions of terms used in this
MIL-STD are specified in FED-STD-1037.

3.2 Abbreviations and acronvms. Abbreviations and acronyms used
in this MIL-STD are defined in Appendix A. Those listed in the
current edition of FED-STD-1037 have been included for the
convenience of the reader.

7/8
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4. GENERAL REQUIREMENTS

4.1 Diqital messaqe transfer device. A DMTD is a portable data
terminal device with limited message generation and processing
capability. DMTDs are used for remote access to automated C41
systems and .to other DMTDs. The environment encompasses point-to-
point, point-to-multipoint, and broadcast t“ransferof information
over data communications links.

4.2 InteroDerabilitv. Interoperability of DMTDs and associated
C41 systems shall be achieved by implementing the standard
interface for DMTD subsystems (see Figure 1) specified in this
MIL- STD . This standard defines the layered protocols for the
transmission of single or multiple segment messages over
broadcast radiosubnetworks and point-to-point links. It
provides the minimum essential data communications parameters and
protocol stack required to communicate with other data terminal
devices. These communications parameters and protocols will
facilitate functional interoperability among DMTDs, and between
DMTDs and applicable C41 systems within the layered framework
described below. Electrical and mechanical design parameters are
design-dependent and are outside the scope of this MIL-STD.
Interoperability considerations for terminal desiqners and
systems enginee;s are addressed in 6.3.

STANDARDINTERFACEJ

I NOTES

I1. DMTDandSyatemA(wheresystemAcanbea.notherDMTDoraC41syatem)
mayindudemodems,finedrivers,errorcontrolafgodthms,encryptiondevices,
controlunits,andotherdevicasasrequiredtocompfywiththfsMlL-STD.

2. ~eti~missiontimnelmayindudesinglemdmuMtianelWasmision
equipment.

3. Thebasebandsignafwaveformandhandahakingpmtocolsatfheatandard
interfaceamspecifiedinSection5.

FIGUREI.SWdatd~frxf2fdIRauba@mS.

9
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4.3 Framework. The conn@nications and procedural protocols used
in DMTD equipment shall support the layers of the functional
reference model depicted in Figure 2. The DMTD functional
reference model in Figure 2 is based on the ISO 7498 0S1 seven-
layer model and is for reference only. Figure 2 contains the
framework that is used in this MIL-STD for defining the protocols
required to exchange information among DMTD subsystems, and
between DMTD subsystems and applicable C41 systems. Figure 3
illustrates a representative time epoch of the basic frame
structure supported by the DMTD sub~ystem.

1“ ApplicationLayer I

1’ PresentationLayer I

I Network Layer I

Link Layer

Physical Layer

* N&E : These layers are null and
provide a pass-through service.’

Figure 2. DMTD functional reference model.

——.. JEWS-. “k!%i”w%ci-
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Se%& %7 %%” ‘7.- -—- S&&

/’ -.>.
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.— - m,,
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.,--

I
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-....-
—ImYwLum
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4..4 DMTD catiabilities. The waveform and the protocols necessary
to ensure end-to-end interoperability at the interface shall
support the following capabilities:

a.

b.

c.

d.

e.

f.

9.

h.

i.

j-

Transmission in a half-duplex mode over radio,
wireline, and cable links;

Link encryption;

Point-to-point, ‘multipoint, or broadcast connectivity
between stations;

Asynchronous balanced mode of operation between two or
more stations;

Network access control for network access management
and collision avoidance;

Transport of bit-oriented or free-text (character-
oriented) messages for information exchange in a
variable message format over the link;

User data exchange using single or multiple frame
packets;

Addressing conventions that support single, multiple,
and global station addressing, as well as routing and
relay;

Error control, for maintaining data integrity over the
link, including frame check sequence (FCS), forward
error correction (FEC), and time-dispersive coding
(TDC); and

Data-link frame acknowledgment and message
accountability through application layer
receipt/compliance capabilities.

11/12
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5,.DETAILED REQUIREMENTS .“

5.1 Phvsical layer. The physical layer shall provide the
control functions required to activate, maintain, and deactivate
the connections between communications systems.

5.1.1 Transmission channel interfaces. The transmission channel
interfaces specified below define the transmission envelope
characteristics (signal waveform, transmission rates, and
operating mode) authorized at the standard interface between a
DMTD and the transmission channel. The transmission channel may
consist of wireline, cable, or radio links.

5.1.1.1 Non-return-to-zero interface. This interface shall be
used primarily with digital transmission equipment. A non-
return-to zero (NRZ) signal waveform shall be used for this
interface.

5.1.1.1.1 Waveform. The NRZ unbalanced and balanced waveforms
shall conform to paragraphs 5.1.1.7 and 5.2.1.7, respectively, of
MIL-STD-188-114.

5.1.1.1.2 Transmission rates. The output transmission rates of
the NRZ interface shall be the following bit rates: 75, 150, 300,
600, 1200, 2400, 4800, 8000, 9600, and 16000 bits per second
(bps).

5.1.1.1.3 ODeratinq mode. The NRZ interface shall support half-
duplex transmission.

5.1.1.2 Frequencv-shift kevinq interface for voice frequencv
channels. This interface shall be used primarily with analog
single-channel [3-kilohertz (kHz)] radio equipment. The
frequency-shift keying (FSK) data modem characteristics shall
conform to paragraph 5.2.2 of MIL-STD-188-11O.

5.1.1.2.1 Waveform. The FSK modulation waveform shall conform
to paragraph 5.2.2.1 of MIL-STD-188-11O. The characteristic
frequencies, in hertz (Hz), for transmission rates of 600 bps or
less, and 1200 bps, shall be as shown in Table I.

Table I. Characteristic freouencies of freouencv-shift kevinq
interface for voice freouencv channels.

CHARACTERISTIC FRSQUSNCY (Hz)

PARAMETER 600 bps or less 1200 bps

Mark Frequency 1300 1300

Space Frequency 1700 2100

13
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5.1.1.2.2 Transmission rates. output transmission” rates of the
FSK interface shall be the following bit rates: 75, 150, 300,
600, and 1200 bps:

5.1.1.2.3 ODerat?nq mode. The FSK interface shall support half-
duplex transmission.

5.1.1.3 Freouencv-shift kevinq interface for sinqle-channel
radio. This interface, used within DoD, may also be used for
North Atlantic Treaty Organization (NATO) single-channel radio
applications. The FSK interface data mod~ characteristics shall
conform to paragraph 5.1 of MIL-STD-188-11O.

5.1.1.3.1 Waveform. The FSK modulation wavefo~ shall conform
to paragraphs 5.1.1 and 5.1.2 of MIL-STD-188-11O. The
characteristic frequencies are specified in Table II.

Table II. Characteristic freouencies of freouency-shift keying
interface for sinqle-channel radio.

5.1.1.3.2 Transmission rates. Output transmission rates of the
single-channel FSK”interface shall be the following bit rates:
75, 150, 300, 600, and 1200 bps.

5.1.1.3.3 Oweratinq mode. The single-chapnel FSK interface
shall support half-duplex transmission.

5.1.1.4 Conditioned diuhase interface. This interface shall be
used primarily with wideband wireline equipment and digital
single-channel radio equ~pment. A conditioned diphase (CDP)
modulation data modem shall be used for this interface.

5.1.1.4.1 Waveform. The CDP modulation waveform shall conform
to paragraph 5.4.1.4 of MIL-STD-188-200. The unbalanced and
balanced signal waveform shall conform to paragraphs 5.1.1.7 and
5.2.1.7, respectively, of MIL-STD-1887114.’

5.1.1.4.2 Transmission rateS. The’output transmission rate of
the CDP interface’ shall be 16 kilobits per second (~ps) .

5.1.1.4.3 Oueratinq mode. The CDP interface shall support half-
duplex transmission.

14
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5.1.1.’5 Differential phase-shift keyinq
fre

interface for voice
auencv channels. This interface shall be used primarily with

analog (nominal 4-kHz voice frequency) wireline and radio
equipment. Differential phase-shift keying (DPSK) modulation
data modem (2400 bps) and phase-shift keying (PSK) modulation
data modem (1200 bps) characteristics shall conform to the
applicable requirements of FIPS-puB-133.

5.1.1.5.1 Waveform. The DPSK modulation waveform shall conform
to paragraph 2.2 of FIPS-PUB-133. The PSK modulation waveform
shall conform to paragraph 2.3 of FIPS-PUB-133.

5.1.1.5.2 Transmission rates. The output transmission rate of
the DPSK and PSK interfaces shall be 2400 and 1200 bps,
respectively.

5.1.1.5.3 ODeratinq mode. The DPSK and PSK interfaces shall
support half-duplex transmission.

5.2 Phvsical-laver Drotocol

5.2.1 Phvsical-laver Drotocol data unit. The transmission
shall be the basic protocol data unit (PDU) of the physical
and shall
Figure 4.

;:

::
e.
f.

be composed of the following components, as shown

Communications security (COMSEC) synchronization
Bit synchronization
Frame synchronization
Transmission word count (TWC)
Data field
COMSEC postamble

frame
layer
in

5.2.1.1 Communications securitv synchronization and Dostamble.
These fields are Dresent when link encrvotion is used. The
COMSEC synchronization field shall be u~~d to achieve
cryptographic synchronization over the link. The COMSEC
postamble field shall be used to provide an end-of-transmission
flag to the COMSEC equipment at the receiving station. These
fields and the COMSEC synchronization process are described in
Appendix D. Figure 4a presents the transmission frame structure
for traditional COMSEC (backward-compatible mode) . Traditional
COMSEC is used in this MIL-STD to denote systems with the COMSEC
e~ipment placed external tO the D~. Figure 4b presents the
transmission frame structure with COMSEC embedded in the DMTD
(embedded mode). Figure 4C presents the transmission frame
structure without COMSEC.

15

Downloaded from http://www.everyspec.com



MIL-STD-188-220

,,
mlcrypted

,:
FEC ;j’Ec/-mc
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5.2.1.2 Bit synchronization field. This field shall be used to
provide to the receiver a signal for achieving bit
synchronization. The duration of the bit synchronization field
shall be the time interval required to transmit at least a 32-bit
pattern that consists of alternating ones and zeros, beginning
with a one. The bit synchronization field is required with
embedded COMSEC (Figure 4b) and without COMSEC (Figure 4c) . When
external COMSEC is used (Figure 4a), the COMSEC bit
synchronization field of the external device may be used instead
of the internal field.

5.2.1.3 Transmission svnchronization field. This field shall be
used (a) to provide a framing signal, indicating the start of the
data-link frame to the receiving station, and (b) to indicate the
number of words in the frame. This field shall be composed of
two subfields, frame synchronization and TWC, as shown in
Figure 5. For equipment with embedded COMSEC, the COMSEC Message
Indicator (MI) is placed between the two subfields, as shown in
Figure 4b. The embedded COMSEC application is described in
Appendix D.

~ “~~~~
Figure 5. Transmission svnchronization field.

5.2.1.3.1 Frame svnchronization subfield. This subfield shall
consist of the fixed 31-bit synchronization pattern shown in
Figure 6.

LSB MSB

11111001101 00100001010 111011000

Figure 6. Frame synchronization wattern.

The receiver, upon detecting the synchronization pattern (with
4 or less bits in error), shall place the incoming data block,
starting with the TWC, in the correct octet boundaries for
further processing. Failure to detect the synchronization
pattern (more than 4 bits in error) shall cause the receiver to
stop the frame synchronization function and resume monitoring the
channel for bit synchronization of another frame.
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Transmission word-count subfield. The TWC is a value
by the transmitting station to inform ~he receiving
the ntimber of 16-bit words that form the data field of

the transmission frame. The maximum’TWC is 4095 (2]2-1). The
24-bit TWC subfield shall be 1 half-rate Golay FEC codeword that
consists of 12 information bits, indicating the n@er of 16-bit
words in the transmission; 11 checksum bits for error correction;
and a “don’t care” (d/c) bit (this bit has the value O or 1).
Golay encoding is described in Appendix F. This subfield shall
be structured as shown in Figure 7. The value provided by the 12
information bits i’sbinary-encoded. The maximum number of words
is dependent on th’emaximum number of bits allowed in the data
field of a transmission frame. It @ possible that the number
of bits in the data field will not be.evenly divisible by 16. In
that case, the word count shall be rounded to the next higher
integer.

PGGaEl
l?igur~ i’. Transmission word-count field.

5.2.1.4 Data field. The data field shall contain the string of
bits created by the data-link layer following the procedures for
framing, bit s~uffing, FEC, and fiC.’

5.2.1.5 COMSEC Dostamble field. This
provide an end-of-transmission flag to
receiving station. The field shall be
D, Communications Security Standards.

field shall be used to
the COMSEC at the
as described in Appendix

5.2.2 Kevtime delav. Keytime delay .(KT) is an element Of the
transmission equipment and one of the many variables that must be
considered for net access control. KT is defined in Appendix C.

5.2.3 Net busy iridication. The net busy information is conveyed
to the upper layer proto~ol (data link) through a status
indication. Upon detection of a net busy, the data net busy
indicator shall be set. The data net busy sensing indicator
shall be reset when the digital data @ no longer detected by the
net busy sensing function. Appendix C describes the net busy
sensing function. :

5.2.4 Phvsical-laver to uDDer-laver interactions. Three
primitives are used to pass information for the sending and
receiving of data across the tipperlayer boundary.

18
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Requests for transmission of data are sent by the upper
layer, using the physical layer (PL) Unitdata Request
primitive with the following parameter:

PL-Unitdata Request Data/Data length

Indication of data received is provided to the upper
layer through the Unitdata Indication primitive with
the following parameter:

PL-Unitdata Indication Data/Data length

Net activity status information is Drovided to the
uPPer laYer-through a Status Indication with the
following parameters:

PL-Status Indication Net activity
O = net clear
1 = net busy

5.3 Data-link layer. The data-link layer,shall provide the
control functions to ensure the transfer of information over
established physical paths, to provide framing requirements for
data, and to provide for error control.

5.3.1 Net access control. The presence of multiple subscribers
on a single communications net requires a method of controlling
the transmission opportunities for each subscriber. To minimize
conflicts, the net busy sensing function and net access control
(NAC) procedures regulate transmission opportunities for all
participants on the net. Random - Net Access Delay (R-NAD),
Hybrid - Net Access Delay (H-NAD), and Prioritized - Net Access
Delay (P-NAD) shall be implemented as the authorized NAC
procedures at this interface. Appendix C defines the NAC
parameters for R-NAD, H-NAD, and P-NAD..

5.3.2 Tw3es of Procedures. Three types of operation for data
communication between systems are defined to provide basic
connectionless and connection mode operations. These types and
SeIWiCeS are based on 1S0 8802-2:1989, IEEE Std 802.2-1989,
ISO/IEC 8802-2:1989/AME(E), and ISO/IEC JTC l/SC 6 N 6039:1990.
The connectionless operations are mandatory for implementation in
all systems. The co~nection

5.3.2.1 TVDes of oDeration.
provided by 1S0 8802-2:

Typel-
Type2-
Type3-

Unacknowledged

mode is optio~al for ~his

Three types of operation

Connectionless Operation
CoMection-mode Operation
Acknowledged Connectionless Operation

interface.

are
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5.3.’2.1.1 Tvpe 1 oDeration. For the purpose of Chis.prot”ocol,
Type 1 service will designate both of the ISO 880?.2
connectionless operations (acknowledged and unacknowledged) .

5.3.2.1.2 Tvoe 2 oDeration. With the optional Type 2 operation,
a data-link connection shall be established between two systems
prior to any exchange O? information bearing PDUS, The normal
communications cycle between Type 2 systems shall consist of
transferring PDUS from the source to the destination, and
acknowledging receipt of these PDUS @ the opposite direction.

5.3.2.2 Comnd and reswonse features. Below is the full set of
command and response PDUS supported Eor Types 1 and 2:

Type 1:

Type 2:

Commaqds lRer3ponses II

UI UI
XID XID
lJRR URR
URNR URwR
TEST TEST

I I
RR RR
I&IR RNR
REJ REJ
SABME UA
DISC D14
SREJ SREJ
RSET FRMR

5.3.3 Data-link frame. The data-link fr~e shall be the basic
protocol data unit of the link layer.

5.3.3.1 TYDes of frames. Three types of frames are defined for
this interface to,convey data over the data-link: an unnumbered
frame (U PDUS), an info~ation frame (I pDUS) and a suPerviso~
frame (S PDUS) .

5.3.3.1.1 Unnumbered frame. The U PDUS shall be used for Type 1
and Type 2 operations. They provide connectionless information
transfer, acknowledgment, and station identification/status
information for Type 1 operations. They also provide data-link
control functions for Type 2 operations.

5.3.3.1.2 Information frame. The I PDUS are optional and are
used for information transfer in Type 2 operations. They convey
user data or message traffic across a link. The I PDUS are not
used in Type 1 operations.
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5.3.3 .1.3 SuDervisorv frame .’ The S PDUS are optional and are
used for data-link supervisory control functions and to
acknowledge received I PDUS in Type 2 operations. The S PDUS are
not used in Type 1 operations.

5.3.3.2 Data-link frame structure. The basic elements of the
data-link frame shall be the opening flag sequence, the address
field, the control field, the information field, the FCS, and the
closing flag sequence. Each data-link frame shall be structured
as shown in Figure 8.

TRANSMISSION DATA-LINK FRAME
SYNCHRONIZATION

Frame Transmission LM L M L M L M M L L M
Synchro”izati.. Word Count s s s s s s s s s s s s

Pattern (24 Bits) Ss s B B s s s s B B s
(31 sits)

Flag Address Control Information Frame Check F@
(1 Ootet) (2-17 (l-32 [3500octets Sequence (1 Ootet)

octets) octets) Matimum) (4 Octets)

Unique
Fixed
31-bit
patter.
sets synch
between
devices,
see
5.2.1.3.1.

Numb,, of Unique bit
16-bit seq”e”ce
word, to 01111110
follow in the indicates
frame. See start of
5.2.1.3.2, frame.

see
5.3.3.2.1.

2-17 address
octets.
1st = source,
2nd- 17th =
destination
addresses.
See
5.3.3.2.2.

Indicates

tw. of Pou:
Information
(1)
Supervisory

(s)
Unnumbered
(u).
see
5.3.3.2.3.

User data 32-bit field
and checking
control contents of
i“fonnad o”. addresw
See control,
5.3.3.2.4. and

inf. rmmi. n
fields. See
5.3.3.2.5.

Unique bit
sequence
01111110
indicates
end of
frame,
See
5.3,3,2.1.

Figure 8. Data-link frame structure and placement.

5.3.3.2.1 Flaq seouence. All frames shall start and end with
the 8-bit flag sequence of one O bit, six 1 bits, and one O bit
(01111110). The flag shall be used for data-link frame
synchronization. The closing flag sequence of a frame may be
used as the opening flag sequence for the following frame.
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5.3.3.2.2, Ad&ess fields. These fi”elds’shall identify the link
addresses of the source’and destinations.

5.3.3.2.2.1 Address format. Each address in the address fields
shall consist of a.single octet. The source address octet shall
consist of a coxmnand/response (C/R) designation bit [the least
significant bit (LSB)I followed by a 7-bit address representing
the source. Each destination octet shall consist of an extension
bit (the LSB) followed by the 7-bit destination address. The
destination address uses a modification of the High-Level Data-
link Control (HDLC) extended addressing format. The destination
address shall be extended by setting the extension bit of a
destination address octet to O, indicating that the following
octet is another destination address. The destination address
field shall be terminated by an octet that has the extension bit
set to 1. The destination address field ehall be extendible from
1 address octet to 16 address octets. The format of the address
fields shall be as shown in Figure 9.

1 234567 0 Bit Position

o/lx xxxx xx SOURCEOctet (O. response;1 . command)

o I Xxx xxx x DESTINATION1 Octet

I 1 Xxx xxx x DESTINATION M Octet where M s 16

Figure 9. Extended address field format.

5.3.3.2.2.2 Addressing” convention. The following addressing
conventions shall be implemented in the 7 address bits of each
address octet. Addreee allocations, as showg in Figure 10, are
divided among five address types: individual, group, global,
special, and reserved.

1 NOTE : Source and .destination addresses are assigned by an
administrative authority.
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LSB MSB

1 1111111

x Xxxxx’11

127 Global MultiCast Address

96-126 Group Multicast Addresses

3-95 Individual A~dresses

2 Special (Net Control) Address

1 Special (Net Entry) Address

o Reserved Address

Figure 10. Address allocation.

5.3.3.2.2.2.1 Source and destination

5.3.3.2.2.2.1.1 Source address. The source address is either an
individual or special net entry address and is always the first
address. Its legal values range from 3 to 95 (1 for special net
entry) . The source address has two parts: the C/R designation
bit (bit 1, LSB) and the actual 7-bit address value. The C/I?
designation bit shall be set to 1 for commands and O for
responses.

5.3.3.2.2.2.1.2 Destination address(es). The second through
seventeenth address bytes are labeled destination addresses,
which may be global, group, individual, or special addresses.
Each destination address is contained in an 8-bit field, which
has two parts: the extension bit (bit 1, LSB) and the actual
7-bit address value. An extension bit set to O indicates that
1 or more addresses follow. An extension bit set to 1 indicates
the last address of the address string has been reached. Figure
10 illustrates the allocation of addresses in the address field.

5.3.3.2.2.2.2 Tvoes of addresses. The following paragraphs
describe the five types of addresses and how they shall be used.

5.3.3.2.2.2.2.1 Reserved address. Address O is labeled a
reserved address. The sending of the reserved address is
prohibited. A station receiving a value of O in the destination
address field shall ignore the address and continue processing
any remaining addresses.

5.3.3.2.2.2.2.2 SDecial addresses. Addresses 1 and 2 are
labeled special addresses.. These addresses are provided as
secondary net control and unit entry addresses for units entering
a new net without knowledge of actual addresses being used.
Special addresses are used as described in Appendix E.
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5.3.3.2.2.2.2.3 Individual addresses. Individ”ua~ addresses
uniquely identify a single station on a broadcast subnetwork.
Individual addresses shall be ‘assigned within the address range
3 to 95. Stations shall be capable of sending and receiving
1 to 16 individual destination addresses in a single data-link
frame. When only individual addresses are present, a receiving
station shall receive all addresses, search for its unique
individual address, and follow the media access procedures
described in Appendix C:

5.3.3.2.2.2.2.4 GrouD multicast addresses. Group multicast
addressing, used when broadcasting messages to multiple (but not
all) stations on a broadcast subnetwork, may be implemented. The
valid address range shall be 96 to 126. Membership to (or
deletion from) a group is outside the scope of this protocol.
While the use of l:inkgroup multicast addresses is optional, all
stations shall be capab~e of recognizing received group
addresses. If a receiving station does not implement group
addressing procedures, it shall still process all received
addresses, but ignore the group addresses (that is, recognize
range 96 to 126 as’group addresses) . When group addressing is
implemented, a station shall be capable of sending and receiving
1 to 16 destination group addresses. In this case, data-link
acknowledgment shall not be allowed [Poll/Final (P/F) bit set to
1 shall be prohibited] .

5.3.3.2.2.2.2.5 Unique and clrouDmulticast addresses mixed. A
station that optionally implements group addressing shall also be
capable of sending and receiving both group and unique addresses
#,mixedV,in a destination. address subfield. All stations shall be
capable of receiving mixed addresses. The total number of
destination addresses shall not exceed 16. The presence of one
or more group addresses shall prohibit the use of data-link
acknowledgment (P/F bit set to 1 shall be prohibited) . The
reception and acknowledgment procedures stated in this paragraph
shall be valid even for stations that do not implement group

I addressing procedures.

5.3.3.2.2.2.2.6 Global multicast addressing. Global multicast
addressing, used when broadcasting messages to all systems on a
broadcast subnetwork, shall be implemented through the unique bit
pattern 1111111 (127). If the global address is used, it shall
be the only destination address. All broadcast stations shall be
capable of receiving and sending this address, and all stations
will process the information contained within the frame. Data -
link acknowledgment shall not be allowed w+th this address (P/F
bit set to 1 shall be prohibited).

~

5.3.3.2.2.3 MaDDing. A link address is a point of attachment to
a broadcast network. The upper-layer protocol is responsible for
~PP+n9 one or more uPPer-laYer addresses to a data-link address.
Multlple upper-layer addresses may map to one or more group or

I
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individual addresses (for example’;multiple routing indicators
can be located through a single group-link address) .

5.3.3.2.3 Control field. The control field indicates the type of
PDU and the response requirements and comection information
about the PDU being transmitted over the data link. Figure 11
illustrates the data-link PDU control field formats. A summary
of the formats and bit patterns for Types 1 and 2 is shown in
Tables III and IV, respectively.

5.3.3.2.3.1 Tme 1 oDerations. For Type 1 operations, the
control field is an 8-bit pattern designating 1 of 5 types of
U PDUS.

5.3.3.2.3.2 TVoe 2 oDerations. The Type 2 control field is a
16-bit pattern for I PDUS and S PDUS and includes sequence
numbers. The Type 2 U PDUS have an 8-bit pattern. The Type 2
control field may be repeated if more than one destination
address is present. Each destination address field shall have a
corresponding control field for”I PDUS and S PDUS, which contain
sequence numbers. A Type 2 U PDU control field is not repeated
if there is more than one destination.

5.3.3.2.3.3 Poll/final bit. The fifth LSB of the control field
is called the P/F bit. The P/F bit seties a function in both
command and response PDUS. In command PDUS, the P/F bit is
referred to as the P-bit. In response PDUS, it is referred to as
r.heF-bit. The P-bit set to 1 shall be used to solicit a
response PDU, with the F-bit set to 1. On a data link, only 1
PDU with a P-bit set to 1 shall be outstanding in a given
direction at a given time. Before a station issues another PDU
with the P-bit set to 1 to a particular destination, it shall
have received a response PDU from that remote station with the
F-bit set to 1.
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Table III. Tvpe 1 PDU formats.

coMMrdiDs/ ADDRESS CONTROL INFORMATION
RESPONSES FIELD FIELO FIELD

LID PDU

ZXC~GE Contains source Variable bit pattern This field
IDENTIFICATION address and up to 16 . 1111X101
(XID) coiwm

follows the 1S0
link addresses of 8885 format for

w3SSAGE systems required to (X represents the P/F XID commands and
respond to this bit setting+) responses. It
command, or the is used to
special net supply or
controller address, request link
or the global, ~agement
address. xnformation.

EXCHANGE
Appendix E

Contains source Unique bit pattern . details the
IDENTIFICATION address and address 11111101 information
(XID)wsPoNsE of the senderof the fieldstructure.
MESSAGE commandmessage.

UI PDU

AC~OWLEDGNENT Containsthe source Uniquebit pattern. Containsdata
mQUIRED addressand up to 16 11001000 identifies from the upper

individual link this frame as a UI protocol layer.
addresses of agencies PDU requiring
for which the message acknowledgment.
is intended.

ACKNOWLEDGMENT Contains the source Unique bit pattern . Contains data
NOT RSQUIRBD address and up to 16 11000000 identifies from the upper

group (or group and this ~rame as a UI protocol layer.
individual mixed) PDU not requiring
addresses of agencies acknowledgment.
for which the message
is intended; or the
source address and
the global address.

26

Downloaded from http://www.everyspec.com



MIL-STD-188-220

Table ‘III. Tvue 1 PDU formats (Concluded).

coNNANDs/ ADDRESS CONTROL INFORMATION
RESPONSES FIEI.D FIELD FIELD

Status PDU

UNNUNSERED Contains source Unique bit pattern . No
RSCEIVE READY address, and 11000110 indicating
(m) CONMAND

information
individual, group, or receive ready command. field
global addresses. allowed.

UNNUMBERED Contains source address Unique bit pattern . No
RECEIVS RSADY and the address
(m) RESPONSE contained in the source

11001110 indicating last information
WI PDU is acknowledged. field

subfield of a received allowed.
WI PDU, which this
frame acknowledges.

UNNUMBERED CoDtains source address Unique bit pattern . No
RECEIVS NOT and individual, group, 11010000 indicating infomnation
P.EADY (URNR) or global addresses of receive not ready field
CONMAND agencies that are to command allowed.

stop transmitting WI
PDUS to the agency
generating this frame.

UNNUNSERED Contains source address Unique bit pattern . No
RECEIVE NOT and destination to 11011000 indicating information
READY (URNR) which this response is receive not ready field
RESPONSE being sent. response. allowed.

TEST CONMAND Containssourceaddress Uniquebit pattern. Infonnation
to the individual, 11001111 field
group,or global optimal.
addressof agencies
thatare to respond.

TEST F.ESPONSE Containssourceaddress Uniquebit pattern. Information
and destinationto 11001111 field
which this response is optional.
being sent.

27

.

Downloaded from http://www.everyspec.com



MIL-STD-188-220

Table IV. TvDe 2 PDU formats.

COMNANDS / ~DRESS CONTROL
RESPONSES

INFOIU.IATION
FIELD FIELD FIELD
.-

U PDUS

UNNUMBERED Contains source address Variable bit No information
ACXMOWLEDGNBNT and destination to
(UA)RESPONSE

pattern . field allowed.
whi’ch this response is 11OOX11O
being sent.

SET ASYNCHRONOUS Contains source adc@ess Unique bit No information
SALANCED MODE -d a single individual patterri . field allowed.
EXTENDED (SIG3ME) link ad&ess of station 11111100
CONNAND reqired to respond to

this command.

RRSET (RSET) Coritains.pource address Unique bit No information
CONMAND and a singleindividual patten = field allowed.

link addqess of station 11111001
required to respond.

FIU+NSRRJECT Contains source address Variable bit
(FFU-IR)RESPONSE

See Figure 16.
and individual pattern .
destination link 111OXOO1
address.

DISCONNECT MODE Contains source address Variable bit
(DM) RESPONSE

No information
and appropriate pattern = field allowed.
individual destination llllXOOO
address.

DISCONNECT (DISC) Contains source address Variable bit No information
CONMAND and a single individual pattern = field allowed.

destination address. 11OOXO1O

au

ACKNOWLEDGNENT Contains source address Variable bit Contains data
OR OTSER and up to 16 individual pattern . from the upper
APPROPRIATE addresses of agencies OSSSSSSSXRRRRRRR. layer protocol.
RESPONSE REQUIRED for which the meqsage Identifies this

is intended. frame as an
I PDU.
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TABLE .IV. me 2 ‘PDU formats (Concluded) .

coMMANDs/ ADDSESS CONTROL INFORMATION
RESPONSES FIELD FIELO FIEm

S PDUS

RSCEIVE ~Y (RR) Contains source address Variable bit No information
COMMAND snd the global address pattern . field allowed.

or appropriate loooooooxRRRmRR,
individual addresses. indicating

receive ready
co-d .

RECEIVE READY (RR) Contains source address Variable bit No information
RESPONSE and the address pattern . field allowed.

contained in the source 1000OOOOXRRRRFRR,
subfield of a received indicating last
I PDU, which this PDU I PDU is
acknowledges. acknowledged.

RECEIVE NOT READY Contains source address Variable bit No information
(FUiR)COMNAND and the individual, pattern = field allowed.

group, or global 101OOOOOXRRRRRRR,
address of agencies indicating
that are to stop receive not ready
transmitting I PDUS to coranand.
the agency generating
this frame.

RSCEIVE NOT F.SAOY Contains source address Variable bit No information
(RNR) RESPONSE and the address pattern . field allowed,

contained in the source 101OOOOOXRRSRRRR,
subfield of a received indicating
I connnand, which this receive not
frame acknowledges. ready.

SELECTIVS REJECT Contains source address Variable bit
(SREJ) commm m

No information
and,appropriate

RESPONSE
pattern . field allowed.

mdlvidual destination 1011OOOOXRRRRRRR.
address.

REJECT (~J) Contains source address Variable bit No information
COMNAND Am and appropriate
RSSPONSE

pattern . field allowed.
individual destination 1001OOOOXMRRRRR.
address. (X represents the

P/F bit setting,
S represents send
sequence number,
and R represents
receive sequence
number. )

29

Downloaded from http://www.everyspec.com



MIL-STD-188-220

Data-link PDU contr”ol field bits

1234567 89 10 - 16

INFORMATION TRANSFER
COMMAND RBSPONSE o N(s) P/F N(R)
(I PDU)

SUPERVISORY +“0 Ss Xxxx P/F
COMM?+NDS/RBSPONSES

N (R)

(S PDUS)

UNNUMBERED 11 MM P/P MMM
COMMANDS /RESPONSE<
(U PDUS)

N(S) = Transmitter send sequence number (Bit 2 . low-order bit)
N(R) = Transmitter receive sequence nturber (Bit 10 . low-order bit)
s. Supervisory Function bit
M= Modifier function bit
x. Reserved and set to zero
P/F = Poll bit - conunand PDU transmissions

Final bit - response PDU transmissions
(1 = Poll/Final)

Figure 11. Data-link PDU control field formats.

5 .3.3.2.3.4 Seauence numbers.
contain sequence numbers. The
range of 0-127.

5.3.3.2.4 Information field.

The Type 2 I and S PDUS shall
sequence numbers shall be in the

The information field may be

I present in either the I, UI, FRMR, TEST, or XID PDU. The length
of the information field shall be a multiDle of 8 bits. not to

I exceed 35OO octets. If the data is not a“multinle of 6 bits.
1 to 7 fill bits (0) shall be added to meet thi~ requirement’.
The maximum information field size defaults to 3500 octets. This
size is also called the maximum transmission unit (MTCJ)by the
network layer. A smaller MTU size may be established at
initialization through local system information or using the XID
PDUS. Contents of the information fields of the FRMR, TEST, and
XID PDUS are described in 5.3’.5.2.3.6 and 5.3.5.1.5, and in
Appendix E, respectively.

5.3.3.2.5 Frame check seouence. For error detection, all frames
shall include a 32-bit,FCS prior to the closing flag sequence.
The contents of the address, control, and information fields are
included in the FCS calculation. Excluded from the FCS
calculation are the 0’s inserted by the O-bit insertion
algorithm. The formula for calculating the FCS, which is the 1’s
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complement (inversion) of the remainder.of ~ modulo-2 division
process, employs the generator polynomial, P(X), having the form

P(i)=x >z+x~+xm+x~+xle +x12+x11+x10+x8 +X7+X5+X4+X2+X +1

FCS generation shall be in accordance with the paragraph entitled
,,32-bitFr~e Checking Sequenceri in ISO 3309, and implemented in
a manner that provides a unique remainder when a frame is
received without bit errors incurred during transmission. If the
FCS of a received frame proves the frame to be invalid, the frame
shall be discarded.

5.3.3.3 Data-link PDU construction. The data-link procedures
that affect data-link PDU construction include (a) order-of-bit
transmission ana O-bit insertion, discussed below; and (b) FEC
and TDC, discussed in 5.3.13.

5.3.3.3.1 Order-of-bit transmission. The bit order of the frame
components are specified in Figure 8. The order-of-bit
transmission function specifies the sequence in which bits are
ordered by the data-link layer for transmission by the physical
layer. The flag and control fields shall be transmitted LSB
first. For the FCS, the most significant bit (MSB) shall be
transmitted first. For the address field, the source address
octet is transmitted first and the destination address octet(s)
are transmitted in order. The LSB of each address octet is
transmitted first. The information field octets shall be
transmitted in the same order as received from the upper layers,
LSB first.

5.3.3.3.2 Zero-bit insertion alqorithm. The occurrence.of a
spurious flag sequence within a frame shall be prevented by
employing a O-bit insertion algorithm. After the entire frame
has been constructed, the transmitter shall always insert a O bit
after the appearance of five 1’s in the frame (with the exception
of the flag fields) . After detection of an opening flag
sequence, the receiver shall search for a pattern of five 1’s.
When the pattern of five 1’s appears, the sixth bit shall be
examined. If the sixth bit is a O, the 5 bits shall be passed as
data, and the O shall be deleted. If the sixth bit is a 1, the
receiver shall inspect the seventh bit. If the seventh bit is a
O, a flag sequence has been received. If the seventh bit is a 1,
an invalid message has been received and should be discarded.

5.3.4 Operational Parameters. The various parameters associated
with the control field formats are described in the following
sections.

5.3.4.1 Tvue 1 operational Parameters. The only parameter that
exists in Type 1 operation is the P/F bit. The P/F bit set to 1
shall be used only in Type 1 operation with the UI, XID, TEST,
URR, and URNR comnd/response PDU functions. The Poll (P) bit
set to 1 shall be used to solicit’ (poll) an immediate
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correspondent response PDU with the Final (F) bit set to 1 from
the addressed station. The response with F-bit set to 1 shall be.
transmitted in accordance with the response hold delay (RHD)
procedures defined in Appendix C.

5.3.4.2 Tvoe 2 operational parameters. The various parameters
associated with the control field formats in Type 2 operation are
described in 5.3.4’.2.1 $0 5.3.4.2.3.2.

5.3.4.2.1 Modulus:. Each I PDU shall be sequentially numbered
with a numeric value between O and MODULUS minus ONE (where
MODULUS is the modulus of the sequence numbers) . ‘MODULUS shall
equal 128 for the we 2 control field fo~t. The sequence
numbers shall cycle through the’entire range. The maximum number
of sequentially numbered I PDUs’that K@y be outstanding (that is,
unacknowledged) in a given direction of a data-link connection at
any given time shall never exceed one less than the modulus of
the sequence numbers. This restriction shall prevent any
ambiguity in the association of sent’I PDUS with sequence numbers
during normal operation and error recovery action.

5.3.4.2.2 PDU-state variables and seauence numbers. A station
shall maintain a send-state variable, V(S) , for the I PDUS it
sends and a receive-state variable, V(R) , for the I PDUS it
receives on each data-liqk connection. The operation of V(S)
shall be independent of the operation of V(R) .

5.3.4.2.2.1 Send-state ‘variable V(S). The V(S) shall denote the
sequence number of the next in-sequence I PDU to be sent on a
specific data-link connection. The V(S) shall take on a value
between O and MODULUS minus ONE. The value of V(S) shall be
incremented by one with each successive I PDU transmission on the

~

associated data-link connection, but shall not exceed receive
sequence number N(R) of the last received PDU by more than
MODULUS minus ONE.

5.3.4.2.2.2 Send-seauence number N(S) . Only I PDUS shall
contain N(S), the send sequence number of the sent PDU. Prior to
sending an I PDU, ,the value of N(S) shall be set equal to the
value of the V(S) for that data-link connection.

5.3.4.2.2.3 ‘~. The V(R) shall denote
the sequence number of the next in-sequence I PDU to be received
on a specific data-link comection. The V(R) shall take on a
value between O and MODULUS minus ONE. The value of the V(R)
associated with a specific data-link connection shall be
incremented by one whenever an error-free I PDU is received whose
N(S) equals the value of the V(R) for the data-link connection.

5.3.4.2.2.4 Receive seauence number N(R) . All I and S PDUS
shall contain N(R), the expected sequence number’of the next
received I PDU on the specified data-link connection. Prior to
sending an I or S PDU, the value of N(R) shall be set equal to
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the”CUrrent value of the associated V(R) for that data-link
comection. N(R) shall indicate that the station sending the
N(R) has received correctly all I PDUS numbered up through N(R)-1
on the specified data-link connection.

5.3.4.2.3 Poll/final (P/F) bit. The P/F bit shall serve a
function in Type 2 operation in both comnand and response PDUS.
In command PDUS the P/F bit shall be referred to as the P-bit.
In response PDUS it shall be referred to as the F-bit. P/F bit
exchange provides a distinct C/R linkage that is useful during
both normal operation and recovery situations.

5.3.4.2.3.1 Poll-bit functions. A couunand PDU with the P-bit
set to 1 shall be used to solicit (poll) a response PDU with the
F-bit set to 1 from the addressed station on a data-link
connection. Only one PDU with a P-bit set to 1 shall be
outstanding in a given direction at a given time on the data-link
connection between any specified pair of stations. Before a
station issues another PDU on the same data-link comection with
the P-bit set to 1, the station shall have received a response
PDU with the F-bit set to 1 from the addressed station. If no
valid response PDU is received within a system-defined P-bit
timer time-out period, the resending of a comnd PDU with the
P-bit set to 1 shall be permitted for error recovery purposes.

5.3.4.2.3.2 Final-bit functions. The F-bit set to 1 shall be
used to acknowledge the receipt of a command PDU with the P-bit
set to 1. Following the receipt of a command PDU with the P-bit
set to 1, the station shall send a response PDU with the F-bit
set to 1 on the appropriate data-link connection at the first
possible opportunity. First possible opportunity is defined as
transmitting the frame ahead. of other frames at the next network
access opportunity. If a prioritized net access scheme is
employed, the response PDU shall be assigned an URGENT priority.
The station shall be permitted to send appropriate response PDUS
with the F-bit set to O at any net access opportunity without the
need for a command PDU.

5.3.5 Commands and resuonses. This section defines the commands
and associated responses. Definitions of the set of commands and
responses for each of the control field formats for Type 1 and
Type 2 operations, respectively, are contained in 5.3.5.1 and
5.3.5.2. The C/R bit, the LSB of the source address field, is
used to distinguish between commands and responses. The
following discussion of commands and responses assumes that the
C/R bit has been properly decoded. Some of the commands
described in the following paragraphs require a response at the
earliest opportunity. Response PDUS requiring ‘earliest
opportunity” transmission shall be queued ahead of all other PDUS
for transmission during the next network access opportunity. If
a Prioritized net access scheme is in effect, the response PDU
shall assume the priority level of the highest PDU queued or the
mid (PRIORITY) level, whichever is greater.
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5.3 .5.1 Tvoe 1 overation cohnds and resDonses. Typel
commands and responses are all U PDUS. The U PDU encodings for
Type 1 operations are l+sted in Figure 12.

,

IIFIRST CONTROL FIELD BIT DELIVBRBD
TO/RSCEIVSD FROM TSE PSYSIC!AL LAYER

$
1 2 3 4 5 6 7 8 Bit Position

1 1 0 ,0 P/F o 0 0 UI Command/Response

1 1 0 “o P/F 1 1 0 URR Conmwnd/Response

1 1 0 1 P/F o 0 0 USNR Command/Response

1 1 1 1 P/F 1 0 1 XID Conunand/Response

1 1 0 0 P/F 1 1 1 TeBt Ccnmnand/Response

Figure 12. ~ ssiqnments.

5.3.5.1.1 Unnumbered information command. The unnumbered
information PDU (UI PDU) shall be used to send information to one
or more stations. The P-bit of the control field of the UI PDU
is used by the transmitter to request that the receiver(s)
acknowledge receipt of the transmitted UI PDU or to sDecify that
an acknowledgment-is not required. The UI PDU shall be ad&essed
to an individual, group, or global address. The source address
shall be the individual address of the transmitting station.

5.3.5.1.2 Unnumbered receive-readv command. The unnumbered
receive-ready (uRR) command PDU shall be transmitted to one or
more stations to indicate that the sending station is ready to
receive UI PDUS. The URR PDU shall be addressed to an
individual, groupj’.or global address. The source address shall
be the individual address of the transmitting station.

5.3.5.1.3 Unnumbered receive-not-readv connnand. The unnumbered
receive-not-ready (URNR) connnandPDU shall be transmitted to one
or more stations to indicate that the sending station is busy and

I cannot receive UI PDUS. The lJRNRPDU shall be addressed to an
individual, group, ’or g,lobaladdress. The source address shall
be the individual address of the transmitting station.

5.3.5.1.4 ~. The exchange
identification (XID) conunandPDU shall be used to request the
link parameters and to announce a station’s presence on the
network. The XID command PDU with the P-bit set to 1 shall cause
the destination station to respond with an XID response PDU, with
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the F-bit set to 1, after the appropriate RHD period (see
Appendix C) . The XID command PDU, with the P-bit set to O, shall
be used by a station to amounce its presence on the net. The
information field of an XID PDU shall consist of an 8-bit XID
format identifier field plus one or more group identifier fields
described in Appendix E. The XID comnd PDU shall be addressed
to either an individual, global, or the special net control
address. The source address may be an individual address or the
special net entry address.

5.3.5.1.5 Test conunand. The test command (TEST) shall be used
to cause the destination station to respond with the TEST
response at the earliest opportunity, thus performing a basic
test of the transmission path. h information field is optional
with the TEST command PDU. It may contain any bit pattern, but
is limited to a maximum length of 128 octets. If present,
however, the received information field shall be returned, if
possible, by the addressed station in the TEST,response PDU. The
TEST command PDU shall be addressed to an individual, group, or
global destination address. The source address shall be an
individual address.

5.3.5.1.6 Unnumbered receive-readv resDonse. The URR response
shall be used to reply to a UI conunand that requested an
acknowledgment (P-bit set to 1). The URR response shall be the
first PDU sent by the receiving station upon receiving a UI
command after the appropriate RHD period (see Appendix C) . The
source and destination shall be individual addresses.

5.3.5.1.7 Exchanqe identification resvonse. The XID response
shall be used to reply to an XID command that has the P-bit set
to 1. The XID response PDU shall be the first PDU sent by the
receiving station upon receiving an XID command PDU, after the
appropriate RHD period (see Appendix C) . The contents of the XID
response information field is described in Appendix E. The
source address shall be an individual or net control address.
The destination address shall be an individual or the special net
entry address.

5.3.5.1.8 Test resDonse. The TEST response shall be used to
reply to the TEST command at the earliest opportunity. If an
information field was present in the TEST command PDU, the TEST
response PDU shall contain the same information field contents.
If the station cannot accept the information field of the TEST
command, a TEST response without an information field may be
returned. The source and destination addresses shall be an
individual or net control address.

5.3.5.1.9 Unnumbered receive-not-readv resDonse. The URNR
response PDU shall be used to reply to a UI command with the
P-bit set to 1, if the UI command cannot be processed due to a
busy condition. The URNR response is the first PDU transmitted
after the appropriate RHD period (see Appendix C) . The URNR
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response shall have the F-bit set to 1 and shall be addressed to
the source of the UI command.

5.3.5.2 ‘Woe 2 oueration commands and resDonses. Type 2
coxtunandsand responses consist of I, S, and U PDUS.

5.3.5.2.1 Information-transfer-format command and resDonse. The
function of the information (I) conunandand response shall be to
transfer sequentially n@ered PDUS that contain an information
field across a data-link connection. The encoding of the I PDU
control field for Type 2 operation shall be as listed in
Figure 13.

,.
,,

FIRST CONTROL FIELD BIT DELIVSRSD TO/RSCEIVED FROM THE PSYSICAL LAYER

1 .,
1 2 3 4 5’6 7 8 9 10 11 12 13 14 15 16

0 N(S) P/F N(R)

INFOR- SEND SEQUENCE COmAND (POLL) RECEIVE SEQUENCE
MATION NUMBER RESPONSE (FINAL)
TFULNSFER

NUMBER
(0-127) (0-127)

FORMAT

Figure 13. Information-transfer-format control field bits.

The I PDU control field shall contain two sequence numbers: N(S),
which shall indicate th,e’sequence number associated with the
I PDU; and N(R), which shall indicate the sequence number (as of
the time the PDU is sent) of the next expected I PDU to be
received, and, consequently, shall indicate that the I PDUS
numbered up through N(R) -1 have been received correctly.

5.3.5.2.2 Suoervisorv -format commands and resnonses.
Supervisory (S) PDUS shall be used to perfo~ nun@ered
supervisory functions such as acknowledgments, temporary
suspension of information transfer, or error recovery. S PDUS
shall not contain an information field and! therefore, shall not
increment the send-state variable at the sender or the receive-
state variable at ,the receiver. Encoding of the S PDU control
field for Type 2 operation shall be as shown in Figure 14. An
S PDU shall contain an N(R), which shall indicate, at the time of
sending, the sequence number of the next expected I PDU to be
received. This shall acknowledge that all I PDUS numbered up
through N(R)-1 have been received correctly, except in the case
of the selective reiect (SREJ) PDU. The use of N(R) in the SREJ

I PDU is explained in-5.3.5.2.2”.4.
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FIRST CONTROL FIEIJ2BIT DELIVERED TO/RSCEIVED FROM TSE PHYSICAL LAYER

1
1 2 34 5 6 7 8 9 10 11 12 13 14 15 16

1 0 Ss x x X“x P/F N(R)

\-----------------------/ \------------------------/

11 1 1 1
SUPER- RESERVSD COMMAND RSCEIVE SEQUENCE
VISORY SET TO O (POLL) NUMSER (0-127)
FORMAT RESPONSE

COMMANDS Ss RESPONSES

RECEIVE -Y (RR) 00 RECEIVE ~Y (SS)

F.EWECT (RSJ) 01 sS~~ (RSJ)

RSCEIVS NOT ~Y (RNR) 10 RECEIVS NOT ~Y (FJiR)

SELECTIVE REJECT (SRSJ) 11 SELECTIVE REJECT (SREJ)

Figure 14. Suuervisorv -fozmat control field bits.

5.3.5.2.2.1 Receive-readv (RR) cormnandand resDonse. The RR PDU
shall be used by a station to indicate it is ready to receive
I PDUS. I PDUS numbered up through N(R)-1 shall be considered as
acknowledged.

5.3.5.2.2.2 Reject (REJ) command and resuonse. The REJ PDU
shall be used by a station to request the resending of I PDUS,
starting with the PDU numbered N(R) . I PDUS numbered up through
N(R)-1 shall be considered as acknowledged. It shall be possible
to send additional I PDUS awaiting initial sending after the
resent I PDUS. With respect to each direction of sending on a
data-link connection, only one ‘VsentREJU*condition Shall be
established at any given time. The ‘SsentREJn condition shall be
cleared upon receipt of an I PDU with an N(S) equal to the N(R)
of the REJ PDU. The “sent REJW condition may be reset in
accordance with procedures described in 5.3.6.2.5.4.

5.3.5.2.2.3 Receive-not -ready (RNR) command and resuonse. The
RNR PDU shall be used by a station to indicate a busy condition
(a temporary inability to accept subsequent I PDUS). I PDUS
numbered up through N(R)-1 shall be considered as acknowledged.
I PDUS numbered N(R) and any subsequent I PDUS received shall not
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be considered as acknowledged; the acceptance status of these
PDUS shall be indicated in subsequent exchanges.

5.3.5.2.2.4 Selective-reiect (SREJ) command and resoonse. The
selective reject,PDU is’used by a station to rewest
retransmission of the single I PDU numbered N(R) . If the P-bit
in the SREJ PDU is “set to 1, then I PDUS numbered up to N(R)-1
shall be considered acknowledged. If the P-bit is set to O, then
the N(R) of the SREJ PDu does not iridicate acknowledgment of any

I PDUS. Each SREJ exception condition shall be cleared (reset)
upon receipt of an I PDU with an N(S) equal to the N(R) of the
SREJ PDU. A data station may transmit one or more SREJ PDUS,
each containing a “different N(R) with the P-bit set to O, before
one or more earlier SREJ exception conditions have been cleared.
I PDUS that have been transmitted following the I PDU designated
by the SREJ PDU shall not be retransmitted ’as the result of
receiving the SREJ.PDU.’Additional I PDUS awaiting initial
transmission may be transmitted following the retransmission of
the specific I PDU requested by the SREJ PDU. The SREJ is used
to recover from receipt’of frayes with various types of errors,
including sequence number errors due to lost franiesand FCS
errors.

5.3.5.2.3 Unnumbered-format comnands and resDonses. Unnumbered
(U) commands and responses shall be used in Type 2 operations to”
extend the number !of data-link connection control functions. The
U PDUS shall not increment the state variables on the data-link
comection at either the sending or the receiving station.
Encoding of the U PDU control field shall be as shown in
Figure 15.

~IRST CONTROL FIELD BIT DELIVSRBD ~/RECEI~D FROM WE PHYSICAL LAYER

1

1 2 3 4 5 6 7 8

1 1 1 :.1 P 1 1 0 SASME cO— d

1 1 0 10 P 0 1 0 DISC Command

1 1 1 1 P o 0 1 RSET Command

1 1 0 ‘ o F 1“1 o UA Response

1 1 1 1 F o o’ 0 DM Response,

1 1 1 ,0 F o 0 1 FRMR Res’ponse

Figure 15!. Unnumbered-format control field bits.
, .

5.3.5.2.3.1 Set asvnclironous balanced mode extended (SABME)
command. The SABME comnd PDU shall be used to establish a
data-link connection to the destination station in the
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asyncbron”ous balanced mode (AEM). No information shall be
permitted with the SABME conwnand PDU. The destination station
shall,confirm receipt of the SABME command PDU by sending a UA
response PDU on that data-link connection at the earliest
opportunity. Upon acceptance of the SABME command PDU, the
destination station send- and receive-state variables shall be
set to O. If the UA response PDU is received correctly, then the
initiating station shall also assume the asynchronous balanced
mode with its corresponding send- and receive-state variables set
to o. Previously sent I PDUS that are unacknowledged when this
command is executed shall remain unacknowledged. Whether or not
a station resends the contents of the information field of
unacknowledged outstanding I PDUS shall be decided at a higher
layer.

5.3.5.2.3.2 Disconnect (DISC) command. The DISC command PDU
shall be used to terminate an asynchronous balanced mode
previously set by a SAEME command PDU. It.shall be used to
inform the destination station that the source station is
suspending operation of the data-link connection and the
destination station should assume the logically disconnected
mode. No information field shall be permitted with the DISC
command PDU. Prior to executing the command, the destination
station shall confirm the acceptance of the DISC command PDU by
sending a UA response PDU on that data-link connection.
Previously sent I PDUS that are unacknowledged when this conunand
is executed shall remain unacknowledged. Whether or not a
station resends the contents of the information field of
unacknowledged outstanding I PDUS shall be decided at a higher
layer.

5.3.5.2.3.3 Reset (RSET) command. The RSET command PDU shall be
used by a station in an operational, mode to reset the V(R) in the
addressed station. No information field is permitted with the
RSET command PDU. The addressed station shall confirm acceptance
of the RSET command by transmitting a UA response PDU at the
earliest opportunity. Upon acceptance ofthis command, the V(R)
of the addressed station shall be set to O. If the UA response
PDU is received correctly, the initializing station shall reset
its V(S) to O.

5.3.5.2.3.4 Unnumbered acknowledcnnent (UA) resDonse. The UA
response PDU shall be used by a station on a data-link connection
to acknowledge receipt and acceptance of the SASME, DISC, and
RSET command PDUS. These received connnand PDUS shall not be
executed until the UA response PDU is sent. No information field
shall be permitted with the UA response PDU.

5.3.5.2.3.5 Disconnect mode (DM) resDonse. The DM response PDU
shall be used to report status indicating that the station is
logically disconnected from the data-link connection and is in
asynchronous disconnected mode (ADM). No information field shall
be permitted with the DM response PDU.
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5.3.5.2.3.6 Framereiect (FRMR) res~onse. The FF$MRresponse PDU
shall be used by the station in the Z@M to report that one of the
following conditions, which is not correctable by resending the
identical PDU, resulted !from the receipt of a PDU.from the remote
station: ,.

a. The receipt of a,comnd PDU or a response PDU that is
invalid or not implemented. Below are three examples of
invalid PDUS:

(1) the’receipt of an S or U PDU with an information
field that is not permitted,

(2) the..receipt of an unsolicited F-bit set to 1, and
(3) the receipt of an unexpected UA response PDU.

b. The receipt of an I PDU with an information field that
exceeded the est,pblished maximum information field length
that can be accommodated by the receiving station for
that data-link connection.

c. The receipf of a:ninvalid N(R) from the remote station.
An invalid N(R) shallbe defined as one that signifies an
I PDU that ‘has previously been sent and acknowledged, or
one that signifies an I PDU that has not been sent and is
not the next sequential I PDU waiting to be sent.

d. The receipi of an invalid N(S) from the remote station.
An invalid’N(S) shall be defined as an N(S) that is
greater than or equal to the last sent N(R)+ k, where k
is the maximum number of outstanding I PDUS. The
parameter k is the window size indicated in the XID PDU.

,,

The responding station shall send the FRMR response PDU at the
earliest opportunity. An information field shall be returned
with the FRMR response PDU to provide the reason for the PDU
rejection. The information field shall contain the fields shown
in Figure 16. The station receiving the FRN@ response PDU shall
be responsible for initiating the appropriate mode setting or
resetting corrective action by initializing both directions of
transmission on the data-link connection, using the S~~ and
DISC comnd PDUS, as applicable. ‘
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FIRSTCONTROLFIELDBIT DBLIVZREDTO/RBCEIVED FROM THE PHYSICAL LAYER

1

1-------------16 17 18--24 25 26--32 33--36 37--40

REJZCTZD PDU o v(s) C/R V(R) WxYz Vooo
CONTROL FIELD

Figure 16. FRMR information field format.

Notesto Figure16:

a.

b.

c.

d.

e.

f.

9.

h.

i.

Rejected PDU control field shall be the control field of the
received PDU that caused the FRMR exception condition on the &ta -
link connection. When the rejected PDU is a U PDU, the control
field of the rejected PDU shall be positioned in bit positions 1-8,
with 9-16 set to O.

V(S) shall be the current send-state variable value for this data-
link comection at the rejecting station (bit 18 = low-order bit) .

C/R set to 1 shall indicate that the PDU causing the FRMR was a
reeponse PDU, and C/R set to O shall indicate that the PDU causing
the F- was a command PDU.

V(R) shall be the current receive-state variable value for this
data-link connection at the rejecting station (bit 26 = low-order
bit) .

W set to 1 shall indicate that the control field received and
returned in bits 1 through 16 was invalid or not implemented.
Examples of invalid PDU are defined as:

(1) the receipt of an S or U PDU with an information field that
is not permitted,

(2) the receipt of an unsolicited F-bit set to 1, and
(3) the receipt of an unexpected UA response PDU.

X set to 1 shall indicate that the control field received and
returned in bits 1 through 16 was considered invalid because the PDU
contained an information field that is not permitted with this
command or response. Bit W shall be set to 1 in conjunction with
this bit.

Y set to 1 shall indicate that the information field received
exceeded the established maximum information field length which can
be accommodated by the rejecting station on that data-link
connection.

Z set to 1 shall indicate that the control field received and
returned in bits 1 through 16 contained an invalid N(R) .

V set to 1 shall indicate that the control field received and
returned in bits 1 through 16 contained an invalid N(S) . Bit W
shall be set to 1 in conjunction with this bit.

41

Downloaded from http://www.everyspec.com



MIL-STD-188-220

5.3.6 Description of Procedures by WOe:” The procedures for
each operation type are described in 5.3.6.1 and 5.3.6.2 (and
their subparagraphs)

5.3.6.1 Description of Tvue 1 Procedures. The procedures
associated with Type 1 operation are’described in 5.3.6.1 through
5.3.6.1.5.11. i

5.3.6.1.1 Modes of oueration. In Type 1 operation, no modes of
operation are defined. A station using Type 1 procedures shall
support the entire:procedure set whenever it is operational on
the network. ,

5.3.6.1.2 Procedure for addressing. The address fields shall be
used to indicate the source and”destinations of the transmitted
PDU. The first bit in the source address field shall be used to
identify whether a command or a response is contained in the PDU.
Individual, group,. special, and global addressing shall be
supported for destination addresses. The source address field
shall contain an indivi@al or special address.

5.3.6.1.3 Procedure for usina the P/l?bit. The station receiving
a UI, XID, or TEST comn@nd PDU with the P-bit set to 1 shall send
an appropriate response’ PDU wi’ththe F-bit set to 1.

5.3.6.1.4 Procedures for loqical data-link set-uD and
disconnection. Type 1 operation does not require any prior data-
link connection establishment (set-up), and hence no data-link
disconnection. Once the service access point has been enabled
within the station, information may be sent to, or received from,
a remote station also participating <n Type 1 operation.

5.3.6.1.5 Procedures for information transfer

5.3.6.1.5.1 Sendinq UI comnd PDUS. Information transfer from
an initiating station to a responding station shall be
accomplished by sending the UI command PDU. When a sending
station sends a UI command PDU with the P-bit set to 1, it shall
start an acknowledgment timer for that transmission and increment
an internal transmission count variable. If no URR response PDU
is received before the timer runs out, the sending station shall
resend the UI command PDU, increment the internal transmission
count variable, and restart the acknowledgment timer. If a URR
response PDU is still not received, this regending procedure
shall be repeated until the value of the internal transmission
count variable is equal to the value of the logical link
parameter N4, as described in 5.3.7.1.lc, at which time an
acknowledgment failure status shall be reported to the data-link
user. w internal transmission count shall be maintained for
each UI information exchange (where P-bit = 1) between a pair of
sending and receiving stations. Both the acknowledgment timer
and the internal transmission count, for that exchange, shall not
affect the information exchange with other receiving stations.
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If a URNR response PDU is received in response to a’UI comnd
with the P-bit set to 1, the receiving station shall designate
the sending station as busy. The retransmission of the UI
command shall follow the rules for the busy condition.
Transmission of UI commands to that station shall be discontinued
until the busy state is cleared. UI PDUS that have the P-bit set
to O are not acknowledged nor retransmitted.

5.3.6.1.5.2 Receivinq UI comnand PDUS. Reception of the UI
conmnand PDU with P-bit set to O shall not be acknowledged. A
station shall acknowledge the receipt of a valid UI command PDU,
which has the P-bit set to 1 and contains the station individual
address, by sending a URR response PDU to the originator of the
command UI PDU. If the receiving station is unable to accept UI
PDUS due to a busy condition, it shall respond with a URN?
response PDU.

5.3.6.1.5.3 Sendinq URR response PDUS. A URR response PDU, with
the F-bit set to 1, shall be sent only upon receipt of a UI
command PDU, with the P-bit set to 1. The URR responee PDU shall
be sent to the originator of the associated UI counnand PDU.

5.3.6.1.5.4 Sendinq URNR resoonse PDUS. A URNR response PDU,
with the F-bit set to 1, shall be sent by the remote station to
advise the originator of the associated UI comna.ndPDU that it is
experiencing a busy condition and is unable to accept U1 PDUS.

5.3.6.1.5.5 Receivinq acknowledgment. After sending a UI
command PDU with the P-bit set to 1, the sending station ehall
expect to receive an acknowledgment in the form of a m response
PDU from the station to which the command PDU was sent. Upon
receiving such a response PDU, the station shall stop the
acknowledgment timer associated with the transmission for which
the acknowledgment was received and reset the associated internal
transmission count to zero. If the response was a URNS response
PDU , the sending station will stop sending UI PDUS to that remote
station until an RR comnd PDU is received, indicating
termination of the buey condition.

5.3.6.1.5.6 Sendinq URNR command PDUS. A URNR comnand
the P-bit set to O, ma-Ybe sent at any time to indicate
condition.

PDU, with
a busy

5.3.6.1.5.7 Receivinq URNR command PDUS. Receipt of the URNR
indicates that the sending station is busy and no additional UI
PDUS should be sent until the sending station regains its ability
to receive messages. The URNl?command PDU does not contain any
acknowledgment information.

5.3.6.1.5.8 Sendinq URR comnkmd PDUS. A URR command PDU, with
the P-bit eet to O, maY be sent by a station at any time to
indicate the regaining of its ability to receive messages.
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5.3.6.1.5.9 Receivinq URR command PDUS. The receipt of the URR
command PDU cancels the prior receipt of a _ and indicates
that the sending station is now operational”.

5.3.6.1.5.10 Usin~s : XID
procedures are as defined in 5.3.5.1.3 and described in
Appendix E.

5.3.6.1.5.11 Usinq TEST comnd and resuonse PDUS. The TEST
function provides a facility to conduct loop-back.tests of the
station-to-station transmission path. The TEST function may be
initiated by any authorized station within the data-link layer.
Successful completion of the test consists of sending a TEST
conrnandPDU with a,particular information field to the designated
destination address and receiving, in return, the identical
information field in a TEST response PDU. The length of the
information field is variable from O to 128 octets. Any TEST “
command PDU received in error shall be discarded and no response
PDU sent. In the event of a test failure, it shall be the
responsibility of the TEST function initiator to determine any
future actions.

5.3.6.2 D scri tion of e2~. The procedures
associated with Type 2 operation are described in 5.3.6.2.1
through 5.3.6.2.8.,

5.3.6.2.1 Modes. :Two modes of operation are defined for Type 2
operation: an operational mode and a nonoperational mode..-

5.3.6.2.1.1 ODerati.onal mode. The operational mode shall be the
ABM . AEM is a balanced. operational mode in which a data-link
connection has been established between two stations. Either
station shall be able to send commands at any time and initiate
response transmissions without receiving e~licit permission from
the other station. Such an asynchronous transmission shall
contain one or more PDUS that shall be used for information
transfer and to indicate “status changes in’the station (for
exarple, the number of the next expected I PDU; transition from a
ready to a busy conditiori, or vice versa; occurrence of an
exception condition) . A station in ~ receiving a DISC command
PDU shall respond,with the UA”response PDU if it ‘is capable of
executing the command. PM consists of a data-link connection
phase, an information transfer phase, a data-link resetting
phase, and a data-link disconnection phase.

5.3.6.2.1.2 ~. The nonoperational mode shall
be the ADM. ADM differ’s from &3M in that the data-link
connection is logically disconnected from the physical medium
such that no information (user data) shall be sent or accepted.
ADM is defined to prevent a data-link comection from appearing
on the physical medium i,na fully operational mode during unusual
situations or exception conditions. Such operation could cause a
sequence number mismatch between stations or a station’s
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uncertainty of the status of the other station. A data-link
connection shall be system-predefined as to the conditions that
cause it to assume ADM. Below are three examples of possible
conditions, in addition to receiving a DISC command PDU, that
shall cause a data-link connection to enter ADM:

a..
b.
c.

A station

the power is turned on,
the data-link layer logic is manually reset, or
the data-link connection is manually switched from a
local (home) condition to the connected-on-the-data-
link (on-line) condition.

on a data-link connection in ADM shall be required to
monitor transmissions received from its physical layer to accept
and respond to one of the mode-setting command PDUS (SABME,
DISC), or to send a D&lresponse PDU at a medium access
opportunity, when required. In addition, since the station has
the ability to send cotind PDUS at any time, the station may
send an appropriate mode-setting command PDU. A station in ADM
receiving a DISC command PDU shall respond with the DM response
PDU . A station in ADMshall not establish a,FRMR exception
condition. ADM consists of a data-link disconnected phase.

5.3.6.2.2 Procedure for addressing. The address fields for a
PDU shall be used to indicate the individual source and up to 16
destinations. The first bit in the source address field shall be
used to identify whether a command or response is contained in
the PDU. A single data-link connection can be established
between any two stations on the network.

5.3.6.2.3 Procedures for usinq the P/F bit. The station
receiving a command PDU (SABME, DISC, RR, RNR, REJ, or I) with
the P-bit set to 1 shall send a response PDU with the F-bit set
to 1. The response PDU returned by a station to a SASME or DISC
command PDU with the P-bit set to 1 shall be a UA or DM response
PDU with the F-bit set to 1. The response PDU returned by a
station to an I, RR, or REJ conrnand PDU with the P-bit set to 1
shall be an I, RR, REJ, RNR, DM, or.FRMR response PDU with the
F-bit set to 1. The response PDU returned by a station to an RNR
command PDU with the P-bit set to 1 shall be an RR, REJ, m, DM,
or FRMR response PDU with the F-bit set to 1.

NOTE : The P-bit is usable by the station in conjunction with the
timer recovery condition. (See 5.3.6.2.5.9.)

5.3.6.2.4 Procedures for data-link set-uv and disconnection

5.3.6.2.4.1 Data-link connection DhaSe. Either station shall be
able to take the initiative to initialize the data-link
connection.

5.3.6.2.4.1.1
initialize the

Initiator action. When
link, it shall send the
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start the acknowledgment timer. Upon “receipt of the UA response
PDU, the station shall reset both the V(S) and V(R) to O for the
corresponding data:link connection, shall stop the acknowledgment
timer, and shall enter the information transfer phase. When
receiving the DM response PDU, the station that originated the
SABME command PDU shall stop the ackqowledgpent timer, shall not
enter the information transfer phase, and shall report to the
higher layer for appropriate action. Should the acknowledgment
timer run out before receiving the UA or DM response PDU, the
station shall resend the SA13MEcommand PDU and restart the
acknowledgment timer. After resending the SA13ME command PDU N2
times, the station shall stop sending the SASME command PDU and
shall report to the higher layer for’the appropriate error
recovery action to initiate. ~he value of N2 is defined in
5.3.7.l.2.e. Other ‘rype2 PDUS received (commands and responses)
while attempting to conqect shall be’ignored by the station.

5.3.6.2.4.1.2 Respondent action. Nben a SABME command PDU is
received, and the connection is desired, the station shall return
a UA response PDU to the remote.station, set both the V(S) and
V(R) to O for the corresponding data-link connection, and enter
the information transfer phase. The return of the UA response
PDU shall take precedence over any other response PDU that may be
pending at the station for that data-link connection. It shall
he possible to follow the UA response PDU with additional PDUS,
if pending. If the connection is not desired, the station shall
return a DM response PDU to the remote station and remain in the
link disconnected mode. For a description of the actions to be
followed upon receipt of a SASME or DISC conmand PDU, see
5.3.6.2.4.4. “

5.3.6.2.4.2 Information transfer DhaSe. After having sent the
UA response PDU to an SABME coxmnand PDU or having received the UA
response PDU to a sent SABME command PDU, the station shall
accept and send I and S PDUS according to the procedures
described in 5.3.6.2.5. When receiving an SASME comnd PDU
while in the information transfer phase, the station shall
conform to the resetting procedure described in 5.3.6.2.6.

5.3.6.2.4.3 Data-link disconnection Dhase. During the
information transfer phase, either station shall ‘be able to
initiate disconnecting of the data-link connection by sending a
DISC command PDU and starting the acknowledgment timer (see
5.3.7.l.2.a). When receiving a DISC command PDU, the station
shall return a UA response PDU and enter the data-link
disconnected phase. The return of the UA response PDU shall take
precedence ov~r ariyother response PDU that &y be pending at the
station for that data-link connection. Upon receipt of the UA or
DM response PDU from the remote station, the,StatiOn shall Stop
its acknowledgment timer and en,ter the link disconnected mode.
Should the acknowledgment timer run out before receiving the UA
or DM response PDU, the station shall resend the DISC command PDU
and restart the acknowledgment. timer;. After sending the DISC

46

Downloaded from http://www.everyspec.com



MIL-STD-188-220

command PDU N2 times., ttie sending station shall stop sending the
DISC comnand PDU, shall enter the data-link disconnected phase,
and shall report to the higher layer for the appropriate error
recovery action. The value of N2 is defined in 5.3.7.l.2.e.

5.3.6.2.4.4 Data-link discomected DhtH.r2. After having received
a DISC connnand PDU from the remote station and returned a UA
response PDU, or having received the UA response PDU to a sent
DISC command PDU, the station shall enter the data-link
disconnected phase. In the disconnected phase, the station shall
react to the receipt of an SABME command PDU, as described in
5.3.6.2.4.1, and shall send a DM response PDU in answer to a
received DISC command PDU. When receiving any other Type 2
command PDU with the P-bit set to 1, the station in the
disconnected phase shall send a DM response PDU with the F-bit
set to 1. Other Type 2 PDUS received by the station while in the
disconnected phase shall be ignored. In the disconnected phase,
the station shall be able to initiate a data-link connection.

5.3.6.2.4.5 Contention of unnumbered mode-settinq command PDUS.
A contention situation on a data-link connection shall be
resolved in the following way: If the sent and received mode-
setting command PDUS are the same, each station shall send the UA
response PDU at the earliest opportunity. Each station shall
enter the indicated phase either after receiving the UA response
PDU, or after its acknowledgment timer expires. If the sent and
received mode-setting cormnandPDUS are different, each station
shall enter the data-link disconnected phase and shall issue a DM
response PDU at the earliest opportunity.

5.3.6.2.5 Procedures for information transfer. The procedures
that apply to the transfer of I PDUS in each direction on a data-
link connection during the information transfer phase are
described in 5.3.6.2.5.1 through 5.3.6.2.5.11. When used, the
term number one higher is in reference to a continuously repeated
sequence series, that is, 127 is 1 higher than 126, and O is 1
higher than 127 for the modulo-128 series.

5.3.6.2.5.1 Sendinq I PDUS. When the station has an I PDU to
send (that is, an I PDU not already sent, or having to be resent
as described in 5.3.6.2.5.5), it shall send the I PDU with an
N(S) equal to its current V(S) and an N(R) equal to its current
V(R) for that data-link connection. At the end of sending the I
PDU, the station shall increment its V(S) by 1. If the
acknowledgment timer is not running at the time that an I PDU is
sent, the acknowledgment timer shall be started. If the data-
link connection V(S) is equal to the last value of N(R) received
plus k (where k is the maximum number of outstanding I PDUS; see
5,3.6.7.l.2.g), the station shall not send any new I PDUS on that
data-link connection, but shall be able to resend an I PDU as
described in 5.3.6.2.5.6 or 5.3.6.2.5.9. When a local station on
a data-link connection is in the busy condition, the station
shall still be able to send I PDUS, provided that the remote
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station on this data-link connection is not also busy. Nhen the
station is in the FRJ4Rexception condition for a ‘particular data-
link connection, it shall stop transmitting I PDUS on that data-
link connection.

5.3.6.2.5.2 Recei’vi.nq an I PDU. Nhen the station is not in a
busy condition and’receives an I PDU whose N(S) is equal to its
V(R) , the station shall accept the information field of this PDU,
increment by 1 its V(R):, and act as follows:

a. If an I PDU is available to be sent, the station shall
be able to act as iq 5.3.6.2.5.l,and acknowledge the
received I PDU by setting N(R) in the control field of
the next sent I PDU to the value of “itsV(R). The
station shall also be able to acknowledge the received
I PDU by sending an’RR PDU with the N(R) equal to the
value of its Y(R) .

b. If no I PDU is available to be sent by the station,
then the station shall either:

(1) send an RR PDU,with the N(R) equal to the value of
its.V(R) at the earliest opportunity; or

(2) if ‘the received PDU was not a command PDU with the
P-bit set to 1, wait for some period of time
bounded by the probability of the,remote
acknowledgment timer expiryi for either an I PDU
tobecorne available for transmission or to
acchulate additional I PDUS to be acknowledged in
a single RR PDU, subject to window size
constraints.

c. If receipt of,,theI PDU caused the station to go into
the busy cond~tion with regard to any subsequent I
PDUS , the station shall send an ~ PDU with the N(R)
eWal to the value of its -v(R). If I PDUS are
available to send, the station shall be able to send
them (as in 5.3.6.2.5) prior to or following the
sending of the RNR PDU.

When the station is in a.busy condition, the station shall be
able to ignore the information field contained in any received
I PDU on that data-link connection. (See 5.3.6.2.5.10.)

5.3.6.2.5.3 Receivinq incorrect PDUS. When the station receives
an invalid PDU or’a PDU with an incorrect destination or source
address, the entire PDU shall be discarded.

5.3.6.2.5.4 Receivinq out-of-sequ ence PDUS. When the station
receives one or more I PDUS whose N(S)S are not in the expected
sequence, tnat is, not equal to the current V(R) but is within

I
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station may respond by sending a REJ”or a

5.3.6.2.5.4.1 Reiect resDonse. When only one I PDU has been
received out-of-sequence before the next respond opportunity, the
station shall discard the information field of the I PDU and send
a REJ PDU with the N(R) set to the value of V(R) . The station
shall then discard the information field of all I PDUS until the
expected I pDU is correctly received. When receiving the
expected I PDU, the station shall acknowledge the PDU, as
described in 5.3.6.2.5.2. The station shall use the N(R) and
P-bit indications in the discarded I PDU. On a given data-link
connection, only one “sent REJ” exception ‘condition from a given
station to another given station shall be established at a time.
A REJ and SREJ exception condition cannot be active at the same
time. A “sent REJm condition shall be cleared when the requested
I PDU is received. The “sent REJn condition shall be able to be
reset when a reject timer time-out function runs out. When the
station perceives by reject timer time-out that the requested I
PDU will not be received, because either the requested I PDU or
the REJ PDU was in error or lost, the station shall be able to
resend the REJ PDU up to N2 times to reestablish the “sent REJn
condition. The value of N2 is defined in 5.3.7.l.2.e.

5.3.6.2.5.4.2 Selective reiect response. When more than one
I PDU has been received out-of-sequence before the next respond
opportunity, the station shall retain the information field of
the out-of-sequence I PDUS and send a SREJ PDU for each missing
I PDU. A station may transmit one or more SREJ PDUS, each
containing a different N(R) with the P-bit set to O. However, a
SREJ PDU shall not be transmitted if an earlier REJ condition has
not been cleared. When the station perceives by the reject timer
time-out that the requested I PDU will not be received, because
either the requested I PDU or the SREJ PDU was in error or lost,
the station shall be able to repeat the SREJ PDU in order to
reestablish the “sent SR.EJ*lcondition up to N2 times.

5.3.6.2.5.5 Receivinq acknowledgment. When correctly receiving
an I or S PDU, even in the busy condition (see 5.3.6.2.5.10), the
receiving station shall consider the N(R) contained in this PDU
as an acknowledgment for.all the I PDUS it has sent on this data-
link connection with an N(S) up to and including the received
N(R) minus one. The station shall reset the acknowledgment timer
when it correctly receives an I or S PDU with the N(R) higher
than the last received N(R) (actually acknowledging some I PDUS) .
If the timer has been reset and there are outstanding I PDUS
still unacknowledged on this data-link connection, the station
shall restart the acknowledgment timer. If the timer then runs
out, the station shall follow the procedures in 5.3.6.2.5.11 with
respect to the unacknowledged I PDUS.
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5.3.6.2.5”.6 Receivinu an SREJ PDU.’ If the received transmission
is an SREJ command or response PDU, the I PDU corresponding to
the N(R) being rejected shall be retransmitted. If the I PDU is
not available for retransmission, a synchronization error exists
and the station that received the SREJ PDU shall respond with an
RSET PDU.

5.3.6.2.5.7 Receivinq an RSET PDU. Upon receipt of the RSET
command PDU, the receiv%ng station shall reply with a UA response
PDU and shall then set its V(R) to zero for the initiating
station.

5.3.6.2.5.8 Receivinq an REL7PDU. When receiving an REJ PDU,
the station shall set its V(S) to the N(R) received in the REJ
PDU control field. The station”shall resend the corresponding
I PDU as soon as it is available. If other unacknowledged I PDUS
had already been sent on that data-link connection following the
one indicated in the REJ PDU, then those I PDUe shall be resent
by the station following the resending of the requested I PDU.
If retransmission beginhing with a particular PDU occurs due to
check pointing (see 5.3.6.2.5.11) and an REJ PDU is received,
which would also start retransmission with the same I PDU [as
identified by the .N(R) in the REJ PDU] , the retransmission
resulting from the REJ PDU shall be inhibited.

5.3.6.2.5.9 Receivinq an RNR PDU. A station receiving an RNR
PDU shall stop sending I PDUS on the indicated data-link
comection at the earliest possible time and shall start the
busy-state timer, ‘if not already running. When the busy-state
timer runs out, the station shall follow the procedure described
in 5.3.6.2.5.11. In any caee, the station shall not send any
other I PDUS on that data-link connection before receiving an RR
or REJ PDU, or before receiving an I response PDU with the F-bit
set to 1, or.before the completion of a resetting procedure on
that data-link connection.

5.3.6.2.5.10 Station-busy condition. A station shall enter the
busy condition on ,a data-link connection when it is temporarily
unable to receive .or continue to receive I PDUS due to internal
constraints; for example, receive buffering limitations. When
the station enter? the busy condition, it shall send an NVR PDU
at the earliest opportunity. It shall be possible to send I PDUS
waiting to be sent on that data-li~’ connection prior tO or
following the sending ofthe ~ PDU. While in the busy
condition, the station shall accept “and process supervisory PDUS
and return an RNR response PDU with the F-bit set to 1 if it
receives an S or I co~nd PDU with the P-bit set to 1 on the
affected data-link connection;. To indicate the clearance of a
busy condition on.a data-link connection, the station shall send
an I response PDU,with the F-bit set to 1 if a P-bit set to 1 is
outstanding, an REJ regponse PDU, or an RR response PDU on the
data-link comection with N(R) set to the current V(R), depending
on whether or not the station”discarded information fields of
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correctly received 1’PDUS. Additionally, the sending of a SASME
comnd PDU or a UA response PDU’shall indicate the clearance of
a busy condition at the sending station on a.data-link
connection.

5.3.6.2.5.11 Waitinq acknowledqm ent. The station maintains an
internal retransmission count variable for each data-link
connection, which shall be set to O.when the station receives or
sends a UA response PDU to a SABMR command PDU, when the station
receives an RNR PDU, or when the station correctly receives an I
or S PDU with the N(R) higher than the last received N(R)
(actually acknowledging some outstanding I PDUS). If the
acknowledgment timer, busy-state timer,
out ,

or the P-bit timer runs
the station on this data-link connection shall enter the

timer recovery condition and add 1 to its retransmission count
variable. The station shall then start the P-bit timer and send
an S comnand PDU with the P-bit set to 1. The timer recovery
condition shall be cleared on the data-link connection when the
station receives a valid I or S PDU from the remote station with
the F-bit set to 1. If, while in the timer recovery condition,
the station correctly receives a valid I or S PDU with:

a. the F-bit set to 1 and the N(R) within the range from
the last value of N(R) received to the current V(S)
inclusive, the station shall clear the timer recovery
condition, set its V(S) to the received N(R), stop the
P-bit timer, and resend any unacknowledged PDUS; or

b. the P/F bit set to O and the N(R) within the range from
the last value of N(R) received to the current V(S)
inclusive, the station shall not clear the timer
recovery condition but shall treat the N(R) value
received as an acknowledgment for the indicated
previously transmitted I PDUS. (See 5.3.6.2.5.5.)

If the P-bit timer runs out in the timer recovery condition, the
station shall add 1 to its retransmission count variable. If the
retransmission count variable is less than N2, the station shall
resend an S PDU with the”P-bit set to 1 and restart its P-bit
timer. If the retransmission count variable is equal to N2, the
station shall initiate a resetting procedure, by sending a SABNE
command PDU, as described in 5.3.6.2.6. N2 is a system parameter
defined in 5.3.7.l.2.e.

5.3.6.2.6 Procedures for mode resettinq. The resetting phase is
used to initialize both directions of information transfer
according to the procedure described in 5.3.6.2.6.1 through
5.3.6.2.6.3. The resetting phase shall apply only during ABM.
Either station shall be able to initiate a resettinu of both
directions by sending
acknowledgment timer.

a SASME command PDU and start~ng its
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5.3.6.2.6.1 Receiver action. After receiving a SABME command
PDU, the station shall return one of two types of$responses, at
the earliest opportunity:

a. a UA response PDU and reset its V(S) and V(R) to O to
reset the data-link comection, or

b. a 13MresponsePDU if the data-link connection is to be
terminated. ,

.,
The return of the UA or DM response PDU shall take precedence
over any other response PDU for that data-li@c connection that
may be pending at the station. It shall be possible to follow
the UA PDU with additional PDUS, if pending.”

!
5.3.6.2.6.2 Initiator action. If the UA PDU is received
correctly by the initiating station, it shall reset its V(S) and
V(R) to O and stop its acknowledgment timer. This shall also
clear all exception conditions that might be present at either of
the stations involyed in.the reset. The exchange shall also
indicate clearance of any busy condition that may have been
present at either station involved in the reset. If a DM
response PDU is received, the “station shall enter the data-link
discomected phase, sha}l stop its acknowledgment timer, and
shall report to the higher layer for appropriate action. If the
acknowledgment timer runs out before ? UA or DM response PDU is
received, the SABME command PDU shall be resent and the
acknowledgment timer shall be started. After the timer runs out
N2 times, the sending station shall stop sending the SABME
cormnandPDU, shall report to the higher layer for the appropriate
error recovery ac$ions to initiate, and shall enter the ADM. The
value of N2 is defined in 5.3.7.l.2.e. Other Type 2 PDUS, with
the exception of ~he SABME and DISC command PDUS, received by the
station before completion of the RSET procedure shall be
discarded.

5.3.6.2.6.3 Resettinq with the FRMR PDU. Under certain FRMR
exception conditions (listed in 5.3.6.2.8) , it shall be possible
for the initiating station, by sending an FRMR response PDU, to
ask the remote station ,to reset the data-link connection. Upon
receiving the FRMR response PDU (even during a FRMR exception
condition) , the remote station shall either initiate a resetting
procedure, by sending a SASME command PDU, or initiate a
disconnect procedure, bv sendinq a DISC command PDU. After
sendinq an FRMR resnonse PDU, the initiating station shall enter
the F& exception ‘&ondition~ The FRMR exc~ption condition shall
be cleared when the station receives or sends a SABME or DISC
command PDU or DM’response PDU. Any other Type 2 command PDU
received while in the FRMR exception condition shall cause the
station to resend,.the FRMS response PDU with the same information
field as originally sent. In the FRMR exception condition,
additional I PDUS shall not be sent, and received I and S PIXJS

shall be discarded by the station. It shall be possible for the
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station to start its acknowled~ent timer on the sending of the
FRJ.lRresponse PDU. If the timer runs out before thereception of
a SABME or DISC command PDU from the remote station, it shall be
possible for the station to resend the FRNR response PDU and
restart its acknowledgment timer. After the acknowledgment timer
has run out N2 times, the station shall reset the data-link
connection by sending a SABME command PDU. The value of N2 is
defined in 5.3.7.l.2.e. When an additional. FRMR response PDU is
sent while the acknowledgment timer is running, the timer shall
not be reset or restarted.

5.3.6.2.7 Procedures for seouence number resettinq. This
resetting procedure, employing the RSET command, is used to
reinitialize the receive-state variable V(R) in the addressed
station and the send-state variable V(S) in the local station.
The addressed station shall confirm acceptance of the RSET
command by transmission of a UA response at the earliest
opportunity. Upon acceptance of this command, the addressed
station V(R) shall be set to O. If the UA response is received
correctly, the initializing station shall reset its V(S) to O.
The RSET command shall reset all PDU rejection conditions in the
addressed station, except for an invalid N(R) sequence number
condition, which the addressed station has reported by a FRNR
PDU . The RSET command may be sent by the station that detects an
invalid N(R) to clear such a frame rejection condition in place
of sending a FRMR frame. To clear an invalid N(R) frame
rejection condition with an RSET command, the RSET connnandshall
be transmitted by the station that detects the invalid N(R).
Nhen the RSET comnd is transmitted, the responsibility for all
unacknowledged I PDUS reverts to a higher level. Whether the
content of the information field of such acknowledged I PDUS is
reassigned for transmission or not is decided at a higher level.

5.3.6.2.8 FRMR excevtion conditions. The station shall request
a resetting procedure by sending an FRMR response PDU, as
described in 5.3.6.2.6, after receiving, during the information
transfer phase, a PDU with one of the conditions identified in
5.3.5.2.3.6. The coding of the information field of the FRIIR
response PDU that is sent is given in 5.3.5.2.3.6. The other
station shall initiate a resetting procedure by sending a SASME
command PDU, as described in 5.3.6.2.6, after receiving the FRMR
response PDU.

5.3.7 Data-link initialization. The XID command and response
messages, formatted as shown in Table III and described in
Appendix E, are used to establish and control link parameters.
The join network request message contains the link operating
parameters such as keytime delay, priority, and net access
method. Initialization is caused by an operator or system
request. The Join Request is sent to the default network control
(NETCON) destination address, which shall be the station assigned
to perform NETCON station responsibilities. The NETCON station
verifies link parameters and provides values for missing or
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incorrect parameters to ensure that the new station will ‘not
disrupt the net. The NETCON station will reply with either a
Join Reject or Join Accept PDU”. If the initializing station
receives a Join Reject PDU, it should not attempt any link
activity until the;correct parfietersi have been obtained.

::
NOTE : Link initialization may also occur without’an XID PDU
exchange. Prearrangement by timing, voice, written’plans, or
orders provides the operator with the necessary frequency, link
address, data rate; and other parameters to enter a net and
establish a link. With the prearranged information, an operator
maY begin link activity. on the net and initialization is assumed
when the new station senses the net and transmits its first
message.

5.3.7.1 List of data-link parameters. This MIL-STD defines a
number of data-link parameters for which the system-by-system
range of values ar,edetermined at network establishment. The
definitions of these parameters for the two types of operation
are summarized in 5.3.7.1.1 through 5.3.7.1.2.

5.3.-7.1.1 Tvue 1 loqical data-link parameters. The logical
data-link parameters for Type 1 operation shall be as follows:

a. Acknowled qment timer. The acknowledgment timer is a
data-link parameter that shall define the timeout
period (TP) during which the station shall expect an
acknowledgment from a specific station. TP shall take
into account any delay introduced by the physical
sublayer. me ‘value of TP is described in Appendix C.

b. Busy-state timer. The busy-state timer is a data-link
parameter that defines the time interval following
receipt ,of the URNR command PDU during which the
station shall wait for the other station to clear the
busy condition. Its value shall be no less than three
times the acknowledgment timer.

c. Maximum number of transmissions, N4. N4 is a data-link
parameter that indicates the maximum number of times
that an UI ok, XID command PDU is sent by a station
trying to accomplish a successful information exchange.
Normally, N4 is set large enough to overcome the loss
of a PDU due to link error conditions. The maximum
number of times that a PDU is retransmitted following
tbe expiration of the acknowledgement timer is
established at protocol initialization. This value is
in the range of O through ‘5.and defaults to 2. The
retransmission of PDUS may be overridden by the
Response Mode parameter, which is described in
5.3.10.2, or the Number of Retransmissions par~eter of
the DL-Unitdata Request, described in 5.3.14.
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of octets in a UI PDU. This is a data-
link parameter that denotes the maximum number of
octets in a UI PDU. The maximum number of octets, also
referred to as maximum transmission units (M’lTJs), is
3,524.

e. Minimum number of octets in a PDU. The minimum-length
valid data-link PDU shall contain 2 flags, 2 addresses,
one 8-bit control field, and the FCS. The minimum
number of octets in a valid data-link PDU shall be 9.

5.3.7.1.2 Twe 2 data-link Parameters. The.data-link connection
parameters for Type 2 operation shall be as follows:

a.

b.

c.

d.

e.

Acknowledgment timer. The acknowledgment timer is a
data-link connection parameter that shall define the
time interval during which the station shall expect to
receive acknowledgment to one or more outstanding I
PDUS or an expected response to a sent’U command PDU.
Time values are established at protocol initialization
and are in the range of 1 to 30 minutes in 30-second
increments, and Of O to 1 minute in l-second
increments. An instance of the acknowledgment timer
may be adjusted according to the number of destination
addresses in the frame. Default is 2 minutes.

P-bit timer. The P-bit timer is a data-link connection
parameter that defines the time interval during which
the station shall expect to receive a frame with the F-
bit set to 1 in response to a sent Type 2 command with
the P-bit set to 1. Time values are established at
protocol initialization and are in the range of 10 to
60 seconds in increments of 1 second. Default is 10
seconds.

Reiect timer. The reject (REJ) timer is a data-link
connection parameter that defines the time interval
during which the station shall expect to receive a
reply to a sent REJ PDU. The reject timer value shall
be equal to or less than twice the acknowledgment
timer.

Busv-state timer. The busy-state timer is a data-link
connection parameter that defines the time interval
that a station shall wait, following receipt of the RNR
PDU, for the other station to clear the busy condition.
The busy-state timer value shall be no less than three
times the acknowledgment timer.

Maximum number of transmissions, N2. N2 is a data-link
comection parameter that indicates the maximum number
of times that a PDU is sent, following the running out
of the acknowledgment timer, the p-bit timer, or the
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reject timer. The maximum number of times that a PDU
is retransmitted following the expiration of the timers
is established at protocol initialization. This value
is in the range of O through 5 and:defaults to 2. The
retransmission of PDUS may be overridden by either of
two parameters: the Response Mode parameter, which is
described in 5.3.10.2; or the Number of Retransmissions
parameter of the DL-Unitdata Re~eet, which is
described in 5.3.14.

f. Maximum number of octets in an I PDU, N1. N1 is a
data-liqk connection parameter that denotes the maximum
number of octets in an I PDU. The default is 3,555
octets.

9. ~ I PD s, k. The maximum
number (k) of sequentially numbered I PDUS that the
station ‘hay have outstanding (that is, unacknowledged)
at any given time is a data-link connection parameter,
which shall never exceed 127. A lower ,value for k may
be established .using the XID Join Message.

h. Minimum number of octets in a PDU. A minimal-length
valid data-link connection PDU shall contain exactly 2
flags, 2 address fields, 1 control field, and the FCS.
Thus , the minimum number of octets in a valid data-link
connection PDU shall be 9 or 10, depending on whether
the PDU(is a U PDU, or an I.or S PDU, respectively.

5.3.8 Frame transfer. After the station has joined the net, it
can begin to send’frame’e; The.data-link layer shall request the
transmission of a frame by issuing a Unitdata request to the
physical layer. ,

5.3.8.1 Tvoe 1 PDU transmission. The data-link layer initiates
transmission by building a transmission unit and passing it to
the phyeical layer. The elements of a transmission unit include
one or more (see data-link concatenation below) Type 1 pDUS
(flag-to-flag), the inserted O bits, an optional,FEC code, and an
optional time dispersal code. To request transmission, a
physical layer (PL) Unitdata request-is issued by the data-link
layer protocol after a transmission unit has been constructed.
If the random net’access scheme is active, a PL-unitdata request
shall be issued for each transmission” unit in first-in first-out
order. If a prioritized net access scheme is active, a
PL-unitdata request shall be issued for each transmission unit in
priority order. Transmission units of the same priority shall be
in first-in first-out order. For any net access scheme that
considers access priority, only PDUS at an equal or higher access
priority shall be’concatenated with other PDUS. Not all Type 1
PDUS may be concatenated at the data-link laver or nhvsical

I layer. -Only PDUS;that do not”require a TP t~mer (a~k~owledgment)
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-Y be concatenated by “using one of the methods described in
5.3.8.1.1 and 5.3.8.1.2.

5.3.8.1.1 Tvoe 1 data-link concatenation. The sending station
maY concatenate certain PDUS by using one or two flags to
separate each PDU. The combined length of the concatenated PDUS,
before O-bit insertion, may not exceed the established maximum
PDU size for a single PDU (see 5.3.7.l.l.e). The PDUS are
concatenated after the O-bit insertion algorithm is applied.
FEC, with or without TDC, is optionally applied before the
transmission unit is passed to the physical layer in a
PL-unitdata request. Type 1 data-link concatenation is shown in
Figure 17.

5.3.8.1.2 TvDe 1 Dhvsical-laver concatenation. More than one
PDU (if they are not concatenated at the data-link layer) may be
passed to the physical layer without waiting for an intervening
net-access delay period. The combined length of all the PDUS,
before O-bit insertion, shall not exceed the maximum PDU size for
a single PDU. PDUS concatenated by the physical layer may not
require a TP timer to be set by the sending station. The
physical layer shall transmit each transmission unit following
the complete physical layer procedures but without an intervening
delay. Type 1 physical layer concatenation is shown in
Figure 18.

5.3.8.2 TvDe 2 PDU transmission. The data-link layer initiates
transmission by building a transmission unit and passing it to
the physical layer. The elements of a transmission unit include
one Or more (See data-link concatenation, below) Type 2 PDUS
(flag-to-flag) , the inserted O bits, an optional FEC code, and an
optional TDC. To request transmission, a PL unitdata request is
issued by the data-link layer protocol after a transmission unit
has been constructed. If the random net access scheme is active,
a PL-unitdata request shall be issued for each transmission unit
in first-in first-out order. If a prioritized net access scheme
is active, a PL-unitdata request shall be issued for each
transmission unit in priority order. Transmission units of the
same priority shall be in first-in first-out order. Any Type 2
PDUS may be concatenated at the data-link layer or physical
layer. For any net access scheme that considers access priority,
only PDUS at an equal or higher access priority shall be
concatenated with other PDUS.

5.3.8.2.1 Tvoe 2 data-link concatenation. The sending station
~~hc~’atenate anY pDUS by using one or two flags to separate

The combined length of the concatenated PDUS, before
O-bit insertion, maY not exceed the established maximum PDU size
for a single PDU (see 5.3.7.1.1.c). The PDUS are concatenated
after the O-bit insertion algorithm is applied. FEC, with or
without TDC, is optionally applied before the transmission unit
is passed to the physical layer in a PL-unitdata request. Type 2
data-link concatenation is shown in Figure 19.
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5.3.8.2.2 ~. More than one
PDU (if they are not concatenated at the data-link layer) may be
passed to the physical layer without waiting for an intervening
net-accessdelay period. The combined length of all the PDUS,
before O-bit insertion, shall not exceed the maximum PDU size for
a single PDU. The,physical layer shall transmit each
transmission unit following the complete physical layer
procedures, but without an intervening delay. Type 2 physical
layer concatenation, is shown in Figure 20.

5.3.8.3 Tvoe 1 and”TvDe 2 PDU transmissions. tie 1 and Type 2
PDUS shall be queued for transmission without regard to the PDU
type. If the random net-access scheme is active, ‘both Type 1 and
Type 2 PDUS are placed in a single first-in first:out ordered
queue. If the prioritized net access scheme is active, both
Type 1 and Type 2 PDUS are placed in the appropriate priority-
level queue, with each level queue using a single first-in
first-out order. If the first.PDU in the highest priority level ,
queue (or only queue) may,be concatenated, then other PDUS may be
concatenated with that PDU even if a PDU that does not allow
concatenation is queued’ahead of them.’ The PDU that did not
allow concatenation shall be at the head of its appropriate queue
for the next net access,period: If the first PDU in the highest
priority level queue (or only queue) does not allow
concatenation, it shall be the only PDU transmitted in that net
access period.

5.3.9 Flow control. Flow control provides the capability of
reducing the allowed input rate of information to prevent
congestion to the point where normal operation may become
impossible. The control-field sequence numbers are available
this service.

,

for

operation= can perform flow-control using fiRR
These messages announce the station’s ability
frames.

5.3.9.1 Tvoe 1 flow control. Type 1 transmissions can be
acknowledged or unacknowledged. Acknowledged and unacknowledged

and URNR messages.
to accept incoming
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5.3.9.2 Tvue 2 flow.control. The send and receive sequence
numbers, N(S) and N(R), are used in conjunction with the send-
and receive-state variables, V(S) and V(R) , to control data flow.
Flow control is implemented by the window method. The window
defines the maximum number of undelivered frames a given user may
have outstanding. The maximum number (k) of sequentially
numbered I PDUS that may be outstanding (that is, unacknowledged)
at any given time is a data-link connection parameter, which
shall never exceed 127. The incremental updating of N(R) acts as
the positive acknowledgment of transmitted frames up to, but not
including, that frame number. The window flow-control mechanism
requires that the highest sequence number transmitted by the user
be less than the sum of the last received N(R) plus k. Window
size (k) is a feature that is agreed upon by the users at
initialization. The larger the window, the greater the traffic
loading a given user places on a single channel. If flow control
requires that the window must be limited, an XID exchanqe can be
us=d to temporarily reduce the value of k.

5.3.10 Acknowledcnnent and resDonse. All UI or
require an acknowledgment shall be acknowledged
five cases listed below:

a. the control field of the received PDU
acknowledgment is required,

b. the response mode (described in 5
to off,

c. the receiving station is a group
addressee only,

d. the
the

e. the

I PDUS that
except for the

specifies that no

3.10.1), has been set

including global)

receivinq station’s individual address is not in
address ~ield, and

PDU is invalid.

5.3.10.1 Acknowledcnnent. Acknowledgments are applicable for
both Type 1 and Type 2 operations.

5.3.10.1.1 Tvoe 1 acknowledgment. Each PDU, with the P-bit set
to 1, shall be acknowledged before another PDU is transmitted.
This is defined as a coupled acknowledgment. All UI, TEST, and
XID command PDUS that have the P-bit set to 1 shall be
acknowledged. The RHD procedures (see Appendix C) shall be
followed by all stations on the network to allow each responding
station an interval in which they can transmit their
acknowledgment.

5.3.10.1.2 lkme 2 acknowledqm ent. I, SABME, and DISC PDUS shall
activate the acknowledgment timer. The Type 2 operation does not
use the RHD timer, which allows receiving stations to send their
acknowledgments during the current net access period. Al1
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I

aclinowledgments are transmitted in another net access period.
The priority of a response PDU is discussed in Appendix C. An I
PDU acknowledgment does not necessarily correspond on a one-to-
one basis with the I PDU and does not necessarily apply to the
immediately preceding I PDU.

5.3.10.2 ReSDOnSe mode. The protocol shail allow an operator to
initiate Response mode as an override feature that, when invoked,
prevents any transmission (including.retransmission) without
explicit permission from the operator. As a security feature,
the operator shall be able to turn off automatic transmissions
but still continue’”to receive.’ Norql protocol exchanges shall
occur when the response mode is ON. Only the operator can
initiate a transmission when the Response mode is OFF. The
Response mode shall override the Number of.Retransmissions
parameter in the DL-unitdata request. The default value of the
Response mode is ON. If the Response mode is OFF during Type 2
operations, the flow control mechanism and retransmission timers
maY cause the connection to be.lost.

5.3.11 Invalid frame. A frame is invalid if it has one or more
of the following characteristics:

a. not bounded by a beginning and ending flag,

b. too short,

c. too long;

d. has an invalid address or control field, and

e. has an FCS error.

A frame is too short if it contains less than 9 b-ytes. A frame
is too long if it exceeds the maximum PDU length as described in
5.3.7.l.l.e for Type 1 and 5.3.7.l.2.f for Type 2. My invalid
frame shall be discarded.

5.3.12 Retransmission. The data-link layer will retransmit a
command frame waiting for a response. The default number of
retransmissions is2, but the data-link layer protocol may be
initialized to auiiomatically retransmit O to 5 times. An
operator may override the system settings by requesting the
number of retransmissions in the appl~cation layer request. The
network layer shall provide the retransmission parameter value in
the data-link unitdata request (see 5.3.14). If the response
mode is OFF, no automatic retransmissions shall be made.

5.3.13 Error detection and correction. FEC coding alone, or FEC
coding in unison with TDC, -Y be used to provide error detection
and correction (EDAC) capabilities to compensate for errors
induced during transmission. If selected, the FEC process shall
be used to encode the data-link frame of 5.3.3. ,If selected, the
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TDC process shall be applied to the FEC-ericoded data-link frame
and to the fill bits. Three modes of EDAC shall be supported:
EDAC OFF, EDAC ON with TDCJ and EDAC ON without TDC (NOTE: EDAC
ON without TDC may be used when the transmission ChaMel provides
the TDC capability) . The EDAC mode shall be selectable.

5.3.13.1 Forward-error-correction codinq. When FEC is selected,
the half-rate Golay (24,12,7) cyclic block code, described in
detail in Appendix F, shall be used for FEC. The half-rate Golay
(24,12,7) codeword block shall be formed by adding a zero to the
Golay (23,12,7) codeword block. The generator polynomial to
obtain the 11 check bits shall be

g(x) = 1 + X2 + X4 + X5 + X6 + XIO + X1l

where

g(x) is a factor ofx23 + 1

5.3.13.2 Forward-error- correction rmeDrocessing. When FEC is
selected, data bits shall be divided into a sequence of 12-bit
segments for Golay encoding. The total number of segments shall
be an integral number. If the data bits do not divide into an
integral number of segments, fill bits, consisting of 1 to 11
o’s, shall be added at the end to form an integral number of
segments. A URR response PDU shall be duplicated, including the
beginning and ending flag, when TDC is selected. Fill bits shall
be added to an S, URR, and URNR Frame and may be added to an I,
UI, and XID Frame. When the frame length is less than 96 bits,
and the TDC is selected, the entire frame is reproduced within
the transmission. This provides a station with two opportunities
to receive an error-free frame.

5.3.13.3 Time-disDersive coding. TDC bit interleaving may be
selected in unison with FEC. When TDC is selected, data shall be
formatted into a sequence of TDC blocks composed of sixteen
24-bit Golay (24, 12) codewords (that is, there are 384
FEC-encoded bits per TDC block) . Each TDC block shall contain a
total of 16 FEC codewords. If the last TDC block of a message
contains less than 16 FEC codewords, fill codewords shall be
added to complete the TDC block. These 24-bit fill codewords
shall be created by Golay-encoding an alternating sequence of
12-bit data words, with the first word composed of 12 ones
followed by a word composed of”12 zeros. The fill codewords
shall alternate until the TDC block is filled. The TDC block
shall be structured into a 16 x 24 matrix (the Golay codewords
appear as rows) , as shown in Figure 21. (Al through & are the
bits of the first Golay codeword. ~ is the first bit of the
second Golay codeword) . Each TDC block matrix shall be rotated
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to form a 24’x 16 matrix. The Golay codewords now appear as
columns, as shown in Figure 22. The ‘TDC block is transmitted’
row by row with the LSB (A,) of the first row first. At the
receiirer,the TDC-encoded bit stream shall be structured into a
24 x 16 matrix. Each received TDC block matrix shall be rotated
to form the original 16 x 24 matrix, as shown in Figure 21. The
TDC decoder at the,receiver shall perform the inverse of the TDC
encoding process.

Golay Codeword in each row ‘
‘ A,, %%,...,%

Figure 21. 16 x 24 matrix before interleaving.

Golay codeword in each column
Transmit sequence: row by row

A,, %, . , %, %6t.

Figure 22. ~g .

5.3.14 ~. The data-~ink layer interacts
with both the next higher and next lower layer to pass or receive
information regarding services requested or performed. Three
primitives are used topass information for,the sending and
receiving of data’across the upper layer boundary.

a. Requests for:transmission of data are sent by the upper
layer, using ,the data-link layer (DL) unitdata request
primitive, with the following parameters:
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DL-Unitdata Request Destination(s)
Source
Quality of Service

Precedence
Type of Service
Reliability Requested
Type 2 Poll-Bit Setting
Number of Retransmissions

Data/Data Length

b. Indications are provided to the upper layer when data
is received through the unitdata Indication primitive,
with the following parameters:

DL-Unitdata Indication Destination
Source
Quality of Senice

Reliability Requested
Type of Service
Type 2 Poll-Bit Setting

Data/Data length

DL Status Indication Acknowledgment failure
Connection

c. Descriptions of the above parameters follow:

(1) The destination can be 1 to 16 individual
multicast (including global) addresses.

or

(2) The source address is the individual address of
the outgoing link.

(3) Quality-of-service parameters are used in
determining the service provided by the data-link
layer.

(a) Precedence parameters are used by the
prioritized transmission scheme and can be
used to order outgoing queues. The
precedence levels available to the network
will be mapped into three levels (urgent,
priority, and routine) <n the data-link
layer. Precedence levels in the network
layer shall be mapped as follows:

67

Downloaded from http://www.everyspec.com



MIL-S’i’D-188-220

Network Precedence Data-LInk Precedence

System Control (SYSCON)

URGENT URGENT

PRIORITY PRIORITY

ROUTIl@ ROUTI~

(4)

(5)

(6)

The data-link level will take SYSCON and URGENT
and map them into URGENT, which is the highest
precedence for the prioritized transmission
stheme. ,.,

(b):

(c)

,’

(d)

(e)

Type of Service is a parameter to request
Type 1 (connectionless) or Type 2
(connection-oriented) operations of the
data-link layer. It is also used to inform
the network layer of the type-of-semice
delivery requirements for data forwarded to
another system.

Reliability requested parameter is the
reliability variable ueed to indicate if a
Type 1 data-link acknowledgment is to be
requested.

Type 2 Poll-Bit Setting is used to request
that the poll bit be set in the I PDU
containing the data in this request. It is
also used to inform the network layer of the
poll-bit-setting delivery requirements for
data forwarded to another system.

Nurber of Retransmission is the variable
used to provide to the data-link layer the
number of automqtic retransmission allowed.
Legal values ’of the parameter are O to 5.

Data/Data”Length is the block of data exchanged
between’the data-link layer and its upper layer
user, and an indication of the data’s length.

Acknowledgment Failure is an indicator to inform
the upper layer if a Type 1 data-link
acknowledgment was not received from the remote
station when reliability was requested.

Co,pnection is an indicator to inform the upper
layer if a Type 2 connection has been established
or disconnected.
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5.4 Network layer. The network layer shall be used to route
data within the network. The broadcast protocol shall provide
the means for.routing, packet addressing, precedence, and
interconnection.

5.4.1 Network orotocol data unit. The network PDU (NPDU) shall
be composed of a network header and data, as shown in Figure 23.

I NetworkHeader I Data I

FIGURE 23. Network Drotocol data-unit structure.

5.4.2 Network header. The network header shall consist of 10
fields, as shown in Table V. The joining of network header
fields shall occur before the data is passed to the data-link
layer. The network header shall be linearly joined (constructed)
in order from field 1 through field 9. If a field consists of
multiple American Standard Code for Inforination Interchange
(ASCII) characters, the leftmost character shall be joined first.
If a field consists of multiple binary-coded decimal (BCD)
digits, the leftmost digit is the high order digit and shall be
joined first. Field 9 may be repeated to contain up to 16
routing indicators (RIs).

5.4.2.1 Field 1 - version number. This field shall indicate the
network header version number. This 4-bit field shall have the
signed decimal value of -1 (binary 1111) . In the future, this
field may have allowable values from -1 through 14. The version
number is used to distinguish the received header format from
other versions of the network header that may have existed
previously. Packets received with a version number value other
than the approved numbers shall be discarded.

5.4.2.2 Field 2 - time-to-live. The time-to-live field shall
indicate the maximum amount of time the NPDU may remain in the
network. It shall be an unsigned integer from O to 15. This
field places an upper bound on the lifetime of the NPDU to
prevent systems from continuously forwarding an undeliverable
NPDU due to erroneous routing information. The field may also be
used to discard NPDUS that have not been delivered during the
lifespan of the data. (Data may become obsolete after a period
of time, due to the transmission of more current information or a
retransmission of the original data.) Each network layer that
receives the NPDU shall decrement this field by 1. Once the
field is decremented to O, the NPDU may be locally processed but
it shall not be forwarded.
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SSN

L

R

ORI

D

J

DRI

TABLE Y.

end-of -message

Station Serial Number

Destination List Bit

Reserved

Originator Routing

Delivery/Redundancy

Final/Intermediate
(0/1)

Destination Routing

(Up to 16 DRIs)

MIL-STD-188-220

Network header fields.

MSB LSB

8 7 1,6 I 5 ‘4 I 3 I 2 1

[1] VERSION NUWBER [21 TIMs-TO-LIVR

[31MESSAGEFRAME@ER

E I 1st DIGIT ‘2nd DIGIT

[4] &N lstDIGIT sSN 2nd DIGIT

SSN 3rd DIGIT. [51PRECEDENCE

[6]‘CLASSIFICATION [71M&AGE TYPE

L R R ORI.ARSA CODE [81
,.

R R R ORI SUBNST CODE

R R R ORI SYSTEM CODE

D R J DRI ARSA CODE [91

R ‘R
I
R DRI SUSNST CODE

R DRI SYSTEM CODE

:.

: ,..

D R J. DRIARSA CODE

R I R 1,R“ DRI SUBNET CODE

R DRI:SYSTEM,CODE

END OF RODTING [101

5.4.2.3 Field 3 ~ messaqe frame number. Thjs field shall be
used to ,designate the sequential order of frames :(packets) making
up the NPDU. The field shall contain. two BCD digits. The first
f;ame of each NPDU shall be designated 01 to’identify the start,
of message. Subsequent frames .(~f any) shall be nun&ered
sequentially to a maximum of 40. Thp’last frame segment shall
have the NSB of the first digit set to 1 (E bit) to designate
this frame as the end of meBBage. The message frame number for
an NPDU that is not segmented shall be 81 BCD (1000 0001) to
indicate a l-frame”message.

5.h.2.4 Field 4 - station serial number. This field shall be
used to sequentially identify the message that the station is
sending over the link. The field shall be 12 bits long. The
field shall be coded by using a 4-bit BCD for each decimal digit.
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The station serial number (SSN) shall be represented by values
ranging from 000-999. The SSN shall be incremented by 1 each
time a message NPDU is generated by the station. When the SSN
value is 999, and it is incremented by 1, it shall be set to 000.

5.4.2.5 Field 5 - tactical svstem messaqe precedence. This
field shall be used to specify the precedence of the message.
The field shall be 4 bits long. The precedence levels shall be
coded as shown in Table VI.

TABLE VI. Messacre DE!CedenCe levelS.

PRECEDENCE CODE

SYSCON (network 0001
control)

Urgent 0010

Priority 0011

Routine 0100-1111
MSB LSB

5.4.2.6 Field 6 - securitv classification. This field shall be
used to specify the security classification of the message. This
field shall be 4 bits long. The selected security classification
level shall not exceed the classification level of the link. The
classification levels shall be coded as shown in Table VII.

TABLE VII. Securitv classifications.

CLASSIFICATIONLEEL CODE

Top Secret 1000

Secret 0100

Confidential 0010

Unclassified 0001

MSB LSB

5.4.2.7 Field 7 - messaqe twe. This field shall be used to
identify the basic types of messages’ that will be in the user
data field. This field shall be 4 bits long. The types of
messages shall be coded as shown in Table VIII. In the future,
SYSCON messages may be generated by the network protocol for
control and management of the network. Perishable messages
contain information that has value for a limited time period.
Nonperishable messages contain information of lasting value.
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TABLE VIII. ‘.bmesof messaqes.

NBSBAGE ‘CODE

SYSCON 1111

NonperishableK Series 1110

PerishableK Series 0111

NBB LSB

5.4.2.8 Field 8 - originator routinq indicator (ORI). This
field shall contain the:RI of the message originator and the
destination list bit, bit L in Figure 24, which is used to
interpret field 9. The field shall be 24 bits long. An ORI is
the network layer source address. The inte~retation of the
addresses for routing purposes (that is, area, subnet, and system
codes) deDends on the network configuration chosen bv the network
authority:

Originator Routing Indicator Subfields

NSB LSB

1
L Bitl Subfield 1 Subfield 2 Subfield 3

LBit. O Field 9 represents multiple destinations
LBit=l Field:9 represents ? path to a single destination

Destination Routing Indicator S~fields

NSB LSB

D Bit J Bit Subfield 1 Subfield 2 S~field 3

MultiDle DestinatiOnB (L Bit = O) :

D Bit . 0 The receiving end system shall process the DRI
DBit.1 The:receiving end system shall ignore the DRI

and proceed to the next DRI
J Bit = O DRI:represents a final destination
J Bit = 1 DRI represents an intermediate destination

source Path to a Sinale Destination (LBit = 1~:
DBit. O Identifies the next system to receive the packet

(Or,:h~ final destination)
D Bit = 1 The lnlt=al, setting for all’DRIs except the one

representing the next system to receive the packet
J Bit . 0 . The. setting if source routing is used
JBit.1 prohibited if using source r0Utin9

FIGURE 24. Routinq indication subfields.
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5“~4.2.9 Field 9 - dest$nati”on routinq indicator (DRI). This
field shall be used to identify the RI of the message addressee.
This field shall be extendable to acconnnodate up to 16 final
destinations or a source routing list of up to 16 RIs for 15
intermediate and 1 final destination address. Each RI shall be
24 bits long. A DRI is the network layer destination address.
The interpretation of the addresses and address subfields (that
is, area, subnet, and system codes) for routing purposes depends
on the network configuration chosen by the network authority.

5.4.2.9.1 Destination list. When the L bit of the ORI (field 8)
is set to O, field 9 shall contain up to 16 addresses that
represent intermediate destinations and 1 or more final
destinations. Field 9 shall provide processing and routing
information to the receiving end or intermediate system for 1 or
multiple final destinations. An example of routing to multiple
destinations is provided in Appendix I.

5.4.2.9.1.1 Redundant information indicator. The first bit of
the DRI, the D bit in Figure 24, represents a redundant
information indicator. When a D bit is set to O, the receiving
end system shall process the associated DRI. When a D bit is set
to 1, the corresponding end system has received redundant
information and shall ignore the associated DRI.

5.4.2.9.1.2 Routinq indicator tvoe. The third bit of the DRI,
the J bit in Figure 24, represents the type of RI. (intermediate
or final) . When a J bit is set to O, the DRI represents a final
destination. When a J bit is set to 1, the DRI indicates an
intermediate destination. Up to 8 intermediate addresses and up
to 16 final destinations are permitted in field 9. Only a single
intermediate address shall be associated with one or more final
destinations.

5.4.2.9.2 Source Dath list. When th’eL bit of the ORI is set to
1, field 9 shall contain the path to the final destination.
Field 9 shall contain a single destination address, and the path
designated by the list of intermediate destinations must be
followed exactly. The D bit of every destination address is set
to 1 except for that of the next system designated to receive the
packet. The J bit of every destination address is set to O (not
used) when source routing (L bit set to 1) is used. When an end
system receives a packet containing source routing information,
it shall inspect the destination list to determine the first DRI
with the D bit set to O. If this is not the address of the
receiving system, then the packet is discarded. If it is the
address of the receiving system, then the receiving system
determines if this is the last address in the destination list.
If it is the last address, the receiving system proceeds to
locally process the packet. If it is not the last address, then
this system sets the D bit corresponding to its RI to 1, sets the
D bit of the next DRI on the list to O, and forwards the packet
to that address.
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5.4.2.10 Field 10 - end of’’routing. This field shall be used to
designate end-of-routing information as well as the end of the
network header. It shall contain the 8-bit binary codeword
00101110 with the rightmost bit as the LSB. ‘

5.4.3 Network-layer Procedures. The information conveyed in the
network header allows a network or intermediate system to perform
routing, forwarding, message segmentation, and relay functions.

5.4.3.1 Packet routinq~ The routing function shall be
implemented at both end and intermediate destination systems.
The relay function (forwarding,packets received from a remote
system) shall be implemented in systems that act as intermediate
systems.

5.4.3.1.1 Implementation. The routing function shall determine
the path for a packet whose destination network address is not
equal to O. The operator shall have the ability to turn the
relay capability off toprohibit the transmission of remotely
originated frames.’ Routing information shall be entered
automatically or b’y thefoperator. A route shall be determined by
a system table (directory) , or the originating system can specify
a route within the header (source routing) . :

5.4.3.1.2 Directorv routing. In directory routing, the network
layer shall obtain the data link address associated with the
destination network address(es). There shall be one or more
unique destination addresses in the network header if-directory
routing is to be performed.

5.4.3.1.2.1 Transmitting and routinq procedures .“ To route
information to multiple” destinations; the sourceshall set the
L-bit of the ORI (field 8) to O“and proceed as described below.

a. In building the network header, the source shall
initialize the D bit of each destination address to O.

b. If the source has direct connectivity with the final
destination (s), the J-bit(s) shall be initialized to O
and the final network destination address(es) shall be
~pP:d to the data-link address(es) of the final
destmatiion(s) . All final destination addresses with
direct connectivity with the source shall be listed
first in the destination list before any intermediate
destination addresses.

.,

c. If the source does not have direct connectivity with
the final destination(s), then the final destination(s)
shall bepreceded by an intermediate address with the
J-bit initialized to 1. The source shall map the
network.address of the intermediate destination to the
applicable data-link address having direct connectivity
with the source. The address(esl immediately following
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an intermediate destination <hall be the final
destination(s) presumed to have connectivity with the
intermediate destination. The J-bit(s) of the final
destination(s) shall be set to O. The network
address(es) of the final destination(s) following an
intermediate address are assumed not to have direct
connectivity with the source and shall not be mapped to
data-link address(es) .

d. In the event
unreachablee,
address with
set to 1) to
to route the

the intermediate destination is unknown or
the source shall fill the intermediate
all 0’s (except for the J-bit, which is
allow any receiving system an opportunity
IW?DU.

e. r+nintermediate address following an intermediate
address shall not be permitted. The last address in
the destination list shall always be a final
destination.

5.4.3.1.2.2 Receivinq end routinq procedures. Upon receiving
the network header, the receiving end system shall completely
analyze fields 8 and 9 and proceed as described below.

a. If the D-bit is set to 1, the receiving end system
shall ignore the destination address and proceed to the
next destination address. If a DP.I’sD-bit is set to
O, the receiving end system shall continue to analyze
the destination address.

b. If a J-bit is set to O and the destination address does
not belong to the receiving end system, then the
receiving end system shall ignore the destination
address and move on to the next address in the
destination list. If a J-bit is set to O and the
destination address belongs to the receiving end
system, then the receiving end system is a final
destination and shall process the information (message)
and set the D-bit of its DRI to 1. The receiving end
system shall continue’ to analyze the destination list.

c. If a J-bit is set to 1 and the destination address does
not belong to the receiving end system, then the
receiving end system shall ignore the destination
address and subsequent final addresses, and move on to
the next intermediate address in the destination list.
If a J-bit is set to 1 and the destination address
belongs to the receiving end system or the destination
address consists of all O’s, then the receiving end
system is an intermediate destination for the following
final destination(s) up to the next intermediate
address (J-bit set to 1) .
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d. “If the receivina end svstem is an intermediate
destination, th~n it s~all deterniine if it has direct
connectivity with the final.destination(s) or not. If
the receiving end system (intermediate destination) has
direct connectivity, it shall map the n’etwork
address(es) to the data-link addressees’) of the final
destination(s) , set the D-bit of its own address to 1,
and continue to analyze the destination list. If the
receiving end system (intermediate address) does not
have direct connectivity to.the following final
destination(s) , it shall replace the current network
address .(its own) in the network header:with the
address ‘of the applicable intermediate address, if
known, and map that address to the applicable data-link
address. If the next intermediate destination is
unknown or unreachable, the receiving end system shall
replace its network address with all 0’,s (except for
J-bit se,tto 1). The receiving end system shall
continue to analyze the remainder of the destination
list.

e. If the receiving end system receives all 0’s in an
intermediate address with the J-bit set to 1, the
receiving end system shall attempt to route the
information. If unable, the receiving end system shall
take no further action and continue to analyze the
remainder of the destination list.

5.4.3.1.2.3 Routi.na tables. Routing “tables must provide initial
connectivity information on the nodes that will provide routing
and relay support ,for the source and intermediate destinations.
The device or system must be initialized with connectivity tables
as part of the parametric initialization loading.! As
connectivity is lost or gained, the tables shall be updated by
either manual or automated means. The structure and management
of the directory table ,isnot part of this protocol.

5.4.3.1.2.4 Routinq historv. Using.the routing procedures for
multiple destinations e@ained in 5.4.2.9:1 will provide (at a
minimum) a l-hop routing hist?ry. Those sys~ems supporting a
routing and relay function may use this information in developing
and updating routing tables.

5.4.3.1.3 Source routing. In source routing, th”epath is
determined by the originator (source) of the message. Field 9,
Destination Routing Indicator, of the network header shall
contain a list of up to 15 intermediate systems and 1 final
destination to define a routing path. All of tbe network
addresses in the list shall uniquely
route shall indicate a
followed. ,.

define an end system. The
that will be strictlycomplete path
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5.4.3.1.4 Packet filter’. A subnet may restrict incomirig traffic
for security or to conserve bandwidth. Field 7, Message Type,
shall be used by a relay to limit unwanted packets from being
forwarded into a subnet. In the future, if a nonperishable
message is not delivered due to a filter, the filtering station
should report the nondelivery to the originating network layer by
using a nonperishable discard notification packe”t.

5.4.3.1.5 Data-link acknowledqm ent.. The network layer shall
pass data-link acknowledgment requirements.

5.4.3.2 Packet addressing. Field 8, Originator Routing
Indicator, and field 9, Destination Routing Indicator, are used
to facilitate the routing of packets (messages) through a
network. An address authority shall select a scheme for
assigning the values that are adequate for the network topology
and functions.

5.4.3.2.1 Address format. A O value is the broadcast address
and shall not be assigned to an end system. The value and
assignment of addresses should be determined by the network
authority. Field 8, Originator Routing Indicator, addresses
shall always use the entire uniquely assigned network address.

5.4.3.2.2 Addressee with no relay. When all the destination
addresses in an NPDU are reachable without relay through an
intermediate system, field 9 may be O (broadcast address) and
shall be the only DRI. In this mode, the data-link layer address
shall specify the local destination stations. If multiple
recipients are involved, field 9 shall contain only one broadcast
network address. The application header shall contain the
specific addresses to facilitate distribution to multiple
recipients. The address field of the data-link layer header may
contain multiple destinations.

5.4.3.2.3 Destinations throuqh relay. When a destination must
be reached through an intermediate system, the destination
address shall be non-zero and
system. When an intermediate
unknown, a zero DRI (with the
allow any intermediate system
to route it.

5.4.3.2.4 Packet precedence.

shall uniquely. define a remote end
system to a final destination is
J bit set to 1) may be used to
receiving the NPDU an opportunity

Packet precedence is determined by
the message precedence contained in field 5 of the network
header. Precedence shall be used to queue messages for
transmittal, relay, and delivery to the destination end system.
Highest priority frames shall be transmitted first, then the next
highest level priority frames, and continue on until the lowest
priority frames are transmitted. Within each precedence, frames
shall be queued first-in first-out. Packets being relayed shall
be placed at the front of the proper precedence queue. The
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precedence level of a received message shall be reported to the
application layer.

5.4.3.3 Network flow and congestion control. Control shall be
performed on newly.originated messages or those being relayed if
routing has been implemented. Several different mechanisms are
implemented for flow control at the network layer,

5.4.3.3.1 Traffic:queuinq. The network layer shall queue
traffic for transmission according to precedence and order
arrival at each outgoing link. Messages with the highest
priority shall be transmitted before all other messages.

of

5.4.3.3.2 Discard!.control. If a subnet is temporarily
congested, traffic[,may be discarded at a relay to..avoid
propagation of the,.congestion. The relay shall discard message
frames by precedence with the lowest precedence discarded first.

5.4.3.4 End-to-end error recover-v (messaqe accountability) .
Message accountability shall be achieved by applying the
following end-to-end error recovery ’procedures:

a. The link:layer shall use the DL-status indication (see
5.3.14) to notify the network layer of delivery failure
if link acknowledgment was requested and not received,
and if retransmission attempts have been exhausted.

b. If a failure occurs at an intermediate system, a
delivery failure SYSCON message may be generated. When
the originating network layer receives a delivery
failure SYSCON message, the information may be given to
the System Management Protocol at the application layer
for operator or-task notification., ,_’-

C. The station serial number (SSN), field 4 of the network
header, ,shall be passed to the upper layer to be used
by either the operator or application layer for
receipt/compliance action.

5.4.3.5 Messaqe seqmentation. Message segmenting shall be
performed if the message received by the network layer (either
from an upper-layer protocol or received from the subnetwork) is
too large for the subnetwork in which it will be transmitted.
During protocol initialization, the network layer must learn the
maximum transmission un<t (MTU) size”of the data-,link layer. The
minimum MTU size is 256 octets. The default and maximum MTU

I sizes are 3500 octets. A packet shall notbe segmented into more
than 40 segments. The originating end syste,rnor an intermediate
system (router) shall perform segmentation’when a complete
(unsegmented) NPDU is routed into a network whose MTU is less
than the size of the NPDU (tactical network header and data) .
When the network layer protocol receives an N-unitdata request
containing a datalength longer than the maximum MTU size (minus
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the network header length) times 40.seginents, the network layer
protocol shall returnan error condition to the network layer,
user.

5.4.3.5.1 Seqmentation. If a complete NPDU is larger than the
MTU size, the local system shall split the data received from the
upper layer protocol, or from the subnetwork, into segments equal
to the MTU minus the network header length. Each segment shall
have a network header with the same SSN for each segment and a
sequentially assigned Message Frame Number. Each segment shall
be sent to the same next intermediate or end system. The network
segmentation example in Figure 25 assumes an MTU of 256 octets.
Each segment of the NPDU shall have the same SSN to identify the
segments as members of the same message during reassembly. Only
the final segment may be less than the MTU and shall have the
first bit of the Message Frame Number set to 1 to indicate the
final segment.

5.4.3.5.2 Reassembly. Reassembly shall be implemented in a
system. The final destination system must save each received
segment until the entire message has been received and
reassembled. The SSN is used to identify NPDU segments as
belonging to the same message. The Message Frame Number is used
to sequentially order NPDU segments that contain the same SSN.
An end system shall be able to reassemble at least two messages
at a time. If the message reassembly limit has been reached,
seqments for additional messaqes shall be discarded. A timer
shall be associated with -

Incoming .5iw1e-Network m

outgoing ..tw.ark r,ay.r sngmenta

12 byte, 244 b~tes 12 bytes ,44 bytes 12 bytes 200 bytes

Network rm. Netwurk D.,. Elecwark Da.
ileader s-, , Wade. Segme.t 2 He.&, s-t 3

km F,,8 0000 0001 0000 0010 1000 0011
,.W 000, 000, 0,00 0001 00.1 ,,0. ,00, ,3.0, ,,.,

,igum25.—=mmu-im-.
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the reassetily process. If no-new sepents have been received
after a specified period of time, the partially reassembled
message shall be deleted from the end system.

5.4.4 Next-layer interactions. The network layer protocol
interacts with the,lower data-link layer and the upper layer
protocol.

5.4.4.1 Data-link. layer. During initialization procedures, the
network layer shall obtain the classmark of the link and the
link’s MTU size. Data-link ac~owledgment is re~ired for
nonperishable messages but not for perishable message types (see
5.4.4.2.f).

,:
5.4.4.2 UwDer-laver nrotocol. Three primitives are used to pass
information about the sending and receiving of data across the
protocol layer boundaries. The network protocol layer expects to
receive (a) DRIs; ‘(b)an indication if source routing is
requested, and the associated path list; (c)’security classmark;
(d) precedence level; (e) quality of service; (f) type of service
delivered (connectionless or connection-oriented); and (g)
message type/characteristics. See 5.6.4 for the.parameter format
and values. The primitives and their associated parameters are
presented below. ~

a. Data is sent by the upper layer, using the network
layer unitdata request primitive with the following
parameters:

N-Unitdata request Destination (s)
Originator ID
Quality.of Service

Precedence
Security
Type of Service
Reliability Requested
Quick Acknowledgment

Message Type
Options

Type of:Routing
List of Intermediate

Destinations
Data/Data Length

b. The upper layer is notified when data is
received through the Unitdata indication
primitive with the following paquneters:
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N-Unitdata indication Destination(s)
Originator ID
Quality of Service

Precedence
Security

Station Serial Number
Message Type
Data/Data Length

c. The upper layer is notified when a data request cannot
be processed through the network layer Status
Indication primitive with the following parameters:

N-Status Indication Error Type
Data Length Exceeded
Path Unknown

d. Parameter descriptions

(1)

(2)

(3)

Destination(s) . The destination parameter shall
contain one or more routing indicators identifying
the destination end systems. The format and
values of these RIs are described in 5.6.4.

Originator. The originator parameter shall
identify the upper layer protocol that is
originating the request or receiving the
indication. The upper layer is identified by the
message processor type (K series) .

Quality of Service

(a)

(b)

(c)

(d)

Precedence. The precedence parameter
specifies the precedence of the message.
Precedence values are described in 5.6.4.

Security. The security parameter specifies
the security classification and is based on
the data contained in the message. Security
values are described in 5.6.4.

Type of Service. The type of service
parameter indicates the connectionless or
connection-oriented type of link layer
service. Type of service values are
described in 5.6.4.

Reliability Requested. The reliability
requested parameter is the variable used to
indicate if a Type 1 service (connectionless)
data-link acknowledgment is required.
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(4)

(5)

(6)

(7)

(8)

(e)“Quick Acknowledgment. The quick
acknowledgment parameter is used with the
Type 2 service (connection-oriented) and
indicates “that this send request contains
data that should receive a faster-than-usual
ac~owledgment response from the recipient.

,.
Stat”ion Serial Number. The SSN value contained in
the network layer header shall be passed to the
upper layer protocol. ~ The application layer use
of this parameter is described in ~.6.l.l.7.

,~.
Options. The optione parameter is used to request
the,source routing semrice. If the service ie
requested, the destination parameter shall contain
a single!final destination RIr and the options
parameter shall contain thel+st of intermediate
destination RIs. The format and values of the RIs
are’described in 5.6.4.

Message Type. ,Themessage type parameter shall be
used to indicate if a message;is perishable or
nonperishz@le and to identify the upper layer
mes,sage protocol (K series) in the,network header.

Data/Data Length. Therdata.parameter contains the
upper layer protocol data and an indication of its
length.

Error Tvoe. The error Darameter is used to inform
the net~~rk layer user’~f an error condition when
the network layer cannot process a Unitdata
request.

5.5 Presentation layer. The ‘presentation ‘layer shall provide
transmission eyntax, message transformation, code conversion, and
data formatting functions. The DMT$lshall use the variable
message format (VMF) syntax and etmcture ae,described in
Appendix G. The message syntax and message Construction
procedures are defined below. :

5,5.1 VMF svntax;’ The syntax for a VMF message shall be
implemented using the following. flage: ,,

field
:: field

group
:: group

presence indicator (FPI)
;ecurrence indicator (FRI)
presence indicator (GPI) ~
recurrence indicator, (GRI)

5,5.1.1 Field Dresence indicator. The FPI shall be used to flag
the presence or absence of an option’al field in a predefine
formatted message. The FPI shall be implemented using a single
bit. The FPI ehall not be used for mandatory or single bit
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fields. The FPI shall be used to flag only those optional fields
containing information. When an optional field is present, the
FPI that precedes the argument of that field shall be set to 1.
When an optional field is not present, its FPI shall be set to O.

5.5.1.2 Field recurrence indicator. The FRI shall be used to
flag the presence or absence of fields repeated in a predefined
formatted message. The FRI shall be implemented using a single
bit. The FRI shall immediately precede the argument of a
repeatable field. For optional fields, the first FRI shall
immediately follow the FPI. An FRI shall precede every argument
of a repeatable field to indicate if the field is repeated after
the subsequent argument. The FRI shall be set to 1 to indicate
that the field is repeated. The FRI shall be set to O to
indicate that a field is not repeated. Subsequent occurrences of
a repeatable field shall not be preceded by an FPI, but always
shall be preceded by an FRI.

5.5.1.3 GrouD wresence indicator. A group is two or more
associated fields that normally appear together. The GPI shall
be used to flag the presence or absence of groups in a predefine
formatted message. The GPI shall be implemented using a single
bit. The first field of a group shall be preceded by a GPI to
indicate the presence or absence of the group. The GPI shall be
set to 1 to indicate the presence of a group. The GPI shall be
set to O to indicate the absence of a group.

5.5.1.4 GrouD recurrence indicator. The GRI shall be used to
flag the presence or absence of groups repeated in a predefine
formatted message. The GRI shall be implemented using a single
bit. The first information field of a repeatable group shall be
preceded by a GPI. If the GPI.1, indicating presence of the
group, it shall be immediately followed by a GRI to indicate
recurrence of the group after the first iteration. The GRI shall
be set to 1 to indicate that a group is to be repeated. The GRI
shall be set to O to indicate that a group ie not to be repeated.
Immediately following the GRI shall be a presence indicator (FPI
or GPI) , if required. Subsequent occurrences of a repeatable
group shall be preceded only by a GRI to indicate whether the
group will be repeated after this iteration of data.

5.5.2 VMF syntax indicator implementation rules. The rules for
implementation of presence and recurrence indicators shall be as
follows:

a. Group indicators shall take precedence over (appear
before) field indicators.

b. Presence indicators shall take precedence over
recurrence indicators.

c. If any field of a repeatable group is mandatory, the
group shall be mandatory. If the mandatory field
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d.

e.

f.

9.

h.

aPPears in a nested group, the outer group (or grdups)
within which lt,is (they are) nested shall also be
mandatory. kkindato& repeatable groups shall not
require a GPI”: AGRI ‘shall be used to flag the group
as repeatable.

Mandatory fields shall not’be preceded by FPIs. M FRI
shall precede the mandatory field if the field is
repeatable.

If a presence indicator is set to O, a recurrence
indicator shall not be included.

Upon completion. of the last field of a repeatable group
of fields that is to reoccur, and after all included
nested groups of fields have been considered, computer
logic shall return to consider the GRI for that
repeatable group (the GPI is not required) . The same
concept applies to individually repeatable fields.
After presenting or processing field data that was
preceded,by an FRI with a value of 1, computer logic
shall return to consider the FRI (the FPI is not
required) .

Prior to presenting data for the last allowable
occurrence of the field or group of fields, the
recurrence indicator value, shall be set’to O.

An end-of-text flag shall not be,used. FPIs and GPIS
set to O shall be used to account for data fields or
repeatable groups that have been omitted.

5.5.3 ~. The end-of-literal field
marker, an ASCII DELETE character (11111111) , is used to indicate
the end of free-text, character-oriented, literal fields only.
The maximum literal field size is specified, for each such field,
in the VMF TIDP, VO1 II. The end-of-literal field marker shall
not be used if the characters fill the field. The message
processing software shall be capable of recognizing either the
end-of-literal field marker or the field maximun:length to detect
the end of the free text.

I
5.5.4 Data-field construction Procedures. The following message
construction procedures prescribe the sequence in which VMF
message components and ‘the application header fields are linearly
joined before passing data to the next lower protocol layer. VMF
messages are constructed with’elemental data fields ordered ae
specified in Volume III of the VMF TIDP. The network header
fields are ordered as shown in Table,V. The application header
fields are ordered as shown in Table IX. Data elements for the
messages and application header.are specified in Volume II of the
VMF TIDP. There are three representations for data elements:

,.
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7-bit ASCII characters, 4-bit BCD digits,, and’binary numbers.
All fields shall be joined MSB first.

5.5.4.1 ASCII data element. In a data element composed of a ‘
string of 7-bit ASCII characters, the leftmost character shall be
stored in memory first.

5.5.4.2 Binarv -coded-decimal data element. ‘In a data element
composed of more than 1 BCD digit, the leftmost digit is the
high-order digit and shall be stored first.

TABLE IX. Avolication header.

Field DFI/DUI Field Name CAT Repeat Data
Number Code Length

(bits)

1 4097/001 Receipt Compliance M 4
4097/002

2 4081/001 Message Designator M 17
4085/019

3 See Date and Time o 34
Tsble XII

4 4100/001 Originator o 56

5 4100/002 Recipient o Rn 56

6 4100/003 Information o R(16-n) 56

7 4101/001 Control and Release o 14
Marking

8 4076/001 Cannot Process (CANTPRO) o 6
Reason Code

NOTE, n s16.

5.5.4.3 Binary data element. In a data element composed of a
binary code, it shall be stored as a single data field.

5.5.5 Next-laver interaction. TWO primitives are used to pass
information for the sending and receiving of data across the
upper-layer boundary. Data is sent by the application layer,
using the presentation Unitdata request primitive with the
following parameters:

P-Unitdata request Destination (s)
Originator
Quality of Service

Precedence
Security
Reliability Requested
Type of Service
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,. Message Type
Options ,,

List of Intermediate
Destination(s)

Data

follow;ng paramete&:

Service

The application layer is notified when data is received throuah
the Unitdata indication ,primitive with the

P-Unitdata indication Destination
.Originator
Quality of
Precedence
Security

Message Type
Station Serial Number

Data L

If the message is designated as perishable, the application layer
will not pass an acknowledge request. Perishable’messages do not
require link-layer: acknowledgment.

,-

5.6 ADDlication laver. The application layer shall provide the
message-handling protocols.

5.6.1 ~. The application protocol
data unit shall be’composed of an application header and a user
data field, as sho~ in Figure 26. ~,

Application Header,
I

USer .Data

FIGURE 26. ADDliCZItiOII urotocol data unit structure.

5.6.1.1 Application header. The application header shall
consist of eight fields, “as shown in Table IX. The application
header contains mandatory (M) and optional (0) fields. A FPI
shall be used to flag the presence or absence of an optional
field. Presence indicators are discussed in Appendix G.

5.6.1.1.1 Field i - receiDt/compliance. This field shall be a
4-bit binary codeword representing the receipt/compliance (R/C)
codes shown in Table X. There are nine R/C codes used: three
that a message originator uses to make a request; and -six that a
recipient uses to form a response R/Cmessage. The pertinent
DFI/DUI codes are 4097/001 and 4097/002. (See Appendix H.)

5.6.1.1.2 Field 2 - messaqe desiccator. This field, consisting
of two subfields, shall contain a 7-bit binary codeword that
identifies the functional area of a specific message using the
codewords shown in Table XI, and a 10-bit binary codeword that
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TABLE X.’ R~CeiDt/Compliance codes.

Type of Receipt/compliance Code Used by

Operator Response Required (ORR) 0000 Originator

NO Reply/Response Reguired (NSR) 0001 Originator

Machine Receipt Required (MW 0010 Originator

Machine Receipt (MN 0011 Recipient

Cannot Process (CAWTPRO) 0100 Recipient

Gperator Acknowledge (OPRACK) 0101 Recipient

Will comply (WILCO) 0110 Recipient

Have Complied (~CO) 0111 Recipient

cannOt cOmplY (mco) 1000 Recipient

MSB LSB

TABLE XI. Functional area designator codewords.

FUNCTIONAL ARSA CODEWOSD

Network Control I 0000000 I
I

To he determined 0000001 I
Fire Support I 0000010 II

To be determined 0000011

To be determined 0000100

To be determined . 0000101

To be determined I 0000110 II
To be determined 0000111

MSB LSB

represents the number that identifies a specific message within a
functional area. The message number value shall range from 1 to
999. The functional area designator combined with the message
number shall point to the applicable message of 5.7.1 that will

appea~ +n the user data field. The pertinent data field
~dentlfler/data use identifier (DFI/DUI) codes for these
subfields are as follows: 4081/001 for the functional area
designator, and 4085/019 for the message number.

5.6.1.1.3 Field 3 - date and time. This field shall contain
date and time information. This field shall be 34 bits long and
shall contain groups of data representing the year, month, day,
hour, minute, and time zone of the message. Coding for each data
element shall be in accordance with the Data Element Definitions
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in Appendix H. Specifically, the data elements that shall be
used are shown in Table “XII. Each data element is linearly
joined to build the date and time field.

TABLE XII. Date and time qrouv data elements

EL~NT CODE BITS

Year 4098/001 1

Month 4099/001 4

Day 1 4019/001 5

Hour. 792/001 5.

Minute 797/004 6

Time Zone 4035/001 7“

I

5.6.1.1.4 Fields 4, 5, 6 - originator. reciDient, information
addressees. These fields shall contain addresses’’ consisting of
8 ASCII characters (56-bits) that represent the names of the
originating and receiving person(s) or process . The
receiving application layer shall use the recipient and
information fields’to determine how the message shall be handled
after the decoding process. The value in these fields depends on
the person or process receiving the message. If a person is to
be designated, the fields shall uniquely identify the individual
so that the message may be routed to a specific mailbox or
terminal. If a process is to be designated, these fields shall
uniquely identify the process (such as, fire support execution or
fire support planning) . The process must be associated with an
end system to define the address uniquely. The recipient and
information addressee fields shall be extendable to a combined
total of 16 addressees. The nertinent DFI/DUI codes for these
fields are as follows: 4100/0i31 for the originator, 4100/002 for
the recipient, and 4100/003 for the information addressees.

5.6.1.1.5 ~ rking. This shall
a 14-bit, 2-ASCII~character “field indicating’ the restrictions
requirements for special handling, access control, and
releasability of the message. The pertinent” DFI/DUI code is
4101/001, Control and Release Marking:

be
or

5.6.1.1.6 Field 8“- cannot Dro’cess reason code (CANTPRO). This
field shall be a 6-bit binaq’code indicating why a particular
message cannot be processed by a recipient or information
addressee. It shall be used only in R/C messages. The pertinent
DFI/DUI code is 4076/001, CANTPRO reason code.

5.6.1.1.7 Messaqe accountability. The application header shall
be used for the detection of duplicate messages and to associate
an R/C message with the requesting message. The received fields
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of SSN (passed from the network heade’r), date and time, and
originator are used to uniquely identify a message. These three
fields of the received R/C message are compared with the SSN,
Date/Time, and Originator fields of the original message.
Duplicate messages shall be discarded.

5.6.2 User data field. This field shall contain the application
processmessages specified in 5.7.1.

5.6.3 Messaqe acknowledgment. Message acknowledgment reports on
a receiving station’s receipt of and intentions with respect to a
received message. The acknowledgment protocols are implemented
in the IZ/C message format.

5.6.3.1 Receiwt/compliance messaqes. R/C messages are used by
the originator to request a specific R/C response from the
receiving station, or appropriate operator, for selective
acknowledgment of message receipt and compliance with the message
instructions. R/C messages (request and response) are conveyed
in the R/C field of the application header. A receiving station
responds to the originator by sending an R/C message with a
recomposed application header and, if appropriate, the CANTPRO
reason code field. Depending on the type of R/C request from the
originator or the type of system involved, the R/C response may
be machine-generated (automatic) or operator-generated (manual).

5.6.3.2 Messaqe imDlementation. Implementations of the VMF
message contents depend on the operational facilities supported
by the system and on the total information exchange requirements
(IERs) of those facilities. Certain message error detection
restrictions and rules shall apply when systems implement VMF
messages. These restrictions depend on the message type
(perishable or nonperishable) and message field category
(M or O).

5.6.3.2.1 Perishable messaqes. Perishable messages are those
messages designated to contain information considered invalid
after a short time period. These messages will not reqdire
recovery procedures. The R/C message protocol does not apply to
perishable messages.

5.6.3.2.2 Nonperishable messaqes. Nonperishable messages are
those messages that require a higher degree of delivery effort by
the communications protocols. They contain information with a
longer lifespan than the perishable messages. An originator may
request an R/C message response to nonperishable messages. A
recipient may choose to notify the originator by sending an error
R/C message in response to a nonperishable message even if an R/C
was not requested by the originator. Below are some examples of
R/C responses by a receiving station:

a. R/C error processing of text header. If a system
receives a message number that it does not implement,
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it responds by sending a CANTPRO code 15 .(Agency Deed

Not Recognize This Message Number) .R/C niessage to the
originator. Other processing procedure& depend on the
category of the field(s) that cannot be?processed.

b. Mandatory message field error processing. Every VMF
message shall ,contain information in each mandatory
field. If the received message does not, contain valid
information in one or.more of the mandatory fields, the
receiving station shall return a CANTPRO code 1 (Field
Content Invalid) R/C messageto the originator.

c. Optional’message field error processing. The
implementing system may choose not to ~mplement any
optional field of the message for transmission,
reception, or;both. Once a systemchooses not to
implemen~ a field for transmission; it must account for
that field through flagging each .time the message is
transmitted.

(1) If ‘the received message’ contains data in optional
fields that the receiving system does not
implement, the receiving system shall ignore the
content of those: fields. The reception of data in
optional fields not implemented by the receiving
system does not alone mandate the transmission of
an R/C message indicating an error,.

(2) A received message, which does not, contain data in
opti.onal..fields that the receiving system
implements, does not,.of itself, require the
transmission O: an R/,C message indicating an
error. !

5.6.3.3’ ReceiDt/compliance messaqe format/content. There are

two R/C message formats:, (a) a recomposed message header used
when the R/C message contains an operator acknowledge (OPRACK),
will comply (wILCO), have complied (HAVCO), machine receipt (MR),
CANTPRO (with a CANTPRO Reason Code other than Field Content
Invalid), or cannot comply (CANTCO) R/C type.; and (b) a
recomposed message,header with R/C flags and associated error
fields attached, which is used only when the response requires a
CANTPRO (Field Content Invalid) R/Cmessage. Figures 27a and 27b
illustrate the two R/C message formats. ,

(
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Bziiic”’
FIGURE 27a. SimDle R/C messaqe format.

Recomposed R/C Error
Text Flag Field

Header M M ‘~ ~

FIGURE 27b. CANTPRO-field content invalid R/C format.

5.6.3.3.1 Lower-laver parameters. Some of the parameters
contained in the Unitdata request to send the R/C are the same as
those in the received Unitdata indication. Other parameters are
independent of the Unitdata indication. The precedence and
security values passed to the lower-layer protocol with the R/C
message are identical to the precedence and security parameters
received with the message being acknowledged. The destination RI
of the response contains the originator RI parameter from the
associated original message. An R/C message should request error
recovery procedures by the lower layer. The originator ID shall
identify the message processor (K-series) .

5.6.3.3.2 ADvlication header fields. Field 1,
Receipt/Compliance, identifies the type of response the R/C
message is sending (such as CANTPRO or WILCO) . Field 2, Message
Number; field 3, Date and Time; and field 7, Control and Release
Markings of the outgoing R/C message shall contain the same
information as the received message application header. Field 4,
Originator, contains the local name used in field 5, Recipient,
or field 6, Information, of the incoming message. Field 5,
Recipient, contains the contents of the received field 4,
Originator. Field 6 is unused. Field 8, CANTPRO Reason Code, is
only present when a CANTPRO value is contained in the R/C field.

5.6.3.3.3 Error fields. When the CANTPRO Reason Code field of a
R/C message has a value of 1 (Field Content Invalid), the text
portion of the R/C message shall include the field or fields
(from the original message) that resulted in the CANTPRO
rejection response. Each of these error fields shall appear in
the order received and shall be preceded by an R/C flag.

5.6.3.3.4 ReceiDt/compliance flag. The R/C flag is a 12-bit
field with values from 1 through 4095. An R/C flag with a value
of O indicates the end of the R/C error field. In computing the
value of the R/C flag (sequential position of the field received
in error) , numbering is begun with the first data field of the
body of the message. The count is continued throughout the body
of the message, including each data element field, but excluding
all flag fields (presence and repeatability flags) .

91

Downloaded from http://www.everyspec.com



MIL-STD-1887220

5.6.3.4 Messaqe retransmission timer. A retransmission
capability may be provided for the automatic retransmission of a
message that has not received a reply,when R/C is requested. A
timer shall exist to schedule the automatic retransmission. Only
one automatic retransmission is provided. Additional
retransmissions must be ,requested by the operator. Expiration
time shall be operator-selectable with a range of 5 to 75
seconds. Upon expiration of the timer, pro+ided the requested
reply has not been received, th,emessage shall be;retransmitted.
If a reply is not received prior to expiration of the timer on
this second transmission,: the operator shall be notified to
determine if additional retries are recpiired: The automatic
retransmission of a message is a system par-eter selected by the
operator. If the parameter is set to ON, the first
retransmission shall occur without operator intervention. If the
parameter is set to OFF, operator approval ,shallbe requir’ed
before a retransmission may occur.

5.6.4 Lowe -la er~. The application
protocol shall supply to the lower-layer protocol information
required by that protocol to provide-its services. The
application laYer,shall’receive from”the lower-layer protocol
information pertaining to the status.of the’message.

5.6.4.1 ~ rotoc 1. The application
layer shall pass addressing, quality-of-service, ‘and option
information to the.lower-layer protocol (presentation Unitdata
request) . The parameter values are defined in 5.6.4.1.1 through
5.6.4.1.5. . ,,,

5.6.4.1.1 Originator and destination addresses. The application
layer shall map the Originator, Recipient, ‘and Information naroes
to network layer addresses. The network layer addresses are RIs
and consist of 3 alphabetic characters. Each character is 8 bits
long and is contained in a 3-octet field. The 5 LSBS of the 8-
bit field contain the 5 LSBS of,the ASCII representation of the
character. Table XIII shows the format and ,appropriate values
used by the application layer for the RIs.

TASLE XIII. Values for the routin.q indicator.

Subfield Values Bit Representation
MSB -> LSB

Subnet Address Characters’ A-Z .00000001- 00011010

Area Address CharactersA, B, ,00000001,00000010,
,: ““D- Y 00000100- 00011001

End System Address “ Characters A - Z’ 00000001 - OOOIJ.O1O

,!

5.6.4.1.2 Originator ID. The originator ID parameter identifies
the applicationlayer process that is requesting. the delivery
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se~ice”. This parameter shall have.the value 1 to identify the
K-series message process.

5.6.4.1.3 Qualitv-of-service Parameters. The application layer
requests a quality of service for each message that it sends.
Quality-of-service parameters include the precedence level,
security classification, and level of effort.

a. Precedence. The precedence parameter specifies the
precedence used in delivery. The three values, 1-3,
indicate a delivery precedence and are reserved for
machine-readable messages. Value 1 demands the fastest
delivery service and shall be restricted to a very
small percentage of highly critical messages. Value 2
demands a fast-message delivery service. Value 3
requests the normal delivery service. Below is the bit
representation of the precedence values:

Message Delivery

MSB LSB

Urgent 0001

Priority 0010

Routine 0011

b. Security. The security parameter spec$fies the
security classification and is based upon the data
contained in the message. Below is the security
classification range and corresponding bit
representations:

Security Classification

IMSB LSB

c. Level-of-effort. The level-of-effort parameter
indicates to the lower layer when error recovery
procedures should be applied and if it should be at the

e~enSe of overall network efficiency. The application
layer shall determine if it requires connection-
oriented or comectionless service from the lower
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connection-oriented
an~ network efficient (generally--- —.

service is reliable
a speedy service, but..-

may nave aelays) . Tne Connection-orienteU SerVICe can
provides speedier error recovery service using the
quick ac@owledgment option. The connectionless
service can be ISbesteffortn (fast and ‘network
efficient, but not reliable) or ‘acknowledged!! (fast
and reliable, but reduces overall network efficiency) .

Level’-of-effort

Connection-Oriented 1

Connection-Oriented with 2
Qu~ck Acknowledgment

Connectioriless -“Best effort 3

Connectionless - Acknowledged 4

5.6.4.1.4 ODtions’. The application layer may request source
routing, and it may provide to the lower-layer protocol a list of
1 to 15 intermediate RIs; The single destination RI is contained
in the destination par~eter. The determination of the path to
the final destination 1s outside the scopeof th~s protocol.

5.6.4.1.5
message is

Meesaqe tree. Message type identifies whether the
perishable or nonperishable as follow::

e “i::?’
5.6.4.2 Parameters from the lower-laver rotocol. The
application laYer shall receive from the lower-layer protocol
those parameters that specify the originator RI, the destination
ID, security, precedence, and the SSN of the received message.
The values of the,RIs, security, and precedence shall be the same
as those in 5.6.4.1.1 to 5.6.4.1.5. The SSN is defined in
5.4.2.4. .

5.7 ADwlication Drocess. The application process shall provide
the messages that satisfy information exchange requirements.

5.7.1 Messaqe formats. K-Series messages summarized in
Volume III of the VMF TIDP shall be used for joint information
exchange.
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6..NOTES

(This section contains information of a general or explanatory
nature that may be helpful, but is not mandatory.)

6.1 Subiect term (key word) listinq. The follow key words and
phrases apply to this MIL-STD.

Data Communications Protocol
Digital Message Transfer Device
Error Detection and Correction
Segmentation
Relay
Open Systems Interconnection
Packets
Variable Message Format

6.2 Issue of the DoD Index of Specifications and Standards.
When this MIL-STD is used in procurement, the applicable issue of
the DoDISS must be cited in the solicitation.

6.3 InteroDerabilitY considerations. This section addresses
some of the aspects that terminal designers and systems engineers
must consider when applying MIL-S’TD-188-220 in their
communications system designs. The proper integration of MIL-
STD-188-220 into the total system design will ensure the
interoperability of stations that exchange information over a
data communications link consisting of a DMTD, a transmission
channel, and a DMTD or C41 system.

6.3.1 Transmission channel. For the purpose of this MIL-STD,
the transmission channel (from the transmitter to the receiver)
is considered transparent to the DMTD subsystem. However, the
transmission channel must be interoperable within itself. The
transmission channel may be secured or nonsecured, using such
media as line-of-sight (LOS) radio, high frequency (HF) radio,
wireline, and SATCOM.

6.3.2 Physical interface. The specifics of the physical
interface for connecting DMTDs to the equipment that implements
the transmission channel are beyond the scope of this MIL-STD.
The actual physical connections will depend on the interface
characteristics required by the particular transmission
equipment. These unique physical interface characteristics may
be defined in the equipment specifications or in technical
interface specifications. Therefore, the requirements for the
electrical features (such as data, clock, and control) and
mechanical features (such as connectors, pin assignments, and
cable) of the connection between the DMTD and the associated
transmission channel equipment is left to the equipment designer.
The data signaling format (that is, NRZ, FSK, CDP) is specified
in this MIL-STD at the standard interface, because it is an
interoperability parameter. The design philosophy is that what
aPPears at the inPut end of the transmission channel must be the
same at the output end.
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6.3.3 COMSEC interoperabilitv. The COMSEC function provides a .’
link encryption capability. In the traditional COMSEC mode of
operation, the COMSEC function (normally implemented in ancillary
ewipment) is considered part of the transmission channel. In the
embedded COMSEC mode, the COMSEC function is an integral part of
the DMTD subsystem{,

6.3.4 Sincrle-thread data-link diacmams. T@les XIV and XV
depict various single-thread data-link communications scenarios
that may be implemented’for D~-to-DMI’D connectivity or
DMTD-to-C41 node connectivity. .

! ‘
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10. GENERAL

10.1 ScoDe. This
acronyms pertinent

-=.
. ..MIL-STD-188-220

APPENDIX A

ABBREVIATIONS AND ACRONYMS

appendix contains a list of abbreviations and
to MIL-STD-188-220.

10.2 ADDlication. This appendix is not a mandatory part of
MIL-STD-188-220. The information contained herein is intended
for guidance only.

20.
this

30.

ABM

ADM

APPLICABLE DOCUMENTS. This section is not applicable to
appendix.

ABBREVIATIONS AND ACRONYMS

ASCII

BCD

bps

c

C4I

CANTCO

CANTPRO

CDP

COMSEC

C/R

d/c

DCA

DCAC

DCS

DFI

asynchronous balanced mode

asynchronous disconnected mode

American Standard Code for Information Interchange

binary-coded decimal

bit(s) per second

consecutive repeatable indicator

command, control, communications, computers, and
intelligence

cannot comply

cannot process

conditioned diphase

communications security

command/response

don’t care

Defense Communications

Defense Communications

Defense Comnications

data field identifier

99

Agency

Agency circular

System
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DISC

DISA

DL

ml

DMTD

DoD

DoDISS

DPSK

DRI

DUI

EDAC

F

FCS

FED-STD

FEC

FIPS

FPI

FRI

FRMR

FSK

GPI

GRI

HAvco

HDLC

HF

MIL-STD-188-220

APPENDIX A

disconnect

Defense Information Systems Agency

data”-linl$layer

disconnect mode

digital message transfer device

Department of Defense

Department,,of Defense I“ndexof Spec:
Standards

differential phase-shift keying

destination routing indicator
.,

data use identifier
.,

error detection and correction

ficat

final

frame check seqyence

feder’al.standard

forward error correction

federal infornvitionprocessing standard

field presence indicator

field recurrence indicator

frame re]ect

frequency-shift keying

group presence indicator

group recurrence indicator

have complied

high-level data link control

high frequency

ons and
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H-NAD

Hz

.L

IER

I PDU

1S0

JCS

JIEO

kbps

KG

kHz

KT

LOS

LSB

M

MI

MIL-STE

MR

MRR

MSB

m

(n)

NAC

NAD

APPENDIx A

hybrid net access delay

hertz

information; iterative repeatable indicator

information exchange requirement

information PDU

International Organization

Joint Chiefs of Staff

Joint Interoperability and
Organization

kilobit(s) per second

key generator

kilohertz

keytime delay

line of sight

least significant bit

mandatory

message indicator

military standard

machine receipt

machine receipt required

for Standardization

Engineering

most significant bit

maximum transmission

repeatability factor

net access control

net access delay

North Atlantic Treaty
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Ns

NETCON

NMcs

NPDU

N(R)

NRR

NRz

NS

N(S)

o

OPRACK

ORI

ORR

0S1

OTAR

P

PDU

P/F

PL

P-NAD

PSK

QT

R

R/C

REJ

RI-ID

MIL-sTD-188”-220

APPENDIX A

narr”owband

network control

National Military Command System

network protocol data unit

receive sequence number

no reply/response rewired ~

non-return-to-zero

number of stations :

send-seguence number .’.

optional.

operator acknowledge

originator routing indicator

operator response required :

Open Systems Interco~ection

over-the-air rekeying

poll

protocol data unit ‘,

poll/final

physical layer”

prioritynet access delay

phase-shift keying

quiet timer

repeatable field indicator

receipt/compliance

reject

response hold delay
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RI

Rn

R-NAD

RNR

RR

RSET

s

SABME

SATCOM

SP

S PDU

SREJ

SSN

ST

STANAG

SYSCON

TBD

TDc

TEST

TIDP

TL

TP

TNc

u

UA

UI

MIL-STD-188-220

APPENDIX A

routing indicator

repeatable field within group n

random net-access

receive not ready

receive ready

reset

supervisory

delay

set asynchronous balanced mode extended

satellite communications

subscriber precedence

supervisory PDU

selective reject

station serial number

satellite time delay

Standardization Agreement (NATO)

system control

to be determined

time-dispersive coding

test

technical interface design plan

traffic load

timeout period

transmission word count

unnumbered

unnumbered

unnumbered

acknowledgment

information
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U PDU

URNR

URR

VMF

V(R)

v(s)

WB

WILCO

XID

MIL-SIYQ-188-220

AW+3WDIX A

unnumbered PDU

unnumbered receive not ready

unnumbered receive ready .,

variable message fo~t

receive-state variable i

send-state variable

wideband

will comply

exchange’ identification
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(3) The satellite delay time (ST) parameter that is
required when determining NAD. The ST range shall
be O to 2.0 seconds in 0.25-second increments when
satellite transmission is used. A delay time of
0.0 seconds shall be used when satellite
transmission is not used. The default time for
satellite transmissions is 2.0 seconds. The ST
parameter shall be the same value for all stations
on the net.

The term S shall be the sum of the times required to
transmit the following parameters:

(1)

(2)

(3)

(4)

Bit synchronization by the physical layer. The
value shall be 32/n if the physical layer is
performing the bit synchronization procedure. The
value shall be O if bit synchronization is
performed by an external cryptographic device (the
time is included in the variable E) .

The transmission synchronization pattern (31/n).

The TWC (24/n).

Plus one status frame (72/n) if the FEC/TDC
function is not selected, or one FEC-coded status
frame (144/n), or one FEC/TDC frame block (384/n)
if the FEC/TDC is selected.

The term T is a tolerance term that compensates for the
maximum deviation of other parameters. This term shall
be selectable within a range of 0.0 to 0.5 seconds in
O.I-second increments, with 0.5 second as its default
value.

c. The individual addressed stations’ response hold delay
(RIfDi)shall be calculated by

RHDi=(i-l)x,RHDO+ E-C

The variable i (where 1 s i s 16) is the individual
station’s position in the destination portion of the
address field. -

The term C is the cryptographic device preamble time.
The preamble transmission time required by the
cryptographic function maY vary, depending on ,factors
such as the COMSEC approach (external or embedded) ,
equipment, and transmission rate. Thevalue can range
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nominally from 0.30 to 25 seconds for traditional
COMSEC; from 0.36 to 1.6 seconds for narrowband COMSEC.
and frorn.0.02to 4.0 seconds forembedd,ed COMSEC (as
specified in the standard) .

The values for KT, C, E, S, and T can be initialized
locally ‘or,learned, using the XI? messages described
Appendix C.

30.3 Timeout ueriod. TP is the.time all stations shall wait
before they can schedule the NAD. During ~his window of time,
the transmitting station shall ,wait to receive the anticipated

in

response frame(s) ; if any, from all the addressed station;. TP
shall equal O if rioimmediate Type 1 response (%R or XID) is
expected (that is, P-bit set to o) . TP shall be computed after
the station’s equipment, configuration has been established. If
the equipment configuration is modified, TP shall be recomputed
using the new parameters. The TP variable settings shall be the
same for all stations on a subnet. A retransmission shall be
executed whenever TP has been;exceeded without acknowledgments
having been received from all destinations. Prior to
retransmission, the address field of the fra’meshall be modified
automatically to delete the destination station(s) that
previously acknowledged the frame. If EDAC is enabled, it is
possible for the receiving stations to begin the.NAD at different
times as a result .of the error correction processing time. To
ensure that the receiving stations begin their NADs at the same
time, the error correction processing time shall be subtracted
from the
follows:

a.

b.

calculated TP. TP shall be used as.Operationaliy,

Upon termination of a message transmission that
requires an immediate response, the transmitting
station shall set the TP timer. If the transmitting
station:does ,not receive all the expected responses
(URR, URNR, Or.XID) within TP, and if the operator has
selected the retransmission subfunction, the station
shall automatically go into the retransmission
sequence. If any other frame is received when a
response-type frame” (uRR, -, or XID) is expected,
procedures for the newly received frame type shall be
followed and ‘the TP procedures established for the
previous UI orXID frame shall be discarded.

The TP shall”be calculated by all stations on the
net/link as follows. The value .of all non-integer
variables (that is,”RRDO, E, and C) in the TP equation
are rounded to the nearest one-thousandth. The
calculated value of TP is rounded,to the nearest tenth.
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TP=j X( RHDO)+ E-C

j= The total number of destination individual
link addresses for this transmitted franc

TP= O if no link acknowledgment has been
requested

Note: RHD, E, and C were previously described.

30.4 Net access delay. NAD is defined as the time a station
with a message to send shall wait to send a frame after the TP
timer has expired. There are three schemes for calculating NAD.
The random net access delay (R-NAD) scheme provides all stations
with an equal chance to access the network. The prioritized net
access delay (P-NAD) scheme ensures the highest precedence
station with the highest priority message will access the net
first. The hybrid net access delay (H-NAD) scheme combines
random access with the preferential access by frame priority.
The random and hybrid schemes might result in a collision (the
same NAD value for two stations) . The prioritized scheme always
produces a unique NAD value for each station. In all of the NAD
schemes, if the TP timer is active, the stations with frames to
transmit shall wait for the TP timer to expire before the NAD is
set. If the TP timer is not active, the station shall calculate
its NAD using the proper NAD scheme for the network. Each NAD
scheme produces a set of allowed access periods. The net may be
accessed only at the beginning of one of those periods. If the
NAD is larger than the length of time since the last TP timer
expired, then the station may determine the next appropriate
access period (if any) and access the network. Below are the
frame reception and transmission procedures:

a. A station shall analyze a received frame to determine
if a TP timer must be set. After the frame check
sequence has been verified, the address and control
fields are analyzed. If the received frame is either
an XID or UI frame and the poll bit is set to 1, then a
TP timer is set. Any other pending frames for
transmission shall be placed on hold. If the received
frame was not an XID or UI frame with the poll bit set,
an R-NAD or H-NAD value shall be calculated and
initiated if the net busy status is clear. The P-NAD
values are constant and do not need to be recalculated.
The values of all non-integer variables (that is, KT,
C, ST, and B) in the NAD equation are rounded to the
nearest one-thousandth. The calculated value of NAD is
rounded to the nearest tenth.
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b. If a station does not have a frame to transmit, a quiet
timer (QT) shall be activated at ‘the expiration of the
TP timer. If a station later has a frame to transmit,
it may compare its NAp value to the Q’T‘and access the
net during its next appropriate NP+Iperiod. The
prioritized schemes (H-NAI’and P-NAD) must use a NAD
period equal to or larger than the”appropriate
precedence level NAD value. If the QT value is greater
than the largest NAD period that any station on the net
could calculate, then any station with a frame to send
maY i~ediate,ly access the net after testing the net
busy indicator. 1.

c. All stakions shall continue to sense the link for data
net busy and withhold transmission until the
appropriate NAD period has expired. NAD shall be
calculated as follows:

where

F=

KT =

c=:

B s,

NAb=Fx,(KT+C) +B+;ST

the integer value derived from the
H-NAD, or R-NAD:calculation method
below

the’value, of the keytime delay

P-NAD,
described

the CRYPTO device preamble transmission time

the time to detect net busy. B shall be
negotiated on t$e interface or predetermined.
Its default value is 32/n where n is the bit
rate.

the satellite interface delay time.

NOTE : KT, C, ST,;and B are initialized locally or learned using
the XID messages described in Appendix E.

30.4.1 Random net access delav. The R-NAD calculation method
shall ensure that each station has an equal chance of accessing
the network. The random’nature also may provide’s resolution if
an access conflict occurs. Each attempt to access the net
potentially can use a NAD value different from the station’s
previous value. ,The integer value of F shall be obtained from a
pseudorandom number generator. The range of the pseudorandom
number depends on the number of stations (NS) in the network. F
shall be an integer value (truncated) in a range between O and
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(3/4)NS. NS can.be learned through the XID join exchange, or
fixed by a system parameter established at initialization.

30.4.2 Prioritized net access delay. The P-NAD calculation
method shall ensure that the net access precedence order assigned
to subscribers is preserved. Each station shall calculate three
unique P-NAD values, one for each of the three frame precedence
levels. The integer value of F shall be calculated as:

F=SP+MP+IS

where

SP =

MP =

IS =

the subscriber precedence: SP = (subscriber ‘
rank -1) for the initial transmission; and SP = O
for subseqent transmissions.

the message priority: MP = O for all urgent
messages; MP = (NS + 1) for all priority messages;
and MP = 2 x (NS + 1) for all routine messages,
where NS is the number of subscribers on the
network.

the initial/subsequent factor:
initial transmission, and IS .
transmissions.

IS = O for the
NS for subsequent

30.4.3 Hvbrid net access delay. The H-NAD calculation method
ensures that net access delay times are shorter for higher
priority frames, while maintaining equal access chances for all
stations. Each priority level has a distinct range of
pseudorandom F values determined by the number of stations in the
subnetwork, the network percentage of the particular priority
level frames, and the traffic load. The inteqer value of F shall
be calculated

where MAX and

RAND

Urgent_MIN
Urgent_MA.X

Priority_MIN
PriOrity_MAX

as

F=MIN+RANDx (M4X-MIN)

MIN are integer values defining the ranges:

pseudorandom n~er in the range 0.0 to 1.0

0, for urgent frames
USIZE + 1, for urgent frames

Urgent_MAX + 1, for priority frames
— Priority_MIN + PSIZE + 1, for priority
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Routine_MIIJ = ~,
Routine_MAX = ~

USIZE =

PSIZE =

RSIZE =
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Priority_~ + 1, for routine frames
Routine_MIN + RS12E + 1, for routine frames

the~additional number of random numbers
generated for urgent fr~es ~

the additional number of random numbers
generated for priority’frameq

the additional number of random numbers
generated,for routine frames

where

the minimum MII’J/~ range size is 2. The additional range
sizes (XSIZE) are Integers based ‘on the Percent of frames
expected at a specific priority level (%priority_level) and
the number of stations adjusted (ADJ_lJ+)by the expected
traffic load (TL). NS, %priority_level, and TL, maY be
input using the XII) frames or by system input. xSIZE is
rounded to the nearest non-negative integer.

USIZE = %Ux AW_NS, %U= percentage
(default 25%)

PSIZE = %P iADJ_NS, %P = percentage
(default 25%)

of urgent frames

ofpriosity frames

RSIZE = %R x ADJ_W,
%R = percentage of routine frames
Or 100% ‘,(%U+%P) (default 50%)

where

the adjusted ’’numberof stations increases if the expected TL
is heavy and decreases if the traffic load is light. The
minimum random nun@er range at each of the three priority
levels is 2, so 6 stations are subtracted from the adjusted
number of stations.

ADJ_NS =INT(NSX TL) - 6

or=l

(whichever isgr.eater)

TL = 1.2 Heavy Traffic Load
1.0 Normal Traffic Load
0.8 Light Traffic Load
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COMMUNICATIONS SECURITY STANDARDS

10. GENERAL

10.1 ScoDe. This appendix describes the COMSEC interoperability
parameters for the DMTD subsystem. It defines the technical
requirements for backward-compatible (traditional) and forward-
compatible (embedded) interface modes. See classified Appendix
D-2 for additional information.

10.2 Application. This appendix is a mandatory part of this
MIL-STD. The information contained herein is intended for
compliance.

10.3 InteroDerabilitv. This appendix cannot guarantee the DMTD
user end-to-end interoperability. The selection of COMSEC and
signaling is a function of communications media. Traditional
COMSEC equipment is specific to communications media and may not
be compatible due to signaling differences. The systems
integrators and systems planners must ensure that compatible
media and signaling are chosen if interoperability is desired.
This COMSEC specification will provide for interoperability of
the

20.

30.

40.

underlying encryption algorithm.

APPLICABLE DOCUMKNTS

a. (U) 0N431125 WINDSTER Cryptographic Standards

b. (U) DS-68 INDICTOR Cryptographic Standards

DEFINITIONS . Refer to Appendix A.

GENERAL REQUIREMENTS. The backward-compatible mode applies
when link encryption for DMTD subsystems is provided by external
COMSEC devices. These external COMSEC devices may be standalone
ew~Pment (such as the VINsON and KG-84) or communications
eWIPment with embedded COMSEC (such as SINCGARS) . The forward-
compatible mode shall apply for all future DMTD subsystems that
will embed COMSEC within the DMTD. The backward-compatible mode
may also be emulated using embedded COMSEC devices.

50. DETAILED REQUIREMENTS

50.1 Traditional COMSEC transmission frame. The traditional
COMSEC transmission frame shall be composed of the following
components, as shown in Figure D-1.

a. COMSEC synchronization

b. Bit synchronization
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c. Transmission synchronization

d. Data field

e. COMSEC postamble

,,.

COMSEC COMSEC Message ‘ Bit Frame Transmission Data
Bit Frame

COMSEC
Indicator Synch Synch Woxd Coxt Field Postamble

Synch synch (Encoded)
Txarmmission Synch

1- Sxternal COMSEC
+“

50.1.1 ~. The COMSEC synchronization
field shall consist of three components: a COMSEC bit
synchronization subfield, a COMSEC frame synchroriization
subfield, and a Message Indicator (MI) subfield. This field is
used to achieve cryptographic synchronization over the link.

‘.
50.1.1.1 COMSEC bit synchronization subfield. This subfield
shall be used to provide a signal for achieving bit
synchronization and for indicating activity on a data link to the
receiver. The duration of the bit synchronization field shall be
selectable from 200 milliseconds to ,1.5 seconde. The bit
synchronization subfield shall consist of the data-rate clock
signal for the duration of the subfield.

50.1.1.2 COMSEC frame synchronization subfield.’.This subfield
shall be used to provide’ a framing signal indicating the start of
the encoded MI to,the receiving station. ;Thissubfield shall be
465 bits long, consisting of 31 Phi-encoded bits, as shown in
Figure D-2. The Phi patterns’ are a method of redundantly
encoding data bits. A logical 1 data bit shall be encoded ae a
Phi(l)=llllOIO1100I0OO, and a logical O data bit.shall be encoded
as a Phi(0)=OOOOIOIOOllOlll. A simple majority voting process
maY be Performed atthe receiver to decode the Phi-encoded frae
pattern to its or~glnal format;
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50.1.1.3 Messacfe Indicator subfield. This subfield shall
contain the COMSEC-provided MI, a stream of random bits that are
redundantly encoded-using Phi patterns. Cryptographic

LSB MSB

1111111111111111111111111111110

FIGURE D-2. CQMSEC flame ~ ~
. .

&?Ltienc Qdi@.

synchronization is achieved when the receiver acquires the
correct MI.

50.1.2 Bit svnchronization field. This field shall be as
defined in 5.2.1.2.

50.1.3 Transmission synchronization field. This field,
consisting of the frame synchronization subfield and the TWC
subfield, shall be as defined in 5.2.1.3.

50.1.4 Data field. This field shall be as defined in 5.2.1.4.

50.1.5 COMSEC postamble field. This field shall be used to
provide an end-of-transmission flag to the COMSEC at the
receiving station. This will be automatically performed by the
COMSEC key generator. Refer to ON431125, WINDSTER Cryptographic
Standards, or DS-68, INDICTOR Cryptographic Standards, as
appropriate.

50.1.6. COMSEC alqorithm. The COMSEC algorithm shall be
backward-compatible with VINSON and SINCGARS equipment. Refer to
ON431125, WINLJSTER Cryptographic Standards.

50.1.7 COMSEC modes of oDeration. The COMSEC shall be operated
in Mode A. The rekey functions shall be performed through the
use of KY-57 rekeys for backward compatibility. Refer to
0N431125, WINDSTER Cryptographic Standards.

50.2 Embedded COMSEC transmission frame. The embedded COMSEC
transmission frame shall be composed of the following components,
as shown in Figure D-3.

a. Bit synchronization
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Encrypted

l“:’’’”””””FEC””’’’””””;”’”FED””’”””’”””’”;”‘“”’”FEC/tic””””””””’;

Bit Synch Frame ‘ Message Transmission Data COMSEC
Synch Indicat.x Word Count Field pOst~le

,.
Transmission Synchronization

I COMSEC S~CH ,“

FIGURE D-3. Emb@ded CCE@ECUMmk&im - ~.

b. Frame s~nchronizat ion

c. Message indicator

d. Transmission word count

e. Data field

f. COMSEC postamble

50.2.1 Bit synchronization field.
Drovide a siunal for achievinu bit

This field shall be used to
synchronization for the

fiessage as w~ll as the COMSEC~ and for indicating activity on a
data link to the receiver.. The duration of the bit
synchronization field shall be as defined in 5.2.1.2.

50.2.2 Frame synchronization field. This field shall be as
defined in 5.2.1.3”.1. ,,Theframe synchronization, is to be
provided for both the message frame .and the.COMSEC.

50.2.3 Messacre Indicator field. This field shall contain the
MI, a stream of random data that shall be encoded using half-rate
Golay, as defined in 5.3.9. Cryptographic synchronization is
achieved when the:receiver acquires the correct MI. The COMSEC
shall provide the;MI bits. For backward compatibility, these MI..
bits must be redundantly encoded using Phi patterns, as described
in 50.1.1.
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Transmission word-count field. This field shall be as
in 5.2.1.3.2.

Data field. This field shall be as defined in 5.2.1.4.

COMSEC Dostamble field. This field shall be used to
provide an end-of-transmission flag to the COMSEC at the
receiving station. The flag shall be a cryptographic function
and may be used by the data terminal as an end-of-message flag as
well.

50.2.7 COMSEC alqorithm. Refer to 0N431125, WINDSTER
Cryptographic Standards.

50.2.8 COMSEC modes of ooeration. COMSEC shall be operated in
Mode A for all applications. The rekey functions will be
performed through the use of KY-57 rekeys for backward-
compatibility and will be perfozmed through over-the-air-rekeying
(OT.AR)techniques for forward compatibility. Rekey signaling for
OTAR must be supplied by the host equipment. Refer to 0N431125,
WINDSTER Cryptographic Standards.
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APPENDIX E

I
DATA-LINK MANAGEMENT PROCESSES

10. GENERAL

I 10.1 scoDe. This appendix describes the management processes
associated with the data-link layer.

I
10.2 ADDlication. This appendix is not a mandatory part of
MIL-STD-188-220. The information contained herein is intended
for guidance only.

I 20. APPLICABLE DOCUMENTS. 1S0 8885, General Purpose XID Frame
Information Field Content and Format.

30. EXCHANGE IDENTIFICATION FRAME. The XID frame format of the
high-level data-link control (HDLC) protocol is used to request
or disseminate data-link-layer information. The XID format is in
accordance with ISO 8885. At initialization time, a station can
request link operating parameters that may be unknown. The XID
user message types have been designed to provide management
capabilities at the link layer. However, they are not required
if all the stations on the net have been configured with link
addresses and operating parameters prior to initialization.

30.1 XID format. The information field of the XID frame is
comprised of up to three identifiers and a MIL-STD-188-220
defined message. A format identifier is in the first octet of
the information field and indicates that the XID frame is in
accordance with 1S0 8885. A group identifier follows the format
identifier. The first group identifier may either indicate a
request for HDLC parameter negotiation or, if no HDLC negotiation
is required, the group identifier shall indicate that a
MIL-STT-188-220 defined message follows. The HDLC parameter
negotiation group contains several optional parameters, as shown
in Table E-1. Only those parameters that are being negotiated
shall be present (as indicated by the parameter identifier) in
the HDLC group field. Table E-2 shows the format that shall be
used when HDLC negotiation is not required. All XID frames shall
contain the MIL-STD-188-220 defined group, which is designated by
the group value 255 (the value for user data in 1S0 8885). One
of the MIL-STD-188-220 messages, listed in Table E-3 and defined
in Tables E-4 through E-7, shall follow the MIL-Sll) group
identifier.

30.2 XID COnTIWuId/reSDOrHe messaqes. XID command messages (Join
Request and Hello) shall have the C/R bit in the source address
set to 1. The XID response messages (Join Accept and Join
Reject) shall have the C/R bit set to O.
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30.3 x~c.. The Join Request message requires an
immediate response, from the receiving station (before any other
station accesses the network) arid,therefore, shall set the poll
bit (bit 5 in the control field) to 1. The Hello message shall
set the poll bit to O and requires no response. The Join
Accepted and Join Rejected messages are contained(.in an XID
response frame. These messages are responding to,the Join
Request frame whose poll.bit was set”to 1. Therefore, the final
bit of the two Join responses ,shall be set to 1.

40. ~. Two sets of parameters are
contained in the XID messages.. The first is parameter
negotiations, defined by:ISO 8885. The second is MIL-STD-188-
220-specific and located ‘in the user data subfield of the XID
frame.

40.1 RDLC Parameters. ‘The 1S0 group identifier number 1 is used
to encode the parameter negotiation function. Wi,thin that group,
parameter identifiers 3, 5, 6, 7, and 8 are used.,. Parameter
identifier 3 indicates that the HDLC options”are to be
negotiated. HDLC ‘optional functions are represented in a 3-byte
field to show which HDLC options are requested for use. Other
HDLC parameters used for.negotiation are parameter identifiers 5
and 6 that pass the length of the maximum transmit and receive
information fields (up to 3500 bytes) . HDLC parameter
identifiers 7 and ;8 are’used to set the maximum transmit and
receive window val’ues, which are O for DMTDs.

40.2 MIL-STD-188-220 Parameters. MIL-STD+188-22’O specific
initialization parameters are contained inthe user data subfield
of the XID Join messages. (Re~est, Accept, and Reject) . A new
station’s link address shall be assicfned bv NETCON. An
originator of the Join Request may u=e a s~ecial net entry link
address of 1, which has,been reserved. for temporary use by a
station requesting’link address assignment. To prohibit more
than one station using that address at any one timer the join
network message will set the acknowledge bit. (P bit) to permit
the Join Accept or.Reject message to be returned before any other
station can access the net. The reject or accept message will
use the originator’s link address contained in the source address
field of the received Join Re@est message:. The newly assigned
link address is contained in the Join Accept or Reject message.
To request information, a Parmeter field will contain all 1s,
which will be interpreted as “empty.” ‘

I
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TASLE E-1. XID fozmat with Darameter negotiation.

BYTE FIELD NAMS L M VALO’S

NOMBER s s
B B

1 ORIGINATOR ADDRESS Xxxxxxxx 3to 9S 1 allowed with me8sage 20,
2 .1s. allowed with messages 21-22.

2 DESTINATION ADDRESS Xxxxxxxx 3 to 95; 1 allowed with meseages 21-22; 2 allowed
with message 20.

3 CONTROL FIELD 11111101 XID FRAME

4 FORMAT IDENTIFIER 01000001 130 General-Purpose XID Information

5 GROUP IDENTIFIER 00000001 128

6 GROUP LENGTH 00000000 19 (Number of bytes t. follow)
7 11001000

8 PARAMETER IDENTIFIER 11000000 3

9 PARAMETER LENGTH 11000000 3 bytes

10 HDLC OPTION Oxxoooox OPTIONS:
11 1Oxxxooo Type 1:8,1 OA,148
12 10000000 Twel a.d 2:2,3,78,8, 10S, 11, 148

13 PARAMETER IDENTIFIER 10100000 5

14 PARAMETER LENGTH 01000000 2 bytes

15 TRANSMIT INFORMATION Xxxxxxxx up t. 3500 bytes
16 FIELD LENGTH Xxxxoooo

17 PARAMETER IDENTIFIER 01100000 6

18 PARAMETER LENGTH 01000000 2 bytes

18 RECEIVE INFORMATION Xxxxxxxx UP to 3500 bytes
20 FIELD LENGTH Xxxxoooo

21 PARAMETER IDENTIFIER 11100000 7

22 PARAMETER LENGTH 10000000 1 byte

23 WINDOW >IZE 00000000 0-1 27; Type 2

24 PARAMETER IDENTIFIER 00010000 8

25 PARAMETER LENGTH 10000000 1 byte

26 WINDOW SIZE [k) 00000000 0-122 TyPe2

27 GROUP IDENTIFIER 11111111 255 (User subfield follw,-m)

131

Downloaded from http://www.everyspec.com



MIL-STD-188-22,0

APPE~IX ~

TAELE E-2. XID format without HDLC Darameter neclotiation.

BYTE FIELD NAMS L M VALUE
WVMSER s: s

B B

1 ORIGINATOR ADD~SS 3 to 95; 1 msy also
be used for message
20; 2 may be used
for messages 21-22

2 DESTITUTION ADDRBSS &XxXxx 3 to 95;
,’ 1 allowed in

messages 21-22;
2 allowed in
message 20
global address for

‘!. message 25

3 CONTROL FIBLO 1111X101 XID FFAME ‘

4 FORMAT.IDENTIFIER 01000001‘ 130 General-Purpose
XID Information

40.2.1 Link mariaqement messacies. Table E-3 lists four XID link
management message9. Three messages are used in the procedure
for a station to request or verify the network operating
parameters. At initialization, a station can send the Join
Request message, and the NETCON, station will either accept or
reject the request to join. The Hello message allows an
initiating station to announce its link address. Tables E-1 and
E-2 show the XID frame formats that precede the user data
subfield. The user data subfield of each message” is presented in
Tables E-4 through E-7.

40.2.2 Join the networkmessaqes. Three messages are used to
convey network operating parameters. .The initia~izing station
sends the request to join message, and the NETCON replies with
either an accept or reject message. Figure E-1 shows the message
exchange when the link address is to be assigned.

40.2.2.1 Network control station. In a network that expects a
station to request link.operating parameters,
designated the NETCON station.

One station must be
Only,the NETCON will respond to

those requests and therefore eliminate excessive resDonse frames.
The desi~nation
authority. The
network control
control station
control station

of the.NETCONs tation will be done b~ a network
data-link address 2 is a special address for the
station. All stations can address the network
by,using that special address. The network
~Y also be assigned an additional individual
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data-link address that it shall also recognize. All stations
should be capable of performing the functions of NETCON. An
operator command either at initialization or during normal
operation times may inform the station of its “NSTCON
responsibility.

lNITIALIZINGSYSTEM I NSTCONSYSTEM

XID P - 1
ORIGINATOR:1
DEST1NATION:2

A

P—R NSSOT1ATION
MSSSAGB #20 (JOIN SEQURST)

XID F-1
ORIGINATOR: mTcON LINK ADDR8.5S
DEST1NATION: 1
P— NRGWT1ATION
MESSAGE 1121 (JOIN ACCEPT)

XID P-O
ORIGINATOR: ASSIGNSD AODRRSS
DESTINATION: GLOBAL
~SSAGE #25 (HELLO) Au SYSTEMS

FIG(JF.EE-1. Saml.s masw%exchawe Mith.wKe5&u link A.mrssaad&mmsm.

TABLE E-3. Link manacrement messaqes.

MESSAGE TITLE DESCRIPTION
NUMBER

20 Join Request Request operating parameters
assignment, validation, or both

21 Join Accepted Accepts the Join Request

22 Join Rejected Rejects the Join Request with
errors indicated

25 Hello Announces link address for an
initiating station

NOTE : Messages 20-22 may be used with the XID formats with or without
parameter negotiation (Tables E-1 and E-2) . Message 25 may be used
only with the XID format without negotiation.
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40.2.2.2 M~ ence. The initializing station
sends to the NETCON station an XID Join Request message, which
maY contain the HDLC options it has implemented and known
MIL-STD-188-220 parameters. MIL-STD-188-220 parameter fields .that
are left empty (a bit pattern of all 1s) indicate a request for
NSTCON to supply the parameters. The NETCON station compares the
HDLC and MIL-STD-188-220 parameter fields with current network
operating parameters. If an error is found in either portion, a
Join Reiect messaqe is sent, enterinq all of the correct
paramet&s into tfieframe and markin~ the error field to indicate
the corrected parameters. Figure E-2 ,shows the error field
indicators. If there is no error, a’Join Accept message is seht
after entering theparameters for any empty MIL-STD-188-220
parameter fields. ,

.,.

I
L

ERROR INDICATOR VALUES

LSB MSB

Identifiesthe fieldsin ..,oIin a J.inRequestMessage(#20)
Bit . 0 indicatesno er. or in defined field
Bit - 1 indicateserror in defined field

m.,., m. m.. ,,. ,. B.+ a-. “-.:. ,..,....... . . . ... - . .— — ~..,

40.2.3 Hello Messaqe. This message is sent,after the link
operating parameters are known and the station is ready to enter
the network. The,message contains the link address of the
station entering the network. Address tables within the
receiving station’are updated, “if necessary,. with the new address
information. The global destination link addres+ is used in the
address field so all stations will receive the message.
Acknowledgments are not allowed for this message.

I 50. NET ACCESS. The set of join messagesmakes it possible for
a station to know little about the network :configuration when it
is initializing. This flexibility requires some special handling

I of the frames. FEC usage cannot be learned because it encodes
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the entire frame. The FEC state must be known before entry into
the net.

50.1 Net-access delay method. MIL-STD-188-220 allows a network
to choose among 3 net-access delay schemes. Each station that
operates on the net must use the same scheme. If the station
does not know this information before initialization, the join
network request message allows a station to learn the net access
scheme. To minimize the chance of collision, the random scheme
will be assumed when this message is sent.

50.2 Use of forward error correction. The FCS will fail for
every frame if FEC is not employed properly. The operator should
be notified if the dropped-frame rate is high. A new station
entering the net must know the current FEC usage state to be able
to interoperate.
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TASLE E-4. Join Request messaqe.

BVTE FIEtilDENTIFICATfON FISLD VALUE
wMBER SIZE 4

(BfTS)

1 Messaaenumbt!: ldenti~ specific message “8 20
content

2 Linkaddress:ld&tifiesthelinkaddressofthe 8 ‘ 255”=Requesting addressee

station to be initialized ‘ assigned. 3to95actuallink
.< addresses.

3 Station tiof W. Identifies comparative ranking 8 255 = Requesting priority be
of stations on the net. I assigned. O = priority not used.

1 to 95 = actual priority value,

4 Kevtimedelav value: Equipment-dependent 8 255 = Requesting value be
delay time (KT)’ used in ~et access delay time conveyed. O,Oto 5.6 seconds
calculations. in O. I-second increments.

5 Tolerance Time: A factor Tto compensate for 8 Oto 0.5 seconds in increments
the variance of, other variables in the RHD of 0.1 seconds. Oefault is 0.5
formula. seconds.

6 Net busvdete&ion time: Thetime required to 8 255 = Requesting value be
detect net busy. This isthevariable Sin the conveyed. 0t02.5 secondsin
net-access delay formula. increments of 0,01 seconds.

7 Response mode The state and capability of 8 0 = ‘Always on; 1 = off;
the station to send automatic 2 = on, but can select off.
acknowledgmems. OefaLlt = 2.

8 Station Tvoe: The type of operations provided 8’ 1 = Type 1
by the station., 2 = Type 1 and 2

9 Net access method: Net access method to be 8 255 = Requesting access
used on the net. scheme be conveyed.

O = random; 1 = priority;
2 = ‘hybrid.

10 Number of stations: Specifies the maximum 8 255 = Requesting NS.
number of stations (NS) expected on the net. 2-32 = AFATDS actual number.
Used in all three NAO algorithms.

11 Percent of IJrcient Frames: The percentage of 8 255: = Requesting %U.
urgent (%U) frames expected in an average O to 100 in multiples of 5.
24-hour period. Used in the H-NAO algorithm. 25 = default

12 Percent of Prioritv Frames: The percentage of 8; 255 = Requesting %P.
priority (%P) frames expected in an a.veraEe O to 100 in multiples of 5.
24-how period. Used iri the I+NAD algorithm. 25 = default

13 Traffic Load: Traffic load (TL) exp&cted on the 8 255 =Requesting TL.
subnetwork. Used in the H-NAO algorithm. O = Normal; 1 = Heavy;

2 = Light.
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TABLE E-5. Join ACCeDt messacfe.

BYTE FISLD IDENTIFICATION FIELO SIZE VALUE
NUMBER iBfTs)

1 Mesrmaen.mbec Identifies specific message c.nte.t s 21

2 Link address: Identifies theli”kaddress.f the station to a 3 t. 95 actual link address.
be initialized

3 Srati.nwi.rilK Identifies comparative ranking of s O = priority not used. 1 to 95 = actual
stmi.”s . . the “et. Prioritv value.

4 Kewimedelavval.w Equipmentdepe”dent delay time s O.Ot. 5.6sec.”dsin O.l second

(KT) used In net-acces.-delav time calculations. increments.

5 T.lw.ance Tirns A factor Tt. cc.mpensatef.r the 8 0 to 0.5 seconds in i“.m-ne”ts of
varian.e of .ther variables i“ the RHD formula. 0.1 seconds. Default is 0.5secwKIs.

e Net b”svdetecricm time: Thetime req”imdt.dete.t 8 0 to 2.5 seconds in increme.te of
net busy. This is the variable Bi” the “et-access delay 0.01 wc.nds.
formula.

7 Remmnsem.de: The state and capability of thestati.n 8 0 = AIWZW SOW1 = off, 2 = o“, b”t
to send automatic ack”owledgrne”ts. can select .ff. Default = 2.

8 Stati.” Twin: The type of operations protided by the s f =Typel.
stati o m 2 = Type 1 and2.

9 Netaccessrnethod: Netaccess method to be”sed on 8 0 = random 1 = primity; 2 = hybrid.
the “et.

10 N.mberof stalions: Specifies thematim.m nwnberof 8 Oto 255 allowed.
stations INS) expected .“ the net. Used i“ all three NAD 2-32 = AFATDS act”d ““robe,.
algorithms.

11 Percent of Urraent Frames: The percentage of urgent 8 OtO 100i”m.kiples Of 5.
frames [’YoU) e.pected i”a”ave,age 2+ho.r period. 25 = default.
Used inthe H-NAD algorithm,

12 P.rm”t of Priorhy Frames: The pementago. f priwity 8 Ot. 100inm”kiplee.f 5.
frames (%P) expected i“anaverage 2&ho. rpe,iod. 25 = default.
Used in the H-NADda.,ithm.

13 Traffic Load: T,aWcload (TL)e~ected o“the 8 0 = Normal; 1 = Heavy;2 = Light.
.wb”ewmrk. Used in the H-NAD algorithm, Default = O.
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T*LE E-6. ~.

BYTE FIELDIDENTIFICATION ,. FIELD
mm

VALOZ
SIZE
(BITS)

1 Messaqe number: :Identifies specific 8 22 ,,
message content. ,

2 Link address: Identifies the link 8 3 to 95 actual link address.
address of the s,tation;to be
initialized.

3 Station uriority: Identifies 8 0 = priority not used.
comparative rank’ing of stations on l.to 95 . actual priority
the net. value.

4 Ke vtime delav value: EquiBment - :8 0.0 to 5.6 seconde in
dependent delay time (KT) used in O.I-second increments.
net-access-delay time calculations. ,’

5 ~ Time; A factor T to 8 0 to 0.5 seconds in
compensate for the variance of other increments of 0.1 seconds.
variables in the SHD formula. “ ,Default is 0.5 seconds.

6 Net busv detection time: The time 8 ~O to 2;5 seconds in
required to detect net busy. ~is is increments of 0.01 seconds.
the variable B in the net-access.
delay formula.

7 Response mode: ‘rhe state and 8 0 . Always on; 1 = off;
capability of the station to send 2 . on, but cari select off.
automatic acknowledgments. Default . 2.

8 Station me: The type. of operations ‘8 l. Typel.

provided by the station.

9

2= Ty@eland2.

Net access method: Net access method ‘8 O . random; 1 . priority;
to be used on the net. 2 . hybrid.

10 Number of statio”ns: Specifies ,the 8 0 to 255 allowed.
maximum number of statiopS (NS) 2-32 =“AFATDS actual number.
expected on the net. W,sed in all
three NAD algorithms.

11 Percent of Urqent Frames: The 8 : 0 to 100 in multiples of 5.
percentage of urgent Frepnes (?U) 25 = default.

expected in a,+erage 24-hour
period. Used m the H=NAD algorithm.

12 Percent of Priority Frames: ‘IT@ 8 O to 100 in multiples of 5.
percentage of priority frames (%P) 25 = default.

expected in an average z4-hou~
per~od. Used in the H-NAD algorithm.

13 Traffic Load: Traffic load e~ected 8 0 . Normal; 1 . Heavy;
in the subnetwork. Used”in the H-NAD 2 = Light.
algorithm. Default . 0.

14 Error Indicator:: A bit map to 16 : See Figure E-2 for bit
identify the fields that contained meaning.
errors. Appropriate values were
substituted.

,,
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TABLE E-7. Hello messaqe.

BYTE FIELD IDSMTIFICATION FIELDSIZE
NOMBER

VALUZ
(BITS)

1 Me.?.saqeNumber: Identifiesspecific 8 25
messagecontent.

2 LinkAddress: Identifiesthe link 8 3 to 95 actuallink
addressof the stationto be addresses.
initialized.
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GOLAY CODING ALGORITHM

10. GENERAL

10.1 scoDe. This appendix contains amplifying information in
support of MIL-STD-188-220.

10.2 Application. This appendix is not a mandatory part of
MIL-STD-188-220. The information contained herein is intended
for guidance only.

20. APPLICABLE DOCUMENTS

30. FORWARD ERROR CORRECTION. The FEC method requires the
receiver to detect and automatically correct errors in a received
block of information. The number of errors the receiver can
detect and correct depends on the coding method. The information
bits (k) are separated into blocks that contain both information
bits and code bits. The length of the block, including the
information’ and code bits, is (n) . The code is described as
(n,k), where n is the length of the block and k is the number
information bits in the block.

40. GOLAY CODE. The Golay code is a linear, block, perfect,
cyclic (23,12) code capable of correcting any combination of
three or fewer errors in a block of.23 digits. The generator
polynomial for this code is

g(x) = 1 + + + 2 + @ +# +*0+#

where
g(x) is a factor of @

40.1 Half-rate Golav code. The half-rate
formed by adding a O fill-bit to the Golay
(24,12) code is preferable to the (23,12) because it has a code
rate of exactly one-half. This code rate simplifies system
timing.

+1

Golay code (24,12)
(23,12) code. The

of

and

is

40.2 Golay code implementation. The Golay code may be
implemented in either hardware or software. The hardware
implementation uses shift-registers for encoding and decoding, as
described in 40.2.1 and 40.2.2, respectively. The software
implementation uses a generator matrix and conversion table, as
described in 40.2.3.

40.2.1 Hardware implementation. Golay code encoding can be
performed with an n-stage feedback shift register with feedback
connections selected according to the coefficients of g(x). A
shift register corresponding to the coefficients.of g(x) is shown
in Figure F-1. The k information bits are located at the

141

Downloaded from http://www.everyspec.com



MIL-STD-188-220

APPENDIX F

beginning of the n symbol.bloqk code. With the gate open, the
information bits are loaded into the shift register stages and
simultaneously into the output charnel. At this time the shift
register contains the check sypbols. With the gate closed,
register contents are then shifted onto the output channel. The
last n – k symbols’are the check symbols that fo?qnthe whole
codeword.

,“
Im

-..’

I I : ‘

Encoder fox g(x) - 1 . X2 + X4 + X5 +“x6 + xlO+ X1l

FIGURE F-1. Sh.ifCLesL%te emxKieL f5m Lhei2L 121
@lay Q&.

40.2.2 Hardware decodinq. The Golay code is decoded using a
number of techniques such as the error-trapping process developed
by T. Kasami. The,Kasami error-trapping decoder,for the Golay
code is shown in Figure F-2. It works as follows:

1. Gates l; 3, and 5 are opened, and gates 2 and 4 are
closed. The,received codeword r(x) is then shifted
into both the 23-stage shift register and the syndrome
register. At the same time, the previously corrected
codeword is shifted out to the user. The syndrome

“.S(x)!= ,sO+ SIX + ., - .
+ %%o ,
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is then formed and subjected to threshold tests.

4. Gates 1, 4, and 5 are closed and crate 2 is opened.
Gate 3 remains open. The threshoid tests oc;ur in the
following order:

a. If ZO is unity, then all the errors are confined
to the 11 high-order positions of r(x), and S(x)
matches the errors. ZO opens gate 4 and closes
gate 3. Contents of both the 23-stage shift
register and the syndrome shift register are then
shifted 11 times, and the errors are corrected.
Then gate 4 is closed and the contents of the
23-stage shift register are shifted until the
received codeword is in its original position.
The decoder then goes to step 3 below.

b. If Z, is unity, the error pattern in S(x) is the
same as the errors in the 11 high-order bits of
the codeword r(x) , and a single error exists at
location <. Gate 4 is opened and gate 3 is
closed. The counter is preloaded with a count of
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2, and both the syndrome shift register and the
23-stage shift register are shifted until the
error in ~ is corrected. Then gate 4 is closed,
and the contents of the 23-stage shift register
are,shifted until the received cod,eword is in its
or~ginal position. The decoder th~n goes to
step 3.

c. If.Z2 is ugity, the error pattern in S(x) is the
same as the errors in the 11 high-order bits of
the ’codeword r(x), and there is a single error in
location 2. The same steps”are followed as in b
(above) except that the counter is preloaded with
a count of 3. The decoder then goes to step 3.

d. If neither of the three thresholds is unity, the
decoder goes directly to step’ 3.

3. Gates 1, 4, and 5 are closed, and gates 2 and 3 are
opened. ‘Contents of both “the 23-stage shift register
and the syndrome shift register are then shifted once
to the right. The decoder then goes to step 2.

4. This action continues until step 3 has been executed
46 times. Then the.decoder return’sto step 1 to
process the next received ‘codeword.

The decoder alwaysyieTds an output. The output is correct if
there were 3 or fewer errors in the received codeword, and
erroneous if there were ,more than 3 errors, in the codeword.

40.2.3 Software implementation. The transmitting DMTD shall
generate the check bits using.the following generator polynomial:

g(x)= d’ + XJ’J+“# + x$ + # +:+ + 1

Note that using mo,dulo 2 addition, :

#3+l=(xll+x10,+# +X5+X4+X?+I) (X14+X9+X7+X6+X5+X+1) (x+l)

The 11 check bits shall be as derived from the”following
generator matrix G: ~
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~11
g (x) -

Xlo . g(x) -

X9 11
g(x)+x .g (x)-

/
g (x) +X1O .9 (*-

7 .g(x)+xg .g (x)-

(#+x8+xll).g(x)-

(X5+X7+X1O) g(x) -

(x4+x 6+x6 ). g(x) -

(xS+xs+ xs+xll). g(x)-

(x2+x 4+x7 +x IO+xq. 9(0 -

(x +x3+x 5 +X9 +Xlo+xfl) . g(x) -

(1 +X2 +X5+X6+X9 +xl’J+xll). g(x) -

22$$1918$16151413121110 987654321 0
x x

71000111010100000000000

01100011101010000000000

11110110100001000000000

01111011010000100000000

0011110110100001 0000000

11011001100000001 000000 -G

01101100110000000100000

00110110011000000010000

11011100011000000001000

10101001011000000000100

10010011111000000000010

10001110101000000000001

A /
v v

Parity Identity

where

the matrix contains the coefficients of the polynomials on
the left. By interchanging the I and P columns to obtain
matrix T, that is,

G=[P, I],,2XZ)= >[1, P](,2,Z, = T
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r10000000000011000111010

010’00000000001100011101

001000000000111 10110100

000100000000011 11011010

000010000000001 11101101

T=
00000100000’0110 11001100

00000010000,0011 01100110

000’0000100000011 0110011

0000000010001101 1100011

000”00000010010101001011

\oooooooooo lolooloolllll

~
0000000000011000,1 110101

.1

v’
A

I ,

v

P

the transmission order and value of the code word bits can be
obtained by matrix multiplication (modulo 2 “addition without
carry) as follows:

‘ ,2]. [1,+=[1,, INFO 131TS Ib

I

I t

(1X12) L -J

(12x23)

FIRST BIT TRANSMITTED
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10.

10.1

VARIABLE MSSSAGE FORMAT SYNTAX AND STRUCTURE

GENERAL

Sm12e. This appendix contains a sample message, which was
constructed using the syntax of the variable message format (VMF)
related to MIL-STD-188-220. The VMF is fully defined in the
Variable Message Format, Technical Interface Design Plan (test

edition) .

10.2 ADDliC..3tiOI_I. This appendix is not a mandatory part of
MIL-STD-188-220.

20. APPLICA13LE DOCUMSNTS

30. VMF MESSAGE ENCODING. The DMTD will process a message
similar to the sample message presented in Figure G-1. The
message structure in Figure G-2 will be supported. Messages in
this format will contain all mandatory fields, selected optional
fields, and repeated fields arranged in the order specified by
the applicable message specifications. FPIs and GPIs will be
used to indicate the specific optional fields that are selected.
FRIs and GRIs will be used to indicate repetition.

30.1 ReDeat codes. The repeat codes, shown in Figure G-1,
denote group appearance, nesting of groups, and maximum
repetitions. “ “ ‘“ ‘ “

R=

RN=

c=

I=

~ne rouow~ng nocaclons are uses:

Indicates this field is repeatable.

Indicates this field is part of a group that can
be repeated, with n specifying the group number
(that is, R1 indicates the first repeatable group
in the message) .

Consecutive repeatability indicator specifies that
the individual repeatable field or repeatable
group of fields may be repeated only in a
consecutive manner (for example, fields 3 and 4,
followed immediately by fields 3 and 4).
Consecutive repeating of a group of fields can
occur only when the group is a single group (no
nested groups) or the group is the innermost of
several nested groups.

Iterative repeatability indicator specifies that
the repeatable group may be repeated only after
consideration
iterative and

has been given t; all embehded
consecutive repeatables.
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(N) = Appears with the first field of a repeatable
group, that is, R3C(3), and indicates the maximum
number of appearances of the group in the message.
The example, R3C(3), indicates the third
repeatable group of the message that will be
repeated consecutively and can appear a maximum of
three times.

Field FPI = O GPI = O GPI = 1
#1

FPI = O

+

1 2 3 4 6

FPI = 1 Field GPI = 1 GRI = 1 Field
#6 #7 +

7 8 9

Field GPI = 1 Field Field
#8

GRI = O GPI = 1
#9 #lo +

11 12 13

Field Field GPI = 1 Field
#7 #8

GRI = O
#9 +

14 15

1FPI = 1 Field FPI =1 Field
#5 #6

16 17

FPI = field presence indicator
GPI = group presence indicator
GRI = group recurrence indicator

FIGURE G-2. EXamDle Of a messaqe fOrmat.

Notes to Figure G-2:

1. Field 1 is a mandatory entry; thus, it is present in every transmission.
No FPI is required.

2. Field 2 is omitted; thus, the FPI = O.

3. Group fields 3 and 4 were omitted; th”sr the GPI . 0.
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14.
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16.
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One or more fields of ,the repeatable group RI are present in this
tS=SMiSSiOn; thus, the GPI = 1. ,,,:

Repeatable group R1 repeats; thus, its’ GRI = 1.

Field 5 is omitted in; this iteration ;”’thus, FPI = 0.

Field 6 is present; thus, FPI =, 1.

At least one of, the fields within repeatable group R2 is present; thus,
the GPI . 1. :

Repeatable group R2 is repeated; thus, the GRI . 1.

The fields within group’G2 (fields 7 and 8) are present in this
iteration; thus, their GPI = 1.

!. :., -:
The fields within group G3 (field 9 and 10) are pres$mt; thus, GPI . 1.

Prior to the appearance of repeatable group R2,
1,

the GRI field was set to
indicating that it would be repeated (see note 9) . Since group R2 is

a consecutive recurring group and does not contain any embedded
repeatable groups, a repeat of R2 is now appropriate. The first field
of repeatable group R2 is the GRI field. In this particular use of the
example message, the th:rd permitted appearance of group R2 is not
required; thus, .the GRI . 0.

The fields within group G2 (fields 7 and 8) are present; thus, the GPI .
1.

The fields within group G3 (fields 9-tid 10) ‘are present; thus,
=2. .’

the GPI

With the inclusion of field 10 in the ‘format, repeatable group R2 is
completed. Previously, in item 12, it was indicated that group R2 would
not be repeated.. Since there are no more e~edded repeatable groups
within group R2: to corisider, logic returns to consideration of group R1
to repeat. Item 5 previously indicated RI would be repeated after its
first appearance; therefore, repeatable group R1 is considered. The
first field of repeatable group R1 is the GRI field. Since the example
message format indicates group R1 can appear only twice in the message,
further repeats of R1 are illegal; thus, the GRI = O.

The first field (field 5) of group RI” is preserit; thus, the FPI = 1.

The next field (field’6) of group R1 is present; thus, the FPI . 1.

Group field R2 is omitted on this iteration of Rl; thus, the GRI . 0.
Note that the setting .of GPI . 0 for a repeatable group upon its first
consideration for appearance deletes that repeatable group from
consideration for repeat; thus, ,the absence of repeatable group R2, in
this example, ends the message.

)
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DFI/DUI MESSAGE ELEMENT DEFINITIONS

10. GENERAL

10.1 ScoDe. This appendix provides the message element
definitions applicable to MIL-STD-188-220. These definitions
have been extracted from the VMF Data Element Dictionary
cited in 20.

10.2 ADDlication. This appendix is not a mandatory part of
MIL-STD-188-220. The information contained herein is intended
for guidance only.

20. APPLICABLE DOCUMENTS.
Element Dictionary

VMF TIDP (TE) Volume II - Data

30. DFI/DUI DEFINITIONS. The following DFI/DUI descriptions
aPPIY to the messa9e elements specified in this MIL-STD.
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ROUTING AND RELAY FOR MULTIPLE DESTINATION ADDRESSING

10. GENERAL

10.1 scope. This appendix contains an ex&nple that illustrates
routing and relay procedures for multiple destination addressing,
as described in 5.4.2.9.1.

10.2 Application. This appendix is not a mandatory part of
MIL-STD-188-220. The information contained herein is intended
for guidance only.

20. APPLICABLE DOCUMENTS. This section is not applicable to
this appendix.

30. SCENARIO. Given the network topology shown in Figure I-1,
the procedures for routing information to multiple destination
addresses are described below in an example. The interpretation
of the address subfields (that is, area. subnet, and svstem..–
codes) of the ORI and DRI depends”on the network configuration
chosen by the network authority.

Figure I-1. ExamDle Of SCenariO tODOIOqv.

175
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30.1 Assunmtions, A prerequisite to successful .routin9 and
relay capabilities is the apriori connectivity information each
node acquires on its nearest neighbors, nearest neighbors + 1,
nearest neighbors ‘+ 2, and so on. It is assumed that
connectivity info~tiqn can be gained from system initialization
data, either manually or automatically. !?urthernpore,the
information on connectivity t~les can be updated during
operations from network header info~tion. For this example,
minimal information is lcgown regarding connectiv~ty.

30.2 EXamDle. In this example, node F will generate a single
message and address it to nodes A, B; C, D“,E, G; and Z as final
destinations. The example wi$l follow the network header through
to the final destinations.

30.2.1 Source F (ORI): To transmit information to multiple
destinations, the source shall set the L bit of its own ORI
(field 8) to O. It is.assumed that source F has connectivity
information on nodes A, B, G, and W. Furthermore, it is assumed
that source F has no connectivity information on nodes C, D,”E,
and Z. However, the source assumes” that npde W (an
intermediate) may have connectivity info~~ion on nodes C, D, E,
and Z. Since F is the originator og info~tion,, it must set the
D-bit of each address to O. “Source”F must also ,correctly set
J-bits to flag the addresses as inte~ediatSs or finals. The
J-bits of nodes A, B, C, D, E, G, and Z s~a~l be,set to O, and
all intermediate addresses (that is, W) sha}l be set to 1.
Figure I-2 represents the ORI of the ‘network header built by
node F.

,. ,. ,. .,.

I SOURCE NE~ORK ADDRESS I

L R R fx x x x x R “i’R x x x x x g R R x x x x x

o R R ~’ SOtiCE ~DRESS (F)

.
FIGURE 1-2. ExamDleSource F’s ORI.

30.2.2 Source F (DRI). In building,field 9 (DRI), source F has
a direct connection with nodes G and W. System W performs all
routing and relay’ing for F and G. Using this method, it is not
necessary for source F to know the exact path to any of the final
destinations. All source F is required to know is that W is
designated as its routing focal point to those addresses with
which it does not have direct connectivity. For this example, it
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is assumed that source F has some information on nodes A, B, G,
and W. Node F knows it can reach all final destinations throuah
w. A worst-case scenario for this example is that source F ha;
no knowledge of connectivity (other than W) . This would require
an intermediate destination for each final destination. Figure
I-3 depicts the DRI of source F’s network header. The Y of each
destination indicates that source F has direct connectivity with
nodes W and G. Therefore, the network header shall be mapped to
the link address.

!AP LINK
J3DRESS

Y

Y

I FINAL OR INTERMEDIATE NETWORK ADDRESS I

D R J x x x x x R R R x x x x x R R R x x x x x
I I I

IOIRIOI FINAL DESTINATION (G) I
10 R 1 INTERMEDIATE DESTINATION (W)

:0 R o FINAL DESTINATION (A)

:OIRIOI FINAL DESTINATION (B) I

o R 1 INTERMEDIATE DESTINATION (W)

o R o FINAL DESTINATION (C)

OIRIII INTERMEDIATE DESTINATION (W) I

OIRIOI FINAL DESTINATION (D) I

o R 1 INTERMEDIATE DESTINATION (W)

o R o FINAL DESTINATION (Z)

OIRIII INTERMEDIATE DESTINATION (W) I

OIRIO] FINAL DESTINATION (E) I

----—— - . — - - -
b’lGUl-Ui 1-3. E XamOle 01 Source F’s DRI.

30.2.3 Node G On reception of the network header, each node— .
will examine the L bit and determine that the DRI to follow is
for multiple destinations and proceed to analyze the destination
list for their network address. Since the D-bit is set to O, all
information is new. Node G will read its address and continue to
process the message. The entire destination list is analyzed by
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node G. Since G is not
the network header will

an intermediate address,, the remainder of
be discarded.

30.2.4 Node W Node W will examine the destination list for— -
redundant information and its own address. Subsequently, node W
will determine that it is an intermediate address for five final
destinations. Node W has direct connectivity with nodes A, B,
and Z. Node W also has responsibility for routing information to
nodes C, D, and E. A search through its corinect~vity table
reveals that nodes C and D can be reached ;through node Z and node
E through X. Node W will set,the D;bit OE its obn intermediate
address to 1, preceding the addresses of final d.estinations to
which it will directly(route inforu@tion. Node W shall map the
network addresses to those link addresses with which it has
direct connectivity. Node w shall replace its own intermediate
address with the ‘network addresses of nodes Z and X for routing
information to nodes Cl D, and E respectively. ‘Figure I-4
depicts the changes node W makes to:the DRIof the network
header.

!AP LINK I FINA+ OR IWERMEDIATE fiEwORK ADDRESS I
@DRESS

Y

Y

Y

Y

IOIRIOI FINW DESTINATION (B) I

o R 1 INTERMEDIATE DESTINATION (Z)

o R o ‘ FINAL DESTINATION (Ci

o R 1 ‘“; INTERMEDIATE DESTINATION,.(Z)

IOIRIOI. FINAL DESTINATION (D) I

Y 1 R 1 INTERMEDIATE DESTINATION (W)

o R o ‘ FINAL DESTINATION (Z)

Y o R 1 ~ .INTER&lEDIATEDESTI~ATION’ (X)

o R o FINAL DESTINATION (E)

FIGURE 1-4. Exanmle of Node W’s DRI .
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30.2.5 Node Z Node Z will examine the destination list for
redundan~~tion and its own address. Subsequently, node Z
will determine that it is an intermediate address for two final
destinations. Node Z has direct connectivity with nodes C and D.
Node Z will set the D-bit of its own intermediate address to 1,
preceding the addresses of final destinations to which it will
directly route information. Node Z shall map the network
addresses to those link addresses with which it has direct
connectivity. Node Z is also a final destination and will
process the information it received through node W from source
Figure I-5 depicts the changes node Z makes to the DRI of the
network header.

F.

MAP LINK I FINAL OR INTERMEDIATE NETWORK ADDRESS I
LDDRESS

D R J x x x x x R R R“x x x x x R R R x x x x x

o R o FINAL DESTINATION (G)

1 R 1 INTERMEDIATE DESTINATION (W)

o R o FINAL DESTINATION (A)

o R o FINAL DESTINATION (B)

1 R 1 INTERMEDIATE”DESTINATION (Z)

Y o R o FINAL DESTINATION (C)

1 R 1 INTERMEDIATE DESTINATION (Z)

Y o R o FINAL DESTINATION (D)

1 R 1 INTERMEDIATE DESTINATION (W)

o R o FINAL DESTINATION (Z)

o R 1 INTERMEDIATE DESTINATION (X)

o R o FINAL DESTINATION (E)

FIGURE I-5. Example of Node Z’s DRI.

30.2.,6 Node X Node X will examine the destination list for— .
redundant information and its own address. Subsequently, node X
will determine that it ie an intermediate address for one final
destination. Node X has direct connectivity with node E. Node X
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will set the D-bit of its own inte&ediate address to 1,

preceding the addresses of final destinations to which it will
directlv route information. Node X’shall map the network address
to the ~ink addresses with which it has diketit connectivity.
Figure I-6 depicts the changes node X’makes to the D121of the
network header.

,,

t+PLINK I FINWOR ItiERMEDIATE ”&TwORK ADDRESS I
DDRESS

D R J x x x x x R R R x x x x x R R R x x x x x

o R o FIN& DESTINATION (G)

1 R 1 ‘INTE~DIATED ESTIMATION (W)

o R o “ FiNAL DESTINATION (A)’

o R o FINAL DESTINATION (B);

o R 1 :“ INTE~DIATE DESTINATION (Z)

o R o ““: FINAL DESTINATION (C):

o R 1 INTE~DIATE DESTINATION

o R o “’~ FINAL DESTINATION (D)

1 R 1 INTERMEDIATE DESTINATION’(W)

0 R o “’,’ ,FINAL DESTINATION (Z)’

1 R 1 INTERIkDIATE” DeStinatiOn (x)

Y o R o FiNAL DESTINATION (E)
,.

FIGWE I-6. EkamDleof Node ’X’s DRI.
..,,

:.

.

,,
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