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3. DEFINITIONS.

3.1 Terms. Definitions of terms used in this document shall be as

specified in the current edition of FED-STD-1037. 1In addition, the following
definitions are applicable for the purposes of this standard.

B aE AR S T o~ 2 14 =
utomatic link establishment (ALE). The method of automatic station
contact initiation as described in appendix A of this standard s

Automatic sounding. Sounding is the ability to empirically test selected
channels (and propagation paths) by providing a very brief beacon-like
identifying brcadcast which may be utilized by other staticns to evaluate
connectivity, propagation, and availability, and to select known working
channels for p0531ble later use for communlcatlons r calling Such

High-performance HF da modem. High-speed (capable of at least 1200
bps) or robust data modems which incorporate sophisticated techniques for
correcting or reducing the number of raw (over-the-air induced) errors.

ink compressor and expander (Lincompex). A speech processing system
consisting of a compressor and expander linked by a control chan nel
separate from the audio (speech) channel.
Linkin r ion (LP). Linking protection is the protection of the

linking function of automatic link establishment from manipulation and
unintentional interference.

t
(=
o)
=
[\Y
s
-
7
e}
[
ot

s by which relative
hi

s signal qna11fv is

2
T @
“mw v W

(0]

a B’

ants as BER, SINAD, and MP. Such

[}
w ¢

[+
%]
o

Multipath (MP). The propagation phenomenon that results in radio signals
reaching the receiving antenna by two or more paths, especially when this

[

results in signal distortion due to differential time delay.

Phase noise (dBc/Hz). The amount of single-sided phase noise; contained
in a one-hertz bandwidth, produced by a carrier (signal generation)

source, and referenced in decibels below the full (unsuppressed) carrier
output power.

lus noj i i i i ion rati NAD) .
The ratio expressed in decibels (dB) cqnsisting of (a) the recovered
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audio power (original modulating audio signal plus noise plus distortion)
from a modulated radio frequency carrier, and (b) any residual audio
power (noise plus distortion) remaining after the original modulating
audio signal 1is removed.

Third-order intercept point. The third-order intercept peoint is a
standard measure of how well a receiver performs in the presence of
strong nearby signals. The receiver third-order intercept point ig an

extrapolated convergence (not directly measurable) of a desired output
intermodulation distortion products.

NCOTE: Testing is conducted using two freguencies, £1 and {2,
which fall within the first intermediate frequency mixer
passband. (In general, the test frequencies will be about 20-30
\
’

h = apa rt
"

ANz ajpa .

Supersedes page 8 of 15 September 1988.
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3.2 Abbreviations and acronyms. The abbreviations and acronyms used in
this document are defined below. Those listed in the current edition of FED-

STD-1037 have been included for the convenience of the reader.

ABCA American, British, Canadian, and Australian (Armies)
ACK acknowledgement
.
AGC automatic gain control
aJ anti-jam
AL-0 Unprotected application level
AL-1 Unclassified application

ALC automatic level control

ALE automatic link establishment

AMD automatic message display

ANSI American National Standards Institute
ARQ automatic repeat request

ASCII American Standard Code for Information Interchange

BER bit error ratio
CCEP Commercial COMSEC Endorsement Program
CCIR International Radio Consultative Committee
COMSEC Communications Security
CMD ALE preamble word COMMAND
CRC cyclic redundancy check
DATA ALE preamble word DATA
dBc decibels referenced to full-rated PEP carrier power
DBM data block message
DCE data circuit—ierminating equipment
/
DCS Defense Communications System

Supersedes page 9 of 15 September 1988.
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DISA Defense Information Systems Agency

DISAC Defense Information Systems Agency Circular

DO design objective
DoD Department of Defense

DODISS Department of Defense Index of Specifications and

DTE data terminal equipment
DTM data text message
EDRC error detection and correction

FCS frame check sequence

FDM frequency-division multiplexing

FEC forward error correction

FIPS Federal Information Processing Standards

FSK frequency-shift keying

HF high frequency

IAW in accordance with

ICD interface control document

ICW interrupted continuous wave

IMD intermodulation distortion

ISB independent sideband (transmission)
ISDN Integrated Services Digital Network
IS0 International Organization for Standardization
ITU International Telecommunications Union
JCS Joint Chiefs of Staff

LP linking proteétion

inking Br ¥
inking protectio
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Supersedes page 10 of 15 September 1988.
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link quality analysis

{1) lower side band (radio)
(2) least significant bit (data)

millisecond
t

nif
1t

sign cant bit

nonacknowledgement (request for repeat)
North Atlantic Treaty Organizatidn

narrowband frequency modulation

National Security Agency
Open Systems Interconnection

peak envelope power

parts per million
push to talk

Quadripartite Standardization Agreement

signal plus noise plus distortion to noise plus
distortion ratio

signal-to-noise ratio

to be developed
time of day

unclassified

Supersedes page 11/12 of 15 September 1988.
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USAISEC U. S. Army Information Systems Engineering Command
UuT unit under test
USB upper sideband
UUF user unique function
VFCT voice frequency carrier telegraph
VSWR voltage standing wave ratio

Page 12 added.
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4, GENERAL REQUIREMENTS.

A 1 Roamaea 1 Desr momemer b 4 A Fovnminnree harmAd allAanatrs~Arn fAr +ha MEPE RanA
2.4 QEUICIaL . By CONvVeElitdidil, ILITUURILY Ldalil a4iflatifi 404 LuT da waluv
is from 0.3 megahertz (MHz) to 3 MHz and the HF bhand is from 3 MHz to 30

MHz., However, for military purposes, equipment designed for HF band use has
historically been designed with frequency coverage extending into the MF
band. For new HF equipment, HF band standard parameters shall apply to any
portion of the MF band included as extended coverage. - Currently there.ate no
known military requirements below 1.5 MHz. Consequently, this portion of the
MF band is not standardized.
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(long-haul) installations and tactlcal sets. The tactlcal sets are
subgrouped further into vehicle transportable and manpack versions. Although
these distinctions still exist in principle, the former lines of distinction
have become somewhat blurred. The mobility of current military forces
dictates that a significant number of long-haul requirements will be met with
transportable systems, and in some cases, such systems are implemented with
design components shared with manpack radios. When such “tactical" equipment

is nesed to meet a 1nnn—han1 racuirament the aguinment shall meet 1nnn—hau1

e WL T TO [$1-3 SN i L R =L =2 8 L veaw e as Caclaa STTLE LS p9 5.0 ¥ 8

minimum performance standards. Accordingly, within this standard, tactlcal
use groups may contain dual-value parameters. One parameter reflects usage
wherein the frequency-determining elements are temperature controlled. The
other usage is deployment related, wherein the frequency-determining elements
are not temperature controlled (the usual condition for manpack equipment in
tactical operations).

4.2 Equipment operation modes.

capable of being stabilized by an external standard. Should multiple-
frequency (channel) storage be incorporated, it shall be of the programmable-
memory type and be capable of storing/initializing the operational mode (see
4.2.1.1 and 4.2.1.2 below, and 40.2 of appendix A) associated with each
particular channel.

4.2.1 Baseline mode. Frequency control of all new HF equipment shall be

4.2.1.1 Single-channel. 2All new single-channel HF equipment shall
provide, as a minimum, the capability for the following one-at-a-time
selectable operational modes:

a. One nominal 3-kHz channel upper sideband (USB) or lower sideband
(LSB) (selectable).

-

rate-aepenoent bandwidth) :Lm:errupted continuous wave (ICW)
e

c. A narrowband freauencv m c_h_xlét;ign lNBFM) channel caoablllt should be

Reprinted without change.
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4.2.1.2 Multichannel 2All new multichannel HF equipment shall provide,
as a minimum, the Capabllluy for sxngl cha‘ﬁe; operation as set forth in
4.2.1.1 above and the following one-at-a-time selectable operational modes:

Two nominal
channels in

a.

One nominal
Two nominal
independent
Vi

1ndependent

One nominal
independent

4.2.3

Anti-jam (AJ) mode.

3-kHz channels in the USB or LSB (two independent
the same sideband--sideband selectable).

6-kHz channel in the USB or LSB (selectable). .

channels in the USB and two in the LSB (four

channels--two in each sideband).

channel in

t!

Vlﬂ
fe gl
[t

channels--one in each sxdeband

3-kHz channel in the USB and one in the LSB (two
3-kHz channels--one in each sideband)

If AJ is to be implemented, the AJ

capabilities and features for HF radios shall be in accordance with

MIL-STD-188-148.

4.3.1 1 ri

If LP is to be implemented, the LP
o be in accordance with appendix

ciidL L

a risti igital in E . As a minimum,

any incorporated interfaces for serial binary data shall be in accordance

to

with the provisions of MIL-STD-188-114. Such interfaces shall also include
provisions for reguest-to-send and clear-to-send signaling. The capability
accept additional standard interfaces is not precluded.

4.3.2 Electrical characteristics of analog interfaces. See 5.3.6 and
5.4.5.

4.3.3 Modulation ata signaling r . The modulation rate

(expressed in baud (Bd)) or the data signaling rate

(expresseu in bits pel

second (bps)) at interface points A and A’ on figure 1 shall include those

contained in the HF

-QTT -
o ids

188-110

-—ave

North Atlantic Treaty Organpization (NATQ) and Quadripartite

Supersedes page 14 of 15 September 1988.
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4.4.1 Single-channel communications systems. For interoperation with

NATO member nations, land, air, and maritime, single-channel HF radio
equipment shall comply with the applicable requirements of the current edition
of STANAG 4203.

Page 1l4a added.
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5. DETAILED REQUIREMENTS.

5.1 General.

5.1.1 Introduction. This section provides detailed performance
standards for MF and HF radio equipment. These performance standards shall
annlyuy Avar +tha arnmranriata framancy ranna €ram 2 N MU +~ 20 QGQQAQ MU~ TA-.
Urt-’d-! A A A SR [SY YL uyr’LvrI&&u\v" - LC\-’UC)I\-«: Lﬂldsc A L VL ~ « VvV AAlL “\w s 0 AT LM b Ve
1.5 MHz to 29.9999 MHz)

N a
s -

5.1.2 Signal and noise relationships. The signal and noise

relationships are expressed as signal plus noise plus distortion to noise plus
distortion ratio (SINAD), unless otherwise identified. -Unless otherwise
specified, when the ratio is stated, the noise bandwidth is 3 kHz.

5.2 Common eguipment characteristics. These characteristics shall apply
to each transmitter and to each receiver unless ctherwise specified.
5.2.1 Displaved frequencv. The displayed frequency shall be that of the

carrier, whether suppressed or not.

5.2.2 Frequency coverage. The radio equipment shall be capable of
operation over the freguency range of 2.0 MHz to 29.9999 MHz in a maximum of
100-Hz frequency increments {DO: 10-Hz) for singie-channel equipment, and
10-Hz frequency increments (DO: 1-Hz) for multichannel equipment.

5.2.3 Frequency accuracy. The accuracy of the radio carrier fregquency,
including tolerance and long-term stability but not any variation due to
doppler shift, shall be within +30 Hz for manpack equipment and within
+10 Hz for all others, measured during a period of not less than 30 days.

5.2.4 Phase stability. The phase stability shall be such that the
probability that the phase difference will exceed 5 degrees over any two
successive 10 millisecond (ms) periods (13.33-ms periods may also be used)
shall be less than one percent. Measurements shall be performed over a

sufficient number of adjacent periods to establish the specified probability
with a confidence of at least 95 percent.

5.2.5 Phase noise. The synthesizer and mixer phase-noise spectrum at
the transmitter output shall not exceed those limits as depicted on figures 2
e-tone Output conditions. rlgure 2

) tQ‘
'_.l

¢ for fixed-site and transportable long-haul
plcts the limits for tactical radio
c dual parameters

e 4.1 for appli

Supersedes page 17 of 15 September 1988.
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5.4.5.2 Qutput impedance and power. The receiver output impedance shall

be a nominal 600 ohms, balanced with respect to ground, and designed to drive
a minimum of six paralleled 600-ohm loads without decrease in output power
greater than 2.5 dB relative to a single matched-load output Electrical

symmetry shall be sufficient to suppress longitudinal currents at least 40 dB
below reference signal level. The receiver output signal power for operation
with a headset or handset shall be adjustable at least over the range from -3
dBm to 0 dBm. For operation with a speaker, the output level shall be, '~
adjuscable at least over the range from 0 dBm to +30 dBm. As a DO, an

additional interface which can accommodate speakers ranging from 4 to 16 ohms
1mpedance should be provided.

5.5 matic link establishmen If ALE is to be implemented, it
shall be in accordance with appendix A. The ALE requirements include
selective calling and handshake, link quality analysis and channel selection,
scanning, and sounding. These requirements are organized in appendix A as

a. Requirements for ALE implementation are given in sections 10 through
40.

b. Detailed requirements on ALE waveform, signal structure protocols,
and orderwire messages are contained in sections 50 through 90.

I ~ . > - - 2 - £ 12 e m i e e md b 2 e = g emsuswitn e ]

5.6 Linking protection (LP). If linking protection is required to be
implemented, it shall be in accordance with appendix B. These requirements
are organized in appendix B as follows:

a. General requirements for LP implementation are given in sections 10
through 390.

b. Detailed requirements on how to implement LP are given in section 40.

» [
A ¢

c. The unclassified application level (AL-1) is the lowest level of LP
and is mandatory for all protected radios implementing LP.

d. AL-1 is the only level of LP presently covered in appendix B. The
higher levels of LP, application levels 2 through 4, will be added to
appendix B as development and testing are completed under MIL-STD-
187-721 Planning Standard.

Supersedes page 33/34 of 15 September 1988.
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(This section contains information of a general or explanatory nature that may
be helpful, but is not mandatory.)

6.1 Intended use. This standard contains requirements to ensure
interoperability of new long-haul and tactical radio equipment in the medium

frequency (MF) band and in the high frequency (HF) band. .

6.2 Issug of DODISS. When this standard is used in acquisition, the
applicable issue of the DODISS must be cited in the solicitation (see 2.1.1
and 2.2).

6.3 ubject term (key word) listin

Adaptive communications

AJ mode

ALE

ALE mode

Automatic link establishment (ALE)
Automatic sounding

Baseline mode

Deep interleaving

Frorward error correction

Golay coding

43 (=]
0
[}
»

Llnklng protectlon control module
Link quality analysis (LQA)

LOA

Orderwire data messages
Protection interval

Radio frequency scanning
Selective calling

Slotted responses

Star net and group

Triple redundant word

Word phase
6.4 International standardization agreements. Certain provisions of
this standard in 4.2, 4.4, 5.2, 5.3, and 5.4 are the subject of international
standardization agreements, STANAGs 4203 and 5035, and QSTAG 733. When change
notice, revision, or cancellation of this standard is proposed that will
modify the international agreement concerned, the preparing activity

will take appropriate action through international standardization channels,
including departmental standardization offices, to change the agreement or
make other appropriate accommodations.

Supersedes page 35/36 of 15 September 1988.
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6.5 Changes from previous issue. The margins of this standard are
marked with vertical lines to indicate where changes (additions,
modifications, corrections, deletions) from the previous issue were made
This was done as a convenience cnly and the Government assumes no liabi llt'y‘
whatsoever for any inaccuracies in these notations. Bidders and contractor

are cautioned to evaluate the requirements of this document based on the

entire content irrespective of the marginal notations and the relationship to

the last previous issue. N

Page 36 added.
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AUTOMATIC LINK ESTABLISHMENT SYSTEM

signal structures, protocols, and performance for the automatic link

10.1 Scope. This appendix provides details of the prescribed waveform

establishment (ALE) system. ' .

10.2 Applicability. This appendix is a mandatory part of
MIL-STD-188-141A whenever ALE is a requirement to be implemented into the HF
radio system. The functional capability described herein includes automatic
signaling, selective calling, automatic answering, and radio frequency (rf)
scanning with link quality analysis (LQA). The capability for manual

operation of the radio in order to conduct communications with existing, older

generation, nonautomated manual radios, shall not be impaired by
implementation of these automated features.

20. APPLICABLE DOCUMENTS.

[
)
2
>

FEDERAL

Federal Information Processing Standards

FIPS PUB 1-1 Pub

-3
E U cat

Arma NAaA~ -
L4010 Louce ..

1i
interchange

(Copies of Federal Information Processing Standards (FIPS) are available to
Department of Defense activities from the Commanding Officer, Naval
Publications and Forms Center, Standardization Document Order Desk, 700
Building #4, Section D, Philadelphia, PA 19111-5094. Others

’
must request copies of FIPS from the National Technical Information Service,
5285 Port Royal Road, Springfield, VA 22161-2171.)

20.2 Non-Government publications. The following documents form a part

of this appendix to the extent specified:
INTERNATIONAL STANDARDIZATION DOCUMENTS

International Telecommunications Union (ITU),

Radio Regulations

NN SN

Af Her~h B s~y - T
c,v lJ.LIC
Recommendatlon 520 Channel Simulators

(Application for copies should be addressed to the General Secretariat,
International Telecommunications Union, Place des Nations, CH-1211 Geneva 20,
Switzerland.)

PO -~ - P

Supersedes page 37 of 15 September 1988.
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International Organization for Standardization (ISO)

International Open Systems Interconnectio
Standard 7498-1984 Reference Model

5
o
w
-

{Application for copies should be addressed to the Central Secretariat,
International Organization for Standardization (ISO) 1, Rue de Varembe,
CH-1211, Geneva, 20, Switzerland.)

{(Non-Government standards and other publications are normally available from
the organizations that prepare or distribute the documents. These documents
also may be available in or through libraries or other informational
services.)

30. DEFINITIONS.

30.1 Standard definitions and acronyms. See Section 3.

30.2 pefinitions of timing symbols. The abbreviations and acronyms used

for timing symbols are contained in annex A to this appendix.
40. GENERAL REQUIREMENTS.

40.1 System est rformance. Stations designed to this standard shall
demonstrate an overall system performance equal to or exceeding the following
requirements. Linking attempts made with a test setup configured as shown on
figure A-1, using the specified ALE signal created in accordance with this
appendix, shall produce a probability of linking as shown in table A-I.

TABLE A-I. Probability of linking.

Signal-to-noise ratio (db)
Probability Gaussian CCIR CCIR
of noise good poor
linking (P1) channel channel channel
>25% -2.5 +0.5 +1.0
250% -1.5 +2.5 +3.0
>85% -0.5 +5.5 +6.0
>95% 0.0 +8.5 +11.0
— . 1 - . W

Supersedes page 38 of 15 September 1988.
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The receive audio input to the ALE controller shall be used to simulate the
three channel conditions. The CCIR good channel shall be characterized as
having 0.5 ms multipath delay and a fading (two sigma) bandwidth of 0. 1 Rz.
The CCIR poor channel, normally characterized as consisti
h a)

L
L.-\..q' ng 2 n -~ s s &
iiav il 1S UIUL LLPG Lll UC.L ﬂy wlitil

~ e o rewna

“ . a Ldu-l.llg \LWU o4 Yilia
shall be modified to have 2.2 ms multipath delay and a fading
bandwidth of 1.0 Hz. Doppler shifts of -60 Hz shall produce no more than a
1.0 dB performance degradation from the requirements of table A-I for ghe CCIR
good and poor channels.

ticular multlpath value whlch would result in con
cancellation during simulator testing.

e
t

Each of the signal-to-noise ratio (SNR) values shall be measured in a nominal
3-kHz bandwidth. Performance tests of this capability shall be conducted in
accordance with CCIR Recommendation 520 "Use of High Frequency Ionospheric

Channel Simulators®, employing the C.C. Watterson Model. This test shall use
+ha snAsrs Anal aranmnineg Arallsney mneatasnal Aaoaarmnrihad s 70N 2 MTha +9ma FfAe
Ciie A lINAA V AUAWUG A D\oﬂllll&lls \’G.LL-I.IIS PLU\-U\—UL AT oW L AT -~ dd IV e"T ada -AT (SRS ey, — AVL
performance of each link attempt shall be measured from the initiation of the

calling transmission until the successful establishment of the link.
Performance testing shall include the following additional criteria:

a. The protocol used shall be the individual scanning calling protocol
with only TO and THIS IS preambles.

€. Units under test (UUTs) shall be scanning 10 channels at 2 channels
per second.

d. Call initiation shall be performed with the UUT transmitter stopped
and tuned to the calling frequency.

a Maswimizvn +1ma FfyrAm ~al TsmnitbiatrsArm maneirsrard fram +ha atav+sr Af ITTIT »F
Ay L=y 11 113 L™ e il — A b \JALL wrCldd s -—dlhdLAQ LAV MG Go WL - & WAL wid L= = o A A A e e
transmission -- not from activation of the ALE protocol) to link

establishment shall not exceed 14.000 seconds, plus simulator delay
time. The call shall not exceed 23 Trw, the response 3 Trw, and the
acknowledgement 3 Trw.

NOTE: Performance at the higher scan rates shall also meet the foregoing
requirements and shall produce the same probability of linking as shown
in table A-I.

40.2 Channel memorv. The equipment shéll be capable of storing,
retrieving, and employing at least 100 different sets of information
concerning channel data to include receive and transmit frequencies with
associated mode information. See table A-II. The channel data storage shall

be nonvolatile.

Supersedes page 40 of 15 September 1988.

o
(=]



147

¢ ‘gg6r Iequaidag ¢1 FO [y 9bed sepaszedng

Atuo ardwexe 103 umoys sangea v

*(ITTeO IO PUNOE) UOTESTWSURIZ BTQRTITIUIPT

Aue Kq snyea ,TeAIdJUT pUNOE, 03 19821 §T I ~burtpunos sasbhHrtai sntea ,0x02, TTIIUN
pejuswaroap A[reorporrad €1 pue Tauueyd uo BUTPUNOS IXSU TTIUN BWTI £33IBOTPUT ,pPUnOsE 3IxaN, °
‘elep-d ‘90T0A-A ‘2IND3E6-§ ‘IRDITD-) ‘Ou-N ‘tek-x
.. 3dSn. obesn pue ¢,ymd., 3Indino xemod ! ,INV, (S)uorjoeres euuajue jo abeixols Teuotadd (x) T :IION

N ™M

Downloaded from http://www.everyspec.com

1eaTd ‘ueds
-uou ‘Ayuc 2aT809YW ‘A - T - - -~ ON ¥ WY --  0°000°S 0°0 001-2

. . « . . . .

.
.
.

. . . . . . . . . . . . . -~ .

axnnas ‘ATJuo ejep ‘ueds
-uou ‘xa7dwrts TEOTdAL a or ¢S - - S Nd/L €8T €sn 0°006°6 0°006'6 S-0
{Invas pue avalo ‘xamod .
ybry ‘xatdnp-yreRy ‘elep
10 aovoa TeoTrdAl ‘A IH T § utw 09 UTW ZZ SO X W/X €ST €ST 0°666°‘ET N TIT’ET v-2 |
aanvas pue IwaTOo ‘Iamod
yb1y ‘euusiue 1ayjloue ; |

sasn ‘xardnp-3TeH A IH 207 utw 09 utw 1 SO X ¥/L €ST 49SN 0°€EE’O0T 0"EEE’0T £€-0
2UITY STYI 1e .
ATuo satadax 3Ing ‘swes A OT T2 -= -= Ok d gsn  dsn greee‘ze zrezeeree Z-2

Ie9@D ‘@0TOAa ‘z8mod mOT

‘Touueyo xordwrs TedtdAlr A 0T 1 utw 0 utw py O X ¥/l €S0 €SO LULLLLT LoLLLLT 1-0
£ JUBUIOD g ol Teaxa@3ul punos XN ¥ xd XL Xd (2ZHW) XI
a1dwexy S M NV punog IXIN 49 / 9pPON Kouenbaag [euueyd
n d ¥ S (g) 20 1
x X ¥ % S S

- BTENeRS ATICOST TIUTLS " II-V FTEVL

T JOILON
¥ X1 4dv¥
Yiv1-881 S-TIR



IBYE. 8.3

Downloaded from http://www.everyspec.com

MIL-STD-188-141A
APPENDIX A
NOTICE 1

The mode information shall include:

sounding data

group/net association

modulation type (associated with frequency)

transmit/receive modes

filter width (DO) .
AGC setting (DO)

input/output antenna port selection (DO)

input /output information port selection (DO)

noise blanker setting (DO)

t;ansmit power leve

© 0 O O

O 0 OO0 OO0

[

L m mv Ahameaal e
Ciaiiie VA wiiQilliiT 4 “wo
security (DO)

sounding self address(es) SAn....(DO)

o 0 O

Any channel (a) shall be capable of being recalled manually or under the direction of any
associated automated controller, and (b) shall be capable of having its information
altered after recall without affecting the original stored information settings.

-
.3 Scganning. T
t}

a N
4V
stored in memory lxn

direction of any assocmated automated controllez The scanned channels should be
selectable by groups (such as 10 groups of 10 channels) and also individually within the
groups, to enable flexibility in channel and network scan management. The design shall
incorporate selectable scan rates of 2 channels per second (chps) and 5 chps (DO: 2,5,
and 10 chps). Performance shall meet the requirements of 40.1. The radio shall stop
scanning and wait on the most recent channel during the advent of any of the following

Butomatic controller input of stop scan (the normal mode of

operation)
© Manual input of stop scan
o Activation of push-to-talk (PTT) line (DO)
o Activation of external stop-scan line (DO)

40.4 1 r mory. The radio shall be capable of storing, retrieving, and
o twenty aiff information ﬁnnﬁﬁrh\ﬂg =elf addrp\«xna The

mation ra s \onvolatile. These sets of information include
its own personal) address(es), valld channels which are associated for use, and net
addressxng. Net addressing information shall include (for each "net member" self address,
as necessary) the net address and the present slot wait time (in multiples of Tw). See
table A-III. The slot wait time values are Tswt(SN) from the formula in 70.6.2. Stations
called by their net call address shall respond with their associated self {net member)
address with the specified delay (Tswt(SNj). For example, the call is "GUY", thus the
response is "BEN". Stations called individuall y one of their self addresses (even if a
mambhae sddracsel ahall vraenand immadiatalu

menmber address) shall respond immediately, ith that addrﬁﬂq; as specified in the

H ara
e & de
aro ae ¢
8to ge

< O
led

dual Qnanning ha111nn nrnfnrn] Stations

(even if a net member

Supersedes page 42 of 15 September 1988.
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TABLE A-VI. Limits to calls.

~
[l
[V}
[#))
©
3
7)

Call time (12 words) (Tc max of the call) 4704 ms
Scan period (Ts max) 50 s

Message section basic time (Tm max basic) 11.76 s-
{(unless modified by AMD extension, or by
mas - \

lalatly . V3 B\ 2o P Y -~ ™
COMMAND such as DTM or DBM)

Message section, time limit of AMD 11.76

(90 characters) (Tm max AMD)

Message section time, DTM (1053 2.29 min

characters) (Tm max DTM) (entire data block)
Message section time, DBM 23.26 min {entire deeply
{37377 characters) {(Tm max DBM) interleaved block)

If an orderwire protocol such as AMD, DTM, or DBM is used to extend the basic
message section, it shall start no later than the start of the 30th word
(11.368s). Such extension of the message section shall be determined by the
length of the extending orderwire protocol, and the message section shall

terminate at the end of the orderwire without additional extension. The
conclusion shall start at the end of the message section.

60.2.4.2 Basic 38 ASCII subset. The basic 38 ASCII subset shall include
all capital alphabetics (A-2) and all digits (0-9), plus designated utility
and wildcard symbols “@" and "?", as shown on figure A-6. The basic 38
subset shall be used for all basic addressing functions as described in

60.5. To be a valid basic address, the word shall contain a routing preamble
(such as TQ...), plus three alphanumeric characters (A-Z, 0- 9) from the basic
38 subset in any combination. In addition, the "@" and "?" symbols shall be

used for special functions only as described in 60.5.4. Digital
discrimination of the basic 38 subset shall not be limited to examination of
only the three MSBs (b, through by), as a total of 48 digital bit combinations
would be possible (including ten lnvalld symbols which would be improperly
accepted) .

60.2.4.3 Expande 4 . The expanded 64 ASCII subset shall
include all capital alphabetics (A-Z), all digits (0-9), the utility symbols
"@“ and "?", plus 26 other commonly used symbols. See flgure A-7. The

P afhaniand o
panded 64 subset shall be used for all basic orderwire message functions,
as descrlbed in section B0, plus special functions as may be standardized.

Supersedes page 58 of 15 September 1988.
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For orderwire message use, the subset members shall be enclosed within a
sequence of DATA (and REPEAT) words and shall be preceded by an associated
COMMAND (such as data text message). This COMMAND designates the usage of
the information which follows, and shall also be preceded by a valid and
appropriate calling cycle using the basic 38 subset addressing. Digital

discrimination of the expanded 64 subset may be accomplished by examination
A€ +ha s~ MCDe W anAd W ) aae 211 A€F +ha mamhare rv-\b-h-:n *ha "AT" anmA
Vi Lilc LWU FlobDo \U—’ aliua U6[ Ao 4ad i Vi LT UMTWWICT L o WA Liddii LSY 24— VvV d Qalilyg

"10" MSBs are acceptable. No parity bits are transmitted, because the
integrity of the information is protected by the basic ALE FEC and redundancy
and may be ensured by optional use of the COMMAND CRC (cyclic redundancy
check), as described 1n section 80.

Al

Page 58a added.
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60.3.3 Interleaving and deinterleaving. The basic word bits W1 (MSB)
through W24 (LSB), and resultant Golay FEC bits Gl through G24 (with G13
through G24 inverted), shall be interleaved, before transmission using the
pattern shown on figure A-13. The 48 interleaved bits plus a 49th stuff bit
S49, (value = 0) shall constitute a transmitted word and they shall be

transmitted Al, Bl, A2, B2... A24, B24, 549 using 16-1/3 symbols (tones) per
word (Tw) as described in 50.3. At the receiver, and after 2/3 voting (see
60.3.4), the first 48 received bits of the majority word (including remaining
errors) shall be deinterleaved as shown on figure A-13 and then Golay FEC
decoded to produce a correct (ed) 24-bit basic word (or an uncorrected error

flagi. The 45%th stuff bit (S49) is ignored

60.3.4 Redundant words. Each of the transmitted 4$-bit (or 16-1/3
symbol) (Tw) words shall be sent redundantly (times 3) to reduce the effects
of fading, interference, and noise. An individual (or net) routing word
(TO...), used for calling a scanning (multichannel) station (or net), shall
be sent redundantly as long as required in the scan call (Tsc) to ensure
receipt, as described in 70.4. However, when the call is a non-net call to
multiple scanning stations (a group call, using THRU and REPEAT alternately),

the first individual routing word (THRU) and all the subseguent individual
routing words (REPEAT, THRU, REPEAT,...) shall be sent three adjacent times
(Trw) . These triple words for the individual stations shall be rotated in

group sequence as described in 70.6. See figure A-14. At bit time intervals
(approximately Tw/49), the receiver shall examine the present bit and past
bit stream and perform a 2/3 majority vote, on a bit-by-bit basis, over a
span of three words. See tables A-VII and A-VIII. The resultant 48
{(ignoring the 49th bit) most recent majority bits constitute the latest

majority word and shall be delivered to the deinterleaver and FEC decoder.
In addition, the number of unanimous votes of the 48 possible votes
associated with this majority word are temporarily retained for use as

described in 60.

60.4 Word framing and synchronization.

60 4.1 General. The ALE system is inherently asynchronous and does not
additional forms of system synchronization, although it is
compatible with such techniques. However, the imbedded timing and structure
of the system provide specific synchronous benefits in linking; orderwire,

and anti-interference functions, as described herein.

60.4.2 Framing. All ALE transmissions, commonly referred to herein as
"calls," are based on the tones, timing, bit, and word structures described
in sections 50 and 60.2. All calls shall be composed of a "frame," which
shall be constructed of contiguous redundant words in valid sequence(s) as

_____ _— V1 Sl 2 g g ¥ n_Trr P £ o e b

described on xlgure n-a, as limiteq in tapie A-Vi, and in Iormats as

described in section 70. There are three basic frame sections: calling
cvcle, message, and conch ure

CIVAT; AT oSldyTy ~

examples.

Reprinted without change.
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FIGURE A-13. Word bi

Supersedes page 68 of 15 September 1988.
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PUT THE NEXT THREE
CHARACTERS (OR TWENTY-ONE
BITS) IN REPEAT.

Q
I
m
>‘
z
<
(o]
el

FIGURE A-16. Messace secuences -- Continued.

Reprinted without change.
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60.4.2.3 Conclusion. The third section of all calls is termed a

"conclusion."” It shall be composed of either THIS IS or THIS WAS (but not
both) (and possibly DATA and REPEAT) words, from the end of the message {or
calling cycle SéCthnS, if no message) until the end of the call. See figure
n_1"7 CamssrmA e AT Ameramrt s e alhall atawe swmads ataler waeh TUITE TS Ay MUTC

[ 2 S VvOUIIUS, dill TALTPLAUILL, diidili OLdAll lHUITULGLTLY Wi il gaid o i Ve Sty
WAS) words as descrihed in 70.5 EPEAT shall not immediatelv follow THIS IS
wAg) rds as described in 70,5, REPEAT shall not immed ely follo

or THIS WAS. Both conclusions and sounds contain the whole address of.the

transmitting station.

60.4.2.4 Basic frame structure examples. Contained in figure A-18 are
basic examples (does not include the optional message section) of frame
construction. Included are sxngle—word and multiple-word examples of either

51ngLe or multiple called station address(es) for nonscan (single-channelj and
________ T B = L S e - LR T - T 0 | -— e Ammmisen malla
3LdllllLllg tliui Lipic—Cluanued) USCT 1il lndivaiuudad, 1TV, Vi Yivup vaddio.

60.4.3.1 <Transmit modulator. The ALE transmit modulator accepts digital
data from the encoder and provides modulated baseband audio to the
transmitter. The signal modulation is strictly timed as described in 50.3 and
50.4. After the start of each transmission by a station, the ALE transmit

modulator shall maintain a constant phase relationship, within the specified
L2 anl mm o mmsaanem s e e PR T [ b mad el en VA iAot sem el at a1l +Feswmae
Limunyg accuracy, aioilg adld LLdllDu LLEU LLIdpiT LTUUWIIMGIL WULUD, 4L add Lriucoy
until the final frame in the transmission is te inatad Snecificallvu.
ntil the final frame in the transmission is terminated. Specifi cally,
- T = n x Trw

{later tripie redundant word) {early triple redundant word)
where T( ) is the event time of a given triple redundant word within any

frame, Trw is the period of three words (392 ms), and n is any integer.

OTE: Word phase tracking will only be implemented within a transmission
issi

The internal word phase reference of the transmit modulator shall be

independent of the receiver (which tracks incoming signals) and shall be self
timed (within its required accuracy. See 50.4.)

NOTE: 1In some applications, a single transmission may contain several

frames.

60.4.3.2 Receive demodulator. The receive demodulator accepts baseband
mea A . L A m e e [ S, e el = awmed Aawmmdecl mbans ATE os~nanle anAd
auQl0 l11i0oo Ltue recelvelr, aCyuiies, LXaCRd, d4Adlilu UTIUUULGLTD ALL O4Y4liaio, i
meavidoae tha ramAavarad Aisaital Aara +A +ha Aarsn are Cas F\nnro A—"‘ In
provides the recovered digital data to the decoeders See faigure RA-14 In
data block message (DBM) mode, the receive demodulator shall also be capable

a s
of reading single data bits for deep deinterleaving and decoding.

60.4.3.3 Synchronization criteria. The decoder accepts digital data
from the receive demodulator and performs deinterleaving, decoding, FEC, and
data checking. During initial and continuing synchronization, all of the
following criteria shall be used to discriminate and read every ALE word:

o

ek mmalee . T QOO0
oepLewer 13500,

P "~y £ aC
uperseges page /o Ol 19
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TABLE A-X. Use of

utility symbol.

Pattern Function Guidance
TO "Standard" three-character Any position in address and
A BC address structure "ABC" sequences '
- - - - ]
TO “Stuff-1" reduced-address Only last word in address; anywhere
A B R field:; adds two characters in segueances
- - "A,B"
TO "Stuff-2" reduced address Only last word in address; anywhere
A @@ field; adds one character in sequences
- - wan
TO *Alicall®” global address; Exciusive member of calling cycle;
g 2@ all stop and listen (unless single TQ only
inhibited), none respond
- - - - - -- "Selective allcall": global Alone, or with additional different
TO REPEAT; address; all with same last allcall selections, for "group
page @ be character "A" (or "B") stop selective allcall"; only in calling
- - - - - -- and listen (unless cycle; must use TQO, REPEAT
(option) inhibited), none respond alternately never DATA, if more
than one*
TO "Anycall” global address: Exclusive member of calling cycle:
ee- all stop and respond in PRN single TQ only
slots (unless inhibited),
using own addresses
- - - - - "Selective anycall”: all Alone, or with additional different
TO REPEAT' with same last characterisj) anycall selections, for "grcup
g 2a ge B_J "A" (or "B") stop and selective anycall”; only in calling
- - - - - respond in PRN slots cycle; must use TQO, REPEAT
(option) (unless inhibited), using alternately (never DATA), if more
own addresses than one*
- - - - --] "Double selective anycall"” Alone, or with additional different
TO REPEAT! all with same last anycall selections for "group
@§AB @CpD | characters "ABY¥ (or "CD") double selective anycall¥; only in
- - - - -— stop and respond in PRN calling cycle, must use IQ, REFEAT
{cpticn) slots {unless inhibited) alternately {never DATA), if more
using own addre s than one~*
- - - - “Null" address; all ignove, Any position in address sequence
TO test and maintenance use, (omit from Tsc if group call)
eeae or extra "buffer" slot except never in conclusion (ter-
- - - - minator), or REPEAT, only, if
following TO
Reprinted without change
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TABLE A-X. £ "@" utili 1 -- Continued.
NOTES :

1. All patterns not shown here are reserved and shall be considered invalid
until standardized. ’

2. "@" indicates special utility character (1000000}; "?" wildcard (0;;1111).

3. "A", "B", "C", or "D" indicates any alphanumeric member of basic 38 subset
other than "@", or "2?", that is "A-2" and "0-9".

4. * THRU, REPEAT in Tsc if group call.

60.5.4.3 BAllcalls. An "al
] 5 does not designate any specific address. This essential
function is required for emergencies ("HELP!"), sounding-type data exchanges,

and propagation and connectivity tracking. See table A-X. If an ALE station
requires an allcall type function, it shall use the following allcall
protocols. The allcall special address structures shall be the exclusive
members of the calling cycle (both Tsc and Tlc, of Tcc) in the initial call,
shall not be used in any other address field or part of the handshake, and

shall use the TQ words. The global allcall special address shall be “IQ f26¥,
d

L

call®™ is a general broadcast which does not

with standard redundancy. It shall employ only the TQ preamble and shall not
be followed by REPEAT or DATA. Upcn receipt of the allcall, {and unless

inhibited or otherwise directed by the operator or controller), all receiving
allcalled stations shall temporarily stop their scan (for a preset limited
time, Tcc max). If the message section or terminator section does not arrive
within Tcc max, the station shall automatically resume scanning. If a quick-
ID (indicated by a FROM after the calling cycle) arrives, the pause for the
message section shall be extended for no more than five words (5 Trw), and if

a COMMAND does not arraive, the station shall resume scan 1ﬁg. if a message
arrives {indicated by receipt of a COMMAND!, the staticn shall pause (for 2
preset limited time, Tm max) to read the message. If the terminator section

does not arrive within Tm max, the station shall automatically resume
scanning. If a terminator arrives (indicated by receipt of a THIS IS or THIS
WAS), the station shall pause (for a preset limited time, Tx max) to read the
caller’'s (transmitter’s) address. If the end of the signal does not arrive
within Tx max, the station shall automatically resume scanning. If the
allcall is successfully received with a THIS IS, the called station shall stop

scanning, alert the operator, and unmute its sSpeaker (to receive a me&sSage) .
If there is no activity for a preset time {Twa), the statiocn shall
automatically mute its speaker and return to scan. To minimize possible

adverse effects resulting from overuse or abuse of all calls, stations shall
have the capability to disable receipt of the allcall. Normally the allcall
should be enabled. If the allcall is successfully received with a THIS WAS,
the called station shall automatically resume scanning and will not respond
(unless otherwise directed by the operator or controller). If multichannel
calling is used, at the end of the allcall transmission on a channel, the

P P TS ] an ~=11 oA o smurrn To e del o emaie \ o mATTY A can~ -
alier snail use call acceptance (IHIQ 19, Witn a pausSe) Or Caiax rejection
{THIS WAS) protocols identical tc the scunding {scanning) protecels in 70.5.
If an allecalled or receivinag station desires to attemot to link (within the

pause after THIS IS), it shall use the optional handshake protocol in 70.5.4.
In all handshakes (other than the calling cycle of the initial allcall), the
allcall address shall not be used.

Supersedes page 86 of 15 September 1988.
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As an additional procedure, the calling station shall have the optional
capability to organize (or divide) the available but unspecified receiving

-1 P T T e mi.
19

stations into logical subsets, using the selective allcall protocol. The
selective allcall is identical in structure, fullbl.&on, 3ud proteccl te the
allcall except that it specifies the last single character of the addresses
of the desired subgroup of receiving stations (1/36 Of all)- By replacing
the "?" with an alphanumeric, the selective allcall special address pattern
shall be "TO @A@" in Tsc and Tlc (cor possibly "IERU RA@" and "REPEAT Q@B@"
Tsc, and then TO and REPEAT in Tlc if more than one subset is also desired),
and rotated if necessary. "A" (and "B", if applicable) in this notation
represents any alphanumeric of the basic 3B subset characters (except

”?”) . “A" aﬂd ”B" ma”"y rep sent the sam
AAAAAAAAAAA A~ 1Y oY
L %3 “ ad

or

@

-k
la&abbc& PR O i
+ by 5 -

PR | —d ol A A - ‘“l\
1€ 0L u (&)

~ha ~ must be last in a
Cuaaladl HALS- Y] —~as

"!
(% ('Ul
0w

. As an example of proper
usage, a selective allcall to all stations ending in "P", "Q", and "R", )3/36
of all) would be structured "THRU @P@", "REPEAT 8QR", "IHRU @R@", "REPEAT
@P@", until appropriately long for the Tsc scan call (and finish with IO,
REPEAT, TQ... in Tlc). As in the global allcall, the scanning and optional
procedure are the same as for the sounding scanning protocol.

: 11 a
on may call, and

~ - -
o i i
n a3 it fhprohu can ide

[y

o

<
-
o

and connectivities. An "anycall" is a general broadcast which requests
responses without designating any specific addressee(s). It is required for
emergencies, reconstitution of systems, and creation of new networks. See
table A-X. If an ALE station requires an anycall type function, it shall use
the following anycall protocols. The anycall special address structures

shall be the exclusive members of the calling cycle in the initial call,

shall not be used in any other address field or part of the handshake, and
shall use the IQ the entire Tcc The glcbal anycall special address pattern
shall be "TQ @@2", and repeated if necessary for scanning. Upon receipt of

the anycall (and unless inhibited or otherwise directed by the operator or
controller), all receiving anycalled stations shall temporarily stop their
scan, and examine the call identically to the procedure for allcalls in
60.5.4.3, including the Tcc max, Tm max, and Tx max limits. If the anycall
is successfully received, the station shall automatically perform a slotted
response identical to that for a star net (scanning) call protocol (70.6.2),

o b ~o wmmmade £ leaY Ao
MUl ao VUL LLITU DCJLUWwW,

(2613.33... ms) wide, for a total duration of approximately 44 seconds. As
is described in 70.6, the primary general variation to slot size is with LQA.
If the calling station requests LQA in the message (:), the responses shall
expand by 3 Tw to include the LQA (YY), and the slots shall automatically
expand by 3 Tw to 23 Tw (3005.33... ms), for a total of approximately 51
seconds. In either anycall case

There shall be seventeen standardized slots (slot 0 plus sixteen) each 20 Tw

, each responding station shall individually
select a slot (of one through sixteen, but not zero unless emergency),
essentially pseudorandomly (PRN), to transmit its response in. In this

protocol, collisions are expected and tolerated, and the caller attempts to
read the best response in each slot. Responses shall be standard star net (or
individual call) responses consisting of TQ (with the address of the caller)
and THIS IS (with the address of the responder), with the LQA

Supersedes page 87 of 15 September 1988.
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included if requested, and shall not use the anycall special address. The
caller should use a short one-word self address and shall not use more than
two words. The responders shall use a self address no longer than five words

minus twice the caller address length {For example, if the caller address is
two words, the responder cannot exceed one word.) Upon receipt of the slotted
responses, the calling station shall transmit the acknowledgement (ACK) to any
selected combination (individual or group call) of stations which. resnonded

and were read. The responders which receive acknowledgements shall alert,
unmute their speakers, and shall pause for traffic, (or quit immediately), as
indicated by the caller’s ACK conclusion THIS IS (or THIS WAS, respectively).
The caller shall not use the anycall special address in the ACK. The caller
may pause for additional interoperation and traffic (THIS IS) with the
responders or may 1mmed1ate1y resume scannlng calllng on the next channel

., alert the ooerator and unmute its
speaker (to receive a message). If there is no activity for a preset time
(Twa), the station shall automatically mute its speaker and return to scan.
To minimize possible adverse effects resulting from overuse or abuse of
anycalls, stations shall have the capability to disable receipt of the
anycall. Normally the anycall should be enabled.

If too many responses are received, or if the caller must organize the
available but unspecified responders into logical subsets, the selective
anycall protocol shall be used. The selective anycall is a selective general

broadcast which is identical in structure, function, and protocol to the
global anycall, except that it specifies the last single character of the
addresses of the desired subset of receiving stations (1/36 of all). By
replacing the "?" with an alphanumeric, the global anycall becomes a selective
anycall whose special address pattern shall be "IQ @@A" in Tcc. If a group

call {(multiple selective anycall), the THRU 88A and REPEAT 88B... are used
alternately in the scan call {Tsc), and then TQ 202 and REPEAT @@B... in the
leading call (Tlc), and rotated if necessary. "A" (a d "R, if

applicable) in this notation represents any alphanumeric of the basic 38
subset characters (except "@" or "2?"). "A" and "B" may represent the same or

different characters from the subset, and specifically indicate which
character(s) must be last in a station’s address in order to initiate a
response. As an example of proper usage, a selective anycall to all stations
ending in "P", "Q", and "R" (3/36 of all) would be structured “TQ f&P7,

P ., 20 o e

“REPEAT @&80%, “TO @@R®, “REPEAT 8&P", until appropriately long for the calli

the double selective anvcall should be used. The double selective
anycall is an operator selected general broadcast which is
identical to the selective anycall desgribed above, except that its
special address (using "@AB" format) specifies the last two
characters that the desired subset of receiving stations must have
to initiate a response. See table A-X.

NOTE: If a narrower acceptance and response criteria is required,

88
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60.6 Link gualitv analvsis (LOA).

60.6.1 General. LQA concerns the automatic measurement of the quality
of the ALE signal on the link(s) between station(s). The resultant LQOA data
is used to score the channels and to support selection of a "best" (or an
acceptable) channel for calling and communication. See 60.7. LQA shall a
be used for continual monitoring of the link{s) guality during commundcati
which use ALE signaling. The stored values shall be available to be
mitted upeon regquest, or as the network manager shall direct. Unless
fically and otherwise directed by the operator or controller, all ALE
stations shall automatically insert the COMMAND LQA word (¥) in the message
section of their signals and handshakes when requested by the handshaking
station(s), when prearranged in a network, or when specified by the
protocol. See 80.2. If an ALE station requires, and is capable of using LQA
information (polling-capable), it may request the data from another station
by setting the control bit KAl to *1" in the COMMAND IQA word. If an ALE
station which is sending a COMMAND LOA in response to a request is incapable
of using such information itself (not polling-capable), it shall set the
control bit KAl to "0". It will be a network management decision to
determine if the LQA is to be active or passive. For human factor
considerations, LQA scores which may be presented to the operator should have
higher (number) scores for better channels.

60.6.2 BPBasic bit error ratio (BER). The ALE system essentially performs
a "pass/fail" LQA test on every received signal by its critical examination
of proper coding, structure, and format. Within its integral demodulation

and decoding functions is an inherent basic BER measurement capability. The
purpose of the basic BER/LQA measurement described herein is to obtain an
additional assessment of link quality which provides more resolution than
available with the absolute "pass/fail" approach. The BER/LQA function uses
data obtained in the process of decoding the received words used in the
automatic linking process.

Analysis of the BER on rf channels, with respect to poor channels and the

8-ary modulation, plus the design and use of both redundancy and Golay FEC,
shows that an excellent and proportional measure of BER may be obtained by
counting the number of nonunanimous (2/3) votes (out of 48) in the majority
vote decoder. The BER values should be represented internally by a number
which shall range from 0(000000) to 48(110000) The BER/LQA measurement is

decoded as a valid majorlty word. Therefore, i

n
DD /AR ceaTewa -~ —— R T - e
DELN/ A Vadue should appear wuv:u l.uc g jOXity VvO

-
1[5
with the incoming signal; that is, all three-word inputs are occupied with
identical (except for errors) redundant words.

The BER may vary during an ALE transmission, and a linearly averaged BER/LQA,
which includes all the measurements on good words which were properly aligned,
shall be used. If a badly received word is unreadable and is rejected, it
shall be assigned the worst BER/LQA value 48(110000) and averaged.



£

Downloaded from http://www.everyspec.com
NOTICE 1
APPENDIX A

All ALE stations shall automatically perform the basic BER/LQA algorithm on
all received ALE signals based on majority decoder voting. The individual
word internal BER/LQA values shall be directly derived from the number of
nonunanimous (2/3) majority votes for a particular triple redundant word,
properly aligned. The value for an entire received signal shall be the
linear average of the internal BER/LQA values of the valid received words,
shall include a worst-case 48(110000) value for rejected words, and shall be
for an entire and uninterrupted signal. For transmission in the COMMAND LQA
word, the internal average value shall be converted to five-bit values as
shown in table A-XII. The five-bit values, BE5 (MSB) tkrough BEl (LSB),
shall be the binary representation of the average number of counted (or
averaged) nonunanimous (2/3) votes.

60.6.3 Signal plus noise plus distortion to noise pius distortion ratio
(SINAD). The optional signal to noise and distortion measurement employed
within the LOA shall be a SINAD measurement ((S+N+D)/(N+D)) averaged over the
duration of the received ALE signal. If implemented, the SINAD values shall
be measured on all ALE signals and shall be inserted into all LOA words in

the same manner as the BER. It shall be communicated in 4-bit values as
shown in 80.2.2.

60.6.4 Multipath (MP). MP measurements are reserved until standardized.

60.7 Channel selection.

60.7.1 General. Channel selection concerns the automatic identification
of a {recently) best (or acceptable) channel for initiating calls or

broadcasts to one or several stations. The selection is based on the
information stored within the LQA memory (such as BER, SINAD, and MP) and
this information is used to speed connectivity and to optimize the choice of
quality channels. The ranking and selection method should depend on the
quality of information available, the type(s) of link(s) required (l-or
2-way, voice or data), and the quantity of stations involved. The
manufacturer should select method(s) for optimum performance.

When initiating scanning (multichannel) calling attempts, the sequence of
channels to be tried shall be derived from information in the LQA memory with
the channel(s) with the "best score(s)" being tried first (unless otherwise
directed by the operator or controller) until all the LQA scored channels are
tried. However, if such information is unavailable (or it has been exhausted
and other valid channels remain available and untried) the station shall
start (or continue) on the highest frequency (untried valid) channel, and if
unsuccessful shall continue with the next highest (untried valid) channel,
until successful or until all the remaining (untried valid) channels have
been tried.

60.7.2 ingle— ion nel 1 jon. The station shall be capable
of selecting the (recent) best channel to }nitiate a call to, or seek a
single station, based on the values in the LOA memory. Figure A-19

represents a simple LQA memory example. For each address/channel call, the
received LQA (upper section) and reported LQA values (lower section) are
stored. Bilateral (handshake) scores in this example are the sum of the two
LQA values.

Supersedes page 92 of 15 September 1988.
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TABLE A-XII. Basic bit-error-ratio (BER) values.

Average LQA transmission bits

2/3 votes MSB LsB Approx
counted BES BE4 BE3 BE2 BEl BER R
0 0 0 0 0 0 0.0
1 0 0 0 0 1 0.006993
2 0 0 0 1 0 0.01409
3 0 0 0 1 1 0.02129
4 0 0 1 0 0 0.02860
5 0 0 1 0 1 0.03602
6 0 0 1 1 0 0.04356
7 0 0 1 1 1 0.05124
8 0 1 0 0 0 0.05904
9 0 1 0 0 1 0.06699
10 ] 1 0 1 0 0.07508
11 0 1 0 1 1 0.08333
12 0 1 1 0 0 0.05175
13 0 1 1 0 1 0.1003
14 0 1 1 1 0 0.1091
15 0 1 1 1 1 0.1181
16 1 0 0 0 0 0.1273
17 1 0 0 0 1 0.1368
18 1 0 0 1 0 0.1464
19 1 0 0 1 1 0.1564
20 1 0 1 0 0 0.1667
21 1 0 1 0 1 0.1773
22 1 0 1 1 0 0.1882
23 1 0 1 1 1 0.1995
24 1 1 0 0 0 0.2113
25 1 1 0 0 1 0.2236
26 1 1 0 1 0 0.2365
27 1 1 0 1 1 0.2500
28 1 1 1 0 1 0.2643
29 1 1 1 0 1 0.2755

l 30 (or more) 1 1 1 1 0 0.3 (or more)

== 1 1 1 1 1 no value available

NOTES:

I 1. BER calculated statistically from probability of number of nonunanimous
| (2/3) votes of 48. .
2. The 2/3 votes count is the average of 2/3 votes of 48 over the words

in the received signal. )

Supersedes page 93 of 15 September 1988.
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70.4.2 Single channel. The fundamental capability to automatically link
on a channel is provided by the individual calling protocol. This protocol
establishes and positively confirms bilateral connectivity between stations
on a channel. ALE stations shall employ this protocol for single-channel
linking, polling, and networking, and for basic automated ALE interoperatio

on a channel after scanning linking. All ALE stations, when cpératloﬁal.aid
not otherwise committed, shall continually listen for calls; that is, gthey
are "always available." See figure A-21. The protocel consists of three
parts: an individual call, a response, and an acknowledgement. At the left,
in this one-channel example (1), the caller A should already be properly
tuned to the charnel (2). The wait buffer (3) provides a listen-before-

transmit pause, to avoid "disturbing active channels." It has an optional
length (Twt) because, in the single channel case, the history of channel
activity (and present occupancy) is generally known. Similarly, there 1is

generally no need for an extended calling cycle ({4}, altnougn it may provide

8 b LY A ol ol et ot L mem mem ) el ) o o~ TE o E£<oavrmaA
increasea pIUDaDlLlL Ol 3S4dlidl deiLeclLdion ang Calia LCLC-LPL. 4d QG LiacTuU
staticn is trying toc contact a scanning station, or dees not know if the
called station is scanning, it should use the totallyv compatible individual
scanning calling protocol. Normally, both A and B are on channel and
available; that 13, their speakers are muted, they are "always listening",
and they "will respond when called."” Starting with the individual call,

station A shall call station B by transmitting a calling cycle containing B's
(

address ("TO B"), followed by a conclusion (termanator) containing his own
{(*THIS IS A¥) (7). A then shall wait a preset reply time {(Twr, a buife

O T ] Ak ok 2 ml mmd Y e 4 2 mem e ombn cemes memd DI a dsesmemasmizsvmad & 2mal & A
walcChn 1ncCiudes driidcilipdled pliopayallivil €alll way alilud P O tUuirlialvulnd tdainey v
start to receive B’s response (9). Upon receipt of A’s call and recognition
of both his and A’s address; B shall tune up (if needed) (2), send the

response, and wait his own reply time Twr. Upon receipt of B’s response
(starting within the reply wait Twr), and recognition of both his and B’'s
addresses, A shall sent the acknowledgement, enter the linked state (with B),
unmute his speaker, and alert his operator. Upon receipt of the

acknowledgement (starting within B’sS reply time Twr), g shall also enter the
linked state (with A), B shall also alert his own operator and unmute his
speaker. During the linked state (A-B) the operators ﬁ‘y then pick up their
microphones and exchange conventional PTT voice communication, radic
teletypewriter (RTTY}, ICW, or anything else required. If the expected reply
from B does not start to arrive within the preset wait for reply time (Twr) or

wait for reply and tune time (Twrt), the handshake shall be terminated, A
does not enter the linked state, and A’s operator or controller shall be
notified. 1If the expected acknowledgement from A does not start to arrive
within the preset wait for reply time (Twr), the handshake shall be

terminated, B does not enter the linked state, and B‘s operator or controlier
will be notified. However, the linking attempt may be re- 1ﬁ1tiatéd by the
o~ el mm A o2V Y o e A e A S omaa P emomm e = ha amnbrnAel adAaamant +n
operator Oor Conurolli€er at any taae. 41l YAar€ CaSES WIITIl Lilt alCAuUwiTUuyTnciie v
B is lost, A will be in the linked state {without B) but shall return to scan
or "available" after the wait for activity timer (Twa) expires.

If implemented, termination of the linked étate (after successful linking
handshake (3)) shall be accomplished, by the user of a (non-scanning) basic
call using THIS WAS, from any station to any other linked station(s) which is
(are)

Supersedes page 100 of 15 September 1588.
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to be terminated. For example, “"T0 B, TG B, T S A" (when sent by A
shall terminate the link (and linked state) between stations A and B. B shall
immediately mute and return to "available”, unless it still re T 1

state with any other stations on the channel. Likewise, A shall alsoc,
immediately mute and return to "available", unless it also still retains a
linked state with any other stations on the channel. To terminate multiple
stations (and linked states) simultaneously, these stations shall use the Net,
Group, or series of individual call protocols, with THIS WAS as described in
sections 70.6.2 and 70.6.3.

When they are through, they may reset the stations (mute the speakers),
therefore restoring them to ALE "available." This manual or automatic reset

shall cause a termination (THIS WAS) transmission, as specified above.

If an operator or controller does not key the PTT or use the station within a
preset time limit for activity (Twa), the station shall automatically mute,
terminate the linked state with that/those stations, and return to
*available”. The wait for activity timer is mandatory, but it shall be

4]

AL s Ier ha s cabac Ae mad manaas T‘L;'

capable of being disabled by the operator or net manager.
not required to cause a termination (THIS WAS) transmission, as specified
above, however:; as a recommended (default) operator or net manager selected
option, a termination should be sent to reset the other linked station(s) and
immediately free them for being "available".

Termination during a handshake or protocol by the use of THIS WAS (or a timer)
shall cause the receiving (or timed) station to end the handshake o

r protocoil,
- e & o hm VL emlemd mdom o food o e | Sy P Y e s de R Y I 1. -
terminate the linked state (with that station), rfemute, and immediately return
tn "availahla" ninlase i+ e+311) rataine 2 linkad etate with another station
vaiialaie unliess 1t staill retaing 2 linked state waith anotnher station.

There are several specific variations to the protocol. If an automated
message (or COMMAND sequence) 1is to be sent in any of the signals, it shall be
inserted at the (V) delta location (5), and the signal frame will be
appropriately lengthened. The message can provide many options, such as the
insertion of LQA information at (¥Y), and it may significantly affect the

protocol and timing, as described in section 80. Normally, A’s use of "THIS
TCN Jon hAan A=l moaenemnnl e Dl a6 evAmavmAaman~ armmd A oot sbib s A AE A tmuTC ACH
d ik i wad i hUllt’JcLD _‘! =2 LCDPUAIDCI Qlivd il DUW/oLALALULLWVI U «a tli*g ﬂU
[
Page 100a added.
100a
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shall suppress B’s response (6) and terminate the protocol. Therefore, if

the individual call contained "THIS WAS A," B would receive A’s call (and the
message, if any), realize that it was a one-way broadcast for B, and B would
not respond (unless otherwise compelled by the message, his operator, or his

~& NMMUTC TCY A

controller). Similarly, B’s use of "THIS IS" compels A tc complete the
handshake and send an acknowledgement, However, if B sends a "THIS WAS." A
shall not alert or send an acknowledgement, and the protocol shall be, -’

terminated. A station such as B would terminate the handshake under several
circumstances, such as being unavailable (but active), being engaged in
traffic, realizing that the channel is busy (at B’s end), or being compelled
(by prearrangement or protocol) to respond without having an obligation to
continue (mandatory roll call, optional chat).

hat t to B appears identical to A’s

B, b F

the acknowledaement (resultxng in an endless "ping-pong" handshake) because
A’s acknowledgement arrives within the narrow time window (Twr) of B’s first
response, and A is responsible for sending the ACK within this time limit.
If A does not receive B’s response within this reset time, the call is
considered unsuccessful and A may terminate, or A may try again with
additional call attempts (preset, controller, or operator choice). If A
acknowledgement arrives late (after Twr), then B treats it as a new (or
second) individual call (and provides a new response, if A uses THIS 1I9).

While receiving an ALE signal, it is possible for the continuity of the
received signal to be lost (due to such factors as interference or fading) as

indicated by failure to periodically (Trw) detect good ALE words. 1If such a
dropout occurs durlng an initial received call, and continues for a period in
excess of 3 Trw (1176ms) oeyonc the last good received words without
detection of auuitional good received words, the receiving stations shall

abandon the attempt to link and, if multichannel, shall immediately return to
normal receive scanning. In all cases each individual ALE received signal
must have all of its included words at a consistent and uniform redundant
word phase, despite dropouts, to be acceptable and valid. Any variation
indicates an interference or a collision and such variation shall be rejected
as not part of the signal.

O

iy
De abi
€1 i~
LUd U

Also, if a station receives a complete individual call (IO with the whole
address), but does not receive the expected conclusion (THIS IS or THIS WAD),
it should attempt a single-channel call acceptance sound (IHIS IS, as
described in 70.5.4) to reinitiate the calling station.

Supersedes page 102 of 15 September 1988.
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70.4.3 Multiple channels. All ALE stations shall be capable of
performing the individual scanning calling protocol described herein, even if
on a fixed frequency. See figure A-22. If multichannel, they should be
“always scanning.” This protocol establishes and positively confirms
bilateral connectivity between stations on any available mutually scanned

i
shall employ this protocel for multichannel linking. This

protocol is fully compatible with the previously described individual,calling

protocol shown on figure A-21, and is essentially identical except for the
longer calling cycle and the following modifications.

channal St+at

“iiGdinacTa . [ RS -a

All stations, when operational and not otherwise committed, shall continually
scan a preselected set of channels, or "scan set,” listening for calls and
ready to respond. The minimum dwell time {(Td min) on each channel is the
reciprocal of the scan rate, and the channels in the scan set are repeatedly
nned in the same order and for the same period. This minimum scan period

22408 a2 vadw it L QL S LT e|aelltT erlod. 1104

(Ts min) is equal to the product of the number of channels (C) times the
minimum dwell time on each channel (Td min); that is, Ts min = C x Td min.
However, the receive scan period (ts) (for calling transmit (Tsc)
computations) should be based on the probable maximum pause (Td) to read
words on each channel, or Tdrw = 784 ms. Thus, Ts = C x Td = C x 784 ms.
The net manager may adjust the Td to optimize system performance.

All stations, when attempting to contact another station in a multichannel
environment, shall scan through the preselected set of channels, pausing on
each channel of the set to transmit an individual scanning call, and waiting
for a preset, limited time for responses. The calling cycle (Tcc) is
composed of a scan calling time (Tsc) plus a leading call time (Tlc). The
scan calling time (Tsc), in order to capture the scanning receiver, must

equal or exceed the total scan period (Ts) of the called station and shall
also be composed of multiple address first words { & Tal = Tcl), which are a
multiple of the redundant word time, Trw; that is, Tsc = n x J Tal = n x

Tcl > Ts. The scanning call contains only the called address(es) different
first words ( 2 Tal) in rotation. The leading call contains only the whole

called station(s) address(es), repeated twice (2Tc = 2 I Ta). Therefore, the
calling cycle should be: Tcc = Tsc + Tlc = (n x 2 Tal) + 2Tc > Ts +
2 (%2 Ta). The relative timing of the receive and transmit scan cycles shall

ensure that the scanning receiver samples the entire channel scan set within
the period of a scanning call.

The scanning r-:1'|1nn gtation shall ston and link on

The scanning calling station shall op and link on th rst channe which
supports the handshake with the called station(s). After scan stop, unmute,
and operator alert, the operators (or controllers) use the link and the
channel as necessary. If they reject it as unsuitable, they may restart the
scan sequence to seek another, better channel by muting (resetting) their
stations and reinitiating scanning calling (usually by the original caller).
If the calling station has an LOA memory and scoring capability it shall
rerank the channels (with the rejectec and the prev;ousxy failed channeils
Byls] uowngra‘ed)

a
=3

Supersedes page 103 of 15 September 1988.
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earlier had a link not been established, and
frequency (or first channel) as before (unie

P N P e

controller‘; . Often uuxz.ug wne Dk_dlul.l.“\_.] call

encounter occupzed channels which are skippe

traffic and activity. After all available c
contact has been successful, the caller may
occupied channels and, if they are free, att

when the calling station has exhausted all t
and failed to establish a link,
scanning. It shall also alert the operator
attempt was unsuccessful. If he scanning c
station shall restart and Refer
details

of ALE timing.

-
<
a n.

N

gain

y

When an appropriately addressed call
to, scanning station B, the station shall st

(u‘m .B.“)

41A

it does not restart at the top
ss directed by operator or

ing cycle, the caller will
d to avoid interference to
hannels have been tried, and no

optionally revisit the previously
empt to call. In either case,
he prearranged scan set channels

it shall immediately return to normal receive

(and controller) that the calling

all is reinitiated, the ALE
to 70.4.4 for the specific
is detected by, and addressed

op (for a preset, limited time)

to read the rest of the signal and to perform the standard handshake (unless

otherwise directed) with the calling station

(A). If the call is not

addressed to station B, B shall leave the channel immediately and resume
scanning (unless otherwise directed by the selected protocol, or its operator
or controller). Figure A-22 illustrates the individual scanning calling

protocol handshake for stations in a typical
employing a standard scan rate of five chps.
arrival on channel, shown at the left. Upon
preset buffer time (Twt) to monitor the chan

occupancy (3). If the channel appears clear
operator or controller), A shall tune its co
(Tt), and initiate the transmission The sc
calling cycle (Tcc) is deliberately longer t
ensure that B will be "captured" as i1t scan
When station B arrives on channel, sometime

therefore during A’s additional and longer s
attempt to detect ALE signaling (within dwel
decide to wait a preset tlme (Tdrw) to read
signaling was detected.

resume scanning. If
resume scanning.

If B does not read appropriate ALE words wit
resume scanning. If B reads "IQO B" (or an a

five-channel network and
The protocol starts with A’s
arrival, A shall pause for a

nel and listen for traffic or
(or if A is forced by the

upler (2) as rapidly as possible
an calling time (Tsc) of the

han B’s scan period (Ts) to

to, and samples, the channel.
during its scan period (Ts), and
can calling time (Tsc), B shall
1 time Td min) and then shall
possible ALE words if ALE
detected within Td min, B shall
terference is detected, B shall
hin Tdrw, B shall leave and

cceptable equivalent according to

protocols), it shall stop scan, plan to reply (response), and wait a preset,

limited time (Twce) for the calling cycle to
conclusion to begin. Meanwhile, B shall con

to identify additional information, such as
station addresses if any). B shall attempt
which case B shall automaticall" reject the

message (COMMAND sequence) starts within Twc
read the message within a new preset, limite
or message starts within Twce, or no termina

Reprinted without change.
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type of call {and additional

to detect invalid seguences, in
call and immediately resume scan
r controller) If a quick-ID or a

e, B shall wait and attempt to
d time (Tm max). If no quick-ID
tor starts within Tm max (or Twce
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if no message), B shall resume scan. If an inv

B shall resume scan inmmediately.

B shall wait and attempt to read the calling st

new preset, limited time (Tx max).

sequence is read, B shall resume scan immediate
e with THIS IS is R eha

rtarminataor sacuanc
sequence wilin fig sw 13 Iread, = 312
h n

read
terminator
entire address). B

pa 110 ¥

=)
1d9nf1fv1 na t

________ 01 LIOE

handshake (with an acknowledgement) within B’'s
response. If THIS WAS is read instead, B shall

If a terminator starts,

if an unacceptable

alid message sequence is read,
such as "THIS IS A",
address (A) within a
terminator address

ly. 1If an acceptable

1] wait to reanond (while

_— TEaL LY s pvie while

ation’s

shall also expect A to continue the’

reply window, Twr, after B’'s
not respond and shall resume

scan immediately (after identifying the entire address).

All receiving stations shall identify the end o
The station shall searc

fclIOwiﬂg methods. search fo

f a received AL

r a Vd.LLU L!:I.Il

—h e IMAVITEO TO
1atox inileo 19

E signal by the
ifi

or THIS WAS, possibly followed by DATA and REPEAT for a maximum of five

or Tx max).
phase within itself (if a sound) and with assoc
call).
following the THIS IS (or THIS WAS) for the fir
or nonvalid word(s). Failure to detect a prope

improper word) or detection of the last REPEAT,

words,

The terminator shall mainta

in constant redundant word

iated previous words (if a

The station shall examine each successive redundant word phase (Trw)

st (of up to four) nonreadable
r word (or detection of an
plus the last word wait delay

time, Tlww, or Trw), indicates the end of the received transmission. The
only acceptable terminator segquence is THIS IS {cr THIS WAS), DATA, REPEAT,
DATA, REPEAT

If all of the above sequential criteria are sat
otherwise directed by the operator or controlle
initiate an ALE response. All stations (such a

mode, shall perform these analytical and timing
Therefore, in the single channel case, where no
—bmd l men alal —— e m b A ~aY S E TemamemeAares 2k~
SLaLadauil Silal .l Lc_’cbl— K—l < vald dd LiIAPVLUMLILIALT)
of the time limits,

After transmitting its individual scanning call
B’'s reply (response) for a slightly extended wa
provided an additional period (Tt) to tune (2)

However, called station B shall use the shorter
(Twr) when waiting for A’s reply (acknowledgeme

tuned.

A shall wait and attemnt to detect any ALE si

from B within the preset limited time, Twrt. I

appropriate response (“IQ A") starting
(acknowledge) and shall wait a preset limited t
rotating redundant word, which in the protocol
terminator.

or if A does not

isfied, and if B is not
r, B shall immediately
s B), even in single-channel

di scrlmlnatlon functions.

to B, A shall pause (9) for
it time (Twrt), as B must be
for an initial reply.

single channel wait time
nt), because A has already

f A successfully reads an

within Twrt, it shall plan to reply

ime (Tdrrw) to read the next

shown is the "THIS IS B"

If A does not receive this appropriate response calling cycle

later receive the appropriate

’
At _ A FRTY. T12 S B W N Y eh = h e - e . MY R O QL o
termanator ( 3p4i9 L9 P ) Starting arcter 11, {(plus im max, 11 meEsSSage
included), 3 shall automatically terminate the protocol and resume scanning
calling. TIf A receives the proper terminator word from B ("THIS IS B")

starting within Tlc (plus Tm max, if message included), A shall wait to reply
(acknowledge), and shall expect the handshake to be successfully completed

Supersedes page 106 of 15 September 1988.
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within the time window Twr. Meanwhile, A shall continue to read the incoming
ALE signal and shall search for a new preset, limited "last word wait" time
Tlww = Trw for additional words (if any) and the end of the terminator signa
(absence of detected word), which will trigger A’s acknowledgement. If "THIS
WAS B" is received, A’s llnklng attempt is terminated If an invalid

[

. £
sequence occurs, or the terminator end is not detected within Tlww, (plus the
additional multiples of Trw if an extended address), A shall terminate the
protocol and resume scanning calling. If all the above sequential criteria

are satisfied, if the terminator end is detected within Tlww, and if not
otherwise directed by the operator or controller, A shall alert its operator
that a correct response has been received, shall initiate the ALE
acknowledgement (using "THIS IS A"), and shall unmute A’s speaker. Both A
and B shall continue to use the same methodology, criteria, and timing
described above for the successful transfer of the acknowledgement, in which

acknowl nrinnmnnf- has

+
een received and shall e B’'s spaaker. 1 al link is now set
up, confirmed, and avallable for the operator. If A is to terminate the
handshake, it does not alert or unmute and uses "THIS WAS A" in the
acknowledgement. This causes B to stay muted, not alert, and to resume
scanning. If the entire set of scanned channels to be used for calling have
been tried, and no successful handshake has been completed, the calling
station (A) shall immediately resume receive scanning and shall
operator (or controller) of the failure.

Py vy S g
STaciion
roraivad
receiveqg

s A

lert the

fa

NOTE: The total elapsed handshake time (Ths) in the example given
on figure A-22 is about nine seconds on the channel.

70.4.4 Timing. The ALE system depends on a selection of timing
functions for optimizing the efficiency and effectiveness of automatic link
establishment. The primary timing functions and values are listed in cao;

A-XIV. Annex A defines the tiﬁ\iﬁg SYIHDOJ.b and annex B expla:u
analysis and computation.

TABLE A-XIV. Timing.

NOTE: Refer to annex A and annex B for details.

m_timi

o)
"

o Tone rate = 125 symbols per second (sps)
o Tone period = Ttone = 8 ms
o0 On-air rate = 375 bps

© On-air word: Tw = 130.66... ms

Q
(@
o]
!
o
=
H

Reprinted without change.
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TABLE A-XIV. Timing —-- Continued.
o On-air leading redundant word: Tlrw = 2 Trw = 784 ms
o On-air individual (net address time: Ta = m x Trw form = 1 to 3
Max wor da Ta = 392 ms to 1960 ms

s

o Propagation: Tp = 0 to 70 ms

System timing limits

o Address size limit 5 word: Ta max = 1960 ms
o Address first word limit: Tal = 392 ms
o Call time limit 12 words of the call: Tc max = 4704 ms

o Group addresses first word limit: Tcl = 1960 ms

o Maximum scan period: Ts max = 50 s

o Message section basic time (unless modified by AMD extension, or by
COMMAND {such as DTM or DBM}): Tm max basic = 11.76 s
o Message section, time limit of AMD (90 characters): Tm max AMD=11.76s
o Message section time limit, DTM (1053 characters): Tm max
DTM = 2.29 min (entire data block)
o Message section time limit, DBM, (37377 characters):
Tm max DBM = 23.26 min {(entire deeply interleaved block with COMMAND
60 Termination time limit: Tx max = 1960 ms

If an orderwire protocol such as AMD, DTM, or DBM is used to extend the
basic message section, it shall start no later than the start of the 30th
word (11.368 s). Such extension of the message section shall be determin
the length of the extended orderwire protocol, and the message section sh
termlnate at the end of the orderwire without additional extension. The
art at the end of the message section.

P o1 ooy

Individual calling

o Minimum dwell time: Td(5) min = 200 ms, basic receive scanning
(5 channels per second)

0 Minimum dwell time: Td{2) min = 500 ms, minimum receive scanning
(2 characters per second (chps))

page 108 of 15 September 1988.
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APPENDIX A

TABLE A-XIV. Timing -- Continued.

o Number of channels: C
o Scan period: Ts = C x Td

o Call time: Tc = Ta (or more whole addresses as required, 2 Ta) in Tlc

Page 108a added.
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APPENDIX A
TABLE A-XIV. Timing -- Continued.

6o Call Time: Tcl = Tal (or more different first words, Z Tal) in Tsc
o Leading call Time: Tlc = 2Tc .
o Redundant call time: Trc = Tlc + Tx
¢ Scanning zall taime: Tsc = n x Tcl > Ts
o Calling cycle time: Tcc = Tsc + Tic > Ts + Tic
o Scanning redundant call time: Tsrc = Tsc + Trc
o Last word wait delay: Tlww = Trw = 392 ms
o Wait for response time delay: Twr = Ttd + Tp + Tlww + Tta + Trwp

(1f not first transmission...) + Tld + Tp + Trd
o Late dctect delay: Tid = Tw = 130.66... ms
o Redundant word phase delay: Trwp = 0 to Trw (0 to 392 ms)
o Turnaround time: Tta = Trd + Tdek + Tenk + Ttc + Ttk + Ttd
o Wait for calling cycle end time: Twce = 2 x own Ts (default)
o Tune Time: Tt {as required by slowest tuner)
o Wait for reply and tune time: Twrt = Twr +Tt
o Detect signaling period: Tds < (Td(5) = 200 ms)
o Detect redundant word period:

Tdrw = Trw + spare Trw = 784...ms
o Detect rotating redundant word period:

Tdrrw = 2 Trw + spare Trw = 1176 ms

Sounding

o0 Redundant sound time (similar to Tlc): Trs = 2 Ta (caller)
o Scanning sound time (similar to Tsc): Tss = n x Ta (caller) > Ts
0 Scanning redundant sound time (siﬁ‘iar to Tcc):

Tsrs = Tss + Trs > Ts + Trs

Reprinted without change.
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TABLE A-XIV. Timing -- Continued.

Star calling

o Minimum standard slot widths: Tsw min = 14, 17 Tw for lst handshake
slots, or 17, 20 for subsequent handshake slots, or other Tw as set
by COMMAND. .

o Slot widths: Tsw = 14, 17, 9, or other Tw
¢ Slot number: SN
0 Slot wait time: Tswt = Tsw X SN (uniform case)

o Slot wait time (delay to start reply): Twst for each slot is the sum
of all the previous slot times and so must be different for each slot
and is cumulative. Tswt(SN) = Tsw x SN for uniform slots or generally
Tswt (SN) = SN x [5 Tw +2 Ta (caller) + (optional LQA)Trw + (optional
message)Tm] + Ta (caller) + [(sum of all previous called addresses)
m=SN-1

3 Ta(m) (called)]l
m=1

o Number of slots: NS

o Wait for net reply (at calling station): Twrn = (Tsw x NS) for
uniform slots, or generally Twrn = TswWwt (NS)

o Wait for net acknowledgement (at called stations):
Twan = Twrn + Tdrw

o Turnaround and tune limits: Tta + Tt < 360,2100, or 1500 ms
depending on whether slot 0, 1, or others

0o Maximum star group wait for acknowledgement: Twan max = 107 Tw +
27 Ta (caller) + 13 Trw (optional LQA) + 13 Tm (optional message)

o For late arrival stations, if caller uses one word addresses and
no message calling: Twan max = 188 Tw, or 227 Tw if LQA

Programmable timing parameters: typical values

o Wait (listen first): Twt = 2 seconds, general uses; = 784 ms, ALE/
data only channels

© Tune time: Tt = 8 Tw = 1045.33... ms (default), "blind" first call;
= 20 seconds, next tFy

o Automatic sounding: Tps = 30 minutes

0 Wait for activity: Twa = 30 seconds

Supersedes page 110 of 15 September 1988.
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The basic protocol consists of only one part, the scanning sound. See figure
A-23. All timing considerations and computations for individual scanning
calling shall apply to scanning sounding, including sounding cycle times and
(optional) handshake times.

3o

on of the redundant sound tlme (Tts) by s
adding words to the scan sounding time (Tss}) to form a scanning
redundant sound time (Tsrs); that is, Tsrs = Tss + Trs. The scan
sounding time (Tss) is identical in purpose to the scan calling
time (Tsc) for an equivalent scanning situation, but it only uses

the whole address of the transmitter.

(o]

Q
Lo}
(asd
M +3
l’1 o

The channel-scanning sequences and selection criteria for individual scanning
calling shall also apply to scanning sounding. The channels to be sounded
are termed a “sound set," and usually are identical to the "scan set" used

for scanning. See figure A-24. In this illustration, station A is sounding
and station B is scanning normally. If a station (3) plans to ignore calls
(from B) which may follow A’s sound, the following call rejection scanning
sounding protocol shall be used. In a manner identical to the pr
described individual scanning call, A lands on the first chann 3
set (1), waits (Twt) to see if the channel is clear (3), tunes (Tt) its
coupler, comes to full power, and initiates the frame of the scanning
redundant sound time (Tsrs). This scanning sound is computed to exceed B's
(and any others) scan period (Ts) by at least a redundant sound time (Trs),
which will ensure an available detection period exceeding Tdrw = 784 ms. In
this five-channel example, with B scanning at 5 chps, A sounds for at least
12 Trw (4704 ms). A also uses * S WAS to i ~ate tha
calls are not invited. Upon com s r
transmission, A immediately leaves the channel an
re

= o
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o

viousl
- ha
I 0ac
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ct

o
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Q.
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W
o}
o
s
<
o
., 0,

ame

a me
nd goes to the next in the
nnel

sound set. This procedu repeats until all cha s have been sounded, or
skipped if occupied. When the calling ALE station has exhausted all the
prearranged sound set channels, it shall automatically return to the normal

‘available" receive scan mode. As shown in the illustration, the timing of
both A and B have been prearranged to ensure that B has at least one
opportunity, on each channel, to arrive and "capture® A’s sound.
Specifically, B arrives, detects sounds, waits for good words
three {redundant) “THIS WAS A" {(in 3 to 4 Tw), stores the con
information (if capable), and departs immediately to resume scan.

o ae Yona
eads at least
+
-~

1Tra
AV

+
-

There are several specific protocol differences when station A plans to
welcome calls after the sound. See figure A-25. In this illustration, A is
sounding and B is scanning normally. If a station (A) plans to welcome calls
(from B) which may follow his sound, the following call acceptance scanning
sounding protocol shall be used. In this protocol f

, A sounds for the same
time period as before. However, since Q is receptive t s, he sh
+ wa
- w

a |
1€ Siiad
n

-
a

it
19

299221514

"ne
<9

“
ime

[a gl od

1s,
ait e tra im
(Twt), whichever is longer, to listen for both channel activity and calls
unding If the channel is clear, A shall initiate the scanning
ical

: v to before, but with "THIS IS A". At the end of the
sounding frame, A shall wait for calls identically to the wait for reply and

Supersedes page 116 of 15 September 1988.
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tune time (Twrt) in the individual scanning calling protocol, in this case
1 — PUR . r m.. I G a — Y [ o S P - - - 11 4 - =
SNOWII LO D€ 0 1w \10L LdSL-Lurllng stations) . uu:.Lug LIl S Wd].l.., i Slladl \ads
alwnawvel ha lTaetransnAa fAar Aalle whasrh maw AnsnAcAsAanta)l 1w arviva avan +hAanah
always) be listening for calls which may cocincidentally arrive even though
unassociated with A’s sound,; plus any other sound heard, which A shall store
as connectivity information if polling capable If no calls are received, A
shall leave the channel. :

. [ ]
70.5.4 Qptional handshake. In the previous descriptions, one

alternative action is the implementation of an optional handshake with a
station lmmedlately after its sound This protocol is identical in all

Je 2o
Ll 13

acaulsltlon of connect1v1tv from the station which is to be called. See

figure A-26. In this illustration, A is scanning sounding and is receptive
to calls, and B is receive scanning (or waiting in ambush on a channel) and
requires contact with A if heard. A uses the standard call acceptance

scanning sound, including the “THIS IS A" and the pause for calls. 1In this
case, B calls A. When ALE stations are scanning sounding and receptive to

or require contact with such a station, the optional handshake

133

wena AL abal ~
ae

21A s .
iU JuauucluLGLTLy
e

10L
be called has t

ini
.......... termin i
transmission. A wait time before transmit time is not required. Therefore,
if B hears A’s sound and is seeking A, B calls immediately using the simple

single-channel call. Also, if B’s operator or controller identifies A’s
address it can attempt the optional handshake.

70.6 Multiple stations operations.

70.6.1 General A critical req irement for MF/HF systems is the
...... General. A craitaical requa F syst 1s the

capability to rapidly initiate links with, and interoperate with, multiple
stations. Linking among multiple stations is significantly more difficult
than linking between two individual stations because the quantity of required
MF/HF links can increase exponentially as stations are added, and all the
links still retain their individual challenges of propagation and
1nterterence. In many cases, total interconnectivity cannot be achieved on
le fregquency because, regardless of power or effort, propagation will
not support communications between several stations. This section describes
1ti

ple-station operations.

There are three fundamental network configurations from which any network may
be constructed, and each requires significantly different quantities of links
(L), depending on the numbers of stations (N) which are included:

0 Link L=1
& Star L = {N-1)
o Multipoint L = (N’-N)/2

Reprinted without change.
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A link 1nvolves only two stations and requires only a single point-to-point
path. A star involves several stations in a "one-to-many" configuration and

reguires one less link than the number of stations. A multipoint involves
several stations in a "many-to-many" configuration and requires an exponential
guality of links. In this section, two fundamental types of multiple-station

operations are described:

O Star net
© Star group

70.6.2 Star net. A star net 1s a prearranged collection of stations
hich 1s to link and interoperate primarily with a single hub station which,

in most cases, has the separate function of net control station (NCS). A star
net is usually organized and managed with significant prior knowledge of the
member stations, including their quantity, identities, capabilities,
requirements, and in most cases, their locations and necessary connectivities.
The purpose of a star net call, like any net call, is to rapidly and
efficiently establish contact with multiple prearranged (net) stations,
lmULCaHQOUSLy (or nearly simultaneously), by the use of a single net address.
1et members. See section 60.5. In association
ion must alsoc store information regarding its
proper response(s) and timing(s) as described below and as described in 40.4
and 40.5. A net manager may select minimum, uniform, or variable slot widths

as required and as described herein.

is common t

S8 (s}
at+ andAroce aanh
<o Q[QEICSS, <&ad

When a star net calling type function is required, stations shall use the star

and interoperations. See figure A-27. As
1Y W

K K}

-~ e m md e D o -

3 b

s , '-n.iCu consists of three stations, B, C, and
D. The initial net scanning call shall be identical to the individual
scanning call except that the net address shall be substituted for the
individual address. At the end of the net call, the net stations shall not
respond immediately as in the individual call case. Instead, they shall
respond in prearranged time slots to avoid mutual interference and to greatly

speed the response process. If the caller is a member of the called net, his

- alaba Aaod e a PRSI R n
ur time slots, designated slot 0

through slot 3 and one—word addresses are used. 1In this case, they have been
preset (by net management) at the standard system uniform minimum slot width
of 14 Tw (1829.66... ms). Station B is assigned to slot 1, C to slot 2, and D
to slot 3. At the end of A’s call to NET, the net members B, ¢, and D (if
they heard the net call), prepare to respond within their preset slots, as
follows. When the end of A’s terminator (THIS IS A) is detected, the net

stations immediately start an internal “siot wait timer" (SWT), preset to
identify their sloct time (Tswt), start their normal tuneup and prepare to go
to full power and start the frames of thelr responses. Slot {0 is reserved

v
primarily for these purposes. However, after each station has tuned and is
ready to respond, it ceases all emissions, returns to receive, and waits
the SWT to timeout (Tswt = 0). Each station’s SWT is set to a time value
(Tswt) which, in this uniform and minimum case, equals the product of his
assigned slot number (SN) times the standard (or prearranged) slot width
(Tsw) .

Supersedes page 119 of 15 September 1988.
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That is, Tswt = Tsw x SN. However, as a system standard default, Tsw is

usually the minimum i4 Tw = 1829.33... ms, but in any case shall aiways be an
SN | PUHE U B PR N cmm A bl o 2mM..\ o - o - . ar Moo I RN P RN
linreyrad nuitiplie Ol Lile woOold L \iwj, Lilae. 10, Law =10 X AW, LilciaTlLULT
Teswt = n x Tw x SN, For a net call, each net station’s Tswt associated with

that net is preprogrammed along with the net address (NET). After all net
stations have tuned and are ready to respond, they shall wait for their SWT
to timeout and trigger their responses, and {(as always) continue to mgnitor
the channel for any other ALE signals, including those from the other net
members. If capable, they shall store this unilateral connectivity
information in memory.

1 ha =]
_____ and shal by
extraneous or legltlmate calls (unless emergency or prlorlty overrlde)
Valid calls shall be read (if possible) and should be stored for recall as
soon as the net protocol is ended.

l'ﬂ 4]

o}
o,
a

en
en
1

Meanwhile, A has automatically set its "wait for response and tune timer"

(WRTT) to a preset "wait reply net” call value (Twrn) equal to the product of
Al e A omdea [ T e P IAYOS N PR B -V ade  ead Aal VA P N o S < - e
L€ LoLal WL VUL JS5JL0ULD \NNO ) alluy Ll 595100 wailualul \4 SWI' Liliae 1O, in [SY gy
uniform casgse, Twrn = (NS x Tsw)., A shall start its WRTT at the moment that
its net call terminator (THIS IS A) ends and its transmission ceases. Unless

otherwise directed by the operator or controller, A shall remain on channel
throughout all slot times (entire Twrn), regardless of which responses are
received, if any. As each slotted response arrives, A shall alert the

operator and display the responding station’s address. In addition, if A is
also capable, A shall store the bilateral connectivity information in

memory. At the end of the slots (Swt = (0), A shall immediately send an
ankbnAatrladaamant A fha mat+t hhinlace snkhashls +ad)
G-Ul\llu"d-cusclllclll. i-V l-llﬁ AT VN hRildaTCo o A bBAAAA A CTCNAT .

As each net member’s SWT triggers its slotted response, it shall immediately
key its (already tuned) transmitter, wait until up to at least 90 percent of
full power, release its response frame, and return to receiving on the
channel. The responses shall be identical to those in the individual call,
but in the slots. If capable, the station continues to acquire and store
connectivity information. Each net member station shall have its own “wait
for response and tune timer" (WRTT) for use in determining the calling

etarinne’ e A avnartand anknawladsramant ITman ramsasnt Af tha nat ~all thao
STAaTAICNS & &/ SHPCCILCC aAlRNOwW.LESOGENEnT . vpPenhn IECeipT OI TAC NEet La.a, TaC
called net member station’s WRTT timers are automatically preset to the value

ess=tiedtatdy HIEeESE:

{(Twan) equal (in this uniform case) to the product of the total number of
slots (NS) and the slot width (Tsw) plus a minimum leading call (Tlc min = 2
Trw). That is, Twan = (NS x Tsw) + Tlc min = Twrn + 2 Trw. The net members
stations start their WRTT at the detected end of jA’s net call (not at the end
of their own response, as in the individual call protocol) and wait for the
acknowiedgement from A before their WRTT times out. Note that the value for
their WRTT (Twan) is the same as that for the caller’s (A’s) WRTT, except

that 19' ahall a”lkA a margin {Tle min) to dateot ¢ arlnawl adAramant (TN NRTY
|95 953 SN easiaama walala - avais Veas amasayg h - W AU e C A il A Aimgl o

¢
£

Reprinted without change.
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A should have acquired all
successful responses from the net stations B, C, and D, its WRTT (starting at
Twrn) should time out to 0, and A shall automatically send its
acknowledgement, unless no responses have arrived or A is otherwise directed
by the operator, controller, or protocol. A’s acknowledgement shall be
identical to the individual call protocol acknowledgement, except that the net
address NET shall be substituted for the individual address as in the, o
initiating call. Just as in the individual call protocol, if A sends "THIS
WAS A", the net members B, C, and D shall immediately return to normal
scanning. If A sends "THIS IS A", they shall stay, for a preset, limited
time, to handle traff:c.

At the end of the slot times, net calling station A

P Ly

AS a variation to 1 1
of responding stations (includlng any station responding in emergency slot 0
and substitute an individual (or group) call acknowledgement to any selected
station(s) to retain them. If the calling station sends an acknowledgement in
individual or group call format (and uses THIS IS), following a net call, the
specified stations shall remain and be linked. The nonspecified responders
shall depart and resume scanning. The caller shall not use THIS WAS in this
variation. If rejection of selected stations is required

o R ~ n -
viie 1HOUwW cugculcul., 2 uay

, the caller shail
,,,,,, AAL PR PR T A \.-‘.ﬁ.l La1TY mes &b
use the standard net dcxnow;ecgemenc. The caller should follow the
acknowledgement with a standard link termination call (THIS WAS) addressed to

QU ALIUW L TUyTinCai L

the specific rejected stations.

NOTE: in the five-channel net call example shown on figure
A-27, the total elapsed handshake time (Ths) is less than 14
seconds on the channel without tuning. Since a net call is

prearranged, the number of slots and their sizes may be
tailored to fit the net, including speed of tuning and
turnaround, propagation times, address sizes, inclusions of LQA
and messages; and any other relevant factors. Slot width (Tws)

is affected by many factors including maximum propagation times
each way, signal detection delays, station turnaround and
tuning times. The 14-Tw standard minimum slot size has been
designed to enable full responses (TO and THIS IS) with single-
word addresses to propagate to the from the other side of the
globe and use commonly available HF transceivers and tuners.

If LOA is required, the slots and responses shall require an additional Trw =
3 Tw for the data. The standard slot shall be Tsw = 14 Tw (1829.33... ms),

shall contain a standard basic response word of 9 Tw (1176 ms), and shall
employ single-word (no more than three characters) addressing. If the net
calling station requests LQA, all slots and responses shall automatically
expand by Trw (392 ms), regardless of the preset referenced slots, unless
otherwise directed by the specific pre-arrangements when the net was set up.
When pre—arranglng the specific slots and 31ze3 for a specialized networ

or any nat mamhayr addr
V4 Al, A AN LM da “-uaAva

a)
8}

k, and
ess
o

that qnpoxflc respons

i ~32L 2=k ==ps

= or N

o)
(7]
= 0 -

O K-

v Trw (392 ms) per add1t10na1 word required. All

Supersedes page 122 of 15 September 1988.
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The slotted general formula for determining the correct timing for tailored
| net responses in nonminimum or nonuniform cases shall be as follows. The
| slot wait timer time (Tswt) for a selected slot number (SN) is:

Tswt (SN) = SN x[5 Tw + 2 Ta (caller) + (opticnal LQA) Trw (o opt tional
message) Tm] + Ta (calier) + [ (sum of all prev;\.ous addresses)
®

Ta (caller) is the address length (in Trw) of the calling station; Ta(m)
(called) is the address length of a preceding called station (in slot m).
(Optional LQOA) Trw is an optional LQA if requested by COMMAND LQA, and

(optional message)Tm is an optional message section (same size for all) if
reguested by COMMAND. The slotted general formula for the calling station
wrasd FAr natr ranler imar ehall ha Muwen fA21135nAa) 22 Meowd INCY whara Mawrd INC)
AL . A NS A AA%a Lvrld-: o de NG & SDALCA A A ~r VWAL \\.;ﬂ.&d.-l-&ls, L A= \AvW 7 VY A ANw de oo LR A = \NaVWw 7
is Tswt (SN) comngfgg for maximum NS used. The slotted aeneral formula for

(calling) + 2 Trw.

Slot 0 shall normally be used at the net tuneup period. This enables
commonly available MF/HF equipment to participate in fast-slotted response

operations despite relatively slow tuner and turnaround times. When used in
anA 03

it srmlaa eb—at--»\n alAatrd+anand ArAasrabcAnea o~ A reswmisvm AT V1) . A st e Ak
UL LA PLaT OLALAVLL OdVLLTU UVCLGL.LUIID LR XA —2™ Vi \3& uy \.a -~ Qllid WHITHL Ll LdhQaldiily
normal responses; stations shall be capable of performing a complete
turnaround including tuning (but not Tlww) in no more than 1500 ms (Tta +

Tt), from the arrival of the end of the call terminator to the start of the
proper response frame calling cycle, as measured at the antenna input/output
connection. Tta, the turnaround time, shall include decoding, encoding,
transmit/receive switching, control handshaking, propagation within the
transmitter and receiver, and all other delays internal to the station. Tt
is the tune tim The sole exception is a station assigned to slot 1, which
n At mnva rha 2100 mes (Tta + Tt)

4
in nNgT mere tnan MW ya L@ T ALy .

An additional function for slot 0 is to provide a method for emergency
"interrupt" calling by other stations not in the net, or net stations with
critical needs. See figure A-27. Upon receipt of the net call from A, the
unassociated station Z decides that an emergency call is required, and it
initiates the optional handshake protocol described previously. If calling
station A desires to acknowledge station Z in sliot U, A shall inciude the Z
address in the Tc (with the NET or a group call to selected NET members, if

anv) Station 9 muet he a fast turnaround station to avoid colliding with

S2Y7 - (S-S SR8 § § areracs W AaROLT VvaeaddmA VMGG DL Lawasg MWV Wasd vvawamaisy *u.n

proper net stations’ responses. When used in a multiple station slotted
operations (net or group calls), and initiating an emergency call into slot
0, stations shall be capable of performing a complete turnaround and tune in
no more than 360 ms (Tta + Tt), as defined previously for normal responses.

1
A second mode which is necessary for nets with very slow tuners (over one
second)j or which require operator manual interaction, is the "net tune and

standby." In this case, all net stations tune up in slot 0 (and more time if
naraacaared armA e+ranA lu FAr A nenocad Timad+ad ++m Mhsa Tsmitad Fsma s o
IAVV\—UU‘ALJ, whdANA u\.ullu AJJ A \J A «@a HLCOG\-, e e bbbk L TAL \.Ll c. hlld O e Al TN - diUT P =4
typically implemented through the standard WRTT, being preset to a selected

Supersedes page 123 of 15 September 1988.
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"net wait response time" (Twrn), which allows the necessary actions to occur

and provides a default (timeout) termination limit. The suppression of
slotted responses is accomplished by setting the SWT timer value Tswt tc 2

maximum (default) value, or at least to exceed Twrn, in which case the net
member gquits before any response is sent. After the net calling station has
used one net address (perhaps NET TUN) to stop and tune the net members, it
may send the standard net call (NET) and trigger the standard slotted,
responses from the now-tuned stations. This is the primary methodology for a
mixed net which includes modern fast-tuning stations plus older generation,

slow-tuning (over one second) stations. The net manager, when prearranging
the net, assigns a net call such as "NET" to all stations, a subnet call such
as "NET TUN" to the slow stations, and directs that a complete net call up

=1 -

DLUW
should use NET TUN first, wait, then use NET. As an alternative procedure,
the net calling station could send a COMMAND Tune and Wait, which causes all
net members to tune up and wait for a specified, limited time. After all
have tuned (both slow and fast), a standard net call (without the special
command) would cause the desired fast responses. See section 80, which also

be especially useful for a one-way broadcast which
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70.6.3 Star group. A star group is a nonprearranged collection of

stations which, like a star net, is to link and interoperate primarily with a
single "hub" station, which in most cases has the separate function of net
control station (NCS). 1In many cases, little or nothing is known about the
stations except their individual addresses and scanned frequencies. Despite
this minimum of data, it is critical to be able to create a new group where
none existed, and it requires a standardized protocol which is compatible

’
= r oo ==a =7 Y. -1 - - P -T2 - = VR Y -l
with virtually all stations, essentially regardless cf their individual, net,
and other characteristics. The purpose of a star group call, like any group

call, is to rapidly and efficiently establish contact with multiple
nonprearranged (group) stations, simultaneously, by the use of a compact
combination of their own addresses which are assigned individually. See
60.5. Unlike the star net call, in which each additional net address has
associated with it the necessary slotted response data, a group call cannot
have preset slots, because the stations’ own individual addresses are used

and nothing is prearranged. As will be shown, the group call me mbers derive
and construct their own response action, based on the actual received call
structure. Basically, the group call protocol is identical in all regards to

the net call protocol, except as specified herein.

When a star group calling-type function is required, stations shall use the
star group (scanning) calling protocols described herein for all single-
channel (and multichannel) calling, polling, and interoperations. The star
group (scanning) calling protocol enables rapid and flexible linking with

muitiple stations without using a common address. See figure A-28. As
shown, station A is calling a group of three nonprearranged stations: B, G,
and D. All essential parts of star group (scanning) proto ocol are virtually

identical to those of star net (scanning) protocol described previously, and
all timing and functional considerations shall apply identically, except as
noted herein.

Reprinted without change.
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Considering first the simpler, single-channel case with minimum uniform slots
and using single word addresses, the initial group call is modified to
incorporate the called station’s addresses in the following ways. The
calllng cycle does not consist of an individual address as in the
In group ca i
ding ¢
B, &, and B a

-28. If a single- channel call is to be made, the flrst word
leading call (Tlc) would be "TO D" as usual for the individual calling
protocol. However, the next address would follow immediately with the
standard redundant words (Trw) as "REPEAT C" and then the next “TO B" and
similarly until all group whole addresses have been included twice in
rotation. The single-channel calling cycle, therefore, consists of all of

o
3
C
c

() "E
t

+he

gle—Ghannel Tlc = 2 x
um of all called whole address words) 2 Ta(m) = 2 x (NAW x Trw), where NAW
is the number of original individual address words. Obviously, if it were an
individual call, NAW = 1, therefore Tlc = 2 Trw, as expected.

~

In this example a single-channel group call, stations D, C, and B each
r

would hear a call addressed to them and plan to respond. However, they would
notice that other station addresses also appear in the calling cycle.
Therefore, it must be a group call. Specifically, as shown on figure A-28, a
station such as D would hear its address ("TO D") being called. It would

plan to respond immediately to whichever station is calling (A), because it
appears to be (and at this point is) identical to an individual call.

However, upon reading another called address ("REPEAT C"). D realizes that it
is actually a group call and slotted responses are required, so D starts to

count addresses (starting with his own) until the calling cycle ends. When
the “TO B" arrives, D identifies another group-called address and counts t
two. If the call repeats, as shown for scanning cases at the left on figure
A-28, when "REPEAT D" arrives,; D has counted to three. D immediately knows

that there are only three stations involved in the group call (D, C, and B).
D now must find its slot, so it resets its counter to one (itself). D
continues to read the following rotated addresses (C and B again) and
continues to count, until the calling cycle ends. Meanwhile, C and B are
doing the same thing, and they also determine that three stations (R, C, and
B) are involved. However, when counting up to the end of the calling cycle,

“THIS IS A" in this case, D reaches three, C reaches two, and B reaches orne.
They have automatically identified their response slots: D in slot 3, C in
slot 2, and B in slot 1. The remainder of the protocol is identical to the

star net protocol. Note that if one of the stations, such as C, were to miss
the earlier parts of the calling cycle but receive its last "TQ C", it would
still respond properly in slot 2 because it would read the "REPEAT B" which
follows, realize that this is a group call, and should nave counted to two by
the time the call ended. Similarly, if the last called station heard only
the very last words in the calling cycle which were addresses to him, it

would mistake it for an individual call and respond immediately (essentially
in slot 0) instead of slot 1. Therefore, in a group call, the called
stations automatically sort themselves into their proper response slots.

Reprinted without change.
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In a multichannel scanning group call protocol, the caller call, Tlc, must be

lengthened, as in the 1nd1v1dua1 scanning call protocol. 1In that case, Tcc
was 1ncreased beyond the basic Tlic by the scan call time Tsc, which was
Tawrmayr +han +ha amarm $sma Ma ~F ~a11Ad ababasnne Fhat 'y MA~r = Mem~ 4 1
darycoL Lii@ii LIIT OoLwaGll Lane L0 UL s.u!: vaiicu Scdcil U iy Lialiae 4y - -2 v -
=nx Td + Tlc > Ts + Tlc Similarly, the Tcc for the scanning group call

must increase by a group scan call time Tsc > Ts. In the group call, as
noted above, the basic leading call, Tlc = 2Tc = 2 x (sum of all called whole
addressed) Z Ta(m). The group scan call time, Tsc, shall be composed of a
rotated combination (Tcl) of only the different first words (Tal) of the
called group addresses such that the sum (n x Tcl) exceeds Ts and is a

multiple of Trw. To indicate that this is a group call, the address first

..__.Jl._\ S e M =k =11 Tam -2 Al . mrINTY == VA e a2 aa _o Al MITNDTRAMY —— L
WOLU\O ), 411 1OC, Snaii D€ witnin 1L U (ang ailternaciiny wiltlh noroal), 4Qauug in

T ~ ehall ha 1im TN /anA DODEAMY Tha adAvsascane €4 vaotr warde [TAT)Y vyAtratad I n
a~diey CiiLh A A AT s AN NCRadd INLIE Lizd i ] . ST QUULTCOOT O dddiol wWULGGGY \d - LR LG A

Tsc are not required to be an integral multiple of the addresses in Tc, as
some first words may be duplicated and will be deleted (to produce a minimum
set Tcl). The addresses in both Tsc (Tcl) and Tlc (Tc) shall be rotated in
the same basic sequence. Therefore, the scan call time Tsc = n x Tcl =

nx2 Tal > Ts = C x Td, where, as before, C is the number of channels scanned
and Td is the potential dwell time on each. Therefore, the total calling

savm e — . aYmEIL _

> + Tlc = 2 x (NAW x Trw) + Tsc = (n + 2 NAW) x Trow,

L
[
ol

"
1S
T

Note that n is any integer sufficient to make the last equation true, and the
total number of times address first words (Tal) are included in the entire
scanning call (Tsc) for the scanning case is n. Also, when Tsc (and Ts) <
Tcl, it is possible for some addresses to appear only once in the final Tcl
period before the end of Tsc. In the example on figure A-24, Ts = 3920 ms,

n > Ts/Trw = 3920/392, therefore n = 10, at least. Since NAW = 3, the

[
~21 1<~ ermYl A Maa — ? LD ATRETIY . m__ PR, i Vol NPT . PN 1L .. am mlaao—m
vad .Lll\_’ D AT I L O S A\l T £ NAW)} X LIW = (LU T D] X IIW 40 1LW, asS 3IVUwWIL.
The "THIS IS A" tarminatrar nf Trwu insrasncaes +ha antira arnun eranninag ~all +a
-8 zras? o i R AL LTLVAL U4 4dW LMHULTAOUTO LiT CliedadiT Yivup ovaiieily vawea v
17 Trw. As can be seen on figure A-24, the multichannel scanning version of

the group call only increases the calling cycle by slightly more than the
scan time, regardless of the number of stations called in the group. As a
standard upper system limit, the maximum group size in a single call has been
set at five different address first words (Tcl max = 5 Trw = 1960 ms), or
twelve whole address words in Tc¢, which allows up to twelve one-word, Six

two-word, four three-word, three four-word, or two five-word addresses, or
anv r\f—h er nnmh-‘naf-‘nn which doas not excead a rotating address cvcle parisd
LKaay W N AN WA A biCA W AL WAld\widd AN 54 aa - AaLTTuWU a LVLG\—J-&I\’ AL L © -~ u’\_.a.c WL‘UU
{(Tc) (each address once) of 12 Trw.

Unlike the net calls, the slot sizes in group calls are not pretailored for
the specific network situation, although as a system minimum uniform standard
they shall be 14 Tw wide (17 Tw with LQA) as described above. These 14-Tw
response slots require the basic, single-word, intranet addressing for both
calling and called stations, resulting in a S-Tw wide response, plus adequate

propagation and turnaround margins. If the calling station uses a two or
mRre warAd ardAroee fAv s+enlf namathh a8l abt AalalY ha AwceandaAd ber Mo Eme Aamd
AUV L™ TWUAM WUUMLITOOY LUVE ALOTALy T©wauwill o4uvlL DILFJ.J. DT TAaApalIUTU VY LW, LVL ©auil
address word in excess of one, in addition to opticnal Trw expansions, such
as for LQA or messages. Similarly, if a particular station is called using

an address which uses two or more words, that called station’s own slot shall
also be expanded by Trw per address word in excess of one, (in addition to the
caller address and any LQA and message expansions). Therefore, all slots

Reprinted without change.
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are automatically adjusted to the proper, minimum necessary width for their
associated responses. If any called station arrives on channel late and is
unaware of other previously called group stations, it s
sufficient information to res e

P
designing nonuniform, nonstand
Twrn Twan) shall also be used

AV Ay awRis ciiflaa oSO .=

L
n

P T - T

ona pLUPCL.&y. Thc olut.\.cd

a

rd star net slotted responses (Tsw, Tswt,

to determine the star group slotted responses.
(3

In the event that a called station does not identify the magnitude of the

called group and therefore the correct Twan, it shall use a default value for

Twan which is equal to the longest possible group call of twelve one-word

A

addresses. Based on the slotted general formula, Twan = 107 Tw + 27 Ta
(called) + 13 Trw (optional LQA) + 13 Tm {optional message). In the case of
no message fi and a one-word address caller, Twrn max = 188 Tw (25

el
seconds), or 227 Tw (30 seconds) with LQA.
In the special but not excluded case where a called station is intended by
the caller to use a longer transmission for his response than he can fit in
his assigned slot (such as to add a special message), the calling station may
insert a "NULL" address in the previous adjacent pos;txon in only the leading

call of the calling cycle which will provide a “blank” slot for *overflow",
immediately following that responder’s slot. This overflew slot, typically
the minimum width (because "NULL" is a one-word address)., provides almost a

five additional data-word (Trw) capacity. As another special, but not
excluded, case, a station may be called multiple times in a group call, even
by different addresses, and it shall properly respond in the derived slots as
though it were multiple separate stations.

s s wanilAd ha AAanfue
nIus

known to the caller. In some cases, it would be confusing
or inappropriate to respond to one but not another address.
Redundapf Calllnn address ¢ icts can be resolved after

In the leading call (Tlc), (when receiving a group call) the preambles TQ and
REPEAT after TQ shall be used to indicate the start of each called stations(s)
whole addresses. 1In the scan call (Tsc), the address first words shalil be in

alternating THRU and REPEAT. However, if there is only one unique address
first word, it shall be repeated in THRU only, in TscC.

Supersedes page 128 of 15 September 1988.
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APPENDIX A
80. ORDERWIRE MESSAGES.

80.1 Introduction. In addition to automatically establishing links,
stations shall have the capablllty to transfer 1nformatlon wlthln the

NOTE: For critical orderwire message which require increased
protection from interference and noise, several ALE techniques are
available. Any message may be specizlly encoded off-line and then
transmitted using the full 128 ASCII COMMAND data text message
(DTM) mode (whxch also accepts random data bits). Larger blocks

m
d de

jo gl o )
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Integrlt data may be ensured using the gguggug CRC mode.
See 80.6. In addition, once a link has been established, totally
separate equipment, such as heavily coded and robust modems, may
be switched onto the rf link in the normal circuit
(traffic-bearing) mode.

<0
o

Hh
o
=4
®

is
_he T E stations. The

LOA word shall be constructed as shown in table A- XVI The preamble shall be
COMMAND (110) in bits P3 through Pl (Wl through W3). The first character
shall be "a" (1100001) in bits Cl1-7 through Cl-1 (W4 through W10), which
shall identify the LQA function "analysis". It carries three types of
analysis information (BER, SINAD, and MP) which are separately generated by
the ALE analysis capability. Note that when the control bit KAl (Wil) is
set to "1", the rece1v1ng station shall respond with a LQA report in the
handshake. If Kal

acliGoiia ingaa

m
oY

|-
O

case for a basic stati
80.2.1 Bit error ratio (BER). The mandatory BER shall be empirically
derived by all ALE stations from the basic digital signaling, and shall be
communicated as follows. The transmitted BER is represented as five bits of
information, BE5 through BEl (W20 through W24). Refer to table A-XII for the

assigned values.

i u
{SINAD). 1If the optional SINAD is analytically de
stations from the ALE analog signaling, it shall be communlcated as follows.
The SINAD is represented as five bits of information SN5 through SN1 (W15
through W19). The range is 0 to 30 dB in 1-dB steps. 00000 is 0 dB or less,
and 11111 is no measurement.

22LaDly

'

80.2.3 Multipath (MP). Three bits, MP3 through MP1 (W12 through wi4),
are reserved for multipath information exchange. Until standardized, these
bits shall be set to 111 (meaning no measurement available).

Reprinted without change.
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COMMAND ABC

COMMAND a .

COMMAND b

-~ NN

(ext. 64) Automatic message display (
n .

(1100001)

(1100010)

(1100100)

(1111000)

—~ o~ o~

[
fosy

Link quality analysis (LQA) (mandatory).
Contains BER, SINAD, MP.

Data block message (DBM) (optionalj.
Contains compressed text message for

utomat
/0 por
r =

[¢]
[e)

utput to receiving station

t.

- W

Data text message {(DTM) (optional).
Contains text message for automatic
output to receiving station input/output
(I/0) port.

(1110100) Time (optional).

This feature is mandatory when the user
unique function (UUF) is implemented.

Contains time and timing information.

Cyclic redundancy check (CRC) (optional);
1 Contains
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User unique functions (UUF) (optional).
Contains unique information for a
specific user system (special
registration).

Supersedes page 130 of 15 September 1988.
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TABLE A-XVI Link guality analysis Structure.
LOA bits Word bits
COMMAND MSB P3=1 MSB Wl
preamble P2=1 w2
LSB P1i=0 w3
MSB Cl-7=1 w4
Cl-6=1 W5
First Cl-5=0 W6
character Cl-4=0 w7
"a" Cl-3=0 W8
Cl-2=0 ws
LSB Ci-i=1 Wil
Control KAl Wil
Multipath MSB MP3 W12
bits MP2 w13
LSB MP1 Wl4
MSB SNS W15
SINAD SN4 Wis
bits SN2 w17
SN2 W18
LSB SN1 W19
MSB BES w20
BER BE4 w2zl
bits BE3 w22
BE2 w23
LLSR RE1l LSB W24
NOTES:
1. COMMAND LQOA first character is "a" (1100001) for "analysis".
2. Control bit KAl (Wil) requests an LQA within the handshake

from the called station,

TNARA + €& ane +

~ unn
Aii 4 OCGL v V.

Reprinted without change.
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80.3 W&MLM@ The mandatory AMD mode

m et en s oo e mvanmranmad ~~ada

enables stations to communicate short orderwire mesSsages o©r prearranged cole
to any selected station(s) This basic data transfer function expleoits the
communications, processing, and operator (and controller) interfaces already

embedded within the stations and system. The operators and controllers shall
be able to send and receive simple ASCII text messages using only the
existing station equipment. The entire expanded 64 ASCII character sybset
shall be available for this purpose. The station shall have the capability to
both send and receive AMD messages from and to both the operator and the

controller. The station shall also have the capability to display any
received AMD messages directly to the operator and controller upon arrival,
and to alert them. The coperator and controller shall have the capability to
disable the display and the alarm when their functions would be operationally
inappropriate.

When an ASCII short orderwire AMD type function is required, the following
COMMAND AMD protocol shall be used, unless another protocol in this standard
is substituted. An AMD message shall be constructed in the standard word
format, as described herein, and the AMD message shall be inserted in the

message section of the frame. The receiving station shall be capable of
receiving an AMD message which is contained in any ALE frame, including calls,

responses, and acknowledgements. Within the AMD structure, the first word
shall be a COMMAND AMD word, which shall contain the first three characters of
the message. It shall be followed by a sequence of alternating DATA and
REPEAT words which shall contain the remainder of the message. The COMMAND,
DATA, and REPEAT words shall all contain only characters from the expanded
ASCII 64 subset, which shall identify them as an AMD transmission. Each
separate AMD message shall be kept intact and shall only be sent in a single
frame, and in the exact sequence of the message itself. 1If one or two
additional characters are required to fill the triplet in the last word sent,
the position(s) shall be "stuffed" with the "space" character (0100000)
automatically by the controller, without operator action. The end of the AMD
message shall be indicated by the start of the frame conclusion, or by the
receipt of another COMMAND Multiple AMD messages may be sent within a frame,

but they each shall start with their own COMMAND AMD with the first three
Cnaracters .

Receipt of the COMMAND AMD word shall warn the receiving station that an AMD
message is arriving and shall instruct it to alert the operator and
controller and display the message, unless they disable these outputs. The
station shall have the capability to distinguish among, and separately
display, multiple separate AMD messages which were in one or several
transmissions.

The AMD word § shall consist of a COMMAND (11
(Wl through W3 followed by the three standard character fields Cl, C2, and
C3. 1In each c er field, each character shall have its most significant
bits (MSBs) b7 and b6 (Cl-7 and C1-6, C2-7 and C2-6, and C3-7 and C3-6) set

ny hita DU +Fhvran
v) inl BATS 25 TAare

Supersedes page 132 of 15 September 1988.
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to the values of "01" or "10" (that is, all three characters are members of

N s 1w e - a s Y —— e = a _ £ e AMTN o s abhall lma
the expanded ASCII 64 subset). The rest of the AMD message sinaii 08
constructed identically, except for the alternating use of the DATA and
DEDEAT nroamhlea

REPEAT preambles.

Any quantity of AMD words may be sent within the message section of the frame,
within the Tm max limitation of 30 words (90 characters). Tm max sha}l'be
expanded from 30 words, to a maximum of 59 words, with the inclusion of
COMMAND words within the message section. The maximum AMD message shall
remain 30 words, exclusive of additional CQMMAND words included within the

lalat i 1S\ h I? 1Y

- PO T [ 2 3 L U N . cmmala crsbs e A
message section of the frame. Tne maximum numoer Oor COMMAND WOIGS wilninl tae
message section shall be 30. The message characters within the AMD structure
shall be displayed verbatim as received. If a detectable information loss or

error occurs, the station shall warn of this by the substitution of a unique
and distinct error indication, such as all display elements activated (like a
“block"). The display shall have a capacity of at least 20 characters (DO: at
least 40). The AMD message storage capacity, for recall of the most recently
received message(s), shall be at least 90 characters plus sending station
address. (DO: at least 400.) By operator or controller direction, the

display shall be capable of reviewing all messages in the AMD memcory and shall
also be capable of identifying the originating station’s address. If words
are received which have the proper AMD format, but are within a portion of the

message section under the control of another message protocol (such as DTM),
the other protocol shall take precedence and the words shall be ignored by the
station’s AMD function.

NOTE: If higher data integrity or reliability is required, the

COMMAND DTM or DBM protocols should be used.

80.4 Data text message (DTM) mode. The DTM orderwire message function
enables stations to communicate (full ASCII, or unformatted binary bits),
messages to and from any selected station(s) for direct output to, and input
from, associated data terminals or other DTE devices through their standard
DCE ports. The DTM data transfer function is a standard speed mode (like AMD)
with improved robustness, especially against weak signals and short noise
bursts. When used over MF/HF by the ALE system, DTHM orderwire messages may be
unilateral or bilateral, and broadcast or acknowledged. As the DTM data
blocke are of moderate sizes, this special orderwire message function enables

utilization of the inherent redundancy and FEC techniques to detect weak HF
signals and tolerate short noise bursts.

The DTM data blocks shall be fully buffered at each station and should appear
transparent to the using DTEs or data terminals. As a design objective, and
under direction of the operator or the controlier, the stations should have
the capability of using the DTM data traffic mode (ASCII or binary bits) to
control switching of the DTM data traffic to the appropriate DCE po rt or

associated DTE equipment, such as to n:lnters and terminals (if ASCII mode),
or computers and cryptographic devices (if blnarv bits mode). As an operator

or controller selected option, the received DTM message may also be presented
on the operator display, similar to the method for AMD in 80.3.

Supersedes page 133 of 15 September 1988.
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There are four COMMAND DTM modes: BASIC, EXTENDED, NULL, and ARQ. The DTHM
MAOTA 1Y mmls e mm - mecms o emamdmmndn msma Bl st atemas m ermed abhla s ames e A
BASITU DLIOCK ranges over a mogerate Sice and Tontains & variaoi€ Juantily Oz
Aa+a fyrAam Z2avn +n f1211 ae vrooni rad which 18 exactlyu meagnred to ensure
gata, from zerc te ftull as required, whice S exactly measurel to ensure
integrity of the data during transfer. The DTM EXTENDED blocks are variable

over a large range of sizes, in integral multiples of the ALE basic word, and
are filled with integral multiples of message data, The DTM NULL and ARQ
modes are used for both link management, and error and flow control. The’
characteristics of the COMMAND DTM orderwire message functions are listed in
table A-XVII and are summarized below:

Page 133a added.
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COMMAND DTM mode BASIC EXTENDED ARQ
NULL

Maximum size, bits 651 7371 0

Cyclic redundancy check 16 bits 16 bits 0

Data capacity, ASCII 6 - 83 3 - 1053, by 3 0

Data capacity, bits 1 - 651 21 - 7371, by 21 s 0

ALE word redundancy 3 fixed 3 fixed 0

Data transmission 392 ms - 392 ms - 0

12.152 sec 2.29 min

When an ASCII, or binary bit, digital data message function is required, the
following COMMAND DTM orderwire structures and protocols shall be used as
specified herei unless another standardized protocol is substituted. The
DTHM ucture 1 Sit the message section of the standard ALE
frame. A COMMAND DTM word shall be ted in the standard 24-bit format,
using the COMMAND preamble. See tabl -XVIII. The message data to be
transferred shall always be inserted in words, using the DATA and REPEAT
preambles. The words shall then be Golay FEC encoded and interleaved, and

then shall be transmitted immediately following the COMMAND DTM word. R

w
]
b

]
(g p
.%

e N ,

the error control CRC frame check seguence (FCS).

3

When the DTM structure transmission time exceeds the maximum limit for the
message section (Tm max), the DTM protocol shall take precedence and shall
extend the Tm limit to accommodate the DTM. The DTM mode preserves the

required consistency of redundant word phase during the transmission. The

message expansion due to the DTM is always a multiple of one Trw, as the

basic ALE word structure is used. The transmission time of the DTM data
block (DTM words x 392 ms) does not include the Trw for the preceding COMMAND
DTM word or the following CQMMAND CRC. Figure A-29 shows an example of a DTM

message structure.

The DTM protocol shall be as described herein. The COMMAND DTM BASIC and
EXTENDED formats (herein referred to as DTM data blocks) shall be used to
transfer messages and information among stations. The COMMAND DTM ARQ format
shall be used to acknowledge other COMMAND DTM formats and for error and flow

control, except for non-ARQ and one-way broadcasts. The COMMAND DTHM NULL
format shall be used to {a) interrupt {("break") the DTM and message flow, (b)
to interrogate stations to confirm DTM capability before initiation of the DTM

message transfer protocols, and (c) to terminate the DTM protocols while
remaining linked. When used in ALE handshakes and subsequent exchanges, the
protocol frame terminations for all involved stations shall be THIS IS until
all the DTM messages are successfully transferred, and all are acknowledged if
ARQ error control is required. The only exceptions shall be when the protocol
is a one-way broadcast or the station is forced to abandon the exchange by the

St 2213 lea MIITE LIRS

operator or controller, in which cases the term;natlon Sn0uld D€ 1nip wiw.

Reprinted without change.
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There are four COMMAND DBM modes: BASIC, EXTENDED, NULL, and ARQ. The DBM

BASIC block is a fixed size and contains a variable quantity of data, from
zero to full as required, which is exactly measured to ensure integrity of the
data during transfer. The DBM EXTENDED blocks are variable in size in

integral multiples of the BASIC block, and are filled with integral multiples
of message data. The DBM NULL and ARQ modes are used for both link )
management, and error and flow control. The characteristics of the COMMAND
DBM orderwire message functions are listed in table A-XIX, and they are

summarized below:

ARQ,
COMMAND DBM mode BASIC EXTENDED NULL
Maximum size, bits 588 261660 0
Cyclic redundancy check 16 bits 16 bits 0
Data capacity, ASCII 0 - 81 81 - 37377, by 84 0
Data capacity, bits 0 - 572 572 - 261644, by 588 0
Interleaver depth (ID) 49 fixed 49 - 21805, by 49 0
Block transmission 3.136 sec 3.136 sec - 23.26 min, by 0

3.136 sec increments

When an ASCII, or binary bit, digital data message function is required, the
following COMMAND DBM orderwire structures and protocols shall be used as
specified herein, unless another standardized protocol is substituted. The
DBM structure shall be inserted within the message section of the standard
frame. A COMMAND DBM word shall be constructed in the standard format. The
data to be transferred shall be Golay FEC encoded, interleaved (for error

spr ’ading during decoding), and transmitted immediately following the COMMAND

When the DBM structure transmission time exceeds the maximum for the mess

section (Tm max), the DBM protocol shall take precedence and shall extend

Tm limit to accommodate the DBM. The DBM mode preserves the required

consistency of redundant word phase during the transmission. The message

expansion due to the DBM is always a multiple of 8 Trw, as the interleaver

depth (ID) is always a multlple of 49. The transmission time of the DBM data
X

o { ms not including the Trw for the
s s

-
v

lock (Tdbm) itsel
raradin
F SR =L~ = Y

H .Q
m

ot

hu o
S

’
10W

o RNe )
[ R

q
4

i1}
3,

igur an example of an exc g
the DBM orderwire to transfer and acknowledge messages. Figure A-32 shows an
example of a DBM data interleaver, and figure A-33 shows the transmitte

bit-stream sequence.

The DBM protocol shall be as described herein. The COMMAND DBM BASIC and
EXTENDED formats (herein referred to as DBM data blocks) shall be used to

transfer messages and information among ALE stations. The COMMAND DBM ARQ
format shall be used to acknowledge other COMMAND DBM formats and for error
and flow control, except for non-ARQ and one-way broadc The COMMAND DBM

way broadcasts. The COMMAND DB
NULL format shall be used to: (a) interrubt ("break") the DBM and message
flow; (b) to interrogate stations to confirm DBM capability before initiation
of the DBM message transfer protocols; and (c) to terminate the DBM protocols
while remaining linked. When used in handshakes and subsequent exchanges,
the protocol frame terminations for all involved stations shall be THIS IS

Supersedes page 145 of 15 September 1988.
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The COMMAND DBM words shall be constructed as shown in table A-XX. The
preamble shall be COMMAND (110) in bits P3 through Pl (Wl through W3). The
first character shall be "b" (1100010) in bits Cl1-7 through Cl-1 (W4 through
W10), which shall identify the DBM "block" functicn

For DBM BASIC, EXTENDED, and NULL, when the ARQ control bit KB4 (W1ll) is set
to "0" no correct data receipt acknowledgement is required; and when set to
"1" it is required. For DBM ARQ, ARQ control bit KB4 is set to "0" to
indicate acknowledgement or correct data block receipt (ACK); and when set to

"1" it indicates a failure to receive the data and is therefore a request-for-
repeat (NAK). For DBM ARQ responding to a DBM NULL interrogation, KB4 "0"
indicates nonparticipation in the DBM protocol or traffic type, and KB4 "1"
indicates affirmative participation in both the DBM protocol and traffic type.

For DBM BASIC, EXTENDED, and NULL, when the data type control bit KB3 (W12) is
set to "0", the message data contained within the DBM data block shall be
binary bits with no required format or pattern; and when KB3 is set to "1",
the message data is 7-bit ASCII characters. For DBM ARQ, flow control bit KB3

is set to "0" to indicate that the DBM transfer flow should continue or
resume; and when KB3 is set to "1", it indicates that the sending station
should pause (until another and identical DBM ARQ is returned, except that KB3
shall be "0").

For DBM BASIC, EXTENDED, and NULL, when the "message" control bit KB2 (W13) is
set to the same value as the KB2 in any sequentially adjacent DBM data block,
the message data contained within those adjacent blocks (after individual
error control) shall be recombined with the message data within the present
DBM data block to reconstitute (segment-by-segment) the original wh
message; and when KB2 is set opposite to any sequentially adjacent
blocks, those data blocks contain separate message data and shall not be
combined. For DBM ARQ, "message" control bit KB2 shall be set to match the
referenced DBM data block KB2 value to provide message confirmation.

or TEND D, nd NULL, the sequence control bit KBl (W14) shall be
et opposite to th

EXTENDED, or NULLs to be sent (the KBl values therefore alternate, regardless
of their message dependencies). When KBl is set the same as any sequentially
adjacent DBM sent, it indicates a duplicate. For DBM ARQ, sequence control
bit KBl shall be set to match the referenced DBM data block or NULL KBl value

to provide sequence confirmation.

When used for the DBM protocols, the ten DBM block code (BC) bits BC10 through
BCl1 (W15 through W24) shall indicate the DBM mode (BASIC, EXTENDED, ARQ, or
NULL). They shall also indicate the size of the message data and the length

of the data block. The DBM NULL BC value shall be "0" (0000000000), and it

shall designate the single CQOMMAND DBM NULL word. The DBM EXTENDED BC values
shall range from "1" (0000000001) to "445" (0110111101), and the ey shall

designate the COMMAND DBM EXTENDED word and the data block multiple (of 49 ID)
which defines the variable data block sizes, in increments of 588 binary bits
Or 84 ASCII characters. NOTE: The values 446 (0110111110) and 447

re reserved. The DBM BASIC BC values shall range from

000) to *1020" (1111111100), and they shall designate the

Supersedes page 155 of 15 September 1988.
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COMMAND DBM BASIC word and the exact size of the message data in a fixed size
(ID = 49) data block, with up to 572 binary bits or 81 ASCII characters. The
DBM ARQ BC value shall be "1021" (1111111101), and it shall designate the
single COMMAND DBM ARQ word. The BC values "1022" (1111111110) and "1023"
(1111111111) shall be reserved until standardized. See table A-XIX.

80.6 Cvclic redundancv check (CRC). This special error-checkina

function is available to provide data integrity assurance for any form of
message in an ALE call.

NOTE: The CRC furcticn is opticnal, but mandatory when used with
the DTM or DBM modes.

The sixteen-bit frame check sequence (FCS) and method as specifie
1003, shall be used herein. The FCS prov

1
ides a nrohahilityv nf un
..... ges a preodabiiad ol

P 4
error of 2—16, independent of the number of bits checked. The generator
polynomial is

x4+ x4 x4

and the sixteen FCS bits are designated

135 4 3 12
MsB) x°°, x°¢, x*3, x*...x%, x° (usm).

The ALE CRC is employed two ways: within the DTM data words, and following
the DBM data field, described in 80.4 and 80.5, respectively. The first, and
the standard, usages are described in this section.

YtV PR 19 an

The COMMAND CRC ord shall be constructed as shown in table A-XXI. The
1 )

preamble shal e COMMAND (110) in bits P3 through P1 (Wl through W3) The
£ wmad Al awame - -\n-u1'| SN "L, 17111 NNANY "o {1M111N0NN11\ " . £1T17T1NT NN -~ "o
LAddlLOL CiiaiAal LTL Qllalld VT P8 \1Ld4d11VVV), y \441414VVUL), r4 \L141VLEV), Vi 1
(1111011) in bits C1-7 through Cl-1 (W4 throu ? W10). Note that four

identifying characters result from FCS bits X ~ and x** which occupy Cl-2

and Cl-1 (W9 and W10) in the first character field respectively. The
conversion of FCS bits to and from ALE CRC format bits shall be as described
in table A-XXI where X ~ through X correspond to W9 through W24.

The COMMAND CRC m essage should normalily appear at the end of the message
aand s e Af o b e memd ot e Trsnde = d wmmar buo .‘—-A_‘AA crs e hdem el wm s o e b s e
oTtiLLdull UL a LLIailionuoodivli, UL JdU luay DL liicciicUu wiulidl 0 tne essaye secuLlioll
{(but not within the message being checked) any number of times for any number

of separately checked messages, and at any point except the first word
(except as noted below). The CRC analysis shall be performed on all ALE
words in the message section which precede the COMMAND CRC word bearing the
FCS information, and which are bounded by the end of the calling cycle, or
the previous QQ!ME!D CRC wo:d, whichever is closest. The selected ALE words

ALE word (24-bit) form in the bit sequence, (MSB) W1, W2, W3, W4...wW24 (LSBj,
EmVY mcoad luer Sl tecmmem A il o TIT Ll EINA L amn bla cmmed comanad  aacade 4 o am
LULA0VWEU DY LOEe unenCoucu LDILsS Wl Lidrouyn wo4d 1LiIiom vhe lHexc wOrg sent (Oor
received), followed by the bits of the next word, until the first COMMAND CRC
is inserted (or found). Therefore, each COMMAND CRC inserted and sent in the

message section ensures the data integrity of all the bits in the previous

Reprinted without change.
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There are several specific functions which utilize these special timing controls.
All use the COMMAND (110) preamble in bits P3 through P1 (Wl through W3). The first

character 1s "t" (1110100) for "time”. The second character indicates the function
as shown in table A-XXIV. The basic structure is the same as in table A-XXII.

Tune and Word
wait bits bits
COMMAND MSB P3 =1 MSB Wl
preamble P2 =1 W2
LSB Pl =0 W3
MSB Cl-7 = 1 w4
Cl-6 = 1 WS
First Cl-5 =1 wé
Character Ci-4 =0 W7
il A Cl-3 =1 w8
cl1-2 = ¢ we
LSB Cl-1 =0 w1lo0
MSB cz2-71 =1 Wil
C2-6 =1 W12
Second c2-5 =1 W13
Character C2-4 = 0 wWid
e C2=-3 =1 W15
c2-2 =0 wleé
LSB c2-1 = 0 wWil7
MSB TB7 w18
TB6 Wl9
TBS W20
Time TB4 wel
hite ™ w22
At e e WD P =xe ) LA X ¥
TB2 w23
LSB TB1 LSB W24
NOTES:
1. COMMAND tune and wait first two characters are "t" (1110100) and "t"
£111N1N0NY FAavr Y aema +ramawm M
\dddVivy) &~ e dedliT L.uucuy.
2. Time bits TB7 through TRl from table A-XXIII.

Supersedes page 159 of 15 September 1988.
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TABLE A-XXIII. Time values.

MULTIPLIER: Most significant bits (MSBs)
MSB Approximate
TB7 TB6 Exact Approximate range
(W18) (W19) increment increment of "T" values
0 0 Tw 130.66... ms 1/8 second 0 - 4 seconds
0 1 3 Trw 117€ ms 1 second 0 - 36 seconds
1 0 153 Trw 59.976 sec 1 minute 0 - 31 minutes
1 1 9184 Trw 60.002 min 1 hour 0 - 29 hours
INDEX: Least significant bits (LSBs)
iiTii llTll llTlQ "T"
LSB value value value value
TBS TB4 TB3 TB2 TB1l Index for for for for
(W20) (W21) (W22) (W23) (wW24) Value MSB=00 MSB=01 MSB=10 MSB=11
0 0 0 0 0 0 0(1) 0 0 0
0 0 0 0 1 1 130.66ms 1.176s 1.00man 1.00hr
0 0 0 1 0 2 261.33ms 2.352s 2.00min 2.00hr
0 0 0 1 1 3 392.00ms 3.528s 3.00min 3.00hr
0 0 1 0 0 4 523.66ms 4.204s 4.00min 4.00hr
0 0 1 0 1 5 653.33ms 5.880s 5.00min 5.00hr
1 1 1 0 1 29 3789.3ms 34.10s 29.0min 29.0hr
1 1 1 1 0 30 3920.0ms 35.28s 30.0min (3)
1 1 1 1 1 31 4050.7ms 36.46s 31.0min (2)
NOTES:
1. The minimum value "0" (TB = 0000000) is interpreted as "do immediately"
if a delav. or "zaero gize" if a tima wid+ as specifiaed in usage
a delay, or "zero s.iz e if a time wigdth, as specified in usage.
2. The maximum value "127" (TB = 1111111) is interpreted as "do it at time

or date following, " as specified in next COMMAND.
3. The next maximum value "126" (TB = 1111110) is interpreted as "indefinite
time," unlimited except by other COMMAND or timeout protocol.

Reprinted without change.

[



Downloaded from http://www.everyspec.com

MIL-STD-188-141A

NOTICE 1
APPENDIX A

TABLE A-XXIV. Time-related COMMAND functions.

Identification

Adjust slot width

Halt and wait

Operator NAK

q
~

b J
(@]

Operator

Stay (see note 4)

"t "a" (1100001)

et "h" (1101000)

e "n" (1101110}

" correct redundant word phase). T

Add T to width of all slot;-for
this response. TB=0, normal.
TB7 = 0 as 36 second limit.

do not tune

- 0O
2]
H
®
(9]
o]
O
Q.
) o~
b
[+7]
FI
[ald
=]

Same as "t,o" operator ACK,
except that at T, if no input,
automatic tuneup and respond NAK
(THIS IS), in slots if any. TB =

0, NAK now.

Stop scan, alert operator to
manually input ACK (or NAK),
which causes tuneup (if needed)
and ACK response THIS WAS, or
THIS IS; if no input by operator
by T, 31mply quit.

now. TB/ 0 as

<]
o

]
-
Q
’l

Stop scan, tuneup and respond as
normal, wait T for instructions,
quit and resume scan if nothing.
TB = 0, quit after response. TB7
= 0 as 36 second limit. TB =
1111111, do at date/time
following.

-
%

s 0 X
B~ I e O 1

nore all

Q
é
2
®
9
1]
e}
a

|n

sanals during T if not
understood; except ALE frame
reacquisition by T (must be in

in multiples of Trw, as indicated

by binary value of last 14 bits
(0011111 1111111 = 4085 sj,
range of 0 to 26.754 minutes.

IXMYl A X PFA Y L >ar) wW.lLil =T O
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TABLE A-XXIV. Time-related COMMAND functions -- Continued.
First Second
dentification character character Function
une and wait e v "t" (1110100) Stop scan, tuneup, do notas '
respond, wait T for instructions,
quit and resume scan if nothing.
TB = 0, quit after tuneup. TB7 =
0 as 36 second limit.
Width of sliots bk A “w® (1110111) Set all sliots to T wide for this
response. TB = {, noc responses.
TB7 = 0 as 36 second limit,.
NOTES:
1. Preamble is CQOMMAND (110).
2. First character is "t" (1110100) for all.
3. Third-character field is binary bits TB7 through TBl1 (W18 through
W24), designating a time interval "T" as a standardized value in
table A-XXIII.
4. When the optional UUF is implemented, the STAY command function 1is
required,
S. This second ASCII character will vary, depending on the resulting
binary value.
80.9 User unique functions (UUFs). The user unique functions (UUFs) are

for special uses, as coordinated with specific users or manufacturers, which

use the ALE sys té in conjunction with unigque, nonstandard Or non-ALE,
purposes. UUF enables stations tc perform an "escape” function which
preserves the basic and underlying protocol and also permits the use of the
channel or link for activities unique to a specific user or manufacturer
group or system. The unique function itself may be anything that the users

select to use, and the ALE waveform and signal structures may be used, but
are not required. An example is a user which requires the capability to link
using ALE, transmits an HF channel characterization (non-ALE) waveform during
the ALE frame or handshake, and concludes the underlying protocol.

There are 16384 specific types of COMMAND UUF codes available, as indicated
by a 14- bit {or twoc-character) unigque index (UI). Each unique type of
special function which employs a UUF shall have a specific UI assigned to it
to ensure interoperability, Combatlbllltv. and 1dent1f1catlon. The UI shall
be assigned for use before any transmission of the UUF or the associated

unique activity, and the ALE UUF shall always include the appropriate UI when
sent.
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The UUF shall be used only among stations which are specifically addressed
and included within the protocol, and shall be used only with stations
specifically capable of participating in the UUF activity, and all other
(nonparticipating) stations should be terminated. There are two exceptions
for stations which are not capable of participating in the U
required to be retained in the protocol until concluded. Th
handled using either one of the two following procedures. . F
1 the addressed and included stations

station shall direct a2ll the addressed and included stations t
for the duration of the UUF, to read and use anything that they are capable

of during that time, and to resume acquisition and tracking of the ALE frame
and protocol after the UUF ends. Tc accomplish this, and immediately before
the COMMAND UUF, the sending station shall send the COMMAND STAY, which shall
indicate the time period (T) for which the receiving stations shall wait for

resumption of the frame and protocol. Second, the sending station shall use
any standard COMMAND function to direct the nonparticipating stations to wait
or return later, or do anything else which is appropriate and controllable

,
e standard orderwire functions.
If a COMMAND UUF is included within an ALE frame, it shall only be within the
message section. The UUF activity itself should be conducted completely
outside of the frame and should not interfere with the protocels. If the UUF

activity itself must be conducted within the message section, will occupy
time on the channel, and is incompatible with the ALE system, that activity
shall be conducted immediately after the COMMAND UUF and it shall be for a

y 1 Al A\ %)
l:mited amount of time (T). A COMMAND STAY shall precede the UUF instruction,
as desecribed herein, to indicate that time (T). The sending station shall
resume the same previous redundant word phase when the frame and protocol
resumes, to ensure synchronization. The STAY function preserves maintenance
of the frame and link. It instructs the stations to wait, because the amount
of time occupied by the UUF activity or its signaling may conflict with
functions such as the wait-for-activity timer (Twa). This may interfere with
the protocols or maintenance of the link. 1In any case, the users of the UUF
shall be responsible for noninterference with other stations and users, and
also for controlli their own stations and link nctions to avoid

8180 iI0OXx \,UAAuLvA.L.L“ng LiaCal OWhLl SLdulaluc G ~

3
o]
[}
uw
1)
=)
1)
=
+
]

these conflicts.

The user unique function (UUF) shall be constructed as follows and as shown

in table A-XXV. The UUF word shall use the COMMAND (110) preamble in bits P3

through P1 (W1 through W3). The character in the first position shall be the

“pipe" or "vertical bar" “|" (1111100) in bits C1-7 through Ci-1 (W4 through

Wi0), which shall identify the "unique®™ function. The user or manufacturer

specific unique index (UI) shall be a 1l4-bit (or two-character, 7-bit ASCII)
. h

code using bits UIl4 through UIl (W1l through W24). All unassigned UI codes
shall be reserved and shall not be used until gss;gned for a specific use.
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TABLE A-XXV. User unigue functions structure.

User unigque Word
function bits bits
COMMAND MSB P3 = 1 MSB 4 W1
preamble p2 = w2
LSB Pl = 0 W3
MSB c1-7 =1 w4
Cl-6 =1 w5
First Cl-5 =1 W6
character Cl-4 =1 W7
" Cl-3 1 w8
Ci-2 =0 WS
LSB Cl-1 =20 W1l0
MSB UIl-7 wWll
UIl-6 W12
First UI UIl-5 W13
character UIl-4 W14
UI1l-3 wid
UIli-2 W16
LSB UIl-1 W17
MSB U12-17 w18
U12-6 W19
UI12-5 w20
Second UI UIi2-4 w21
character U1z2-3 w22
Uiz-2 w23
LSB Ui2-1 W24

IOTES :

! 1. COMMAND user unique functions first character is "|" {(1111100)

for "unique".

2. Unique index (UI) characters UIl and UIZ from central registry

and assignment.

Supersedes page 164 of 15 September 1988.
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ANNEX A. DEFINITIONS OF TIMING SYMBOLS

comiiansn

Number of channels in scan seguence

Handshake. Completed sequence of call, response, and
acknowledgement

| ]
Integer

Number of addresses

Number of addresses with "m" words
Number of original individual address words

Number of slots in response period, total (includes slot 0)
Probability of linking (three-way handshake)

Seconds

Slot number identification

Time

Individual station (or net) whole address time

irst word time

+h

Individual station ({(or net) address

Acknowledgement received event time

Call time, combination of whole address(es), which is usually
repeated as a leading call Tlc

Combined different first words of group station address

Maximum call time limit (of the call)

Basic dwell time on each channel during scan. Number is
channels per second scanning rate.

Data block message time

) o PR, U —
vecoge Line

Supersedes page 169 of 15 September 1988.
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Tdrrw Detect rotating redundant word time
Tdrw Detect redundant word time
Tds Detect signaling {tcnes and timing) time
Tenk Encode time ' N
Ths Handshake time, start to finish total (without tuning)
Tlc Leading call time
T1ld Late detect word additional time
Tlww Last word wait delay
Tm Orderwire message section time
Tm max Maximum orderwire message section time limit
Tp Propagation time
Tps Periodic sounding interval
Trc Redundant call time
Trd Receiver internal signal delay time
Trr Response received event time
Trs Redundant sound time
Trw Redundant word time (3392 ms)
Trwp Redundant word phase delay (0 to Trw)
Ts Scan period
Tsc Scan calling time, same as Tss
Ts max Maximum scan period
Ts min Minimum scan period
Tsrc Scanning redundant call time
¢
Tsrs Scanning redundant sound time
Tss Scan sounding time, same as Tsc

Replaces page 170 of 15 September 1988.
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Slot width time

Fixed slot width time

e e o o

Slot wait time delay after end of call, until.
slotted response start

7]

Tuneup time delay of antenna tuner or coupler
Turnaround time, receipt of end of signal to start of reply

Transmitter command (to transmit) taime

time

o]
re
I
-
V]
rt
’..l.
rt
'.-l.
4]
rt
Al
V)
=
:
ct
et
P.
=}
\Q

Tone (8 ms)
Word time (130.66...ms)
Wait for activity time

t for net acknowledgement time (for called stations).

a s
o e as

Maximum limit group call wait for reply time
(for late arrival called stations)

Wait for calling cycle end (message or terminator sections)
Wait for reply time

it for n
Wait for reply and tune (scanning) time

Wait (li;ten first) time before tune or transmit

Termination section time

[V P Uy PP g

MaxXimum termanati
Maximum words

[
Wait for reply timer (load with Twr)

Wait for response and tune timer (load with Twrn or Twrt)

Replaces page 171/172 of 15 September 1988.
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ANNEX B. TIMING

Note: Refer to annex A and table A-XIV.

o Tone (symbol) rate = 125 symbols per second

o Tone peraod:

Ttone = 8 ms per symbol

Q

i

n-air bit rate = 379

(243

its per second

o On-air individual word period (never sent alone):

Tw = 16.33... symbols x Ttone = 130.66... ms

o On-air (triple) redundant word period:

-3

rw = 3Tw = 49 tone = 392 ms

o On-air individual (or net) address time, for m = 1 to

Ta = m x Trw = 392 ms to 1960 ms

o Propagation time, range divided by speed ©
oD

signals, local to global:

= 0 to 70 ms

5

r
L

. I )

S words:

e amseenw® . -3 PN TNPYN TN R IV
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System timing limit
o Maximum individual station (or net} address time limit,
based on 15-character (or 5-word) maximum:

[ 1
o 1Individual (or net) address first word, used in scan call Tsc:

Tal = Trw = 392 ms

o Maximum group combined addresses different first words time limit,
maximum S first words, in scan call Tsc:
Tcl = 3 Tal (different)

1
Tcl max = S Tal = 5 Trw = 1960 ms

o Maximum call time limit, based on 12-word maximum, whole addresses in

Tlc:
Tc max = 12 Trw = 4,704 ms
o Maximum scan cycle period limit, based on 2 channels per second and 100
channels:

0 Maximum message (orderwire) section time limit, unless adjusted by
COMMAND :

Tm max basic = 30 Trw = 11.76 s
Tm max including Tm max AMD = 29 Trw* + 30 Trw = 23.128 s
Tm max including Tm max DTM = 29 Trw* + 353 Trw = 382 Trw(149.744s)

Tm max including Tm max DBM = 29 Trw* + 3560 Trw = 3589 Trw(1406.888s)

* NOTE: Tm max basic equals 29 Trw when combined with AMD, DTM, or
DBM. This is due to the requirement to commence the AMD, DTM, or DBM
transmission one Trw (392 ms) prior to the close of Tm max basic which
effectively reduces the value of Tm max basic to 29 Trw in these
equations.

Individual calling : !

o JInitial and minimum dwell time on each channel by receiving station
during normal receive scanning; inverse of scanning rate; not including
extended pause to read words:




(e}
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Td(S5)min = 200 ms at S channels per second basic scan rate, or
Td(2)min = 500 ms at 2 channels per second minimum scan rate
Td(10)min = 100 ms at 10 channels per second (DO)
Scan period for receiving station to scan all scanned channels during
normal receive scanning, where "C" is the number of scanned channels;
not including extended pau to read words: .
Ts min = C x Td min
For example,
Ts min = 0 for single-channel, nonscan case, Or
= 2 seconds for typical C = 10 at 5 chps, or
= 5 seconds for C = 10 at 2 chps minim rate
= 1 second for C = 10 at 10 chps (DO)

o For scan _call Tsc computations, use Ts based on probable maximum

to read words) of Tdrw = 2 Trw

Y

pause on each channel (Td,

e s

(Td may be adjusted by net managers for best system performance):

-3

(€]
1]
(@]

x Td = C x Tdrw

For example,

Ts = 7,840 ms for C = 10 channels and Td = Tdrw
Call time, the called whole address

addresses, if a group call), which may be repeated in the
b

leading call Tlc; maximum limit 12 address words:
Tc = Ta (called) for single-station (or net) calls,
= Ta (first) + Ta (second) + . . . Ta (last) if
group call

the called address first word (or
first words, if a group call},

First-word call time,
combination of addresses
which is repeated in the

Tal

= Tal (first) + Tal (second different) + . . .
different) if group call

(called) for single-station (o

leading_call time,.
contains the whole address(es): /
X
Tic = 2Tc = 2Ta {(called) for single-station (or net)
= 2{Ta {first) + Ta {second) +.,..Ta (last}},
if group call

Supersedes page 175 of 15 September 1988.
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(or combination of cal
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1eqa wnoie

or

scanning call Tsc; maximum limit

or

composed of two complete repetitions of Tc, which
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o nnpin all time, consisting of repetitions of only
the first word(s) Tal of the called address (or combination

PO, o PO 1]

of addresses, if a group call), for calling station to "capture'

scanning receivers during normal scanning calling. Therefore,
Tsc is a multiple Tcl (group of Tal’s if a group call) of words
which is > the receiver’s scan period Ts, where n 1s any integer
such that Tsc > Ts: ' .

Tsc = nx Tcl > Ts = C x Td

For example,
Tsc = 0 for single-channel individual call case, or

20 Trw = 7840 ms if C = 10 and Td = Tdrw

o Calling cvcle time for calling station to both "capture"
scanning receivers and ensure reading the called station

address (es), consisting of scan calling time (Tsc) plus
leading call time (Tlc), respectively:

cc = Tsc + Tlc > Ts + Tlc

For example,

Tcc = Tlc = 2Ta (called) = 784 ms for single-channel one-word
address individual (or net) call case (Ts = 0), or
= Tsc + Tlc = (20 + 2) Trw = 8624 ms if C = 10
and Td = Tdrw

o Single-channel redundant call time, consisting of

individual (or net) leading call Tl¢c (with TQ) plus
terminator Ta (with THIS IS or THIS WAS), not including
any message section time:

Tlc + Tx = 2Tc + Tx = 2Ta (called) + Ta (caller)
= 3 Trw min = 1176 ms minimum, for individual station

{or net) call u31ng one-word addresses

15 Trw min = 5880 ms max for 5-

Trc

(o]

canning redundant call time, bnnq\qf\na

a Sa

Q 1
call time Tsc, and redundant call time Tr

For example, using one-word addresses:,
]
Tsrc = (20 + 3) Trw = $016é ms if C = i0

o
=)
o
-
[o%
[]
-3
L

(7]
;
[a]
7]
o
™
(7]
O
[
\Q
(1]
-y
~
N
[o)

f 15 September 1988.
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o Last word wajt additional fixed delay at replying or
Db nmb and A€

ICCQIVlng station, after (poss.\DJ.y ear;y) detected end of —
received call and before start of reply, to avoid on-air

overlap, loss of additional termination ({(caller address)
words, and to allow margin for transmitter turnaround for
reception: ’

station, to increase wait for reply time
possibly late detection at called station:

Tld = Tw = 130.66... ms

o Redundant word phase delay. To synchronize a transmission
to any recently preceding transmissions, and used on all but

first transmission of a handshake or exchange until terminated
period:

Trwp = 0 to 392 ms < Trw

o Turnaround time at replying station, measured at rf
port (s); from end of received signal to start of
transmitted reply, not including delays such as Tlww
or Tld and including receiver and transmitter
internal signal delays, Trd and Ttd

mA-L- P § -

time, Tdek and Tenk; a&and transa
acknowledgement delays, Ttc and T

ltas
sttar
LLcCL
tk

Tta = Trd + Tdek + Tenk + Ttc + Ttk + Ttd

For example approximations,

Tta = 0 for new, fast equipment, or
= 2 Tw = 261.33...ms estimated allowances for old
- slower equipment
o Wait for calling gvcle end time at receiving station, 1is
delineated by receipt of start of message, terminator, or
quick-ID section:

Twce = 2 x Ts (of own station) as default value

Supersedes page 177 of 15 September 1988.
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o} Wait for reply time at calling station, from end of

transmitter signal to start of received reply detection
periods (Tds, Tdrw, and Tdrr including
propagation, lp, last w v

det
(if
., Trwp; and
receiver and transmitter 1nterna1 31gna1 delays, Trxd and .
Ttd; in a single-channel case without tune times, or multi-
channel scanning case after first tune and transmission:

ection
not

Twr = Ttd + Tp + T.ww + Tta + Trwp (if not first) + Tid + Tp *+ T=c
For example approximations,
Twr = 5 Tw = 653.33... ms for fast equipment, or
= 7 Tw = 914.66... ms for slower equipment, maximum
= 8 Tw = 1045.33...ms for fast equipment if not first
= 10 Tw = 1306.66...ms for slower equipment if not first
o Tune time delay, after issuance of tuneup command and
before ready to transmit the reply signal:
Tt = maximum tuneup delay for slowest tuner in
system (or net/group being called)
For examples, typical allowance ranges are
Tt < Tw = 130.66... ms for fast (solid state) tuners or
< 8 Tw = 1,045.33... ms for fast relay tuners, or
< 20 seconds for old electromechanlcal (servo drive) tuners,

quipment

or as require
NOTE: 1If tune time(s) of called station(s) is unknown,
first try default value shall be 8 Tw and second try
default value shall be at least 20 seconds.

(o} Wait for response and tune time, same as wait for reply
Twr, plus tune time Tt in scanning cases, and relevant
only to first transmission on a channel (which requires

Lulllllg Lm’ -

Twrt = Twr + Tt

For examples, typical allowance ranges are
Twrt = 6 Tw = 784 ms for fast, tuners, or

15 Tw = 1,960 ms for sldwer tuners, or
adjusted as required by available equipment

Supersedes page 178 of 15 September 1988.
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™

NOTE: 1If tune time(s) of called station(s) is unknown,
first try default value shall be 15 Tw and second try
default value shall be at least 20 seconds.

Detect signaling tones and timing {of call or reply) -
detection period; after arrival on channel during normal
receive scanning, or after end of wait for reply time

1NN ]
Twr or Twrt during normal calling, and before automatic
return to normal receive scanning; used to identify channel
vacancy or occupancy with standard ALE signaling.

Tds Td(5) = 200 ms

!
(
’
(
[
(
f

3
N\Q

used for acceptance of basic sxngle-wgrd
st word) addressing and to read calls:

~e

P'h Mt 0

Tdrw = Trw + spare Trw = 6 Tw = 784...ms
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Tdrrw = 2 Trw + spare Trw = 9 Tw = 1,176 ms

Sounding

o]

For examples

Trs = 2Trw = 784 ms minimum, individual single-word
address sound on a single channel

Supersedes page 179 of 15 September 1988.
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Scanning redundant sound time, like calling cycle time,
Tcc, consisting of redundant sound time Trs, with addition
of scanning sounding time Tss (which is identical to Tsc):

Tsrs = Tss + Trs = (2 + n)Ta{caller) > Ts + Trs
For examples, s
Tsrs = (20 + 2) Trw = 8624 ms if C and Td = Tdrw

Star calling

sedes page 1

Minimum uniform slot width for automatic slotted responses
in normal single-word address star net and group calling
protocols (but may be modified by COMMAND) :
Tsw (min) = 14 Tw = 1,829.33... ms for standard replies, or
= 17 Tw = 2221.33...ms for LQA replies, or
9 Tw = 1,176 ms for only fixed "tight slot" replies,
= n x Tw by COMMAND
NOTE: Replies above are for first transmissions; if not,
Tsw min = 17, 20, and 12 Tw respectively, (due to redundant
word-phase delay).

Slot wait time before start of slotted response and

after detection of end of calling signal, where “SN" is
the assigned (or derived) slot number, for group or preset
net calling:

Tswt (SN} = Tsw x SN for uniform slot widths
{by COMMAND or net manager), or if nonuniform (customized)
slot width

Tswt (SN) = SN [5 Tw + 2Ta (caller) + (optional LQA) Trw +
(optional message) Tm] + Ta (caller) + [(sum of all previous
called addresses)
m=SN-1

2 Ta(m) (called))

Ccase.

For example,

or

Tswt(S) = 14 Tw x 5 = 70 Tw.= 9,146.66... ms delay for start of
normal 5th slot response, first time, no LQA, single

word address. '
1]

1

(o]

0 of 15 September 1988.
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o Wait for net reply buffer time at g¢alling station, after
end of star net or group call, until responses should be
received and an acknowledgement can be started, where
“NS" is the total number of slots (including slot 0):
Twrn{calling) = (Tsw x NS) for uniform slots or generally,
= Tswt (NS ’ .

o wait for net acknowledge buffer time at called stations, to receive
acknowledgement after end of star net or group call:

Twan(called) = (Tsw x NS) + Tdrw
= Twrn{calling} + 2 Trw
o Turnaround plus tune time totals for slotted responses

have the following limits (not including Tlww):

Tta + Tt 1500 ms for standard slots, except
2100 ms for slot 1 only, or
360 ms for slot 0 emergency or interrupt

(o]
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wn
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Twan max = 107 Tw + 27 Ta (caller) + 13 Trw (optional LQA) +
13 Tm (optional message)

o Default maximum star group wait for acknowledgement time for
late arrival, called stations, not xnowlng the size of
group. There are two default maximum wai e
before automatically returning to normal receive scannlng,

b o

[

tn

1]

[\"]
'..:
o

£
if no message and caller uses sin

Twan max = 188 Tw
227 Tw

24,565.33...ms if standard, or
29,661.33...ms if LOA regquested

Programmable timing parameters

Unless otherwise programmed by the network manager, the

following typical timing values are recommended:

o Dwell time per channel, basic receive scanning:

el ClUdlllled,, LDdaolb

Td(5) = 200 ms for 5 chps basic scan rate

Supersedes page 181 of 15 September 1988.
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o Dwell time per channel, minimum receive scanning:
Td(2) = 500 ms for 2 chps minimum scan rate

based

(9]

£f Ts (and Tsc)

lations
n tvpical pause (may be adjusted

)
v
-
»

Td = Tdrw = 2Trw = 784 ms

o) Wait (listen first) time before tune or transmit:

o Tune time allowance for wait for response time is
normally set for slowest known tuner in associated
network; except if unknown parameter (such as in blind
internet calls to "strangers"):

Tt = BTw = 1045. 33,, ms for first call, and
= 20 seconds Xt try

ne
next

J
o Automatic periodic sounding intervals (when channels are clear):
Tps = 30 minutes when enabled (disableable).

o Wait for activity time after linking or use,
before automatic return to normal receive scanning:

Twa = 30 m

Supersedes page 182 of 15 September 1988.
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ANNEX C. SUMMARY OF ALE SIGNAL PARAMETERS

[ R | ed bandwidth 500_2750 Hz

Quantity of tones 8 (one per symbol period)

Tone frequencies 750; 1000; 1250; 1500; 1750; 2000:; 2250: 2500 Hz

Tone values 000 001 011 010 3110 111 101 100

Symbol changes Tone transitions are phase continudus

Symbel structure 3 bits of binary coded data

Symbol rate; period 125 symbols per second (sps); 8 ms

Coded data rate 375 bits per second (bps) transmitted

Forward error correction Golay (24, 12, 3) half-rate coding (4 modes of
{FEC) correct/detect; 3/4, 2/5, 1/6, or 0/7)

Auxiliary ceding (DTM, Redundant x 3, with 2/3 majority vote (with 49
AMD, basic ALE) transmitted bits)

Auxiliary coding (DBM) Interleaving depth (ID) = 49 to 21805 = (n x 49)

Uncoded data rate (DTM, 61.22 bps

AMD, basic ALE)

Uncoded data rate ({DBM) 187.5 bps
Uncoded data bits per basic 24 (21 (3 characters) plus 3 preamble), per word
ALE word (DTM, AMD)
Uncoded data bits per From 0 to 7371 bits per block
message (DTM)
Uncoded data bits per From 0 to 261644 bits per block, plus 16 bits
message (DBM) CRC
Throughput maximum data rate 53.57 bps data kits
INT™™ AMD haciec ALER)
{(DTM, AMD, basic ALE)
Throughput maximum data rate 187.5 bps data bits
(DBM) 1
!
{
Characters per word (AMD 0 to 3 expanded 64 or full ASCII

or basic ALE)

Supersedes page 183 of 15 September 1388.
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Characters per message (DTM)

Characters per message (DBM)

Character rate (DBM)

Equivalent throughput maximum

word rate (DTM, AMD)

aa X L INUM

Unit period (DTM,
or ALE word)

AMD,

Message period (DTM)
Message period (DBM)
Minimum sound time
Minimum call time

Minimum handshake time

Link quality analysis (LQA)

MIL-STD-188-141A
NOTICE 1
APPENDIX A

0 to 1053 full ASCII characters per block

0 to 37377 full ASCII characters per block

7.653 cps
[ ]
26.79 cps
76.53 words per minute (wpm) (5 characters
plus space per word)
267.9 wpm (5 characters + space per word)
130.66... ms per word (Tw) or 392 ms per triple

redundant word (Trw)
0 to 2.29 minutes per block
0 to 23.26 minutes per block
784 ms (2 Trw)
ms (3 Trw)

Trw) three-way linking

full 128), or

random bits

ALE (BER, SINAD, and MP)

Supersedes page 184 of 15 September 1988.
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10. GENERAL.

10.1 Scope. This appendix contains the requirements for the prescribed
protocols and directions for the implementation and use of HF ALE ‘radio
linking protection. .

10.2 Applicability. This appendix is a mandatory part of MIL-STD-188-

41A whenever LP is a requirement for the HF radio implementation he

module, unclassified application level (AL-1) linking protection, and timing
protocols. The capability for manual operation of the radio in order to
conduct communications with existing, older generation, nonautomated radios
shall not be impaired by implementation of these automated procedures.

20. APPLICABLE DOCUMENTS.

20 1 Crhrvarnmant AAarvmant e
“v.a

20.1.1 Specifications, standards, and handbooks. The specifications,
standards, and handbooks that form a part of this document are listed in
section 2. Unless otherwise specified, the issues of these documents are
those listed in the issue of the Department of Defense Index of Specifications

and Standards (DODISS) and supplement thereto. (Unless otherwise indicated,
copies of federal and military specifications, standards, and handbooks are
PN IS S I N W h | e 1 [ o TR S [ S e - | o I N, o - - FCMAAMADNT ZAMY ALY
avallable L IOl LIl Naval ruvlicalliullio aud ruviii wellLe 4L, \NQLININUANNJ L &5 A ANI)
DOCIIMENT ORNDE NECKY 00 nhine RAvenuno Ruildina #4 Sectio D Philadelnhia.
DOCUMENT ORDER DESK}), 700 Rcbins Avenue, Building #4, Section D, Philad elphia,
PA 19111-5094.

20.1.2 Other Government documents, drawings, and publications. The

following other Government documents, drawings, and publications form a part
of this document to the extent specified herein. Unless otherwise specified,
the issues are those cited in the solicitation.

Technical Report, US Army Information Systems Engineering Command,
A AT e AN N A - a3 ma_ L annA" ~ v a - Lo W DR - TV S . Dy S ey
AJUD~VOL~TIKTILTVU4, balted arcn 13J<, oubjecu. 8 4-DPAl cncCiypraon
Almmnvithm Far Tinbsinma DratantsaAn
n&gv&&\.luu e\ M.Lll'\.&.l‘s L AVLOCWwLLAWIL.

20.2 Non-Government publications. The following documents form a part of
this document to the extent specified herein. Unless otherwise specified, the
issues of the documents which are DoD adopted are those listed in the DODISS.

30. DEFINITIONS.

- = = _ - - - - a e " a - - ) -
30.1 an rd inx an ron . See sectaion Js.
’ !
: 1
an 2 MafFimitad anae ~€f timimme oianale Mha ahhravriatsaAane and arranume naed
V. o ®geL ILOAQID Wi L1l iy oiuligio. AT QUULTVAdLAVIIDO diivu GLaeViguw wmovwsa
€Avr +imina ewvmhnle ara ~Antainad 1n annavy B +A annandiy A
L0 Timang SynoCaS are CONTAaANCEC 1Nl QLNICHK &4 L0 qpptsssas &,

Page added.
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40. DETAILED REQUIREME
40.1 Introduction. Li

the linking function requir

wnloaded from http://www.everyspec.com

MIL-STD-188-141A

NOTICE 1
APPENDIX B

NTS.

nking protection
ed to establish the radio link.

e o~ e - . - e o de o A .“
ICLCLOS LO Lne }JKLH.CL: 10
Voice

i}
O
L}

transmissions or data transmissions from external modems are not affected by

the LP and are transmitted in the clear unless externally encrypted.

The LP

unclassified application level and its corresponding protection interval (PI)

is defined in 40.2.2.

The LP procedures specified herein shall be

£

Pt immt harAiiaen
distinct hardware for

40.2 Linking gro;ec;
implemented as distinct hctlcﬁal entities for control functions and bit
randcomizaticn functions. {Unless otherwise indicated,

each function is not requir

ed.)

The linking protection control module (LPCM)

shall perform all control functions specified herein and interface to the
automatic link establishment (ALE) controller as shown on Figure B-1.

Scrambler(s) shall perform all cryptographic operations on ALE words,

Use of LP shall neither increase the time to

link compared to the non-protected radio, nor degrade the
linking below the standard set for non-protected linking in

the control of the LPCM.
establish a

probability

under

of
appendix A, table A-l1. A means shall be provided to disable the LP functions
and operate the radioc in the clear unprotected application level (AL-0).
Hardware scramblers shall be removable without impairment of the unprotectec
application level functionality of a radio.
e T T TTTSE ST T s s oS T EsmEsssssssssTy
' |
i
ALE !
ty :
CONTROLLE :
; '
' ]
i 1
i i |
! 'SCRAMBLER ;
5 | |
i
1
T |
. | |
] —_ - 1
: B | Linking o b !
‘ e ' E FEC 3 7 '
] i B
| PROTECTION ALE £ AL .
TRAFFIC <——5 PROTOCOL 3 —a ; RADIO |
| ¢ contrOL | | mopuLe MoDEM | | i
{| moouLe |i| mODULE i j
i : ¥ H '
[} [] ] ]
1 [ ]
! . |
[}
J

NOTE: o=—=c Indicates unpro

FIGURE B-1.
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40.2.1 Unprotected application level (AL-0). Assignment of the

unprotected application level (AL-0) indicates that no linking prote
being employed. No protection is provided to linking attempts.

O
fo ]}
v
7]

40.2.2 Unclassified application level (AL-1) linking protection. The
unclassified application level scrambler shall employ the lattice encryptlon
algorithm specified in U.S. Army Information Systems Engineering Commapd
(USAISEC), Fort Huachuca, Arizona, Technical Report, ASQB-OSI-S-TR-92-04, “A
24-bit Encryption Algorithm for Linking Protection,” March 1992, and may be
implemented in hardware or software, with manufacturer-specified interfaces.
This scrambler is for general U.S. Government and commercial use. This
unclassified application level is mandatory for all protected radio systems,
and therefore provides protected interoperability within the U.S. Government.
The unclassified application level protection interval shall be 60 seconds,
which provides slightly lower protection than any of the other available
modes, but which permits for relaxed synchronization requirements. All
protected radios shall be capable of operation at the unclassified application
level. A means shall be provided to disable unprotected ALE. This disable
mechanism shall not preclude the operator from manuaily initiat

n e

unprotected ALE call. T
interoperability.

is manual override capability is requi

w

40.2.3 Linking protection control module. The LPCM shall execute the LP
procedure specified in 40.2.3.4 and control the attached scrambler(s) as
specified below.

= . e~ PP, Ty

40.2.3.1 Scrambler interfaces. The LPCM shall interact with scra

1
4

-meey LAt o3 bk amale o +ha ntra
e

1

(TR
a w
(D ~—

Il

in accordance with (IAW) the circuits and protocols specified in the 1in
control document (ICD) for each scrambler (see 40.2.2). For the unclassi
on level the ICD is prepared and controlled by the manufacturer.

L8 evea Lo plCpialcC G COILiIolliced

fied

40.2.3.2 Time of day (TOD). The LPCM requires accurate time and date for
use in the LP procedure. The local time base shall not drift more than #1
second per day when the station is in operation.

40.2.3.2.1 TOD entry. A means shall be provided for entry of TOD (date
JUpp h a2

and time) via either an operator interface or an electronic fill port such

a GPS time receiving port (DO: provide both operator interface and electronic
is i ce should also provide for the entry of the uncertainty of
the time entered. If time uncertainty is not provided, a default time
uncertainty shall be used. Defaults for the various time fill ports may be
separately programmable. Default time uncertainty will be determined by the
procuring agency or manufacturer. Default uncertainty of + 15 seconds is

suggested.

40.2.3.2.2 Ti xchan rot ls. After initialization of TOD, the
LPCM shall execute the time protocols of 40 2.4 as required, to maintain total
time uncertainty less than the protection interval (PI) length of the most
secure LP mode it is using. The LPCM shall respond to time requests IRW
40.2.4.3.2 unless this function is disabled by the operator.

Page added.
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40.2.3.3 Seed format. The LPCM shall maintain randomization information

for use by scrambler(s), and shall provide this information, or “seed", to
each scrambler IAW the pllcable ICD. The 64-bit seed shall contain the

................. a word number in the format

chrnwun
shown on figt

LAY
field are on

decreasing. The remaining bits are not so constrained. The date field shall
be formatted IAW figure B-2B. The month field shall contain a 4-bit integer

1t bits of the seed and of each

for the current month (1 for January through 12 for December). The day field
shall contain a 5-bit integer for the current day of the month (1 tnrougn 31).
A mechanism shall be provided to accommodate leap years. The PI field shall

be formatted IAW flgure B-2C. The ¢oarse time field shall contain an 1ll-bit
unts ince midnight (except that temporary
ar ss in 40.2.3.4). The 6-bit fine time field
shall be set to all 1’s when time is not known more accurately than within one
minute (i.e., time quality of 6 or 7). When a time synchronization protocol
(see 40.2.4) is employed to obtain more accurate time, the fine time field
shall be set to the time obtained using this protocol and incremented as
described in 40.2.3.4. The fine time field shall always be a multiple of the

- D marmAan

PI length, and shall be aligned to PI boundaries (e.g., with a 2-second PI,

Aoy wh

fine time shall always be even). The word field shall be used to count words
within a PI, as specified in 40.2.3.4. The freguency field shall be formatted
IAW fiqure B-2D. Each 4-bit field shall contain one binary-coded decimal

2
digit of the frequency of the current protected transmission. Regardless of
time quality, the fine time field shall be set to all 1’s for the unclassified
application level of LP.
40.2.3.4 Procedure. The procedure to be employed in protectin q

transmissions consisting entirely of 24-bit ALE words is presented i
40.2.3.4.1 and 40.2.3.
+h
L
or

n
ii

-hD‘

.2. wWhen a radio is neither transmitting or receiving,
'pcrnmnqrnd as follows when local t1me aualltv is 5

—?
1)
H
-t
fo g0
(1]

the lenqth of the PI, modulo 60. when the f}pertlme field rolls over to 0,
the coarse time field shall be incremented, modulo 1440. At midnight, the
coarse and fine time fields shall be set to 0, and the date fields updated.
when the local time quality is 6 or 7, the fine time field shall contain all
1’s and the coarse time field shall be incremented once per minute, modulo

- - = LY - P . . P - L %Y - - n - dmln el

§40. At midnight, the coarse time field shall be set to 0, and the date and
month fields updated.

40.2.3.4.1 T

40.2.3.4.1 ra

encrypted by the acrambler using the current seed information. In the course
of a transmission the protocol described below may cause a discrepancy between
the TOD fields in the seed and the real time. Such discrepancy shall persist
until the conclusion of each transmission, whereupon the TOD fields of the
seed shall be corrected. The word number field w shall be as follows:

mitting station. Each word to be transmitted shall be

a. During the scanning call phase (Tsc) of a call, or throughout a
sound, the calling stations shall alternate transmission of words
encrypted using w = 0 and w = 1. The first word of Tsc shall

Page added.
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C\WVARLADI T Orrrm
CAANVIFLE OCCU
DATE=8 MAY TIME=15:57:34 WORD-0 FREQUENCY*=1755 KHz
1
A
s a7 8 2 28 i
Date Pi | Word 00| frequency i
010t 01000 C1110111101 100010 00000000 00 0000 0000 ODOY 0111 0101 0101 0000
1 9 10 26 27 34 37 PP
| I
|
TOD
B ]
‘ s u : L] ‘
Coarse Time | Fine Time |
Month Day ] ¢
0101 01000 01110113101 | 100010 |
. 75 ° 10 20 21 26
D
4 4 4 4 4 4 4
100 MHz |10 MHzZ {1 MHZ2|100 KHz |10 KHz|1 KHZ[100 Hz
0000 0000 000t | o111 0101 | 0101 0000
a7 40 41 44 45 48 49 82 63 56 S7 60 61 64
FIGURE B-2. Seed formats.
,l
1
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begin with w = 0 or w = 1, as required, such that the last word of
Tsc 1S encrypted using w = 1. The TOD used during Tsc shall
ange as required to keep pace with real time, except that TOD
hall only change when w 0. Words encrypted with w = 1 shall
e the same TOD as the pr popdxnn word.

T

b. At the beginning of the leading call phase (Tlc) of a call 4(which
is the beginning of a single-channel call), the first word shall
be encrypted using w = 0 and the correct TOD for the time of
transmission of that word.

ARY1Y avvmaAaan < ~ e oams) P
n.LL ous..\..ccu.x.ug wWOLUDS O

up to and including w = wmax. For the word following a word
encrypted with w = wmax., the TOD shall be incremented a
be reset to 0.

£ 4lm ~A-1 P S I P e U S
L Ui E call fiali usSe Du’_,(.b‘t:ullg wWOIQ numoers

(¢]

2 for a 1-second PI.
5 for a 2-second PI.
(3) wmax = 153 for a 60-second PI.

~ o~
N
L
hon

211 A F NP |
aia Dup\,cpu.kug LLQHDHI.LDDLVUD 3nias

e 1l s
and the current (corrected) TOD, with these fields incremented as
described in ¢ above for each succeeding word.

et Lol Al L. N
LtarL willl w = VU

o3
g

Figure B-3A illustrates the permissible TOD/w combinations for a transmitting
station using a 60-second PI (wmax = 153), and the permissible sequences of
these combinations. Sounds are protected in the same fashion with Trs in
place of Tlc.
.2 Regeiving station. Because of the possibility of acceptable
decodes under multiple TOD/word number combinations, receivers shall attempt
to decode received words under all allowed combinations (the current and
adjacent PIs (future and past), and both w = 0 and w = 1) when attempting to
achieve word synchronization with a calling station (six combinations).
Stations prepared to accept time requests (see 40.2.4.3.2) shall also attempt
to decode received words using cocarse TOD (fine time = all 1’s, correct coarse
time onLy) with both w = 0 and w = 1 (eight combinations total). All valid

5 shall be checked while seexlng word sync. After acn1ev1ng word
syng, [024 tions is gxaau;y reduced by the link
protection protocol. Figure B-3B illustrates the permissible TOD/w sequences
for a receiving station using a 60-second PI after word sync is achieved.
Note that, unlike the transmitter, the receiving station state machine may be
non-deterministic. For example, when in Tsc and in state N/1, a received word
may yield valid preambles and ASCII when decrypted using all of the valid
combinations: N/0, (N + 1)/0, and N/2 (the latter implying that Tlc started
two words previously), and will therefore be in three states at once until the
ambiguity is resolived by evaluating the decqypted words for compllance with
the LP and ALE protocols i

states.

40.2.3.4

mbin

(o]
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h\ . v/
. s
() ——
| Isc VN Otner than scanning ce'i
! {\r/& R #
\ YL' .’ ' > ¥
VT (e e TR
\N/O ) N/ )< {n/o )< ~{ nrisa
N N

o NP VRN o VR Y

Word sync during Tsc

i’\\ //'\\ -
: w /
i N/0 Ve
: isc /
: ( \f/\ ) “wora sync (other than scanning call)
| e N
\W // )/\ /\ inci. N /\ N

N N/1 b= /N\—/O/\‘ [N/wa"
Tsc (and _
two worgds ’\’
R - oY

Tic. etc / / }
— N e

B Transmitting and Receiving Station State Diagram (60 secoric ~i,
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40.2.3.4.3 Orderwire commands. Message text shall be sent in clear mede;
this includes all data words following AMD or DTM CMD word, and DBM data
blocks. All CMD words shall be protected, including the DTM and DBM CMD
words.

40.2.4 Time protocols. The following protocols shall be employed to
synchronize LP time bases. The time service protocols for active timeg
acquisition, both protected (40.2.4.3) and non-protected (40.2.4.4), are
mandatory for all implementations of LP.

40.2.4.1 Word formats The mandatory time protocels employ the following
three types of RLE words: (1) command words, (2) coarse time words. and, (3)
authentication words, in the formats listed below.

40.2.4.1.1 Command word. Time exchange command words, used to regquest
and to provide TOD data, shall be formatted as shown on figure B-4. The three
most-significant bits (W, ) shall contain the standard CMD preamble (110).
The next seven bits (W

1-3

4-10 !
indicating a time exchange command word. The three time quality bits shaill
indicate the magnitude of time uncertainty at the sending station IAW
an 2 a4 »
40.2.4.2.

40.2.4.1.1.1 Time Is command. The Time Is command word carries the fine
time current at the sending station as of the start of transmission of the
word following the Time Is command word, and is used in protected time
requests and all responses. In a Time_ Is command word, the seconds field
shall be set to the current number of seconds elapsed in the current minute
(0-59) . The ticks field shall be set (or rounded) to the number ot 40 ms

but no time value 1is avallable, a NULL T s command word shall be sent,
containing a time quality of 7 and the sggonds and ticks fields both set to
all 1’'s.

40.2.4.1.1.2 Time Reguest command. The Time Request command word shall
be used to request time when local time value is available, and is used

only in non-protected transmissions. In a Time Request command word, time
quality shall be set to 7, the seconds field to all 1‘s, and the ficks field
eat +~A AN 11111NY

OG- w\ -~V \NddAdV] .

40.2.4.1.1.3 Other encodinas. All encodings of the seconds and ticks

fields not specified here are reserved, and shall not be used until
standardized.

]
40.2.4.1.2 Coarse time word. Qgg;gg_;igg words shall be formatted as

shown on figure B-5, and shall contain the coarse time current as of the
beginning of that word.

187
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Time Service Example

(Date-8 May Time=15:57:34:12 Time Quality=4)

3 7 3 6 )
i 1 )
" CMD ' Time Exchange! Time Tﬁ Seconds —r;o ms ﬁcks‘
Quatity

o | T ] ) N |

110 ! 1111110 ! 100 \ 100010 ! 00011 1
| l : i )
1 34 10 11 13 14 19 20 24

"Time Is* Command
FIGURE B-4. Time exchange command word.

40.2.4.1.3 Authentication word. Authentication words, formatted as shown

time protocols.

follows:

40.2.4.2

(1)

(2)

(3)

(Note:

shall be used to authenticate the times exchanged using the

The 21-bit authenticator shall be generated by the sender as

All 24 bit words in the time exchange message preceding the
authentication word (starting with the Time Is or Time Reguest
command word which begins the message) shall be exclusive-
or‘d.

If the message to be authenticated is in response to a
previous time exchange message, the authenticator from that

message shall be exclusive-or’'d with the result of (1).

The 21 least significant bits of the final result shall be
used as the authenticator.

The non-linearity necessary to produce reliable authentication

is provided by the normal LP process when an authentication word is so
protected. When an authenticator is to be sent in the clear, it can
only provide authentication if it is encrypted off line.)

Time quality. Every time exchange command word transmitted

shall report the current uncertainty in TOp at the sending station, whether or
not time is transmitted in the command word. The codes listed in table B-I
shall be employed for this purpose. The time uncertainty windows in the table
are upper bounds on total uncertainty (with respect to coordinated universal

Page added.
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TABLE B-I. Time quality.

] 1
Time Quality Code Time Uncertainty Window

0 none
I 1 20 ms It
2 .

2 100 ms

3 500 ms

| Z's

S 10 s

6 60 s

7 unbounded

e — =

NOTE: Time quality 0 shall be used only by UTC time standaxd
stations.

time). For example, an uncertainty of +6 seconds is 12 seconds total, and
requires a transmitted time quality value of 6. Stations shall power up from
a cold start with a time quality of 7. Time uncertainty 15 initialized when
time is entered (see 40.2.3.2.1), and shall be maintained thereafter as
follows: the uncertainty increases at a rate set by oscillator stability
(e.g., 72 ms per hour with a +10 parts per million (ppm) time base), until the
uncertainty is reduced upon the acceptance of time with less uncertainty from
an external source, after which the uncertainty resumes increasing at the
above rate. A station accepting time from another station shall add its own
uncertainty due to processing and propagation delays to determine its new
internal time uncertainty. For example, if a station receives time of quality
2, it adds to the received uncertainty of 100 ms (+50 ms) its own processing
delay uncertainty of, say, +100 ms, and a propagation delay bound of #35 ms,
to obtain a new time uncertainty of #185 ms, or 370 ms total, for a time
quality of 3. With a +10 ppm time source, this uncertainty window would grow
by 72 ms per hour, so after two hours, the uncertainty becomes 514 ms, and the
time quality has dropped to 4. If a low-power clock is used to maintain time
vhile the rest of the unit is powered off, the quality of this clock shall be
used to assign time quality upon resumption of normal operation. For example,
if the backup clock maintains an accuracy of +100 ppm under the conditions
expected while the station is powered off, the time uncertainty window shall
be increased by 17 seconds per day. Therefore, such a radio which has been
powered-off for much over three days shall not be presumed to retain even
coarse sync, despite its backup clock, and'may require manual entry of time.

40.2.4.3 Active time acquisition (protected). A station which knows the

correct date and time to within one minute may attempt to actively acquire
time from any station with which it can communicate in protected mode by

Page added.
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employing the protocol in the following paragraphs. The quality of time so
acquired is necessarily at least one grade more uncertain than that of the
selected time server. A station which does not know the correct date and time
to within one minute may nevertheless employ this protected protocol by
repeatedly guessing the time until it successfully commun tes with a time

. [ ]
40.2.4.3.1 Time Reguest call. A station reguiring fine time shall

request the current value of the network time by transmitting a Time Request

call, formatted as follows. (In principle, any station may be asked for the
time, but some stations may not be programmed to respond, and others may have
poor time gquality. Thus, multiple servers may need to be tried before
sufficient time quality is achieved.)
TO <time server> CMD Time Is <time> DATA <coarse time>
REP <authenticator> THIS 1S <requester>.
The Time Is command shall be immediately followed by a coarse time word and an

authentication word. The authenticator shall be generated by the exclusive-or

of the command word and the coarse time word, as specified in 40.2.4.1.2. The
Time Regquest call transmission shall be protected using the procedure
specified above. When acquiring time synchronization, the coarse seed (fine
time field in the seed set to all 1‘s) current at the requesting station shall

e I
be used. When used to reduce the time uncertainty of a station already in
time sync, the current fine seed shall be used.

40.2.4.3.2 Tim ervi response. A station which receives and accepts
(see below) a Time Request call shall respond with a Time Service response
formatted as follows:

P Yat e e o e A ~ Vol Vs o N, g < = PP Y ™R MR o T O D e~ N
10 (requescez) CML 11me 1S5S <stime’” UALlA <CoOdIdSEe Line”
REP <authenticator> THIS WAS <time server>.

The Time Is command shall be immediately followed by a coarse time word and an
authentication word. The authenticator shall be generated by the 3-way
exclusive-or of the command word and the coarse time word from this
transmission and the authentication word (including the REP preamble) from the
requester, as specified in 40.2.4.1.3. The entire Time Service response shall
be protected as specified above, using the time server’s current coarse seed

if the request used a coarse seed, or the current fxne seed otherwise. The

seed used in protecting a Time Service response may differ from that us in
the request which caused that response. A time server shall respond only to
the first Time Request call using each fine or coarse seed; i.e., one coarse
request per minute. Acceptance of time request may be disabled by the

operator. Stations which are prepared to accept coarse Time Requegt commands
shall decrypt the initial words of incoming calls under eight (vs. six)
possible seeds: w = 0 and w = 1 with the current coarse TOD, and with the
current fine TOD +1 PI. (Note that only one coarse TOD is checked vs. three
fine TODs.)

[
\O
(=
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40.2.4.3.3 Time Server request. A time server may request authenticated
time from the original requester by returning a Time Server request, which is
identical to the Time Service response as given above except that the THIS WAS
termination is replaced. The original requester shall then respond with a
Time Service response, as above, with an authenticator generated by the 3-way

exclusive-or of the command word and the coarse time word from its Time
Service response and the authentication word (including the REP preambde) from
the Time Server request, as specified in 40.2.4.1.3.

40.2.4.3.4 Authentication and adjustment. A station awaiting a Time
Service response shall tempt to decrypt received words under the appropriate
seeds. If the request USéd a coarse seed, the waiting station shall try the
coarse seeds used to encrypt its request, with w = 0 and w = 1, and those
corresponding to one minute later. If the request used a fine seed, the
waiting station shall try the usual six seeds: w = 0 and w = 1 with the

current fine TOD +1 PI. Upon successful decryption of a Time Servige
response, the requesting station shall exclusive-or the received command and
coarse time words with the authentication word it sent in its request. If the
21 least significant bits of the result match the corresponding 21 bits of the
received authentication word, the internal time shall be adjusted using the

time received in the Time Is command and coarse time word, and the time
uncertainty shall be set IAW 40.2.4.2
40.2.4.4 Active time acquisition (non-protected). A station which does

not know the correct date and time to within one minute may attempt to
actively acquire time from any station with which it can communicate in non-
protected mode by employing the protocol in the following paragraphs. Because
time is not known in this case with sufficient accuracy to employ LP, the
entire exchange takes place in the clear, with the authentication procedure as
the only barrier against deception.

40.2.4.4.1 Time Reguest call (non-protected). A station requiring time
shall request the current value of the network time by transmitting a non-
protected Time Reguest call, formatted as follows:

TO <time server> CMD Time Request DATA <coarse time>
REP <random #> THIS IS <requester>.

The Time Request command shall be immediately followed by a coarse time worc,
followed by an authentication word containing a 21-bit number, generated by
the requesting station in such a fashion that future numbers are not
predictable from recently used numbers from any net member. Encrypting a
function of a radio-unique quantity and a sequence number which is incremented
with each use (and which is retained while the radio is powered off) may meet
this requirement.
1

40.2.4.4.2 Time Servic n non- . A station which

receives and accepts (see below) a non-protected Time Request call shall

respond with a non-protected Time Service response formatted as follows:

[l
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TO <regquester> CMD Time Is <time> DATA <coarse time>

REP <authenticator> THIS WAS <time server>.

The Time Is command shall be immediately followed by a coarse time word and an
The authenticator shall be generated by encrypting the
24-bit result of the 3-way exclusive-or of the command word and the coarse
time word from this transmission and the entire random number word (ingluding
the REP preamble) from the requester, as specified in 40.2.4.1.3. The
encryption shall employ the Mode Two/One algorithm and a seed containing the

authentication word.

time sent and w = all 1’s. A time server shall respond only to the first
errcr-free non-protected Time Request call rece:ved each minute {according to
its internal time). Acceptance of non-protected time reguests may be disabled

40.2.4.4.3 Authentication and adjustment (non-protected mode}. Upon
receipt of a non-protected Time Service response, the requesting station shall
exclusive-or the received coarse time word with the received Time Is command

word. Then exclusive-or the result with the entire random number word it sent
in its Time Reguest call, and encrypt this result using w = all 1‘s and the
coarse time contained in the Time Service response. If the 21 least
significant bits of the result match the corresponding 21 bits of the received
authentication word, the internal time shall be adjusted using the received

coarse and fine time, and the time uncertainty shall be set IAW 40.2.4.2.
40.2.4.5 Passive time acgquisition. As an alternative to the active time
acquisition protocols specified above, stations may attempt to determine the
correct network time passively by monitoring protected transmissions.
Regardiess of the technique used to otherwise accept or re]eCt time so

PN T Y

shall include

acquired, passive time acguisition the
Local time may only be adjusted to times within the local window
of uncertainty. Received transmissions using times outside of the

local uncertainty window shall be ignored.

b. Local time quality shall be adjusted only after receipt of
transmissions from at least two stations, both of which include

time quallty values

o
@
t‘

'
:A_:,,
1NAOWS

and whose tlmes are consistent with each
implie

) S
by tho

A passive time acquisition mechanism may also be used to maintain network

synchronization once achieved.
provided,

40.2.4.6 Ti roa

Passive time acquisition is optional, and if

the operator shall be able to disable it.

To maintain network synchronization, stations

shall be capable of broadcasting unsolicited Time Is commands to the network,
periodically or upon request by the operatox:

- e ml
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REP <authenticator> THIS WAS <time server>
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The Time Is command shall be immediately followed by a coarse time word and an
authentication word. The authenticator shall be generated by the exclusive-or
of the command word and the coarse time word from this transmission as
speC1f1ed in 40.2.4.1.2. If the broadcast is made without LP (i.e., in the

ar), the authenticator must be encrypted as described in 40:2.4.1.3 to
authentication The use of an authenticator which does not depend

challenae from a reguesting station provides no protection agaisst
playback of such broadcasts. A station receiving such broadcasts must verify
that the time and the time uncertainty that the broadcasts contain are

consistent with the local time and uncertaintyv before such received time is at

all useful.

40.2.4.7 Advanced time exchange protocols. Advanced timing exchange
protocols for PIs of less than 1 minute (60 sec) will be addressed as reguired
with future upgrades of MIL-STD-188-141A.

194



Alr Force--90

Review activities:
Army-—-CR
Navy-—-MC

™ NN\ i NI~ rm
Lvou==0DC, NS, J7T

S L. S U |

MIL-STD-188-141A
NOTICE 1

CONCLUDING MATERIAL

Supersedes page 185 of 15 September 1988.

Downloaded from http://www:éveryspec.com

(Project SLHC-1411)



