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FOREWORD

1. This mlitary standard (ML-STD) is approved and wll be
used by the Ofice of the Secretary of Defense, the Mlitary
Departments, the Chairman of the Joint Chiefs of Staff (CICS) and
the Joint Staff, the Unified and Specified Comrands, Depart nent
of Defense (DOD) Agencies, and DOD Field Activities.

2. Beneficial comments (recomendations, additions, deletions)
and any pertinent data that may be of use in inproving this ML-
STD shoul d be addressed to:

Di rector

Joint Information Engineering O ganization
ATTN: JEBBA

Fort Monnmout h, New Jersey 07703-5613

by using the Standardi zati on Docunent | nprovenent Proposal
(DD Form 1426) appearing at the end of this ML-STD or by letter.

3. Oiginally, ML-STD 188 covered technical standards for
tactical and | ong-haul comuni cations, but |ater evol ved through
revisions (ML-STD 188A, ML-STD 188B) into a docunent applicable
to tactical comunications only (M L-STD 188C)

4. The Defense Information Systens Agency (DI SA), fornerly the
Def ense Commruni cati ons Agency (DCA), published DCA circul ars
(DCACs) promul gating standards and engineering criteria that
apply to the | ong-haul Defense Communi cations System (DCS) and to
techni cal support of the National MIitary Conmmand System ( NMVCS).

5. As a result of a Joint Chiefs of Staff (JCS) action,
standards for all mlitary communi cati ons are now bei ng published
in a ML-STD- 188 series. This series is subdivided into a

M L- STD- 188- 100 series, covering common standards for tactical
and | ong- haul conmuni cations; a ML-STD 188-200 series, covering
standards for tactical communications only; and a M L-STD 188-300
series, covering standards for |ong-haul comrunications only.
Enphasi s is being placed on devel opi ng common st andards for
tactical and |ong-haul communi cations published in the ML-STD
188- 100 seri es.

6. This M L-STD defines all technical characteristics essentia
to achieving interoperability between digital-tactical networks

and digital-strategic networks for circuit-sw tched voice and
data subscri bers.

SUPERSEDES PAGE i OF M L-STD-188-105
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7. Users of this ML-STD should be aware that it is based, at
| east in part, on the follow ng comrercial standards

ANS| T1. 216 | TU I. 460
ANSI T1. 217 | TU V. 110
ANS| T1. 403
ANS| T1. 408
ANSI T1. 607
ANS| T1.610
ANSI T1.619

and that there may be patent rights, copyright clains, or both,
by conpani es or individuals on portions of the standard. Before
incorporating this ML-STD into systens or equi pnent, the user
shoul d contact the American National Standards Institute (ANSI)
and the International Tel ecomruni cation Uni on-Tel ecommuni cati on
Standardi zation (I TUT) regarding clains on conditions pertaining
to the use of any of the above standards. |Inplenentors of this
M L- STD shall be solely responsi ble for conpensating conpani es or
individuals entitled to any royalties.

SUPERSEDES PAGE ii OF M L-STD-188-105
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1. SCOPE

1.1 Purpose. The purpose of this mlitary standard (ML-STD) is
to provide a baseline for a gateway between tactical networks and
strategic networks. The tactical networks are digital networks
based on Tri-Service Tactical Comrunications (TRl -TAC)
specifications. The strategic networks are digital networks
based on Integrated Services Digital Network (I1SDN) standards.
This M L-STD addresses the requirenents for transm ssion of voice
and data, through the gateway, between tactical and strategic
circuit-switched networks. The requirenents are specifically for
the gateway and do not address requirenents for a gateway switch
These requirenents further presune that a call is always set up
as a dial-up, circuit-switched call and that it progresses such
that an inband, end-to-end, encrypted phase can be established
with the New Term nal to support secure voice or secure data
transm ssi ons.

1.2 Applicability. This ML-STD applies to interfaces between
di gital communi cations systens only.

1.3 Objectives. This ML-STD has three objectives:

a. To achieve interoperability between strategic (1 SDN)
and tactical (TRI-TAC) digital circuit-sw tched
networks for voice and dat a.

b. To achi eve cost-effective interoperability and
performance across the interface by referencing
specific subsets of mlitary and comercial standards.

C. To provide the follow ng gateway capabilities:
1. Five (5) levels of precedence and preenption.
2. Comon- channel - si gnal i ng nessage conversi on
3. Choi ce of rate adaption or transcoding for voice

al gorithm conversion

4. Direct digital interfacing that preserves
bit-count integrity (BCl).

5. Support of end-to-end transm ssion and reception
of secure voice and secure data.

SUPERSEDES PAGE 1 OF M L-STD-188-105
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1.4 Defense Information System franmework. This ML-STD is based
on the Defense Information System (DI'S) framework (see 4.1,
Figure 1) described bel ow

a. The DI S concept provides for an evol utionary
integration of existing and future Departnent of
Def ense (DoD) conmputer and tel ephone conmuni cati ons
systens. The DI S framework provides efficient, end-to-
end, integrated services for information sources,
sinks, and processors. Integrated services provide for
voi ce, nmessage, graphic, and inmagery transfer across a
single network interface. By definition, the DS
framework i ncludes all conmponents necessary to achieve
interoperability between and anong DoD users.

b. The DI'S franework consists of three major sections
demarcated by reference points A and B. Users nmay
access the DI'S through subscriber network el enents,
such as source, sink, or processor term nal equipnent.

These term nal equi pnent include tel ephones, facsimle
machi nes, and ot her data term nal equipnment (DTE). For
the information source, sink, and processor elenents to
be interoperable, all seven |layers of the International
St andards Organi zation (1SO Open Systens
I nt erconnection (OSI) Reference Mddel nust be
i nt er oper abl e.

C. DTEs exchange information through information-transfer
utilities. Information-transfer utilities are conposed
of local-network el ements, w de-network el enents, and
their respective interoperability reference points.
DOD Services and Agencies provide fixed-plant, |ocal-
network el ements to support strategic users and base
operations. They also provide tactical |ocal-network
el ements to support garrison operations and access to
w de-network el enents, as well as tactical -network
el ements to support deployed conbat forces. The
Defense Information Systens Agency (DI SA) provides
w de-network el ements to interconnect geographically
separated | ocal -network el enments. The w de-network
el ements i nclude the Defense Conmuni cati ons System
(DCS) and public switched tel ephone networks (PSTN)
Since the local- and w de-network el enents and
interoperability reference points in the information-
transfer utilities represent the tel ecommunications
portion of DI'S, their functionality is limted to the
| oner three |ayers of the OSI Reference Mdel

SUPERSEDES PAGE 2 OF M L-STD-188-105
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2. APPLI CABLE DOCUMENTS

2.1 Governnent docunents

2.1.1 Specifications, standards, and handbooks. The follow ng
speci fications, standards, and handbooks forma part of this ML-
STD to the extent specified herein. Unless otherw se specified,
the issues of these docunents are those listed in the current

i ssue of the DoD I ndex of Specifications and Standards (DODI SS)
and supplenents thereto. Only applicable sections of the
referenced docunents, as identified in sections 4 and 5, are

i ntended to be used.

STANDARDS
Feder a
FED- STD- 1037 d ossary of Tel ecomruni cation
Ter s
FI PS PUB- 182 | ntegrated Services Digital
Net wor k (| SDN)
Mlitary
M L- STD- 188- 113 I nteroperability and
Per f ormance Standards for
Anal og-to-Digital Conversion
Techni ques
M L- STD- 188- 202 I nteroperability and

Per f or mance St andards for
Tactical Digital Transm ssion
G oups (Coaxi al Cable)

[ Unl ess ot herwi se indicated, copies of federal and mlitary
speci fications, standards, and handbooks are available fromthe

Commandi ng O ficer, Naval Publications and Fornms Center (ATTN:
NPCDS), 5901 Tabor Avenue, Phil adel phia, PA 19120-5099. ]

SUPERSEDES PAGE 5 OF NOTICE 1 TO M L-STD- 188- 105
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2.1.2 Oher governnent docunents, draw ngs, and publications

| CD- 003 Fram ng and Synchroni zation
Pr ot ocol s
TT- A3-9016- 0056 Di gital Comon Channel

Si gnal i ng/ Supervi sion Plan (U

(To obtain the above two docunents, contact US Arny
Communi cat i ons- El ectroni cs Conmand, Attn: AMSEL- RD- SE- SY- C- EA,
Fort Monmout h, NJ 077033-5613.)

TT- C1l- 7205- 0102 Perfornmance and Interface
Specification NSA  Specification for TSEC KY-68
No. 79-20 Digital Subscriber Voice Term nal,

and Ancill aries

(To obtain the above docunent, contact the National Security
Agency, Attn: V31, 9800 Savage Road, Fort Meade, MD 20755-6000.)

2.2 Non-governnment docunents

2.2.1 1TU T Recomendations. The United States Governnent
participates in the International Tel ecomunications Union-

Tel ecommuni cati on Standardi zation Sector (I TU-T), which is part
of the United Nations (a treaty organization), through the
Department of State. Although industry representatives may work
on its commttees, approval of standards (call ed Recomendati ons)
i s by governnents.

| TU G 711 Pul se- Code Modul ati on of Voi ce Frequencies

| TU 1. 460 Mul ti pl exi ng, Rate Adaptation, and Support of
Exi sting Interfaces

| TU V. 110 Support of Data Term nal Equi prent (DTES)
wth V-Series Type Interfaces by an
Integrated Services Digital Network (1 SDN)

SUPERSEDES PAGE 6 OF NOTICE 1 TO M L-STD- 188- 105
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nonsecure voice traffic can be supported. In this case the
gateway function shall performtranscodi ng, as described in 5.5.

4.1.3.3 Transcoding. The gateway function shall provide a
transcoder to convert the tactical voice digitization algorithm
fromto 16-kbps continuously variabl e slope delta (CVSD)
(optionally 32-kbps CVSD) nodul ation to/fromthe strategic voice
digitization algorithmbased on 64-kbps pul se-code nodul ati on
(PCM, using nu-law conpandi ng.

4.1.3.4 Rate adaptation. The gateway shall rate-adapt 16-Kkbps
signals (optionally 32 kbps) fromthe tactical network into 64-
kbps signals for the strategic network and vice versa. The
gateway facility shall use standard ITUT |.460 bit-rate
adaptation techniques to rate-adapt 16-kbps signals (optionally
32-kbps signals) into 64-kbps channels. This will allowthe
gateway to maintain BCl, as required in 4.1.4.2, to maintain
crypt ographi ¢ synchroni zati on between calling and called secure
term nal s.

4.1.4 End-to-end encrypted tel ephone service. For end-to-end
encrypted calls, it is necessary to use the sane voi ce-encodi ng

and encryption nmethods at each termnal. Negotiations occur
during call setup to determne if a common voi ce-encodi ng node
exists. |If a common voi ce-encodi ng node exists, the call shal

be established using rate adaptation at the gateway function.
Nonsecure voi ce coordination can then be used to initiate an

i n-band signaling sequence between the end instrunents, to
determine if they have interoperable encryption algorithns.
Figure 2 depicts all the possible conbinations of end-to-end

t el ephone services. New Terminals will be needed in both
networks to achieve end-to-end encrypted calls across the
gateway. All other conbinations of termnals listed in Figure 2
wi || support only nonsecure tel ephone service. A description of
the New Termnal is given in 4.1.4.1. The general requirenents
applicable to the gateway and end-to-end secure tel ephone service
are given in 4.1.4.2.

4.1.4.1 New Termnal. The New Termnal will have at |east 2
voi ce- encodi ng nodes: 64-kbps PCM w th nu-|aw conpandi ng and 16-
kbps CvSD. Wien a New Term nal is used in an | SDN network, the
New Term nal will be | SDN-capable wth direct 64-kbps digital
access to the strategic switch, and it will be able to negotiate
with the gateway during call setup. Wen used in the | SDN
network, the New Terminal will negotiate with the gateway, during
call setup, to determ ne which voice-encoding algorithmw Il be
used. The 64-kbps PCM wi th nu-|aw conpandi ng shall be the
default case. When used in the tactical network, the New
Termnal wll use 16-kbps CVSD (optionally 32-kbps CVSD)

SUPERSEDES PAGE 15 OF M L-STD-188-105
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a Call-rel ease nessage, which will be forwarded to the tactica
network, and a Rel ease nessage, which will be returned to the

| SDN, in accordance with section 5.4.4.2a for call clearing
initiated in the 1 SDN network. The ISDNwill, in turn, return a
Rel ease-conpl ete nessage to the gateway, in accordance with
5.4.4.2b. This indicates the ISDN trunk is available for a new
connecti on.

5.4.10.2 Unsuccessful calls initiated in the strategi c network.
Call initiation fromthe | SDN network foll ows the sane process as
described in 5.4.3.2a for call initiation in the |ISDN network:
the gateway receives a Setup nessage fromthe ISDN circuit switch
and maps this onto a tactical Call-initiate nmessage, which it
forwards to the tactical circuit swtch. For a variety of
reasons, such as "Called party unavail able,"” "Unassi gned | oop,"
"All -trunks busy," or "Invalid route,"” the tactical swtch sends
a Call-release nessage to the gateway. The gateway will then
create a Di sconnect nessage, which will be forwarded to the | SDN
network, in accordance with section 5.4.3.2b for call-clearing
initiated in the tactical network. The ISDNwll, in turn,
5.4.4.1b. This indicates the ISDN trunk is available for a new
connection. The gateway will then send the | SDN a Rel ease-

conpl ete nessage, in accordance with 5.4.4. 1c.

5.5 Transcoding. The gateway shall performtranscodi ng for

voi ce calls that do not have comon voi ce-encodi ng techni ques.
Transcodi ng shall provide digital translation of 16-kbps
(optionally 32-kbps) CVSD to and from 64- kbps nu-| aw PCM
Transcodi ng i ncludes two processes: translation of the digital
encodi ng nmet hods, and conversion of the sanpling rates. The
translation of the digital encoding nethods shall be digital,
that is, no internedi ate anal og stage shall be used. This
approach elimnates the accunul ati on of quantization noi se
generated by anal og-to-digital conversion. The sanpling rates of
16- kbps (optionally 32-kbps) shall be converted to and fromthe
8- kbps sanpl es used with 64-kbps nmu-law PCM The conpl ete
transl ati on process shall occur in real-tinme, with the only

i nherent neasurable delay attributable to the hysteresis effect
of CVSD, which uses three previous bits to determ ne the current
state. The effectiveness of the transcodi ng process shall be
quantified by using standard TRI - TAC and PCM encoded test-tone
patterns, and neasuring the distortion incurred through the
transl ation process. TRI-TAC CVSD test-tone patterns are
described in TT-Cl-7205-0102 Specification NSA No. 79-20. Mi-I|aw
PCM test-tone patterns are described in ITUT G 711 and Tabl e

6/ G 711. The gateway shall be designed to mnimze the anmount of
distortion.

5.6 Rate adaptation. For those calls between term nals using
common voi ce-encodi ng, the gateway function shall provide

SUPERSEDES PAGE 65 OF M L-STD-188-105
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bit-rate adaptation. 16-kbps and the optional 32-kbps tactical
bit streans shall be rate-adapted in accordance with the
foll ow ng procedure, as docunented in ITUT 1.460 and ITU T

V. 110, the section titled Rate adaptation of 8-, 16-, and

32- kbps streans.

a. The 16-kbps streamreceived on incomng tactical trunks
shal |l be mapped to bit positions 1 and 2 of the
correspondi ng out goi ng 64-kbps |1 SDN trunks. (Figure 3.)

b. The optional 32-kbps stream shall be mapped to bit
positions 1, 2, 3, and 4.

c. Unused bit positions shall be set to "1."

d. The order of bit transm ssion of the subrate stream
shall be identical before and after rate adaptation.

e. Bit positions 1 and 2 of the incomng |SDN trunk shal
be mapped to the correspondi ng out goi ng 16-kbps tacti cal
trunk. (Bit 1 shall precede bit 2 in the 16-kbps stream)

5.7 Voice encoding. This section defines the types of voice-
encodi ng signals generated by subscriber term nal equi pnrent (or
term nal adapters) connected at reference point Ain | SDN and
tactical networks.

5.7.1 Pul se-code nodulation. |SDN term nals use 64-kbps PCM
voi ce encoding wth mu-Iaw conpandi ng, as described in ML-STD
188-113, paragraph 5.1, titled Ei ght-bit pul se-code nodul ati on

(PCM .

5.7.2 Continuously variable slope delta. Tactical term nals use
CVSD voi ce encodi ng as described in ML-STD 188-113, paragraph
5.2, titled Continuously variable slope delta (CvSD) nodul ati on.

5.8 Satellite link count. The purpose of the satellite-link-
count (SLC) information elenent is to indicate the nunber of
satellite links traversed between Defense Information Systens
Network (DI SN) users. SLC wll be used in the DISN, in
conjunction with MLPP, to preenpt lowpriority calls on congested
satellite links when alternate satellite link routing would
result in transmtting calls with an unacceptabl e grade-of -

servi ce.

An SLC information elenent is present in Signaling System7
(SS7) but is absent in DSS1. Since DSS1 is used in DI SN
subnetworks to interface with other DI SN subnetworks that use
SS7, it is necessary to introduce an SLC information into

SUPERSEDES PAGE 66 OF M L-STD-188-105
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