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FOREWORD

1. This military standard is approved for use by all
Departments and Agencies of the Department of Defense (DoD).

2. Beneficial comments (recommendations, additions,
deletions) and any pertinent data which may be of use in
improving this document should be addressed to: HQ, U.S. Army
Information Systems Engineering Command, ATTN: ASQB-OST, Fort
Huachuca, Arizona 85613-5300, by using the self-addressed
Standardization Document Improvement Proposal (DD Form 1426)
appearing at the end of this document or by letter.

3. In accordance withDoD Instruction 4630.8, it is DoD
policy that all forces for joint and combined operations be
supported through compatible, interoperable, and integrated
Command, Control,. Communications, and Intelligence (C31) systems.
Furthermore, all C31 systems developed for use by U.S. forces are
considered to be for joint use. The Director, Defense
Information Systems Agency (DISA), series as the DoD sin91e Point
of contact for developing information technology standards to
achieve interoperability and compatibility. 1111C31 systems and
equipment shall conform to technical and procedural standards for
compatibility and interoperability, as developed or recommended
by the .DISA.

“.

4. Military Standards in the 187 series (MIL-STD-187-XXX)
address telecommunications design parameters based on evolving
technologies and concepts that may be subject to change. These “
planning standards differ from military standards in the 188
series (MIL-STD-188-XXX) which address telecommunications design
parameters based on mature technologies. Nothing in a
MIL-STD-187 series document is mandatory unless invoked in a
contract, and then only to the extent of the contractual
agreement.

5. Planning standards are developed considering present and
future plans for the Defense Information System, commercial
systems (both national and international) , and North Atlantic
Treaty Organization (NATO) and other allied military systems.
These planning standards may be based on, or make reference to,
draft or mature American National Standards Institute (ANSI)
standards, International Telecommunications Union -
Telecommunications (ITU-T) recommendations, International
Organization for Standardization (1S0) standards, NATO
standardization agreements (STANAG), and other standards,
wherever a~~licable. MIL-STD-187-XXX standards provide uniform
guidance f~; the design of the evolving and futu~e Defense
Information System. Froviding this guidance as early as possible
will minimize ineffective designs and costly interoperability

ii
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problems at later stages of implementation. It will also help to
ensure utilization of appropriate advances in technology.

6. The treatment of automatic link establishment (ALE) in
MIL-STD-188-141 provides the technical foundation upon which this
document rests. The second generation ALE system was one of the
adaptive high frequency (HF) radio features developed through a
MITRE effort in 1986. The remainder of the original concept is
being documented in MIL-STD-187-721. Therefore, a brie,f summary
of the basic principles of this ALE system is provided.

7. The principal functions included in an automated H!?
station are shown schematically on the following figure. This
diagram is structured along the lines of the 1S0 Open Systems
Interconnection Reference Model, with functions at each layer
supporting higher layers and using lower layers.

8. MIL-STD-188-141 specifies a basic HF radio, along with a
set of robust physical and data link layer functions for ALE.
The ALE modem employs 8-ary frequency shift keying (FSK) with 8
millisecond (ins)tones; the 3-bit symbols are sent at a rate of
125 per second, giving a raw data rate of 375 bits per second
(bps). Forward error correction (FEC) coding is applied to the
24-bit ALE words used at the data link layer; a (24,12) @lay
code is applied to each (12-bit) half of the 24-bit ME wordt....
producing two 24-bit results. These two 24-bit Golay words are
then interleaved bit by bit, and a stuff bit is appended to
produce a 49-bit word to be transmitted. Finally, each 49-bit
word is sent three times, which allows the receiver to correct
some errors using 2 of 3 majority.voting.

9. At the receiver, received bits from the modem are
(conceptually) shifted into a 99-bit register. Majority voting
among the outputs of this shift register yields a 48-bit
“majority word” (stuff bits are discarded), which is de-
interleaved to produce two 24-bit Golay words. These are
delivered to the Golay decoder, which attempts to recover a
24-bit ALE word.

10. Because no bits in the ALE word are spent on
synchronization, the acquisition of word sync in this system
employs a series of tests on the prospective word after each
received symbol (tri-bit) is shifted in. First, the number of
unanimous votes in the majority vote decoder must exceed a
threshold. Next, the Golay decoder must successfully decode both
halves of the 48-bit word. Finally, the resulting 24-bit ALE
word must be acceptable to the ALE protocol module. Once word
sync has been achieved, it is automatically tracked for the
remainder of the transmission using these same tests.

.
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Time Exchange

Selective Calling
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(Individual, Net,
Group, Sound)

Linking Prot (opt.)

FEC

PHYSICAL Data Modem ALE Modem
LAYER

Transceiver

Functional hierarchv of an automated HF station.

11. The MIL-STD-188-141 data link layer comprises several
sublayers. The lowest sublayer is concerned with error detection
and correction (FEC sublayer) . Above this is an optional
protection sublayer (linking protection), which protects layers
above it from unwanted” interference. The ALE protocol is divided
into three sublayers on the figure above: the lowest manages the
exchange of ALE frames among stations that are specified using a
standardized addressing structure; the next deals with orderwire
and ocher message sections embedded within ALE frames; and the

iv
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highest contains the data link layer functions apparent to users,
such as channel selection, link establishment, and orderwire
communications.

12. The contents of this document provide the technical
parameters for the functions and features of advanced adaptive HF
radio, and provide logical and cohesive guidelines for both
industry and the Government. Many of these advanced techniques
will support third generation ALE.

13. The technical parameters of this standard have not been
verified by testing or implementation. Careful engineering, desk
top modeling, and simulation are the source of these parameters.
The preparing activity and the custodians are confident that the
technology is definitively developed and is technically sound.
Users of this standard are requested to inform the preparing
activity and the Lead Standardization Activity (see address below)
of planned implementations, the status of those implementations,
and any problems encountered in applying this standard.

Preparing Activity

U.S. Army Information Systems
Engineering Command
ATTk : ASQB -OST’
Fort Huachuca, AZ 85613-5300

Lead Standardization Activity

Joint Interoperability and
Engineering Organization
ATTN : TBBF
Fort Monmouth, NJ 07703-5613
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I 1. SCOPE

1.1 Scope. The purpose of this document is to describe the
technical parameters for adaptive high frequency (HF) radio that
are more advanced than those described in MIL-STD-188-141. This
document is structured segmentally, with each segment having been
added as it was developed. Together, these segments will guide
the planning of military adaptive HF radio network technology
into the 21st century. To fully understand and utilize this
document, it is necessary to refer to portions of MIL-STD-188-141
for the basic automatic link establishment (ALE) criteria.

1.2 A~~licabilitv. This standard is approved for use within
the Department of Defense (DoD) for the design and development of
new (adaptive) HF radio equipment. MIL-STD-187-721 contains
theoretical designs and solutions that have been supported by
desk top analysis and modeling, but in most cases this technology
has not been imbedded into hardware/software or undergone proof
of concept testing.

1.3 A~~li.cation uuidance. MIL-STD-187-721 is a planning
standard organized in segments to allow the various functions and
features of adaptive radio to be documented separately to
encourage technical development. MIL-STD-188-141 contains only
technical documentation that is supported by empirical data,
whereas this standard documents the advanced techniques,
providing a greater level of technology, but not yet supported by
test data. Either a DoD user or an industry manufacturer may
develop hardware or software implementations of technical
parameters described in a MIL-STD-187-XXX document. A
manufacturer may wish to implement the technical parameters
described in this document in order to be first in a market
offering, thereby gaining market and advertising advantage. A
DoD user organization also may have a requirement for technical
features described in this document and may include MIL-STD-187-
721 in an acquisition contract, thereby causing the development
of the equipment or software as a part of the contractor’s
effort. Whether a manufacturer implements a MIL-STD-187-721
function using “venture capital” or a Government agency
“sponsors” the development through inclusion in a contract, the
result is the same: testable hardware/software and empirical
data. This empirical data allows the MIL-STD-187-721 segment
(wholly or in part) to migrate into a MIL-STD-188 series
document. This process provides a logical and orderly
Rromession while assuring a level playing field for Government
=nd-industry
acquisitions

alike. Addi~ional application guidance for DoD
is contained in paragraphs 6.1.2 and 6.1.3.

.

1/2
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2. APPLICABLE DOCUMENTS

2.1 Government documents.

2.1.1 S~ecifications. standards, and handbooks. The

following specifications, standards, and handbooks form a part of
this document to the extent specified herein. Unless otherwise
specified, the issues of these documents are those listed in the
issue of the Department of Defense Index of Specifications and
Standards (DODISS) and supplement thereto, cited in the”
solicitation.

STANDARDS

FEDERAL

FED-STD-1037 - Telecommunications: Glossary of
Telecommunications Terms.

MILITARY

MIL-STD-188-11O Interoperability and Performance
Standards for Data Modems.

MIL-STD-188-141 . - Interoperability and Performance
Standards for Medium and High

MIL-STD-1777

MIL-STD-2045-14502-01 -

Frequency Radio Equipment.

Internet Protocol.

Internet Transport Profile for DoD
Communications, Part 1, Transport
and Internet Services.

(Unless otherwise indicated, copies of federal and military
specifications, standards, and handbooks are available from the
Naval Publications and Forms Center, ATTN: NPODS , 5801 Tabor

Avenue, Philadelphia, PA 19120-5099.)

2.1.2 Other Government documents, drawinm, and publications.

The following other Government documents, drawings, and
publications form a part of this document to the extent specified
herein. Unless otherwise specified, the issues are those cited
in the solicitation.

USAISEC Technical Reports

ASQB-OSI-S-TR-92-04 - A 24-Bit Enc~tion
Protection (Johnson

3

for Linking
Algorithm) ...
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TR 94089 Management Information Base for
Automated High Frequency Radio,
Networking.

TR 94142 HF Data Link Protocol.

(Requests for this document shall be referred to: COmm~~;r~
U.S. lbnny Information Systems Engineering Command, ATTN:
OST, Fort Huachuca, Arizona 85613-5300.)

2.2 Non-Government ~ublications.

STANDARDS

ISO/IEC 3309:1991

ISO/IEG 8824

ISO/IEC 8825

(Application for copies
International Organization
Switzerland. )

IEEE STANDARDS

IEEE 802.2

IEEE 802.3

(Application for copies

.-

Information Technology-
Telecommunications and Information
Exchange Between Systems-High
Level Data Link Control (HDLC)
Procedures-Frame Structure.

Information Technology-open
Systems I,nterconnection-
Specification of Abstract Syntax
Notation One (ASN.1) .

Information Technology-Open
-Systems Interconnection-
Specification of Basic Encoding
Rules for Abstract Notation One
(MN.1) .

should be addressed to the
for Standardization, Geneva,

Logical Link Control (LLC).and
Medium Access Control (MAC).

Carrier Sense Multiple Access with
Collision Detection- (CSMA/CD).

should be addressed to the IEEE, Inc.,
345 East 47 Street, New York, NY 100~7.)

INTERNET DOCUMENTS

RFC-768 User Datagram Protocol.

.
4

I

I

I
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RFC-1321

RFC-1441

RFC-1442

RFC-1443

RFC-1444

RFC-1445

MIL-STD-187-721C

RFC-1446

RFC-1447

RFC-1448

RFC-1449

RFC-1450

RFC-1451

RFC-1452

The MD5 MesSage-Digest Algorithm.

Introduction to Version 2 of the
Internet-standard Network
Management Framework.

Structure of Management
Information for Version 2 of the
Simple Network Management Protocol
(SNMPV2).

Textual Conventions for Version 2
of the Simple Network Management
Protocol (SNMPv2).

Conformance Statements for Version
2 of the Simple Network Management
“Protocol (SNi4Pv2).

Administrative Model for Version 2
of the Simple Network Management
Protocol (SNMPv2)-

Security Protocols for Version 2
of the Simple Network Management
Protocol (SNWlPv2).

Party MIB for Version 2 of the
Simple Network Management Protocol
(s~Pv2).

Protocol Operations for Version 2
of the Simple Network Management
Protocol (SNMPV2).

Transport Mappings for Version 2
of the Simple Network Management
Protocol (SNMPV2).

Management Information Base for
Version 2 of the Simple Network
Management Protocol (SNMPV2).

Manager-to-Manager Management
Information Base.

Coexistence Between Version 1 and
Version 2 of the Internet-Standard
Network Management Framework.

“.

.

5
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RFC-1540 Internet Official Protocol
Standard.

RFC-1662 - PPP in HDLC-Like Framing.

(May be obtained by anonymous ftp from nis.nsf.net or
nic.ddn.mil .)

2.3 Order of precedence. In the event of a conflict between
the text of this document and the references cited ,herein, the
text of this document takes precedence. Nothing in this
document, however, supersedes applicable laws and regulations
unless a specific exemption has been obtained.

.
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3. DEFINITIONS

3.1 Terms. Definitions of terms used
accordance with (IAW) the current edition

“.

in this document are in
of FED-STD-1037. In

addition, the following definitions are applicable for the
purposes of this standard.

a.

b.

c.

d.

e.

f.

S7.

h.

i.

j-

Any-media - A network capable of routing traffic over a
variety of physical media, and of dynamically adapting to
the acquisition and loss of entire subnetworks. “

Application level O (AL-o) - In adaptive
unprotected application level of linking

Application level 1 (AL-1) - In adaptive
unclassified least protected application
protection.

Application level 2 (AL-2) - In adaptive
unclassified, enhanced application level
protection.

Armlication level 3 (AL-3) - In adaptive

radio, the
protection.

radio, the
level of linking

radio, the
of linking

radio, the
uk~lassified but sensitive application level of linking
protection.

Application level 4 (AL-4) - In adaptive radio, the
classified application level of linking protection.

Linking protection (LP) - In adaptive radio, a techni~e
that protects the linking functions from unintentional or
malicious interference by scrambling the ALE signaling
exchanged among protected stations for cryptographic
authentication of HF ALE signaling. .

Multi-media - A network capable of routing traffic over
more than one physical medium.

Protection interval (PI) - In linking protection,
transmissions are encrypted using time-varying
randomization data. The period between changes in the
time of day portion of this randomization data is termed a
protection interval.

Trap - ~ unsolicited message from a logical element to a
management station that announces the occurrence of an
exceptional event.
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3.2 Abbreviations and acronvms. The abbreviations and
acronyms used in this document are provided below. Those listed
in the current edition of FED-STD-1037 have been included for the
convenience of the reader.

a.

b.

c.

d.

e.

f.

9“

h.

i.

j.

k.

1.

m.

n.

o.

P.

q.

r.

s.

t.

u.

ACK

ADc

AI

AL-o

AL-1

AL-2

AL-3

AL-4

ALE

ALQA

AME

ANSI

ARQ

ASCII

ASN.1

AVQ

BBS

BCD

BER

bps

acknowledgement.

available data capacity.

articulation index.

unprotected application level.

unclassified application level.

unclassified enhanced appli~ation level.

unclassified but sensitive application
level.

classified application level.

automatic link establishment.

advanced link quality analysis.

automatic message display.

automatic message exchange.

American National Standards Institute.

automatic. repeat-request.

American Standard Code for Information
Interchange.

abstract notation one.

achievable voice quality.

bulletin board system.

binary-coded-decimal.

bit error ratio.

bits per second.

.

8

Downloaded from http://www.everyspec.com



v.

w.

x.

Y.

z.

aa.

*.

ac.

ad.

ae.

af.

ag .

ah.

ai.

aj .

ak.

al.

am.

an.

ao.

ap.

aq.

ar.

as .

23I

CLJNP -

CMD

CONEX -

CQM

CRC

CSMA/CD -

DATA

dB

dBm

DBM

DCS

DISA

DO

DoD

DODISS

DTM

EFI

FEC

FSK

HDLC

HF

HFDLJP

HFNC

..

MIL-STD-187-721C

Command, Control, Communications, and
Intelligence

connectionless network protocol.

ALE preamble word COMMAND.

connectivity exchange.

charnel quality measure.

cyclic redundancy check.

carrier sense multiple access with collision
detection.

ALE preamble word DATA.

decibel.

decibel referenced to one milliwatt.

data block message.

Defense Communication System.

Defense Information Systems Agency.

design objective.

Department of Defense.

Department of Defense Index of
Specifications and Standards.

data text message.

error-free interval.

forward error correction.

frequency shift keying.

high-level data link control.

high frequency.

HF data link protocol.

HF networking controller.

9
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at. HFTP

au.

av.

aw.

ax.

ay.

az.

ba.

bb .

bc. “

bd .

be.

bf .

bg .

bh .

bi.

bj .

bk .

bl .

bm.

bn.

bo .

bp .

bq .

HNMP

HRMP

HSSP

Hz

IAW

ICD

ICMP

ID

IEC

IEEE

iff

1P

Iso

ITU-T

kHz

LC

LCIP

LCP

LEA

LLC

LP

LPCM

LPL

HF

HF

HF

HF

MIL-STD-187-721C

transport protocol.

network management protocol.

relay management protocol.

station status protocol.

Hertz.

in accordance with.

interface control document.

internet control message protocol..“

identification.

International Electrotechnical Commission.

Institute of Electrical and Electronics
Engineers.

if and only if.

inteinet protocol.

International Organization for
Standardization.

International Telecommunications Union -
Telecommunications.

kilohertz.

link

link

link

controller.

controller interface ptotocol. .

control protocol.

limited exclusion area.

logical link control.

linking protection.

linking protection control module.

linking protection level. .

10
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lx.

bs .

bt .

bu .

bv .

bw .

bx .

by.

bz .

ca.

cb .

cc .

cd.

Ce .

Cf .

Cg .

ch .

ci.

cj .

ck .

c1 .

cm.

cn.

co .

Cp .

LPI’4

LPT

LQA

lsb

MAc

MHz

MIB

MP

MRu

ms

msb

NAK

NCS

NPODS

NSA

NSA.P

0S1

P/F

PBER

PDU

PI

PIN

PPP

PQM

MIL-STD-187-721C

link performance measure.

linking protection time.

link qyality analysis.

least significant bit.

medium access control.

megahertz.

management information base.

multi-path.

maximum received unit.

millisecond.

most significant bit.

negative acknowledgement.

net control station.

Naval Print on Demand

normal response mode.

System.

National Security Agency.

Network service access point.

open systems intercomection.

poll/final.

pseudo bit error ratio.

protocol data unit.

protection interval.

personal identification number.

point-to-point protocol.

path quality matrix.

“.

11
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Cq .

cr.

Cs .

Ct .

Cu.

Cv .

Cw .

Cx .

Cy .

Cz .

da.

db.

dc .

dd .

de.

df .

dg .

dh.

di.

dj .

*.

QOS

RF

REP

RFC

RQ

RT

S&F

SD

SDLP

snm.D

SNMP

SNRM

TCP

TOD

TR

UA

UDP

UTc

USAISEC

VAP

VF

MIL-STD-187-721C

quality of service.

radio frequency.

ALE preamble word REPEAT.

request for comments.

relay quality.

routing table.

store and forward.

spectral distortion.

station data link protocol.

signal-plus-noise-plus-distortion to noise-
plus-distortion ratio. .

simple network management protocol.

set normal response mode.

transmission control protocol.

time of day.

technical report. “

unnumbered acknowledge.

user datagram protocol.

universal time, coordinated.

U.S. Army Information Systems Engineering
Command.

ALE protocols.

voice frequency.

-.
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c.
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e.

3.4

a.

b.

c.

d.

e.

f.

9.

h“.

i.

j.
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Timinq symbols .

Tlc leading call phase.

%w last word

Trs redundant

Tm redundant

wait time.

sound phase.

word time.

TSc scanning call phase.

ALC)Amathematical em ressions.

Fi

Lf

%rl’
LS

R

Tb

Tf

u

Wi

effective sensation level
speech sub-band (AI).

weighting factor relating

“.

of energy in a

human sensitivity
to energy in a speech sub-band to measured
energy in that sub-band (AI).

length of messages in queue when message
transfer finishes (ADC).

length of-message body (ADC).

length of messages in queue when message
transfer begins (ADC).

effective message

beginning time of

time when message

data rate (ADC).

message transfer (ADC)-

transfer fini:shes (ADC).

station utilization (ADC)-

non-linearly scaled sub-band energy (AI).
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4. GENEIUIL REQUIREMENTS

4.1 Data link sublavers. The MIL-STD-188-141 data link layer
contains three sublayers: a lower sublayer concerned with error
correction and detection (forward error correction [FEC]
sublayer) , an upper sublayer containing the ALE protocol (ALE
sublayer) ; and an optional protection sublayer in between, as
shown on figure 1. Within the FEC sublayer are redundancy and
majority voting, interleavin91 and Golay coding applied to the
24-bit ALE words which constitute the senice-datanunit, in terms
of the International Organization for Standardization (1S0)
model. The ALE sublayer specifies protocols for link
establishment, data communication, and rudimenta~ link quality

analysis (LQA) based on the capability of exchanging ALE words.
Linking protection (LP) is placed in the intermediate
‘protection” sublayer so that it may make full use of the error
correcting power of the FEC sublayer while intercepting
unauthorized attempts to communicate with the local ALE protocol
entity to establish links or otherwise disrupt operations.

-----”-H--Y----”-H----”---
Iv-PROTOCOL “ SUELNER PROTOCOL‘1......-.

*W I EY!L-1----

-,, -

-“--’~-”-i+==ti”i~”--~ ”--L--- I

FIGURE 2. Conceptual model of data link laver protocols in
MIL-STD-188-141.

4.2 Linkinu protection. See MIL-STD-188-141.

4.2.1 Linkinc? protection armlication levels. The following

application levels of LP are defined in this section, with the
classified application (AL-4) providing the highest degree of
protection. The classified and unclassified but sensitive
application le-vels (AL-4 and AL-3 respectively) rewire ‘istinct
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hardware scramblers, while the unclassified enhanced application
level and the unclassified application level (AL-2 and AL-1
respectively) scramblers may be implemented in software or
firmware. U1 protected radios shall be capable of operation at
AL-1. A method shall be provided to disable automatic linking at
linking protection application levels less secure than the
application level in use by the station being called. For
example, a station that is operating at AL-3 shall be able to
disable the receiver from listening for linking attempts at AL-O
(unprotected) through AL-2.. (Design objective [~1: Alert the
operator but do not link automatically when a valid call is
received from a transmitter with a lower linking protection
application level.) This mechanism shall not preclude the
operator from manually initiating ALE using a disabled
application level. This manual override is required for
interoperability.

4.2.1.1 AL-O (un~rotected anplication level). See MIL-STD-
188-141.

4.2.1.2 AL-I (unclassified application level). See MIL-STD-
188-141.

4.2.1.3 AL-2 (unclassified enhanced am lication level) . See
MIL-STD-188-141.

4.2.1.4 AL-3 (unclassified-but sensitive armlication level).
The AL-3 scrambler (for U.S. Government use only) shall employ
the algorithm and the interface control document (ICD) developed
by National Security Agency (NSA)”. Systems employing AL-3 LP
must meet NSA security requirements. The protection interval is
a maximum of 2 seconds.

4.2.1.5 AL-4 (classified amlication level). The AL-4
scrambler (for U.S. mvernment use only) shall employ the
algorithm and the ICD developed by NSA. An AL-4 scrambler may be
used to protect classified orderwire traffic. Systems employing
classified application level LP must meet NSA security “
requirements. The AL-4 protection intenal is a maximum of 1
second.

4.2.2 Protocol trans~arencv. See MIL-STD-188-141.

4.2.3 Transmit Drocessinq. See MIL-STD-188-141.

4.2.4 Receive Drocessinq. See MIL-STD-188-141.

4.3 Time of dav (TOD) SW chronization. See MIL-STD-188-141.
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4.4 Link aualitv functions. Link quality functions,
including passive LQA, polling, and LQA reporting, support a data
base of recent propagation measurements of the channels available
to a station for establishing links with other stations. This
data base of bilateral link quality data, stored in the LQA
matrix described in MIL-STD-188-141, is used to rank channels to
determine the order in which to attempt link establishment and to
select channels for voice and data traffic. LQA data is obtained
from measurements of received traffic and sounds, and from data
explicitly sent in the polling and LQA report protocols.

I

4.4.1 Passive LOA.

a. Evaluation of channel quality by measuring the
characteristics of received signals is termed passive LQA
because the local radio does not transmit a request for
this data. Such passive LQA can obtain useful data from
normal ALE traffic (while linked) as well as from sounds”

b. A key characteristic of passive LQA is that the data it
produces is unilateral; only the link quality from the
distant transmitter to the local receiver is obtained.

NOTE : Certain military applications prevent use of active
LQA techniques.

4.4.2 Pollinq.

a.

b.

c.

Bilateral LQA data may be obtained by using one of the
active LQA techniques such as polling or LQA reporting.

The polling protocols are used to acquire current
bilateral link quality data by handshaking with one or
more other stations, directly measuring the transmissions
received, and exchanging these measurements with the other
station(s) . Polling is used to actively acquire current
bilateral LQA data for stations and channels for which
recent LQA data may be unavailable in the LQA matrix.

LQA is mandatory in MIL-STD-188-141; existinq radios can
e=ecute any poliing protocol that does
standard ALE protocols. The protocols
section 5 s’upportpolling for existing
polling protocols that provide greater
channel use are also specified.

not d=part from the
specified in
radios. Advanced
efficiency of

NOTE : Use of polling can produce severe channel congestion
when conducted
6.1.2.1).

by more than a few stations (see

.

.
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4.4.3 LOA reDortinq. The LQA reporting protocol is used to
exchange previously measured LQA data, rather than to measure the
quality of the current charnel. This data may be from either
active or passive sources. By exchanging unilateral measurements
from passive LQA, stations can quickly accumulate bilateral data
for many channels and stations.

NOTE : LQA reporting may introduce excessive overhead burden.
LQA should only be used when a validated requirement
exists (see 6.1.2.2).

4.5 Advanced link aualitv analvsis (ALoA) function. In ALQA,
the link quality measures are divided into two types: channel
quality measures and link performance measures. Channel quality
measures evaluate the performance of individual channels between
pairs of stations, while link performance measures combine
measures of channel performance and traffic load to derive a
single quantitative measure of link performance for use by
network controller routing algorithms. MA techniques (except
for error-free intenal estimation) differ from the basic LQA
techniques in the following respects:

a. Measurements shall be histogrammed in accordance with
4.5.3 rather than averaged.

b. The quality of a channel shall be reported as the fraction
of measurements that exceeded a threshold in accordance
with 5.5.3, rather than an average of the measurements.

NOTE : ALQA is used to obtain more detailed link quality
evaluation than is available from the standard LQA
technique but requires significantly increased
overhead transmissions for data collection.
Additionally, ALQA results may not correlate well with
the channel performance of modems other than the ALE
modem. ALQA should only be used when a validated
requirement exists (see 6.1.2.3) .

4.5.1 Channel uualitv measures. All implementations of ALQA
shall support signal-plus-noise-plus-distortion to noise-plus-
distortion ratio (SINAD) and pseudo bit error ratio (pBER) as
described in 5.5.1.1. Articulation index, spectral distortion,
and error-free interval are optional; implementations shall
comply with the applicable sections of 5.5.1. The following
channel quality measures are standardized for ALQA:

a. SINAD measurements shall be derived from the ALE modem on
a baud-by-baud time scale (see 5.5.1.1).

18
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Articulation index estimates shall also be derived from
the ALE modem using a non-uniform weighting of signal-to-
noise ratios from each ALE tone (see 5.5.1.2) .

PBER shall be derived from the majority vote decoder as
described in MIL-STD-188-141. However, for ALQA use, the
PBER values shall be histogrammed on a word-by-word basis,
rather than contributing to a running average for the
transmission (see 5.5.1.1).

Spectral distortion due to fading and multipath effects
causes degradation in the bit error ratio (BER)
performance of the ALE modem, as compared to its
performance over Gaussian noise channels. The severity of
spectral distortion shall be gauged by comparing
instantaneous samples of BER and SINAD (measured on
rece”ived ALE words) to the theoretical Gaussian channel ‘
performance in accordance with s.5.1.3.

The mean error-free interval shall be evaluated
indirectly. ALE word errors detected by the Golay decoder
and the ALE protocol shall be accumulated to estimate
word-error and word-error-burst probabilities; these
probabilities shall then be used to estimate error-free
interval in accordance with 5.5.1.4.

4.5.2 Link ~erformance mea”sures. The link performance
measures for ALQA are standardized as follows:

a. Achievable voice quality samples shall combine SINAD
measurements (DO: articulation index measurements) with
channel occupancy to produce a histogram of the voice
quality of the best channel available during each scan of
the channels by the ALE controller, in accordance with
5.5.2.1.

b. Data link performance shall be gauged using available data
capacity in accordance with 5.5.2.2. Available data
capacity samples measure the effective data rate available
to each station, including the effects of retransmissions
due to channel errors, and contention for transmission
facilities from other traffic.

NOTE : Achievable voice quality and available data capacity
are optional; implementations shall comply with the
applicable sections of 5.5.2.
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4.5.3 AIOA histoaramminq. Measurements of SINAD, PBER,
articulation index, spectral distortion, achievable voice
quality, and available data capacity shall be accumulated for
ALQA use as described below.

4.5.3.I. Exceedance distributions. w “exceedance .
distribution” QX(X) is related to the cumulative probability
distribution function PX(X) :

Q=(x) = Pr(X > Xl = 1 - P=(X).

Exceedance distributions for the channel quality measures and
link performance measures listed in 4.5.3 shall be estimated by
first histogramming samples of these measures, and then averaging
the histograms over the integrating periods specified in 4.5.3.2.
A history of these histograms shall be retained for use when no
current data is available.

4.5.3.2 Inteq~atinq periods.

a. Four distinct time epochs shall be used for accumulating
the histogram data. Within each epoch k, Nk histograms

shall be accumulated and averaged, each containing
measurements over a period of tk. Epoch 1 represents the
short term for the HF channel. Because the values defined
in the channel quality measure descriptions above are
intended to provide short-term granularity on the HF
channel on the order of 1 minute, tl = 60 seconds. Since

15 minutes represents a time interval over which the
statistics of the nominal HF channel may be considered
approximately stationaw, N1 = 15. This first epoch
represents the most up-to-date channel quality measure
available.

b. The second, third, and fourth time epochs shall consist
of : s minute intewals UP to 1 hour old (second ePoch)t
hourly intervals from the current hour to 24 hours (third
epoch) , and cumulative results since start-up (fou’rth
epoch) . Epoch 2 employs t2 = 300 seconds and N2 = 12 so
that five tl-length samples from epoch 1 are summarized in
each t2-length sample (t2 = Stl) in epoch 2. Similarly,

epoch 3 consists of 24 l-hour samples: t3 = 3600 seconds
and N3 = 24. Finally, epoch 4 contains counters which
accumulate all samples.

20
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4.5.3.3 Histoqram cseneration.

a. For each charnel quality measure or link performance
measure X, where X is one of the channel quality measures
or link performance measures listed in 4.5.3, sets of bins
hX(i; j, k) shall be used to store exceedance histograms
of the samples x of that measure as described below, for
every channel to every reachable station. In the notation
hX(i; j, k), the index k refers to an epoch (1 ~.k s 4),
the index j refers to a particular exceedanc,e histogram
(set of bins) within that epoch (~ s j s ‘k)/ and the
index i refers to a particular bin within that histogram
(see figure 2). In addition, for each epoch, a set of
counters shall be used to accumulate current measurements
to form the next set of histograms; these counters are
labeled as j = O in the figure.

b. For the purpose of histogramming, the range of values for
each measure shall be quantized into a number of subranges
with lower thresholds, in accordance with table XVIII,
plus an additional (lowest) subrange with a threshold less
than any valid sample. As each sample arrives, it shall
be compared to the lower endpoint of each subrange. Each
counter shall be incremented if the sample exceeds the
lower endpoint of the subrange corresponding to that
counter. Because the lower endpoint of the lowest
subrange is always less than the smallest possible value,
bin 1 in each exceedance histogram will contain a count of
the total number of samples represented in that histogram.
Because the same thresholds are used for each of the four
epochs, only one quantizer is needed. Each epoch
independently accumulates the samples as they arrive.

c. For each epoch, when an integrating ”period tk has.elapsed,
the histograms shall be shifted one position to the right;
the counter contents shall become hx( ; 1, k) , and the
oldest histogram hx( ; Nk, k) shall be discarded. Epoch 4
is a special case; epoch 4 counters shall simply
accumulate all samples, with no averaging over individual
integrating periods.

“.
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d. For epochs 1 through 3, the running average histograms
HX(k) shall be computed from the most recent N~ histograms
hX(i; j, k) as follows (each bin in Hx is denoted HX[i;
k]):

“ hx(i;j,k)
Hx(i;k) = #-

k F.1 hx(l;j,k) “

where hx(l;j,k) * O

4.5.4 Link quality prediction Prourams. Link quality
predictions from programs such as IONCAP may be used, when
available to the ALE controller, to supplement channel quality
measures.

4.6 Networkin~ functions.

a.

b.

c.

MIL-STD-188-141 establishes the technology baseline needed
for establishing and maintaining links among HF radio
stations. Networking technology augments this direct.
connection capability with the ability to find and use
indirect routes.

The functions performed “at the network layer may be
grouped into two broad categories: routing functions and
data management functions. Routing functions select paths
through the network for voice and data traffic, using
stored information (provided by operators, local data link
controllers, and remote networking controllers) about the
quality of available links to other stations. Data
management functions acquire and communicate that (and
other) information.

Link-level error statistics directly characterize the
quality of single-link paths and are used to compute end-
to-end path quality for multiple-link paths through
relays. These results are stored in a path quality matrix
(PQM), which is organized to provide the path quality to
any reachable destination via each directly-reachable
relay station. From this path quality data, a routing
table (RT) is formed. This table lists the best Path to
each reachable station for various
(e.g., voice and data).

4.6.1 Indirect callinq and relavinq,
directly link with a desired destination,
employed to assist in getting the message

23
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When a station cannot
other stations may be
through. The simplest
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option is to have the local link controller or the HF Network
Controller (HFNC) establish a link with a station other than the
desired destination so that the station operators can manually
communicate (using either voice or data orderwire) after the
fashion of a torn-tape relay. When the equipment at the
intermediate station is able to automatically establish an
indirect path to the destination, this is termed relaying. A
variety of relaying techniques are possible, some of which are
shown on figure 3. These techniques are differentiated by where
the cross-connection occurs in the protocol stack. Each
alternative is briefly discussed in table I.

““T” -
NRWORK ROUTER
IJWER I.—--- ------ ------

t I
I F - - --- - - - . I,

1 s!tweFk2Jterj
I

1 I I+ 1
I

-fi&&ir---l--- ++
1

—---- --:--- ----+
I I 1

I rEnGou;
II

------ --
I
1

ExcJter;---- ----? W~ ----r--” I

w r-- ‘===;-l-----F%---:w’~RFpfe6mpl

I I ------ --J 1 I L------ I

t IWMB 1 ‘1
NOTE:Uxationatwhlohrecehmdtignetsafemfayed

(ems-ccmectedtotranmltWe) determinestypeofrelay.

. .

FIGURE 3. Relavina alternatives.
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TABLE 1. Relavina alternative notes.

m DESCRIPTION

RF echo No radiosrequired. Examples: floata large
aluminizedballoonor use a billboardreflector.

RF repeater Formedby comecting an RF amplifierbetweentwo
antennas. Uses differentRF frequenciesby
heterod~ing or translatingthe received .
frequencies.

VF repeater Formedby connectingtwo radiosback-to-back
throughthe audioports. This and all following
relayscan easilyuse differentRF frequencies.

Bit repeater Formedby connectingdataports of modems.
Regeneratesaudioand bit timing.

Word Occursjust aboveFEG sublayer(andbelow LP)l
repeater Correctserrorsin data wordsbut does not examine

thosewordsor otherwisemanipulatetheircontents.
Introducesone word timedelay.

Frame Occurswithindata linkprotocolsfilayer. Like
repeater word repeater,but buffersan entireframebefore

retransmittingit; introducesdelayof frametime
plus time to detectthe end of the frame. This and
all followingrelaysrequireonly one radio,but
can use more if available.

Slaverouter Occursjust &ove data link layer. Effectively
connectsdata linksin tandemas directedby
indirectaddressesin data link frames. Makesno
routingdecisions;merelyimplementsthe routing
schemespecifiedin.framesthat it receives(hence
the name).

Router Networklayerfunction. Determineswhere to send
each receivedframeusing localrouting
information;this routinginformationmay be
entirelystaticor it may includereal-timedata
(inan adaptiverouter). Uses networklayer
messageheader;normallyhas accessonly to message
sectionof data link layer (e.g.,ALE) frame. May
bufferdata when no path currentlyexiststo .
destination.

Mailbox Applicationlayerfunction. Storesmessagesfor
laterretrievalby specifiedrecipient.

BBS Applicationlayerfunction. Storesmessagesfor
laterretrievalby anyonewith accessto that
bulletinboard.

. .

.
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4.6.2 Networkincr controller. A networking controller
performs the network-layer functions relating to traffic routing
and relaying. In the simplest case, the network layer functions
reside within a radio and have access only to the links
achievable by that radio. A more advanced radio may include both
ALE and HF data modems, along with a networking controller that
is capable of establishing links using the AIJEmodem and
protocols and is capable of switching to the data modem for data
communication (see figure 4) . Such a networking controller could
use either of the modems (via its respective data link”layer
entity) to carry traffic for the local user or to relay others’
traffic within the network. A still more sophisticated
networking controller could manage several radios in a major
communications hub, routing traffic through the radio that has
the best path to the destination. Such a networking controller
could be generalized to act as a multi-media gateway, routing
traffic over media such as wire, fiber, microwave, and satellite
links as well as HF links.

User ALE Contrdfer

Traffic Netwoddng
(lncLModem)

Controller .~aMd*m :
WT

I
I
1- (2cmtroller~----- ---

FIGURE 4. Functional block dia~ram of an automated HF
station. ~.

The principal functions performed within the networking
controller ar~ route selection and link selection, automatic
message exchange (AME) and message store and forward (S&l?), and
comectivity tracking. Note that the connectivity tracking
function employs the connectivity exchange protocol described in
5.7.4 and the connectivity monitoring protocol described in
5.7.6.6.3. The interactions among the various functions and data
structures within the networking controller are shown on figure
5.

“.
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I I Networking Cmtrolter

I

Ma LinkController(s) DataLink
layer

FIGURE 5. Networking controller.

4 .6.2.1 Data structures. Depending upon the level of
functional capability of a networking controller (see 4.6.2.7),
it shall implement one or both of the following data structures.

4.6.2.1.1 Routinq table. The networking controller shall
maintain a routing table that stores the preferred route from
that station to other reachable stations (DO: also alternate
routes) ; specifically, for each reachable station the routing
table shall indicate how traffic destined for that station should
be routed. Separate entries shall be maintained for voice and
for data traffic. The routing table entries shall be
individually programmable as static (entered manually by the
operator or downloaded verbatim from other stations) or adaptive
(computed automatically by the networking controller using the
path quality matrix). See 5.7.1.2 for detailed requirements for
the routing table.

4.6.2.1.2 Path aualitv matrix. The central data structure
supporting adaptive routing is the path quality matrix. This
matrix shall be organized to separately record voice and data
path quality to any reachable destination via
directly-reachable relay station. These path
shall be based upon link quality measurements
link controllers in accordance with 5.7.1.1.

each
quality estimates
reported by the

.
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4.6.2.2 Route selection. The route selection function routes
voice and data traffic through networks using direct or indirect
paths as required. While accomplishing this, it uses and
maintains the routing table discussed in 4.6.2.1.1. The route
selection function supports both indirect calling and various
types of relaying, including analog repeaters, frame repeaters,
and message store and forward.

4.6.2.3 MessaQe store and forward. The message store and
forward function provides message delivery service. for users or
transport-layer processes (the term transport message is used in
all cases) . This function may buffer in-transit messages for
varying periods of time depending upon the storage facilities
available within the network controller.

The store and forward process at each networking controller
employs the route selection function to determine routes through
the network for messages, and employs the automatic message
exchange process to actually deliver messages over HF links.
When full store and forward functionality is not required, a null
store and forward function provides the interface to automatic
message exchange (see 5.7.5.3) . “

4.6.2.4 Automatic messaae exchanae (AME). Automatic message
exchange refers to the network layer function that accepts
network messages from the store and forward function for delive~
to a specified directly reachable station (relay or final
destination) ,and automatically delivers each message when a link
is available to that station. W~en a link cannot be established
to the requested station, the automatic message exchange function
may either reject the network message, allowing the store and
forward function to attempt delivery by alternate means, or it

may store the message for future delivery when the desired link
is established (so-called “discovery mode’~).

4.6.2.5 Link selection. The link selection function of the
network controller shall interact with local data link
controllers to request the establishment and status of links. It
shall use data from the path quality matrix to select among
available data link controllers for data transfer to the distant
station. The link selection function makes no routing decisions
per se.

4.6.2.6 Connectivity exchanqe. Information about routes to
stations that are not directly reachable, and which have not
routed traffic through the lo~al station-recently, can sometimes
be obtained from the connectivity data stored by a directly
reachable station. This data may be shared either upon request
or by periodic broadcast. When stations report their path
quality matrix contents to other stations, this is ternied
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connectivity exchange (CONEX). When, on the other hand, a
station asks for replies from stations with connectivity to a
specified destination this is termed query routing (e.g., “who
can reach Joe?tt). Protocols for both functions are specified in
section 5.

4.6.2.7 Standard levels of canabilitv. The standard levels
of functional capability listed in table 11 are defined for
HFNCS . Note that each level includes the capabilities of all
lower-numbered levels.

TABLE II. Levels of HF networking controller functional
ca~abilitv.

Functional Level I Capabilities

Level 1 ‘ Controls ALE radio (including
Minimal HFNC indirect calling)
(No routing Remote data fill support
table) Automatic message exchange

Null store and forward
(No path quality Internet protocol (OptiOnal)

matrix) Controls HF data modem (optional)

Level 2 (All capabilities of Level l,HFNC)
-plus-

Basic HFNC Route selection using static routing
table

(No path quality Message store and forward
matrix) Routing’ table data fill

Routing queries
Repeater control (optional)
Connectivity monitoring
Controls multiple radios and modems
(optional)

Level 3 (All capabilities of Level 2 HFNC)
-plus-

Adaptive HFNC Path quality matrix
Connectivity exchange (CONEX)
Adaptive routing

Level 4 (All capabilities of Level 3 HFNC)
-plus-

Multi-media gateway Routing via alternate media
Internet protocol (mandatory)
Internet gateway
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4.7 Interface to link controllers. The following functions
form a minimal interface between a networking controller and the
link controllers that it uses. Because of the wide range of
implementations possible, the specifics of this interface are not
yet fully standardized.

4.7.1 Link control. The networking controller must be able
to request the establishment and termination of links, specifying
desired destinations using the appropriate link-level addresses.
However, artifacts of particular link controllers (e.gl, padding
ALE addresses on the right with ‘@’ characters) shall not be
required of networking controllers. Link controllers should
report the success or failure of link establishment and the
identities of linked stations (e.g., stations responding to an
ALE net call) .

4.7.2 Link”aualitv re~ortinq. The networking controller
requires reports from the link controllers regarding the quality
of links to other stations available from each link controller.
These reports will specify the data necessary for path quality
matrix entries (e.g., BER and SINAD) , but should not contain data
such as channel numbers that are relevant only to the link
controller.

4.7.3 Network messaqes. Messages to be sent from one
networking controller to another over a link shall be delivered
to a link controller in two parts: a network message (which is
handled transparently by the link controller); and control
information which specifies to the link controller the data-link
layer addressee of the message a~ well as other requirements for
the transmission. The link controller is presumed to assume
custody of each message that it accepts for transmission.
Received messages delivered by link controllers to an HFNC should
be accompanied by the link layer address of the sender of the
message.

4.8 Network management.

4.8.1 Network management functions. Automated network
management functions support the efficient control of automated
HF networks. The tools for network management specified in
section 5 include protocols for the following functions:

a. Monitoring and reporting network status (e.g., topology,
capabilities, congestion, and faults) .

‘.

b. Downloading ALE controller data.

c. Updating network routing tables.
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Identifying software versions and updating the software in
ALE and networking controllers.

Re-keying linking protection scramblers.

Remotely controlling station operations.

Adjusting transmitter power of linked stations.

Hand-off from ALE modems to other modems.

Transition among security modes.

4.8.2 Network management an~lication rmoaram ca~abilities.
The network management application program (often running on
networking controller hardware) integrates the monitoring,

.. reporting, and control capabilities of attached networking and
link controllers to allow the network manager to view and adjust
the operation of a network. These capabilities include the LQA,
ALQA, Version, and Capabilities functions of the ALE controller,
and the CONEX function of the networking controller. Network
management programs employ the data communication capabilities of
networking and link controllers to exchange network management
messages.

4.8.3 Simple Network Manau ement Protocol (SNMP). All HF
radio equipment should implement the SNMP, as specified in
Request for Comments 1441-1452 (RFC-1441) with the HF-specific
enhancement specified in 5.9.2. This combination of SNMP with HF
radio enhancements is hereafter denoted HF network management
protocol (l-INMP).Equipment not implementing HNMP may be managed
through the use of proxy agents, which translate between HNMP
commands and equipment-specific commands.

NOTE : An HFNC is the platform for proxy agents because of
its connections to most other equipment at a st”ation.

Every HFNC that implements HNMP’ shall also implement the HF
AME protocol if carrying traffic over HF. (DO: HFNCS should
also implement the Internet Protocol (1P) of MIL-STD-2045-14502-
01 (also see MIL-STD-1777) and the User Datagram Protocol (UDP)
of RFC-768).

4.9 Multi-media networks.

a. From a user~s perspective, a communication system should
seamlessly integrate any available media to provide end-
to-end service. In addition to this general requirement
for static multi-media interoperability, many Government
systems (especially military and law enforcement agency.
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systems) require robust networks that can sustain
communications in the face of widespread loss of assets,
and that can be rapidly extended into new locales using
any available facilities. It is this dynamic element that
distinguishes so called “any media” networks from the more

,common multi-media networks. “

b. Because of the dynamic characteristics of ionospheric
propagation, HF radio node controllers (HFNC) aqe designed
specifically to cope with fluctuating connectivity. This
makes the HFNC especially suitable for service as a router
in any-media networks.

c. HF radio may be integrated with other media in two
complementary ways:

(1)
.

(2)

A network of HFNCS may contain not only HF links,
but also wireline, microwave, tropo- or meteor-
scatter, and satellite links. “Such HF networks use
HF links for mobile or remote stations and for
contingencies, with other media used as dictated by
tactics and economics.

A network of HFNCS may serve as a subnetwork in a
larger internet (such as the Internet). Such an
“HF” subnetw’ork may of course employ any of the
media listed above. The HF component of such
internets provides an inexpensive means to extend
the network to re~ote or mobile users. Examples
include Defense Communication System (DCS) entry
and providing access to the commercial telephone
system from remote regions of the world (e.g.,
northern Canada) .

When multi-media or any-media networking is required, the
other media shall be interconnected to HF assets via HFNCS. For
fully automatic internetworking, the HFNC level of functional
capability must be level 2 or above (see 4.6.2.7, Standard levels
of capability). A level 4 HFNC is required for internet gateways
in case b above.

4.10 New ALE or orderwire functions. The new ALE or
ord~ire functions defined in this standard are listed in table
III, including cross-references to the paragraphs that define the
use of these functions.
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Table III. New ALE or orderwire CMD words.

First SecondCharacter
Character (ifapplicable) Function Reference

% 1100000 ALQA 5.5.3.1

c 1100011 Channels 5.4.3.3

f 1100110 Frequency S..6.3

m 1101101 a 1100001 Analogport Selection s.6.4.3

c 1100011 CryptoNegotiation 5.6.4.2

d 1100100 Data Port Selection 5.6.4.4

n 1101110 ModemNegotiation 5.6.4.1

q 1110001 DigitalSquelch 5.6,4.6
.

z 1111010 DigitalLINCOMPEX 5.6.4.5
Zeroize

n 1101110 NoiseReport 5.4.2.2

P 1110000 PowerControl 5.6.5

r 1110010 LQA Report 5.4.4

t 1110100 a 1100001 AdjustSlot Width 5.6.6.1

b 1100010 StationBusy 5.6.6.2

c 1100011 ChannelBusy 5.6.6.3

d 1100100 ..SetDwellTime S.6.6.4

h 1101000 Halt and Wait 5.6.6.5

1 11011001 ContactLater 5.6.6.6

m 1101101 Meet Me “ 5.6.6.7

n 1101110 Poll Operator 5.6.6.0
(DefaultNAK)

o 11013.11 RequestOperatorACK 5.6.6.9

P 1110000 SchedulePeriodic 5.6.6.10
Function

q 1110001 QuietContact 5.6.6.11

r 1110010 Respondand Wait 5’.6.6.12

s 1110011 Set SoundingInterval 5.6.6.13

t 1110100 Tune and Wait 5.6.6.14

.
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Table 111. New ALE or orderwire CMD words - continued.

~irat SecondCh&acter
Character (ifapplicable) Function Reference

w 1110111 set Slot Width !5.6.6.15

x 1111000 DO Not Respond 5,6.6.18 -

Y 1111001 Year and Date 5.6.6.16

z 1111010 ZuluTime 5.6.6.17

v 1110110 c 1100011 Capabilities 5.6.2

s 1110011 Version 5.6.1

1111110 Time Exchange 5.2.1.1

4.11 RF data link ~rotocol. The data link protocol described .

in appendix A was designed specifically to provide reliable data
transfer over HF channels using the serial-tone modem spec~fied
in MIL-STD-188-11O.

“.

.
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5. DETAILED REQUIREMENTS

5.1 Linkinq ~rotection. See MIL-STD-188-141.

5.1.1 Linkina protection control module. See MIL-STD-188-
141.

5.1.2 Procedure.

a. The procedure to be employed in protecting transmissions
consisting entirely of 24-bit ALE words is presented in
5.1.2.1 and 5.1.2.2, followed by the procedure for the
data block portion of data block mode transmissions.

b. “*--wnen a
number

(1)

(2)

(3)

c.

5.1

a.

b.

radio is neither transmitting nor
shall be incremented as follows:

When using AL-2 LP, the Fine Time
incremented at the end of each PI
the PI, modulo 60.

receiving, the PI

field shall be
by the length of

When the Fine Time field rolls over to O, the
Coarse Time field shall be incremented, modulo
1440.

At midnight,
shall be set
updated.

When using AL-1 LP,
1’s, and the Coarse
end of each minute,
Time field shall be
updated.

.the,Coarse Time and Fine Time fields
to O, and the Date fields shall be

the Fi”neTime field shall contain all “
Time field shall be incremented at the
modulo 1440. At midnight, the Coarse
set to O, and the Date fields shall be

.2.1 Transmitting! station.

Each word to be transmitted shall be encrypted by the
scrambler using the current seed information. In the
course of a transmission, the protocol described below may
cause a discrepancy between the TOD fields in the seed and
the real-time. Such a discrepancy is a normal consequence
of the LP procedure, and shall persist until the
conclusion of each transmission, whereupon the TOD fields
of the seed shall be corrected.

The Word Number field w shall be used as follows:

.

(I) During the scan calling phase (T~c) of a cant the
calling station shall alternate transmission of

3s
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words encrypted using w = O and w = 1. The first
word of T shall use the value of w that results
inw= 1 ?~r the last word in Tee. The TOD used
during T shall change as required to keep pace
with rea!~time, except that TOD shall only change
when w = O; words encrypted with w = 1 shall use
the same TOD as the preceding word.

(2) At the beginning of the leading call phaqe (TIC) of
a call (which is the begiming of a single-clm~el
call) , the first word shall be encrypted using w =
O and the correct TOD for the time of transmission
of that word.

(3) All succeeding words of the call shall use
succeeding word numbers up to and including w =

‘max “ For the word following a word encrypted with
w = w–.... the TOD shall be incremented and w shall “
be re~~t” to O. = 2 for a 1 second PI,

. 5 for a 2‘$~c~n~PI, and‘Inax
‘max = 153 for a 60 second PI.

I
(4) Responses and all succeeding transmissions shall

start with w = O and the current (corrected) TOD,
with these fields incremented as described in step
(3) above for each succeeding word.

c. Figure 6a illustrates the permissible TOD\w combinations
for a transmitting station.using a 2 second PI (Wmw = 5),
and the permissible sequences of these combinations. On
the figure, T represents the stored TOD.

d. Sounds are protected in the same fashion, with Tr5
(redundant sound phase) in the place of TIC. A slngle-
channel sound is analogous to a single-channel call, and
begins the procedure at step (2) above. A multi-channel
sound is analogous to a scanning call, and begins at step
(1) above.
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FIGURE 6a. Transmitting station state diacrram (2 second PI).

5.1.2.2 Receivin~ station.

a. Because of the possibility of acceptable decodes under
multiple TOD/word number combinations, receivers shall
attempt to decode received words under all allowed
combinations (the current and adjacent PIs [future and
past], and both w = O and w = 1) when attemptmg to
achieve word synchronization with a calling station (six
combinations) . Stations prepared to accept time requests
(see 5.2.3.2) shall also attempt to decode received words
using coarse TOD (Fine Time = all l’s~ correct Coarse ‘ime
only) with both w = O and w = 1 (ei9ht comb~nat~ons
total) . ALL VALID COMBINATIONS SHALL BE CHECKED while
seeking word sync; after achieving word sync, the number

‘ of valid combinations is greatly reduced by the LP
protocol.

b. Figure 6b illustrates the permissible TODIW sequences for
a receiving station using a 2 second PI after word sync is
achieved. Note that, unlike the transmitter, the
receiving station state machine may be non-deterministic.
For example, when in T

?=
and in state Tll, a received word

may yield valid preamb es and ASCII when decrypted using
all of the valid combinations: TIO, (T+l)IO, and T12 {the
latter implying that Tlc started two words PrevlouslY)l
and will therefore be In three states at once until the
ambiguity is resolved by evaluating the decrypted words
for compliance with the LP and ALE protocols.

.
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FIGURE 6b. Receivina station state diaaram (2 second PI) .

c. Stations using a protection interval of 2 seconds or less
shall not accept more than one transmission encrypted
usin~ a qiven TOD, and need not check combinations using
that-TOD~ For example, if a call is decrypted
TOD = X, no TOD before X + 1 is valid for the
acknowledgment.

5.1.2.3 Data block messaae mode.

using

a. A DBM data block contains an integral number of 12-bit
words, the last of which comprises the least significant
12 bits of a cyclic redundancy check (CRC). These 12-bit

words shall be encrypted in pairs, with the first 12-blt
. .

word presented to the linking protection control module
(LPCM) by the ALE protocol module as the more significant
of the two. When a data block contains an odd nu~er of
12-bit words (i.e., basic DBM data block and extended DBM
data blocks with odd N), the final 12-bit word shall not
be encrypted, but shallbe passed directly to the FEC
sublayer.

b. The Word Number field w of the seed shall be incremented
only after three pairs of 12-bit words have been encrypted

in normal(rather than after every 24-bit word as
oneration) . except that the word number
ificremented exacily
words in a DBM data

once after the last
block is encrypted,

38
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was the third pair to use that word number. As usual, TOD
shall be incremented whenever w rolls over to O.

5.2 Time exchan~e protocols. See MIL-STD-188-141.

5.3 Channel and freauencv desimator~.

a. When two or more stations need to explicitly refer tO .
channels or frequencies other than the one(s) in,use for a
link, the following encodings shall be used. A frequency
is designated using binary-coded-decimal (BCD). The
standard frequency designator is a 5-digit string (20
bits), in which the first digit is the lo megahertz (~z)
digit, followed by 1 MHz, 100 kilohertz (kHz), lo Mzt and
1 kHz digits. A frequency designator is normally used to
indicate an absolute frequency. When a bit in the command
associated with a frequency designator indicates that a
frequency offset is specified instead, the command-will
also contain a bit to select either a positive or a
negative frequency offset.

b. A channel differs from a frequency in that a channel is a
logical entity that implies not only a fre~ency (or two
frequencies for a full-duplex channel), but also various
o~eratinq mode characteristics, as defined in the section

5.4

5.4

oh Chann~l Memory in-MIL-STD-188-141. As in the case of
frequency designators, channels may be specified either
absolutely or relatively. In either case, a 7-bit binary
integer is used which is interpreted as an unsigned
integer in the range O through 127. Bits in the
associated command indicate whether the channel designator
represents an absolute channel number, a positive offset,
or a negative offset.

Link crualitv functions.
..

.1 LOA matrix. The central data structure for the link
quality functions is the LQA matrix (see MIL-STD-188-14X, the
~igure-on connectivity and LQA memory). This is an array of link
quality records, each containing bidirectional measurements for
(at least) BER, SINAD, and multi-path (MP), and each tagged with
the ages of the measurements. The matrix is conceptually
organized as a two-dimensional array, indexed,by cha~el nu~er
and by directly reachable station (i.e., matrix contains an entrY
for the potential quality of a link to each station that can be
called directly on every channel defined for reaching that
station) .

5.4.2 Soundinq. Sounding is the periodic broadcast of a
station’s address, so that other stations can evaluate the

39
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quality of the frequency carrying the sound for future link
establishment to the sounding station.

5.4.2.1 Soundin~ intervals. The required rate of sounding is
determined bv how busv the intended recipients aret and the

~ maximum acce~table pr~bability that the most recent sounds
received from some stations are older than some maximum
acceptable age. For example, if B is the probability that a
receiver is busv when a sound is sent, A is the maximum

I

.
acceptable age (in hours) , and p is the
probability that an entry is older than

I will be sent per hour, where:

~= logP
~B “

maximum acceptable
that age, then R sounds

A and P are chosen by the network manager to satisfy network
performance goals. B is measured from actual network operation.
Specifically, B is the fraction of time during a measurement
period that the observed radio is not able to receive sounds;
this usually means the fraction of time that the radio is not
scanning. Note that B includes both traffic and overhead (e.g.,
sounding and polling) busy time. For example, if polling is not
used to fill in gaps in sounding data, the system may be wil~in9
to accept only a 10 percent probability that each entry in the
LQA matrix is over 1 hour oldl Then R is a function of B as
shown in table IV.

TABLE IV. Example soundina intenal calculation.

(P~ob . (Mi;imum Maximum Sounding .
Station Busy) Sounds/Hr/Chan) “ Interval

1% 0.5 . 2 hr.
10% 1 1 hr.
32% 2 30 rein”.
46% 3 20 min.
56% 4 15 min.
68% 6 10 min.

5.4.2.2 Local noise report.

a. The call acceptance and call rejection sounding protocols
defined in MIL-STD-188-141 result in only unilateral link
quality assessment at the receiving station. The local
noise report is an alternative broadcast technique that
permits receiving stations to approximate the bilateral
link quality for the channel used by the station’ sending
the local noise report. linexample application of this
optional technique is for networks in which most stations

40

Downloaded from http://www.everyspec.com



MIL-STD-187-721C
“.

are silent but which need to have a high probability of
linking on their first attempt with a sounding station.

b. A station receiving a sound can measure the unilateral
link quality for the channel to it from the sounding
station. If a local noise report is included in a
transmission, the recipient can compare the noise level at
the transmitter to its own local noise level, and estimate
the bilateral link quality. The local noise report is
contained in a single command (CMD) word as ‘shown on
figure 7, and reports the mean and maximum noise power
measured on the channel (by the sending station) during
the last 60 minutes.

3 7 7 7
t [ 1 I 1 .1

Noise Report (~cII ‘n’) Max Mean

110 1101110

FIGURE 7. Local noise re~ort,

(dB)
If the
or less. a

c. Units for the Max and Mean fields are decibels
relative to 0.1 microvolt in a 3 kHz channel.
local noise measurement to be reported is O dB
O is sent. For measured noise ratios of O dB to +126 ~,
the ratio in dB is rounded, to an integer and sent. For
noise ratios greater than s126 dB, 126 is sent. The code
127 (all 1’s) is sent when no report is available for a
field.

d. By comparing the noise levels reporEed by a distant
station on several channels, the station receiving the
noise reports can select a channel for linking attempts
based upon knowledge of both the propagation
characteristics and the interference situation at the
distant station.

5.4.3 Pollina Drotocols..
measure aIldexchange currenc

The polling protocols are used to
bilateral link quality data.

S.4.3.1 Individual Doll: two stations. one channel. A two-
station poll may be performed using a 3-way handshake with an LQA
request in the call, an LQA report with a request in the
response, and an LQA report in the acknowledgment (which may also
terminate the link).

.
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5.4.3.2 Multinle station - sinqle channel ~olling. Slotted
response structures (net and group calls) in star topologies
yield bilateral results at the hub (which receives hub-to-spoke
reports in the slotted responses and measures spoke-to-hub LQA
during those responses), but only unilateral (hub-to-spoke) LQA
measurements at the out stations. For the hub to report the LQA
values measured on the responses, the existing protocols require
individual handshakes with each out station. With slight
extensions to the existing protocols, however, efficient
bilateral LQA measurements for all stations’ links to the hub Cm
be obtained. (Some unilateral spoke-to-spoke measurements may
also be made by stations able to do so.) These protocols should
only be used when a network uses net or group calls in normal
operation.

NOTE : Net poll and group poll protocols hold stations on
channel for extended periods while awaiting slotted
responses. Unless a network uses slotted-response
calls regularly and has been programmed accordingly,
use of this type of polling will severely degrade
linking performance. These protocols should only be
used when a network uses net or group calls in normal
operation. See 6.1.2.1.

5.4.3.2.1 Hub net Doll .

“.

a.

b.

c.

The hub net poll protocol evaluates bilateral connectivity
between the originator of the call and each of the
responding net members. At the completion of the
Protocol, only the calling’ station (the ‘thub”)knows all
~f the b~late~al measurem&ts;
may know only the hub-to-spoke
measured from the call and the
8) .

Althouah the hub is called net

each responding net member
link quality that it
acknowledgment (see figure

control station (NCS) in
the example, this call may be originated by any station.
The hub calls the net with an LQA request embedded in the
call. Each net member that hears the call responds in its
assigned slot, reporting the LQA data that it acquired
from the call. The hub completes the three-way handshake
with an acknowledgment that contains no LQA report, and
returns the net to scan with a THIS WAS termination.

If any responding station requests LQA from the hub in its
response, the hub shall insert an LQA report in its
acknowledgment, but the LQA report shall contain all
fields set to all 1’s (“no report”) to avoid confusing
other stations.
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FIGURE 8. Hub net Doll (T~c not shown) .

5.4.3.2.2 Full net Roll .

a.

“.

The full net poll protocol evaluates and reports bilateral
connectivity between” the originator of the call and each
of the responding net members (see figure 9) .

The hub

calls the net, with an LQA request embedded in the call. .
Each net member that hears the call responds in Its
assigned slot, reporting the LQA data that it acquired
from the call and requesting that the hub return an
analysis of the station’ s response in the acknowled~ent.

The hub completes the three-way handshake with an
acknowledgment that returns LQA data to the net members in
slot order and returns the net.to scan with a THIS W%
termination. For compatibility with stations not e~lpped
to receive this data, the message section in the
acknowledgment shall start with a ‘no report” LQA “CMD,
followed by LQA reports embedded in DATA words.

The first

DATA word shall contain the LQA report for the station in
slot 1, and so on. Note that positions in the
acknowled~ent corresponding to nonresponding net m~mbers
(including the hub) shall be filled with “no report
words.

.

43

Downloaded from http://www.everyspec.com



MIL-STD-187-721C

I I I 1 I I 1 1
*

I I

NEfcu lQ?O -m lmw *
1 I I I I 1 1 t I

I
f&?x2Es4 I I I I I I ~ ●

mm mu lBA
I 1 1 I I I 1 1 I

●

I I J I * I I I I I 1
Cxmw lMIAIAAto”A● ** VJAt.nhmz IwABwa

t 1 t I 1 t I

“~8’iwAftxpKJt
lmcLlmof3hrncatMd3?acnly

FIGURE 9. FuIX net Roll (T~c not shown) .

b. The time required to execute this protocol on one channel
(including the scanning call time for [T 1) is about 40

R=seconds for a 10 station net with a 10 c annel .T~=,or 275
seconds for 100 stations.

—

5.4.3.2.3 Hub mou~ Uoll . The hub group poll is structurally
similar to’the hub net.poll, except that the net call is replaced
by a group call. The a~knowledgment may address all of the
stations addressed in the call; alternatively, those stations
whose response is not heard by the hub may be omitted in the
acknowledgment .

5.4.3.2.4 Full aroup Roll . The full group poll is
structurally similar to the full net poll, except that the net
call is replaced by a group call. The acknowledgment may address
all of the stations addressed in the call; alternatively, those
stations whose response is not heard by the hub may be omitted in
the acknowledgment. The order of LQA reports in the
acknowledgment (following the “no report” LQA CMD) is determined
by the order of addresses in the acknowledgment. Non-responding
stations may be omitted from both the leading call and message
section of the acknowledgment.

.
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s.4.3.3 Two station - multi~le channel ~ollinq.

a.

b.

A technique commonly called “poll before linking”
evaluates several channels immediately before linking to
select the current best channel. This may be performed
using an individual poll on each charnel, but a
significant amount of time is wasted in unnecessary
scanning calls. For example, evaluating 10 channels takes
about 150 seconds, with over half of this time consumed by
calling cycles of seaming calls. All but the first
scanning call may be eliminated if the stations involved
agree upon a list of charnels to be evaluated, and then
step through this list synchronously.

When stations with identical scan sets want to evaluate
all charnels in their common scan set, the following
protocol is used:

(1)

(2)

(3)

(4)

The caller embeds C!Ml)<LQA request> CMD <channel
scan reguest> in the call. (A channel scan request
carries as a parameter the sender’s tune time, as
shown on figure 10) .

The responder shall respond to the LQA request
(requirement of MIL-STD-188-141). If the response
contains CMD-echamel scan request>, the requested
channel scan has.been accepted, and both stations
are obligated to complete it. Otherwise, an
individual poll is completed on the current
channel, and the protocol terminates.

When the response contains a channel scan request
(along with an LQA report with the request bit
set) , an individual poll is completed on the
initial channel. The acknowledgment from the
caller will contain an LQA report with the refiest
bit negated.

Both stations proceed to the next channel, listen
for activity, and tune. After the longer of the
two tune times in the channel scan request has
elapsed, the caller initiates a non-scanning
individual poll: a leading call, an LQA request,
and the caller’s frame termination. The response
will contain an LQA report with the request bit
set, and the acknowledgment from the caller will
contain an LQA report with the request bit negated.
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3 7 2 3 2 7

Channels
(ASCII ‘C’) Type Tune Mode Control

110 1100011 00 I

FIGURE 10. Channel scan rem est CMD format;

c. The synchronous polling shall proceed through the channels
from the initial channel to the next lower frequency, and
so on, wrapping around from the lowest frequency to the
highest, and continuing through all of the channels. Busy
channels are not evaluated. Since both stations tune
before the call, no tune time is needed between the call
and the response. This permits additional speed-up in”
evaluating the channels. The stations always proceed to
the next channel synchronously, whether or not they
successfully measure the current channel (e.g., busy or
non-propagating channels) . The time step per channel is
the longer tune time plus 18 T- (redundant word time)
(assuming three-character addresses).

d. The Type field of the channel scan request CMD word is set
to 00 to distinguish it’from other types of channel
commands.

e. The Tune Time field is encoded as listed in table V. It
indicates the time that must be allowed for tuning before
each non-scanning call.

TABLE V. Tune time encodinq.

Tune Field I Tune Time

000
001
010
011
100
101
110
111

100 ms
200 ms
500 ms

1s
2s
5s

10 s
30 s

f. The Mode field of the channel scan request CMD word is
encoded as listed in table VI. The purpose of this field
is to indicate whether data words follow the channel scan

.
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word, and whether they contain charnel
or frequency designators.

TABLE VI. Mode field encodinq.

r
Mode Field Meaning

00 Use current scan list channels

01 Channel list follows

10 Frequency list follows

11 List accepted without modifications

9“ In mode 01 or mode 10, the Control field is set to 1000000
when the channel or frequency designators (respectively)
are positive offsets relative to the initial channel, or
to 1100000 for negative offsets. In all other cases, the
Control field is set to 0000000.

h. When the set of channels to be evaluated must be
negotiated before the channel scan, channel designators
are sent following the Channel Scan Request CMD word in
DATA words. Up to three channel designators are sent in
each DATA word. The-order of channels scanned is
determined by the order the channels are listed.

(1) The first channel scanned after the initial channel
is designated in the most significant character
position of the first DATA word.

(2) The scan proceeds in order through the remaining
charnels designated in the first data word followed
by channels designated in subsequent data words.

(3) Unused character positions in the final DATA word
shall be filled with 0’s.

i. When the caller provides an explicit list of channels
following its channel scan request, the responder may
either accept this list without modifications by returning
a channel scan request with a mode of 11, or it may add
charnels to the list by returning a channel scan request
with a mode of 01 followed by the list of channels to be
added.

j“ When the correspondence of channel numbers to frequencies
is different for the stations wishing to poll before
linking, the set of frequencies to be evaluated shall be.
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negotiated before the channel scan. In this case,
frequency designators are sent following the channel scan
request CMD word in DATA words. One frequency designator
is sent in each DATA word in positions W5 throW3h ’24” W4
is set to 0. The order of frequencies scanned is
determined by the order the frequencies are listed.

(1) The first frequency scanned after the initial
channel is designated in the first DATA word.

(2) The scan proceeds in order through the frequencies
designated in subsequent data words.

When the caller provides an explicit list of frequencies
following its channel scan request, the responder may
either accept this list without modifications by returning
a channel scan request with a mode of 11, or it ,m.ay.add
frequencies to the list by returning a channel ’scan
request with a Mode 10 followed by the list of frequencies
to be added.

.4 LOA re~ort ~rotocol.

The unilateral LQA data derived from measurements on
traffic and sounds received on several charnels can be
exchanged among the “stations sending and measuring those
transmissions to provide each with bilateral LQA data for
those channels. Thus , the LQA report protocol “closes the
loop” with passive LQA. The LQA report protocol is used
by station A to report to ‘station B the LQA data collected
by A from transmissions from B to A.

LQA reports are embedded in ALE frames as follows: the
first word in an LQA report message is an LQA report CMD
word, formatted as shown on figure Il. This is followed
by MA reports for the number of charnels specified in the
Chan field in the LQA report CMD. These are carried
either in a data text message (DTM) or in a data block
message (DBM), as specified by control bit KRS (see t~~e
VII) . In either case, the message carrying the reports
shall immediately follow the LQA report command word.

3 7 2 5 2 5

LQA Report
C!MD (ASCII ‘r’) Type Control * Chan

110 1110010 00 00
* Reserved block (set to 00)

“.

FIGURE 11. LOA renort CMD format.
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TABLE VII. Control bit assignments (LOA reuort CMD word) .

Control Bit Meaning

KRS (most significant bit) O if reports in DTM message
1 if reports in DBM message

KR4, 3, 2 000 data only (no channel or
frequency designators)

001 data and channe’1
designator (negative offset)

010 data and channel designator
(absolute)

011 data and channel designator
(positive offset)

100 data and frequency
designator (negative offset)

101 data and frequency
designator (absolute)

.110 data and frequency
designator (positive offset)

111 (reseved)

ml (least significant bit) (reserved)

c. The individual reports have one of three formats, as
specified”by cont~ol bits KR4, KR3, and KR2; data only ’(16
bits per report); channel and data (23 bits); or freWencY
and data (36 bits) (see figure 12) . In all cases, the
data portion of the report has the same format: age of
the data (3 bits), multipath (3 bits), SINAD (5 bits), and
BER (5 bits), with encodings as specified in paragraph e
below. When a charnel or frequency designator is included
in each report, it immediately precedes its corresponding
data field, and is formatted as described in 5.3.

.
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FIGURE 12. LC)Areport formats.

When a DTM is used to carry LQA reports, the reports are
packed bit-by-bit into the 21-bit data fields without

aligning each report with the start of a new word.
When

the reports dQ not fill the final ALE word~ the ‘~~ei~~Mg
bits after the last report are filled with 0’s.
data block is likewise filled with packed reports, with
the Length field set to indicate the length of reports.

The BER field in LQA reports is encoded as in LQA ~
words (MIL-STD-188-141, section entitled Basic B~t Error
Ratio Values). SINAD is &coded as an integer in dB: O-
30, with the code 31 (11111) reserved to indicate no SIN~-
report. Multipath is similarly encoded as an Integer In
ms: O-6, with the code 7 (111) resened to indicate no
multipath report. The age of each report is encoded as
shown in table VIII.

TABLE VIII. Aqe field encodinq.

-.

Age Field Age of Reported Data

000 0-15 min

001 15-30 min

010 30-60 min

011 1-2 hr

100 2-4 hr

101 4-23 hr
110 23-25 hr

111 >25 or unknown

.
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f. IJQAreports may be sent either upon request or by pre-
arranged schedule. A station may request an LQA report by
sending an LQA report request, which shall be formatted as
shown on figure 13. The bits of the control field are
used to request the format of LQA reports, and shall be
assigned in accordance with table VII. The Age field
specifies the maximum age acceptable for the reports and
shall be encoded in accordance with table VIII. If the
Age field is set to 110, all channels with LQA
measurements shall be reported; if the Age field is set to
111, all channels common to the two stations shall be
reported, including those for which no data is available.

“.

3 7 2 5 4 3

LQA Report (ASCII ‘r’) Type Control * I Age

110 1110010 10 0000

* Reserved block (set to 0000)

FIGURE 13. LOA report request CMD format.

5.5 Advanced link aualitv analvsis. Stations supporting ALQA
shall maintain an ALQA matrix analogous to the LQA matrix (see
the section on Connectivity and LQA Memory in MIL-STD-188-141)
that stores histograms as described in 4.5.3 for the stations
listed in the section on Other Address Memory in MIL-STD-188-141.
For each station, the ALQA matrix shall contain one set of
histograms for each implemented channel quality measure for each
channel scanned, and one set of histograms for each implemented
link performance measure.

5.5.1 Channel walitv measures. Chanriel quality measuretients
for ALQA shall be in accordance with the applicable paragraph
below.

5.5.1.1 SINAD and PBER. SINAD and PBER shall be measured as
described in MIL-STD-188-141 for each ALE word received beginning
when word synchronization is achieved. For ALQA use, the word-
by-word samples shall not be averaged (as in MIL-STD-188-141),
but shall be histogrammed as described in 4.5.3.

5.5.1.2 Articulation index.

a. Articulation index shall be computed using a weighted sum
of the signal-to-noise ratios within the frequency bands
centered on the 8 ALE modem tones in accordance with table
IX. (The weights Fi shown in table IX reflect tpe vawing

.
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sensitivity of human hearing to different frequencies.)
The effective sensation levels Ei in each sub-band (1 s i
s 8) shall be accumulated during each ALE triple-redundant
word reception (49 symbol periods). For each sub-band i,
Si is the mean spectral density of the ALE modem input
signal in the i-th frequency band (in decibel referenced
to one milliwatt (dBm)/hertz (Hz)} averaged over those
symbol periods for which the demodulator chose symbol i,
while N~ is the mean spectral density in the i-th
frequency band (in dBm/Hz) averaged over those symbol
periods for which symbol i was not chosen (an estimate of
the noise and interference in sub-band i). The ~ (in dB)
shall be determined from these measurements using the
formula % = Si - N~.

. TABLE IX. ALE tone weiqhtinq factors.

Tone (i) Nominal Freq. Freq. Sub-Band Weight (Fi)

1 750 625 - 875 0.161

2 1000 875 - 1125 0.147

3 1250 1125 - 1375 0.142

4 1500 - 1375 - 1625 0.131

5 1750 1625 - 1875 I 0.131

6 2000 1875 - 2125 0 ● 113

7 2250 2125 - 2375’ 0.095

a 2500 2375 - 2625 0.080

b. Scaled measurements W~ (ranging from O to 1) shall be
determined from
speech sub-band

(1) For Ei <

the effective sensation level 1+ of each
as follows:

ldB#Wi=O.

(2) For 1 dB s Ei s 12 dB, get Wi from table X.

(3) For 12 dB < Ei ~ 36 dB, Wi = (~ - 6}/30-

(4) For Ei > 36 dBr

The articulation index
shall be computed from

Wi = 1.

sample for each received ALE word
measurements Wi within each

.
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frequency band as follows. The weighting factors Fi shall
be taken from the last column of table IX above:

8

AI = z F~Wi.
i-l

Articulation index samples shall be histogrammed as
specified in 4.5.3.

NOTE : The articulation index measurements are performed
only over the 625 to 2625 Hz frequency range, but the
articulation index value obtained is extrapolated to
the entire voice range so that the range of
articulation index values is O to 100 percent.

TABLE X. ~ to W: conversion (~ ~ s E: S 12 =).

Ei (dB) Wi Ei (dB) Wi

1.0 - 2.2 0..01 8.4 - 8.7 0.11

2.3 - 3.1 0.02 ‘ 8.8 - 9.1 0.12

3.2 - 3.9 0.03 9.2 - 9.5 0.13

4.0 - 4.6 0.04 9’.6- 9.9 0.14

4.7 - !5.3 0.05 10.0 - 10.3 0.15

5.4 - 6.0 0.06 10.4 - 10.7, 0.16

6.1 - 6.6 0.07 10.8 - 11.1 0.17

6.7 - 7.2 0.08 11.2 - 11.5 0.18

7.3 - 7.8 0.09 11.6 - 11.8 0.19

7.9 - 8.3 0.10 11.9 - 12.0 0.20

5.5.1.3 SDectral distortion.

a. Spectral distortion shall be measured by comparing pairs
of SINAD and PBER measurements of received ALE words to
the theoretical modem performance curve (the dashed line
labeled ‘G’ on figure 14). Each (e.g., SINAD and PBER)
measurement pair falls within one of the regions on figure

.
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Spectral distortion measurements shall be histo~ammed
accordance with 4.5.3.

Points along the lines that separate the regions shown
figure 14 are tabulated in table XI; each column m the
table is labeled with the corresponding curve number from

in

on

the figure.

The following simple algorithm, using the data-from table
XII, may be used to quickly compute spectral d~stortlon.

(1) Measure SINAD and PBER for each word received.

(2) Convert the measurements of each word to LQA codes
(range O-3O) in accordance with MIL-STD-188-141.,.

(3) Use the SINAD code to select a row in table XII.

(4) Find the column in that row that includes the PBER
code; the spectral distortion region number at the
head of that column is the spectral distortion value
for that word. The spectral distortion value is 7
(“no measurement”) if either SINAD or PBER is unknown
(code 31), or if the SINAD code is O (“no signal”).

5.5.1.4 Error-free intenal. The word error statistics
described in table X11X shall be obtained from the receiving
Golay-decoder and ALE protocol (errors which cannot be corrected
in either or both Golay words or.in the entire ALE word, count as
one word error) . Each of the counts shall be accumulated
separately for each of the four epochs.

The estimated error-free interval on a channel for any epoch
shall be computed as follows:

P* = Total t?rzors ~ = Burst errors
Total words b Total errors

(1/P )-1
EFI = ~-ep .

b

5.5.2 Link performance measures. The link performance
measures, achievable voice quality, and available data capacity
shall represent the combined performance available using any of
the channels available to the ALE controller. Achievable voice
quality and available data capacity samples for each station
listed in the ALQA matrix shall be histogrammed as described
4.5.3.

in

.
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TABLE XI. MaximumBER for each snectral distortion reuion (boundarv coordinates).

SINAD o 1 2 3 4 5 6 Gaussian
{dB)

1 0.5000 0.34697 0.24077 0.16708 0.12560 0.09442 0.06957 0.05432

2 0.5000 0.28121 0.15816 0.08895 0.04965 0.02771 0.01187 0.00154

3 0.5000 0.24090 0.11607 0.05592 0.02480 0.01100 0.00300 0.00001

4 I0.5000 0.21198 0.08987 0.03810 0.01394 0.00510 0.00095

5 0.5000 0.18943 0.07177 0.02719 0.00841 0.00260 0.00034

6 0.5000 0.17094 0.05844 0.01998 0.00529 0.00140 0.00014

7 0.5000 0.15S29 0.04823 0.01498 0.00344 0.00079 0.00006

8 0.5000 0.14178 0.04020 0.01140 0.00226 0.00045 0.00003

9 0.5000 0.12986 0.03373 0.00876 0.00154 0.00027 0.00001 “ .. .

10 0.5000 0.11923 0.02843 0.00678 0.00104 0.00016 0.00001

t 11 0.5000 0.10970 0.02407 0.00528 0.00073 0.00010

12 0.5000 0.10107 0.02043 0.00413 0.00050 0.00006

13 0.5000 0.09322 0.01738 0.00324 0.00036 0.00004

14 0.5000 0.08607 0.01481 0.00255 0.00023 0.00002

15 0.5000 0.07950 0.01264 .0.00201 0.00018 0.00002

16 0.5000 0.07353 0.01081 0.001S9 0.00013 0.00001

17 0.5000 0.06786 0.00921 0.00125 0.00009 0-00001

18 0.5000 0.06279 0.00788 0.00099 0.00007

19 0.5000 0.05824 0.00678 0.00079 0.000U5

20 0.5000 0.05372 0.00577 0.00062

21 0.5000 0.04966 0.00493 0.00049

22 0.5000 0.04603 0.00424 0.00039

23 0.5000 0.04264 0.00364 0.00031

24 0.5000 0.03969 0.00315 0.00025

25 0.5000 0.03684 0.00271 0.00020

26 0.5000 0.03420 0.00234 0.00016

27 0.5000 0.03175 0.00202 0.00013

28 0.5000 0.02934 0.00172 0.00010

29 0.5000 0.02714 0.00147 0.00008

30 0.5000 0.02520 0.00127 0.00006
.
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I TABLE XII. PBER code ranqes for each spectral distortion reqion.

SINAD SpectralDistortionRegion
code o 1 2 3 4 5 6

1 27-3021-2616- 2013 -1510-120 ‘9
2 30 20 - 29 12 - 19 7 - 11 4-6 2-30-1
3 27 - 30 15 - 26 8-144-7 2-3 1 0
4 25 - 30 12 - 24 6 - = 2 - 5 1 0
5 23 - 30 10 -22 4 - 9 2 -3 1 0

6 21- 30 8 -20 3 - 7 1-2 0
7 19 - 30 7-183-6 1-2 0
8 10 - 30 6 - 17 2-5 1 0
9 17 - 30 s - 16 2-4 1 0
10 16 -30 4 -15 1 - 3 0

11 15 - 30 4 -14 1- 3 .0
12 14 - 30 3 - 13 1 - 2 o“
13 13 - 30 3 -12 1- 2 0
14 12 - 30 3-111-2 0
15 11 - 30 2 - 10 1 0

16 10 - 30 2-9 1 0
17 10 -30 2 - 9 1 0
18 9-30 2-8 1 0
19 8-301-7 0
20 8-301-7 0

21 7-30 1-6 0
22 7-30 1-6 0
23 6-301-5 0
24 6-30 1-5 0
25 6-30 1-s o

26 5-301-4 0
27 5-301”4 0
28 5- 30 1 - 4 0
29 s~301-4 o
30 4-30 1-3 0

TABLE XIII. Word error statistics.

Statistic Description
1

Total words

Total errors

Burst errors

A running count of Ehe number of ALE words
received on the channel during the epoch,
including words during which word
synchron~zation was achieved.

A running count of the number of word errors
that have occurred in the epoch on the—
channel.

A running count of the number of error words
that immediately followed another error word.

.
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5.5.2.1 Achievable voice aualitv.

a. Achievable voice quality shall be measured while the ALE
controller is scanning. During each ALQA scan of the
available channels (see paragraph b below) , the ALE
controller shall note which channels are unoccupied. When
occupancy of each channel has been evaluated, the most
recent voice channel quality measure samples (see
paragraph c below) to each station via the unoccupied
channels shall be compared; for each station, the channel
quality measure sample having the largest value shall be
hi.stogrammed as the achievable voice quality sample for
that station, for that ALQA scan.

b. If channel occupancy can be accurately determined at the
normal ALE scanning rate, the ALQA scan shall coincide
with the WE scan (i.e., an AL(2A scan shall be Perfoved
during each ALE scan). However, if the equipment
available to the w controller for measuring channel
occupancy requires a longer dwell time on each channel
than does normal ~ scanning, the number of channels
evaluated on each A3& scan shall be limited so that the
ALE scan is not extended beyond a total of 2 C T

Y“
where

C is the number of channels scanned. Because mu tlple ALE
scans are then required to evaluate all channels, this
results in an ALQA scan period that is several times
longer than the ALE scan period.

c. The voice channel quality,measure used for achievable
voice quality shall be articulation index if available.
Otherwise, SINAD shall be used.

5.5.2.2 Available data ca~acitv. An available data capacity
sample shall be computed and histogrammed”each time the ALE‘.. controller successfully sends a message to another station. (DO:
also compute available data capacity samples when messages are
sent by other data link controllers.) See table XIV for the
applicable symbology. Avaikble data capacity samples require
the measurements for the symbols listed in table XIV for each
message sent.
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TABLE XIV. Available data canacitv svmb01s.

symbol Meaning

Tb Time when the first transmission related to
sending the message began (e.g., the call to
establish a link for sending the message) .

Tf Time when the (final) data link ACK arrived,
indicating that the message had been completely
received by the receiving station, and could be
discarded at the sending station.

% Number of bits in the message body, exclusive of
data link layer overhead bits.

L~ sum-of the ~’s for all other messages (to fiy “
destination) waiting to be sent after the current
message, as of time Th.

Lf Sum of the J&’s for all other messages (to any
destination) waiting to be sent as of time Tf,
including messages nOt .in the queue at time Th.

The effective data rate R for the message shall be computed as
follows:

Station utilization U shall be computed as follows:

u=
Lf - L=

Lm “ “

The available data capacity sample X shall be computed as:

X=R(l-U).

For example, consider a 300-character message to be sent as a
data text message. ~ in this case is 2100 bits. Assume that
two other messages were waiting when link establishment to send
this message began, and that they contained a total of 480
characters, so L = 3360 bits. Link establishment succeeds on
the first channe? tried, and the message is sent in the ALE
acknowledgement. However, a fade during the message transmission
causes an ARQ NAK, a (successful) retransmission and an ACK.

.
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This requires a total of 100 seconds = Tf - Th. During this
process, another message has joined the waiting queue; it
contains 120 characters, SO Lf = 7 {480 + 120) = 4200. For this
example,

R= 2100— = 21 bps
100

u=
4200 -3360 so 40

2100
.

x= 21(1 - 0.40) = 12.6 bps.

5.5.3 AMA renortinq Protocol. The following ALQA orderwire
protocol shall be used to request and to report channel quality
measure and link performance measure data. ALQA reports shall
convey historical data (including measurements of the ALQA
request itself) for all channels common to the parties to the
exchange. (This protocol is similar to the LQA report protocol
described in 5.4.4.)

5.5.3.1 ALOA command word. The ALQA command word (shown on
figures 15 through 17 and 19) shall be used both to request and
to report ALQA measurements. All instances of the ALQA (2MD
contain Epoch and Control fields. In requests, the Epoch field
shall specify the desired timeliness of data, while in a report,
the Epoch field shall indicate the epoch actually used (see table
xv) . (Note that the Epoch field in ~ report nee~ not have the
same value as in the request-) .

TABLE XV. EDoch field encodinq.

I [

Epoch Request Report
Field

00 Data accumulated since startup Data from epoch 4
(epoch 4)

01 Data from current 15 minute Data from epoch 1
inte~al (epoch 1)

I
10 Data from most recent epoch Data from epoch 2

with more than zero samples

11 Data from epoch with greatest Data from epoch 3
density of samples (number of
samples divided by Nktk)

“.

.
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The Control field shall describe the format of the reports
requested or delivered in accordance with table XVI. The
reporting station should always comply with the reporting format
requested unless it is not equipped to do so. All
implementations of ALQA reporting shall support the minimum
intero~erabilitv format which corresponds to all control bits set
to O (i..e.,rep&ts in DTM messages &ontaining data only and
using default thresholds, as described later) .

TABLE XVI. Control bit assiqnments.

Control bit Meaning

KLS (most significant bit) o if reports in DTM message
1 if reports in DBM message

KL4, 3, 2 000 data only (no channel or “-
frequency designators)

001 data and channel designator
(negative offset)

010 data and channel designator
[absolute)

011 data and channel designator
(positive offset)

100 data and frequency designator
(negative offset)

101 data and frequency designator
(absolute)

110 data and frequency designator
~~(positive offset)

111 (reserved)

KLl (least significant bit) o If default thresholds
1 If thresholds follow this CMD

5.5.3.2 Channel aualitv measure reuuest. Channel @al<ty
measure requests shall use the channel quality measure request
CMO word as shown on figure 15a. The Control and Epoch fields
shall be encoded as des&ibed above. Each channel ‘@ality
measure selector bit (see table XVII) shall be set to 1 to
request that the corresponding channel quality measure be
reported, or to O to suppress reporting of that channel quality
measure.
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3 7 2 5 2 5

1100000
(,*,:*~) 10 Control Epoch CQM 1-5

i
L

FIGURE 15a. ALOA channel aualitv measure reuuest CMD format.

TABLE XVII. Channel uualitv measure selector bit assia ments.

Selector Bit Channel Quality Measure (CQM)

CQMS (msb) SINAD
CQM4 P= = 1 - PBER
CQM3 Articulation Index “
CQM2 Spectral Distortion
CQMl (lsb) Error-Free Interval

If KL1 is set to I in a channel quality measure request (which
signals that the requestor wishes to use thresholds other than
the default), the channel quality measure request CMD word shall
be followed by a DATA word containing the respective thresholds
desired, (see figure lsb) encoded as in table XVIII. Threshold
fields containing all 1’s jmdicate that the default threshold for
the corresponding channel quality measure should be used. Unless
otherwise programed, the default threshold for each channel
quality measure shall be that corresponding to code 6 (0110) in
table XVIII. ‘.

3 2 4 4“ 4 3 4

I P= = 1 0 PBER I SD I 0000 1..

.

FIGTJRE 15b. ALOA channel uualitv measure threshold word.

.
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TABLE XVIII. Quantization of channel uualitv measure thresholds,
error-free internal renorts. and exceedance
percentages.

Code SINAD PC = Ax
(*) 1 - pB~

SD EFI AVQ ADc Percent
(da)

0000 2 0.700 0.01 0 1 2 1 0
0001 4 0.725 0.05 1 2 4 2 5
0010 6 0.750 0.09 2 5 6 3 10
0011 8 0.775 0.13 3 10 8 4 20
0100 10 0.800 0.19 4 20 10 5 30
0101 12 0.825 0.26 s so 12 8 40
0110 14* 0.850* 0.33* 6* 100 14* 15* 50
0111 16 0.875 0.40 - 200 16 25 60
1000 18 0.900 0.47 - Soo 18 50 70
1001 20 0.925 0.53 - 1,000 20 100 ; 80
1010 22 0.950 0.60 - 2,000 22 200 85
1o11 24 “ 0.975 0.67 - 5,000 24 400 . 90
1100 26 0.98S 0.73 - 10,000 26 800 95
1101 28 0.993 0.80 - 20,000 28 1600 97
1110 30 0.999 0.90 - 50,000 30 3200 99

1111 use use use use no use use no report
de- default de- de- report de- ~de-
fault fault fault fault fault

* indicates default

5.5.3.3 Link ~erformance measure request. Link performance
measure requests shall use the link performance measure request
CMD word a: shown on figure 16. The-Control and Epoch fields
shall be encoded as described abo”ve, except that KL 2-4 shall be
set to O (channels are irrelevant to link performance measure
reports) . The D bit shall be set to 1 to request a data link
performance measure report,. or to O to request a voice link
performance measure re~ort. The link performance measure
~hreshold field shall &ontain the thre~hold for the selected link
performance measure, encoded in accordance with table XVIII. (If
both voice and data link performance measure reports are desired,
two link performance meas~re request CMDs shall-be sent.)

I
3 7 2 5 2 1 4

1100000
(“’:ALQA) 11 control Epoch D

LPM Threshold
L-

J?IGURJ316. ALC)A link Performance measure reauest CMD format.

.,
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5.5.3.4 Channel aualitv measure renorts. The channel quality
measure report CMD (figu~e 17) shall precede channel quality
measure reports. The Control field shall specify the format of
the reports that follow this CMD word (until any following ALQA
report CMD word, if any) , and the Epoch field shall indicate the
epoch of data used for all reports that follow. The Charnels
field shall contain a binary count of the number of reports that
follow this CMD word.

3 7 2 5 2 5

1100000
(‘“ :ALQA) 00

Control Epoch
I
Channels

<

FIGURE 17. Channel aualitv measure renort CMD format.

Channel quality measure reports shall be formatted as
illustrated on figure 18, except that channel quality measure
fields not requested shall not be present in the reports. Each
channel quality measure field is 4 bits, and carries the code
from table XVIII corresponding to:

a. The percentage of samples of the charnel quality measure
from the epoch in use that equaled or exceeded the
threshold used for that channel quality measure (for
SINAD, PC, articulation index, or spectral distortion) , ox.

b. The estimated error-free interval.

4 4 4 4 4
\
SINAD PC .AI SD EFI

7 4 4 4 4 4

I Channel
Designator I ‘lNm I ‘cI ‘1-l ‘DI ‘F1
20 4 4 4 4 4

Frequency Designator SINAD Pc AI SD EFI

FIGURE 18. Channel aualitv measure report formats.
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When a DTM is used to carry ALQA reports, the reports shall be
packed bit-by-bit into the 21-bit data fields without aligning
each report with the start of a new word.

When the reports do not fill the final ALE word, the remaining
bits after the last report shall be filled with 0’s. The DBM

data block shall be likewise filled with packed reports, with the
length field set to indicate the length of reports. .

5.5.3.5 Link ~erformance measure reports. Link performance
measure renorts shall use the link performance measure report CMD
word as sh&n on figure.19. The Control and Epoch fields shall
be encoded as described above for link performance measure
requests. The D bit shall be set to 1 to indicate a data link
performance measure report, or to O to indicate a voice link
performance measure report. The link performance measure report
field shall contain the percentage of time that the link
performance equaled or exceeded the threshold specified for the
indicated link performance measure on the link between the
requesting and reporting stations, encoded in accordance with
table XVIII. “

3 7 2 5 2 1 4

1100000
(t.,:~~] 01 -Control Epoch “D LPM Report

I

FIGURE 19. AMA link performance measure report CMD format.

5.6 Additional orderwire functions. A variety of orderwire
functions in addition to those in MIL-STD-188-141 are described
in the following paragraphs. Some are required for support of
linking protection, networking, and other functions described in
other ~ortions of this standard. The remainder are provided to
simpliky and to add capabilities to the operation of automated HF
radio networks.

5.6.1 Version CMD. The version CMD function is used to
request ALE controller version identification. The first
character is ‘v’ to indicate the version family of ALE CMD word
functions. The second character shall be set to ‘s’ to select a
summary report.

. .

NOTE : The capabilities function in 5.6.2 is a variant of
this function that provides more detailed information.

.
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a. The response to a version CMD is a printable ASCII message
in manufacturer-specific format that indicates a
manufacturers’ identification, the version(s) of hardware,
operating firmware and software, and/or management
firmware and software of the responding ALE controller, as
requested by control bits KVC1.3of the version CMD format
(see figure 20 and table XIX).

3 ‘7 7 3 4

1110110 1110011 Comps Formats
(Jvt:versionCMI)) (,*.:summary) (Kvc) (KvF) i

E
Bit

XVC3 (msb)
KVC2
KVC1 (lsb)

FIGURE 20. Version CMD format.

TABLE XIX. Component selection.

Comnonent whose version is reuuested when bit set to 1

ALE controller hardware
ALE controller operating firmware
ALE controller network management firmware (i.e., HNMP)

b. The requesting station specifies acceptable formats for
the response in control bits KvF,d in accordance with
table ti. A controller responding to a version function
shall

(1)

(2)

attempt to maximize tie utiiity of its response and:

Shall report the version(s) of all of the-components
requested by the KVC control bits that are present
in the controller.

Shall use the ALE message format that represents the
highest level of mutual capability of itself and the
requesting station by comparing the message types
that it can generate with those desired by the
requesting station, and selecting the message type
in the intersection of these two sets that
correspond to the highest-numbered KFV bit.
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TABLE X.X. Format selection.

Bit Reporting format desired when bit set to 1

KVF4 (msb) Reserved (always set to O)
KVF3 Data Block Message
KVF2 Data Text Message
KVFl (lsb) Automatic Message Display Message

5.6.2 Capabilities function. The capabilities function is
used to obtain a compact representation of the features available
in a remote ALE controller. This function uses a variant of the
version ~ word, as shown in figures 21 and 22.

5.6.2.1 Capabilities auev. The capabilities query, shown in
figure 21, consists of a single ALE CMD word. The second
character position shall be set to ‘c’ to select a full
cap~ilities report (rather than a summa~ as in the version
CMD) . The third character position shall be set to ‘q’ in a
capabilities query to request a capabilities report.

3 7 7“ 7

1110110 1100011 1110001
(*V,: version &) .(’c’: capability) (*q,, query)

FI- 21. Cambilities merv (2MDformat.

5.6.2.2 Ca~abilities renort.

5.6.2.2.1. Capabilities renort CMD. Tliecapabilities report
shall consist of a H word followed by five DATA words, as shown
in figure 22. The second character position of the capabilities
report ~ word shall.be set to ‘c’ and the third character
position shall be set to ‘r’. (The DATA preamble in the second
and fourth DATA words shall be replaced by REP for transmission,
as required by the ALE protocol) .
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3 7 7 7
[

1110110 1100011 1110010
(8~*: versionCMD) (,=?: capability) (,r#: report)

3 5 8 8

Scan Rate channels Scanned Max Tune Time
DATA (SRM) (CS14) (TT14)

3 4 4 3 5 5

Turnaround Timeout Listen Polling LP Levels
DATA (TTAIA) (TWA,J (ml.,) (PP~~) (LPL13) I

LP Time
I
ALE Protocols ALQA

DATA (LPT,+) mu?,.,) (ALQA14) 1
3 8 8 5. 1

OrderWire Relaying Repeaters
DATA (OWJ (RYI.J (RPT,J)

3 21
t I I

Scheduling
DATA (SC%.M)

FIGURE 22. Capabilities renort CMD and DATA format.

5.6.2.2.2 Data format. The format of the DATA words in a
capabilities report is constant, regardless of the capabilities
reported, to simplify the software that implements the
cambilities command. The data fields of the capabilities report
shall be encoded @ accordance with tables,XXI, ‘=11, and XXIII.
The values encoded shall represent the current operational
capabilities of the responding ALE controller, i.e., the timing
or functions currently programmed. All timing fields shall be
encoded as unsigned integers.

TABLE XXI. Capabilities renort data fields (ALE timinq) .

--l-==-
ALE Timing SR,4

Cs,q
m,~
TTA,A
TWAIA

I m,-3
* TWA.log2n whex
beforeti;eout,

Value

Scan rate
than. scanned
Max tune time
Turnaround time
Activity timeout
Listen time

n IS the number a

units

Channels/s

100 ms
100 ms
kq s

Parameter from
MIL-STD-188-141A
Table “Titig”

l/Td
c
T,
T.
*TW

1s I Tw
secondsof no detectedactivi Y
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TABLE XXII. Capabilities renort data fields (mode settincm) .

Group

ALBPmtoeds

LPL#ek

TimeBxcbange

Bit

VAP,(smb)
VAP6
VAP,
VAP4
VAP,
V/API
VAPI(ISI))

LP&(rmb)
L&
LPq

tit(M)

LPT,(Ussb)

UT,

LPT4
LPr,
LPT,
LPT,(lab)

SetmlifattdottlYif(ii

AccqxiwALLcaIIs
tiptingANYcans
AcceptingAMD 2tttsgs
~dng DTMmsgs
AC&@W:::=lF..

DBM cqnbilidm

cltpableofottterLP
capableofAL-4LP
capableofAL-3LP
capableof&z w
CapableofALILP

Acfingastimeserver

Acsivetimsacq.etsabk

paasivetimeacq.asab!e
Wiuaestddmebmadcam
T- kcmdoncapable
Precisiondmccassable

CSOS5RefiM5STD(paragmq)h)

188-141(Alhua)
M8-141(AnycaIls)
188-141(Mmnaticmessagedisplay(AMD)mode)
188-141(km mxtmessage(DTM)mode)
188-141(Databksckrncssage(DBMJmode)
188-141(Datatextmessage(DTM)mode)
188-141(Datablockmessage(DBM)mode)

187-721(AM)
187-721(AL-3)
188-141(AL-2)
188-141(AL-1)

188-141(TheSesvtim$pakie.Tim serviceRspOnse
(ttotFptweCtd)
188-141(Activetimeaqoisidott(ptotectm.1).tie b ,
acwiaidon(stOn-pmtMted)
188-141(PaasivetimeacqtsWon)
188-141(Tiibroadcast)
(notyetWndadtd
(notyetamndadA

TABLE XXIII . Capabilities report data field (feature cambilities) .

GmuII

Polling .

ALQA

Osdemite

Bit

PP,(nlsb)
PP.
PP,
PP*
PP;(lab)

Am& (=M
A@%
Mb
A@%

E&
ALQA,
ALQA, (l!@

Ow’(tnSb)
Ow,
Ow’
Owj
0W4
Ow,
Owx
OW,(lab)

sestoliffFcanucImPIememrd

FullNetPM
FullGrooPPoll
channelsunCMD “.

LQARqmrt
Lad NoiseRemrt

Rrserved(aiwayasetm O)
ALQASINAD
ALQA PBFR
ALQA Al

Al@A SD

ALQA EFI

ALQA AVQ
ALQA A.DC

FrequencySckUCMD
channelSACSCMD
- Negodadon
CrypmNegodadon
AnalogPeltSekcdOO
DataPortadection
DigitniSquelch
Powercontrol

CtossBcfiMIL—sTDbamgmph)

187-721(FUIINetPoU)
187-721(FuUGroupPall)
187-721(’X%0station-MUltipicCbamldpolling)
187-721(LQA RepttrsPmtncd)

187-721(LualNoiseBqmrt)

187.721(SBW3andPBER)
187-721(smADandPBER)
187-721(AniculatimsMCI)
187-721(S@mlDk&mb@
187-721(Esmr-ftufniemal)
187-721(AchievnbkVoim Qua@)

187-721(AvailableDataCqnckY)

187-721(FrequencySdeacommand)
(notyet~)
187-721(WdetttNegotiationandfbdOft)

187-721 (CtyptoNegodadonandhandoff)
187-721(AnalogPortSelecdon)-
187-721(DataPortMmdon)
187-721(M@ Squelch)
187-721(PowerCotttml)

.

69

Downloaded from http://www.everyspec.com



MIL-STD-187-721C
-.

TABLE XXIII. Capabilities re~ort data field (feature
capabilities) - continued.

Group Bil Sutoli&FauumImplunentd CrosslUfiMIL-STD@@pW

R&lying RY, IndireUAddre$.ting ls7-7zl(ALEirniiiAtldnxting)
RY, slaveRou@t 187-7Zl(SlaveRouting)
RY, QuetyAddIW$iog 1s7-721(ALEquery$ddm.@) I
RY~ . Query* 187-721(ALEQuclYcslls,ALEQucrYCd@PmmI)
RY4 RcspotIscrDQuclycaus 187-721(A.LEqucryCalliiprotocol)
RY, Rcsponscto@lectivc~~ti 187-721(ALEquctycallingpromd)

CalI$
RYl RciayQ@itycMD 1$7-721(RSlayQualitycm)
RY, Ilxl&uc.@$ 187-721(fndiiCaIls)

RPT, RepeaterControlCMD 187-721_r Opstruion)
RPr4 FramsRqwmx 187-721(RCPCaMCqxx-ubn)
RFr, wordRqC$Mm lW-72!_r Opcmkm) .
w, Bit~ 187-721(RqteatmOpcmtion)
RPT, W I@estcr 1s7-721(RepemUOpcntion)

~ =. (*) Rcssrvcd(alwayssetm o)
scF& AdjustslotWdtb 167-721(AdjustSIotWdrh)
sat, StationBusy 187-721(SfationBusy)
SCH. Chanlldw 1s7-721(ChsnLulBusy)
scl’in setDwdlTime 187-721(setDweUT’ii)
SCH,, Haltad wait 1s7-721(-HSkandwait)
SCH. ContsaLa&r 187-721(ContactIX@ .
xxi. MeetMe 187-721(MeetMe)
.sc& PollGpctator(dcfsulkNAK) 187-721(PoIIGpctator@fadtNAK))
Sciin RequestOpsrarnrACK ~ IE7-721(l@@ OpetatorACK)
SCH,, S&edulePeriodicFunction 187-721(SdwdolePeriodicFunaion)
SCHW QuietConfaa 187-721(QuaContau)
sC& Rsspnndandwait 1s7-721(RqOndad Wsit)
SCH, sasoundin6flucNal.. 1s7-721(setSolldngInterval)
s% nuleattdwait 187-721(’Alncandwait)
Sq setslot Wti 187-721(setslotWdth)
Sq Y= ad Date 187-721(YearsndDaft)
Sm mu Tirn$ 187-721(ZuluTime)

“DoNotI@tmd 187-721(DoNotI@onfi)
z Re.smWd(alwaysSettoo)
stm,mj ReWved(ahvayssettoo)
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5.6.3 Freauencv select command.

a. The frequency select CMD word is formatted as shown on
figure 23. A frequency designator (IAW 5.3) is sent in
a DATA word immediately following the frequency select
CMD; bit W4 of this DATA word shall be set to O, as “
shown .

3 7 6 4 4

1100110 Control 100 Hz 10 Hz
(If,: frequency)

Frequency Designator

Data .0 10 MHz 1 MHz 100 kHz I 10 MZ 1 kHz

1 3 1 4 4 4 4 4

b.
\
t

c.

d.

e.

FIGURE 23. Freuuencv select CMD format.

The 100 Hz and 10 Hz fields in the frequency select CMD
word contain BCD digits that extend the precision of the
standard frequency designator. These digits shall be set
to O except when it is necessary to specify a frequency
that is not an even multiple of 1 ldlz (e.g., when many
narrowband modem channels are allocated within a 3 kHz
voice channel) .

The control field shall be set to 000000 to specify a
frequency absolutely, to 100000 to specify a positive
offset, or to 110000 to specify a negative offset.

A station receiving a fre~ency select CMD word shall in
general make whatever response is required by an active
protocol on the indicated frequency.

For example, transmit and receive frequencies for use on a
link may be negotiated independently as follows:

(1) The caller selects a frequency believed to be
propagating to the distant station (the
prospective responder) and places a call on that
frequency. The caller embeds a frequency select
~ word in the call to ask the responder to
respond on a frequency chosen for good responder-
to-caller propagation (probably from sounding data
in the caller’s LQA matrix) . ..
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(2) If the responder hears the call, it will respond
on the second frequency, asking the caller to
switch to a better caller-to-responder frequency
by embedding a frequency select ~ word in its
response (also based upon sounding data) .

(3) The caller sends an acknowledgment on the
frequency chosen by the responder (the original
frequency by default), and the full duplex
independent link is established.

5.6.4 Mode control. Many of the advanced features of an ALE
controller are ~modaln in the sense that when a particular option
setting is selected, that selection remains in effect until
changed or reset by some protocol event. The mode control CM) is
used to select many of these operating modes, as described” in the
following paragraphs. The CMD word shall be formatted as shown
in figure 24. The first character shall be ‘m’ to identify the
mode control command; the second character identifies the type of
mode selection being made; the remaining bits specify the new
setting for that mode.

3 7 7 7

1101101
(\m#: mode control) Mode ID Mode Selection

FIGURE 24. Mode control CMD format.

5.6.4.1 Modem negotiation and handoff. An ALE data link can
be used to negotiate a modem to be used for data traffic by
exchanging modem negotiation messages. A modem negotiation
message, shall contain one modem selection command.

NOTE : This function may best be implemented in an HFNC to
avoid retrofit to existing ALE controllers, and for
the greater flexibility inherent in network management
information bases.

5.6.4.1.1 Modem selection CMD. The modem selection CMD word
shall be formatted as shown in figure 25, and may be followed by
one or more DATA words, as described below. The defined modem
codes are listed in table XXIV. Codes not defined are reserved,
and shall not be used until standardized.
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3 7 7 7

1101101 1101110
CMD (!m/: mode control) ($nt: modemselect) Modem Code

FIGURE 25. Modem selection CMD format.

5.6.4.1.2 Modem negotiating. Modem negotiating shall employ
modem negotiation messages in the following protocol:

a.

b.

c.

d.

The station initiating the negotiation will send a modem
selection w word containing the code of the modem it
wants to use.

The responding station(s) may either accept this modem
selection or suggest alternatives. A station accepting”
suggested modem shall send a modem selection CMD word
containing the code of that modem.

a

A station may negotiate by sending a modem selection CMD
word containing all 1’s in the modem code field, followed
by one or more DATA words containing the codes of one or
more suaaested modems. Modem codes shall be listed in
order o~”preference in the DATA word(s) . Unused positions
in the DATA word(s) shall be filled with the all 1’s code”

The negotiation is concluded when the most recent modem
negotiation message from all participating stations
contains an identical modem selection ~ word with the
same modem code (not all 1’s) . When this occurs, the
station that initiated the negotiation will normally begin
sending traffic using the selected modem.
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TABLE XXIV. Modem codes.

POAQ I Mni!mn ~e---- . . . . . ... -Jr-

0000000 (Reserved)
0000001 ALE modem
0000010 Serial-tone HF data modem (MIL-STD-188-11OA)
0000011 16-tone DPSK HI?data modem (MIL-sTD-3.88-IlOA)
0000100 39-tone HF data modem (MIL-STD-188-I1OA App B)
0000101 ANDVT
0000110 FSK 170 HZ shift (MIL-STD-188-I1OA)
0000111 FsK 850 HZ shift (MIL-STD-188-11OA)
0001000 STANAG 4285
1111111 Reserved to indicate no modem code

(M2 others resened until defined)

5.6.4.2 Cnmto negotiation and handoff. When crypto
negotiation and handoff are required, the following applies:

a. An ALE data link can also be used to negotiate an
encryption device to be used for voice or data traffic by
exchanging crypto negotiation messages. The crypto
selection CMD word is formatted as shown in figure 26.
The defined crypto codes are listed in table XXV. Codes
not defined are rese?wed, and shall not be used until
standardized.

NOTE : This function may best be implemented in an HFNC’ to
avoid retrofit to existing ALE controllers, and for
the greater flexibility inherent in network management
info~ation bases.

3 7 7’ 7,

1101102 1100011
CMD (8m8: mode control) (,=,: crypto select) C~to Code

1

FIGURE 26. Cm to selection CMD format.

‘.

.
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TABLE XXV. C- to codes.

Code Crypto Type

0000000 No encryption
1111111 Reserved to indicate no crypto code

(AI-lothers resemed until defined)

b. Crypto negotiation shall employ crypto negotiation
messages in the protocol described above for modem
negotiation.

5.6.4.3 Analoq nort selection. The analog port selection
command is used “to individually enable and disable audio inputs
and outputs at a station. The analog port selection W word
shall be formatted as shown in figure 27. The bits of the”analog
port field in the ~ are assigned as indicated in table XXVI...’A
bit set to I shall enable the corresponding analog port; a bit
set to O shall disable the corresponding analog port. The analog
ports controlled by the standardized bits shall be those of the
radio that is carrying the command. The othe”rbits may be
employed to control any other analog ports at a station.

NOTE 1: Multiple inputs and outputs may be simultaneously
enabled by this command= If the
station cannot fully.implement a
equipment should approximate the
nearly as possible.

equipment at a
command, the
requested effect as

NOTE 2: This functionality may’also+ be accomplished at the
HFNC level.

3 7 7 7

1101101 1100001
CMD (’m’: mode control) (’a’: analog port select) Analog Port Bits

FIGURE 27. Analou Dort selection CMD format.

.
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TABLE XXVI. haloa port selection bits.

Bit Analog port assignment

VP,(msb) operator microphone (input)
w~ Line-1evel input
vl?~ (Local significance)
VP4 (Local significance)
VP3 (Local significance)
VP* - Line-1evel output
WI (lsb) Operator speaker/headset (output)

5.6.4.4 Data Port selection.

..
a. The data port selection command is used to specify the

destination for the immediately followinq DTM or DBM. By
default, any DTM or DBM message that arrives without an
immediately preceding data port selection CMD is assumed
to carry a message for the station operator, and is routed
to an appropriate data port (e.g., an operator display or
a printer) . The station operator data port (the default)
may also be explicitly specified by preceding a message
with a data port selection CMD with a port number of O. A
message destined for an.attached network controller shall
be preceded by a data port selection CMD with a port
number of 1. A message intended for over-the-air fill
shall be preceded by a data port selection CMD with a port
number of 2 (see figure 28) . Other port numbers from 3
through 15 have station-specific meanings.

3 7 7’ 3 4

Mode Control Data Port Select “Port
(ASCII ‘m’) (ASCII ‘d’) * No.

110 1101101 1100100 000
* Resened block (set to 000)

FIGURE 28. Data nort selection C!MDformat.

b. Note that the data port selected by a data port selection
CMD persists only until the end of the DTM or DBM that
immediately follows the data port selection CMD. Thus, a
data port selection CMD not immediately followed by a DTM
or DBM has no effect.

.

76

Downloaded from http://www.everyspec.com



5.6.4.5
zeroization
(see figure
to initiate

MIL-STD-187-721C

Diqital LINCOMPEX zeroization. The digital LINCOMPEX
command is used to zeroize a digital LINCOMPEX system
29) . The subcommand position shall be set to 1111111
zeroization.

3 7 7 7
r

1101101 1111010
CMD (.m?: mode control) ($=$: LINCOMPEX zeroize) Subcommand

FIGURE 29. Diqital LINCOMPEX zeroization CMD format.

5.6.4.6 Diaital sauelch. The digital squelch command format,
figure 30, is used for remote control of a radio’s audio output.
The second character position shall be set to’q’ to indicate a
digital squelch command. The third character position
(subcommand) shall be set to 1111110 to mute the speaker of a
distant radio, or to 0000000 to unmute. A receiving ALE
controller that cannot mute the radio speaker should respond with
a digital squelch command with the third character position set
to 1111111. In other cases, no response is necessary from the
receiving ALE controller.

3 7 7 7

1101101 1110001
CMD (‘m’: mode control) (’q’: digital squelch) (Suhcommand)

FIGURE 30. Diqital sw elch CMD format.

5.6.5 Power control. The power control ordexwire function-is
used to advise parties to a link that thev should raise or lower
their RF power ~or optimum system perform%ce. The power control
CMD word format is shown in figure 31. The KP control bits are
used as shown in table XXVII.

3 7 3 6 5

1110000
.- (’p’:Power control) KP1-3 Power (resemred)

.
-.

FIGURE 31. Power control CMD format.

.
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TABLE XXVII. Power control CMD bits {KPI.J.

Bit / Value Meaning
1

KP~ (msb)

KP2

KPI (lsb)

1
0
1
0
1
0

Request to adjust power
Report of current power level
Relative Power (in dB)
Absolute Power (in dBW)
Relative Power (dB) is positive
Relative Power (dBl is neaa~ive

a.

b.

c.

d.

When KP3 is set to 1, the power control command is a
request to adjust the power from the transmitter. If KP,
is 1, the adjustment is relative to the
power, i.e., to raise (KPl = 1) or lower
the number of decibels indicated in the
field. If KPZ is O, the requested power
an absolute power in dBW.

current operatin~
(KP, = O)-power by
Relative Power
is specified as

When KP3 is set to O, the power control command reports
the current power output of the transmitter, in dB
relative to nominal power if KP2 is 1, or in absolute dBW
if KP2 is O.

KPi shall be set to 0-whenever KP2 is O.

Normally, a station receiving a power control request (KP3
= 1) should approximate the requ&ted effect as &losely
possible, and respond with.a power report (KP~ =.O)
indicating the result of its power adjustment.

5.6.6 Scheduling functions. Table XXVIII lists the groups
ALE scheduling functions that are defined in the following
paragraphs.

as

of

“.
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TABLE XXVIII. Groups of ALE schedulin~ functions.

Second Date/Time Cross
Group Scheduling functions Character Option reference

Future Contact Later 1 (1101100) Yes
calls

5.6.6.6
Meet Me m (1101101) 5.6.6.7
QuietContact q (1110001) 5.6.6.11

Wait on Halt and Wait h (1101000) No 5.6.6.5
channel Respond and Wait r (1110010) 5.6.6.12

Tune and Wait t (1110100) 5.6.6.14
Do Not Respond x (1111000) 5.6.6.18

Congestion StationBusy b (1100010) No 5.6.6.2
Management ChannelBusy c (1100011) S.6.6.3

Set Dwell Time d (1100100) 5.6.6.4

Slot Width AdjustSlotWidth a (1100001) No S.6.6.L
Set SlotWidth w (1110111) 5.6.6.15

Periodic Schedule Periodic p (1110000) Yes 5.6.6.10
Punctions Function

Set Sounding Inte=al s (1110011) 5.6.6.13

Poll PollOperator n (1101110) Yes 5.6.6.8
Operator (defaultNAK)

Request Operator ACK o (1101111) 5.6.6.9

Date and Year and Date y (1111001) 5.6.6.16
Time Zulu Time z (1111010) (Implicit) 5.6.6.17

. .

a. Each of these functions employs a scheduling CMD word with
the generic format shown in figure 32. The first
character in every scheduling (2MDis ‘t’ (1110100) . The
second character in the CMD identifies the specific
scheduling function to be performed. For all scheduling
functions except the Date and Time group, the third
character position contains a time code in accordance with
table XXIX. The time offset indicated in the time-’code
shall be added to the time of receipt of the end of the
transmission carrying the CMD word (end of T=) to
determine the time T at which the specified function is to
be performed (see the relevant paragraph below).

b. In some cases noted in table XXVIII (under Date/Time
Option) , this third character position may be set to
1111111 (all 1’s) to specify that the function be
performed at the absolute date and time specified in a
‘DATA word that immediately follows the CMD, instead of at
a time offset from the end of the transmission. This date
and time DATA word shall be formatted as shown in figure
33. The Month field shall indicate the desired month (l-
12) , the Day field the desired day (1-31), depending on

.
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the month, the Hour field the desired hour (O-23), and the
Minute field the desired minute (O-59). The Z bit shall
be set to O if the specified hour is Zulu time (UTC), or
to 1 if the hour is the local time zone of the sending
station.

3 7 7 7

1110100
CMD (?t#:scheduling) SecondCharacter Time Code or Special

FIGURE 32.

TABLE XXIX.

Generic scheduling CMD.

Time codes for scheduling.

Time Code Bits Bncoding ‘

TB7 (msb), TB6 00
01
10

I 11

TB5-TB1 (lsb) 00000tbru
11110
11111

Range
Meaning (approx.)

Time unit is 1 Tw (approx1/8 s) o-4 s
Time unit is 8 Tw (approx 1“s) O-32 S

Time unit is 64 TW (approx 8 s) o-4 min
Time unit is 1024 Tw(approx 2 0-69 b
rein)

Time offset is indicated multiple of time
unit .
Use absolute date and time from following
DATA word

3 4 5 1 5 6

I DATA I Month I Day I z I Hour I Minute I

L

FIGURE 33. Date and time word format.

5.6.6.1 Adiust slot width. When sent as part of a “
transmission that requires slotted responses, this CMD requires
that all slots be lengthened by the time offset in the CMD. TB7
shall be set to O to limit the slot adjustment to a maximum of 32
seconds. When sent in a transmission that does not require
slotted responses, this ~ shall be ignored.

5.6.6.2 Station busv. This CMD may be sent in response to a
call when the called station is currently unable to accept the
call. The calling ALE controller may elect to call again after
time T (the current time plus the time offset in the CMD) .

.
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5.6.6.3 Channel busv. This CMIldirects an ALE controller not
to use a channel until after time T. By default, the channel
carrying the CMD is not to be used until after time T; however, a
different channel may be designated as busy by placing a channel
designator (see 5.3) in ALE word bits W+IOof a DATA word that
immediately follows the charnel busy CMD. This channel
designator shall be interpreted as an absolute channel number
(not as an offset from the channel carrying the CMD) .

5.6.6.4 Set dwell time. When received following a channel
busy CMD, the set dwell time CMD shall cause the receiving ALE
controller to increase its scanning dwell time on the designated
channel only to the value indicated in the Time Offset field of
the set dwell time CMD. TB7 and TB6 shall both be set to O to
limit the dwell time on a channel to no more than 4 seconds.

5.6.6.5 Halt and wait. An ALE controller receiving this CMD
shall stop sc”an (without tuning .or responding) and wait until
time T for further transmissions. If none are detected, it shall
resume scanning. TB7 shall be set to O on transmission, and
ignored on reception to limit the waiting period to 32 seconds.

5.6.6.6 Contact later. A station receiving this CMD is
requested to call the station sending the CMD at the designated
time “T” if the time offset field is not all l’s, otherwise at
the date and time in the DATA word that immediately follows the
CMD. The call should be placed on the channel carrying the CMD,
unless another channel is specified in a DATA word (formatted as
in 5.6.6.3). If a date and time DATA word and a channel-
designating DATA word are both sent following the CMD, the date
and time word shall be sent first. .

5.6.6.7 Meet me.

a. A-station receiving this CMD is “re&ested to call the
station sending the CMD at the designated time “TN if the
time offset field is not all l’s, otherwise at the date
and time in the DATA word that immediately follows the
CMD. The call should be placed on the channel carrying
the CMD, unless another freauencv is snecified in a DATA
word
DATA
sent
sent

(formatted as discussed bel~w). if a date and time
word and a frequency-designating DATA word are both
following the CMD, the date and time word shall be
first.

.

b. A frequency other than that carrying the CMD may be
designated by placing a frequency designator (see 5.3) in
ALE word bits W$24of a DATA word. Bit Wd of the DATA word

..
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shall be set to O to indicate a positive frequency offset,
or to I to indicate a negative frequency offset from the
frequency carrying the CMD.

5.6.6.8 Po1l o~erator (default NAK). An ALE controller
receiving this CMO shall prompt the operator to manually
acknowledge the transmission. If the operator acknowledges the
prompt, the ALE controller shall reply to this CMD with a
transmission terminating in.THIS WAS an’dreturn to scan.
Othemvise (either no operator response by time T, or a re~est
for negative acknowledgement), the ALE controller shall respond
with a transmission terminating in THIS IS (and continue to
listen for transmissions from the calling station until returned
to scan by the operator or by the wait for activity timer) .

5.6.6.9 Reuuest onerator ACK. An ALE controller receiving
this CMD shall prompt the operator to manually acknowledge the
transmission. If the operator acknowledges the prompt, the ALE
controller shall reply to this CMD with a transmission
terminating in THIS WAS and return to scan. If the operator
requests a negative acknowledgement, the ALE controller shall
respond with a transmission terminating in THIS IS and continue’
to listen for transmissions from the”calling station until
returned to scan by the operator or by the wait for activity
timer. If no operator response is received by time T, the ALE
controller shall not respond, and shall immediately return to
scan .

5.6.6.10 Schedule periodic function. When received
immediately after another scheduling CMD from 5.6.6, this CMD
shall cause that CMD to be executed repeatedly as specified by
the time offset field in this CMD; If TB1-7 are all 1’s (date
and time option) , the preceding CMD shall be executed daily at
the time specified in a date and time DATA,word that follows this
CMD, starting on the day indicated in that DATA word. If the
date and time option is not used, the preceding CMD shall be
repeated at the interval given in the time offset field.

5.6.6.11 Quiet contact. A station receiving this CMD is
requested to listen for a call from the station sending the Cl@
at the designated time ‘T” if the time offset field is not all
l’s, otherwise at the date and time in the DATA word that
immediately follows the CMD. The call will be placed on the
channel car~ing the CMD, unless another frequency is specified
in a DATA wo~d ~formatted as in 5.6.6.7) . If a
DATA word and
following the

a-frequency-designating DATA word
CMD, the date and time word shall

date and time
are both sent
be sent first.

-.
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5.6.6.12 Resnond and wait. h ALE controller receiving this
CMD shall tune (if required) and respond as usual, and wait until
time T for further transmissions. If none are detected, it shall
resume scanning. TB7 shall be set to O on transmission, and
ignored on reception to limit the waiting period to 32 seconds.

5.6.6.13 Set soundina interval.

a. M ALE controller receiving this CMD shall set the
sounding intenal on the designated channel to the time in
the Time Offset field. TB7 shall be 1 so that the
sounding intenal is at least 8 seconds. TB1-6 shall not
be all 1’s.

b. By default, the channel carrying the CMD is the designated
channel; however, a different channel may be selected by
placing a channel designator (see 5.3) in ALE word bits W&
~0of a DATA word that immediately follows the CMD. This
channel designator shall be interpreted as an absolute “
channel number (not as an offset from the channel carrying
the CMD) .

5.6.6.14 T&e and wait. An ALE controller receiving this CMD
shall stop scan and tune (if required), but not respond, and wait
until time T for further transmission. If no transmissions are
detected, it shall resume seaming. TB7 shall be set to O on
transmission, and ignored on reception, to limit the waiting
period to 32 seconds.

5.6.6.15 Set slot width. When sent as part of a transmission
that requires slotted responses, this CMD requires that all slots
be set to the length in the Time Offset field in the CMIl. TB7
shall be set to O to limit the slot size to a maximum of 32
seconds. When sent in a transmission that does not require
slotted responses, this CMD shall be ignored.

5.6.6.16 Year and date. This CMD may be used to request and
report the date and time. If the third character position in
figure 34 is set to all l’s, the CMD is a request for year and
date, and shall not be followed by a DATA word. If the third
character pos$tion contains a 7-bit integer in the range O-99,
this CMD and a following DATA word (formatted IAW figure 32)
report the year, date, and time. Other values in the third
character position are resemed, and shall not be used until
standardized.
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3 7 7 7

1110100 1111001
cm (8~0:scheduling) (\y$, year and date) Year (00-99)

I

FIGURE 34. Year and date CMD.

5.6.6.17 Zulu time. This CMD may be used to request and
report ZUIU time. If the third character position in figure 35
is set to all l’s, the CMD is a request for ZUIU time, and shall
not be followed by a DATA word. If the third character position
contains a 7-bit inte~er in the range 0-119, this CMD and a

-.

following DATA word (~ormatted IAW ~i~re 32) rePort the date and
ZUIU time with a resolution of 500ms. C)thervalues in the third
character position are resened, and shall not be used until

b-*kA-*w..G- .

3 7 7 7

1110100 1111010 Half Seconds
C!MI) {.t$: scheduling) (*Z*:zulu time) (0-119)

FIGURE 35. Zulu time CMD.

5.6.6.18 Do not res~ond. hen an ALE controller receives
this CMD in a transmission, it shall not respond unless a
response is specifically required by some other CMD in the
transmission (e.u., .anLQA request or a DTM’or DBM with ARQ
requested) . In ~articular, nb 3-way ALE handshake need be
completed.

5.7 Networking functions. The functions implemented within a
networking controller include automatic route and link selection, ‘
indirect calling, connectivity monitoring, connectivity exchange~
routing queries, repeater control, message store and forward,
automatic message exchange, and station status reporting.

5.7.1 Route and link selection. The router is the central
entity of the networking controller, in the sense that almost
every other networking function either relies upon it or supports
it. The router comprises two functions: route selection and
link selection. The route selection function finds routes
through networks for user and orderwire traffic, using
connectivity data from the path quality matrix, operator entries,
and broadcast queries to maintain the routing table. The link
selection function simply chooses the best data link available to
each destination selected by the route selector.

.
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The following examples of network-layer operations refer to

the hypothetical network Connectj.vj.ty from station A shown on
figure 36. The arrows indicate the direction(s) of connectivity; “.
the pair of numbers on each arrow indicates voice and data path
quality, respectively (in accordance with the link ~alitY
functions in paragraph 5.4).

FIGURE 36. Network connectivity exam~le.

5.7.1.1 Path qualitv matrix. The path quality matrix is
orqanized with a row for each directly reachable relay station,
an~ a column for each destination of interest. When &ultiple
data link controllers are available to the networking controller,
a separate path quality “matrix may be maintained for each, or.a
single path quality matrix may be maintain~d. The single path
~ality matrix contains the best path scores over all link
controllers, along with indications of the specific link
controller to use for each path.

A path quality matrix is needed by every networking controller
that provides adaptive routing””for locally-originated messages,
whether or not the station intends to relay messages for other
stations.

Figure 37 illustrates how the network connectivity on figure
36 may be summarized in the path quality matrix at station A.
The path qualities are computed in accordance with the algorithms
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given in paragraph 5.7.4.1 and 5.7.4.2. Note that unidirectional
path qualities (A to destination) are shown. Normally, path
qualities in both directions will be stored and used.

DESTINATIIM: I B c D E F G H

RELAY:

8 *14 13 9 7 . 6 4

14 13 a 6 5
0 1 : . 4

1s 59m 5~r 5 hr 5 hr lsd

c 1 3 1 0 . 0 0
1 2 1 0 . 0
1 0 1 2 . : 4

5 hr 30 m 5 hr 5 hr . 5 hr 5 hr

o 4 4 5 4 . 3
1 5 6’ 5 4 ;’
1 1 0 1 . 2 3

2 hr 3 hr 12 hr Sm . 5 hr 5 hr

E . . . -
. . . -

. . .
. . . . - .

F . . . . .
. . - . .
. ..- - .

. . . . . .

G . . . .
. . . - .
. . . . .

. . . .

II . - - .-.
. . . . .
. . . . . .

. . . . -

●

KEY:

voiceQuality
DataQuality

Relays
Age

FIGURE 37. Path uualitv matrix;

5.7.1.2 Routincr table. A routing table (RT) is maintained by
the networking controller for use in route selection. An example
routing table is shown on figure 38, corresponding to the path
quality matrix example on figure 37.

.
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DESTINATION: IB

ROUTE VOICE
TRAFFIC VIA:

“*B
14
0

1s

I B
ROUTE DATA I

14
TRAFFIC VIA: o

1s

c D E F

B B B -
13 9 7 -
1 2 3 -

59 m ,5hr 5 hx -

B B B -
13 8 7 -
1 2 3 -

59 m 5 hr Shr -

*~y:

G

B
6
4

5 hr

B
6
4

5 hr

Relay Address
path Quality

Relays
Age

H

B
4
5
Id

B
5
5

ld

FIGURE 38. Routin~ table.

5.7.1.2.1 Or~anization. The routing table is organized for
auicklv determining where to send traffic destined for any
~each&le station.- It is indexed by a reachable station address.
The entry for each station contains (at least) the best relay(s)
for voice and data.traffic destined for that station. In
addition, routing table entries may contain alternate relays and
candidates for indirect calls when no relays are available.

5.7.1.2.2 Manual entries. A means shall be provided for
operator entry of”routing table data. These entries shall be
retained in non-volatile storage when the network controller is
powered off and shall not be overwritten by automatic updates to
the routing table from path quality matrix data; this may be
implemented by flagging non-adaptive routing table entries. The
operator shall also be able to view, edit, and delete manual
routing table entries. The requirements of this paragraph do not
apply when the mission, power, or weight limitations
contraindicate.

5.7.1.2.3 Automatic undates. When adaptive routing is
employed, alternative routes to reachable destinations shall be
re-evaluated whenever new path quality data arrives (e.g., via
CONEX ), and the routing table shall be updated as appropriate.

.
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5.7.2 Indirect callinq. When a link controller fails to
establish a link requested by the networking controller, the
routing table (and path quality matrix as required) may be used
to identify candidate station(s) for indirect calling.
Initiation of an indirect call by the networking controller may
be automatic upon linking failure or it may be initiated by the
operator. When an automatic indirect call succeeds in
establishing a link with a candidate station, the operator should
be notified that the link established is to a third party rather
than to the desired destination.

5.7.3 Network laver header. All messages sent from one
networking controller to another are preceded by a single ASCII
character denoting the type of message to follow. When a
networking controller receives a message, it examines this
one-character header to determine the format and protocol to use
in interpreti~g Che remainder of the message.

The defined network layer header characters are listed in
table XXX. Header characters not listed are reserved and shall
not be used until standardized.

TABLE XXX. Network laver header characters.

Header Message .~e

c Connectivity exchange

M user message [with ME header)

R Relay management

s Station status message
.

!5.7.4 Connectivity exchanae~. The CONEX protocol allows relay
stations to exchange lists of other stations they can contact.
However, CONEX exacts a price in overhead channel usage that may
be unacceptable under many conditions. Normally, relay stations
use static routing table entries with notification-based
protocols (see 5.7.6.6.3 and 5.7.7) and HF network management
requests. CONEX is useful only for those relay stations equipped
with a Level 3 or 4 HFNC (see table II), and is reco~ended onlY
for those networks that cannot use normal routing table
maintenance (also see 5.7.4.lb) .

a. Networking controllers exchange the contents of their path
quality matrices using the following CONEX protocol. Note
that CONEX messages may be carried on any type of data
link that connects the parties to the exchange. Because

.
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may be relatively large, a high speed modem
for CONEX whenever possible; the ALE modem
used when no other data link is available.

pertains to the path from one station to
may consist of a single link (a ‘direct

path”) or of multiple links (an “indirect path”) through
one or more intermediate (relay) stations. In all cases,
each CONEX report includes the number of relay stations
included in the path, estimates of’the path quality for
voice and for data, and the age of the oldest data used to
estimate these path qualities.

5.7.4.1 Voice Qath caualitv. The voice quality for a path is
an estimate of the end-to-end SINAD of the path. For SINAD less
than 2 dB, the voice path quality is O; for 2 through 26 dB, the
quality is 1/2 SINAD (in dB); for SINAD greater than 27 dB, the
quality is 14; and when the end-to-end SINAD is unknown, the
quality is 1S (1111) (default value). Voice quality shall be
computed as follows:

a. For a single-link path, the mean SINRD for that link
(median SINAD if ALQA data is available) shall be
obtained from the link controller and converted directly
to a path quality code.

b. For a multi-link path, the voice quality obtained in a
CONEX report from the best relay station for the ultimate
destination shall be combined with the quality of the best
link to that station to obtain the resulting voice path
quality as specified in table XXXI. (Note that a multi-
link path will never have quality 14.) The “best relay”
is the station among all potential relays that gives the
highest result quality after the qualities of links to
those stations have been included.

5.7.4.2 Data path qual itv.

a. The data quality for a path is an estimate of the
efficiency of the path in passing data traffic. The data
path quality code used is based upon estimates of the time
required to pass messages over each link in the path; the
resulting code reflects several measures of importance to
data networks: data throughput, .message latency, and
resource utilization (stations and channels) .

.
.
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TABLE XXXI. Voice Rath uualitv cascadinq.

ReSU1t Result
Quality 1 Quality 2 Quality Quality 1 Quality 2 Quality I

o Any o 6 11 5
1 Any o 6 12 5
2 Any o 6 13 5
3 I 3 0 6 14 5
3 4 1 7 7 5
3 5 1 7 8 5
3 6 1 7 9 6
3 7 1 7 10 6
3 8 1 7 11 6
3 9 1 7 12 6
3 10 1 7 13 .6
3 11 ~ 1 7 14 6
3 12

.... 1 8 8 6
3 13 1 8 9 6
3 14 1 8 10 7
4 4 2 8 11 I 7
4 5 3 8 12 7
4 6 3 8 13 7
4 7 3 8 14 7
4 8 3. 9 9 7
4 9 3. 9 10 7
4 10 3 9 11 8
4 11 3 9 12 8
4 12 3 “. 9 13 8
4 13 3 9 14 8
4 14 3 10 10 8
5 5 3 10 11 8
5 6 3 10 ‘ 12 9
5 ..,.7 4 10 13 9.
5 8 4 10 14 9.
5 9 4 11 11 9
5 . 10 4 11 12 9
5 11 4 11 13 10

.5 12 4 11 14 10
5 13 4 12 12 10
5 14 4 12 13 10
6 6 4 12 14 11
6 7 4 13 13 11
6 8 5 13 14 12
6 9 5 14 14 13
6 10 5 15 Any 15

.
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b. Computing the end-to-end data path quality through one or
more relay stations shall proceed as follows. Assume that
station A receives a CONEX report from B about the best
data path from B to X. Station A computes its path
quality to X through B by combining the quality of its
link to B with the report from B about B’s best path to X:

(1) Station A computes the quality of its link to B as
described in paragraph e below, and compares the
result to the quality of the path from B to X as
reported by B.

(2) If either quality is O, the result is O. Likewise,
if either is 31 (unknown), the result is 31.

(3) In all other cases, the quality of the path from A
to X through B is 1 less than the lower path quality
of the two components.

c. The quality of a single data link is computed from the
nominal data rate and measured error characteristics of
that link obtained from the link controller. The result
of the following formula shall be truncated to an integer
in the range of O through 30, inclusive (e.g., if the
result is less than zero, O shall be used).

Data link quality = 7 + Nominal Speed - ARQ Repeats.

d. The ‘nominal speed” term in the formula is obtained from
the nominal data rate (in bits per second (bps)) as
follows. The result shall be rounded to the nearest
integer. Note that the logarithm is taken with a base of
2.

Nominal speed = ,log2 (data rate/75 bps).

. .

e. The ‘ARQ repeats’1 term in the formula is the mean number
of error-induced retransmissions per message of messages
sent over that link during the past hour. If no messages
were sent over the link during the past hour, the ARQ
repeats term may be estimated using the BER of the link
(measured before error correction) :

.
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pEIJ

<0.1

0.1< BER ~ 0.199

> 0.199

ARC)Repeats Estimate

o

BER - 0.1
0.2 - BER

100 (link unusable)

Table XXXII illustrates the use of this formula:

TABLE XXXII. Examnles of data Rath qualitv comrmtations.,.

Nominal Nominal AJ2QRepeats ARQ Repeats Data Link
Link Type Data Rate Speed (measured) BBR (estitited) ~ality

DTM 53.6 0 0
(ALE Modem)

7
53.6 0 0.1181 0.22 6

HF Data 2400 5 0.1 11
Modem 2400 5 0.167 2.03 9

Wirels.ne 9600 7 0.0105 0.00 14
Modem 9600 7 1.2 12

5.7.4.3 CONEX messaue format.

a. A CONEX message consists of a header, identifier(s) of the
net or specific stations reported, and reports of path
quality to those stations., When a net is named, the
reports for the stations in the net are listed in the
standard order for that net, wi,thout sending the
individual station identifiers. A flow diagram for the
structure of a CONEX message is shown on figure 39. coN13X
messages are formatted in even multiples of 8.bits to
simplify the insertion of these reports into “the natural
data blocks of the links likely to be available.

FIGURE 39. Structure of CONEX messacre.
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b. The CONEX message header contains a 16-bit Control field,
“.

followed by the name of the sending station, as shown on
figure 40. The first bit is set to 1. The second bit is
set to 1 to request CONEX from responding stations, or to
O to suppress such responses. The third bit is set to 1
to indicate that CONEX reports follow the sending station
name; if this bit is O, no reports are included in this
message. The next five bits in the Control field contain
a count of the characters in the sending station name (a
count of o indicates a 32-character address) .

The second 8 bits of the header begin with 2 bits set to 1
and O respectively, followed by the Max Age and Max Relays
fields. The Max Age.and Max Relays fields apply to CONEX
requests; the responding station shall only return reports
whose Age and Relays fields do not exceed these limits
(all 1’s in a field means no limit). The Control field is
followed by the number of ASCII characters indicated. in
the Count field, with a O most significant bit (msb) -
placed before each 7-bit character.

“1 k= Cznfmi Fiefd~ I

I w,~,~l l,,lffi~l,,,l,l,~,fl,:lcountFie!d MaxAge Max R SendngSbit&nNatne (7-ElltASCilCkmUefs P?usOfmb

1 to o 0
. . .

FIGURE 40. CONEX header.

c. Station and network IDs have a structure similar to the
CONEX header. Each begins with an 8~bit.Control field,

“ which is followed by the ASCII characters composing the
name of that station or network (see figure 41) . The
first bit is set to 1. The second bit is set to O for an
individual station identifier, and to I for a network
identifier. The third bit is set to O in the last ID in
the CONEX message, and to 1 for all of the preceding
station and network IDs. The last five bits in the
Control field contain a count of the characters in the
station or network name. The Control field is followed by
the number of ASCII characters indicated in this count,
with a O msb placed before each 7-bit character.
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1“

I

~ ControlField~

Count Fkdd Station or Network Name (7-Bit ASCII Characters Plus O msb)

1 11,111 01I I i I t I Iol 1 I 1 I 1 I
. . .

MoreIDsto Follow
Ofor IndividualStationID
1forNetwork10

FIGURE 41. CONEX station or network ID.

d. Each report in a CONEX message refers to the best path
from the sending station to a specified destination. Whe-n
the report is preceded by a station ID, the report
pertains to the best path to that station. When the
report is one of a sequence of reports following a network
ID, the destination station isknown implicitly from the
position of the report in that’sequence.

e. Each report contains four fields as shown on figure 42:
the minimum number of relays between the sending station
and the destination station (3 bits) ; end-to-end WalitY
of the best path(s) to the destination for voice or data
use (4 bits for voice quality and 5,b-its for data
quality) ; and the age of the oldest data used to compute
the voice and data path Walities (3 bits).. Note that the
first bit is always set .to O.

VOfceQuanty Me DataQuanty Rday$ ?

o
I I I I I i I I I 1 I

FIGURE 42. CONEX renort.

-.

.,

f. The Age field uses the same encoding as in the LQA rePort
(5.4.4). For O through 5 relays in the path, the Relays
field contains the number of relays. For 6 or more
relays, the Relays field contains 110 (6). When the
number of relays is unknown, the Relays field is set to
111 (7).
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5.7.4.4 CONEX broadcast.

a. Stations may periodically broadcast CONEX messages
containing reports of path quality to selected
destinations (e.g., net control stations, gateways to
other networks, or distant network members that are
difficult for some members to reach). The rate of such
broadcasts, the channels used, and the stations included
in the CONEX report may be selected by the operator or may
be determined adaptively by the networking controller. A
CONEX broadcast will typically use an ALE seaming call to
a net or group. The CONEX message may be sent using DTM
or DBM with the ALE modem; however, an HF data modem
should always be used when available.

b. A station receiving a CONEX broadcast should update its
path quality matrix using the data received along with
link quality data from the link controller receiving the
broadcast, as described above.

5.7.4.5 CONEX handshake. A CONEX handshake is used to
exchange connectivity data among networking controllers. The
request bit is set to 1 to request connectivity, and the Max Age
and Max Relays fields may be used to restrict the number of
reports received. ALE is used to establish the link(s) used, as
required; the CONEX messages may be conveyed using either the ALE
modem (with DTM or DBM) or a data modem.

5.7.5 Messaqe deliverv. In the open systems interconnection
(0S1) reference model, the network layer performs end-to-end
message delivery, using one or more data links in tandem to carry
each message. When HF links are employed, the inherent error
rates involved require the use of connection-oriented data links
for efficient use of the medium. Such data link protocols
guarantee that those blocks of a message that are delivered to
the network layer at the destination arrive in order and without
duplication. (The DTM and DBM ALE protocols using CRC and ARQ
satisfy these requirements, as do other data link protocols used
in advanced modems.)

However, data links occasionally fail, so the data link layer
cannot guarantee message delivery within a bounded time. A
mechanism is required at the network or transport layer to detect
and deal with data link failures through the use of
retransmission, alternate routing, etc. In the existing DoD
internet, this function is performed in the transport layer.
Therefore, the HF network layer need only provide datagram
service, and its principal function is message routing.

.
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5.7.5.1 AME header. The AME header carries the information
used by the network layer for message routing and delivery. This
header immediately
header (which will
follows) . The AME

Quality of
Service (QC)S)

Precedence

Port

Header Length

Message Length

“ Relay(s)
..

Destination(s)

Source

follows the single-character network layer
be ‘M’ to indicate that an AME header
header contains the following fields:

A single bit indicating whether to emphasize
speed of delivery (QOS = 0) or minimum
probability of loss or error (QOS = 1) in
handling the message.

A 3-bit code with O as lowest precedence.
Used for queuing at relay nodes and
determining order of link establishment, order
of delivery, etc.

A 4-bit code designating destination.port
within network controller, analogous to
network service access point (IVSAP)in the 0S1
model. Assigned port numbers are listed in
table XXXIII.

An 8-bit count of the bytes in the AME header,
starting with the precedence/port byte and
ending with the last character of the source
address record.

A 16-bit count of the bytes in the transport
message following the AME header (does not
include the network layer header or AME header
bytes) .

Zero or more address records (see address
record format description) . When relays are
specified, they may be either suggested relays
or mandatory relays. When mandatory relays
are specified, the message must be routed
through the relays listed in the order given.
Suggested relays are offered for consideration
by the route selector in addition to
alternatives found in the routing table.

One or more address records. The message body
should be delivered to all destination
addressees.

One address record, specifying the address of
the station that originated the message.

.

. .
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An address record is structured as an 8-bit flag,
a network layer address of ASCII characters with a O
before each 7-bit character. The msb of the flaq is

followed by
msb placed
a 1. The

next two bits encode the record type: O for a s&rce address
record, 1 for a mandatory relay, 2 for a suggested relay, and 3
for a destination. The five least-significant bits contain a
count of the characters in the address. Address characters have
msb = O. w example of an - header and address record is shown
on figure 43. -

TABLE XXXIII. Port numbers in AME header.

“Port Number

o
1
2
3
4
5
6.

All Others

Transport Message Destination

Operator Terminal “
Automatic Message Exchange Control Channel
Operator Storage
HP Transport Protocol (HFTP)
Connectionless Network Protocol (~) ~
Internet Protocol (1P)
HP Network Management Protocol (HN?4P)
Resemed Until Standardized

..

Message
Header

Desthwation
Address
Record

source
Address
RecoKI

Precedence Port Header kgth Message Length
(1) (3) (4) . (8) (16)

?

o 000 0000 00001100 0000000000000111

I-R.,(84 Network-@erAddress (7&itASCllPiusmstr=O) I
I 1 I11 I 00011 I O1J1O1OI OJ’1111I OlofololI
1 1 1 I I i I ..

F-”a’(’-iNetwork-byer~ (’7-BiiASCll Plusms&=O) I
s A

1 00
M

00011 01010011
[

01000001 01001101

“.

FIGURE 43- Exam~le AME messaue header and address record.
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5.7.5.2 Messaqe store and forward. The store and forward
process accepts messages from, and delivers messages to, users
(or transport-level processes). Each transport message to be
sent is accompanied by the network layer addresses of its
destination(s) . For each transport message to be sent, the store
and forward function groups the network layer destination
address(es) according to the first relay on the path to each
addressee (obtained from the route selection function) , or the
final destination if a direct path is the best path. For each
such group, an A14E header is formed. The header contains the
destinations that share an initial relay station. The transport
message is appended to this header to compose a network message.
These network messages are passed to the local AME process for
delivery.

As network messages arrive from
delivered to the store and forward
process, the ~ header of each is
follows:

other stations and are ‘
function by the local AME
removed and processed as

a.

b.

c.

If any of the destination addresses in the header are self
addresses, the embedded transport message is delivered
locally as specified in other fields (precedence and port)
of the header.

Xll self addresses are removed from the header.

If anv destinations remain, those addresses and the
transfiort message are bandied as discussed above for a new
outgoing message.

5.7.5.3 Null store and forward function. A null store and
forward function may be used in place of the message store and
forward process described above when automatic message routing is
not needed. The null store and forward function shall form AME -
headers for outgoing messages and process the ~ headers from
incoming messages as follows.

5.7.5.3.1 Outqoin~ messaaes. For each outgoing messagei the
null store and forward function shall create an ~ header with
pre-programmed values in all fields, except that the header
length and message length fields shall be computed for the actual
message and ME header. The user (or transport layer process)
shall be able to override the default values. Normally, the user
will override Only the default destination address, the
precedence, and the port fields. A user may insert relay
addresses for manual source-routing. If the user is able to
override the source address, this capability should normally be
restricted to selecting one of a set of pre-programmed addresses
(to preclude impersonation of other stations).
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5.7.5.3.2 Incomina messaaes. The destination and relay
address records in the AME header of each incoming message shall
be examined. If a self address is found in any of these address
records, the message and the AME header shall be delivered to the
user. (This permits users to manually relay messages.)

5.7.5.4 Automatic messa~e exchanqe. AME is the network layer
function concerned with single-link message delivery. It works
with either a full store and forward process or a null store and
forward process. In the following paragraphs, the term “store
and forward process” refers to either implementation of the store
and forward functionality.

NOTE : AME provides a simple datagram senice, with no
acknowledgments, error checking, or flow control.

5.7.5.4.1 Out~oin~ messacres. Each network message passed to
the AME process from the store and forward process cdntains an
AME header and a transport message. The AME process shall
interpret the first address record in the AME header as the
desired destination for that message.

Outgoing messages from the store and forward process shall be
queued by the AME process for transmission in order of
precedence. The AME process requests a link to the”destination
of each message from the link selection function. When the link
selection function indicates that a link to that destination is
available, the AME process shall attach a network layer header
(the character “M”) to the front of the message, translate the
network layer address to a data link layer address appropriate
for the selected data link controller, and provide the network
message and the translated address to that controller for
transmission.

If a direct link cannot be established to.the destination, the
AME process shall take one of two actions:

a. Return the message to the store and forward process as
undeliverable (appropriate if the store and forward
process can attempt alternate routing) .

b. Store the message for later delivery when a link can be
established.

In the latter case, messages should be stored in separate
queues for each destination so that only one series of linking
retries is made for each destination (rather than one for each
queued message). The first retry shall be made after a time
sufficient for a busy station to have resumed listening for
linking attempts. To minimize use of the spectrum for futile

“.

.
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linking attempts, subsequent retries shall occur at intervals
sufficient for propagation to have measurably improved. (The

retry interval may be shortened when a queue contains high-
priority messages.)

When contact is eventually made with the desired destination,
whether through a successful linking retry or through
connectivity discovered by reception of a message from that
station, messages queued for that destination shall be sent in
decreasing priority order.

5.7.5.4.2 Incomina messaaes. Incoming messages are delivered
to the AME process when their network layer header is “M” (user
messages) . The AME process shall simply strip this single-
character network layer header and pass each received message to
the store zindforward process for processing.

5.7.6 Relav management Protocol. The HF relay management
protocol (HRMP) shall be used by HF networking controllers to
inquire about connectivity through prospective relay stations, to
manage repeater operation, and to preempt repeater circuits, as
described in 5.7.6.6. HRMP is a connectionless protocol,
although it can be used to set up analog tandem circuits or data
virtual circuits.

Every HRMP message refers to three stations: the first is the
Relay station (actual or potential) ; the second is the Control
station managing the relay; the third is the Distant station to
which access is provided by the relay. HRMP messages are
exchanged between the.Control station and the Relay station.

HRMP messages shall be formatted as shown on figure 44. The
fields in HRMP messages shall be encoded as described in the
following paragraphs.

I ~Msg Msg Desired Msg Msg
Dest Source Dest ID Length command Arguments Checksum

FIGURE 44. HF relav management protocol messa~e format.

5.7.6.1 HRMP address field. Three station addresses are
present in every HRMP message: that of the station sending the
message (Msg Source) , that of the station to which an indirect
path is sought or desired (Desired Dest), and that of the station
receiving the message (Msg Dest) . The Desired Dest shall always
be the Distant station. The Msg Source and Msg Dest shall be the
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Control and Relay stations, respectively, for Control-to-Relay
messages, and vice versa for Relay-to-Control messages.

The addresses of all three stations shall be encoded as AME
address records in accordance with 5.7.5.1.

5.7.6.1.1 Messaqe destination. The Msg Dest field on figure
43 shall contain the address of the Relay station, with a
suggested Relay flag, when the message direction is Control-to-
Relay. For Relay-to-Control messages, the Msg Dest field shall
contain the address of the Control station with a source flag.

5.7.6.1.2 Messa~e source. The Msg Source field on figure 43
shall contain the address of the Control station, with a source
flag when the message direction is Control-to-Relay. For Relay-
to-Control messages, the Msg Source field shall contain the
address of the Relay station with a suggested Relay flag.

. .
5.7.6.1.3 Desired destination. The Desired Dest field on

figure 43 shall always contain the address of the Distant
station, with a Destination flag.

5.7.6.2 HRMP messaqe identification field. The Msg ID field
shall contain an 8-bit number used by the Control station to
match responses with requests. Responses from the Relay station
shall contain the same Msg ID as is found in the corresponding
Request from the Control station. Messages from the Relay
station other than responses shall set this field to all 1’s.

5.7.6.3 HRMP.lenqth field. The Msg Length field shall
contain the number of bytes in the entire HRMP message, from the
first byte of the Msg Dest field through the last byte of the
Checksum.

‘5.7.6.4 HRMP commands. The HRMP command field shall contain
one of the 8-bit codes listed in table XXXIV. (Unlisted codes
are resemed and shall not be used until standardized.) The use
of these commands is described in 5.7.6.6.

.
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TABLE XXXIV. Relav management commands.

Code Command Iuxjuments

o ACK (None )
1 Query Type, QOS, precedence
2 Query-response Type, QOS, precedence
4 Connectivity-change connectivity code
5 Monitor-connectivity Cx Monitor
8 Repeater-status Rept.. No., type, QOS, status
9 Repeater-request Type, QOS, precedence

10 Repeater-lost Rept No., reason code
11 Repeater-status-re~est Repeater number
13 Release-repeater Repeater number

255 NAK Reason code

The encoding of the arguments to these commands is given in
table XXXV. (Unlisted codes are reserved and shall not be used
until standardized.) Arguments shall be sent in the order liste”d
in table XXXIV.

TABLE XXXV. Encodina of HRMP aruuments.

F
I

Type

QOS ~

Format -

8-bit
unsigned

2-bit
unsigned

6-bit
field

Encoding

o- No connectivity
1- Precedence too low
2’.-Inappropriate

255 - Not equipped

o.- Analog repeater
1- Digital repeater
‘ (Usually frame repeater)

2- Store and forward

Each bit independently selects a
quality-of-service aspect; if
bit = 1, better than normal
performance in this aspect is
requested

Qosl : (msb) Delay
QOS2 : Throughput
QOS3 : Reliability
QOS4 : Noise
QOS5 : (Reserved)
QOS6 : (lsb) (Resened)
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TABLE XXXV. Encodinq of HRMP arquments - continued.

“.

Aruument

Precedence

Comectivity

CX Monitor

Repeater No.

Format

8-bit
unsigned

8-bit
unsigned

8-bit
unsigned

8-bit
unsigned

Encoding

o
64 ~“

128 -
192 -
250 -
254 -

255 -

*

Routine (lowest)
Priority
Immediate
Flash
Flash override
Reserved for inter-
network control use
Reserved for network
control use

o-

1-

254 -

255 -

0-

‘l-

“.

128 -

129 -

255 -

Discovered direct
connectivity
Discovered indirect
connectivity
Lost direct connectivity
{have indirect)
Lost all connectivity

Broadcast all changes
of connectivity to distant
station
Broadcast only loss or
discovery of connectivity:
do not report transactions
between direct and
indirect
Report all changes in
comectivity
Report only loss or
discovery
Do not report connectivity
chancres

Repeater reference number
assigned by relay station
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TABLE XXXV. Encodin~ of HRMP arm ments - “continued.

Argument Format Encoding

Status 8-bit o- Repeater fully-
unsigned operational

1 - Requesting link to distant
station

2- Link to distant station
failed; attempting to re-
establish link

3 - Repeater preempted
255 - Repeater not available

* NOTE: Any number from 1 through 253, except those
standardized herein (O, 64, 128, 192, and 250) may be used
for user unique precedence requirements.

5.7.6.5 Checksum. The 16-bit checksum shall be computed in
accordance with 5.7.9.

5.7.6.6 HRMP operation. Allowed exchanges are listed in the
following paragraphs for each of the classes of relay control
actions supported by the HRMP. . HRMP exchanges are one of two
types:

a.

b>

Request-response. A control station” sends a request to a
Relay station and starts a timer. If a response is
received before the timer expires, the protocol completes
successfully. Otherwise, the Control station should abort
the exchange. Lack of a response indicates loss of
connectivity to the Relay station; thus, a retransmission
should not be initiated until sufficient time has elapsed
for connectivity to be restored (either improved
propagation or resumption of operations at the Relay
station) .

Notification. A Relay station sends an unsolicited
message to a Control station to announce an event
asynchronous ly. Such events include preemption of a
repeater in use by the Control station or loss of .
connectivity to a Distant station being monitored at the
request of the Control station.
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5.7.6.6.1 Routina aueries. A station seeking to find an
indirect path to a Distant station sends a query to prospective
relay(s) . A station receiving a query shall respond with a NAK
in any of the following cases:

a. It lacks the facilities to provide the services requested
(reason code = not equipped) .

b. It has facilities, but they are not available for a
request of the stated precedence (reason code = precedence
too low).

c. It has available facilities, but has no connectivity to
the requested Distant station- (reason code = no
connectivity) .

A station having available facilities that at least
approximate the requested service and having connectivity to the
requested Distant station, shall return a query response that
describes the type and quality of service it can provide. Note
that routing queries may be made for either message store and
forward service or repeater service.

5.7.6.6.2 Reneater control. Both analog and digital
repeaters may be remotely controlled through the use of the
Repeater control commands. .When a repeater is engaged using
HRMP, the Relay station shall assign a repeater number (analogous
to a virtual circuit number) for uambi~ous reference to the
circuit established.

a. A repeater request shall specify the type and quality of
senice desired (just as in a ~eq) . If the repeater can
be”engaged, the Relay station shall return a repeater
status response which contains the assigned repeater
number and type and quality of semice actually provided.
Otherwise, (see conditions in 5.7.6.6 .1) a NAK shall.be
returned.

NOTE : A repeater request specifying store and forward shall
elicit a N= with a reason code of ‘inappropriate”
because the store and forward function cannot be
seized.

b. A repeater status request sent by a Control station to
inquire about the operational status of a previously
engaged repeater shall carry the repeater number assigned
when it engaged that repeater. The Relay station shall
respond with a NAK if the specific repeater is not
currently assigned to the Control and Distant stations
specified in the message; otherwise, it shall respond with

.
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a repeater status message that describes the type, quality
.

of service, and current status of the specific repeater.

c. A Control station shall release an engaged repeater by
sending a release repeater message. The Relay station
shall send a NAK under the conditions described above for
repeater status requests; otherwise, the Relay station
shall terminate the link to the Distant station, disengage
the repeater, and return a repeater status message
containing a status code of “repeater not available.”

d. When a Relay station cannot sustain a previously engaged
repeater sezvice, it shall send a repeater lost message to
the affected Control and Distant stations. For each
intended recipient of the repeater lost message, the
address of that station shall be encoded as the Msg.Dest
using a source address record, and the third party to the
repeater service shall’be encoded as the Desired Dest
using a Destination address record. If the repeater
semice is terminated because of loss of connectivity, the
reason code shall be “no connectivity.” If the repeater
was preempted, the reason code shall be “precedence too
low .“

Loss of a link to one party to a repeater sewice shall not
result in a repeater lost message and termination of the repeater
senice until attempts to automatically “re-establish the link
have failed. During link re-establishment, the repeater status
shall be reported as code 2 in responses to repeater status
requests.

5.7.6.6.3 Connectivity monitoring. Connectivity monitoring
is a notification-based alternative to connectivity exchange
(5.7.4). A Monitor Connectivity message requests Ehat the named
Relay station monitor (or cease monitoring] its connectivity to
the named Distant station.’ Notification options include
broadcasting comectivity changes to all stations, or reporting “
changes to a named control station, or cease reporting changes in
its ability to reach that Distant station. If the Distant
Station field contains the network broadcast address (5.7.8), the
Relay station shall perform the indicated command for all
stations.

Notification of a change in connectivity shall be sent in a
connectivity change message. A comectivity change message may
be broadcast by addressing it to the network broadcast address
(5.7.8). The arguments defined for the monitor connectivity and
connectivity change messages support two levels of detail in this
service: notification only of loss and discovery of

.
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connectivity, or notification of transitions between direct and
indirect connectivity as well.

5.7.7 Station status protocol. The HF station status
protocol (HSSP) shall be used to notify network members of
changes in the operating mode of a station. HSSP messages shall
be formatted as shown on figure 45.

I Source Addr New Status Event Time Duration Checksum

FIGURE 45. Station status messaae format.

a. The Source Addr field shall contain the address of-the
station sending the message, encoded in an address record
(see 5.7.5.I) with a source flag.

b. The D bit shall be set to 1 if and only if the Duration
field is present.

c. The 7-bit New Status field shall report the new status of
the reporting station as of the dat= and time indicated in
the Event Time field, using the codes listed in table
XXXVI .

TABLE XXXVI. Station status codes.

Code New Status

o Normal operations
1 Assumed net control (from non-net “control stations)
2 Relinquishing net control (from net control station)
3 Radio silence
4 Reduced power
5 Alternate scan set 1
6 Alternate scan set 2
7 Alternate scan set 3

127 Out of service

d. The Event Time field (24 bits) shall contain the dat’eand
time that the new status will be effective for the station
in accordance with figure 46, except that an Event Time
field containing all 1’s indicates that the new status is
effective immediately after the message was sent. The
Event Time shall be encoded in Zulu time (i.e., universal

..

.
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time, coordinated (UTC)), with the year digit holding the
least-significant digit of the event year.

4 4 5 5 6
r

Year
(o - 9) Month Day Hour Minute

FIGURE 46. Event time encodinq.

e. The optional Duration field (24 bits) shall be encoded in
accordance with figure 46 to indicate the expected
duration of the status change.

f. ~ The 16-bit Checksum shall be computed in accordance with
5.7.9. “

NOTE : No length field is needed to determine the number of
bytes contained in an HSSP message because the only
variable-length field in the message is the Source
address record, which contains an internal length
field.

5.7.8 Network broadcast address. Where permitted by network
layer protocols, the broadcast .address ~@ ? @C (identical to.-
ALLCALL address) may be used to collectively refer to all
reachable stations.

5.7.9 Checksum computation. The 16-bit Checksum in network
layer messaqes shall be computed as the 16-bit 1’s complement of
the one’s c~mplement sum of-all relevant 16-bit words ‘(either all
words in the M header or all words in the message for HRMP or
HSSP) . If the checksum is to be computed over an odd number of
bytes, the final byte shall be padded on the right with a O-
filled byte. For purposes of computing the checksum, the
Checksum field itself shall be filled with O bits.

5.7.10 Data transmission order. The order of transmission of
the headers and data composing the messages described in this
section (i.e., connectivity exchange, ~, relay management, and
station status messages) is resolved to the octet or.character
level.

The bytes of these messages shall be transferred in the order
left-to-right then top-to-bottom, -justas English words are read.
In the case of multibyte fields, this means that the most
significant (i.e., left-most) byte is transferred first.

.
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CONEX messages consist of 7-bit “characters” while messages
from the other protocols consist of 8-bit bytes. . In all cases,
the bytes (or characters) of these messages shall be transferred
in the order left-to-right then top-to-bottom, just as English
words are read. In the case of multi-byte (multi-character)
fields, this means that the most-significant (i.e., left-most
byte (character) is transferred first.

NOTE 1: The order of bit transmission within these units is
determined by the data link protocol used and is
transparent to network layer protocols. For
example, ALE conveys data most significant bit
first, while the Data Link Protocol (described in
TR No. ASQB 94142) and most computer serial ports
convey data least significant bit first. Although
this Data Link Protocol orders multibyte values
within its own header least significant byte first,
network layer messages are conveyed to data link
protocols as individual bytes (i.e., multibyte
fields appear only as a sequence of bytes to the
data link protocol), and are carried on the data
link in the order determined by the network layer
entity.

NOTE 2: The HF Data Link Protocol is defined in U.S. Army
Information Systems Engineering Command (USAISEC)
Technical Report TR No. ASQB 94142. This technical
report is included as appendix A to this standard.

5.8 Network manacrement. Programs that provide network
management functionality are not standardized. Interoperation
among such network management systems, however, requires the
standardization of protocols for examining and changing the state
of network elements, and of the abstract data objects (management
information) manipulated using the HNMP protocol. The protocol
requirements are identified in 5.8.2, and the management
information requirements are defined in 5.8.3.

5.8.1 Terminoloqv Managed network elements (e.g., radios,
~ controllers, data-modems, and networking controllers) are
monitored and controlled by embedded network management agents
(processes) which have access to the operating data of the
elements and can initiate actions in those elements. Network
management stations communicate with the agents to request the
values of operating data, and to request that operating data be
changed. Actions in management elements are produced as side
effects when operating
the antenna Mode value
to rotate (see MIB, in
mode) .

data are changed. For-example, changing
for a rotatable antema causes the antenna
appendix B, for the definition of antema
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5.8.2 Management
..

Protocol. SNMPV2 , in accordance with (IAW)
RFC 1441 through 1452 shall be employed for HF network
management, with the following additional requirements (see
paragraph 4.8.3).

a. An agent receiving a SetReguest that selects a non-
existent row in a table shall automatically create the
requested row subject to resource availability, setting
column objects in the new row to their default values
unless other valid values are specified in the SetRequest
message. However, if any value in the SetRequest message
specifies an invalid value for any column object in the
new row, the new row shall not be created, and a
GetResponse message shall be returned indicating the
erroneous variable binding.

b. Table rows invalidated by a SetRequest shall not be”
reported in responses to GetNextRequests (i.e., from the
point of view of management stations, invalidated rows are
deleted from the table).

c. Object identifiers for objects defined in the ~
Management Information Base (MIB) may be encoded for
transmission within HZ?networks onZy using the truncated
encoding scheme of 5.8.3.2. Gateways that connect HF
networks to non-HF networks, however, shall ensure that
object identifier encodings in messages entering non-HF
networks use the full encoding of ISO/International
Electrotechnical Commission (IEC) 8825; SNMP messages
entering ~ networks may be translated to use truncated
encodings.

d. Retransmission timeouts in network management programs
shall be adjusted to allow time for link establishment,
and for the transmission of requests and responses over
modems that may be able to achieve throughputs of 100 bps
or less.

5.8.2.1 Inside local HP station. The relationship of the
network management protocol to the other protocols in use within
an HF station is shown in figure 47. HNMP requires only a
connectionless datagram transport service (e.g., the UDP) .
Consequently, figure 47 shows HNMP using UDP for a Transport-
layer protocol, 1P for an Internet-layer protocol, and the HF AME
protocol (5.7.5) as the Network-layer protocol. 1P datagrams
sent through the ~ ~ protocol shall use port number 5 in the
network message header (~ header) . Figure 47 also shows
integration of IEEE 802 protocols as an illustration of the use
of HNMP over an Ethernet local area network. Other network
protocols may be integrated similarly.

.
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5.8.2.2 Outside local HF station. When interoperation with
management stations outside the local HF sub-network is not
required, UDP and 1P may be eliminated to reduce the overhead of
network management messages. In this case, messages shall be
directed to AME port number 6, which is a direct comection to
HNMP .

L

Transport UDP

Internet 1P

Network

Data Link DLP IEEE.802.2
App A . .

Physical ALE Modem MIL-STD-188-11OA IEEE 802.3
Modem (csMA/cD)

MIL-STD-188-141A RadiO

FIGURE 47. Interrelationship of Drotocols .

5.8.3 Management information. SNMP functions by reading and
writing data structures defined. for each item of controlled
equipment. These data structures are defined using an abstract
syntax so that the details of how the data are stored by
individual network components are.hidden. For example,
aleScanRate (the rate at which an “ALE controller scans channels
as defined in the HF MIB) is simply defined to be an integer,
with no indication of byte order, or even the number of bytes
used to represent it on any particular ALE controller.

.

a. Furthermore, some ALE controllers may store channel dwell
time instead of scan rate, in which case a conversion from
dwell time to or from scan rate is made whenever
aleScanRate is read or written. This illustrates the fact
that the objects manipulated by a network management
station need not correspond directly to the internal data
structures of managed elements. A principal function of
agents in managed elements is the translation between the
abstract objects used in the management protocol and the
actual data structures used in equipment.

b. The objects that may be read and written using HNMP are
defined in modules using Abstract Syntax Notation One
(iU3N.1), ISO/IEC 8824. RFC-1450 defines the objects
commonly used to manage TCP/IP internets. The standard
objects for HF network management are identified~in the HF
MIB, paragraph 5-8.3.1. Objects specific to each
manufacturer’s equipment are specified in a MIB provided
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by that manufacturer. A management station integrates MIB
modules from the elements it manages, resulting in access
to a wide-ranging and dynamic set of management data. The
structure of MIBs is defined in RFC-1442.

c. when data is exchanged over the air (or some other
medium) , all parties involved in the exchange shall use
the same encodings for the data. The HNMP encoding rules
are specified in 5.8.3.2.

5.8.3.1 HP MIB.
Information S~stems
Report ASQB 94089.
B to this standard.

The HF MIB is defined in U.S. Army
Engineering Command (USAISEC) Technical
This technical report is included as appendix
This MIB module contains groups of objects

for radios (and related RF equipment), ALE controllers, linking
protection, HF data modems (and associated data li~
controllers) , and networking controllers. HF equipment complying
with this paragraph shall implement the corresponding group of
objects from the HF MIB, although access to these objects may be
provided by proprietary protocols rather than HNMP (rewiring
proxy management, paragraph 5.8.4). As a DO, new equipment
should support HNMP directly. .

5.8.3.2 Encodin~ rules. Object names and values sent in HNMP
messages shall be encoded IAW the Basic Encoding Rules for ASN.1,
found in ISO/IEC 8825, with.an optional truncated encoding for
oB~cT IDENTIFIERS of objects from the HF MIB, as specified in
the following text. Such truncated encodings shall not be used
in messages outside HF networks.

. ..
a. The object names used in variable bindings in HNMP

messages are OBJECT IDENTIFIERs, which authoritatively
identify each object named by specifying the location of
its definition in a tree of standar@. For objects
defined in the HP MIB, the OBJECT IDENTIFIER may employ a
truncated path that begins in the HP MIB, using the wiqye
code 123 (decimal) to indicate that the path to the
definition begins in the HF MIB. For example, the ALE
self address table may be identified as 123.2.16.

b. For an object defined for general use (i.e., not HF-
specified), HNMP messages shall carry the normal OBJECT
IDENTIFIER’ for the object. For example, the sysDescr

.object shall be identified as 1.3.6.1.2.1.1.1 (which
traces the following path: iso(l) erg(3) clod(6)
internet(l) mgmt(2) mib-2 (1) SYS(l) sysDescr(l)).,.
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5.8.4 Proxv management. When elements do not implement
HNMP, they may still be managed by using proxy agents that
translate the standard HNMP messages into proprietary messages
understood by the non-HNMP (“foreign”) elements.

NOTE : As HNMP management of HF radio networks is phased in,
few network elements will initially implement HNMP.
Proxy agents will be needed to extend the management
capability to current-generation equipment. “As a
general rule, the proxy agent for any foreign network
element should reside in the lowest-level controller
(see figure 47) that has a control path to that
element.

a. In operation, HNMP traffic that is directed to a foreign
element will be delivered to the proxy agent. The proxy
agent shall translate the request into an appropriate
message for the target element, in terms of the native
control protocol for that element, and pass the translated
message to the foreign element over any available control
circuit. Responses received from the foreign agent shall
be translated”into HNMP messages and passed to the
requesting management station.

b. For efficiency purposes, proxy agents may cache frequently
requested variables from foreign elements so that some
traffic on the control paths within a station is
eliminated.

NOTE : Variable caching necessitates messages from the
foreign element to the caching proxy agent to either
update or invalidate cached copies when cached
variables are changed by other than the proxy agent
(e.g., from an element front paqel).

5.8.5 Access control. Access to the management information
of network elements is controlled in HNl@ at two levels.

a. The first level is an administrative model that restricts
the objects at each element that are accessible to other
parties and the operations that may be performed by those
parties.

b. The second level of access control is authentication of
messages, that is, determination that a message actually
comes from the party named in the message.
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5.8.5.1 Administrative model. HNMP agents and management
applications shall employ the administrative model of RFC-1445.
Object identifiers for parties and contexts shall be assigned by
network administrators, who shall in turn obtain space in the
tree of object identifiers from the preparing activity of this
standard. Transport domain identifiers specific to HF networks
are defined in the HF MIB (appendix B) .

5.8.5.2 Authentication. The following three authentication
schemes should cover the range of requirements for HF networks.
Management stations shall employ only the trivial authentication
protocol in HNMP messages, unless the addressed party is known to
support a more secure authentication protocol. All HNMP agents
must therefore support the trivial authentication protocol,
although the access permitted trivially-authenticated parties to
management information may be restricted:

NOTE : Since HNMP uses a broadcast medium, it is susceptible
to injection of false messages by hostile ‘forces. HP
networks should strive for the highest possible level
of authentication necessary for the mission to
minimize this risk.

5.8.5.2.1 Trivial authentication. When trivial
authentication is employed, an agent receiving an HNMP message
shall compare the Transport.-layer address of the originator of
the message to a list of authentic Transport-layer addresses for
the party sending the message. If a match is found, the agent
shall assume the message is authentic. When Transport-layer
addresses are not used, agents may either use lower-layer
addresses for authentication, or simply assume that all messages
are authentic, as determined by network management policy for
each network.

5.8.5.2.2 Personal identification number (PIN)
authentication. ~ intermediate level of security may .be
achieved through the use of PIN authentication. When PIN
authentication is employed, network management programs shall
prompt the station operator to enter a PIN, and shall insert this
PIN as the authInfo in every SnmpAuthMsg that carries a request
protocol data unit (PDU). Agents receiving these requests shall
compare this PIN to a list of authentic PINs for the named party
as in 5.8.5.2.1 above.

Response and trap messages from agents shall carry the serial
number of the responding device in place of a PIN. These serial
numbers should be verified using a local table before assuming
that a response or trap message is authentic.

114

1

Downloaded from http://www.everyspec.com



MIL-STD-187-721C

NOTE : This scheme can be easily spoofed by duplicating PINs
and serial numbers intercepted from prior traffic.
Because SetRequests may be more important to
authenticate than responses and traps, the lists of
valid PINs should be varied with time to heighten
protection against bogus request messages.

5.8.5.2.3 Cm to~ranhic authentication. A secure
authentication scheme for SNMP is specified in RFC-1446, section
3. This digest authentication protocol includes a digest of each
authenticated message at the beginning of the message (authInfo
in the SnmpAuthMsg) . This digest is computed from the message
contents and a secret initialization vector in such a way that it
is considered computationally infeasible to ‘spoof” the
authentication system. A time-of-day mechanism is included as
well to limit the effects of replay attacks.

When cryptographic authentication of mP traffic is required,
the digest authentication protocol of RFC-1446 shall be employed,
using the MD-5 Message Digest Algorithm of RFC-1321.
Initialization vector distribution is beyond the scope of this
standard.

5.8.6 Trans. HNMP messages containing traps are sent by
managed elements to management applications to announce
exceptional events, such as ,equipment failures or degradation of
operating parameters beyond programmed thresholds. Trap messages
may be used to reduce the required rate of polling for most such
events.

5.9 Multi-media operation. HFkCs (level 2 or above) shall be
capable of automatically routing voice and data traffic via any
available data link(s) .

a. Level 2 HFNCS (with static routing t&bles) must be
programmed to use specific media for each destination
node. This may be accomplished by any combination of
manual or remote programming (e.g., using HNMP) .

b. Level 3 and above HFNCS shall automatically evaluate links
of any medium for adaptive routing using the Path Quality
formulas (paragraphs 5.7.1 and 5.7.4.2).

NOTE : The CONEX messages that carry the data necessary for
path quality calculations will be less costly in terms
of overhead on high-band-width alternate media than on
HF links. In many applications, connectivity
exchanges should be restricted to such high-bandwidth
links, with query and notification-based protocols
employed generally to discover and adapt to changing
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employed generally to discover and adapt to changing
network topology and connectivity (see 5.7.6.6.1
Routing Queries, 5.7.6.6.3 Connectivity Monitoring,
and 5.7.7 Station Status Protocol) .

c. Level 4 HFNCS shall implement the 1P and the Internet
Control Message Protocol (ICMP), and shall be capale of
routing traffic via any available subnet.

5.10 HFNC interface to local euui~ment (station data bus) .
The protocols specified in this section provides an optional
interoperable mechanism to support the functionality specified in
4.7.1 through 4.7.3 for interconnecting an HFNC to one or more
external link controllers (see figure 48), as well as to other
external equipment.

NOTE : Use of this optional communication interface is
dependent on the system configuration and performance
requirements. This interface will not normally be
used between devices interconnected by a high-speed
“backplane” bus.

The specific functions specified in 4.7.1 and 4.7.2 should be
implemented using HNMP and the following objects from the HF MIB:

a. Link control should use the aleComectionZ’able for
management of ALE links; and hfdlpLinkState and
hfdlpOthezAddress for management of HF data link protocol
(HFDLP) links.

b. Link quality reporting should use the aleLqaZ@trix for
link quality data.

Access to these MIB objects in local e~ipment will employ
HNMP messages sent directly to those devices using the station
data link protocol specified in 5.10.2. These messages will not
use the network-layer header, AME header, and optional 1P and UDp
headers that are needed for sending messages through the network.
That is, these are not “network messages. n

Network messages (messages sent to other stations) should use
the station network message format specified in 5.10.1. Network
messages in this format are carried over the station.data bus
(5.10.3) within the data link frames of the Station Data Link
Protocol (see 5.10.2 and figure 50).
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ALE
Controller

i

Oata

HFNC tbdem
ControlIer

Data
— t+dem

Convol Ier

FIGURE 48. Station data bus.

s.10.1 Station network messa~e format. The standard ‘format
for network messages passing between HFNCS and link controllers
is shown in figure 49. The first octet contains a count of the
number of address octets in the link layer address of the distant
station (destination of a message from HFNC to link controller,
or source of a message from link controller to HFNC) . This is
followed by the indicated number of address octets, which is in
turn followed by the network layer.header and the remainder of
the body of the.network message.

Addr Length Link Layer Address Network”Layer Message “. .‘.
Header

I 1

FIGURE 49. Station network messaae format.

When a link controller receives a network message that
specifies a destination to which it is not currently linked, a
request to establish that link should be inferred.

5.10.2 Station data link Protocol. The point-to-point ‘protocol
(PPP) HDLC-like framing in accordance with RFC-1662 is
recommended for use as a station data link protocol (SDLP) to
carry traffic among devices in a station. In this scheme, HNMP

.
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and network
are in turn
figure 50).

I

messages are encapsulated within PPP packets, which
carried in the Information field in HDLC frames (see

1
1 i I

HNMP or Network Msg Message I
PPP Protocol :

#
I
I

HDLC
1
Flag Addr Ctrl

I
CRC (32 Flag;
Bits):

FIGURE 50. SDLP frame structure.

Some modifications to this scheme are necessary for SDLP, as
detailed below. Padding at the end of the PPP packet is neither
necessary nor desirable, and shall not be inserted.

NOTE : Padding can complicate the task of the receiving
device.

5.10.2.1 HDLC mode for SDLP. Links established by the HFNC
shall operate in HDLC Normal Response Mode (NRM) in accordance
with ISO/IEC 3309:1991, in which the HFNC acts as the ‘primary”

device and polls the other “secondary” devices. The full range
of HDLC frame types is used for SDLP, rather than solely
Unnumbered Information frames as specified in RFC-1662.

Octet stuffing in accordance with RFC-1662 shall be used for
transparency. This eliminates the need for bit stuffing
(commonly required in other implementations of HDLC).

NOTE : The underlying physical layer will normally be
asynchronous (rather than octet or bit-synchronous) .

5.10.2.2 Bus arbitration. Devices within the station shall
be assigned one-octet HDLC addresses (the lsb must be 1), with
address 1 reserved for the HFNC. The address field in the HDLC
frames shall always contain the address of the secondary device
(not the HFNC).

PPP links within a station shall be established only by the
HFNC; other devices shall transmit frames on the station data bus
only in response to “poll” frames from the HFNC (i.e., frames
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poll/final (P/F) bit in the HDLC Control

I

5.10.2.3” PPP numbers. HNMP messages directed to local
devices shall be sent using the network control PPP number
assigned for HF (see Assigned Numbers RFC) . Note that HNMP
messages directed to remote devices will be embedded within
network messages, following W and possibly other headers.

1
Network messages shall use the network-laver PPP number

assigned for HF AME.

5.10.2.4 PPP conficzuration oPtions. The following options
(at least) should be configured during SDLP link establishment:

a. C!yclic Redundancy Check (CRC). Default is 16-bit CRC-
SDLP implementations should negotiate use of 32-bit CRC
accordance with RFC-1570.

b. Maximum Received Unit (MRU). Default is 1500 octets.

in

SDLP implementations should negotiate an MRU appropriate
to the station error environment.

5.10.2.5 SDLP link establishment. The following sequence of
frames shall be sent on the station data bus to establish a link
from the HFNC to a link controller.

a.

b.

c.

d.

e.

The HFNC selects a link controller by sending a Set Normal
response mode (s=) HDLC frame addressed to that link
controller with the P/F bit set to 1.

The link controller responds with an unnumbered
acknowledge (UA) HDLC frame with the P/F bit set to 1.

The HFNC attempts to open a PPP coxuiection by sending an
Information HDLC frame that contains a link control
protocol (LCP) Configure-Request packet. This packet will
specify the PPP configuration options (if anY) that the
HFNC wishes to change from their default values.

The link controller responds with an Information HDLC
frame that carries its response to the Configure-Request
(often a Configure-Ack). The HDLC frame from the HFNC is
acknowledged in the HDLC header of the response.

Additional PPP LCP packets may be exchanged to continue to
negotiate, or to authenticate the link establishment.
(The details of HDLC Normal Response Mode are implied and
not repeated here.)

.
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The SDLP link is established when LCP Configure-Ack packets
have been sent and received. Thereafter, HDLC Information frames
are used to carry PPP packets carrying HNMP and network messages
as described in s.10.3.

NOTE : Because the HFNC must poll a link controller before
the link controller may transmit, links may remain in
existence between uses, and this link establishment
procedure need not be executed before each message is
transferred.

5.10.3 Station Phvsical laver. The physical layer protocol
of the station data bus employs full duplex asynchronous
transmission of 8-bit characters (octets) with no paritY and one
stop bit. The least significant bit of each octet shall be sent
first. lLlldevices should support a data rate of 9600 bps; other
data rates are optional (DO: automatically send and adapt to the
data rate in use) .

The electrical interface shall be RS-485. The only circuits
required are Transmitted Data (balanced) , Received Data
(balanced), Signal Ground, and Protective Ground. The HFNC shall
drive the Transmitted Data circuit, and the other devices shall
drive the Received Data circuit.

5.10.4 Examples. Figure 51 shows an example application of
the station data bus concept in a large, unmanned (“lights out”)
communication station. Because of electrical loading, more than
a single station data bus would be required to connect the
Message Switch/Node Controller to”.allof the assets shown.

Figure 52 shows a conceptual “pop-up menu” oriented user
interface for remotely controlling such a station. For each
‘level” of equipment, the operator selects,devices by choosing
from a menu of available devices of each type (e.g., c~to,
modems,’ and radios) , and links them together by clicking a mouse
button between the rectangles shown. Each connection displayed
is numbered with the index of the corresponding entry in the
connection table for the site (see appendix B of HF MIB) .
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Security Modem Circuit PA Antenna

Level 1 ------ --- RLP HI
I

33I .

w #2
. _. 31

Trunk #2
I

Level 2 KG84C #l Omni #4
I

47
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FIGURE 52. Menu-driven remote tech control .
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6. NOTES

(This section contains information of a general or explanatory
nature that-may be helpful, but is not mandatory.)

6.1 Intended use.

6.1.1 General.

a. The purpose of this document is to provide the technical
parameters for the functions and features of advanced
adaptive HF radio and to provide logical and cohesive
guidelines for both industry and the Government.

b. There is no requirement for linking protection to be a
part of a user’s acquisition unless the user has an
identified need. Optional levels of linking protection
are identified and detailed.’ “These options, AL-1 arid
AL-2, provide an inexpensive, least protected mode and a
more sophisticated protection mode. The users should
establish their application level based on minimum
essential requirements.

c. The user may not have a requirement for some of the
features and functions included in this document. The
user should establish the requirement for each function.
or feature called out in an acquisition based on minimum
essential requirements.

6.1.2 Functions carrv inq hiuh.overhead costs. Several of the
functions specified in this standard are intended for use only in
specific circumstances, and could cause severe congestion if used
in most networks. Procuring activities should identify a clear
requirement for the following functions before acquisition.

6.1.2.1 Pollinu and connectivity exchanqe. Polling should be
used sparingly, because its overhead burden grows as the square
of the number of stations in the network. Simulations have shown
that polling and CONEX will seriously degrade network
availability for networks of more than about 10 stations. This
is because (1) charnel usage for polling and CONEX functions and
(2) through the suspension of station scanning while using these
protocols.

6.1.2.2 LOA renortinq. LQA reports can provide valuable link
quality information in cases of non-reciprocal propagation.
These reports are useful only if they carry recently measured
data. Except for very small networks with very small volumes of
user traffic, the overhead transmissions required to supply this
data may be excessive. LQA reporting should be used primarily

.
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for optimizing point-to-point links that must support traffic in
both directions, and for cases of a single station that has a
much higher noise floor than other network members.

6.1.2.3 ALC)A. Full benefit of the ALQA techniques can be
obtained only by more extensive data collection than is required
for the standard LQA technique. For example, a station receiving
a sound could continue to measure the sound until it ends, rather
than departing after two good words are received. This action
lowers the effective scanning rate, requiring longer call times.
A 10-station, 10-channel network would need to double the call
duration to maintain its linking probabilities.

Because ALQA data is measured using the ALE modem, ALQA
channel evaluations may not correlate well with the performance
of other modems on the channels. Thus, ALQA should only be used
when all of the following conditions are met:

a. Channel quality must be determined with greater
precision than is available with standard LQA.

b. Traffic volume is sufficiently light that the overhead
required for data measurement is tolerable.

c. Only the ALE modem will be used for data traffic.

In most networks carrying substantial data traffic volumes, an
HF data modem will be employed. The adaptivity inherent in data
link protocols for such modems may make ALQA redundant for these
1inks.

6.1.3 Interaction matrix. The complexity of the adaptive
features and functions may be confusing to the user of this
standard. Certain parts of the technical features are dependent
on other features defined within this stahdard and MIL-STD-188-
141. This dependency is not always apparent to the user or the
acquisition
interaction

a&ivityl The following ~~trix provides the
dependencies known, as of the publication date.
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InteractionMatrix: GeneralFeatures
“.

Feature

1. Automated
Network
Management

2. Remote
Control of
Station
Equipment

3. Remote Data
Fill

Paragraph

4.8.5.8

Requires Notes

HNMP [28] and RF
MIB [29]

.
HNMP [28} and HF
MIB [29]

“Feature supported, but
no paragraph with this
title.

.
HNMP [28] and HF
MIB [29]

‘Feature supported, but
no paragraph with this
title.

4. Any-media
Networking

4.9.s.9 1P [14], AME [24]
(Foruse of HF),
HRMP [26] and
HSSP [27] (for
topology
monitoring)
Robust networking
using all
available media
CONEX [19] is
also useful.

Robust networking
using all available
media; CONEX [191 is
also useful.

.

.

5. Fully-
automated
Message
Handling “

Message Store and
Fo&ard [22],
Route Selection
[20]

●Level 2 HFNC [161
provides the features
for fully-automated
(but not adaptive)
messaae handlina.

6. Adaptive
Routing

Routing Queries
[7]

‘Path Quality Matrix
[181 and CON= [191
provideincreased
functionality,with
increasedoverhead.

7. Routing “
Queries

8. Connectivity
Monitoring

9. Repeater
Control

10. Full-duplenc
Independent
Operation

11. Internet
Sewices

S.7.6.6.1 HRMP [26]

RRMP [26] HSSP [27] recommended
also.

5.7.6.6.3

5.7.6.6.2 HRMP [26]

5.6.3 Frequency Select
Command [3S]

.
TCP [12)
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InteractionMatrix: GeneralFeatures- continued.

“.

RetiresFeature Paragraph
.

Notes

1P [14] ‘Defined in RFC-793.12. TCP
.

1P [14]

AME [24] (For use
of HF, HFNC [161

ALE Controller
(ForLink
Establishment)

%efined in RFC-76813. UDP
.

14. 1P ~efined in RFC-791
(ICMP in RFC-792) ~

15. Indirect
Calling

Level 2 (or higher)
HFNC [16] recommended
for selecting
alternate station.

4.6.1,
5.7.2

SDLP [31] recommended
for link controller
interface.

16. HFNC 4.6.2 (SeeTable II for
levelsof
functional
capability~

Requiresat least
one link
controller,
includingALE,
HFJ3LP[32],or
othermedia.

MIL-STD-188-11OA modem
and @DLP [32]
recommended for
message transfer over
m? links (versus ALH
modem with DTM [491 or
DBM [48].

17. Routing Table HJ?NC [16]4.6.2.1.1
5.7.1.2

18. Path Quality
Matrix

HFNC [16] CONHX [191may be used
to dynamically update
Dath Uualities.

4.6.2.1.1
5.7.1.1

19. CONEX NetwoEk Layer
Header [21]

Normally uses Path
Quality Matrix [181;
may instead use only
link controller data.

5.7.4

20. Route
Selection

21. Network Layer
Header

22. Message.store
and Forward

23. Null Store
and Forward

24. AME

Routing Table .
[171

HFNC [16]

4.6.2.2,
5.7.1

5.7.3

4.6.2.3,
5.7.5.2

5.7.5.3

AMB [24]

AMB [24]

4.6.2.4 AME Protocol
[251, and either
Message Store and
Forward [22] or
Null Store and
Forward [23]

Automatic Message
Exchange.
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Interaction Matrix: General Features -continued.

Feature Paragraph Requires Notes

25. AME Protocol 5.7.5.1 Network Layer
and Header [21]
5.7.5.4

26. HRMP S.7.6 Network Layer
Header [21]

27. ESSP 5.7.7 Network Layer
Header [21]

28. HNMP 5.8.2, AME [24] for HP MIL-sTD-188-llOA modem
Appendix Links; UDP [13] and HFDLP [32] should
A and 1P [14] when be used over HF links

using Internet; (rather than ALB modem
UDP+IP+AMB when with DTM [49] or”DBM
internetworking [48]).
via HF.

,
29. HP MIB 5.8.3,

Appendix
B

30. Interface to 4.7 SDLP [31] recommended
“Link protocol for interface
Controllers to link controllers.

31. SDLP 5.10 Station Data Link
Protocol.

32. HFDLP Appendix MrL-sTD-188-lloA HP Data Link Protocol
A serial-tone will work over other

modem... modems, but is
optimized for the 11OA
serial-tone modem.

33. Linking 4.2., Time Exchange
Protection 5.1 Protocol [34] ,
(LP) (for

synchronization) .

34. Time Exchange 5.2 Time service protocol
Protocol is usually sufficient

for LP.

35. Frequency S.6.3 ALE Controller,
Select Frequency
Command Designators [36]

36. Frequency 5.3a ALE Controller
Designators

37. Channel 5.3b ALE Controller
Designators

127
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InteractionMatrix: General Features - continued.

“.

Feature Paragraph

5.4.1

Requires Notes

At lease one
source of data:
Basic LQA [s1],
Polling [41], LQA
Reporting [45],
or AL(2A [47].

ALE Controller

LQA Matrix is required
in MIL-STD-188-141A
ALB controllers.

38. LQA Matrix

39. Passive LQA

40. Sounding

41. Polling

4.4.1

S.4.2

4.4.2

ALB Controller

At least one
Polling Protocol
from [24-26]

42. Individual
Poll

ALB Controller5.4.3.1

43. Multi-
station,
Single-
channel
Pollina

5.4.3.2 ALE Controller
that supports
Star Net Calls
[S3] or Star
Groun Calls [521

ALE Controller Frequency Designators
[36] or Channel
Designators [37]
required to select
channels outside

44. Two-station
Mu3.ti-channel
Polling

5.4.3.3

current scan list.

4s . LQA Reporting LQA Report
Protocol [46]

4.4.3

46. LQA Report
Protocol

5.4.4 MIL-STD-188-141.A
ALE Controller
with LQA Matrix ,
[38], and either
DTM [491 or DBM
[48].

Prequency Designators
[36] or Channel
Designators [37]
required to report
channels outside
current scan list.

47. ALQA 4.5,
5.5

-80.5

ALE Controller Advanced LQA

48. DBM ALE Controller Data Block Message
Greater throughput
than DTM [49], but
less than MIL-STD-188-
IIOA.

“80.449. DTM ALB Controller Data Text Messaqe.

50. AMD ‘80.3 Automatic Message
Display.

ALB Controller

.
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“.

Interaction Matrix: General Features - continued.

Feature Paragraph Require8 Notes

51. LQA -60.6, ALE Controller Link Quality Analysis.
80.2

52. Star Group ‘70.6.3 ALE Controller
Cal1s

53. Star Net ‘70.6.2 ALE Controller
Calls

54. Individual -70.4 ALE Controller
Calls

55. Allcalls ‘60.5.4.3 Individual Calls
[541

56. Anycalls ‘60.5.4.4 Individual Calls
[541

57. Wildcard ‘60.5.4.5 Individual Calls
Addressing [54]

58. sounding I -70.5 ALE Controller I

I - Note: these paragraphs refer to MIL-STD-1B8-14JJL, appendix A. I
6.2 Tailorinq. This document cannot be tailored further than

the proper selection made from the intended use paragraph above.

6.3 Subiect term (kev word) listinq.

Adaptive H3?radio ‘i
ALE
ALQA
Application level
Articulation Index
Automatic link establishment
Channel quality measure
Connectivity exchanges
Epoch
Error-free interval
HI?interface
Forward error correction
HFNc
HFNP
Histogram
Link performance measure
Linking protection
Link quality functions
LQA
Multi-media

.
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Networking controller 
Networking functions 
Polling protocols 
Protection interval 
SINAD 
SNMP 
Spectral distortion 
Time protocols 
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HI?DATA LINK PROTOCOL

I 1. INTRODUCTION

This report describes the chamctm“sties, interoperability requirements, and performance
requirements of the high frequency (IIF) data link protocol @l?DLP). The HFDLP supports
a data link layer protocol as defined by the International Organization for Stan&dization
(ISO) network reference model. This protocol, when used in conjunction with an appropriate
modem, provides a method for transmitting error-ili-ee&ta over an HF radio circuit.

2. DEFINITIONS

2.1 Terms. When used in this report, the following terms have the meanings inditited.

Byte A field or number composed of eight bits; synonymous
with the term ocw used in other standards.

I
I Control -e A frame carrying control information between HFIXP

. terminals.

Data tie Afiamecarrying userdata

Data series A sequence of data frames sent contiguously in a single “
. transmission. The data frames in a data series may carry

discontinuous portions of a message. ,

Frame

Herald

Receive terminal

Transmit terminal

An indivisible unit conveyed over a data link, which
carries either amtrol information or user data in a .
standardized format. ‘

A control fkame that announces the intention of sending .
subsequent data ties.

The termid which receives data Iiames and semds
herald and data acknowledgments. When the link is
reversed, this lxzomes the transmit terminal.

The terminal sending heralds and data ties. When the
link is reversed, this becomes the receive terminal.

.

1
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2.2 Acronvms and abbreviations. The following acronyms and abbreviations are used in
this report.

ACK

ARQ

ASCII

bps

CRc

DLP “

HI?

HFDLP

ID

I/o

Iso

NAK

0S1

P/o

RF

s

.,

acknowledgment

automatic Iink establishment

automatic repeat request

American Standard Code for Information Interchange

bits per second

cyclic qdundancy check

data link protocol

high frequency

HF data link protocol

identification

interexchange carrier

inputioutput

International Orgmization for Standardization

negative acknowledgment

open systems intercomection

part of

radio fiequexlcy

second “

synchronization

2
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3. OVERVIEW

3.1 Modes. The data link protocol (DLP) defined in this report pr&ides three modes of
operation. These modes provide a variety of data transfer methods intended to meet the
requirements of most data transfer applications over the HI?channel. The modes within this
DLP are designed to provide a wide range of performance with varying degrees of
implementation complexity. The primary mode of operation is the automatic repeat request
(ARQ) mode, which provides for exror-free point-tqoint data transfer. The two secondary
modes of operation are the Broadcast mode and the ARQ circuit mode. The Broadcast mode
allows unidirectional data transfw to.multiple (as well as to single) receivers. The ARQ
circuit mode allows a link to be established and maintained in the abymce of traffic.

3.2 Imr)lementation. The protocol modes defined in this report are nonmandatory. ”
However, all @minals (message procasors) that provide the HFDLP shall, as a minimum,
fidIy implement the A12Qmode and the Broadcast mode. The ARQ circuit mode is optional
inalltermhls.

3.3 Functionality.

3.3.1 Own svstems interconnection (OSIl comwtibility~ The HFDLP provides the
fimctionality required to support a data link service as defined in ISO/Interexchange Carrier
(IX) 8886.3. The HFDLP defined in this report does not provide this service directly.

3.3.2 ~hvsical circuit. Implementations of the HFDLP shall operate over both simplex and
duplex physical circuits. The HFDLP was develo@ for the serial-tone modem specified in
MIL-STD-188-I 10Aand proposed FED-STD-1052, but is usable over other physical ci.r&its
as well.

3.3.3 Priority. Implemiintationsof the HFDLP shail transfti higher priority messages
before lower priority messages. “

3.3.4 -m~tion. The HFDLP provides mechanisms for preemption (ii either the forward
or reverse direction) of a lower priority message to transfw a higher-priority message
(mandatory), and the resumption of the transfff of the lower-priority message after the
complete transf~ of the higher-priority message (optional). The protocol provides a means
for the receiving terminal t6 specify the resumption point within the preempted mtssage, or
to request complete retmmsmissionif the preemption resulted in the disposal of the preempted
message.

3.3.5 Flow control. The HFDLP provides a method for the receive terminal to control the
rate at which the sending terminal sends the messages. Implementations of the HFDLP shall

3
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respond to flow control requests as spedied in 4.1.2.3.2.2. Generation of flow control
requests is optional.

3.3.6 Channel ootI‘mization. The HFD12 provides a means for optimizing the performan=
of the protocol under varying channel conditions, through manipulation of transmission
e- such as data rate, frame size, number of &ta frames in each transmission
(series), and the size of the modem intexleaver. -

3.3.7 gr der of transmission. Data and control fields shall be tninsmitted least-signWzmt blt
first in zd.1cases. Control fields that contain multi-byte data, such as addresses, shall be
transmitted least-significant byte f5rst. User data by@xshall be sent in the order receivd
from the user (or higher-layer protocol).

. .

“.

,.

4
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4. DETAILED REQWRWENTS

4.1 Protocol fmnes. The HFDLP shall be implemented through an exchange of protocol
fiarnes, from one message processor to another messageprocessor, over a physical channel.
The protocol frames shall include a method for detecting uncorrected bit errors induced by
the physical channel.

4.1.1 General frame format. The HF’DLPframe format shall be as shown in Figure 1.

+ J

sync Frame
M&match ~ Frame Headers and Data CRc

Bit .. *

Figure 1. Basic protocol frame format

4.1.1.1 Frame synchronization (svncl oattem. Each new transmission over the physical
channel shall begin with a three-byte (24-bit) Ihme synchmhization pattern to identify the
following trai%cas HFIXP processed traffic. The frame sync sequence in hexadecimal
format shall be ‘5C.5C5C.” The sync pattern shall be transmitted such that the first eight bits
in order of transmission are “00111010.”

If a transmission conks more than one fl@e, a two-byte sync sequence shall be inserted
between each pair of adjacent fkanms. This pattern shall be .“5C5C.”

4.1.1.2 Svnc mismatch bit. The first bit following the last synchronization byte shall be set
to a logic 1 to signi~ the end of the synchronizationpattern and the start of the protocol
tie.

4.1.L3 J%ametwe bj$ The second bit of each fmme shall be the fi-arnetype indicator bit.
This bitshaIl beset tologic Otoindica!ethat thecurrent fkuneis adatafizuneorsetto
logic 1 to indicate that the current tie is a.control frame.

4.1.1.4 J%ameheaders and datq The Frame Headers and Data field shall immediately
follow the Frame Type bit and s&ll contain either controi hme headers or data frame
headers and data. The length of the Frame Headers and Data field for control ties is
either fixed at 486 tilts or variable depending upon the number of header fields contained
within the control -e (see Control Mode, 4.1.2. 1.2). The length of the Frame Headers
and Data field for data frames (number of data bytes per data frame) shall be as specified in
the herald announcing the data series.

.
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4.1.1.5 ~clic redundancv check (CRCl error conttol checksum. A 32-bit cyclic
redundancy check (CRC) following the Frame Headers and Data field shall conclude each
protocol frame. After initially setting all 32 bits to one, the CRC shall be calculated using
all bits of the frame starting with the sync mismatch bit and ending with the last bit of the
Frame Headers and Data fieId. The generator polynomial for CRC calculation shali Ix%

x?+x~+x=+F+x16+ x12+x11+x10+x*+x’+ #+x’$+x2+x+l.

NOTE The calculation and transmission of the CRC shrdl be in accordance with
FED-STD-1OO3A,August 1981, pa.mgmph5.1.

4.1.2 Control time format. Figure 2 defines the format of the HF.DLPcontrol frames.
The fields of the control tie are described in the foliowing pamgraphs. Some fields are

“.

not always present (see 4.1.2.6). . .

FEki N@nc B&s mwibk v’

1 (Ahvcya1)

H@zo%rMRne

Frame
header

control

bcader

syncmimatch bit 1

Frametype 1 O=Dataficmc
1=C!Qnld flimc

Ffutocolversion 2. Wto Oforthis vacionof HFDLP

CcxltrolUtodc 2

Nq@iaiion mode

ExtcMkd@rcssing
w

SoumcCdksc

O=Ncgotktc chaqp W@
1=NcgotictcbCfOICcvcfy dataccrics

0=2 bytoddmssing ‘ .
l=18bytcddrescii

m throughFFFF hex (CCC4.1.2.15)

00wthmugh FFFF hex (ccc 4.12.1.6)

(J.-
l=ccll dnowlcdgc
2= Linkedup
3= DroppingIiuk

Mcximumretrytime (see 4.1.2.2.2)

1

M

Dcatin&onaddress 16

Link
mancgunalt

Linkctuc ‘ 2

Linktimeout 4

Figure 2! Control tie format

.
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RuiM? Vdh?sHuxdci Nimu

D&
transfer

Biis

2

256

FiukiNanu

D=NuU-ACK
1=Dm-ACK
2=Dti-AcK-rcquat

ACW2UK type

3=Hcrald-ACK

ACK+f20w
Ulntmkx!aldcd

[see 4.12.3.2)

CbsngcsEMCfor each new dawACK hncACK squtam
number

)

23

E

R

A

L

D

Dararateformat 1 D= Absolutedatarate
1.MVC*

Qd&
o
1
2
3
4
5
6
7

AbsoluteformaI
75 bps
150 bps
3W bps
600 bps
1200 bps
2400 bps
4800 bps

No mxmmzadstion

Rclstivcformat
+8
+4
+2

No change
x2
x4
x8 -

Dsta rate 3

2ntcrlalvcr kngd.1 1“ O=sboltintcrkavcr
1=Long rntcrkwa

10 56 thmgh 1W3 decimal(see texa)

8

8

0 thmugb2ss dccimll (see text)FranKsinncxt&ta
series

Messags
management

TdlllUWWm o thmugtl2s5

o ihrou# 255Transmitconnection
m

8

24Tmnsmi!message
size

Positionofnextbytein~gcTransmitmessage
UCXIbyte bcatick

fRcscawdl 3 Rcsavodfor!il?umw(mtoo)

8

21 “

othroug21255;oisiOwSPliOritYalCSxa&w‘rmnsmi!mcs.wgc
priority

Positionof nextbyte requiredby receivetarnindRcaivc mcsxkgo
next b- bca?ion

(Reiurfed) Rscmd for futureuse (* to O)3
. .

Figure 2. Control frame format - continued
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Header Nome field Name BiIS Pauibh values

Extcded User E) 14 Free fotmatuserID
function

Functionbits 50 Not defined

(Psrtof fiamc CRc 32
header) .

Figure 2. Control frame format - continued

4.1.2.1 Control time heade[. The fields desaibed bdow follow the Sync Mismatch Bit
and Frame ~ Bit in control fiarnes.

4.1.2.1.1 Protocol version. The two bits following the frame type bit shali contain a code
representing the version of the XFDLF implemented on the @mind sending the frame.
Implementations of the HFDLP specified in this report shall set this field to “OO.m

4.1.2.1.2 Control mode. The control mode field shall be used to spe@ the mode under
which the data link wil! operate after establishment. Four control modes are supported: (a)
ARQ mode with VariaMe-lengthcontrol frames; (b) Broadcast modq (c) J@Q circuit modq “
and (d) ARQ mode with fixed-length control frames.

a.

b.

c.

d.

4.1.2.1.3

A value of Oin the control mode field shall indicate the ARQ mode with
variable-length control fkames. In this mode, the control ties may be of
variable lengths up to 520 bits as”described in 4.1.2.6.1.

A value of 1 in the control mode field shall indicate the Broadcast mode (see
4.2.3.2). In this mode, the receive terminal(s) shall send no acknowledgment of
the control or data ties. transmitted. The traismit @mind shall send onIy
520-bit f@d-length cxmtrolframes.

A value of 2 in the control mode field shall indicate the terrnid is openting in
the ARQ circuit mode with variabblength control frames (see 4.2.3.3).

A value of 3 in the control mode field shall indicate the ARQ mode with
fimxi-length control -es. If, during negotiation, either terminal requests
fixed-length control frames, both terminals shall transmit only 520-bit control
fiarnes.

. .

Negotiation mode. By def’imlt,terminals are required to send a herald to
re-negotiate the parameters for data transfer only when those parameters will change for the

8
.
.
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foliowingdata series (see 4.2.3.1.1). However, if a terminal receives a control hne with
the negotiation mode flag set to logic 1, it shall send a herald before every data series “.

subsequentlysent on that link until it receives a controI frame with the negotiation mode flag
set to Iogic o.

4.1.2.1.4 ?i?xtend~addressing flag. The extended addressing flag shall be used to &fine
the format of the sending and receiving terminal addresses within the control fizune. This
flag shall be set to Owhen an ACK bit map is required (i.e., when the ACWNAK type is
data-ACK).

When set to logic O, the Extended Addressing Flag shall indicate that the addresses are
restricted to two bytes and are amtained in the Source Address and Destination Address
fields of the fkame header. In this case the 256 bits of the ACK+Flow Control/Extended

I Address field are available for data frame acknowledgmentsand flow control (see 4.1.2.3.2).

When set to logic 1, the Extended Addressing Flag shall indicate that exttmdti sotice and
destination addressing is,being wed. In this condition, the source and destination addresses
can each be up to eighteen bytes long. The Source Address and Destination Address fields
shall contain the two least-significant bytes of the extended address. Up to sixteen
more-significantbytes of the addresses shalI be contained in the ACK+FIOW
Control/ExttmdedAddress field of the data transfer header. The source addre$s shall be
pkced in the first (least significant) 128 bits of the ACK+Flow Control/ExtemdedAddress
field. The destination address shall be placed in the last (most significant) 128 bits of the
ACK+Flow Control/Extended Address.fieId. When addresses - shorter than eighteen
characters, the most significant chractem shall contain the NULL American Stanc@d Code
for Information Interchange (ASCII) character. See Figure 3 for an extended addressing
example.

HeaderN&e Fuki Ninnc Biu 1 ViI&u

Friuw bcadcr sync mimmtchbit 1

Frmnctype 1

COIUrol&Jlmc Protocolversion 2

C@lml mode 2

Ncgotiarionmode 1

~g u 1 1

SoumcUidmSs 16 D
c

IkUnUion bddrc.ss 16 z
Y

Linkmanagcmc.nt LinkstAtc 2

Ld timcmlt 4
.

. .

Figure 3. Extended addressing example: from ABCD to WXYZ
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Header Nmne Field Nme Bits wile i

D- ttansfcr ACKINAKtype 2

(ACK+ flOW CuuExmlded addrtss) 128 B
A

3ourcccxtmdcdsddrcssckactcm .
.

.Dcstuwion CxtmdcdSdh chsrs&m 128 x.
w
.
.

ACKsequencenumber “ 1 0

H Da Xatcfolmat 1 “
E

. R Dsts rstc 3

A
L

Intcrknvcskngth 1

D Databytupcrtiftamc 10

F~inncxtcMssaics 8

hkssge managcmmt Tmnsmituxasagc ID , 8

TrsnsmitCX)MCCtiOIY~ 8

Tmnsmitmc.smgesize 24

Transmitmtsssgc nextbyte location 21

W4 ““ 3

Transmitmcsqe pIiOIify “ 8

Ikzive I.ucssagcnextbyte lo@ion 21

(ikUVcd) 3. .’

~ function user ID 14

Functionbits so

(MOfknc header) “ “ CRC “ 32

.

Figure 3. Extended addressing example from ABCD to WXYZ - continued

4.1.2.1.5 ~ource address. When the Extended Addressing flag is O, the Source Address
field shall contain a two-byte address of the tmninal sending the frame. When the Extended
Addressing flag is 1, the Source Address field shall contain“thetwo least-significant by@ of
the extended address of the sending terminal. (Sixteen more-significant bytes of the =hg

.
10
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terminal’s extended address are contained in the’ACK+Flow Control/Extended Address field
in this case.)

4.1.2.1.6 Destination address. When the Extend~ Addressing flag is O, the Destination
Address field shall contain a two-byte address of the terminal to receive the hme
(destination). When the Extended Addressing flag is 1, the Destination Address field shall
contain the two least-significant by@ of the extended address of the destination tmminal.
(Sixteen more-significant b~ of the desdnation teminal’s ex~ded address are contained in

the ACK+Flow ControUExtendedAddress field in this case.) A destination address of all
1‘s shall be interpr@edas a broadcast address.

4.1.2.2 Jiink mana~e~ent header. These fields are used by the link establishment protocol
(see 4.2.2),

4.1.2.2.1 Link state. The Link State field shall contain the curmrit linking status of the
terminal. Terminals exchange their rcispectivelink states ~ part of the link management
protocol. The following states are defined:

& AvaIueof Ointhe Link State field W indicate thatthe terminal does not ~
currently have a link established and is attempting to initiate a link with another
termiM1.

b. A value of 1 shall indicate that’the termid does not currently have a link
established &d is acknowled@g a call fkomanother termhl signifying that it
is willing to establish a link with the calling tmninal.

c. A value of 2 skill indicate that the terminal ~ successfiilly concluded the link
-lishment protocol and is linked to another terminal. -

4,1.2.2.2 Link timeout field. The four bits following the W State field MI conta@ the
Link Timeout field, which indicates the time that the terminal sending the control frame will

I

wait for a valid re@mse to the frame before dropping the link This field shall be computed
before the initial transmission of each control fkametaking into consideration the number of
retries the terminal is willing to perform and any data rate reductions that will be used for
retries (see 4.2.4.3). This computed time shall be rounded up to the next multiple of 30 s,
and encoded as the number of 30-second intends minus one. Thus a timeout of 25 second
(s) is encoded as O, and 78 s is encoded as 3. Ml txansmisshns of a control fkme
(iicluding retries) shall carry the same Link Timeout value.

11
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4.1.2.3 Data transfer header fields.

4.1.2.3.1 ACK./NAK~. This field shall indicate the type of acknowledgment being sent.

a. ~ men~. A value of O (mIII-ACK) in this fieId indicates a “nulI”
acknowledgment. This value shall be sent whenever an acknowledgment is not
intended or required by context. This value shall be sent in response to a herald
when the receive terminal is not willing to accept the offered data series.

b. Data acknowledmmmt. A value of 1 (data-ACK) indicates that the control
fiarne contains an acknowledgment of a data transfix series. In this case the
ACK-bit-map (4’.1.2.3.2.1) is present and contains the ARQ bits.

c. Jlata-ACK ream A value of 2 (data-ACK-requmt) indicates M the transmit
.“ terminal is reques&g the retransmission of an expected &ta~ACK control

frame.

d. Herald acknowledrmen~. A value of 3 (heraId-ACK)indicates acknowledgiiwnt
of a herald tim the other terminal.

4.1.2.3.2 ACK+flow control field. The ACK+Flow Control field shall be used to -
which frames of the prior data transfei seri~ were received error i%eeand which frames
require retransmission. A position-based relationship is employed in the definition of this
field. The least-significant bit of this field (first bit sent) is bit number 255, the next bit sent
is number 254, and so on; the most-significant bit is bit number O.

NOTE: The ACK+FIOw Control field is also used for addressing when the extended
addressing bit is set to logic 1; see 4.1.2.1.4.

4.1.2 .3.2.1 ACK bit mam When the ACIUNAK~ field is set to 1 (data-ACK), “bits
t.kwgh 255 of the ACK+Flow Control field compose an ACK bit map, with each bit

1

co~nding to the data fkarnehaving the tie &ta fiarne sequence number (see 4. 1.3.2)
as that bit (e.g., blt 1 mrresponds to &ta frame 1 and so on).

a. A logic Oin the ACK bit map indicates that the associated data frame was
missed or received with errors and should be retransmitted.

b. A logic 1 indicates that the fkarnewas received error k and does not require
retransmission.

12
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AUbits numbered higher than the number of data frames in the previous data transfer series
shall be set to logic O.

4.1.2 .3.2.2 ~C)Wcontrol flag. When the extended addressing bit is set to logic O, bit
number Oof the AC!K+FIOWControl fieid shall be used as a Flow Control flag. When the
Flow Control flag is set to logic 1, the transmit teminal shall send only unacknowledged
data frames (no new data ties) until fIow control is lifted in accordance with 4.2.3.1.4.

4.1.2.3.3 AC!K seguen= numbq The ACK sequence number bit is used to distinguish
between successive different ACK.bit maps (see 4. 1.2.3.2.1). The first ACK bit map of
each message corm.spendsto ACK sequence number O, with successive ACK bit maps
required by the ARQ protocols using sequence numbers alternating betwea Oand 1. If an
ACK bit map is retransmitted, the ACX sequence number s@ll not change. This bit shall be
set accordingly in data-ACK control ties, and shall be set to Oin other control fiarnes.

4.1.2.3.4 ~erald. The herald fields are used to negotiate parameters of subsequent data
Series.

4.1.2.3.4.1 Data-rate format. This bit spedles the format of the data-rate field that
follows. A logic Oin this field indicates that the data-rate field specifies absolute data rate.
A logic 1 ~dicates that the data-rate fieId specifies relative data rate. The transmit terminal
shall use the absolute data rate format for at least its first transmission on a link.. .

4.1.2 .3.4.2 ~ata rate. l%is field shall be used in herald and data-ACK-request frames to
specify the data rate of the following data series, and in heraId-ACKor data-ACK fkames
(with null krakls) to recommend adata rate for the next data series. The encodimgof this
field is specified in Figure 4.

rl il

II I Ahw@ forma r “ Rehivem

1
0 75 bp +8

1 lSObps *4
t

2 3oobpil +2

3 6oobps’ No change

4 1200 bps ti

5 2400 bps “ x4
i

II 7 I No mcommcmktion I No rccoauncmhuion 1]

Figure 4. Code definitions for data-rate formats :
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4.1.2 .3.4.3 Interleaver Iemzth. This bit is used by the transmit termid k distinguish
between the short interleave and the long interleave mode of the HF serial (single-tone)
waveform. The announcement convention shall be the same as defined above for &&arate.
For the purpose of this ptitocol, the short i.nterleaversetting specifies the 0.6 second
intedeaver. lh%en thk prOtOCOlis used with any other waveform, the interleave length field
has no defined meaning, and shall be set to O. The interpretation of this field shall be
consistent with that desci-ibedin 4.1.2.3.4.2.

4.1.2 .3.4.4 Data bvtes ner data time. The data bytes per data frame field shall contain a
binary number in the range of 56 to 1023 (decimal), inclusive, spe@ing the size, in bytes,
of the data fizunes announced by this control tie. The number of bytes in each data &me
shall not be changed if any of the frames in the following series are mtransmissions of earkr
frames.

4.1.2 .3.4.5 Frames in next data sen‘es. This field shall be used by the tismit temdnal to
@f!y tie number of ~a -es ~ntied in the next data series following this hedd. If
this field is set to O, the entire herald is a null herald and does not announce a data series.

4.1.2.4 Message management header fields. The message managementheader fields contain
data that idtmi~ and spetz@ the user mes&ge being transferred. (See definitions of
“transmit termkalm and “receive termhal” in 2.1).

4.1.2.4.1 Transmit message identification. ”The transmit message identification field shall
contain an eight-bit message numbex that uniquely identifies each message sent over the data
link. This message number shall be incremented for each new message transmitted. When
the transfer of a message is interruptcxiby a p~mption or link outage, the same message
number shall be used u~n resumption of the message transfer as was used prior to the
interruption in order to a,llow the receive @mind to associate the resumed message with the
pmiously received portions of the message. The message number shall range from Oto 255

- (decimal).

4.1.2.4.2 Transmit messa~e connection. The transmit message connection field shall be
used bytemnbls that suppt mukiple data link comections to ident@ the data @k
cmnection to which the transmit m~ge is asdated. Up to .255 comections are avaiJable.

4.1.2.4.3 Transmit message size. This field shall speci@ the total length of the current
message in bits. ne range of this field is Oto 16,777,215, with the extreme values given
special meanings:

a. The remainder of the message management transmit header fields shall be
ignored if the tmnsmit message sti field contains a zero value.
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b. If the transmit message size fieId contains the value 16,777,215 (all 1s), the size
of the message is unbounded. Use of this code places the HFDLP into “bit
pipe” mod% subsequent use of any other message size terminates this mode.

4.1.2.4.4 Transmit mematzenext bvte @atI“on. The transmit message next byte location
field shall be used by the transmit termhal to speci@the starting byte location within the
complete message of the data series being announced. ‘IMs field shall be set to mm ~ the
beghmingof each new message transmission. Upon resumption of an intempted or
preempted message, the transmit terminal shall use this field to indicate the restart position
within the interrupted message; the byte position shall be the first byte of the earliest fiarne
not acknowledged. This field may wrap aroknd through Oin blt pipe mode.

4.1.2.4.5 Transmit messa~e ~rioti~. This field shall be used to specifi the priori~ of the
transmit data message. Priorities range fkom Othrough 255 (decimal). A lower numeric
value in the priority field shall spec@ a lower priority message. Terminals shall use this
information to negotiate the transfkr of ,higher priority traffic in advance of lower priority
traffic.

4:1.2.4.6 l?- ive messatzenext bvte locabon. The Receive Message Next Byte Location
value shall be used by the receive termid to specify to the transmit teminal the required
starting byte position in the message bqing offered. This byte position shall be the first byte
of the earliest frame not received. For new.messages, this field shall be set to zero. The
receiver shall set this value to a number greater than or equal to that specified in the
Transmit Message Size field (divided by eight to convert to bytes) if it is unwilling to accept
the m-e beiig offered. ‘.

Upon resumption of an interrupted or preempted message, this value shall be used to -
- the restart position of the i@errupted message. The receive tgrmimd shall ~ this fieId to the

value specified in the Transmit Mesige Size field divided by eight if it has already received
the entire message being offered.

4.1.2.5 Extended function fieldq. The @tended Function fields within the control fiasne are
used to allow additional functions to be added to the message procedng terrnids at a future
date. The Extended Function fields also support an ordenvire data link between two linked
termids. AII extended fimctions including the orderwim male are optional.

4.1.2.5.1 User identification (IDl. me User ID field shall contain a manufkchmr
identification oode or O(see 4.2.4.2). It is recommended that manufacturers register their
code with the custdian of the standard resulting from this report for the purpose of
interoperability. A User ID greater than Oshall indicate an operating version that is
specialkd to the designated user and is not nec.essdy interoperable with other users.

.
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I 4.1.2.5.2 Function bits. If the user KDfield is set to O, the function bits may contain
ordenvire data, which should be routed by the ~ve terminal to its local input/output (I/O)
channel. This allows a low data rate communications channel between the two teminds ~
run in padlel with other control frame traffic. Orderwire data shall consist of seven-bit
ASCII charwters packed into the fimc.tionbit field. ~Unused bits sMJI be set to O (producing
ASCII NULL characters). other uses are resexved.

- 4.1.2.6 Control tie len~$.

4.1.2.6.1 Variable-1engthcontrol fram~. When opemting in ARQ mode with
variable-length control ties or in ARQ circuit mode, control flames shall be one of four
different lengths depending on the content of the control tie. The allowable frame lengths
and the control fields available in each frame size are listed in Figure 5. Shaded areas in the
figure indicate control fields that are present in the control tie for the tie type listed. “

a.

b.

c.

d.

~ 1 control frames are the shortest control frames allowable. These frames
contain Frame and Link Management headers defining the link state of the
transmit terminal, the link operating mode, and the ACK type indicator. Type 1
control frames can be used to send nu&ACKs, data-ACK-requests, and
heraId-ACKs.

Type 2 control frames contain all fields of the type 1 frame plus the Data
ACK+Flow ControllExtended address fieId and the Herald fields. In addition
totheuses of thetype lfiarnes, these type2 tlamescan beusedfordata-ACKs
and heralds.

Type 3 control fkamesadd the Message Management header fields to the type 2
control ties, and can be used to implement idl capabilities of the protocol,
with the exception of the extemdedfimctions (e.g., User ID and orderwire data
transfer). .

Type 4 control fkamesare 520 bits long and contain all control fields.

4.1.2.6.2 Fi.xed-lenti control-framq. AU control fkames.transf’ over the HF data link
in ARQ mode with fixed-length control frames or in Broadcast mcde shall be 520 bits long
(i.e., ~ 4) and shall contain all of the control fields described in 4.1.2.

4.1.3 Data frame format. Data frames transferred over the HF data link @l be formatted .
in accordance with Figure 6. Data tie length SW be variable, as specified in the herald
comrol frame that announces one or more data series.
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Header Name FieldName

Frame header Sync mismatch bit 1
Frame tvoe 1

Controlframe I Protocolversion 1 “---–2
header ~ Control mode 1 2

Negotiation mode I t

Linkmanagement

Data transfer

Message
management

.—----
1 .- 1

Transmitter address 16
Linkstate 2

Link timeout 4
ACWNAK type 2 -

1

H 1 Data rate format
1
I 11-
m

1 31
r lntedeaver length

m
I 1

: Data bytes per data frame 10

d Frames in next data series 8

Transmit message ID 8

Transmit connection ID 8
Transmit message size ~.

4
24

Transmit message next

byte Iooation 21
~esewed) 3’
Traqsmit message priority 8 “
Receive message next byte
location 21
(Reserved) 3

Extended function User ID 14
Function Bits 50

(P/O frame header) CRC 32 -

Total frame size I “ I I 48 328 I 456 I 520 I

NOTE: Shaded areas indicate fields inciuded in controlframe.

Figure 5. Control frame sizes
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Heoder FKld Name Fuki Name Bits Passible Values

Framehwlcx sync mismrch 1 1 (Ahu8ys1)
bit

Fnunetype 1 O=Dti kmc

RmcmGCbanncl m late 1 o= AbsolutodamIa& ‘
Conirol&Unc format l= Rcktive nrc
Icconuncmktion

Daramtc 3 Absohl!c RcJUiVo
we &!!!z ?&w%?!

o 75 bps +8 .
1 .. 1S0bps +4
2 3oobps +2
3 6oobps No chnngc
4 1200bps X2
5 W bps x4
6 4800 bps X8
7 No mwmmdlm .n

Intcricdwr 1 o.s~fi &*~
kngth 1=Long intalavcr

-w .1 Rc$uvodfor titi(scttoo)

Datafiwnc bcmdcr D- tic 8. othrough 2s5; idmtitks darafnlncwitbin series
scqualcc
nunlbu

Mcsssgcbyte 21 ‘ Ptktionof~crnmasagc@ytc Oisfktby@
Ofika

mm 3 RcsUwdillrf idurouso(scztoo)

Vtik Uscrdaa . ‘

P/o be binder CRC 32 (see 4.1.15)

Figure 6. Data fiaxne format

4.1.3.1 R~ mmen “on. These folds shall be used by the
transmit termi&l to recommend the data rate and interieaver for data-ACK a)ntml frames.

4.1.3.2 J2ata fiarn samence numbeq The transniit texmind shall sequentially number each
data frame within ~data transfer ties, starting at the value spxified in the Frames h Next
Data Series field of the most recent herald and dtxrernenting to one in the last frame of the
series. The transmit terminal shall place this number in the Data Frame Sequence Number

.
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field of the data frame. The receive terminal shaUuse this number to construct the
position-bad ACK-bit-rnap (4.1.2.3.2.1) for the data acknowledgment reply.

4.1.3.3 Message byte offset. This field shall be set by the transmit terminal to the relative
start position within the complete message of the data contained in this data frame. The
receive terminal shall use this information to assist in the reassembly of the message. Data
ties within a series shall be arranged in order of iricreasing message byte offset.

4.1.3.4 ~. The Data field shall contain the message &@. The length of the data field
shall be as specified in the Data Bytes Per Data Frame field contained in the data tmnsfer
header of the most recent herald.

4.2 Protocol suite. The HFDLP comprises a suite of protocols that operate in concert to
providexhe reliable data link seavi~ functions required by ISO/IEC 8886.3. The protocol
suite consists of mtx&ge management, Enk establishment, and data transfer protocols. The
three protocols are loosely coupled, and proceed concurrently through an orde.dy exchange of
control frames as defined in the folIowingpamgraphs.

4.2.1 MessaFe mana~ementmmtocol. HFDLP terminals shall use the messagemanagement
protocol to coordinate the transfer of data messages, priority preemption of message transfer, .
and the resumption of preempted messages. The message managementprotocol shall be
implemented through an exchange of c@rol fiarnes containing the message management
header fields (see 4.1.2.4). The message management header fields contain a ampkte
definition of the message to be transferred or resumed. Tmninals shall be able to sekztively
accept or reject messages over the da!a link based upon the message source, priority, len@,
or connection number.

4.2.1.1 MessaReannouncement. A @rminalshall announce a message to be transfti
over the HF data link by transmitting a control fizune with a “messagemanagement header
that defines the parameters of the offered message. The transmit terminal shall speci@ the
message identifbtion number, message priority, total message size, and the rekitive starting

point within the message. Tmninals shall specify a starting point of zero for all new
messages. Transmit termkds may spe@ an arbitrary start position for messages restarted
afkr a link interm@on (due to preemption or link failure); however, the receive termhd
start position shall ovemide the position specified by the transmit terminal. Termimls that
-rt m~tiple data connections shall specify the comectio~ rm.mber of the ofkred message
in the announcing message managementhead=, others shall always set the Transmit
Comection ID field to O. (h&sage announcement control frames shall also contain a herald
describing the first data series to be transferred in accordance with 4.2.3 .1.1.)

.
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4.2.1.2 Messape amep tance. A terminal operating in one of the ARQ modes shall si~
its acceptance of an announced message(except in immediate mode message transfa, (see
4.2.2.4) by sending a control frame containing a herald-ACK in response to the herald
frame. If other than a ~ 1 control frame k sent (e.g., in ARQ mode with fked-kngth
control fkames), the Message Management header fields should duplicate the cormponding
fields in the announcing tie. See 4.2.1.4 for the case of a rec@ve terminal with
higher-priofity traffic, and 4.2.1.6 for negotiation of starting byte offset in a resumed
message. The receive termiml may request a change in the parametem announced in the
herald (see 4.2.3.1.1.2).

4.2.1.3 Messafzerefi~. A terminal operating in one of the ARQ modes (except in
immediate mode message transfer, 4.2.2.4) shall refuse the announced message by mturn!ng
a control frame with the message managem~t field I@xive Message Next Byte Location set
to a value greater than or equal to the announced Transmit Message Size divided by eigh~
A refused message may be discarded by the transmit term@L

4.2.1.4 pIiOtitV rtsc) lution. Temninals shaJIresolve data link contention by exchanging
message management headers announcing the highest priority traffic available for transfa.
The teminal with the highest priority traffic shall be ~owed to use the &ta link first.
Thus, a termid receiving announcement of a lower-priority message shall preempt that
incoming message in accordance with.4.2.1 .5.2, except that the Message Management header
shall be sent with a null-ACK to refuse the first &ta series @atherthan the data-ACK needed
wherepreempting a message in progress).

If both tmminals have+traflic of equal priority; “theterminals may optiomdly share the data
link on an equal basis. In such sharing, the NO termids alternate the transmission of data
series. Each data-ACK includes a herald. The terminal receiving the data-ACK/herald
responds with a krald-ACK. The terminal receiving this herald-ACK responds by

transmittingits data series. The terminal receiving the data series responds with a
data-ACWlywald, and the link direction reverses again.

4.2.1.5 ~essmz D= m@ion. The message managemed protocol allows termids to
preempt lower p~ority tra.flit with a new message of higher priority. Preemption shall be
supported in both the fommrd direction (higher priority traffic in the same direction as the
preempted traffic) and the reverse direction (higher priority traffic in the direction opposite to
the preempted trafiic). ~

4.2.1.5.1 Fomard rmzmution. A transmit teminal shall preempt the ongoing transf= of a
message with a higher priority message by sending a new Message Managemerltheader
announcing the new message. The Message Management header announcing the new
message should be sent at the fti logical opportunity for a control frame transfer. The

.
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receive terminal can refuse the offered message as described above. Upon acceptance of the
preempting message, the transmit teminal shall suspend transfer of the preempti message
until the higher priority traffic is transferred. Terminals shall only preempt ongoing message
transfers in the forward direction with messages of higher priority than the preempted
message. Nested preemption is allowed provided the preemption meets this dative priority
requirement. If a termimd resumes preempted messages, it shall resume them in the reverse
order of preemption, i.e., the most recently preempted message shall be resumed ti This
ensures that the relative priority requirement is maintained throughout the preemption and
resumption process.

4.2.1.5.2 Reverse meemr)tion. A receive taminal shall preempt the transfer of an incoming
message by sending a Message Management header announcing a higher priority message at
the first available opportunity. The transmit terminal can refuse the offered message as

described above. Upon acceptance, the termh@s shall reverse the link direction and trapsfer
the higher priority message until completion; transfer of the preempted message may then be
resumed.

4.2.1.6 Messaee resumntio~. A terminal may resume the transfer of a preempkxl message
after the completion of the higher priority traflic (or of an interrupted message afier link
recovery) by sending a Message Management header announcing the resumption of the
message. The Message Management header shall contain the same message identification
data as the original annomcement of the message with the exception of the Transmit
Message Next Byte Location field. The transmit termimd shall specify the starting location
within the message upon resumption to be the first byte of the message not acknowledgedby
the receive terminal prior to the preemption (or link fhilure). The receive terminal may
override this starting position by sending a Message Management header spec@ng the
desired start position in the Receive Message Next Byte Lmcation(may be Oto fo= _
instead of resumption). All bytes of the messagefolIowing ye negotiated starting position
shall be sent. (The transmit termhal should not assume that the receive tmminal has retained
any frames beyond the negotiated starting position.)

4.2.1.7 ~U~ mes sa~e mana~ement heade~. When none of the above conditions apply, no
Message Management header need be sent. If a Ml-length control fi’ameis sat in this case,
the Message Management header fields shall be set to dl O’sby the transmit tmninal; the
receive termkal ignores Message Management headers having Transmit Message Size set to
o.

4.2.2 Link establishment nrotoco!. HFDLP termids employ the optional link establishmtmt
protoccd to coordinate terminal state and resolve access contmtion prior to initiating the
transfer of data over the link. The link establishment protocol is implemented through an
orderly exchange of control fkamescontaining the Link Management header fields. During

.
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the link establishment phase, the two krminals attempting to link will exchange terrnid
addresses and link state information in accordance with the protocol rules. This is to ensure
that both terminals are My aware of the link state of the other termid and therefore do not
attempt to ~sfer data before the other tkrminal is ready to accept the data. The link
establishmentphase is optional and can be bypassed. When the link establishment phase is
bypassed, the terminal shalI set the Ilnk State field in all conlxol fkames to the “link-up”
state. ‘Immediatewmessage transfer refm to this bypass mode of operation (see 4.2.2.4).

4.2.2.1 Link establishment sta~ The link estabtiment protocol requires the two
taminds attempting to link to ~uence through a set of link states, as defined below, to
ensure that both termkals reach the link-up state before either attempts to transfer data
traffic.

4.2.2.1.1 we. The idle state of the link establishment protocol is the resting state of the
protocol. The termbul shall tide in this state whenever it has no traffic to send and is not
being called by an~ther terminal. Termimds shall also return to the idle state upon link
fkihlre.

4.2.2.1.2 @lling. A terminal shall enter the calling state when it is requested to ,est@sh a
link with another terminal by one of the data link users awckted with the terminal. When
in the calling state, the tmninal shall ymd 520-bit control frames containing the”following:

a. A Frame header indicating the Control Mode of the link it wishes to establish
and the addresses of itself and the distant tmninal (short or extended).

b. A Link Management header indicating its Link State (calling) and its Link
Timeout.

c. A Message Management header announcing the (first) message that it wishes to
transfer to the destination.

d. An Extended Function header containing the User ID of the calling termid.

After sending the control frame, the terminal shall wait for a response from the called
terminal. Upon reception of a valid control frame fkom the called tmninal containing a Link
Management header acknowledging the link request, the termiml shall advance to the link-up
state. If the termiMI does not receive .a timely call acknowledgment&me, it shall retry the
call (see 4.2.4).

4.2.2.1.3 CM acknowkxbe. A terminal shall enter the call acknowledge state upon
reception of a valid control fkanmcontaining a Link Mariagementheader indicating that a
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terminal is attempting to establish a link with it. When in the call acknowledge state, the
terminal shall send control frames in response to the calling terminal’s control frame that
indicate the local Link State and Link Timeout and the accepttxl link males and
characteristics. If the calling termimd accepts variable-length control frames, a ~ 1
control fmme may be returned to accept the announced m-e, data s&=, and User ID
(overrides to Control Mode and Fkgotiation Mode maybe included in a control frame of any
size). If a longer control frame is sen~ refer to the descriptions of the other protocols for
contents of the Message Management andData Transfer headers.

The extended function header, if present, shall contain a User ID set to one of the following

a. O, indica&g the interopetiIe mode (which overrides any other User I@, or

b. identical to the User ID of the calling krminal to accept the Cor’resptig
spedked mode.

After sending the control frame, the krminal shall wait for a response from the calling
terminal.

If the acknowledging term.hd does not receive a timely valid reply to its response and it has
higher priority traffic (i.e., it initiated reverse preemption), it shall retransmit the call
acknowledgeannouncing this traffic && the response timeout in accordance with 4.2.4.

If it does not have higher priority traffic, it shall await a“repetition of the call. If it k not
received arepeatd callwithin the Link TimeOutspecified int.hecall frame, it~m to
the idle state.

4.2.2. L4 ~ink-m state. The link-up state is the fblly operational state of the terminal. The
termird may begin the data transf~ protocol when it reaches’the link-up state. The @mind
shall enter the link-up state upon receipt of a valid control frame indicating that the other
terminal is in either the call acknowledge or link-up state, or upn receipt of a local request
for ‘immediate” message transf~ whea it is in the idle state (see 4.2.2.4). When in the
link-up state, the teminal shall include a I.&k Management header in all control fi’amessent
indicating that its link state is “link-Up.”.The termimd may implement any operational
feature of the data transfer and message management protocols when in this state.

The teminal shall remain in the link-up state until the link is dropped (or l%ils)then it shall
return to the idle state.

4.2.2.2 Link fhilure. If the link fails while in progress (detected by link timeout), the
protocol will act as if the link was aborted and the terminal shall return to the idle state. (As

.

.
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an option, the terminal may first attempt to reestablish the link to continue the message
transfer.) The terminal should be capable of signaling this sudden change in status to a
higher-layer controIl& and to the operator. As a design objective, the successfully received
portion of the uncomple@i message that was in progress when the link i%iledshould be
retained at the receive terminal in the same manner as a preempted message. The length of
time to hold the ummmpleted message should be an operator-selectable parameter.

4.2.2.3 Link termination. The link may be dropped due to a local reques\ a link tim=ut,
or the absence at both tednals of message+to be sent (when not in Circuit Mode).
Terminals should send a control frame with Link State set to “dropping link” before dropptig
the link.

4.2.2.4 ~mmediatemode. An immediate mode message traosfex bypasses Linkestablishment
and the initial data transfer negotiation. The first transmission shall begin with a 520-bit
control frame cmying a Link State of link-up, a M@age Management header announcing a
message, and a herald describing the characteristics of “tie first data series, with the User ~
fieldnormally set to O. ~ control frame shd.1be immediately folIowed by two sync b@,
followed imrnedhtely by the first data series of the announced &xssage, wih no change in
data rate. Following this first data series, the data transfer protocol shall use either ARQ
mode or ARQ circuit mode.

4.2.2.5- state seuuence rules. Figure 7 summarizes the state actions and transition rules of
the link establishment protocol.

S&ale

Idle

Calling

Aciion

None

Emit linkalishmalt
Ilcaderwithlink
Sla&=”cming”

TfamifionC4ti

Rcdve linkrequestbornlocal.o~r or
mnnccdon(nor@

RocdveMCreqtmtfmm local opm!or or
connection(’~)
Receivewlid confrolfiunc with pmpcr
ddmss, linkUlrc.carIing

RcccivcVdidcontrolfnmcwith Jmlpcr
Sddmss,linkswc=link~

I@Mmr linkSmtc=caning

Ncighhorlinkstuc=all acknowledge

Neighborlinkatatc=link-op

Nat Stnte

CdlilIg

Linhlp

cdl Uknowkdge

Link-up(ii
modqsmdnohcrdd
A(3Q

samestate

call Arlowlalge

Link-up

Salnestate

Figure 7. State sequence, link-establishment protocol
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Slate A&on Trwuirion Criteria N& tie

Ld LinlcoutCxphd Idk

GIl Elllh link cst?lblishmult ReqJonsctk.uoutcx@cd
Wknowkdgc hadcrwith Iink

Sunc*

SWc=“CSll
acknowkdgc”

Neighborlink -=cdling Suncshltc

Neighborlinkststc=dl acknowkdgc Linkp

Neighborlinkstatc=lkk-up IAk+Xp

kriwlofdstl scrbhcrddcdincdl Lb&up

Linktilllmutcqlircd Idle

Link-up Ed iink CstAtllishmalt NeighborlinkI&uc=link+tp L.inkup
headerwith link
-=.~w.

Y*= timeoutcxpkd (~ m+ (~)

Link&IlcoutUpkd Idk or cdling”

NeighborIi& statc=alling (XIIdlmwkdgc

Nomomtnffictoscnd Idk

NaghborIinltstatc=droppiigIink Idk

=Idle to abort transfe.q calling to continue message after link recovery

Figure 7. State sequence, link-e&M.ishmtmtprotocol - continued

4.2.3 Data transfer nrotocol. HFDLP terminals shall use the following data transfer
protocol to deliver data over an established data link. The data transfer protocol is
implemented through the exchange of control frames and datii fkamesover the data link. The .
data tm.nsferprotocol includes three different transfix modes: ARQ mod% Broadcast mod~
and ARQ circuit mode. These modes am defined in the following pamgraphs.

4.2.3.1 #lRO I@ e. The ARQ mode comprises three ph~ the negotiation phasq the
data tmnsfhr phascqand the data acknowledgmentpk. Negotiation maybe combiied with
da?aacknowledgment (e.g.,. to reverse the link for high-priority reverse-channel traffic).

4.2.3.1.1 ~otiation nhase HFDLP terminals shall use the negotiation phase of the data
&an#&rprotocol to resolve how control and the transfer specifications of the &ta link
COMOCtiOllprior tn the transf~ of data fkunes over the link. The negotiation phase starts
with the transmission of a control frame containing a Data Transfkr header (a herald)
announcing a data series to be transferred and ads with the txanmnissionof an
acknowledgment of the herald control frame signi@g acceptance of the announced data
series.

The negotiation phase is required in the following circumstamxx .
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a.

b.

c.

d.

4.2.3 .1.1.1

Before the first &ta frames are sent over a link (except immediate mode
message tmnsfers) (see 4.2.2.4).

Before any change in previously negotiated values in the herald fields, except
that no negotiation is necesary to change only the data rate and
frames-in-next-series if the following ruks are followed:

(1) If the data rate increases by 2“, the frames-in-next-series value must
increase by the same fkctor, keeping the ratio of tkames-in-next-series to
data rate constant. If this would result in a frames-in-next-series value
greater than 255, frames-in-next-series shall be set to 255, but the ratio
of fianws-in-next-series to data rate without this limiting operation shall
be stored for future ref-oe. “

(2) ~Ifthedatarate decreases by 2“, the frames-in-next-series value must
ecrease by the same fimtor (then rounded down to the namt integer),

keeping the ratio of frames-in-next-series to data rate constan~ except
that if the previous frames-in-next-serk vaiue was 255, the new
fia.mes-in-next-seriesvalue shall be computed fkom the new data rate
using the previously stored ratio of frames-in-next-series to data rate (see
above), constrained as before to be no greater than 255.

Before each data ties if the most rectmt control tie tim the terminal that
wili receive the &ta fr@es contained Negotiation Mode equal to 1. .

When flow control prevents the transfer of any data ties.

Initiation. A tmninal shall initiate the negotiation phase of the protocol by
transmitting a control fkame containing a hedd that a&iounces fie data rate,- interleav~
setting, number of frames in the data series, and the number of data bytes per data iiame.

The receive terminal shall answer the herald with one of two qmnses: ~

a. a herald-ACK signifying acceptance of the offeied data ‘ties, or

b. a null-ACK indicating that the receive terminal cannot aaxpt the off’ data
series.

The transmit termiMI shall retransmit the herald if it does not receive a valid response within
the response timeout period (see 4.2.4). Note that a transmit terminal may respond to a
herald-ACK by immediately transmitting a new, difkrent herald (e.g., fa f~
_P~on). ne receive terminal musq therefore, treat each herald received as if it
contained new information and not pmrely as an identical repetition of a previously-received
herald.

4.2.3 .1.1.2 ~cceo tanee. A receive terminal shall signify its acceptance of the data series
offered in a herald fiarne by sending a herald-ACK frame in response. The herald-ACK
frame may be Type 1 if not othenvise constrained by the need to negotiate data transfer
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characteristics or by control mode. The receive terminal may negotiate (ovemide) any of the
herald fields, except that Data Bytes per Data Frame may not be changed if any data frames
from a previous data series are to be resfmt in the current data series. Upon receipt of the
heraId-ACKfkune, the transmit terminal will normally transition to the data transfer phase
and begin transftig the data frames of the accepted series.

4.2.3 .1.1.3 Data m.fusal. A HFDLP terminal shall A@? an OffiXt!d&ta series by sending
a null-ACKfmne in response to a herald frame announcing a new data series. If the cause
for reiimal is a temporary lack of local bulYerspace, the re@ve terminal shall set the flow
control flag (see 4.1.2.3.2.2) in the null-ACK. In this case, the transmit teminal should
retransmit the herald frame in order to determine when the flow control restriction is lifted
(see 4.2.3.1.4].

4.2.3.i.2 Data transfer Dime. Upon transition to tie data transfer phase, the transmit
terminal shall transmit the data fkamesqnnouncedin the acknowledged herald. The transmit
termimd shall Wsmit the total number of data frames announced iii the herald without delay
or interruption.

All data frames shall be of the same size as were announced in the herald. This implies that
the last data tie of a message may need to be padded with fill bits. The receive terminal
will use the transmit message size information (see 4.1.2.4.3) to determine where the
message is to be truncated in order to remove the 1111bits from its output data slrearn.

4.2.3.1.3 Data aclmowkxkment nhase. The data acknowledgment phase shall begin after
the last data frame of the data series has been transmitted. The transmit terminal shall stop
transmission and wait for the data-ACK frame fkom the receive terminal. The data-ACK
frame shall contain an ACK-bit-map indicating which.data ftames were received emor free
and which frames require retransmission. The.pansmit terminal shall prepare a new data
series containing all prior frames requiring retransmission and enough new &ta fkamesto fill
the data series. Unless negotiation is required (see 4.2.3.1.1 b - d), the termbls shall return
to the data transfer phase upon completion of the data aclmowkdgrnent phase.

If the transmitterminal MS to receive a data-ACK frame fim the ret%ive taminal within
the response timeout period (see 4.2.4), it shall transmit a &ta-ACK-request frame to infbrm
the receive termimd that a data-ACK was not.reeeivd Receipt of an data-ACK-request by a
receive terminal shall cause it to resend the last data-ACK tie sen~ If the ACK sequence
number received by the transmit station is incorrecg the receive teminal must have missed
the entire preceding data series, which should th~ore be resexttby the transmit termhal.

4.2.3.1.4 Flow control. A receive termhal may impose flow control by returning a control
frame (null-ACK, data-ACK, or herald-ACK)with the flow control flag (4.1.2.3.2.2) set to
1. The flow control flag is present only when the extended addressing flag is O.

If the ACK-bit-field in a data-ACK with a flow control flag set to 1 indicates that some data
frames should be retransmitted, the transmit station shall &ad those data frames. In no
case shall a tmnsmit station send new data frames in response to a control frame containing
flow control flag set to 1.

a
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When a transmit terminal is under flow control and has no unacknowledgeddata ties to
resend, it shall poll the receive terminal by sending heralds describing the data remaining to
be sent. The receive terminal shall maintain flow control as necessary by responding to
heralds with null-ACKs (with the flow control flag set to 1 if using othex than Type 1 control
ties).

A receive terminal shalI lift flow control by responding to a tie iioxn the transmit terminal
with a control ikarne containing a flow control flag set to O. The type of control frame sent
to lift flow control shall be an appropriate response to the iiame frum the transmit terminal
(e.g., a herald-ACK for a herald, or a data-ACK for resent data frames).

4.2.3.2 J3madcastmade The Brt&kast mode shall be used for one-way transfer of data
fkoma single transmitting teminal to one or more receiving termids. Since multiple.
termmds can receive the data, acknowledgments of the data ties are not allowed. A
tednal shall initiate a broadcast transmission by transmitting a 520-bit control fiarne
containing appropriate Data llansftx and Message Managementheader fields. ‘Ihe Link
State shall be set to “W-up” and the Control Mode shall be set to “Broadcast” The
terminal shall immediately follow the control frame with data frames. Receive terminal(s)
shall not respond to a Broadcast mode transmission with data acknowledgment frames. This
process shall be repated until the enlire message is transmitted. Herald frames between
each data series are @iOnld.

NOTE Broadcast mode is essentially ARQ mode with iixed-length control fkames and no
acknowledgments from receive termiqds.

4.2.3.3 ARO circuit mode. The ARQ circuit mode shall operate identically to the
variable-length control fkameARQ mode, except that terminals shall maintain the link in the
absence of user data until dhected to drop the.linkbytheuser. Termids shall maintain the
data link connection in the absemceof &ta by sending herald and null-AC’Kcontrol fi’arnes
that announce no message. ‘hrrninals shall respond to this null herald by sending a
nu&ACK cxmtrolframe along with a herald of their own. Teaminds should use the error
statistics of the null heraM/null-ACK exchange to maintain a valid estimate of the qportable
data rate of the data link. When available, new user data shall be announced according to
the requirements of the ARQ data transfer mode. Note that the ARQ circuit mode does not
include a fixed-length control frame option.

4.2.4 ~meouts. ‘llxneouts -e two fbnetions in the HFDLP: they ensure that krminds

do not wait indefinitely for responses, and that tmnsnuw“ “onsfrom termids that
simultaneously attempt to link with each other have a low probability of colliding at eve?y
mtmsmkion and therefore failing to link.

4.2.4.1 ‘l%m-around times. Mer reception of a valid transmission, a terminal shall initiate
the responding radio fkequency(RF) transmission no sooner than 1 second and no longer
than 10 seconds after cessation of the received RF signal.

4.2.4.2
which it

Ream nse timeout. After each valid reception the terminal shall establish a time at
will take action if Mher valid receptions are not forthcoming. These times differ

.
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for transmit terminals and receive terminals (defined in 2.1). A fiwther distinction must be
made between acknowledgedtransmit terminals andprospem”ve transmit terminals. When a

receive terminal determines that it has tmffic to send that is of equal or higher priority than
the current transmit terminal (e.g., when such higher-priority traMc is delivered to it by the
local user), it heralds this event following the next legitimate reception tim the transmit
terminal. Until this receive termimd receives an acknowledgmentof its new status, this
@minal is a prospective transmit teminal. A terminal that has received acknowledgment of
its transmit terrnid status is an acknowledged transmit terminal.

NOTE: Under certain conditions there may be no acknowledgedtmnsmit terminal.

During link establishmen~ termhls in the cdl acknowledgestate act as either recaive
terminals @ not attempting reverse preemption) or as prospective transmit termimds (if
preempting).

Timeout values shall be set as follows for the inkmperable mode (User ID = O):

a.

b.

c.

d.

e.

After each’legitimate reception, an acknowhxigedtransmit terminal shall set a
nxponse timeout equal to the ending time of its responding transmission plus
‘2s.4 s.

Following each retransmission (or the initial transmission of a ~
data-ACK-reque@, an acknowkdged transmit terrnhd shalI set its response
timeout to the sfum”ng time of that transmissionplus 48.8 s.

A prospective transmit_ shall set its response timeout to 48.8 s after the
starling time of its transmission, whether this transmission foliows a legitimate
reception or was a retransmission,following a missed response.

A receive termid shall set its response timeout following each 1 “tirnate
Treception from the transmit terminal to a value equal to the er@t time of its

transmission in response to the reception plus the estimated ding time of its
neit reception plus the most recent Link Timeotit value received iiom the
“transmittermimd during”the current link. If expeding a cxmtrol tie, 25.4s
shall be allowed for the next transmission; othenvise (&ta series expcted), the
time allowed for the next transmission shall be the sum of a 10s turnaround
lime plus N + 1 interkmer times, where N is the number of interleaves of the
announ~ size required to hoId the announced data series.

After a call (or immediate transmission) a tmninal shall set its timeout to be
25.4s after the end of the first transmission. If no valid reception has ocmrred
prior to this timeout, the termid shall act in accordance with paragmph
4.2.4.4. After retransmission the timeout shall be set to the s~”ng time of
the retransmission plus either 48.8 s, 63.8 s, or 78.8 s. The choice among these
three values shall be randomly generated in such a manner that each has
approximately equal probability of being selected, with little correlation among
the choices either at a singIe teti or betweenpi.rs of termhls.

.
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Terminals may use timings different from those above only if they have negotiated a
non-zero user-ID field which is associated with different tuning rules. (Manufacturers are.
encomaged to publish generally-useful sets of timing rules for industry-wide implementation.)

4.2.4.3 Link timmu~ The link timeout shall be computed as the time from the end of the
first txansrnissionof a“frame until all retransmission that would result from no response to
that tie have been compkted, including the response timeout after the last retransmission,
and accounting for any automatic data rate or interleave changes that would be performed by

“ that station.

4.2.4.4 Action followinz b“meou~.The action taken by a terminal when no legitimate
response is received shall be as follows:

I

a. If a transmit teminal (acknowledged or prospective) has received no signal by
the time specified by the Response Timeout, it shall decrement its inteinal refry
countdown and transmit a @me that requests a retransmission bin the othex
terminal. If the missing response is a data-ACK frame, the transmit termhal “
shall send a frame with the ACK/NAK type set to data-ACK-request. If the
missing response is a hemld-ACK, it shall repeat the herald frame. If the
missing response is that associated with a call (or an immediate transmission),
therepeated flarneshall bethecall (orthe herald thatwas transmitted atthe
start of the immediate transmission).

b. If a transmit terminal (aclqowiedged or prospective) receives a tmmnksion
with an invalid CRC (e.g., its modern synchroni.mdto a received preamble, but
the CRC in the received frame was invalid), including a transmission that begins
before but concludes after the Response Timeout, it shall take the actions
specified in the preceding Paragr@, except that the transmission shall take
place as soon as possible vd.hin the constraints imposed by paragmph 4.2.4.1.

c. Upon expiration of the L&k ‘Ilmeout, a transmit terminal shall drop the link and
either return to the idle state, diwwding any unfinished message with
notification to @e (IOcal)source of that message, or request re-@ablishmemt of
the physical-layer link (possibly through an automatic link establishment (ALE)
controller) with the intent to resume the message if re-linking is succesfii

d. A receive termin~ thathas not received a valid ~ . .on prior to the
expiration of its response timeout shall drop the link in accordance with 4.2.2.2.
A receive tmninal ~ -d immediately (within the constmm‘tsimposedby
~h 4.2.4.1) to ~nwons v$th invalid CRC, as defied above in
-h b. H tie =ve ~ ~ in the process of reception when the
timeout expires, it shall compkte the reception but shall drop the link if no valid
CRC is obtained.

e. In gened, whenever a termhal rtxeives a valid transmission O.e., contents that
are reasonable in context of the protocol and valid CRC), it shall reset its retg

.
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countdown to its original value and set the Response Timeout in accordance
with 4.2.4.2.

4.2.5 ~ul]+juD]~ cmeration. The formats and protocols for fulkiuplex operation shall be
identical to that spcified for simplex operations except W timeouts and retransmission for
one trafiic direction must”work around the data series tmnsf~ in the other direction.
SirnuhaneoUStic should ~ suppoti whenever *C of my priority exists at both
termids. Note that reverse link preemption is not needed in fullduplex operation.

4.3 Exanmles. l?@re 8 illustrates typical data transfers over the data link. Each square in
the figure represents a coritrd or data tie.
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5. IMPLEMENTATION GUIDELINES

Althoughthe HFDLP has been designed to operate with any arbitrary modem waveform, it
has been optimized to operate over HF radio channels with the inherent high error rate
encountered on these channels. It is expected that the protocol will be most often used with
the HF serial (single-tone)waveform. The following pamgraphs provide insight and
guidance in implementing the HFDLP using the HF serial (singbtone) modem waveform.

5.1 &h@in~ data rate. A simple but effective algorithm for adapting the data rate of the
modem during data link operation is as follows:

a. If all of the ties are transferred without error, the data rate should be raised.

b. If fewer than 50% of the frames are transferred without emor, the data rate
should be 1OW-.

5.2HF serialm“n~l~tonel interkaver caaci . Figure 9)iststhecapacity of theserial
(single-tone)modti intedeaver buffers as a %wtion of interleave size and data rate. The
length of serial (single-tone) modem transmissions is always an integer number of interieaver
intends. men calculating the transmission time of a block of data of a given length, one
must take into consideration that in addition to the totaI number of interleave intervals
required to transmit the user data prtwmted to the modem, the modem will precede the data
transmission with a preamble phase equal to one interleave interval and will append 176
bits. Figure 9 Iists the total capacity of the interkaver buffs for each data rate, the
minimum number of intedeaver intervals required to.transmit the 176 postamble bits and also
the number of bits remaining within the minimum number of interleavti intervals for user
data af&erthe postamble is accounted for.

w~ “ Birs
Auaihbk in the

“.. himlfmMonberqf MiiM Nionberof
Intdeaver S&e Ddo Rae BidM?rlemer Interkavers bucrknWs

Sboxt(0.6 s) 7s 4S” 4 4

. . 150 90 2 4

300 1s0 1 4

600 360 1 184

12m 720 ~ 1 544

24W ‘ 1,440 1 1264

bug (4.8 s) 75 360 1 184

lso 720 1 544

3m 1,440 1 1264

a 2,880 1 2,704

5S584

2400 11S20 1 11*

. .

Figure 9. Serial (single-tone) interleave buffer capacity
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INFORMATIONBASE FOR
AUTOMATED HF M.IXO N171’WORKS

ABsTRAcr

xem~t Of ti@ fierIuency (Ill?) radio networks through the
use of the SimpleNetworkManagementProtocol (SNMP) requires
the formal definition of the data objects to be remotely read and
written by a network managementprogram. This report defines
the Management Information Base @B) for automated HF radio
networks.

INTRODUCTION

Automation of HF radio networks to date has simplified the tasks related to establishing

links using HF radios. However, the automatic link establishment (ALE) technology that

hides the complexities of linking has generated a new problem in radio network management:

the automatic controllers use a number of intricate data structures that must be -t

consistent throughout a network if operations are to proceed smoothly. Some steps toward

reducing the impact of this problem have been included in MJIATD-187-721.

An aspect of nwork managementthat has not been addressed by the cumnt HF

standards is the need to obseme network comectivity and equipmeat status tim network

control sites so that corrective action can be initiated promptly when malfunctionsor other

disruptions oawr. Managers of packet networks have been at work on network management

problems for sometime,soit makessenseto look at the procedures used in th= more

matureautomated networks to see whether they have technology that could be usefully

applied to the management of HF networks.

1
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Perhaps the best-known of the packet network technologies is the Internet suite of

protocols (iicluding the transmission control protocol (TCP) and the intemet protocol (fP)),

which grew out of the Department of Defense (DoD)-sponsoredAdvanced Research Projects

Agency Network (ARPANEI’) research. The network managementapproach used in the

Intern@and associated sub-networks is basal upon the Internet-standard Network

ManagementFramework which was developed in the late 1980s. This technology is more

often referred to by the protocol that it employs for managing neWork nodes, the SW

@Fc-l15q.

SW was designed so that it explicitly minimim the number and complexity of

management functions realized by the managementagent itself. That is, the development

costs of including SNMP in managed equipment are minimized at the expense of (perhaps)

increasing the complexity of the software for network management stations. However, the

ratio of managed nodes to management stations is large so the benefit of Widesp-

implementationhas greatly outweighed the cost of implementing the management software.

To briefly summarize the salient points of the SNMP approach:

a Network management stations monitor and control network elemeats by

communicatingwith agents in those elements.

b. This interaction uses SNMP WC-1 157j to get and set the values of defined data

objects. Agents may ah send trap messages to managementstationsto announce important

events asynchronously.

c. The defined data objects are described in the MIB ~C-1213], which is

currently strongly oriented toward the TCPAP protocol suite, but is easily extensible.

definitions are expressed formally in abstract syntax notation 1 (ASN. 1) ~SO 8824].

Object

2
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d. Object names and values are encoded in accordance with a set of ASN.1 Basic

Encoding Rules fISO 8825].

e. When elements do not implement SNMP, they may still be managed by using

proxy agents that translate the standard SNMP messages into proprietary messages

underst%d by the non-SNMP elements.

f. Authentication is included in the standard, although current practice uses only

trivial authentication. The mechanism is extensible using ideas similar to HF Wg

protection &P).

g. SNMP requiresonly a comectionkss datagram transport semice (e.g., the user

_ prowl wp) in the Internet, or a similar protocol on top of HF automatic

messageexchange (AME) in MIL-STD-187-721).

h. SNMPV2,in accordancewith RFC 1441-1452shall be employed for HF network

managementwith the folIowing additional requirements:

(1) An agent receiving a SetRequest that sehxts a nonexistent row in a table

shall automatically create the requested row subject to resource

availability, setting column objects in the new row to their defiwlt values

unless other valid values are specified in the SetRequest message.

However, if any vaIue in the SetRequest message spedi%s an invalid

value for any column object in the new row, the new row shall not be

created, and a GeUWponse message shall be returned indicating the

erroneous variable binding.

3
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Co Table rows invalidated by a SetRequest shall not be reported in responses

to GetNextRequests; that is, from the point of view of management

stations, invalidated rows are deleted from the table.

(3) Object identifiers for objects defied in the MIB may be encoded for

transmission tihin HF nenvorkr only using the truncatedencoding

scheme. Gateways that comect HF networks to non-HF networks,

however, shall ensure that object identifier encodings in messages

entering non-HF networks use the full encoding of ISO/IEC 8825;

SNMPxnessap enteringHF networks maybe translated-to-use

truncated encodings.

(4) Retransmission timeouts in network managementprograms shall be

adjusted to allow time for link establishmentand for the transmission of

requests and responses over modems that may be able to achieve

throughputs of 100 bits P sixond (bps) or less.

MANAGEMENT INFORMATION

SNMP fbnctions by reading and writing data structures defined for each item of

controlled equipment.

These data structuresam defined using an abslmct syntax (ASN.1) so that the details of

how the data are stored by individual network componentsare hidchm.

For example, alescmltate

simply defined to be an integer,

(the rate at which an ALE controller scans channels) is

with no indication of byte order, or even the number of
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bytes used to represent it on any particular ALE controller. Furthermore, some ALE

controllers may store channel dwelI time instead of scan rate, in which case a conversion

from dwell time to or from scan rate is made whenever aleScanRate is read or written.

ENCODING RULES

When data are exchanged over the air (or some other medium), it is necessay that all

parties to the exchange use the same encudings for the data.

The ASN.1 encoding rules ~SO 8825] name each object by tracing a path througha

tree of stamkds to flnalIy reach the leaf that clef- that object. It seems reasonable, while

within an HF network, to truncate this path to that portion that lies within the HF MIB, and

use a spciaI flag (i.e., the octet 123) to denote this. This is _ to reduce, by 4, the

number of bytes needed to name each object, without compromising the interoperability of

the proposed HF radio networks implementation of SNMP, described in this paper.

SNMP version 2 (SNMPv2)modified for use in HF networks is cxdled the HF Network

Management Protocol (HNMP). The variations on SNMPv2 htrodud for HFuseare

intended to redu the amount of overhead bandwidth consumed by the network management

protocol. These variations are as follows:

a. Object idetilers for objects defined in the HF MIB shall be encoded for

tmsmission using the truncated encoding scheme described above.

5
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b. A GetRows variant of the GetBulkmessage is used for efficient retrieval of rows

of tables.

c. A PIN authentication is available. MD5 authentication is optional.

The GetRows operation issimilartothe SNMPV2 GetBulkoperation, except that the

response to a GetRows is a new protcxd data unit (PDU) format. A GeU20Wsrespo=

includes the object ID only of thejimt object in each row, followed by the values of all

objects requested in that row.

PERFORMANCE

The performance of HNMP may be gauged by how many bits are transfexrd to

perform common operations. A fairly complex station such as that shown schematically in

figure 1, is used for computing some example bit counts. In this case, the station is

postulated to contain 1 ALE controller, 7 radios, 10 antennas, 6 HF Data Link Protocol

(HFDLP)contrdhm, 1anteanamatrix,and 1 BLACKpatch panel. A complete over-the-air

load of ALE operathg data using IINNIP whl transfer the following objects:

● 14 scalar values

. 6 Self Address Table entries

. 14 individual and 3 net entries in the Other Address Table

. 30 entries in the Channel Table

● 3 entries in the Channel Set Table
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Figure 1. HF Station Example.
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Using HNMP, this transfer will require 2,831 octets. Using this as a baseline, the.
number of @ets to load the remaining equipment is estimated as follows:

Radios 15,000

Antennas 500

HFDLP 200

Antenna matrix 500

CONCLUSION

Appendix A contains MIBs for nelwork management of automated HF radio networks.

This MB is merely a subset of the management information that wiil be needed for a full

implementation of automated HF radio network management. Additional objects may be

defined in equipment-specificMI&as descrii in the stmture of Management Information

~C-1442]. Appendix B contains HNMP definitions.
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The following relevant requests for comment (RFC) are available via anonymous ftp

from nic.ddn.mil or nis.nsf.net. They are stored in the rfc directory with file names in the

format rfcxxxx.txt. The f~ three RFCSdocument SNMP version 1. The remaining RFcs

document various aspects of SNMP version 2, which forms the basis for automated HF radio

network management.

RFc-1 155

RFC-1157

RFC-1213

RFC-1441

RFC-1442

RFC-1443

RFC-1444

RFC-1445

RFC-1446

RFC-1447

Structure and Identification of Management Information

A Simple Network Management Protocol (SNMP)

Management Information Base for Network Management of
TCP/IP-based Intemets: MIMI

Introduction to Version 2 of the Internet-standard Network Management
Framework

Structure of Management Information for Version 2 of the Simple
Network Management Protocol (SNMPV2)

Textual Conventions for Version 2 of the Simple Network Management
Protocal (SNMPV2)

Conformance Statements for Version 2 of the Simple Network
Management Protocol (SNMPV2)

Administrative Model for Version 2 of the Simple Network Management
Protocol (SNMPV2)

SecurityProtocQlsfor Version 2 of the Simple Network Management
Protocol (SNMPV2)

Party NIIIl for Version 2 of the Simple Network Management Protocol
(SNMPV2)
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RFC-1448 Protocol Operations for Version 2 of the Simple Nework Management
“ Protocol (sNMM!)

~ RFC-1449 Transport Mappings for Version 2 of the Simple Network Management
Protocol (SNMPV2)

[
RFC-1450 Management Information Base for Version 2 of the Simple Neavork

Management Protocol (SNMPV2)

RFC-1451 Manager-to-Manager Management Information Base

RFC-1452 Coexistence between Version 1 and Version 2 of the Internet-standard
Network Management Framework

Another usefid reference is The Simule Book, by Marshall Rose, publiihed by
Prentice-HalL This book provides a thorough introduction to SNMP.
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APPENDIX A

ABSTWWTSYNTAXNO’I’ATION(HF-MIBDEFINITIONS)

HF-MIBDEFfNIITONS::= BEGIN

IMPORTS
experimental,OBJECT-TYPE,MODULE—IDENTITY,Counter32,Gauge32,TiiTicks

FROMSNMPVZSMI- RFC 1442

DisplayString, RowStatus, TixneStamp,TnuhValue
FROM SNMPV2-TC; - RFC 1443

M MODUI.&IDENITIY
LAST-UPDATED
ORGANIZATION
CONTACI’_XNFO

“

Postal:

Tel:
Fax:

E-mail:

WO831O212Z”
“U.S. Amy Information Systems Engineering Command’

Eric E. Johnson

NewMexicoSuueUniversity
De@3-o, (ElearicalconIputerE@neer@
Ia Cruces,NM 880034)001
USA

+1 5056464739
+1 5056461435

ejohnson@mnsu.edu”

DEWRWI’ION ‘l’heMIB modulefor MWFED-STD automatedHF radio networks”
::= {243 }-(encoded asthesingle octet 123)

admin OBJECI’IDENTWI ER::={hfl}-subtree forpartycontext lDs...
security OBJECT rDENTmER ::= {hf2}-subtree forsecurity features,

- including ECCM and UNIti-level seatrity
enterprises 0B3ECT IDmnFLER ::= {hf3}-subuee forenm@wpd “ CMIBS
hfsystern
patch

radio
de
1p

hfdlp
sme

~

OBJECT DENTmER ::= { M 4 } - generally applicable objec$s
oBJ’Ecr IDmTImER ::= {Ms}-intetwnrlections ystemssuchas

- antenna matrices awl patdl panels
oBJEcrnmNTnmR ::= {hf6} - SnteMas, Coupks, etc.
oBJEcrxDmTmER::= {hf7}-radios
oBJEcr ImNTmER::= { hf 8 } - automaticlinkestabliit controllers
OIUECTIDENTIFER::= {hf9}-litlking prot&tion
OBJECT IDENTIHER ::= {hflo}-
oBJEcrlmNTnmR::= {llfll}-
oBJEcx’rDENTmER::= {hf12}-
oBJEcl’ IDEN’mlER::= {tlf13}-
OBJECTIDENTEIER::= {hf14]-
oBJEcTIDENmFIER::= {hf15}-
OBJECI’ m3NrnmR ::= {hf16}-

tnodems
HF data linkprotocol
automaticmessageexchange
relaymanagementprotocol
stationstatusprotocol
HF transpoltprotocol
HF networicmaaageznentprotocol
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- the HF system group

hft%mo~ode OBJECT-TYPE
SYNTAX INTEGER {

other (1)
lmlll (2), - device is under local control
remote (3) - remote control enabled

}
MAX-ACCESS ~y
STATUS current
D32SCRlF1’ION

%cus of control”
::= {MSysteml }

hfselfrestndodeOBJECT-TYPE
SYNTAX INTEGER
MAX-ACCES read-write “
WATUS curreut

DESCIU3WION
“Oindicates &vice not performing self @s&C&Z vahses comqond to particulm se~f w,
dlesevalues andtheir meanings vaty from devia to &via”

::= { hfSystem2}

MM#TestResultOBIECT-TYPE
mu ~
MAX-ACCESSread-write
STATUS curreat
DESCIZWITON

●o indicaksselftestcompletedsu@emlllU~-1 indicatesthatno Se3ftesthasbeen
*- positivevaluesindicateMures withdevice-qxdic meanin~, negativevalues
llmKservedfOrstdadlA fault*.”

::= {@%tem3}

MLastFallltOBJECX’-TYPE
mm ~ (o..6s53q
MAX-ACCESS Ke%dQldy
Sl?ATUS current
DEXIUPTXON

“last fault code mtu.mcdby device; O for no fault”
::= {hR&stem4}

MastMessage OBJMX-TYFE
SYNTAX DisplayString
MAX-ACCESS ~dy
~ATUS cumeat
DESCRIPTION

‘lastdiagnostic mesge returnedby devicq Ok@ string if none-
::= {hfsystem5}

.
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hfNoChange OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS -Qdy
SI’ATUS currmt
DESCRIPTION

True if no change haa occumed to hf&XTestResulL h@stFault and MLa.stMesaagesince
each was last read. False if any has changed.”

::= {hfSystem6 }

hfNativeControiPort OBJE~-TYPE
SYNTAX OCT’ETSIRING (SIZE (1..6S53S))
MAX-ACCESS read-wite
~ATUS curreat
DESCRIPTION

“’l%isobjectimplexneatsa tmnspmmtpaswhmughtobuilt-inproprietarycuntrol
intmfaces. Strings writtea to this object are effecthdy injected into the local control port
of the device. Readingtis objm nxumsthestatus~ge(s), in order, re&uuedby the
device inmsponse tothehtestwritetothisobject. AUaminthenative fomatofthe
&vice. “

::= {hfsystMn7}

- the Device ports and Ranks Tables
- Theportsdescrii in thesetablesare strictlyphysical.
- For “logicalports”use the interhcesgroupin MIMI

hfPortRanksTableOBJIWT-TYPE
SYNTAX SEQUMWE OF HfRaokEotry
MAX-ACCESS not-aaessible
SI’ATUS cwmat
DEWRIPITON

Table describing the groups, or ranks, of ports on a device. A rank may either be a
Iogical mnkofports( asinapatchpanel), oragmup ofsimilar ports (such astheaudio
inputs on a radio).”

::= (bfSyatem8}

MRankEntryOBJECT-TYPE
mm mfidhq
MAX-ACCESS not-weeasible
~ATUS curreat
DESCRIPI’ION

‘an emtryin the device port ranks table describing one rsmkof porta”
INDEX { MRaokIndex }
::= { hfPortRmksTable 1 }
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HfRaokEntry::=
SEQUENCE{

MRmldndex
XNTEGER,

MRAcTP
INTEGER

DisplayString
}

MRankrndex OBJECT-TYPE
SYNTAX INTEGER
MAX-ACCESS not-accessible
~ATUS curreat
DEXIWI’ION

“rankna, auxiliary variable used to identify one rankof ports in the device port rank .
table”

{::= MRankEntryl}

MRmkTyp oBJEcr-TYPE
SYNTAX INTEGER {

Othex(l), - none of the following
Unwed (2), -anunusedrallk
binRed (3), - binary ports for classified data
binBIk (4), - binary ports for unclassified data
VfRed (5), - dog pelts for classified Signala
vfElac&(6), - analog ports for lmclaa aigual.s
IfLow (7), - radio-fkquezlcy ports (up to 300 w)
rfHigh (8), - radio+equeacy ports (over 3m w)

}
iKAX-ACCESS d+dy
=ATUS cared

DEXRIITION
Yypeofportsinlank”

{::= MRlmkEntry2}

MRawkcr OBJECT-TYFE
SYNTAX DiaplayString
MAX-ACCESS read-tite
~ATUS currtmt
DESCRIP1’ION

“descriptionof rankof poxtq for display to user”

{::= MRankEntry3 }

MPortsTable OB~-TYFE
SYNTAX SEQUENCE OF H~or@ntxy
MAX-ACCESS not~ble
SI’ATUS cumeat
DESCRIPTION

●table of pats in a rank=
::= {hfSyatem9}
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MPoltlhry OBJECT-TYPE
SYNTAX HIPortEnq
MAX-ACCESS notarxesaible
STATUS curreat
DEXRWITON

% rdry m the ports table describing one port’
INDEX { hfPoltRaWdX MPortx,ndex}
::= { hfPortaTable 1 }

HfPortEntry ::=
SEQUENCE {

Wormwdex
INTEGER,

hfPortIndex
INTEGER,

MPorrstatus
INTEGER,

IlfPOrtDescr
DisplayString

}

MPomanhdex OBJECI’-TYPE
SYNT’AX INTEGER
MAX-ACCESS not-accesible
S1’ATUS curreat
DESCIWTION

“ranka+, auiliary vwiable used to identifj ranknumber of an ezttryin the Ports
Tablq correspondsto the rank number in the hfPortRankaTabIe-

::= {hfPortEntxy 1 }

MPorthldex OBJECT-TYPE
mAx mmm
MAX-ACCESS not~ble
=ATUS current
DEXMPI’ION

‘port numbeq anxilky variable used to idmti~ an eatq in the Ports Table in which port
in the rank)-

::= {hfPmtEntry2}

hfPoItstatua OBJECT-TYPE
SYNTAX INTEGER {

down (l), - -Ve
avail (2), - available for normal operation

inuse(3), -inusefor nonmlopexation
teat (4), - in wme test mo@ not available for use

}
MAX-ACCESS d+dy
=ATUS current
DESCRIPTION

“currentoperational status of port”
::= {hfPortEntry3)
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hfPmtDescr OBJECT-TYPE
SYNTAX DisplayString
MAX-ACCESS read-write
SI’ATUS curreat
DESCRIPI’ION

“name of equipment or Ci.rulitattackd to tbia PO* for display to User”
::= {hfPortEntry4}

- the Channel Table
fix any equipment that = @mnel numbers to refer to_ fiequenci~ .

- and modes, e.g., radioa and ALE ccmtrollers

MClunmlTableOBJECT-’lYPE
mikx SEQUENCE OF HfchaMelEatIy
MAX-ACCESS not—access“ble
STATUS curreat
DESCRIPTION

“tableof channeldmwtemh“ “Ca”
::= { hfsyatem10 }

WhannelEntIy oBJEcr-TYPE
SYNTAX HfchannelEnt.ry
MAX-ACCESS not-aaxsaible
SrATUS cummt

DEWIUPITON
“an edfy in the cbaonel table”

INDEX { hfCbannelIndex }
::= { hfChannelTable 1 }

HfQmdEntry ::=
SEQUENCE {

Mchanneundex
INTEGER,

Ilfclwlerryp
JNrEGER,

hfchamelRxFreq

hmanxteuwlodl)
Hfh40dulatioa,

MC&nnelTxFmq
INTEGER,

hfchannelTxMode
HfModuiation,

MChWAAnteJlna
INTEGER,

MCllm@PoWe3
INTEGER,

bfChannelSWm
RowStatua
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hRhanneUodex OBJECT-TYPE
SYNTAX INTEGER
MAX-ACCESS not-accesw“ble
SI’ATUS eurreat
DESCRIPTION

“channelnumtq auxilky variable used to identify an entry in the Channel Table-
::= {hKbannelEatryl}

bfcknm’ype OBJECT-TYPE
SYNTAX INTEGER {

other (l), - none of the Mlowing
mused(2), -anmuaedehanae’l
duplex(3), - a channel in duplex service (both directions aimu.ltaneoualy)
simplex (4), - a chaunel in simplex semice (both dimctiona, but one at

a time)
liatea (5), - a channel in receive-only &co

}
MAX-ACCESS read~
STATUS curnmt
DESCRIPI’ION

“Opexatingmode of channel”
DEFVAL { aimpkx }
..-..— { WluuAEntry2}

hfchalmdRxFreq ORJECT-TYPE
mu -ER
UNIT’s‘w
MAX-ACCESS readixeate
~ATUS curreat
DESCIUPHON

%equeacyfor tttiachannel”
DWAL {0)
::= {hfCbannelEntry3}

MCharmelRxMode OBJECT-TYPE
SYNTAX HfModlllation
MAX-ACCESS readueare
SI’ATUS eurxeat

DESCRIFITON
‘receiving modulation for this channel”

DEFVAL { usb }
..-..— { MC%andhtly4}
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hKhamIelTxFreq OBJECT-TYPE
mAx JNTEGER
UNrrs “Hz”
MAX-ACCESS read+xeate
WATUS currertt
DESCRIPTION

“transmittingfrequlmcyfor this cbamlel=
DEFVAL { O }
::= {bfChamlelEntry5}

MChannelT’xModeOBJECT-TYPE
SYNTAX HfModulation
MAX-ACCESS red-create
STATUS caned
DI?SCR.U?ITON

%ansm.iaing modulation fm this channel”
DEFVAL { usb }
::= { bfChannclEntry6 }

MChanneiAnteaMaORJE(!X-TYPE
m= JNTE-
MAX-ACCESS readueate
SI’ATUS curreat
DESCRIFITON

%ntezmanumber (10cal significance index into site aotexmatable)”
DEFVAL { 1 }
..—..- { hfCknehtry 7

hfCbannelPowex O--TYPE
SYNTAX INTEGER {

filll (l),
reduced (2)

}

}
MAX-ACCESS makmato
WATUS curreat

DESCRIPTION
%llorreducedtra nsnitterpowetusedont hischannel?=

DEFVAL { 1 }
::= {bfChannelEnQy8}

hKIWUMIStatUSOBJECT-TYPE
SYNTAX RowStatus
MAX-ACCESS readutate
SI’ATUS curreat
DESCRWITON

“The status alum used fbr creating, modi~g, and deleting Channel Table eatries=
DEFVAL { active}
::= {hfChaxmeiEntry9}
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HfModulation::=
INTEGER {

w (l),
afsk(2),
am (3),
Usb(4),
M (s),
isb2(6),
isb4(7),
- (8),
h (9),
M (lo),

- incl RATT’
- incl AI@

pak (11)

}

- the Channel Set Table

hfChanneiSetTable OBJECT-TYPE
SYNTAX SEQUENCE OF HfChanmlSct
MAX-ACCESS not—accesm‘ble
SI’ATUS ~t
DESCRIPITON

“contains aetaof chaanela for efficitmt ref=ce to scan k, *. ●

::= {MSyatem 11 }

lWhanneMet OBJECT-TYPE
SYNTfi HfChannelSet
MAX-ACCESS not—accesm“ble
STATUS current
DESCIUP.HON

‘m entryintheChannelSetTable”
INDEX { W%annelSetIndex }
::= { hfChannelSetTable 1 }

HfChalmelSet ::=
SEQUENCE {

hfCknnelSeUndex
INTEGER,

hfCbanneMtMembera
BIT STRING,

MChannelsetstatus
RowStatus
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bfChanneHetIndexOBJECT-TYPE
SYWAX INTEGER
MAX-ACCESS not+wcessibIe
SI’ATUS current
DESCRIPTION

“auxilisry vaxiable to idmtifi an eatry in Channel Set Table”
::= {hfCbannelSet 1 }

MChsnnelSetMembm OBJECT-TYPE
SYNTAX BIT STRING
MAX-AC= read~
~ATUS ~t
DESCRUTION

“Bitstringthat indicateswhichchannelsam in set. Bit number cormqonds to channel
numbex. Abitset tolindicates that tie cornqonding chanuel isinthea while abitset
to Oindi~ that the comesponding bit is motin tbeset. The bitstringneedbe no longer
than the highest-numbered cbaanel that is in the set plus one bit. (Bit Ois always O, unletx
quipment suppoxt.sa channel numbemd O.)-

::= {hfChannelSet2}

Mchannelsetstatus OBJECT-TYPE
SYNTAX RowStatus
MAX-ACCESS read-create
=ATUS cumemt
DESCIUPITOl+J

The status column used for creating, modifying, aad deleting Ch&nel Set Table entries”
DEFVAL { active}

{::= MCballdset3}

- themtdlgfoup
- the Patch Connections Table

patcMonnecxionsTable OBJE(X-TYI!E
SYNTAX SEQUENCE OF PatchCoanectionEnby
MAX-ACCESS not—acces&ble
SI’ATUS cumemt
DESCRIPTION

“tableof connections among patch ports in automated patch panel’
::= {Patchl}

patchcamectionEntry oBJEcr-TYPE
SYNTAX PatchcomuctionEntly
MAX-ACCESS not=accesiile
=ATUS ument

IESCIUPTION
‘an eatry b the @d connections table.

~= { ~ P@@Ofi pstcmmm patcwofa }
::= { patch@mectioxtsTable 1 }
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PatchaxuMction.Exltfy::=
SEQUENCE {

patch.porui

patchpolt.11

INTEGER,

INTEGER,

INTEGER,

IN’IEGER,
patchComectionStatus

m(z.11

}

pat&RdA O--TYPE
SYNTAX INTEGER
MAX-ACCESS not-accessible
~ATUS current
DEWIWIION

“cankof tkstemiofa patch cmnection; auxihry variable used to identi~ an eatry m
Patch Connoc40ns Tablem

::= { patchconuectionmry 1 }

parcbPor#4OBJECT-TYPE
mAx INTEGER
MAX-ACCESS not~ “ble
~ATUS curreat
DESCRIPHON

“portofiirsten do fapatchcoonodion; auxilkyvariab!e usedtoidentify aneatry in
patch tiM@2tiOIlS Tablem

::= { patcM20mectionEntry2 }

pdRankB OBJECT-TYPE
SYNTAX INTEGER
MAX-ACCESS not-acussible
WATWS cameat
DEXRWllON

“rankof accond eud of a patch connection; auxiliq variable used to ideatify an eutry in
Patch Gmections Tabie”

::= { patchconne&JnEntry3 }

P@@- OBJECT-TYPE
SYNTAX INTEGER
MAX-ACCESS not-ble
St’ATUS current
DEWIUPITON

“portof semnd 4 of a patch cxmnection; auxilkry variable used to ideati~ an eatry in
Patch ConnectiorLSTable”

::= { patchComectionEatry 4 }
.
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patchConnectionStatusOBJE~-TYPE
sYqTAx lNTEGER {

h (l), - writteato releaaea connection,
- freeingtheports;
- readonly inlqOlxx$tutigsET

aeizOd(2), - writtentoestabtiaba connection;readw&en- established
reserved(3), - W&a toqtlue W Withoutmakingttle

- cxmnection;
- readticn bothportabavebeenreaerved

}
MAX-ACCESS readueate
SI’ATUS current
DESCRWIION

“cmeatatatnsof connection; an appropriateerror code ia returned whea a connection
cannot beestabliabed, reserved, or fmxiaaquested, orinreapome toagetrequestfima
non+xktent connection”

DEFVAL{aeizcd}
::= { patchblmctiorlEntry5 }

- theantmna ayatemgroup
- theantmna

tableanteanaTableOIiJE~-TYPE
SYNTAXSEQUENCEOF /%mamEnw
MAX-ACCESS not-accesibie
STATUS eurnmt
DESUUPITON

“Table of anknnaa under the contxd of the Wressed device (antennaaare not addresd
directly)”

::= {anknnal}

anteanah~ 04ECT-TYPE

mAx h~~
MAX-ACCISS not-accesible
SI’ATUS current
DJNXUFTION

‘An entxy in tbe antenna table”
INDEX { antcmdndex }
::= { anteanaTable 1 )
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MenoaEntt’y ::=
SEQUENCE {

antennaXndex
INTEGER,

antennaType
JN’TEGER,

anteJlnaPolar
INTEGER,

sntenneModeI
DisplayString,

antmnaMode
INTEGER,

antmnahkPower
lNTEGER,

antenlwkm“ Uth,
. INTEGER

}“

Snandndex OBJECT-TYPE
mu INTEGER
MAX-ACCESS not+uzessible
WA’TUS current
DESCRXPI’ION

‘Anteana numbeq auxilky variable used to idca~ an entry in the Antenna Table-
::= {antemlaEntry 1 }

antemuqpe oBJEcr-TYFE
m= INTEGER {

other (l), - none of the following
whip (2),
dipole (3),
longwire (4),
loop (s),
Oti (6), - OLUllidkCtiOd

rlp (’7), - rotatable log-periodic
beam (8), - any Olhermultkklnent Sssembly
rhombic (9),
I$hpingv (lo),
nvis(11)

}
MAX-ACCESS lt%Ykdy
SI’ATUS current
DESCIWIZON

‘Type ofanteaa. %moretba noneoft ktypeslis tedisapplicable, -themost
specific. “

::= {anteunaEntry2}
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antamapolar OBJECT-TYPE
WAX INTEGER {

other (l), - none of the following
horimntal (2),
vertical (3),
circular (4)

}
MAX-ACCESS Hddy
SI’ATUS amen
DEWiUFITONt

“Polarimtion of anteama”
::= {@almaEatry3 }

an&mrlModel ORJECT-TYPE
SYNTAX DisplayString
MAX-ACCESS R3a&01dy
STATUS current
DESCRWTION

“Manufacture and model of antenna”
::= {ante?maEntry4}

antmnaMode OBJECT-TYPE
miix INTEGER

other (l),
RJconly (2),
Txoniy (3),
RXTX(4)

}

{
- none of the folknving

MAX-ACCESS readoldy
!YI’ATUScummt .

DESCRWITON

‘-g mode capability.”
::= {anteunaEntry5}

anteamwaxpower OBJECT-TYPE
SYNTAX INTEGER (-128..127)
m “dBw”
MAX-ACCESS xe%dOdy

~ATUS curreat
DESCRIPI’ION

“Maximum operating power of aateana. Whea roundingCOqUted dBW to integer, round
down. “

::= {antJ3M&atry6}
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Sntermuhm“ utb OBJECT-TYPE
WAX EWEGER (0..359)
UNITS “degrees”
MAX-ACCESS read-write
=ATUS curreat
DESCRIFI’ION

‘Curremtmagnetic arimuth of antenna. Always o for Omniantezules.“
::= { aIttemlaEntry7 }

- the radio group

radioChamd OBJECT-TYPE
SYNTAX INTEGER
MAX-ACCESS read-write
~ATUS ~t
DEXRIFTION

%dcx intoChrmndTable for the radio of its curnmt~-d. Ifitscurrent
fkqueacies andmodes donotexactly carreqondtoaneatry intbat table, equal to-l.”

::= {mdiol}

radioKeyed OBJECI’-T’YPE
mu TruthValue
MAX-ACCESS read-write
S1’ATUS cumeat

DESCRIPI’ION
“1 if transmitteris keyed, Ootherwise. Writing a 1 keys transmitter.s

::= {radio2}

radio’hwwez ORJBCT-TYPE
SYNTAX INTEGER (-128..127)
UNITs “dBw”
MAX-ACCESS read-mite
WATUS ammat
DESCRIFI’ION

‘Nominal PA output power, ss adjustedby power managemmt commands. For exampl%
a lWW radio returns20 whea opemting at full rated power. Writing 10 to mdioTxPower
sbouldcause tbisradio toreduce itspoweroutputby 10dBtoanominidlOW. Power
adjustmentswill usually be approximationsof tbe output power rquestd; the actual output
power Atig fbm adjustmentshould be reported io the response to a set. (-128 dBW
indicate9 no power.)-

::= {radio3}

radioTxFreqOBJECT-TYPE
SYNTAXINTEGER
UNrrs “w
MAX-ACCESS read-write
=ATUS current
DES-ION

“current tmnsmitting fiequellcy. “
::= {mdio4}
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radioTx.ModeOBJECT-TYPE
S~AX HfModulation
MAX-ACCESS mad-write
STATUS curreat
DESCRIPTION

“Currezlttransmittedmodulation setting. ●

::= {ladies)

miioRxFreq OBJECT-TYPE
SYNTAX INTEGER
UNITS ‘Hz”
MAX-ACCESS read-write
STATUS curreat
DEXIWI’ION

“CUmzlt receiving freqltmcy. =
::= {mdio6}

radioRxMode oB3Ecr-TYPE
SYNTAX HfModulAtion
MAX-ACCESS read-write
=ATUS current

DESCRIFXTON
“Culreat receiver modulation setting.”

::= {mdio7}

radion$ned oBjEcr-TYPE

SYNTAX TruthValue
MAX-ACCESS mad-write
WATUS curreat

DESCRIPHON
●1 if radio and c.o@er tuned fm radioTxFreq, Oothmwke. Writing a 1 causes taming(O
will be mad until tuning is completed). ”

::= {mdio8}

ladioPABypass oBJEcr-TYPE
SYNTAX TxuthValue
MAX-ACCESS nad-writo
STATUS ament
DEKRIFIION

“true for b-, fialaefix nomual-
::= {radio9}

nxlioCou#erBypassOBJECT-TYPE
mAx TxuthValue
MAX-ACCESS read-write
STATUS ament
DESCRIPIXON

‘true for bypasq Mae for normal-
::= {radio 10}
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ra.dioActiveAnteanaOBJECI’-TYPE
SYNTAX INTEGER
MAX-ACCESS mad-write
WATUS ameat
DESCIUPITON

“Index into antennaTable indicating the antennacurrently in use (or ready for use).”
::= {radioll}

radioPresdectorBypass OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
SI’ATUS curreat

DESCIUPiTON
“true for bypass; * for normal”

::= {radio 12}

radioFromEndAuea0=-TYPE
SYNTAXINTEGER(0..255)
UNITS “dB*
MAX-ACCESS mad-write
SI’ATUS ~t
DESCIUFTION

“attenuationat front end”
::= { radio 13 }

radioRFMuteOBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
STATUS curreat
DESCIUFI’ION

“ho if RF is muted, *if unmuted”
::= {radio 14}

AORFti OBJXT-TYPB
SYNTAX INTEGER (-128..127)
m WdB=
MAX-ACCESS read-write
SI’ATUS currem
DEXRIFITON

“gain of mceivcr RF amplifier relative to nominal”
::= {radio 15}

radioVFO OBJECT-TYPE
SYNTAX INTEGER
_ .%.

MAX-ACCES read-write
SI’ATUS cummt
DESCRIPI’ION

%eqUency of VFo; o is off
::= {mdio 16}
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radioNoiseB1snker OBJECT-TYPE
SYNTAX INTEGER (0..9)
UNITS ‘arbitrary”
MAX-ACCESS read-write
STATUS current
DESCRIFI’ION

“noise bkmker level; the range of !eveis suppoti by the radio shall be mapped into the
range Othrough 9, with 9 being the highest level; Odisables noise blsnker”

::= { radio 17}

radioNotchFikrMode ORJE~-TYPE
SYNTAX INTEGER {

off (l),
manual (2),
automstic (3)

}
MAX-ACCISS read-write
~ATUS carrtmt
DEXIUPTION

“operatingmode of notch fiirec in automatic mode, notch fkqueaey tracks the interfering
Sigoal automatically”

::= { diO 18 }

mdioNotchFilterFrequeacy OBJECT-TYPE
mu INTEGER
UNITs ‘Hz”
MAX-ACCESS read-uaite
SI’ATUS cuneat
DESCRIIWION

“clmtexfmquezlcy of notch m-, read only when mode is automatic”
::= {*O 19}

rsdioAGCMode OBJECT-TYPE
ma INTEGER{

off (l),
fast (2),
medium (3),
slow (4),
external (s),
cohered (6),
dstaq)

}
MAX-ACCESS read-write
STATUS ament
DESCRIPTION

“AGC speed and mode”
::= {fsdiom}
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radioAudioC@nable OBJECT-TYPE
SYNTAXTmthvalue
MAX-ACCESS read-write
SI’ATUS cuneat
DESCRIPTION

‘trueif audio @t filter is on, fidse if or
::= { radio 21 }

radioAudk)UipLeVel OM-TYPE
m= INI’EGER
UNITS “dB”
MAX-ACCESS read-write
STATUS current
DES~ON

“level relative to nominal”
::= {radio 22}

radioAudioPassbandOBJECI’-TYPE
SYNTAX IliT13GER
UNITS “Hz”
MAX-ACCESS read-write
5rATUS current
DESCRIPI’ION

“widthof tUldiO passband-
::= {mdiozi}

radio~ “ g OBJECT-TYPE
SYNTAX INTEGER
UNITs “Hz”
MAX-ACCESS read-write
~ATUS cuneat

DESCRIPTION
‘variationof passkmdcenterfkqueacyfrom nominal; Omeans passkmd tuning is off

::= {radiow}

mdioBFOOBJECT-TYPE
mu nrrmmt
UNITS “Hz”
MAX-ACCESS read-write
WATUS tamed
DEXRIPTXON

“frequency of beat frequeacy oscillator Ois or
::= {radio 25}
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radioSquelch OBJECT-TYPE
SYNTAX INTEGER (0..9)
UNITS ‘arbitrary”
MAX-ACCESS read-write
~ATUS curreat
DEXRIPTION

%qudehlevel;Ois off
::= {fadio26}

diospeakerMute OBJECT-TYPE
mAx TruthValue
MAX-ACCESS read-write
~ATUS curreat
DESCIUPTXON

‘txueif speaker is muted, false if unmuted”
::= {radio 27}

ladioMicGain OBJECT-TYPE
SYNTAX INTEGER
UNITS 9dB=
MAX-ACCESS mad-write
STATUS cured

DESCIUP1’ION
“gain of microphone input-

::= {fadio28}

~*~le om~-T~
SYNTAX TmthValuc
MAX-ACCESS read-wite
STATUS current
DESCRW1’ION

%ue if qeech processor ison, false if off
::= {radio 29}

G3diospeecwmchlputLevel OBJECT-TYPE
SYNTAX INTEGER
UNITs “dB”
MAX-ACCESS mad-write
SI’ATUS curreat

DESCIUPI’ION
‘level relative to nominal”

::= {mdio30}

~*P-J@=@@*v~ o-”T~
mfi INTEGER
UNITs “dB”
MAX-ACCESS read-write
~ATUS current

DESCIUPMON
“level relative to nominal”

::= {radio 31}
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mdioAudioGaia OBJECT-TYPE
mw INTEGER
UNITS “d’B”
MAX-ACCESS read-write
SI’ATUS cured
DIUKRWITON

“level relative to nominal-
::= { diO 32}

radiovoxhtalde OBJECT-TYPE
SYNTAX TmthValue
MAX-ACCESS mad-write
=ATUS caureat
DIMCIUPITON

“true if VOX is on, faIse if off
::= {fadio33}

mdiovoxoain oBJEcr-TY’FE
SYNTAX INTEGER
UNITs “dB*
MAX-ACCESS read-write
STATUS curreat

DEXRIPTION
“gainrelativetonominal-

::= {radio 34}

xadioVoxAntiTripOBJECT-TYPE
mAx INTEGER (0..9)
UNITS “arbitrary”
M.AX-ACCEASSread-write -
SI’ATUS curreat
DESCIUPITON

●VOXcircuitantkip Setting”
::= {radio35 }

ladiovoxIMay oBJEcr-TYPE
SYNTAX INTEGER
UNrrs *XLIS”
MAX-ACCESS read-write
WATUS current

DESCR.IPHON
“VOX deiay”

::= {mdio36}

radiozeroize OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
=ATUS curreat
DESCRWTION

‘settotfue tozmizq reads astfue if radio iszefoized=
::= {dlo37}
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radi&canSet OBJE~-TYPE
SYNTAX SEQUENCE OF INTEGER
MAX-ACCESS read-write
~ATUS current
DESCRIPTION

“list of channel set indices in scan *“
::= { radio 38}

radidhiRate OBJECI’-TYPE
mAx nnzcxm
UNITS “channelsper second”
MAX-ACCESS mad-write
~ATUS current
DESCIUITION

“*at which receiver scans channels”
::= {fadio39 }

mdioSto#can’Ihmshold OBJECT-TYPE
mAx nvnxm
UNITs “dB=
MAX-ACCESS read-write
~ATUS arneat
DESCRIPI’ION

“level relative to nominal”
::= {rwiio40}

- the radio gauges

Iad.iooanges oBJEcr-TYPE
SYNTAX SEQUENCE OF RadioGaugeEntry

MAX-ACCESS not—accesMe
=ATUS cumeat
DEXRWI’ION

“Table of read-only radio gauges. Orgmizd in no particularorder, each is idcatified by a
name, and has integer-valued readings in specified Uaits.“

::= {fadio41 }

radioGaugeEntxy OBJECI’-TYPE
SYNTAX RadioGau@ntry
MAX-ACCESS not-acessible
~ATUS curreat
DES~ON

“An abstmct mdio gauge”
INDEX { mdiooaugehdex )
::= { radioGauges 1 }

210

A-22

Downloaded from http://www.everyspec.com



Tit NO. ASQB 94089
November 1994

I&dioGaugeEntry ::=
SEQUENCE {

mdkGaugeIndex
3NTEGER,

mdioGaugeName
DisplayString,

radioGaugeUnits
DisplayString,

radioGaugeReading
Gauge,

radioGaugeTn@iigh
Gauge,

radioGaugeTrapk
Gauge

}

radioGaugeIndex OBJECI’-TYFZ
SYNTAX INTEGER
MAX-ACCESS not—accesm“ble
=ATUS current
DESCRIPI’ION

“gauge num% audiary variable used to idemtifjfan entsy in the table of mdio gauges’
::= { mdioGaugeEtltry1 }

radioGaugeName OBJECT-TYPE
SYNTAXDisplayString
MAX-ACCESS ddy
=ATUS current
DESCRIPTION

“Name of the quantity whose value is displayed on the gauge. ”
::= { radioGaugeE@ry2 }

*oGaugeUnits OBJECT-TYPE
SYNTAXDisplayString
MAX-ACCESS d+ldy
STATUS curreat
DESCRIPTION

“Units of the value displayed on the gauge. Should be selected so that integer readings are

::= { %i%;geEntry 3 }

mdioGaugeReading0BJ3MX-TYM3
SYNTAXGauge
UNITS “specifiedin radioGaugeUnitsg
MAX-ACCESS d+dj’
SI’ATUS current
DESCRIPTION

‘Most reccmtvalue of the quantity named in radioGaugeName”
::= { fadioGaugeEntry4 }
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radioGaugeTrapHighOB.JE~-TYPE
SYNTAX Gauge
UNITS ‘specified in radiffiaugel.hits=
MAX-ACCESS read-write
STATUS cument
DESCRKPMON

“thresholdabove which a tmp will be geaemted automatically*
::= { radioGaugeEntry5 }

radioGaugeTrz@nvOBJECT-TYPE
mAx Gauge
UNrrs “specifiedin radioc%lugcunits”
MAX-ACCESS d-write
~ATUS curreat
DESCIUFITON

‘thresholdbdOw which a &q) W be &mrated iUltOmilfiCd)’”

::= { radidhugehtry 6 }

- the ALEgmup

al&anRate OBJECT-TYPE
ma mrwn
UNITs %bannelaper aecald” ~
MAX-ACCESS read-write
SI’ATUS curknt
DESCRIPITON

“rate at WhichALE receiver acanaChannela”
::= {alel} .

aleMaxScanChan OBJECT-TYPE
SYNTAX INTBGER
MAX-ACCESS read-write
~ATUS curmu
DESCRIFI’ION

“maximumnumber of channels scanned for netwo*”
::= {ale2}

aleMaxTuneTm OBJECT-TYPE
mAx -=
UNITS‘lMtnsm
MAX-ACCESS read-tite
SI’ATCJScurmat
DESCRIPITON

“muimumtie timefor netwo~
::= {ale3}
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aleTunAroundTii OBJECI’-TYPE
SYNTAX INTEGER
UN-ITS “loo m“
MAX-ACCESS read-write
SI’ATUS curreat
DESCRIPTION

%nsximumTts for network”
::= {sle4}

skActivi~iut OBJECT-TYPE
mu INTEGER
UNTrs ‘Secondse
MAX-ACCESS read-write
SI’’ATUS cummt

DESCREWON
“tit-for-activity timeout W“

::= {ale5}

awisezmi OBJECT-TYPE
mA.x nvrmnt
UNITs “SeeOnds”
MAX-AC(XIS read-unite
~ATIJS curmzn
DESCRIPTION

“listezlbefore transmit time Twt”
::= {ale6}

akkcepthycau oBJEcr-TYPE

SYNTAX INTEGER {
respond(l),
ignore (2)

}
MAX-ACCESS read-write
STATUS curnmt
DESCRIPI’XON

“~_ cuntrdkr respond to ~)’dk=

::= {de7}

Slekcqtiulcdl oBJEcr-TYPE
SYNTAX INTEGER

==F (n
ignore (2)

{

}
MAX-ACCESS red-write
Si’ATUS current
DESCRIPTION

‘will ALE controller detect snd stop scan for sIIcalls “
::= {ale8}
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akAcqtAMD OBJECI’-TYPE
SYNTAX INTEGER

display (l),
store (2),
displayAndStore (3),
ignore (4) -doesn’trequire mturntoscan

}
MAX-ACCESS read-write
STATUS curreat
DESCRIPTION

“ALE comroller action(s) upon receipt of AMD mesage”
::= {ale9}

ale.AcceptDTM OBJECT-TYPE
SYNTAX INTEGER {

qt O)*
ignore (2)

}
MAX-ACCESS read-write
STATUS cu.rreat
DEKZUPITON

“ALE coxmdler action upon receipt of data text message”
::= {ale 10}

aleAcceptDBMO--TYPE
m= INIEGER {

accept(l),

ignore (2)

}
MAX-ACCESS read-write
S1’ATUS ~t
DESC3UPX’ION

“ALE controller sction upon nxeipt of data block message”
::= {alell}

aleRequ@LQA O--TYPE
SYIWAx INTEGER {

always (l), -request LQAinevery ALEtrmsmission
CaiIonly (2), ‘_@Aodytim~
never (3)

)
MAX-ACCESS read-write
SrATUS cured
DESCRIPI’ION

‘ALE protocol plmes in which M& controller will request an LQA rqmrt”
::= {ale12}
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sleAutoPowerAdj OBJECT-TYPE
SYNTAX INTEGER {

always (l), - evaluate every received ALE transmission, but
- request power adjustmentonly wbea needed

Cauonly (2), - XlegOtiAtC power Ody during M
- establishment

never (3)

}
MAX-ACCESS read-write
~ATUS curreat
DESCRIPTION

“ALE protocol phsses in which ALE controller will gcmmtte power sdjust connmmds to
distant station, based upon ~t of recAled signal st!wlgtif

::= {ale 13}

AleAd&css ::= ~ SITUNG (SIZE (1..1 S))
-one to fifteen &rac&rs from [A-Z, O-9]
- the ALE Self Address Table

skSelfAddrTsble OBJECT-TYPE
SYNTAX SEQUENCE OF AleSelfAddrEntry
MAX-ACCESS not—accesI“ble
~ATUS curreat
DESCRIPTION

“table of ‘self’ dkesscs for ALE controller, along with ALE infbnmttion relevant to each
self addless”

REFERENCE “- MILSID-188-141”
::= {ale14}

aleSeltAddrEntry OBJECT-TYPE
SYNTAX AieSelfAddrEntry
MAX-ACCESS nd—accesa“ble
SI’ATUS cummt
DESCRIFI’ION

“sn eotry in the ALE Self Address Table=
INDEX { IMPLIED aleSeJfAddr}
::= { akSeifAddrTable 1 }

AkseMAddrE@’y ::=
SEQUENCE {

ale&l fAddr
AleAddress,

sleSeIfAddrStatus

aleNeMddr
AleAddmss,

sleSlotWaitTime
INTEGER,

aleSelfAddrValidChmmels
INTEGER

}
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aleSelfAddr OBJECT-TYPE
SYNTAX AleAddress
MAX-ACCESS not-accessible
~ATUS current
DESCRIPTION

“ALE self address; one to fifteeo characters fkom [A-Z, &9]; auxilisry variable that
uniquely idezttifiesone dry in the ALE Self Address Table-

::= { akSelfAddrEntry 1 }

ak&4fMdrStatus OBJE~-TYPE
SYNTAX RowStatus
MAX-ACCESS read-create
STATUS current
DESCIUITION

me status column used for creating, modifying, and deleting ALE self addres3table
entries”

DEFVAL { active}
::= { akSelfAddrEntry 2 }

dd%uwir OBJECT-TYPE
SYNTAX AkAddress
MAX-ACCESS readueate
STATUS uweat
DES~ON

“ALEaddress ofnettowbich tbisself-belongs”
DEFVAL { “: }
::= { s14elfAddrEntly 3 }

d~lotwsitTii O--TYPE
SYNTAX XNTEGER
UNITS “ALE word time m (130.667 m)”
MAX-ACCESS d+ldy
~ATUS current
DESCRIFI’ION

‘slot wait time for responding to net call”
::= { aIeSelfAddrEdty 4 }

aleSelfAddrValidCbannels ORJECT-TYPE
SYNTAX INTEGER
MAX-ACCESS read-create
SI’ATUS cumeat
DESQUIWION

“index into channel set table (Omeans all cbmels tid)”
DEFVAL {O}
::= { aleSelfAddrE@y 5 }
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the ALE Other Address Table

ak42therAddrTableOBJECT-TYPE
S~AX SEQUENCEOF AleOt&AddrEntry
MAX-ACCESS not-amessible
STATUS current
DESCRIFI’ION

“ALE sddresses of other stations and ne4s known to this ALE controller-
REFERENCE ‘see MIMTD-188-141”
::= {ale15}

aIeOtberAddrEntxyOBJUX-’TYPE
SYNTAX AkOtherAddrEatry
MAX-ACCESS not—access“ble
~ATIJS current
DEXRIPITON

“an eatry in the ALE Other Address Table”
INDEX { IMPLIED aleOthcrAddr}
::= { aieOtherAddrTsble 1 }

AleOtheAddrEntry ::=
SEQUENCE {

aMlthmAddr
AleAddmss,

akOt.herAddrStatus
INTEGm

aleOtherAddrNetMembers
OCI’ET STRiNG,

aleOtherAddrValidChannels
INTEGER,

aleOtherAddrAnt
IIVI’EGER,

aleOtherAddrAntAzimuth
lNTEGER,

aleOtberAddr%vcr

)

aleOtherAddrOBJECT-TYPE
ma id4d-s
MAX-ACCESS not—acussMe

WATUS curreat

DESCRIPI’ION
“ALEaddlwss onetofifteell~ from [A-Z, O-9]; auxiliary MIe m m@eJY
identifies one enby in the AU Other Address Tablem

::= { akOtkerAddrEntry 1 }
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akOtherAddrStatus OBJECT-TYPE
SYNXAX RowStatus
MAX-ACCESS read-create
~ATUS curreat
DESCRIPXTON

“The status CQhunnused for creating, modifying, and deleting ALE Other Address Tsble
entries”

DEFVAL { ~VC )

::= { aleOtherAddrEatry2 }

aleOtherAddrNetMembersOBJECT-TYPE
mfi SEQUENCE OF AleAddress
MAX-ACCESS readueate
~ATUS curreat
DESCRIPTION

“List of ALEadksses of net members, in slot order. Empty list if this other address is
not a net &khes.s. Unknown net member addresses set to Y@’“

DEFVAL {}-empty sequeace
::= { aleOtherAd&Entry 3 }

akOtherAddrValidC&anoelsOBJE(X-TYPE
SYNTAX INTEGER
MAX-ACCESS read-create
~ATUS cumeat
DESCRIPTION

“index into channel set table (Omeans all channels valid)”
DEFVAL { O“}
::= { aleOtherAddrEntry4 }

sIeO&erAddrAnt0BJ33CZ-TYPE
mAx ~
MAX-ACCESS read+mate
~ATUS current
DESCRIPI’ION

“Antema number (antennaIndex)to use in links with this station or neL Omeans defkult
to anteana specified for chaunel in hfCbannelTable-

DEFVAL {0]
::= { aleOtherAddrEntxy5 }

akOtherAddrAnMzimuth oBJEcr-TYPE
ma-n
MAX-ACCESS read-aeate
SI’ATUS currwx

DESCRIPI’ION
“Azixnuthofmratable antamatousein links withthi sstationornet. O isdefault. -

DEIWAL {0}
::= { aleOtherAddrEzttry6 }
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skOtherAddrPower OBJECT-TYPE
SYNTAX INTEGER {

defiudt (0),
full (1),
reduced (2)

}
MAX-AC- read-create
~ATUS current
DESCRIPTION

“Power touinlinks withtbis stationer@- Omeaasdefiu.lt topOwer~ifidfw
channel in hfChazmelTable”

DEFVAL { O }
::= { aleOtherAddrEntry7 }

- the~Amatrix

aleLuaMatrixOBJECT-TYPE

aleLqaErltry

AieLqsEntry

SYNTMi SEQUENCE OF AkLqaE@y
MAX-ACCESS not~ “ble
~ATUS curnmt
DESCRIPTION

‘table of Iink quality measurements”
::= { ale 16 }

OB~-TYPE
SYNTAX Ale@EntIy
MAX-ACCESS not~ “ble
~ATUS curreat
DESCILIPTXON ~

“an eatry in tbe ALE Other Address Table”
INDEX { IMPLIED alel-qdddr aleLqaChannel}
::= {aleLqan4atfix 1 }

::=

SEQUENCE {
ale@lAddr

AleAddress,
aleLqaChannel

INTEGER,
aleLqsStanls

INTEGER,
akLqaAge

INTEGER,
aleLqsMultipatb

INTEGER,
ale@lSINAD

INTEGER,
aleLqaBER

INTEGER

}
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aIeLqaAddrOBJECT-TYPE
S~AX AhAddresa
MAX-ACCESS not-~ible
STATUS curreut
DESCRIPTION

“ALE address; one to fifieea chamctm from [A-Z, O-9]; auxilimy variable that identifies
(along with channel number) one eatry in the ALE LQA Matrix=

::= {aleLqaEotry 1 }

aleLqaChannel O--TYPE
SYNTAX INTEGER
MAX-ACCESS not—access%le
~ATUS current
DESCMITION

“Channelnumber of LQA meawmmmc auxiliaxy varhlie that idezttifies (aIong with
aleLqaAddr) one entry in the ALE LQA Matrix’

::= { aleLqaEutly2}

akL@tam OEJECT-TYI%
mfi RowStatua
MAX-ACCESS read~
~ATUS curreat
DESCIUPI’ION

‘The atatuacolumn wed for creating, modiijfing, and deleting LQA Mabix eatries”
DEFVAL { active}
::= {alcLqaEotIy3 }

aleQsAge OBJECT-TYPE
SYNTAX INTEGER {

lqalWteal (o), -0-15 minutes
Iqal%i.rty(l), -15-30 minutes
Iqasixty (2), -30-60 minutes
lqaTWoHr(3), -1-2 hours
lqaFourHr (4), -24 hours
lqaToday (S), -4-23 hours
lqaYe@erday(6), - 23-2s hours
lqaTwOld (7) - over 25 hours or unknown

}
MAX-ACCES nakreae
STATUS curnmt
DESCRIPTION

‘Age of LQA meammmmt=
::= {ale@aEnrxy4}
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deLqa?vlu@atb OBJECT-TYPE
-AX INTEGER (0..7)
UNITs “ins=
MAX-ACCESS read-create
=ATUS current
DESCRIFI’ION

%lldtipathm@summ@ 7 rMansunknown*
::= {aleLqaEntry5}

alebpsINAD OBJECI’-TYPE

.

aieLqaBER

SYNTAX INTEGER (0..31)
UIWXS “dB”
MAX-ACCESS &-create
STATUS au-mat
DESCRIPTION

‘SINAD mmsummmt 31 means unknown’
::= {akLqaEntry6}

OBJECT-TYPE
mAx rrnwmt (0..31)
MAX-ACCESS read-create
~ATUS curreat
DESCIUPITON

“-~~ mmwmmulg31 means UrlImowll”
::= {ale4aEntry7 }

- the ALE controls

alesamset oBJEcr-TYPE
SYNTAX SEQUENCE OF INTEGER
MAX-ACCESS mad-write
STATUS current
DESCRIPI’ION

%stofehannclsetindicesinscanset”
::= {ale16 }

alecoaned .onTabIeoum-m
ma SEQUENCE OF AkcOnnectionEntxy
MAX-ACCE5S net-aecedde
SI’ATUS eurreat
DEXRJPITON

“tableof currently-linked stations”
::= {ale 17}
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E&COnnectiorhtry OBJECT-TYPE
s~~ /d~MfXtiOdiO@

MAX-ACCESS not-accessible
~ATUS amen:
DES~ON

‘an eatry in the ALE Comection Table”
INDEX { IMPLIED aIeCo~ ddr}
::= { aleGnnectionTable 1 }

Akconnec.tionEntty ::=
SEQUENCE {

al_ectedAddr
AleAddres,

aIeComectionStatus
INTEGER

}

alamnMedAddr oBJEcr-TYPE
mAx AM-
MAX-AC- not~ .ble
STATUS current
DESCRIPTION

“ALE _ofstation ornetto tvhichcOnncdd . _ variable that uaiquely
identifies one dry in the ALE Camection Table”

::= { akCOnnectionEntIy1 } .

akconnec.tknstatus OBJECT-TYPE
SYNTAX RowStatus
MAX-ACCESS read-create
STATUS cunent

DESQUPTXON
“The status cohunn used for creating, modi~, aud dekting ALE Cane&on Table
edrk. Maoa@mmt StJltiOllS CMy initiate link estsbkhment by setting
alecormectionstatus to cm@eAndGo. During link estnblishmeat, the connecb.onstatuswiu
be notInSemice, changing to active whea the link is established. Management stations may
initiate linktermktl .on by @t@ ak(knnectionstatus to deSt19y.”

DEFVAL { l10tb&WJiCY3 )

::= {aleconnectionEntry2 }
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– the LP (linking protection) group

lpLevelsAvail OtiCT-’I’YPE
SYNTAX BIT STRING

unprotected (o),
ail (l),
a12 (2),
a13 (3)*
a14 (4),
other (5)

}

{
- no linking protection
- unclassified application ievel AL-1
- unclassified euhanced application level AL-2
- uxwhssified bul scmsitiveapplication level AL-3
- classified application level AL4
- any AL not identified in MIL-STD-188-141

iKAX-ACCES Itd+dy
~ATUS cuntut

DESCRIPTION
‘Rqorts available linking protection (I-P) application levels. Because AL-1 is the defined
intcropxability level, the all bit may be Oonly if alJ bits other than bit Oaxe also set to O,
indicatingno LP capability.”

REFERENCE -
::= {lpl}

- themodemgmup

“see MIL-STD-188-141, Linking pl’O@&iOIla#kation hek”

modemstatus OBJECT-TYPE
mu nrrwm

other (l),
available (2),
cxmne+xing(3),
rank% (4),
datasync (s),

fault (6)

}

{

MAX-ACCISS read-write
SI’ATUS caureat

DESCR.IITION

none of the fbllovving
‘on hook”
“Off hook” but 110 IWXiVd CM&I

‘Off hook” and receiving carrier
“Off ttook,g receiving canier, and
achieved data Sp&mhdion
f%ihlredetel%d

%odem statmxOZ@the fdowiqj dues am valid in a set opention:
the modem on+ook or resets a fauILand connecting (3) initia@ a
(m)colmection attempt*

::= {hfmodeml}

available (2) faces
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modemMode OBJECT-TYPE
S~AX INTEGER {

other (l),
M?3erialTone(2),
hf16Tone (3),
hf39Tone (4),

fkk170 (s),
&k8S0 (6),
stanag4285 (7),
bell 103 (8),
bel 1212a (9),
V21 (lo),
V22 (11),
V22bis (12),
v32 (13),
v32bis (14)

}
MAX-ACCESS read-write
STATUS current
DISCRETION

none of the following

- 170 w shift
- 8so Hzshift

-300 bps
-lmbps
-300 bps
-1200 bps
-2400 bps
- mlm bps
- 720019600/12000/14400 bps

●modem opemting modq a setoperation that specifies an unavailable mode shall not
change the operating mode=

::= {hfmodem2}

modemAvailableModes OBJE~-TYPE
SYNTAX BIT STRING {

other (1), - none of the following
MSeriaIToae (2),
hf16Tone (3),
hf39Tone (4),

fsk170 (s’), - 170 Hz shift
fsk850 (6), - 8so Hzdlifi
stanag428s(7)
be&l103 (8), - 3oobps
bel1212a (9), - Imobps
V21 (lo), - 3mbps
V22 (11), - 1200 bps
V22bia(12), - 24tJ3bps
v32 (13), - 48W19600 bps
v32bis (14) - 72SOD600/120tM/14400 bps

}
MAX-ACCESS ~y
flATUS curreat
DESCRIPITON

“available opexating modes”
::= {hfmodem3}
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modemMaxDataRateOBJECT-TYPE
WAX INTEGER
UNITs “bps”
MAX-ACCESS -+ldy
~ATUS curreat
DESCRIPTION

‘maximum data rato supported by modem”
::= {hfmodem4}

modemTxDataRateOBJECT-TYPE
SYNTAXINTEGER
UNITs ‘bps”
MAX-ACCESS read-write
STATUS current
DESCRIPI’ION

‘data rate for data sent by modern, set opemtion causes data rate clumgo at next logical
oppmtunity=

::= {hfmodem5}

modemTxInterieaverOBJECT-TYPE
SYNTAX INTEGER
UNITs “lm m“
MAX-ACCESS mad-write
~ATUS curreut
DESCRIPTION

“illtedeaver Ieogth used in sending datq o means no interieavq a set operation that
specifies an unavailable length should result in use of the nearest available length to that
specified”

::= {hfmodem6} ~

modemRxDataRateOBJECT-TYPE
SYNTAX INTEGER
UNITS “bps”
MAX-ACCESS -+ldy
=ATUS curreat
DESCRIP1’XON

“mm of data cumently (or most recedly) received by modem”
::= {hfmodem7}

modemm.herieaver OBJECT-TYPE
SYNTAX INTEGER
UNITs”lwms’
MAX-ACCESS IW&3dy
SI’ATUS cuntat
DESCRIFI’ION

‘interteaver hmgth used fir data currently (or most receatly) received by modem-
::= {bfmodem8}
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rnodexnRxSNROBJECT-TYPE
S~AX INTEGER
UNrrs “dB”
MAX-ACCESS Wid+dy
SrATUS current
DEWRLFHON

%@aMo-noise ratio meamred for data curmatly (or most recedy) re&ved by modem”
::= {hfmodem9}

modeldwm!qofktOBJECT-TYPE

SYNTAX INTEGER
UNITS “HZ*
MAX-ACCESS Wid-djf
=ATUS ameat

DESQUPTION
“meaaumddata carrier offisetfor data curredly (or most ready) received by modern-

. ::= {tlfmodemlo}

mdemLmpbackMode oBJEcr-TYPE
sYmAx INTEGER {

none (l), - no Ioopbaclc
digital (2), -transmit dataconnected torec&ve data
dog (3) - tranamitanalog signal connected to

- recsive dog input
)
MAX-ACCESS read-write
SX’ATUScurrezit
DEWXIFITON

%0&n bO#aclc mode; a set operation that specifies an unavailable mrxle shall effect no
ChQnge”

::= {Mmodemll}

modedhplexhfode OBJECT-TYPE
mAx INTEGER {

other (l), - none of tbe following
&UPtex (2), - send and receive altematedy
duplex (3), - d and receive aimultaaeoualy

- (%11” duplex)
Sendonly (4),
rcvonsy (5)

}
MAX-ACCESS read-write
~ATUS current
DESCRIPITON

“modem duplex ~, a aet operation that apcdies an unavailable mode aball effkct no
change”

::= {bfmodeln12}
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modemARQProtocolOBJECT-TYPE
mu INTEGER {

none (l), - no ARQ protocol
other (2), - none of the following
hfdlp (3),
v42 (4),
lapin (s,
IIlllp(6),
zmlplo (7)

}
MAX-ACCESS mad-write
STATUS cummt

DESCRIPTION
‘modemARQ protocol; a set operation that apeeifiea aa unavailable mode shall effect no

change”
::= {hfmodem13}

modemCompressionRotowl 0B3E~-TYPE
mu mriwx {

nom (l), - no compmsaion
otbex (2), - none of the following

- (3)*
v42bis (4)

}
MAX-ACCESS read-write
WATUS curreat

DESUUPTION
“modem cmnpresaionprotocol; a set operation that apecifiea an unavailable mode shall
effect no change”

::= {hfmodem14}

- the HFdatalink pmtocolgroup

hfcuph-)tocolvemion OBJECT-TYPE
SYNTAX INTEGER
MAX-ACCESS reid+dy
S1’ATWScurrent
DESCRIPTION

%t2SiOll of protocol in use by tetmird”
::= { Mdlp 1 }
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hfdlpContmlMode OBJECT-TYPE
mfi INTEGER {

varFrameARQ(l), - variable-length control frames with ARQ
broadcast(2), - fixed-leagtb control frames with no ARQ
circuitARQ (3), - variable-leagtb cQntrol fmmes with ARQ

- and ‘keep-alive-
fixedFmmeARQ (4) - fixed-kqtb control frames with ARQ

}
MAX-ACCESS read-write
STATUS curreat

DESCIUITION
“control mode currently (or most recealty) in use on link; set operation determines
preference, but other teminal in a link can ovemide varFrameARQ (1) or *WRQ (3)
to force fiedFrameARQ (4)’

::= {hfdlpz}

hfdlpNegotiatiodvlode OBJECT-TYPE

SYNTAX INTEGER {
nolmal (l), - negotiate changes only
every%ries (2) - negotiate betweea every data ties

}
MAX-ACCESS read-write
=ATUS curren
DESCRWITONt

“negotiationmode currently (or most recentiy) in use on ~, sel operation detemines
Pmferea% but other teminal in a link can overri& mrmal (1) to fome everyseries (2)”

::= {hfdlp3 }

hfdlpSelfAddress OBJMX-TYFE
SYNTAX OCIET’ STRING (SIZE(2..18))
MAX-ACCESS read-write
~ATUS eurreat
DESCRIPTION

“addressof this terminal”
::= {bfdlp4}

hfdlpOtberAddress OBJECT-TYPE
SYNTAX OCI’ET WRING (SIZE (0..18))
MAX-ACCESS read-write
~ATUS current
DEXRIPITON

“addreasof other teminal in linlG zex&eagtb string if no R, all 1s if broadcast”
::= {hfd1p5 }
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MIphkState OBJECT-TWE
-AX INTEGER {

idle (l),
*g (2),
CallAcknowledge(3),
aeading (4), -tlaasmit tmninal inlink+Ip state
leceiving (5), -receive temnimdiniink-up state
circuit.kile(6) -link-up state, butnotntffic inprogres

- (ARQ Circuit Mode only)

}
MAX-ACCESS read-write
~ATUS caureat
DESCRIPTION

“linkeatablisbmentstate of HFDLP teminal; only the following values am valid in a set
operation:

idle(l) fofcestcminal todrop link
calliog (2) in.itiatosa (reconnection attempt .
sending (4) initiates Imme&te mndemcssage tnmsfer”

::= {hfdlp6}

hfdlpMaxRe&l“esOBJECT-TYPE
SYNTAX INTEGER (0..7)
MAX-ACCESS read-write
flATUS curreat
DEXRIFHON

“_umn-ofti.nws txansmit termindwillresend~td- O~nO
mtmnsmissicms(act ignored by receive Wminal)”

::= {hfd1p7 }

bfdlpRe&yCountdownOBJECT-TYPE
SYNTAXINTEGER(0..7)
MAX-ACCESSti~nly
~ATUS curreat
DESCRIPTION

"rwsiniOg numberoftimesternlid wiuseadcurreat controIfhur&
::= {bfdlp8}

hfdlpmmIneQut OBJECT-TYPE
SYNTAX INTEGER
UNITS ‘lW m“
MAX-ACCESS rt?iddy
STATUS axrreat
DESCRIPHON

“link timeout value inuseby atransmittennind orreceivetermiod”
::= {bfdlp9}
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hfdlPFnuneUW@0B3BCT-TYPE
-AX INTEGER
MAX-ACCESSread-write
SI’ATUS curreuc
DESCRIPHON

“databytes per data fiaxne io use by bansmit teminal (set ignored by receive termid)=
::= {hfrup 10}

hfrUpSeriesLe@b OBJE~-TYPE
SYNTAX INTEGER
MAX-ACCESS read-tite
STATUS curreat
DESCRIPI’ION

●_~&@+=ti~by _t~(Si_bybve~)”
::= {hfcupll}

-the AMEgroup

adbwding OB~-TYPE
mfi INTEGER {

relay (l), - entity forwards xnessage3
&rMind (2) - eutig dcxs not fonvard Uwsages

}
MAX-ACCESS read-write
=ATUS curreat
DESCRIPTION

“Enaik or disables message relay in networking cmtmller”
::= {amel}

ameAdaptiveRouting OBJECT-TYPB
mm JNTEGER{

adaptive (l), - eati~ @Olllittidy updates Routing
- Tablefivmlocal&@ HRMP,or HSSP

static(2) - emitydoesn’tWtotidy @ate Rating Table
}
MAX-ACCESS read-write
STATUS cured
DESCRIFI’ION

“EnaMesor disdks adaptive routing in netwositiag contdler. (Always reads as static if
UO Routing Table.)”

::= {ame2}
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ameAltemateMedia OBJECT-TYPE
SYNTAX INTEGER {

hfonly (l), - cmtityroutes messages only via HI?links
allhkdia (2) - atity mutes messages via any available links

}
MAX-ACCESS read-write
tXATUS curreot
DESCRIPI’ION

“Eaabhx or disables multi media routing in n@vOrkingcOatrOllcr.(AIways reads as
hfOaIy if no Routing Table.)”

::= {ame3}

SmeRetrycmlt OBJECT-TYPE
SYNTAX INTEGER
MAX-ACCESS read-write
~ATUS curreat
DESCRIPTION

‘Maximum nuxnberof delivery atteqta before a ~ is discarded”
::= {ame4)

amdktryhervd O--TYPE
SYNTAX INTEGER
UNITS “secow
MAX-ACCESS mad-write
SI’ATUS curreat
DESCRIPTION

%itial retry intend for message delivery; dsequeat intexvalaare larger”
::= {alne5}

amehlk%ves OBJECT-TYPE
SYNTAX Cmmter32
MAX-ACCESS ti~ldy
STATUS current
DESCREWION

‘Messages &v&! by Ah4E entity”
::= {ame6}

amehiFonvMsgs OBJIYX-TYPE
SYNTAX Cau@r32
MAX-ACCESS ti-dy
SX’ATUS caureat
mxRIPrIoN

“Messages forwarded by AME eatity’
::= {ame7}
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ameInUnknPorts OBJECT-TYPE
mAx Cmmter32
MAX-ACCESS d+dy
SI’ATUS current
DES-ION

●Messages -Wd by AME c@@, but dkarded due to unkoown AhfE port nu.mbers-
::= {ame8}

amdmelivers OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS dQIdy
S1’ATUS current
DESCRIPTION

“Messages reCeiWdby AME eatity and delivered to higiltX-hyer protocol”
::= {ame9}

~- oBJEcr-TYPE
SYNTAX Cour@r32
MAX-AC= ltddy
SI’ATUS current
DEXIUH’ION

“Messages from higher-layer protocol passed to AME eatity fim delivery. m
::= {amelo}

ameoumiscards oB3Ecr-TYPE
SYNTAX Counter32
MAX-ACCESS lt$lkldy
STATUS curreat
DESCR3PI’ION

“Messages from higher-lay~ protmmldiscarded by A.MEedity &m maximum retries=
::= {smell}

- the AME Routing Table

ameRoutingTableORJE(X-TYPE
SYNTAXSEQUENCEOF HouteEahy
MAX-ACCESS not—accesn“ble
STATUS curreat
DEXRIIWION

‘The AME Routing Table”
REFERENCE ‘see MIL-SI’D-187-721-
::= {ame12}
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ameRouteEntry OBJE~-TYPE
SYNTAX AmeRouteEntry
MAX-ACCESS not-accessible
SI’ATUS cuneot
DESCRIPTION

“An eatry in the AME Routing Table”
~~ { IMPLIED ameRouteDest (uIw2ROUtdbUlk }

::= { smeRoutingTable 1 }

AmeRouteEntfy ::=
SEQUENCE {

smeRouteDest
AleAddress,

smeRouteRsnk
TNTEGER,

ameRoute15dex
INTEGER,

ameRouteN@Kop
AleAddless,

ameRouteHops

SmeRoutestarus
RowSratus

.

smeR~ OBJECI’-TYPE
SYNTAXAieAddmss
MAX-ACCESS not—access“ble
=ATUS cument
DESCRWTION

“AMmssofststiontowbichmessageistobefouted’
::= {smeRouteEatry1 }

SmeRouramk oBJEcr-TYm
mm mrwER
MAX-AC(XS mdaeate
=ATUS currmt
DESCRIPHON

“order of this route among sll listed xOutesto tie destidon (1 is highest rsnking).
Routes should be ranked in order of pdHt?XJ&

DEFVAL { 1 }
::= { smeRouteEntry2 }

SmeRouremdex oBJEcr-’rYPE
mAx INTEGn
MAX-ACCESSread+xede
STATUS current
DESCRIFITON

‘interthce (link layer controller) to use for this route”
DEFVAL { 1 }
::= { ameRouteEntry3 }
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ameRouteNextHop OBJECT-TYPE
SYNTAX AJeAddmss
MAX-ACCESS reakxate
SI’ATUS cun-eat
DESCRIPTION

“addressof relay (or destindon if 8 direct route)=
::= { ameRouteEntry 4 }

ameRouteHopsOBJECT-TYPE
SYNTAX INTEGER
MAX-ACCESS read-create
SI’ATIJScwreat
DESCRIPI’ION

“numberof hops (links) in this route to destimdon”
DEFVAL { 1 }
::= { ameRouteEntry5 }

ameRouteStatusOBJWX-TYPE
mAx RowStatus
MAX-ACCESS readueate
=ATUS curreat
DESCRIPTION

‘The status column used for creating, modi@ng, and deleting AME Routing Table eatries”
DEFVAL { active}
::= { ameRout&mtfy 6 }

END
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APPEND~ B
.

ABSTRACTSYNTAXNOTATION(HNMPDEFINITIONS)

HNMPDEFINITIONS::= BEGIN

IMPORTS
ObjectName, ObjectSyntax, Integer32, MODULEIDENTTIY

FROM SNMPV2-SMI; - RFC 1442

MODULEXDENTITY
LASI’-UPDATED “9408021914Z”
ORGANIZATION “U.S. Army hlfOtiOn Systems Engineering Cmnmsnd-
CONI’ACI’_INFO

“ Eric E. Johnson

Postal: New Mexico-Scue U&versity c
Dept 34, (Ebrid computer Engineering)
Las Cruces, NM 880034XNJI
USA

Tel: +1 5056464739
Fa +1 505 &6 1435

E-mail: ejohnson@mnsu.edu”

DESCRWllON “The HF Network Management Protocol for MWFED-STD automated HF
radio networks”

::= {hf15}-normally encoded as{24315}

HfObjID ::=
(PRIVATE O]

IMPLICIT OBJECT IDENTIMER

HfObjectName:: =
CHOICE {

long-form -Uses fullpathtothc root
ObjectName,

Shon-form -uses mmcated pathstarting with HFMIBflag {243} eamodedas
123

HfObjID

}

HfObject$max::=
CHOKE {

smi+bject-value - universalandapplicationtypesfromSW
ObjectSyntax,

MObjID-vslue -mmcated objectIDstsrtingwith HF MIBflsg {243 } encodedas
123

HfObjID
.

1
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- protocoldstaunits

PDUS::=
CHOICE {

get-request
GetRequ@-PDU,

gei-next-fequest
GetNextRequest-PDU,

get-bulk-request
GetBulkReques-PDU,

get-revs-request
GotRowsRequest-PDU,

response
Response-PDU;

get-rows-response
GetRowsResponse-PDU,

set+equest
SetRequest-PDU,

inform-request
InfonnRequest-PDU,

Snmpvz-irap
SNMPv2-TrapPDU

}

-PDUS
GetF&quest-PDU::=

JMPLIclTmu

GetNextRequest-PDU:: =
[1]

IMPLICIT PDU

Response-PDU: =
[2]

llKPIJCIT FDU

SetRequest-PDU:: =
[3]

Ih@LIC~ PDU

- [4] is obsolete
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GetBulkRequest-PDU::=
[5]

“IMPLICITBulkPDU

InformRequest-PDU:: =
[6]
IMPLIcrrPDu

SNMPv2-TrapPDU:: =
[n

IMPLICIT PDU

GetRowsRequest-PDU:: =
[28]

IMPLICIT BulkPDU

GetRowsResponsePDU::=
[29]

IMPLICIT RowsPDU

Inax-bindings
INTEGER:: =2147483647

PDU::=
SEQUENCE {

x-id
Integer32,

error-status - sometimes ignored
INTEGER {

noError(0),
tooBig(l),
noSuchName(2), - forproxycompatibility
badvalue(3), - forproxycompatiiity
l&adonly(4), - for proxy compatibility

g-as
noAccess(6),
wrongType(7),
wrongIAmgtb(8),
wrongEncoding(9),
vvrongValue(lO),
noCreation(l 1),
imakstatvalue(l 2),
resoumeunavailablt?(13),
cmrnitFailed(14),
undoFailed(lS),
authorizationErro~16),
notWritabl@17),
inconsisteatName(18)

}*
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err-index - sometimes ignored
. INTEGER (0..mx-bindings),

variable4isl&ngs - values are sometimes ignored
VarBindList

}

BuIkPDU:= - MUSTbe ideat.icniin
SEQUENCE{ -s&ucaueto PDU

request-id
Integer32,

non-mpmters
INTEGER (0..max4indings),

nwmpetitiolls
INTEGER (0..nmx-bindings), “ .

variable-bindings - values are ignored
varBindlist

}

RowsPDU::= - MUSTbe idcaticnlin
SEQUENCE{ -s&uctumto PDU

request-id
lnteger32,

non-repeatm
INTEGER (0..lnax-bindings),

llnx-repetions
INTEGER (o. .Im3x-bindings),

Imn-mpmter+indings
VarBin~

row&idings
ROWBW

}
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- variable bindiog

Var&d:: =
SEQUENCE {

HfObjectName,

CHOICE{
value

HfObjectSyntax,
unspecified - inretlievd mquesas

NULL,
- exceptions in mqcmses

noSuchObject(O]
IMPLICIT NULL,

nosUChbuK@l)
IMPLICIT NULL,

endOtMibV142]
IMFLxclT NULL

)
}

- Variabk-biuding kc

vafBiadLisL: =
SEQUENCE (SIZE (0..n.udindings)) OF

VarBind

TR No. ASQ1394089
November 1994
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- row-binding

RowBind::=
SEQUENCE{

- objectnameof M objectonly
HIKMjectName,

SEQUENCE OF - followedbyvaluesofallobjectsmqwstinrow
CHOICE{ - containingfirstobject

value
HfObjectSyntax,

- exceptiomin responses
noSu&Obj~O]

IMPLICIT’NULL,

IlosUChIn@nql]

IMIWCIT NULL,

cmdOfMibViow(2]
IMIzIm NULL,

wmngRo~3]
IMPIJcrrNULL

}
}

- Iow-bixldiag list
RowBindUsk:=

SEQUENCEOF
RowBind
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