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MILITARY SPECIFICATION

OFFENSIVE AVIONICS SYSTEM

This specification is approved for use within the Department
of the Air Force and is available for use by all
Departments and Agencies of the Department of Defense

WARRNIEG
INFORMATION SUBJECT TO EXPORT CONTROL LAWS

This document contains information subject to the International Traffic in
Arms Regulation (ITAR) and/or the Export Administration Regulation (EAR) of
1979 which may not be exported, released, or disclosed to foreign nationals
inside or outside the United States without first obtaining an export 1i
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Informatxon Securlty Program Regulation, Chapter
IX., For unclassified, limited documents, destroy
by any method that will prevent disclosure of
contents or reconstruction of the document.

Beneficial comments (recommendations, additions, deletions) and any
pertinent data which may be of use in improving this document should
be addressed to: ASD/ENES, Wright-Patterson AFB, OH 45433-6503 using
the self-addressed Standardization Document Improvement Proposal

(DD Form 1426) appearing at the end of this document or by letter.

AMSC: N/A FSC 5895

DISTRIBUTION STATEMENT D. Distribution authorized to the Department of
Defense and DoD contractors only; contains critical technology; (3 February

1986). Other requests shall be referred to ASD/ENES, Wright-Patterson AFB OH
45433-6503.
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1.1 Scope. This specification establishes the performance and verification
requirements for the offensive avionics system to be used in the
weapon system.

1.2 Use. This specification cannot be used for contractual purposes without
supplemental information relating to the performance requirements of the
offensive avionics system. (This paragraph should be deleted in an applied
specification.)
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n appendix, p
ment usage, acts as
mental 1nformation relating to performance

should be deleted in a tailored specification.)

4 Devi t1on. Any projected design for a given application which will
sult in improvement of system performance, reduced life cycle cost, or
A .
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capab llty shall be brought to the attention of the contra ting act1v1ty for

consideration of change.

2.1.1 Specifications, standards, and handbooks. Unless otherwise specified, ~
the following specifications, standards, and handbooks, of the issue in effect
on the date of request for proposal, listed in the current Department of
Defense Index of Specifications and Standards (DODISS) and its supplement
reto form a part of this spe cation to the extent specified herein.
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SPECIFICATIONS
Military

MIL-B-5087 Bonding, Electrical, and Lightning Protection for Aerospace
Systems

MIL-E-6051 Electromagnetic Compatibility Requirements, Systems -
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STANDARDS
Military
DOD-STD-1795 Lightning Protection for Aerospace Vehicles and Hardware

2.1.2 Other government documents, drawings, and publications. The following
other government documents, drawings, and publications form a part of this
specification to the extent specified herein.

(Copies of specifications, standards, handbooks, drawings, and publications
required by manufacturers in connection with specific acquisition functions
should be obtained from the contracting activity or as directed by the con-
tracting officer.)

2.2 Other publications. The following document(s) form a part of this speci-
fication to the extent specified herein. The 1ssues of the documents which
are indicated as DOD adopted shall be the issue in the current DODISS and the

for copies should be addressed to (name and address of the

V]

(Technical society and technical association specifications and standards are
generally available for reference from libraries. They are also distributed

among technical groups and using Federal agencies.)

2.3 Order of precedence. In the event of a conflict between the text of this

specification and the references cited herein, the text of this specification
shall take precedence.
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3. REQUIREMENTS

3.1 System description. Offensive avionics are equipment and software which

contribute by signal output to accomplish the offensive tasks of the

aircraft. The offensive avionics system shall perform the allocated

air vehicle offensive avionics mission functions and be compatible with over-

all air vehicle requirements. The primary mission of the air vehicle i
and the secondary mission 1is .

w

a. Communication. The offensive avionics system shall provide bidirec-
tional communication between aircraft and ground, between aircraft and air-
craft (may include space vehicles, guided missiles, or guided munitions), and
among crew members and to ground crew. This will include command, control,
and tactical communications for both voice and data.

b. Navigation. The offensive avionics system shall provide both self-

contained and radio navigation capability to navxgate to and from the target
or destination, to provide escort or other mission objectives. It will inter-
face with the automatic flight control system and terrain-following, terrain-
avoidance, and threat-avoidance functions as required.

¢. Air-to—air combat. The offensive avionics system shall provide for
the location and identification of airh rne targets with suffl nt accuracy
and confidence to successfully engage and destroy airborne rgets. The

offensive avionics shall provide for the delivery of the weapons listed 1in
table I.

="

prov1de fo
llectin

the location and trac
and processing of target data requ red for
weapon delivery. The offensive avionics s

those weapons listed in table I.
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rgets and computin
vide for the delivery of
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e. Controls and display . The offensive avionics system shall provide
the necessary controls and displays to enable the air crew to select and
control the offensive aviollcs system nd its subsystems in fulfil lment of the
required missions.

f. Weapon management. The offensive avionics system shall contain the
hardware, software, controls, and displays nessary to initiate signals for the
control of weapon inventory, weapon release, weapon release sequencing, weapon

conditioning, and jettisoning of selected weapons singly or in groups as
listed in table I.
g. Computation and data handli The offensive avionics system shall

contain the equipment necessary to transfer and compute information for the
integrated operation of the offensive avionics system within the air vehicle.
This equipment shall provide the flexibility to adapt to changing mission and
subsystem requirements without adversely affecting the system.
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'ABLE 1. Weapons.

phivieatuny wet—t—

SN——
Air-to-Air Air-to-Ground
3.1.1 Item diagram. A functional diagram of the offensive avionics is de-
picted in figure Il.
N~——
FIGURE 1. Offensive avionics functional diagram.



Downloaded from http://www.everyspec.com

MTT _N_0722.72 (11CcAD)
TMMAL VT O/4%J \Voar )

3.1.2 Major components.

The offensive avionics system shall consist of the

following major functional components .

3.1.3 Government furnished property.

The following government furnished

property shall be utilized:

a.
b.
c.
3.2 Performance requirements
3.2.1 System characteristics. The offensive
integrated system that meets all requirements

installed in the aircraft and while operating at

avionics system shall be an
of this specification while

all points within the operat-

ing and environmental envelope of the aircraft, as defined in .

3.2.1.1 Physical characteristics.

Restrictions to the physical character-

istics of the offensive avionics gystems are .

3.2.1.2 Onprnrlnnnl characteristics

3.2.1.2.1 Operational conditioms.
form under the following operational

3.2.1.2.2 Nonoperational conditions.

The offensive avionics system shall per-
conditions:

To accomplish the mission,

the offensive avionics shall consider nonoperational conditions in worldwide

terrain and climatic extremes.

mres o e men o en

. LHC LUL LUWJ.II& llUllUchﬂL

a.
b.
c.
d.

3.2.1.2.3 Air-to-air combat.

S

,,,,,, Lo
pe

gnnlv’

The system shall be mechanized so that the

probability of launching a missile out of bounds shall be no greater than

and the probability of missing a valid launch opportunity shall

be no greater than . Air-to-air gunnery shall provide a circular

error probable (CEP) of no more than mils.

3.2.i.2.3.1 Target location and attack. The offensive avionics shall provide

the locations of multiple airbornme vehicles which have signatures of
at ranges of NM, flying at velocities of ft/sec

to ft/sec over a terrain reflective coefficient of dB

and in atmospheric conditions of

. The locating sensor(s) shall

provide all the data required for attack of

following conditions: .

targets under the
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3.2.1.2.3.2 Target identification. The identification function shall provide
for discrimination between friendly and hostile targets. At maximum weapon
launch range a hostile target shall be identified as hostile at least Z
of the time. A hostile target shall not be identified as friendly more than

%2 of the time. Friendly targets shall be identified as friemdly
T % of the time. Friendly targets shall not be identified as hostile
more than %2 of the time. The identification function shall provide iden-—
tification of neutrals and noncombatants. The identification function shall
discriminate types of hostile targets to the following extent: .

3.2.1.2.3.3 Electronic combat (EC) perfor-ance. The offensive avionics sys-
tem shall operate at % of mode specification performance in an elec-
tronic combat environment of the electronic combat level defined by

for the modes listed in 3.2.2.10.

3.2.1.2.4 Air-to-ground combat. Target location and tracking shall provide
the weapon de11very accuracy in the air- o—ground modes specified in table II.
The circular errors probable (CEP) stated in table II shall result from all
sources of error.

TABIE II. Air-to-ground combat.
Delivery Delivery Conditions
Mode (Alt, Angle, Vel) Weapon CEP
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3.2.1.3 Electrical characteristics. The offensive avionics equipment shall
operate within its performance requirements with the electrxcsl power supplied
by the aircraft and its associated ground power.

3.2.1.4 Environmental conditions. The offensxve avionics system shall
operate as specified herein while exposea to the environments of operationa
use. The equipment shall not fail or suffer functional degradation durin
lifetime exposures to the environments of operation, deployment, storage,
transportation, maintenance, and manufacture. Combined natural and induced

environments of worldwide deployment and operation for the offensive avionics

i
o
-]

equipment are as follows: .

3.2.1.4.1 Thermal design. The offensive avionics equipment shall employ
internal thermal design techmiques which minimize high t‘ﬁperatare operation.
Specific design requirements are as follows:. .

3.2.1.4.2 Mechanical design. The offensive avionics equipment shall be
designed to withstand and function in the vibration, shock, acceleration and
acoustic noise environments. Specific design requirements are as follows:

.1.5 Transportability. Transportability requirements for the equipment
11 be as follows: .

3.2.1.6 Electromagnetic compatibility (EMC). The offensive avionics system,
when installed on the aircraft, shall comply with the system electromagnetic
compatibility requirements of MIL-E-6051. These requirements shall apply to
the intrasystem, intersystem, and mission electromagnetic environments.

requirements of the ff nsive avionics shall be as follows

3.2.1.6.1 Electro mag: gnetic interference. The electromagnetic interference

3.2.1.6.2 Lightning protection. The offensive avionics system shall meet the
lightning protection requirements of DOD-STD-1795.

3.2.1.6.3 Electrical grounds. The gtound1ng scheme of the offensive avionics
system shall be designed to minimize ground loops and common current returns
for signal and power circuits, provide effective shielding, and protect per-
sonnel from electrical hazards to include the following:

(44
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3.2.1.6.4 Electrical bonding. All metallic components of the offensive
avionics system shall be electrically bonded to each other in accordance with
the class R requirements of MIL-B-5087. A defined electrical bonding path
from each chassis to aircraft structure shall be provided in accordance with

the class R requirements of MIL-B-5087.

k)
9

3.2.2.1 Voice communication. The offensive avionics system shall provide
voice communications between aircraft and aircraft, aircraft and ground crew,

aircraft and ground, and among crew members. The specific frequency band and
range coverage are as listed in table IIL

TABLE III.
Frequency Omnidirectional Range Secure Voice
(MHz) {Nautical miles) (Yes or No)

a.
b.
c.
d.
3.2.2.2 Data comsunication. The offensive avionics shall provide the follow-
ing data communications:
a.
b.
c.
d.

3.2.2.3 Radio navigation. The offensive avionics shall provide the following

a.
bl
c.

A
Qe

3.2.2.4 Self-contained navigation. The offensive avionics system shall pro-
vide a self-contained navigation capability. The performance parameters shall
be .

3.2.2.5 Offensive avionics integration. T !
i ate the constituent subsystems to provide functional redundancy, mission
liability, optimal sensor information and aircrew situational awareness.
rformance of constituent avionics subsystems shall be .

LAVAVAVAVAVAVEATATAYAVA VA VA NY )
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3.2.2.6 Computers and multiplexing. The offensive avionics system shall use

computers and data bus architecture. The input/

output oughpu and memory capab111ty shall be adequate to accompllsh the

vionics tasks it juate spare capacity. identical compucers and micro-
2]
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e
cs. The pport software shall include the compilers,
assemblers, linkage editors, loaders, and simulators required to support the
offensive avionics software development, integration, flight test, and opera-
tional maintenance efforts.

3 T
[+ kS
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ciently operate within the throughput, precision, accuracy, and stability
constraints imposed by the real-time information processing and man-in-the-
loop requirements of the offensive avionics system. At the

software shall use no more than 4 of the throughput and X of the
memory for each general purpose computer and no more than % throughput
and Z of the memory for each embedded microprocessor. All software
be written in , an Air Force approved higher order 1language

3.2.2.9 Fault management. The offensive avionics system shall incorporate a
comprehensive and effective fault detection, isolation, and reporting capabi-
lity in support of a -level maintenance concept. During the
m1sslon, continuous noninterruptive self-testing shall be utilized to alert
e aircrew and che offenslve avionics aystem to malfunctions. Before or
naintenance personnex-snaLL be able to utiliz

(1]

8y st (ST) while ethe
requirements are belnz performed. As a minimum the self-test shall provide
% detection of true faults with no more than % false alarms.
A built-in test (BIT) capability is required for each subsystem. The BIT
shall provide % detection, and X isolation to-the level

of all avionics failures with no more than X false failure reports.

1.2.2.10 Avi

modes required to nerform the intended m

.
onics modes

[V e I - o

p—
(=]
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3.2.2.11 Growth. The following (modes, characteristics, perfor-
mances, etc.) shall permxt growth in the deslgn of the equ1pment. The extent

ive avienice ey tem shall be developed to

meet the des durability and system life
. The life values to be met are servxce life, expected operating

e

- s w

air vehicle.

a. Service life. The avionics shall bed
years with economical maintenance befor e
salvaging.

b. Expected operating life (EOL). The avionics shall operate for
hours within the service life.

¢. Failure-free operat1qg;per1od (FFOP). The avionigs shall operate for
a minimum of hours before failing for the first time and for follow-
on failure-free operating periods after replacement of life-limited parts and

R e IPY

marLer pLa1de.

3.4 Maintainability. The offensive avionics system maintainability shall be
as follows: .

a'
b.
c.

A
Uoe

be as follows: .

3.5 System safety. The offensive avionics system safety requirements shall

3.6 Human engineering. The offensive avionics system shall comsider human
engineering requirements as follows:

[~ o]

an
o

3.7 Interface. The offensive avionics system interfaces shall meet the
following requirements:

a.

b.

c.

d.

11
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4. VERIFICATIORNS

L 1 W £ a2 o 1 ML e L e

4.1 Verification, gemeral. The verifications (inspections, analyses, tests,
and demonstrations) specified herein shall verify the ability of the offensive
avionics s st o meet the requirements of section 3 herein. The government

4.1.1 Item diagram. Not applicable.

4.i.2 HMajor components. Not applicable.

4.1.3 Goverpment-furnighed o

[ad

4.2 Performance requirements

4.2.1 System characteristics. The system characteristics specified herein

shall be tested and verified by the following methods: .
4.2.1.1 Physical characteristics. Physical characteristics of the offensive
system ghall be verified by . .

4.2.1.2 Operational characteristics

4.2.1.2.1 Operational conditions. Offensive avionics integrity in stated
operational conditions shall be verified by analysis and tests as follows:

® ¢

4.2.1.2.3 Air-to-air combat. Air-to-air combat performance stated in
3.2.1.2.3 shall be verified by analysis and test under the following
conditions: .

4.2.1.2.3.1 Target location and attack. Target location and attack c
ties shall be verified by the following test methods: .

m
)
[

o

[

-

=
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4.2.1.2.3.2 Target identification. Target identification capabilities stated
in 3.2.1.2.3.2 shall be verified by the following test methods:

4.2.1.2.3.3 Electronic combat performance. The capability of the offensive
avionics shall be verified for performance in an ECM environment to assure
that the requirement of 3.2.1.2.3.3 has been complied with. Verification
methods shall be employed to show the contribution of each ECCM technique and
combinations of techniques to counter the threat and accomplish the missions

as follows: .

4.2,1.2.4 Air-to-ground combat. Air-to-ground combat performance stated in
3.2.1.2 shall be verified by analysis and test under the following conditions:

[
M
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4.2.1.3 Electrical characteristics. The offensive avionics equipment shall
be demonstrated to be compatible with air vehicle and ground power systems as
follows: .

4.2.1.4 Environmental conditions. Compatibility of the offensive avionics

as A

with the 1ntended envu'onmem:al conditions shall be verified Dy analysls ana

.
o
< i

od asg F 1nun' R
ed gs Iollows:

4.2.1.4.2 Mechanical design. Design analysis and engineering tests shall be
conducted to verify that the requirements of 3.2.1.4.2 are achieved. Analysis

and tests shall be as follows: .
4.2.1.5 Transportability. Transportability requirements stated in paragraph
3.2.1 8 ahall he verified aes follawe: .

L 4 OiAG 4 A ve ¥V CiA dAhArLCa ao AV A ALVWO L]

4.2.1.6 Electromagnetic compatibility (EMC). The offensive avionics system,
when installed in the aircraft, shall conform to the requirements of 3.2.1.6
when tested in accordance with the quality assurance provisions of MIL-E-6051.

.1.6.1 Electromagnetic interference (EMI). The offensive avionics system
hall conform to the requirements of 3.2.1.6.1 when tested in accordance with

t+4£:.1.0.4 Llghinin 8 pretection. ihe 181ve av

1 -
to the lightning protection requirements of 3.2.1.6.
ance with DOD-STD-1795.

4.2.1.6.2 Liochtning nrotection. The offen

4.2.1. 6 3 Electrical grounds. Proper grOundmg topology shall be verified by

1nspect10n of the deslgn draw1ngs and examination of the actual hardware.

L 21 KR A4 RPloarcsrri
CueXa

£4.2.1.6.4 Ele ing The electrical hvpdl.

s e -~ T -~

measurements. An approved mi
be used to measure the DC resistance of all bonds.

4.2.2 Functional subsystem characterization

ce communication. Verification of the voice communication func-

i
he bhv o
L A= Il] .

4.2.2.2 Data communications. Verification of the data communication function
shall be by .

[
w
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2.3 Radio navigation. Verification of the radio navigation function
1 be by .

4.2.2.4 Self-contained nlvila n. Self-contained nav1ganon capability
shall be verified by analysis and t t as follows: s

4.2.2.5 Offensive avionics integration. Verification of the offensive
avionics integration compatibilities shall be by inspection, analysis, demon-
stration, and test as follows: .

&4.2.2.6 Comnutars —--1 -1‘.- - o ¢4 'f'

....... Computers and wmultiplexi g. Veri
3.2.2,6 shall be as follows:

4.2.2.7 Softvare. The software functional capabilities shall be verified as
follows .

4.2.2.8 Information processing requirements. Information processing require-
ments shall be verified as follows: .

4.2.2.9 Fault management. The adequacy of the fault management design shall
be verified as follows: .

4.2.2.10 Avionics wmodes. The ability of the offensive avionics system to
support all the avionic modes shall be verified by .

4.2.2.11 Growth. The required growth capability shall be verified by inspec-
tion and analysis.

4.3 Avionics integrity. Verification of the offensive avionics mtegnty
requirements of 3.3 shall be in accordance with the avionics integrity
specification.

4. 4 llnlntalnalnllrv- The r

4.5 System safety. The verification of the safety requirements of 3.5 shall

be accomplished as follows: .
4.6 Human engineering. The compliance with requirements of 3.6 for human
engineering shall be verified by .

4.7 Interface. The interface requirements specified in 3.7 shall be verified
by inspection, analysis and tests as follows:

an o
.

14
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5.1 Deliverabl tems. All de

as directed by th
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6. NOTES

6.1 Intended use. The offensive avionics system is intended for use in
aircraft.

6.2 Definitions

6.3 Responsible eng}peer ng office. The responsible engineering office (REO)
for the technical maintenance of this document is Mr. Joseph Gebele,
ASD/ENASA, Wright-Patterson AFB OH 45433-6503, AUTOVON 785-6749, Commercial

(513) 255-6749.

6.4 Subject term (key word) listing. The following list is provided to
facilitate identificat ion of this document during retrieval searches.

Avionics

Avionics, offensive
Navigation

System integration

Target location and attack

Weapon delivery

Custodian: Preparing activity:
Air Force - 11 Air Force - il
Project No. 5895-F321
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APPENDIX
30 May 1986

APPENDIX
OFFENSIVE AVIONICS SYSTEM

HANDBOOK FOR

i0.0 SCOFE

10.1 Scope. This appendix provides rationale, background criteria, guidance,
lessons learned, and instructions necessary to tailor sections 3 and 4 of the
basic specification (MIL-0-87243) for a specific application.

10.2 Use. This appendix is designed to assist the Government project engi-
neer in tailoring MIL-0-87243. The blanks of the basic specification must be
filled in to meet operational needs of the system being developed.

10.3 Format. Section 30 provides each requirement (section 3) and associated
verification (section 4) as stated in the basic specification. This section
has been so arranged that the requirement and associated verification is a
complete package to permit addition to, or deletion from the criteria as a
single requirement. In some cases options are provxded that can be added to
the basic requirement or verification. A requirement is not specified without
an associated verification. '

10.5 neupuu:u.u;c egﬁ;ue ‘E ] é!‘.g eerin
(REO) for this appendix is ASD/ENASA, Wright-Patterson AFB OH 45433-6503,
AUTOVON 785-6749, Commercial (513) 255~6749.

-~ Th aonanaihla
-
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20.0 APPLICABLE DOCUMENTS

20.1 References. The documents referenced in this appendix are not intended
to be applied contractually. Their primary purpose is to provide background
information for the Govermnment engineers responsible for developing the most

apprcprla;e performance values (filling in the blanke) for the requirements

contained in the specification proper.

20.2 Avoidance of tierimng. Should it be determined that the references
contained in this appendix are necessary in writing an RFP or building a
contract, excessive tiering shall be avoided by calling out only those
portions of the reference which have direct applicability. It is a goal of
the Department of Defense that the practice of referencing documents in their
entirety be eliminated in order to reduce the tiering effect.

17
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APPENDLX
20.3 Government documents. The documents identified herein are referenced to
provide supplemental technical data.
x Fr e
20.3.1 Specifications, standards, and handbooks
MIL-C-675 Coatings of Glass Optical Elements (Antireflection)
MIL-W-5088 Wiring, Aerospace Vehicle
MIL-E-5400 Electronic Equipment, Aerospace; General Specification for
MIL-H-5606 Hydraulic Fluid, Petroleum Base; Aircraft, Missile, and
Ordnance
MIL-T-5624  Turbine Fuel, Aviation, Grades JP-4 and JP-5
MIL-L-7808 Lubricating 0il, Aircraft Turbine Engine, Synthetic Base,
NATO Code Number 0-148
MIL-A-8243 Anti-icing and Deicing-Defrosting Fluids
MIL-P-9024 Packaging, Handling, and Transportability in System/Equipment
Acquisition
MIL-Q-9858 Quality Program Requirements
MIL-M-38510 Microcircuits, General Specification for
77777 e
MIL-H-46855 Human Engineering Requirements for Military
Systems, Equipment, and Facilities
MIL-T-83133 Turbine Fuel, Aviation, Kerosene Type, Grade JP-8
MIL-H~-83282 Hydraulic Fluid, Fire Resistant, Synthetic Hydrocarbon Base,
Aircraft NATO Code Number H-537
STANDARDS
Military
AA A AdLas Z
MIL-STD-188 Military Communications System Technical Standards
MIL-STD-210 Climatic Extremes for Military Equipment
MIL-STD-454 Standard General Requirements for Electronic Equipment
MIL-STD-461 Electromagnetic Emission and Susceptibility Requirements
for the Control of Electromagnetic Interference
“—
18
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MIL-STD-462
MIL-STD=470
MIL-STD-471
MIL-STD-704

MIL-STD-781

MIL-STD-810
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MIL-STD-882
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MIL-STD-1553

MIL-STD-1589
MIL-STD-1750
MIL-STD-1760
DOD-STD-1788

MIL-STD-17
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MIL-STD-1815
MIL-STD-1862
MIL-STD-2165
DOD-STD-2167
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MIL-HDBK-217

MIL-HDBK-287
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Electromagnetic Interference Characteristics, Measurement of

Maintainability Program for Systems and Equipment
Maintainability Verification/Demonstration/Evaluation

Aircraft Electric Power Characteristics

D_12-121l0e Nact aon 1 :
Reliability Design Qualification and Production Acceptance
Tests: Exponential Distribution

Environmental Test Methods and Engineering Guidelines

Antenna Subsystems, Airborne, Criteria for Design and
Location of

System Safety Program Requirements

Human Engineering Design Criteria for Military Systems,
Equipment and Facilities.

N 1

Aircraft Internal Time Division Command/Response Mulitiplex
Data Bus ‘

JOVIAL (J73)
Sixteen-Bit Computer Instruction Set Architecture

Aircraft/Store Electrical Interconnection System

vionics Integrity Program (AVIP)

ADA Programming Language

LA Instruction Set Architecture
Testability Program for Electronic Systems and Equipments

Defense System Software Development

Relay, 10 Amp, &4 PDT, Type I, Hermetically Sealed,
Solder Hook

Reliability Prediction of Electronic Equipment
Defense System Software Development Handbook

pplication Handbook

ane -x SApry+estatil
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Air Force Systems Command Design Handbooks

AFSC DH 1-3 Human Factors Engineering

AFSC DH 1-4 Electromagnetic Compatibility
AFSC DH 1-6 System Safety
bl S A i

20.1.3 Other government documents, drawings and publications

AFR 205-16  Automatic Data Processing (ADP) Security Policy,
Procedures, and Responsibilities

ATD 700-117
N IVvUTiO

" Elantramacnatbrin Totavmbfamanan Blantewrnmasmatbsin Dadeant:s e
Al Liectromagnetic interierence, Liecfromagnetic rRaaiation
Hazards and Meaconing, Intrugion, Jammine. and Interference
razardg and Meaconing, lrtrugion, Jamming, and Interference
(MIJI) Reporting

AFR 700-14 Radio Frequency Spectrum Management

AFSCR/AFLCR
800-23 Policy for Modular Automatic Test Equipment (MATE)
ARINC-429 Mark 33 Digital Information Transfer System (DITS)

ARINC-575 Mark 3 Sub-Sonic Air Data System (Digital) DADS

ASD/ENA-
TR-80-3 MIL-STD-462 Application Note, Identification
AL Do 3L 3 3 AN o L_od Bl cad nma
Ol Droaapanag anud nNariowbddnu nLmissious
ASD-TR-78-6 Airborne Systems Software Acquisition Engineering Guidebooks
for Regulations, Specifications, and Standards

ASTM Bl17 Salt Spray (Fog) Testing, Method of

RADC-TR-
82-189 RADC Testability Notebook
20 9 Nedow ~AFf cmcanadon~an T +hao cyent Af g coanflinte haotwaann tha tavt of
Ve & ViuckL UL pxt:l-!:u:l.u.t:- 4l LIlE ©CVCLIIL UL a Lvllil 110 L oL CTCIl LIIT LCaL Va
thisg sncr‘ifiﬁnf;nn and tha rofarenceae cited arain thoa taoavt Af fhig aenacifi-
- A W P asidivauwaivie CArANS LR 2 =) A wiGCE:CULVCO w d S Ilclc&ll’ (9 ¥4 — oA L VA A O qr‘\r‘&&
cation shall take precedence.
GUIDANCE

The above list of specifications, standards, and other documents is given as

representative of the types used in offensive avionics systems. It is not
At andad Aramnlara 12a¢ nar ahall anv ancant ficatian he need withaout
.LuLcuucu GD G \-UWPJ.CLC LLDL, UL olla i 2 Gll] DPCLLLL\.GLLUII v UoTu Wi LllUUuL
careful consideration of the cost-effectiveness of its impact on the program.
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Additionally, goad engineering practice dictates that only the applicable
sections of a generalized specification be used. Only on rare occasions is a
specification or standard used in its entirety, as doing so can be costly and
can lead to conflicts among requirements.
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N .
t with listin g ary specificat
standards as applicable documents is the use of an outdated version. The

words "of the issue in effect on the date of invitation for bids" can also
create a problem. In some cases the documents have been revised between the
time the specification was written and the release of the request for proposal
(RFP).

When Government furnished property (GFP) is specified the GFP may have been
built to earlier documents and it would be inappronrla;e to redesign the
equipment to later revisions. In this case several r81008 of the same basic

Another problem can be referencing of a document by title without checking the
contents. This is occasionally done because other similar programs had refer-
enced this document.

AC alternating current
AF Air Force
AFMRL Air Force Medical Research Laboratory

AFSC Air Force Systems Command

Al air interdictionm

AIL Avionics Integration Laboratory
AILA airborne instrument low approach
ALT altitude

AM amplitude modulation

ASD Aeronautical Systems Division
AVIP Avionics Integrity Program

AWG American wire gauge

BB broadband

BAI battlefield air interdiction
BIT built-in test

c Celsius

CAS close air support

CCIP continuously computed impact point
CEP circular error probable

CERT combined environment reiiability test
cm centimeter

dB decibel

dBUA decibel micro—amps

DC direct current

DOD Department of Defense

DTE development test and evaluation

EC electronic combat

ECCHM electronic counter-countermeasures
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ECP engineering change proposal

o o r r
ECS environmental control system
EM electromagnetic
EMC electromagnetic compatibility
EMI electromagnetic interference
EMOL expected maximum operating life
wMDN Amavaan s
LIINGC cmctscuby
EO electro-optical
ERT estimated repair time
F Fahrenheit
FDTS functional development test fixture
FLOT forward line of own troops
FFOP failure-free operating period
FLIR forward looking infrared
rNY £321Ad ~AF 223 e
rvy Iiéi1d OrI Vview
fne foet ner sgecond
fps feet per second .
FTD Foreign Technology Division
ft feet
g acceleration
GFP Government-furnished property
GPS global positioning system
HDBK handbook
HOTY k-nkn- m~rAdar 1anmsiiaosa
Vi ilaplitl ViucL idl léuds
HUD eadsg-un dignlav
b bt -~ 7
Hz hertz
HF high fregquency
HFE human factors engineering
IAW in accordance with
ICD interface control document
IFF identification friend or foe
ILs instrument landing system
INS initial navigation system
IRST infrared search and track
JTIDS joint tactical information distribution system
KHz kilohertz
LISN line impedance stabilization network
LosS line of sight
YTIDTIY h B r1 o o A
LRU iine replaceablie unit
m meter
MATE modular automatic test equipment
MFD multifunction display
MHz megahertz
MIL military
MLS microwave landing system
mr milliradian
ms millisecond
NAU nayioation
Avaa v llavlsa‘—‘rv“
NEMP nuclear electromagnetic pulse
NB narrowband
NM nautical mile
NSA National Security Agency
OAS offensive avionics system
OFP operational flight program
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OTE operat10na1 test and evaluation

PIDS prlme item development specification
PHMAT production manufacturing acceptance test
PMD program management directive

PRF pulse repetition frequency

PXL pixel

RADC Rome Air Development Center

RF radio frequency

RFP request for proposal

RSS root suim S{uUare

RT remote termiral

SEAFAC Systems Englneerlng Avionics Facility

sec second

SEL select

SIL systems integration lab
SON statement of need

SPO system program office
sQ gquare

SRU shop replaceable unit
ST self test

STD standard

TA terrain avoidance

TACAN tactical air navigation
TDHA time division multiple access
TF terrain following

TFR terrain-following radar
T/R transmit/receive

UHF ultra high frequency
uuT unit under test

uv ~ ultraviolet

VEL velocity

vHF very high frequency

VLF very low frequency

VOR VHF omni range

W watt

WB wideband
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30, REQUIREMENTS AND VERIFICATIONS

3.1 System description. Offensive avionics are equipment and software which

contribute by signal output to accomplish the offensive tasks of the

aircraft. The offensive avionics system shall perform the allo-

cated air vehicle offensive avionics mission functions and be compacible with

overall air vehicle requirements. The primary mission of the- air vehicle is
and the secondary mission is .

a. Communication. The offensive avionics system shall provide bi-
directional communication between aircraft and ground, between alrcraft and
aircraft (may include space vehicles, guided missiles, or guided munitions),
and among crew members and to ground crew. This will include command,
control, and tactical communications for both voice and data.

- "Fl-'

IID o

. v
contained an

v
ga t
r destlnatlon. to Drov1de escort or other mission objectives. It shall
interface with the automatic flight control system and terrain-followi
terrain-avoidance, and threat-awoidance functions as required.

-0

d. Air-to-ground combat. The offensive avionics system shall provide for
the location and tracking of fixed and moving ground targets, and collecting

and processing of target data required for displaying targets and computlng

....... Aal 3 wrarey My ~Ffonsicra asv-imamtirs aka11 meamee s Ao Lo seravrey ~nf
wEapull duEeL1veELY. 1i1€ Ulllenuslve dvionlcs sndil proviue 101 e t: ivELy VUi
thogse weapons listed in table I,

e. Controls and displays. The offensive avionics system shall provide
the necessary controls and displays to enable the air crew to select and
control the offensive avionics system and its subsystems in fulfil lment of the
required missions.

T
ES

=g

e o
a nd

the control of weapon 1nventorv. weapon release, weapon release sequencing
weapon conditioning, and jettisoning of selected weapons singly or in group
as listed in table I.

faonaoit
rensiv
.

1

ot
o =
Lo 1]

o
o
splays necessary to initiate SLgnels

[~V 2

g. Computation and data handling. The offensive avionics system shall
contain the equipment necessary to transfer and compute information for the
integrated operation of the offensive avionics system within the air vehicle.
This equipment shall provide the flexibility to adapt to changing mission and
subsystem requirements without adversely affecting the system.

h. Air data. The offensive avionics system shall provide air data infor-
mation to the navigation and fire control functionms.
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REQUIREMENT RATIONALE (3.1)

The major functions of the offensive avionics system must be spec1f1ed to
establish the performance and characteristics the offensive ionics system
. . .

Q

L 4 vVary A _

—= 1 =L 2L a | V SR R S . = P 2
Wl.].l. exniolit. mnda jor i1unciiol y aepena L

REQUIREMENT GUIDANCE

A major system procurement, such as a new aircraft, will generally have a
system requirements document in the initial request for proposal (RFP) and the
contractor will be requ1red to submlt an Air Vehicle Prlme Item Development
Specification and a ation on e r system segm
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Some aircraft modification programs consist only of completely integrating an
offensive avionics system. In this case the project engineer may prepare a
System Segment Specification which specifies the offensive avionics system's
operational and functional requirements. This specification will include
requirement for functions and subsystems such as communication, navigation,

cnntrale and A1an1 ave n-ur Aata comnutation and data handling. stores manaoe-
Vil 4 WV ao CARANS ~ LA O J ’ AR g W WIS W W R W A s - anws - . Aalm AT A meamy ) T ww e T= SmmesS

ment. air—to-a;r combat, air-to-ground combat. and others. The specification
should generally include all key performance characteristics of each of these
functions and subsystems. These key characteristics should be selected from
appropriate parts of 3.2 herein and made to be subparagraphs of the offensive
avionics system paragraphs.

=

firet hla in 3
firgt blank in 3

nd and third blanks, with the
avionics system is to fulfill.

The .1 should be fi
eco

The avionics system characteristics usually fall into mission objectives such
as close a1r support(CASL battlefield air interdiction, air interdiction,
strateglc bombing, long-range combat, etc.

bl ’
0t el e bl ad tm cmmrrtAda 2 mclbiwmala Av misl timiosinn awvetam
oomelLimes Lnese 4are C DLILEU LU pxuv;uc d WULCLITOLC U1 MULLilioSiVl S yotili
Thig creates a more complex gystem which may require additional detail
specification.

hostile targets in close proximity to friendly surface forces. CAS can sup-

_ £ _ 2 _ PR PR PR mem m m e e P .
port offensive, counteroffensive, and defensive surface force operations with
menal cmm oA mem dmemndlatba atsanlea A11 awranl annad and immadiata CAS miegionsg
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require detailed coordination and integration with the fire and maneuver of
friendly surface forces. CAS missions require timely intelligence Luxur—atiﬁﬂ
and accurate weapons delivery.

Air interdiction (AI) objectives are to delay, disrupt, divert, or destroy an
enemy's military potential before it can be brought to bear effectively
against friendly forces. AI attacks against land force targets which have a
near~term effect on fr1end1y land forces are referred to as battlefield air
erdiction (BAI). The primary d -
rm effect and influenc ed n e 1 rt e

component commander's scheme of maneuver. BAI may require coordination dur
execution, but operations are performed at such distances from friendl
surface forces that detailed integration of specific actions with the fire and

movement of friendly forces is not required. AI presents the usually addi-
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tional requirement for Longer range penetrat on capability. In either case
coordination with friendly forces will probably be required for safe ingress

A defensive counter air mission supports and provides air defense for the
close air support missions. It is an air superiority mission up to and over
the forward line of troops (FLOT). Offensive counter air provides sweep and
escort missions behind the FLOT. Its objective is to clear out the opponents'

air defense and temporarily obtain air superiority. This mission frequently
provides air cover to the air interdictors. Autonomous by nature, this
mission role requires as much information about the present situation as
possible.

The air defense mission objective is to achieve and maintain air superiority
on the friendly side of the FLOT. This includes attacking strike forces and
neutralizing escort aircraft. This role is performed autonomously or as

. .
directed by ground or airborne command and control systems.

REQUIREMENT LESSONS LEARNED

The mission of the aircraft, in general, will determine which aircraft func-

tions and characteristics are required At the outset of a weapon system
development, very general guidance will be availabie in the form of statement
of need (UO“, and program management direction (PMD) documents. Studies

analyses and meetings with the using and supporting commands must all be used
with good engineering judgment to arrive at a suitable set of offensive
avionics requirements.

4.1 Verification, general. The ver ifications (inspections, analyses, tests,
and demonstrations) specified herein shall verify the ability of the offensive
avionics system to meet the requirements of section 3 herein. The government

T L] tests uuu uupc(.r.l.ons. 'hL provzl.aes BLL OI the 1ntroauc:ory and
neral verification provisions. These are included here in order to allow
1 of the remaining paragraphs of section 4 to exactly parallel the section 3

«hAdLL iy Paitad icl Lile BeLiLioll

PR )
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paragraphs with gimilar numbhera. Regponeibilityv for verification, standard
test conditions, test equipment, and allocated accuracies must be specified to

insure that the contractor performs the required verifications and uses condi-
tions and accuracies to obtain accurate and consistent results.

VERIFICATION GUIDANCE

a. Inspection. Inspection is defined as investigation, without the use
of special laboratory appliances, procedures, supplies, or services, to deter-
mine conformance to specified requirements. Inspection is generally non-
destructive and includes, but is not limited to, visual and other investi-
gations; simple physical manipulation, gaging and measurement.

b. Analysis. Analysis is defined as verification that a specification
requirement has been met by technical evaluation of equations, charts, simula-
tion, reduced data, and/or representative data.

c. Demonstration. Demonstration is defined as a test that relies pri-
marily upon qualltatlv assessment. inciuded in this category are tesis
that require simple quantitative measurements such as dimensions, time to

perform tasks, etc.

d. Tests. Test is defined as verification that a specification require-
ment is met by a thorough exercising of the applicable element under appro-
priate conditions in accordance with approved test procedures.

Verification can also be done by qualification by similarity. When this
mothad i rhnean oranund ruloe will noed o ho setahliehad OQualificatinn
method 18 chosgsen ground rules will need to be establisghed. Qualification
hguld be accomplished by using test data from previously developed and quali-

ied items when p0331b1e. When qualification by similarity is proposed, the
test data from the earlier qualification should be submitted with design data
to substantiate that: (1) the equipment is to perform a similar function in
the new application as it did in its earlier qualification, (2) the environ-
mental and operating 1imits shall be no more demanding or degrading than in
the earlier operation, (3) the new item does not incorporate differences that
would invalidate the criteria of (1) or (2), and (4) the equipment operated
satisfactorily in its earlier appllcatlon as indicated by its Mean Time
Between Failure (MTBF) field failure data.

of a tests and inspections. The contracitor may use his own facilities,
annninliamnad Anmmavrnial Fanilitsan and 3n AMmA Tmotanscrao wri onvarnmant
DbeLGLL‘aCU CVIMMC L VAG A AQV AL LLATCO Qi AL DUIAIC AU CQALLIVT Oy WALl HEVY Al
approval, special government facilities. Regardless of where testing is
Cc c

v ] > ] £
onducted, records of the examinations and tests should be kept. These
records should include a complete description of each test method, identifica-
tion of instrumentation used and test assumptions made, and actual test data
and results.

While compliance with aircraft offensive avionics system requirements will
generally become obvious during other tests and inspections, specific demon-

stratlons, tests, analyses, and inspections should be added for any specific
requirements called out in 3.2. For environmental tests, the conditions,

N
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tolerances, and accuracies of MIL-STD-810 are often adequate and reasonable
and are in general use. Exceptions should be added to account for
any program-peculiar requirements. Care must be taken to insure that various

o mes

levels of test plans and procedures are compatiblie and not selif- contradictory.

VERIFRIC
VERIFIC

Very little trouble is encountered in this area as long as normal and
reasonable conditions are specified.

Item diagram. A functional diagram of the offensive avionics 1is
5 :

REQUIREMENT RATIONALE (3.1.1)

Item block diagrams can sometimes be helpful in defining the major parts of

the system development, particularly if the specification is to become part of
a request for proposal (RFP). The diagram should be explanatory in nature,
rather than an attempt to show how the missions should be accomplished. WHAT
is to be done should be defined, not how or why.

REQUIREMENT GUIDANCE

The diagram should not include considerations of quality or quantity of
erformance It may show generic source and destination information to
1
- L

.
arify intent an
arify intent and to po

o)

ay subsystem interaction.

[(¢]

REQUIREMENT LESSONS LEARNED

The government often places too much emphasis on HOW a job is to be accom-
plished rather than specifying a job to be done (the W AT). The contractor

k1

needs more latitude tor new solutions to design problem

4.1.1 Item diagram. Not applicable.

FIGURE l. Offensive avionics functional diagram.
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1. Major components. The offensive avionics system shall consist of the
iiowing major functional components .

3.
fo

REQUIREMENT RATIONALE (3.1.2)

Major components or functional components may require the more detailed
breakdown into detailed requirements identified in prime item development
specifications (PIDS) than that specified herein. Major components should be

consistent with the intended configuration management approach.

This paragraph can be completed with a generalized description of the
components or functional components of the system, including the software.
Functional block diagrams can be included if necessary.

REQUIREMENT LESSONS LEARNED

Overspecification at the system level leads to predefined component design
solutions, resulting in bottom—up design and top-down testing.

4.1.2 Major components. Not applicable.

3.1.3 Government furnished property. The following government furnished
property shall be utilized.
a‘
b.
C.
REQUIREMENT RATIONALE (3.1.3)

On many programs, existing hardware, software, services, or data are directed
for use. This is done to insure commonality of equipment with other aircraft,
reduced logistics impacts, or reduced development costs.

When providing Government furhished property (GFP), insure that the avail-
ability of this item is compatible with the overall development schedule.

REQUIREMENT LESSONS LEARNED

In some cases, an enumerated accounting of the equipment in the specification

will help the contractor assess the impact of the program requirement on his
resources. This is particularly true for test equipment which may be common

for the Air Force, but unfamiliar to the commercial research and development
community. GFP has been specified on program in which the GFP has not been
made available in time; the result has been overall program schedule slips and
accompanying cost increase. Provisions should always be made to insure good

communications between the GFP supplier and the system integrator. This 1is
normally handled with an associate contractor relationship clause, when the

GFP is supplied by the vendor.
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When software is provided as GFP, particularly when requested by a contractor,
it should be provided "as is." Standard clauses exist to help keep Government
liabilities to a minimum.
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available, the contractor may require that the equlpment rerun ‘qualification
testing before he will assume any performance liability relating to the

equipment,

4.1.3 Government furnished property. Not applicable.

3.2 Performance requirements

3.2.1 System characteristics. The offensive avionics system shall be an

integrated system that meets all requirements of this specification while

installed in the aircraft and while operating at all points within the oper-
nrna ~F hao s :
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REQUIREMENT RATIONALE (3.2.1)

This paragraph is intended to establish the top-level system characteristics
that the offensive avionics system is to be compatible with and operate in.
Performance requirements are generally met over the full range of env1ronments
specified, except degraded perfo d

tian Nthayr awvcantinng mav
- AL Ve liea ‘n\—‘rv&‘vllﬁ s y

from full accuracy during the first 5-15 minutes a
temperature extreme.

REQUIREMENT GUIDANCE

Combat condit i ons continually require an offensive avionics system which will
ombat effectiveness. The tagks of monitoring information

s W - AaSCoevayVLinToue edlT LR/ TAT Va ZJEORNALLIINS SRAVIESL LU

ea
35 grforming maneuvers, locating targets, making combat decisions, and
employing weapons will become increasingly complex. The ability of the air-
crew to manage all the offensive avionics system functions during stressful
engagement conditions is critical and will require a great deal of effective
automation that supports real-time aircrew interaction and decision-making.

I"P

litv of the offengsive avionics svstem is limited

€1l1t J nabe S SVT= pRLLY Iy 84

to the extent that the aircrew can utilize displayed information to develop
the required situational awareness and the ease with which systems can be
operated to accomplish required tasks. Systems that are not predictable or
controls and displays that are not compatible with each other require an
accomplishment. Systems that are compatible, easily operated, and properly
automated will accomplish many mission tasks while allowing the aircrew to

nc e on the total aspect of the mission.

In manv wave the mi

In many ways the military ut

AL AdvGL y

The mission requirements are usually derived from the Statement of Need (SON)
and provide the basis for the air vehicle operational characteristics. The
offensive avionics system must also be compatible with the air vehicle system

w
o
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specification. The avionics operating conditions are derived from these air
vehicle characteristics. A mission route or scenario is very useful in
further scoping the characteristics and in eatab11sh1ng a baseline for verifi-

cation of the requirements. A very general mission scenario might consist of

takeoff, ciimb-cruise, orbit, ingress, penetrate, target attack, egress,
refueling, return, and landing. Mission duration requirements impact system
reliability as well as various accuracy requirements during different segments
of the mission.

REQUIREMENT LESSONS LEARNED
When this specification is applied to existing systems, care should be taken
to resolve conflicts between military requirements, that is, requirements in

y a ui Y
published specifications and standards, which are less severe than those found
on the aircraft. For example, a recent update to the F~111 found a power
system with more severe power transient characteristics than those specified
in current versions of MIL-STD-704. Similarly the A-10 has more severe vibra-
tion and shock from gun firing than most aircraft.

4.2.1 System characteristics. The system characteristics specified herein
shall be tested and verified by the following methods: .

VERIFICATION RATIONALE (4.2.1)

VERIFICATION GUIDANCE

Verification of system requirements will be accomplished by varying degrees of
analysis, inspections, simulations, demonstrations, ground mock-up tests, and
flighg tests. Unique or spec1811zed requlrements will probably require

PRUUI. S

speciaglized ""-tu‘.g criteria and pupal.u.l.y SPGCI&}.Laeu test equipment oOr tes

T\a A—¥-J
ranges. In some cases test results, simulation results, and analysis wil
provide conflicting results. In this case special emnhasls will be placed on

evaluating the applicability of each result and possibly modifying procedures.

m e
l—‘ o

VERIFICATION LESSONS LEARNED

Predicted and actual results should be compared to assess system performance.
System simulations should also be verified to insure reasonable simulation
results.

w
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3.2.1.1 Physical characteristics. Restrictions to the physical character-
istics of the offensive avionics systems are .

Total sizing, weight, power consumption, available cooling, apertures, etc.,
h i

mayv hava ta he rastrictad due to
may anaveé 0 0€ Testridied Gue o

nvolved, Specific opera-

ments should also be specified.

i ol
tional vulnerability factors such as nuclear r bi olog1ca1 require-

REQUIREMENT GUIDANCE

a. Weight and volume. The weight and volume of the equipment comprising
rha avianis avetam includineg raclka ahall nat awveraad nounde and
i€ aviloliil syscem, 1nCauldiflg Talks, Siiaiai 0UOL &Xlieed pouncs ana

Weight and volume are frequently allocated from the air vehicle specification.
Actual avionic equipment weight and volume will then be specified in the item
specification.

e oW

ng practice may dictate growth margins. User inputs of long
needs can provide insight into further required additions to the weapon system
which also help in estimating growth margins.

b. Nuclear survivability. Nuclear survivability shall be in accordance

This requirement plies to equipment used on Airgr ft which are required to
operate in, or follow1ng, a nuclear event. Typically the nuclear environments

to be considered for avionics are electromagnetlc pulse (EMP) and transient
radiation effects on electronics (TREE).

The environment generated by nuclear effects in the area where the equipment
. . 1 1 3 1 3 s . : L . K N e e LV R azemnl aanwr
is installed should be determined and used in the specification. Nuclear
anivrwviwvahilite raniiramanta ava 1aal 1w ~1aocas £F1ad The hlanlk ahniild ha £fi111ad
Ui vivaviilie A.cqua.l.cmcul.o AL T Uoua il A “w A QGQOOAALTY. AT WAGIIN DHUVUVANYM Ve A4iasasvwe
in with the document that establishes these requirements.

’
rarely enough, and desxre capability is frequently sacrificed. 1If the
mrrlmn e o te b oot =112 e n miialacnscbhamdanad w1 ot e rthan tha raanire—
davionics 185 LU e 1LusLalicu on a jluCleal Tlidiluclicu plativii, LIUCILI LIIT i C\yuas T
ments &nn] 30ahla ta that nlatfarm munetr alen ho enarcrifiad far the avinonica.
men Pplicable to that platform must also be specified for the avionics.
Nuclear requirements cannot be added on later without causing significant
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VERIFICATION RATIONALE (4.2.1.1)

The various parts of the system should be inspected to insure they do not
exceed their allocated physicai limitations. Mission-critical equipments must

be ae81gnea and cesceu to verlry that cney WILL COﬂElﬂue to operace au.el: one
or more nuclear events or in a lasting nuclear environment.

VERIFICATION GUIDANCE

Detailed verification (analysis and/or test) should be specified for the
appllcable environments. In the case of avionics, only the TREE and EMP

requlrements are appllcaDLe.

VERIFICATION LESSONS LEARNED

Nuclear survivability and vulnerability should be verified by analysis and
test.

3.2.1.2 Operational characteristics

3.2.1.2.1 Operational conditions. The offensive avionics system shall per-
form under the fol lowing operational conditions:

6 O ®
[ ]

REQUIREMENT RATIONALE (3.2.1.2.1)

Operational conditions must be specified to provide the derivation of those
requirements that will impact the integrity and serviceability of the offen-
sive avionic equipment. This will include such considerations as failure

rates narte gelection, .maintainghilitv asnects anininmant inatallatinn and
_____ » parte selection, .maintainability aspects, equipment installation, and
overall performance across a broad spectrum of weather conditions. Using

these factors, the system design can be improved to meet its useful life.

REQUIREMENT GUIDANCE

oanal randitinane annl
cnia. COoNCiITilns &appa

based on the statement of need or other documented needs of the user.
addition to mission profile, utilization rate, and operational life examples
given below, other categories of operational conditions may include such items
as alert response times, training restrictions, war reserve frequencies,

turnaround time, command and control interfaces, and operations from austere
bases.

ahla +ta Affan
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To insure that design requirements are known, the designer should develop a
dialogue with the user so that both parties understand the required opera-
tional conditions. To start the dialogue, it may even be necessary for the

Aaa - 11} ”" : :
designer to present a "strawman" mission capability to the user.

Based on user needs and associated deployment and operational concepts, and on

system support concepts, specific climatic extremes to be specified may be
derived from MIL-STD-210, taking into account climatic values versus associ-
ated risk levels.

a. Mission. The offensive avionics shall operate worldwide over a wide
range of terrain and climatic extremes. The mission profile to be used for
the offensive avionics shall be as stated in the statement of need.

b. Utilization rate. The peacetime utilization rate for the offensive

avionics shall be hours per day based on flying days
per month. Wartime utilization rates are classified and are contained in the
statement of need.

c. Operational life. The offensive avionics shall be planned for an
operational lifeof = years. The operational life refers to the time
span during which major offensive avionics elements will be a part of the
inventory. All modifications and new designs shall be planned and designed
for this life, considering the mission and mission scenario defined in the
statement of need. Inspections and on/off maintenance requirements shall be

.
1'\ an
in achieving this life.

REQUIREMENT LESSONS LEARNED

Meetings with the users have revealed that the acqu uisition community has not
a - .

taken into consideration tne wide range of operational conditions under which
the user would like the avionics to perform. As a result, the equipment 18
not sufficiently reliable and in some cases cannot be made to work without a

redesign to compensate for the operational condition. On the other hand, the
manufacturers have stated they could have designed to the desired range of
conditions if they had only known what they were.

4.2.1.2 Operational characteristics

4_2-1,2_1 Onerntlonnl cond1t1ona. Offensive avionics integrity in stated

Integrity under the operational conditions can be obtained only through an

ongoing verification process.

Verification to the extent possible is done by flight test demonstrations
during DT4E and OT&E. Those areas not capable of being demonstrated will be
verified by analysis.
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integrated and progressiv

ep ,
builds to a high confldence in successful performance through development,
qualification, and integration testing prior to flight test.

-

The overall verification process

o3

ng and testing are agreed upon by the manufac-
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VERIFICATION LESSONS LEARNED

Unless DT&E and OT&E testing and planning are agreed to early in the program,
and performance and test criteria are clearly established, dlsagreements can
arise between the manufacturer and the acquisition community over whether
requirements have been met.

3.2.1.2.2 Nonoperational conditions. To accomplish the mission,
the offensive avionics shall consider nonoperational conditions in worldwide
terrain and climatic extremes. The cold-start reaction times shall be

. The following nonoperational conditions ‘shall apply:

=

b.
Ce.
d.
TRV AATT T o W o w — - A e - - 2~ -~ - -~ -~ N
QUIREMENT TIONALE (3.2.1.2.2)
2o Lo Amaoesn 22 ail Aanmdltiana sha mmamanaratinanal saanditinoneg muet he in
l-ll.l\c Lllc vpceclL Liviial LvouuiLLiviIld, LLUCT LWWIHUPTLALAVIUGEL CULUBALLVMG meu e T o=
cluded in the design of the system. Exp-sure to the environments of opera-

and manufacture must
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tion, deployment, storage, transportation, m
all be considered.

- Thono mAnmAnmnarabsAanal A~ t1riAans ahall nat l1Timiet tha wtiliovatrian ra
Qe E i uviiivpcLats iviia s VA LALVUD oillaG 4 L VL A AL W CMT ULALLLLG WAV L G
the offensive avionics to less than the operational specified rates.

b. The nonoperational conditions shall not limit the operational life of
the offensive avionics to less than the specified operational life.

The nonoperational cold-start reaction time can be obtained from the statement
nf naad Rancaoad nn moar naonds and ascenrcriatad Aanl aAvmant Annrcrants and An
of need. Based on user needs and associated depleyment concepts, and on
system support concepts; specific climatic extremes to be specified may be

derived from MIL-STD-210, taking into account climatic values versus asso-
ciated risk levels.

REQUIREMENT LESSONS LEARNED

The uchuLiG air communicy believes that the Gﬁ/fo C}Clius Ci systems can y;ay
a major part in the overall failure rate. It is necessary, therefore, to
design for operational as well as nonoperational conditions in order to

increase the reliability of systems.

W
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4.2.1.2.2 Nonovperational conditions. Offensive avionics integrity in stated

nonoperational conditions shall be verified by analysis and tests as follows:
VERIFICATION RATIONALE (4.2.1.2.2)

The integrity of the offensive avionics system should also be assessed from a

nonoperational standpoint to include such effects as storage, transportation,

and maintenance actions.
VERIFICATION GUIDANCE

Verification is usually done by analysis unless climatic chambers are used for

uuuoperal.l.oua L ared

a2
L10ll.

[
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imu

VERIFICATION LESSONS LEARNED

Failure to establish a test plan for verifying avionics integrity--with clear
definitions for satisfactory performance--has resulted in wasteful bickering
between the Government and the gontractor. The users' expectations must be

PN N 'I__M al S A= =

made clear in the contract

3.2.1.2.3 Air-to-air combat. The system shall be mechanized so that the
probability of launching a missile out of bounds shall be no greater than
and the probability of missing a valid launch opportunity shall be no greater

than . Air-to-air gunnery shall provide a Circular Error Probable
(CEP) of no more than mils.

REQUIREMENT RATIONALE (3.2.1.2.3)

Unaided crewmember judgment is not adequate for moderm weapon launch.
Computer assistance is necessary.

REQUIREMENT GUIDANCE

The aircraft launch solution must calculate and display the capability of the

weapon at rates sufficiently high (20 Hz) to assure an instantaneous view of

the engagement as it changes. The accuracy requirement must be based on a
simulation of the weapon because: (1) typically the weapon is developed and

controlled by an agency other than the developer of the fire control system;
(2) the launching of a sufficient quantity of weapons at near boundary condi-
tions to validate the fire contrel sclution is impractical (except perhaps for
guns).

It may be desirable to implement the solution such that the aircrew has the
capability to override and launch out of bounds.

REQUIREMENT LESSONS LEARNED

to obtain the st accurate simulation that can be found if more than
one has been loped. Ideally, the weapon developer will only allow one to
be developed to concentrate resources and avoid potential conflict. Do not

restrict computer time for evaluation or development of the aircraft algo-
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rithms as this will lead to errors in the solution. Computer-aided analysis
can more economically scope the issue than trial and error with hardware.
Flight testing will usually confirm the validity of the boundary conditions
used in the analysis.

4.2.1.2.3 Air-to-air combat. Air-to-air combat performance stated in

3.2.1.2.3 shall be verified by analysis and test under the following condi-
tions: .

Ajvremtnemnir ~snmhat narfaramnea mueatr ha varifiad in ardar tan anenra tha euvaetom

all-cl7all Cllcatl peridiamnCe MuUsStT ©€ Veriiied 14 OIGeT O ensurld Tat §Syoicox=
.

will work as intended.

'VERIFICATION GUIDANCE

Air-to-air combat performance shall be verified by: (1) computer comparison of
launch equations versus simulation over entire envelope, and (2) selected live

________ A1 2o PRy ~ haciomd s

Uuu.ualu..c ue;;vc;u:u near the L,umpuu.cx. pouniGarics.

Time and resources do not allow for total verification, including the weapon
envelope edges, by actual ordinance delivery. Additional program requirements
will usually dictate that many of the weapon launches occur in a region of the
envelope where a successful intercept occurs. Therefore careful selection of
the verification tests is necessary to be sure tne data can be extrapolated to

At PR PR PR

l:ne enLLre euvexope W.I.Lu a ulgll uesrec UL (.Ulll..Lucll\-t:o

VERIFICATION LESSONS LEARNED

L] .i.

N

3 .3.1 Target liocation and attack. The offensive avionics shall provide
ha ‘Innno--’n_n Al il el a atehaAamean wahianlaa eha Awa osionntunras nf
LT AVLGAGLALVLUD vi JTTYE 39 S SO FL: aAlLlLVvVLILC VECIlAVW A TOD Wil A Wi mmMa v SiapguaLurLco A

at ranges of NM, flving at velocities of ft/sec
to ft/sec over a terrain reflective coefficient of dB and in
atmospheric conditions of . The locating sensor(s) shall provide
all the data required for attack of targets under the following
conditions: .

REQUIREMENT RATIONALE (3.2.1.2.3.1)

This is the major requirement for establishing offensive sensor(s) system
level performance.

REQUIREMENT GUIDANCE

Key parameters for this requirement are: target characteristics Or signa~
tures; ranges; coverages in terms of search and detect volumes; and target

cond1t1ons such as velocity, aspect angle, and altitude. Sensor look up, co-
altitude and look down capabilities requires defining the terrain or back-

ground conditions and other significant conditions such as atmospheric or
weather conditions.

1 £o71T N b i b |
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minimum acceptable levels of perForme_vn to which the system will be deve-
loped. It should always appear in the system specification and will have

corresponding requirements in lower level spec1f1ca§1ons. All-weather, day
and night surveillance capability, with real-time target identification
imagery for the aircrew, is achievable. Objectives include: high resolution
iﬁagery for muiti-target detection, automatic target recognition, passive

uperaclou in an electronic countermeasire enviromment, standoff detection, day
and night operation, smoke and haze penetration, cloud and rain penetration,
and real-time battle damage assessment.

The simultanéons display of multiple sensors adds significantly to the acqui-
sition capability. In addition to an easy-to-use confidence check, it allows

the aircrew to use each sensor type optimally without undue workload or time
lost to switch displays. With simultameous displays, the operator cam reduce
innut uncertaintv, For oxamnle a2 FLIR imacoe can ho neaed tn nndatse nreecant

put uncertaint y: For example, a FLIR image can be used to update present
position in azimuth at the same g;vg the radar is used to refine the range
error. This is similar to operations where a combined radar and heads up

display (HUD) of the steerpoint or target also assists in the target verifica-
tion and final aiming process. If the point of interest is not clearly identi-

fiable in either the radar or FLIR, the combination of these displays may
provide the aircrew with eaough information to &CC‘di‘&Lt:Ly pusxtiﬁﬁ the
sensors.

If sensors are not boresighted properly, considerable effort is required to
correlate the information presented. All sensors must be boresighted to the
same reference line in order to simplify the transition from one to another or
to use two sensors simultaneously.

When developing this requirement, consideration should be given to the impact
of multiple sensors on overall performance. If each sensor is specified
individually its performance may be overstated when the contribution of
another sensor is included. This is generally known as sensor fusion. To
sort this requirement out, one must 100k at the operational requirement/

mission, establish candidate sensor suites, define possible fusion approaches,
congider e2ach gengor miggion rn]\nh111rv and nvni]nh111fu and assess the

AT s -\ as TERAW WA HeaA DD s s e a s [~ 10 N0 U8 G 8 S SS=STSS

effectiveness of that sensor suite. Sen81t1v1ty analyses are normally per-
formed as well. Once this is accomplished the system level requirement for
the sensor suite has been established and the individual requirements for each
sensor can be allocated.

=l
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v

footprints on a single display, such as the F-15 Tactical §
appears to make sensor management much easier.
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4.2.1.2.3.1 Target location and attack. Target location and attack perfor-
mance capabilities shall be verified by the following test methods: .

VERIFICATION RATIONALE (4.2.1.2.3.1)

Major system requiremenis form the basis for accepting the weapon system.
Demonstrated performance serves as the raticnale to make Air Force decisioms.
Therefare teatino of the offensive sensor suite utilized for the target loca-

tion and attack function is normally accomplished via flight test. Flight
testing is required because many sensors will not operate properly without
flight motion and many effects cannot be quantified without flying, such as,
target detection and track in clutter, weapon separation errors, etc.

Performance should be verified by a combination of flight test and ground
test. This will depend on the mission requirements and the actual avionics
system deslgned. Software verification will be a major part of the test
program. Ground testing in the laboratory is critical to successful software
development. Testing at subcontractor facilities for software and hardware 1is

utilized extenslvely and is worth consideration for sensors such as radar and
_ o X

13 - - - 1 fymam\ 2 = % - o A 2 - am A 2 - -~ ae m o~
infrared search and track (IRST). it 18 ais stanaara practice to use
dedicated test beds for flight testing sensors like attack radars early in
development testing and evaluation (DTE) on the weapon system.

VERIFICATION GUIDANCE

Normally, one will utiligze as much ground teating, hot bench mock-up, and
‘simulation. of software as possxble pr1or to 111gnc testing. Actual testing

I‘. dmmbmicmantad Fanfé air-
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against operational target aircraft is performed wit
i i

craft and test ranges Aa manwv snandi
iAW AN - O . ‘“llacw’ S Ill“ll] - WA

gpecification should be tested. Use of video recorded data for pOBt"flight

analysis is normally essential. Total testing can be extensive to cover the
conditions necessary to verify the software and system design adequacy.

NANMAa aom nnaa
VLS «Ks pvres conglgLent ¥wila Lae

VERIFICATION LESSONS LEARNED

39



Downloaded from http://www.everyspec.com

MIL-0-87243 (USAF)

APPENDIX

3.2.1.2.3.2 Target identification. The identification function shall provide
for discrimination between friendly and hostile targets. At maximum weapon
launch range a hostile target shall be identified as hostile at least %

of the time. A hostile target shall not be identified as friendly more than

Z of the time. Friendly targets shall be identified as friendly at

least X of the time. Friendly targets shall not be identified as

hostile more than Z of the time. The identification function shall

provide for the identification of neutrals and oncombatants. The identifica-
o o

. . . .
h o~ sti
tion function shall discriminate types of hosti

S man e

le targets to the following
Xtent: .

REQUIREMENT RATIONALE (3.2.1.2.3.2)

REQUIREMENT GUIDANCE

The capability to identify targets is still being developed. There has been
no method of "positively" identifying targets as friend, foe, or neutral from
any great distances. The latest approach is to take individual sensor infor-
mation and, by comparing it with a library of information on threats and

military or commercial vehicles, make a declaration of the target. The tech-
nology to perform this method of identification, however, is not yet mature
and, as weapon systems change, will need to be updated.

In some cases, it may be desirable to specify that the system shall provide
identification aml acquisition sensor correlation in range and azimuth with no
more than XX error or YZ jitter in range and/or azimuth. This requirement
should be met at all ranges less than the acquisition range of the sensor.

The intent is to provide good situation awareness and to properly allocate
resources. The a1rcrew must have 1dent1f;cation data tied to the correct

tional guidance can be obtained from the Combat Identification SPO,

Addi
ASD/AEIE at Wright-Patterson AFB.
REQUIREMENT LESSONS LEARNED

The information from sensors must be displayed to the aircrew in a concise and
easily interpretable manner. The identification information must be corre-
lated with the tracking sensors. Too much information in a high threat
density environment can saturate the aircrew with irrelevant information.

Experience has shown that if the identification-to-target correlation varies
the aircrew becomes confused and must attempt to enhance the correlation
process themselves. Analysis of this issue requires attention to the effects

of self-interference, jamming, spoofing, and exploitation.

Radar warning receivers used to obtain information about threats and targets
t .

have typically been located on wing tips and tail tips. It is argued that in
many instances this gives the best field of view. However, experience has
show i ati n envir

e
onments in these locations have caused the
e iveness or even 1nv,1; ate the system
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concept. Noise induced by vibration in flight has proven to be both tech-
nically annovine and costlvy Movinge the subsvstems inboard bv about 1/3 the
nically annoying and costly. Moving the subsystems inboard by about 1/ e
length of the wing or ;a;l, as a rule of thumb, will provide a better environ-
ment. Suitable locations for the sybsystems should consider the applicable

4.2.1.2.3.2 Target identification. Target identification capabilities stated
- == 2 21 9 29 al. -1 1 ) e mens £2 o2 Taoe Al L£al1 V1 mces ca o~ - v-x 4 emamtloadae
LIl JelelebeJdeL BLIALL UE VEILLLIEU DY LIE 101 UWLII& LEDBL umCLIlVUUD. .

VERIFICATION RATIONALE (4.2.1.2.3.2)

The algorithms and software development are nearly as complex as those for the
radar or electronic countermeasures suite. Therefore, extensive testing is
required to insure that faults which would affect mission capability or
fratricide risks are minimized.

o' - J =T SCUSVIS WL pLi a0l LIlC ACCULILIACSaT IO LAUALNCLAVL a1t afiicetited

by noise environments, sensor aen31c1v1t1es. and threat characterlst1cs.
These effects need to be identified, budgeted, and assured acceptable before
integrating the system for flight tests. For instance, going into flight test
and discovering that the sensors(s) cannot discriminate among several threats
may cause unnecessary delays in the flight test program.

The target identification algorithm should first be analyzed and projections
made of the information it will provide to the aircrew under various
conditions. The algorithm should then be tested using simulation techniques
and the relation between inputs and outputs compared with those predicted by

AAAAAAAAAAAAAA PRS- |

analysis. Simulation inputs should be represencac1ve of operational
conditions in terms of signal demsity, threats, and weapon system uysage.

er simulation testing, the target identificaiton system should be tested in
hardware form in the lab and/or in flight. This testing should use sensor
inputs and operational scenarios that the weapon system will see in the field.
Testing must be exhaustive enough to characterize the operating envelope. The
ability of each sensor to provide the needed target and threat information
shouid be individuaily ground-tested.

d result in a description of the gsengitivitv of the informatio

s & =Tova =-ais Q2 LT SRSV EAES 11e 1 9

1
r the aircrew to variations in input data. For example, a chang

in the density of rainfall should not result in a change in the 1dent1f1cat1on
or location of a target, as displayed to the crew.

1.'5

fects of changes in signal

f sity, threats, sensor fidelity, jamming, and
poofing should be characteriz

en
‘d.
VERIFICATION LESSONS LEARNED

Plan for delays in the flight test. Historically, the sensors and algorithms
have not performed to expectations.

41
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3.2.1.2.3.3 Electronic combat performance. The offensive avionics shall
operate at Z of mode specification performance in an electronic combat
environment of the electronic combat (EC) level defined by for

the modes listed in 3.2.2.10.
REQUIREMENT RATIONALE (3.2.1.2.3.3)

Since the beginning of electronic systems in aircraft, enemies have harassed,

countered, spoofed, and exploited the communications and eventua
asur

1
S
Bophlstlcated av1at10n electron1cs. Verv efiggc;vg countermeasure

vulnerability.

For any particular application in addition to determining the countermeasures
and projected countermeasures, it is necessary to determine the electronic
counter-countermeasures (ECCM) trades, and required performance in an ECM
environment. It will eventually become necessary to design a system with
specified performance in an ECM environment.

Validated threat information ha

v 31 ILBaLEY LANLTES LAl lASNava
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from the Foreign Technology Division )
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Command). In addition, a mission-specific tatement of needs w111 often
define particular EC environments. A System Threat Assessment Report should
be prepared and used to define the threat requirements. The operational
scenarios may also be a source of the expected electronic combat levels.

One concept for enhancing the effectiveness of a system is to prevent the
enemy from detecting the presence of the weapons system until it is too late.
As far as the avionics is affected, this involves the use of low-probability-
of-intercept techniques, possibly passive operation, or terrain follwoing and

avoidance to make use of terrain masking.

The remainder of this section will discuss specific subsystem ECCM considera-

tions. Among the primary subsystems will be the radio frequency (RF) and

electro—ontical EQ) subsvatem. Amone the most central gsubevetems asgssociated
o-optical (E0) sys Among the mosgt cen subsyste

with the offenslve function is the radar. Ultralow sidelobes are a very

effective counter-countermeasure to jamming that may be designed into the
radar. Additionally, pulse-to-pulse coherent return may be digitally
processed to supress clutter, cancel chaff, and adapt thresholds on range and
doppler bins New processing techniques are presently being explored to

.
enhance digital phase coding of a radar pulse. This coding may be used to
provide ECCM against chaff return, weather, and ground clutter.

A aseiisLs &L =233 e viavay
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A list cof the most frequently used ECCM categories and techniques are as
follows:
Spatial Discrimination Saturation Elimination
High gain, low sidelobe antenna Gain control
Side lobe canceliation Logarithmic ampiifiers
Beam deletion Guard channel
Polarization Dickie fix
Home on jam
: Simultaneous Measurement
Frequency Discrimination )
Netted radar system
Diplex operation Monopulse
Frequency diversity Scan with compensation
rfeqﬁeﬁcy agLLLL] X
Matched Filtering
Synergistic Sensor Integration
Moving target indication
Staggered PRF
Jittered PRF
Operator Assists Sliding PRF
Phase coding
Pulge width discrimination

REQUIREMENT LESSONS LEARNED

4.2.1.2.3.3 Electronic combat performance. The capability of the offensive
avionics shall be verified for performance in an ECM environment to assure
that the requirement of 3.2.1.2.3.3 has been complied with. Verification
methods shall be employed to show the contribution of each ECCM techn1que and

_ A = 1 2 _ e —

combinations of tecnnlques, to counter the threat and acco leBh the missious

E£A1 1 Acsas

&8 101 10Ws. .

VERIFICATION RATIONALE (4.2.1.2.3.3)

The rationale for this requirement is to establish that the system can operate
in the postulated hostile environment with a high probability of successfully
completing the intended mission.

Verification of this requirement will rely heavily upon simulation of the
system capabilities against various electromagnetic environments. Counsidera-
tion should be given to both friendly and hostile emitters. Simplified flight

tests can be accomplished by fiying the syscem against the EF-11il, or other
even less capable system, and Gbser"ins the impacts to the offemsive avionics
system functions and performance.
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Limited testing can also be performed against real simulators at China Lake,
Eglin AFB, and at the Western Test Range.

Analytical models also exist for various systems such as GPS and JTIDS to
access the impacts of various threat environments' upon their respective

narfar "o .
peridrmance.

This is a difficult area to
actual operational env'tonment. In general,
and improvements will be limited to minor a
components.
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3.2.1.2.4 Air-to-ground combat. Target location and tracking shall provide
the weapon delivery accuracy in the air-to-ground modes specified in table II.
The circular error probable (CEP) stated in table II shall result from all

This requirement reflects the integrated system capability and is a key
parameter in system effectiveness. This requirement should specify modes,
conditions, and performance level associated with weapon delivery.

REQUIREMENT GUIDANCE

This requirement establishes the basic minimum acceptable levels of perfor-
mance and should reflect the desired weapon delivery modes or mechanlzatlons

consistent with user tactics. Such things as automated maneuvering and attack
may need to be comsidered in detailing these requirement in addition to
clasgsical modes such as continuously computed impact point (CCIP).

The CEP definition and allocations of error sources must be agreed upon with
the contractor for this to be an effective requirement. In addition, an
accuracy control document should be established which identifies the error
sources and the error contribution allocated to each source. An example of an
""" bi V liver

error budget for a weapon del mode is shown in table Ii-a.

e
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TABLE II, Air-to-ground combat.
TN 1 S o maaes M 3202
uej.j.vely LVONaGi1L1o0uns
(A1¢ Ancla Val) Weannn C
(Alt, Angle, Vel) Weapon C

~

o
by
S
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TABLE Ii-a. Auto weapon deiivery accuracy error budget.
Standard Along Cross
Error Source Deviation Track Track
Operator designation error 1.5 PXL 63.0 63.0
Cursor related errors 2,1 PXL 89.1 89.1
Ranging - doppler filter errors 1.0 PXL 42.0 42.0
Output lag error 7.5 ms 4.8 4.8
Aircraft altitude 100.0 ft 5.2 5.2
Radar velocity along-track 0.8 fps 39.1 92.4
Radar velocity cross—track 0.8 fps 39.1 14,1
INS velocity along-track 2,5 fps 3.6 3.6
INS velocity cross—track 2.5 fps 3.6 3.6
TNC wrnlmmltbes <rmamtes~al 2 N £ L © Q ¢
40 VELIOCLLY VvELLliCal LoV 1LPB Ve J Ze VU
Air-to-grnd slant range at update 33.3 fr 4.0 0.0
Ranging device reference (EL) 1.8 mr 8.0 0.0
Ranging device position (EL) 1.8 mr 7.8 0.0
True airspeed 1.7 fps 4.3 0.0
Bomb ejection speed 1.2 fps 3. 0.0
Bomb release time delay 3.0 ms 2.7 0.0
Pilot steering error 2,5 mr 6.0 4.5
Side slip angle error 1.8 mr 0.0 2.0
Bomb dispersion along-track 5.0 mr 17.4 0.0
Bomb dispersion cross-track 2.0 mr 0.0 9.0
Ballistic fit 2,0 mr 3.0 0.0
Range error probable (REP) in feet 89.0
n-c1 ___________ aeml L1 /D) 2 £ _ . 1N n
vell BL[.I.UI] €rror prooavie \vuLr) 1n 1eet 1VL .V
Civanilar arrar nraobaklas (OED) 10 foar 161.0
wvilivulialr CLLIUVUL PLUUGULC \wLls 7 4All ACTTL AViewV
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4.2.1.2.4 Air-to-ground combat. Air-to-ground combat performance stated in
3.2.1.2 shall be verified by analysis and test under the following conditions:

The rationale for the verification of this requirement i
the combined effects of different sensors, algorithms
effects, etc. meet the overall performance requirement.

VERIFICATION GUIDANCE

Normally verified in flight test. Instrument ranges and aircraft are
required. The contractor should have evolved an error budget for each mode of
the system and the tests should be structured to verify that the system meets
the requirements. It will be difficult to test all possible conditions (such
as airspeed, angles of attack, targets, etc.). Therefore, testing must be

representative in many cases. It is important to establish, as part of the

_____ - J,cr ~ -

upecxxlcaciéﬁ, the definitions of CEP so that the testxng can be reported
3981‘.’!9" a clearly defined ‘ch;remenu. Instrumentation and data recoralng are
critical. Test data will have to spearate the system contributions from the

pilot's to verify compliance. This will present an interesting problem in
operational test and evaluation.

Additionally, try to structure flight tests so that analytical study models
ed in pr1or analysis of this syatem performance can be vet1f1ed. This
vo

%ID
-
g ]
L]
B8

data tends to give more control over the test and provides for increased
utility of the information.

The contractor or the Air Force personnel should attempt to ve f'fy contractor
guidance predictions by using similar existing test data to verify the final
prediction model. There is often test data available in the Air Force (the AF
participant must find it) with which to compare similar, but not necessarily
the same conditions. This data can be used to gain confidence in (or cast
doubt on) a given performance model.

The accepted measure of system accuracy is the circular probable error (CEP),
which is defined as the radius of the circle around the target for which there
is a 50% probab111ty that the system will guide the weapon to it. In general,

the errors in each direction will not be equal, and thus in a true sense a
circular error cannot be defined. However, the w1despread use of the concept
of CEP in evaluating systems makes it desirable to consider equivalent CEPs
for nonsymmetrical error distributions.

VERIFICATION LESSONS LE
Existing bomber flight data was obtained to verify a given strategic
navigation suite. The navigation coordinates recorded on the flight tape were

truncated and therefore did not provide the accuracy required to verify the
performance model. Had the data been recorded in a more accurate mammer, this

46
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a could have been used on other Air Force programsg, thus providing

data could have
increased cost-effectiveness in the flight test programs.

Development test and evaluation (DTE) results are more representative of
idealized conditions than combat conditions. However, they allow for proving
that the bae1c functions are working. he error budget il

f

0
g
i~
P T

s will
- ce te thar :
Various error terms w111 deg rade durlng levels of h1gh stress. Comp11ance
with the specification will depend on how the requirements were specified
relating to testing range conditions, training range conditions, or combat
conditions. Since the contractor is not directly responsible for OTE results,
requirement compllance and subsequent action is best taken as a result ot DTE.

sl 11 eV Voo oo PR S . amm s mwas ooy

merovements after OTE will usualliy require an engineering Luau;c pxupuua;

3.2.1.3 Electrical characteristics. The offensive avionics equipment shall
operate within its performance requirements with the electrical power provided

by the aircraft and its associated ground’ power.

REQUIREMENT RATIONALE (3.2.1.3)
Offensive avionics equipment must operate with the electrical power character-
istics provided by the aircraft electrical power system. The design of the
electrical power system determines the voltage, frequency, and electrical

transients to which the equipment could be subjected. Aircraft electrical
power systems are designed to provide electrical power characteristics defined
in MIL-STD~704. The standard establishes the requirements for conducted

electric power characteristics on aircraft at the interface between the elec-

trical power system and the input to electrical utilization equipment. The
standard has been coordinated with Army, Navy, and Air Force to insure compat-
ibility between aircraft electrical systems and airborne utilization
equipment.
REQUIREMENT GUIDANCE

. mn s e meas Lo . . PO
The blank in 3.2.1.3 should be filled 1n with the appropriate aircraIrt on
which the equipment will operate (such as B-52H, FB-1lll, etc.) or the MIL-SID-
704 (A,B,C,D) power specification under which it is designed to operate.

It may be desirable to consider other power parameters. The transients on a
given aircraft may be different from MIL-STD-704. Also, power dropouts and
more probable low voltage conditions due to heavy electrical 1oad1ng may cause
short duration voltage levels below normal operatlng co nditions. If su
conditions can or do exi il h

(2]

(o - - o

red. Equipment may be gllgwed to enter a shut down

ocess after a given t1me of low voltage. There should be some specification
for equipment recovery time versus power dropout or low voltage duration.

'U
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REQUIREMENT LESSONS LEARNED
Avionic equipment which has not been designed to operate over the voltage,
frequency, or transient regions of the electrical power system hss been
damaged or has failed to perform its proper functions. Transistors and diodes

which have been subjected to power transients beyond their rated capacity have
been destroyed and their associated equipment rendered useless for the mis-
sion. Avionics equipments containing memory circuits have lost' their memories
because they could not tolerate a bus-switching transient.

follows: .

Demonstration of the compatibility of the avionics equipment with the ele
trical power system is necessary to assure proper installation and operat on
of the avionics equipment. Prior to aircraft installation and demonstration,

the avionics equipment must pas8 qualification tests under environmental and
operational conditions as selected from MIL-STD-810. These qualification
tests will include dielectric strength, insulation resistance, and transient
power tests to asaure proper operation over the characteristic electrical

At the system level, a power test should be performed with the expected
electrical loading to detect or verify the transient or dropout conditions.
Testing should be accomplished to verify specific operation during transients
and dropouts,

Proper selection and use of components within their electrical amd environ-
mental ratings are vital to the proper operation of avionics equipment.
Analysis of the operational circuits should be made to determine the p:op,r

range for components and these components should be selected frommilitary
standard parts when available. MIL-STD-454 can be used as a guide for general
avionics requirements. Environmental stress screening of components is one
way to eliminate early-failure components before beginning acceptance tests on
avionics equipment.

Lack of knowledge of the power transients that can occur has resulted in
inadequate design and improper operation of avionics equipment because the
equipment has not been tested to these transient requirements.

S
o
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3.2.1.4 Environmental conditions. The offensive avionics svstem shall

------------------- SJSSTE SRsE S

operate as specified herein while exposed to the environments of operational
use. The equipment shall not fail or suffer functional degradation during
lifetime exposures to the environments of operation, deployment, storage,
transportation, maintenance and manufacture. Combined natural and induced
environments of woridwide depioyment and operation for the offensive avionics

£l TV mcene

equipment are as follows: .

REQUIREMENT

TIONALE (3.2.1.4)

This section establishes the general environmental conditions the offensive
avionics system will experience. Other life-limiting factors such as vibra-
tion, altitude, acoustic noise, and humidity are addressed by the avionics
integrity section (3.3).

This requirement also impacts the power and cooling capabilities of the
aircraft on the ground. This is particularly true of tactical and transport
aircraft where relatively long-duration ground operation at remote locations
is involved. Some system equipment may be required to operate during very
adverse temperature extremes. If cooling is not available, the higher temper-
ature operation should be factored into the specification requirements. This
may drive a further derating of the equipment or require fan-forced ambient
air even though fans have a lower relia hi]lfv.

1ough fans have a lower iabi

"1

REQUIREMENT GUIDANCE

The actual environment will depend on the aircraft type and mission, but it
should include etorage, on-aircraft nonoperating, on-aircraft operating,
cocxplc-mounteu, and éQﬁipﬁéﬁL-D&y=ﬁGﬁﬁLeu Lequ;xemcuLuo The 5cu=la1 chulre

ments of MIL-E-5400 (table I) for the appropriate aircraft type and mission
can be used if actual data on the specific application is not available. Care

must be taken to insure that the performance requirements of MIL-E-5400 and
test levels of MIL-STD-810 do not conflict.

al. ailable, bette
.reliability and 1cwer equlpment cost can generally be achieved by using it,
and information on temperature, pressure, flow rate, and contamination.limits
should be inserted in the specification. Use of 1nternal fans and heat trans-

fer is also appropriate in some situations. However fans tend to be
unreliable.

When specifying detailed environmental requirements, consider maintenanc

e
manufacture, storage, and transportation environments. When these environ-
mente have not been defined, use MIL-STD-810 guidance for estimating these

criteria. The equipment should be subjected to the baseline functional tests
before, during (unless otherwise specified), and after each environmental test
to demonstrate compliance with the requirements of section 3. Equipment

designed and tested for one aircraft or even one in tallation location may
need to be redesigned or retested for use in another aircraft or lccaticﬁ if
the operating environment is substantially differeat.

N

O
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a. Rain. The equipment shall withstand exposure to water dripping from
overhead structure, equipment, etc., and rain per the extremes of MIL-STD-810
as may occur when exposed to the requirements of (document reference or design
criteria).

t
degree drip-proof tequirementa of MIL-STD 810 are appr o_

ment, since equipment may be rained on during transpo
may drip on it when equipment bay doors are open.
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b. Bench handling. The equipment shall operate within specified per-
formance requirements after being subjected to the shocks described in MIL-
STD-810, Method 516.3, Procedure VI.

ethod 516.3, Procedure VI of MIL-STD-810 describes the various ways that a
it ahnaield ha Avanmecad Fa wanwanant tha hacmah hamdl inse chanla Maan ~F A +aaor
Uild L DllVUuLU VO UIUPPCU [ ¥} LEPLCBB“L LIl VLIV Laulu 1L L 5 SILIVUVAD. Vst UL a LTou
procedure to describe a performance requirement is approprlate in this case

because the shocks are very dependent on equipment size, shape and configura-
tion, and specifying g-levels does not adequately represent the rotational
nature of some bench handling shocks. A 15-g, ll-ms half-sine operating shock
as described in MIL-STD-810, Method 516 has traditionally been used for many
avion1ca unlts. However, random—-vibration tests and bench handling shocks

r T 18

c. Crash safety. Equipment which, if broken loose from its mounts,
could present a hazard to personnel shall withstand the crash safety shock
requirement of MIL-STD-810, Method 516.3, Procedure V.

a a2 marfavrmanasa
€ a piiviidiaiulic
or

t predictable or a
pract1cal basis. Detail idance can be obtai ned through the Air Veh
Structural Dynamics Engineer or ASD/ENFSL.

8 appropriate crash safety shock
i ig
is

d. Sand and dust. Sand and dust conditions of (document reference or
design criteria) shall apply.

=]
"

d by e W
from exnosed sutfaces. I
addition it can clog up air fi
lenses of optical systems.
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e. Fungus resistance. Fungus conditions of (document reference or
design criteria) shall apply.

,,,,,, oper ng and nor operat1on condi

materials should be used. See MIL-STD-454 requirement for further guidance.

f. Salt fog. Salt-sea-atmosphere conditions of (document reference or
design criteria) shall apply.

Salt-sea-atmosphere requirements are appropriate for nearly all equipment.
Exposure to salt spray is not uncommon, since some bases are located adjacent
to sea water. The atmosphere near the ocean will cause galvanic corrosion of

exposed metals. Droplets of salt water suspended in the air will evaporate

and leave tiny particles of salt. When these droplets or particles accumulate

on surfaces and dry, a film of salt remains on the surface. A film of salt on

an optical surface will reduce its efficiency over a period of time. When
elative humldlty is near saturation or a ngnc rain occurs, the salt Oﬁ the
r

This solutlon
equipment.

g. Explosive conditions. Explosive atmosphere conditions of (document
reference or design criteria) shall apply.

The equipment that must operate in an explosive atmosphere should not cause an
ignition of that atmosphere.

h. Acceleration. The equipment shall be designed for normal-operating,
limit, ultimate, and crash load factors as follows (document reference or
design criteria). Limit load factors for LRUs weighing 20 pounds or less

shall be a minimum of 10.0 in each d1rect10n. Crash load requlremen 8 appxy

Load factors for equipment should be obtained from the airframe structures
organization of the air vehicle SPO or ASD/ENSFL.

i. Sunshine and ultraviolet radiation. No functional degradation or

deterioration of finish or materiais on parts which may be subjected to pro-
longed exposure to sunshine shall occur as a result of such exposure over the
life of the equipment. The equipment shall deliver specified performance when
operating in the maximum heat-dissipating mode in any applicable combination

of surrounding air temperature and pressure, and is subjected to solar radia-
tion at an intensity of up to watts per square meter on the exposed
projected horizontal area.

g
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This paragraph applies to any equipment which will be exposed to sunshine when
operated. Long-term deterioration of finishes and optics may be caused by
ultraviolet radiation. An intensity of 950 w/m? (88 w/ft2) has been used with
the above requirement h1ch represents a closed cockpit in the desert.
0 w/fe2) 18 appropriate for a canopy-open condition,
n

N

3
Radiation of 1076 w/m< (10
but should not be used with the maximum temperature.
j. Explosive decompression. The equipment shall not be damaged and
shall perform as specified after an explosive decompression of the surrounding
air. The pressure change shall be .

Equipment located in the cockpit and equipment bays may be exposed to explo-
sive decompression and should continue to operate. An appropriate air pressure

P Ry P am e m = ko Do

cnaiyce rate must De .I.nserl..eu.

k. Fluids. Where entrapment of fluids cam occur and cause deterioration
of equipment or cause equipment mal function, drain holes shall be provided to
prevent such entrapment of fluids. The equipment shall withstand contact with

the following fluids without damage or permanent degradation of performance:

) Water

~~
[

”~~~

2

Nt

Fluids to which the equipment will be exposed should be listed. The following
fluids have been listed for avionics:

(1) Water

(2) TIP=/i and ID—8 €Fuala and NATN snmstuval anbs maontima MTT _T__KL9/ ar A

\&J i - aillua JiI < ALUT LD aulu vniv cqu;va;cu;u mchLus Flldla 1 72Ul alud
JP-8 (MIL-T-83133) (ranging from -54°C to +93°C).

(3) Hydraulic fluid (MIL-H-83282 and MIL-H-5606) (ranging from -54°C
to +135°C).

~ 1289°9A~0

(4) Coolants of the fluorocarbon, silicon, glycol, and silicate ester
(ranging from -54°C to +135°C).
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to +135°C)

_____-_-__- \M1lL s

(6) Anti-icing and de-icing/defrosting fluid (MIL-A-8243).

(7) Decontamination fluids.

M 2~ - s mea w am mem o em A b . __ 1 2 ) A1 _e_ 2 = . S T U al 2
illedE 1cyuircmellls ¥i0UlU D€ geleitea 10r equipment w re meering tnem 18
imnrasrtiaanl Ar AF 13+61a walwa Par ovamnla tha F£i1lm wwood in o 1 1m ~amora
‘-IIIVLQ\'I-I.L.GL v VA AibL AT vaiuce ruL cnamy;c, LT A4l UDTO iaAM a Ad il vQUILL G
Oor a map reader gvagtem i8 generallv not useable after contact wit these

D er system 18 generally not useable after contact with these
fluids, but it is expendable and it is not practical to make cassettes
atertlght.
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Most avionics equipments are designed to meet the requirements and provide the
desired performance, life, and reliability under any natural combination of
the service conditions and environments specified in MIL-E-5400. However, the
MIL-E- 5400 conditions are generalized. Analysis of conditions on the parti-
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High humidit y and hlgh temperature env1ronments have been observed at Eglin
AFB, when F-4 canqpies ieft open during maintenance were closed as quickly as
mrantianl Airineg a annddan siimmoar o-kunﬂn’- torm Aftrar tha aetnrm maintonance
Pl. aviLivaas Uul. Llls < ouuucC: O UlBuT L LiluvulnucL Bbv ke sk LTa il SLULiny MG Akl & CAiRiaw
operation continued, with sunshine heating up the closed, wet cockpit.

Sudden summer thunderstorms are common in many parts of the world, and it is
not uncommon for canopies and access panels to be open for maintenance, thus
exposing equipment in the cockpit and equipment bays to driving rain, and
dripping water.

pable of with-

¢
(2]
1]

i 14943

standing the operational environment spec1f1ed then an environmental control
system must be provided to maintain service conditions compatible with the
parts and subsystems. The environmental control system must be capable of
maintaining the internal temperature, pressure, and humidity for the equipment

at levels n%cessary to achieve system performance and reliability and to
minimize life cycle cost. It should be capable of maintaining the proper

If the offensive avionice svetem cannot be made inhetrent]
ir t ofrfengive avio ystem cannot ade erent!l

environment during all phases of flight and flight attitudes, ground static,
and taxi conditions when mounted in the aircraft. Ground cooling capability
should be self-contained to provide ground cooling prior to flight operations.
The control system should provide adequate environmental control for steady-

state operatlon at cruise Mach and for transient operatlons at high Mach. The

environmental control system (ECS) should maintain the requlrea temperatures

st AL e ceamdnn medemman af ldol liiomd 32 e and nartinislarle hioch tamnara-—
auu ll WMIUGLLY UIUEL CALLICUCYS UL 111l LHUlLULlLYy, aild particuiar s , iAgil LCmpcTra
ture. Lower temperature operating conditions will extend the life of the

equipment.

Cooling provisions should be simulated during temperature-altitude tests.
Separate cooling air tests are generally performed on forced-air cooled equip-
ment to measure flow rate, pressure drop, and susceptibility to dirt and water
contamination.

It is important to account for any special cooling apparatus in tests to
demonstrate compliance with cooling requirements. If the equipment needs a
fan to meet the cooling requirements, it is important that all acceptance
tests be run with the fan in operation and that any fan failures be counted as
relevant failures.

In the event air vents are required, they should be protected as necessary to
preclude entry of harmful foreign materials. The use of supplemental devices,

such as fans, integral coolant loops, or other such apparatus, is not good
design practice. Forced-air cooled equipment can utilize finned cold plates,
electronic modules can be connected thermally to the cold plates, and the
alrflow path through the plates can be sealed to prevent the coollng air or

' -~ camde a2l ad sl aee ot £~

ne UK .I.B UL sEaiLcu, Lucu UuL LCLU 10T

TL
water from entering any module. If t
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water drainage due to condensation must be provided in the box. All circuit
cards should be vertically oriented to prevent short circuits due to moisture
collection on the cards.

4.2.1.4 Environmen

------- Environmental conditioms. Compatibility of the offensive avionics
with the intended environmental conditions shall be verified by analysis and

test utilizing the following methods

VERIFICATION RATIONALE (4.2.1.4)

Compliance must be verified to assure that the equipment withstands the envi-
ronment, bo;h operationally and nonoperationally, including the flight envi-
ronment, flight line activities, and the logistic supply chain.

VERIFICATION GUIDANCE
The qulp_ent design must be compatible with the environments generated by the
operat1on and usage of the aircraft and ground transportation, including

flight line. The equipment should be tested to determine the éerformanc

during exposure to these environments, as given in MIL-STD-810. The test

results should be correlated with the environmental design requirements of
2 2 1 A
Jeldoeloel,

a. Rain. The equipment shall be subjected to the rain test in
accordance with MIL-STD-810 method 506.2; except that .

The MIL-STD-810 rain test, with modifications to suit the applications, is
generally appropriate.

| S BWomm abe Lo Y S L o D oA _1 .0 L . e -
v. Déencn nanaiing. The equipment shall be subjected to a shock test in
accordance with procedure VI of MIL-STD-810, wmethod 516.3.

MIL-STD-810, method 516.3, procedure VI gives bench handling appropriate
guidance.

c. Crash safety. Cockpit equipment shall be subjected to the crash
safety test as described in procedure V of MIL-STD-810, method 516.3.

For ultimate and crash ons, stress analysis or test of a structural
mock-up is often an appropriate alternative to test of actual equipment.
The actual equipment should e tested for normal and maximum shock values.

d. Sand and dust. The equipment shall be tested in accordance with
IL-5TD-810, method 510.2.

A test 1in accordance with MIL-STD-810, method 510, procedure I can be used. A
tegt is generally not needed con equipment which has no moving parts or optical
windows, since it can be determined by inspection that it will not be
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affected. Equipment using fgreed-e;r cooling should be subjected to a "sand

and dust in the cooling air" test if small or complex air passages are used,
or if the cooling air passes over components or connectors.

e. Fungus resistance tests. Fungus resistance tests shall be required

- - a . .
only on those parcs, subassemblies, or assemblies which use fungus nutrient
materials in their comstruction. If no fungus nutrient materials are used, a

certification to this effect shall be provided. The tests shall be accom-
plished with the Fungus Test method 508.3 of MIL-STD-810. After exposure, the
equipment shall be evaluated as follows:

(1) The equipment shall be visually examined for fungus growth or
corrosion. Evidence of fungus growth or of corrosion indicates improper

selection of materials or inadequate protective finishes and shall be cause

. .
Faw wasantian
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(2) Equipment functional dielectric tests shall be made on electrical
items. Any drying permitted shall be compatible with operational use. In the
testing sequence, where fungus and salt spray are to be performed on the same
specimen, the fungus test shall be performed before the salt spray test to
prevent erroneous results caused by the remaining salt deposits which can

PN | mmccm o masmeoed

recara xungl.iu gzuvn.u.

A test using MIL-STD-810, method 508, procedure 1 should be required only for
parts which use fungus nutrient materials.

f. Salt fog. The equipment shall be subjected to salt fog testing in

accordance with MIL-STD-810, method 509.2.
Testing based on MIL-STD-810, methods 509 for salt fog is generally

appropriate.

g. Explosive atmosphere. The equipment shall be subjected to an explo-
sive atmosphere test in accordance with MIL-STD-810, method 511.2, procedure
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h. Acceleration. The equipment shall be tested to normal, limit, ulti-

mate, and crash acceletatlona in accordance w1tn MIL-STD- OLU method JJ..).J.
Test load factors shall be as specified in 3.2.1.4.1. The equipment shall be
s

.
operating during normal and limit acceleration test

i. Sunshine and ultraviolet radiation. Equipment which is subject to
exposure to sunshine shall be tested in accordance with MIL-STD- -810, method
505.1, ©procedure , except that the test duration shall b

T~

hours rather than 48 hours. The failure criteria of MIL-STD-810
shall apply with the additional consideration that any observable change in
appearance {e.g. texture or color) of surface finishes or markings shall be
considered a failure. Cockpit equipment, and optical windows or appropriate
parts thereof, shall be subjected to a __ ~hour exposure to UV radia-
tion of an intensity of w/m%f. The failure criteria of MIL-STD-
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810 shall apply; furthermore, any observable change in appearance (e.g.,
texture or color) of surface finishes shall be considered a failure.
MIL-8TD-810, method 505, procedure 1 provides an &r’pfc‘)[‘)fiate sunshine test.
Most long-term damage due to sunshine exposure aPpears to be caused by ultra-
violet radiation. A test ueing 5000 hours of exposure to UV radiation at an
intensity of 100 w/mZ has been used to simulate a lifetime of UV exposure.

j. Explosive decompression. Cockpit or other pressurized equipment
shall be subjected to an explosive decompression test or amalysis. The

PR R ‘L_11

2l

i 1 be and the fimal altitude .
Tha vata nf chanea Af nroasanira shall ha at laasaast Tho chamher
AMT L AGaLT VA \-ucusc Vi yl. CTOOoWw “ QollG A A ve G ACQAO LW . &MY WiV W a
and equipment internal pressure variations versus time shall be recorded

during the test. The equxpment shall be visually inspected and functionally
tested following the exposure and the results compared with the pre-exposure
data obtained in accordance with MIL-STD-810. Improper functional performance
or physical damage resulting from the exposure shall constitute test failure.

k. Fluids. Analysis of design data or performance of submersion tests
shall be used to determine compliance. Verification is required to assure
that equipment is not damaged by normal contact with fluids.

Significant degradation of wavelength-sensitive filters has been experienced.
As a result of field degradation of display filters on F-4 WILD WEASEL air-
craft, filter tests were performed and certain laminated filters were found to
degrade. Holographic opt1ca1 elements from the LANTIRN HUD program were also
tested for approximately 900 hours at 150 watts/meter squared, which was
intended to represent three years of sunshine. These elements contain a layer

of dichromated gelatin, and tegt regults ghowad minimal dnarndannn-

dichromated gelatin, and test results showed minimal degradation.
The environmental control system itself should be tested to insure proper
functioning under environmental extremes produced by aircraft operation.

Faulty control system operation can have disastrous consequences on many
subsystems because of the domino effect of failure.

3.2.1.4.1 Thermal design. The offensive avionics equipment shall employ
internal thermal design techniques which minimize high temperature operating

environments. Specific design requirements are as follows: .
REQUIREMENT RATIONALE (3.2.1.4.1)

Than thasrmal danton wanitcmamant 10 mannnaary 1imn nrdaor +A assnra that tha Aaffon-
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sive avionics contractor places proper importance on internal thermal design

D ,
of his equipment. It is important to minimize the thermal resistance between
each component and the heat sink. Also, the thermal design philosophy should
stress trying to minimize equipment life cycle cost (LCC). The thermal pro-
tection requirement is necessary in order to prevent unnecessary overheat of
the avionics equipment due to an ECS failure.
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Internal thermal design techniques which minimize the thermal resistance
between each component and the heat sink and result in minimum life cycle
costs should be employed. Alternate approaches to defining this requirement
are to either limit component temperatures to levels necessary to meet relia-
bility requirements, to employ temperature sensing devices, or stipulate
temperature limits for various components, such as 110°C for semiconductors.

- N W A Wi ilGLw uyrsvu\'ll\'_a - A W Ao O HMeO LALQW LW Vewvauo o SIIOJ MV L QLA vwoo
trying to optimize thermal design and minimize life-cycle cost.

The thermal protection requirement could be either for automatic shutdown of
the offensive avionics or activation of a caution or warning light in the
cockpit.

Past experience shows that many cases of poor avionics reliability can be
traced to poor internal thermal design rather than inadequate cooling from the
aircraft ECS. Poor thermal design results in high component temperatures and
inefficient use of the coolant provided by the ECS.

many dlfferent types of electronlc equlpment. Av1on
improved substantially by maintaining the components at temperatures appreci-
ably below the maximum allowable. Studies indicate that avionics reliability
can be improved by holding the components at near constant temperature.

v
1

Past experience has shown that the main concern has been to maintain avionics
component temperatures within their nnrnnrnhln minimum and maximum limits.

Thls approach results in designing the avionics cooling system with only
sufficient cooling capability to maintain avionics components just at or below
maximum allowable temperatures under hot-day conditions. Also, many past
systems allow the coolant temperature to fluctuate throughout a wide range.

e fluctuating temperatures at maximum limits has adversely affected avionics
igbility
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4.2.1.4.1 Thermal design. The thermal design requirements of 3.2.1.4.1 are
verified as follows: .

Analytical thermal analyses and thermal verification tests should be conducted

m a1l 1 AL € ncmmdsra mars aeed A s mas e s b M amalissnanal thawvenal aaAadal alAa..1 4
Vil a1l UllClIdiLVE avivuiens Cl.l LPI.IIC Il e i1l a IGLyLL\.dL LilTililialr muuci »uv iU
compute the junccign temperatures; case temperat"res part ambient tempera-
tures, and other temperatures as required for each part in the equipment for
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all operating conditions. Part temperatures should be used to determine the
part failure rates using MIL-HDBK-217 type data or similar manufacturer data.

el o1 srars Bl aatdace Sa-a 2o a3 e oL Al T ol ' PR IR S |
xne tnermai veriric i0m test 1 usea TO veriiy ctne a1yt Cal thnermailr mouci.
The test should be conducted on prototype or preproduction equipment repre-
sentative of the design to be released for production. The thermal verifica-

tion test should be conducted as described in DOD-STD-1788. A laboratory test
should be conducted to demonstrate adequacy of the thermal protection
provisions.

VERIFICATION LESSON

Pagt exper

- Capes

..l.

ence shows that many cases of poor avionics reliability can be

waU WS =aiiy S&STe VL PVe [V aPuiass s S-aas¥Ya s 11 U

traced to not verifying the adequacy of the thermal design of the equipment.

Analytical thermal analyses and thermal verification tests are excellent tools
for assessing the adequacy of the thermal design of avionics.

- - - - g r 3 r~ g * o oA L _ 11 )

3.2.i.4.2 HMechanical design. The offensive avionics equipment shall be
: . p .

designed tc withstand and functionm in the vibratiom, shock, acceleration, and

acoustic noise environments. Specific design requirements are as follows:

REQUIREMENT RATIONALE (3.2.1.4.2)

These environments represent significant problems in the installation, opera-
tion, and reliability of offensive avionics equipment.
REQUIREMENT GUIDANCE

Equipment items, structures, substructures and components should be designed
to assure that:

a. Static and fatigue strength of all elements is sufficient to preclude
failure.

b. Relative motions of the various elements do not affect function or
result in failure.

c. Resonant frequencies of the units and their elements are separated so
as to minimize the amplification of input motioms.

nnnn PEME \’l TIRCCNNC TR
NV L DCID U I ViIvD

Surveys of Vietnam combat aircraft avionics reliability problems showed that
17 percent of all environmenta 117 induced failures were vibration related.

n
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4.2.1.4.2 Mechanical design. Design analyses and engineering tests shall be
conducted to verify that the requirements of 3.2.1.4.2 are achieved. Analyses
and tests shall be .

VERIFICATION RATIONALE (4.2.1.4.2)
Consistent reliability can only be achieved by well- desigped equipment. The

complexity of avionics equipment is such that good design can only be achieved
through an understanding of the structural load paths and the dynamic charac-
teristics of the equipment. The required analyses and tests are necessary to
achieve that understanding.

VERIFICATION GUIDANCE

ses, scopes the effort and goals of each, and schedules the entire development

effort. The following general guidance should be used as a guide in this
effort.

Fill the blank by reference to documentation which lists the tests and analy-

- m el ee as=1 o 1 o i . - PR S, ~ I - -
a. Analyses., Early analyses should be simple beam, plate, etc. models
which allow gross estimates of the suitability of proposed configurations. As

the design proceeds these models should be refined into more commplex classi-
cal models and eventually into finite element models capable of predicting
detail modal response to dynamic inputs and detailed stress distribution for
static inputs.

d be used as a b
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8 -
be tailored to specific test obj CCIVGS. Testlng should ut11 ize w1deband
random vibration primarily. Acoustic noise, narrowband random vibration,
sinusoidal vibration, shock, and acceleration (steady load) may be appropriate
for specific tests or as secondary excitations. Tests should be conducted on
selected items from component, subassembly, brassboard, engineering modei, and
preproduction hardware. Tests should be designed to provide diagnostic infor-
mation and to evaluate performance and life under stress. In general both
goals should be pursued in each test but sometimes more limited objectives are
appropriate, such as when troubleshooting. Diagnostic information should
include vibration mode shapes, frequencies and damping, relative motions
between elements, stresses, and static deflections. A recommended method of
evaluat1on under stress is to increase test severity progressively until

f 13a AmATIe v Faema Antnwitmmatan

1Ure OocCclurs Or peridormance deteriorates.

VERIFICATION LESSONS LEARNED

Experience has shown that design of structures for static and dynamic loading

requires supporting analyses. The detailed understanding of stress and strain

distributions necessary for good design cannot be acquired otherwise.
2 mea [ PO L.

Further, the state-of-the-art in analysis, particularly dynamic analysis, is
such that testing is required to verify and calibrate the analyses.

W
-}
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3.2.1.5 Transportability. Transportability requirements for the equipment
shall be as follows: ) .

REQUIREMENT RATIONALE (3.2.1.5)

The rationale for this requirement is to insure that shipment and handling of
gsengitive electronic equipment are considered in its degign. Labels should be
applied to identify equipment sensitive to electrostatic discharge.

The environmental requirements for transportability are
and 4.2,1,4, Equipment designs which result in a transportability problem as
defined in paragraph 3.2.3 of MIL-P-9024 shall be d to the extent prac-

ticable. Mobility of equipment for transporting purposes shall be defined in

terms of ease of packaging, handling, loading, securing, and unloading.

)

< "
Q

-

[

(1]

REQUIREMENT LESSONS LEARNED

4.2.1.5 Transportability. Transportability requirements stated in 3.2.1.5
shall be verified as follows:

.

VERIFICATION

RATIONALE (4.2.1.5)

Verification is required to assure that equipment can be transported without

damage, and the necessary safeguards have been taken to provide adequate
handling.

VERIFICATION GUIDANCE

This type of verification can be performed by inspection and analysis of the
design and previous experience with similar equipment.

VERIFICATION LESSONS LEARNED
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3.2.1.6 Electromagnetic compatibility (EMC). The offensive avionics system,
when installed on the aircraft, shall comply with the system electromagnetic
compatibility requirements of MIL-E-6051. These requirements shall apply to
the intrasystem, intersystem, and mission electromagnetic environments.

2.1 6)
Tedo ioevV

MIL-E-6051 outlines the overall requirements for system electromagnetic com~
patibility including control of the system electromagnetic environment, light-
ning protection, static electricity, bonding, and grounding. It is applicable
to complete systems, including all associated subsystems and equipments. It
is also applicable to new avionics equipments being installed on existing

- " - ot n_1cn

aircraft. One of the severe technical problems encountered on the F-15E was
radio frequency (RF) incompatibility among the baseline F-15D systems, new REF
systems added, and GFE RF systems. '

REQUIREMENT GUIDANCE
The offensive avionics system and all associated subsystems and equipment
should be designed to achieve system compatibility. The prime or integration
contractor designated in the contract should establish an overall 1ntegfateu
electromagnetic compatibility program for the system. Details of the program
gshould be included in a gystem EMC control plan.

REQUIREMENT LESSONS LEARNED

To achieve system electromagnetic compatibility, subsystems and equipments
must be desxgned to opetate 1n a hostlle electromagnetlc env1ronment whlch is
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.2.1.6 Electromagnetic compatibility (EMC). The offensive avionics system,
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when tested in accordance with the quality assurance provisions of MIL-E-6051,

MIL-E-6051 outlines test requirements to demonstrate system electromagnetic
compatibility.
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test program for the system. Details of the program should be 1ncluded in the
system EMC test plan which is submitted for review and approval by the procur-
ing activity.
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The complexity of EMC problems requires a full-scale program tailored specifi-
cally to mission requirements, including the intended electromagnetic opera-
tional environment. Effective use of EMC analysis and modeling techniques can
uncover potential problem areas and determine specific areas which should
receive emphasis during testing. A computer program which has been found to

be particularly useful is the Aircraft Inter-Antenna Propagation with Graphics
mnenagwram hiah Analacnlatas annnmlad Tawala hatwrvaan wwawrinee antfannamsannantad
PLUELGIII lHadvili LaliLvuiavco \.vuy;cu ACVELD VELWCTILI Val lvup auiLTliiiia LvvililicsuviLcou
equipments.

3.2.1.6.1 Electromagnetic interference (EMI). The electromagnetic inter-
ference requirements of the offensive avionics shall be as follows:

a.

bi

c.

d'

REQUIREMENT RATIONALE (3.2.1.6.1)
Electromagnetic interference (emission and susceptibility) characteristics of
individual equipments and subsystems must be controlled in order to obtain a
hin deovrees o0f gaasaurance that rthaose itame will function in their intended
61. uch‘:c 7 A AODWUL QLI O - MaA . il O % - - Wl W Ak A A A WBAMW - & Wi o s - AN A A& - E N e B -

installations without unintgntional el ctromagnetic interactions with other

e
equipments and subsystems. The electromagnetic environment in an aircraft is
complex and extremely variable dependxng upon the various operating modes and
frequencies of the onboard equipment. Also configurations of aircraft are
contlnuously chang1ng due to 1nstallat1on of new or upgraded equ1pment

. . - - . s £

that equipment will continue to operate compatibly under all these changing
candirianea The fallaowine datailed reaunirementas will nrovide annronriate
WAL A L AVILDe -~ A% -\ A Lv"-llb WM W A A W L‘—\‘UQL N B - O - A A A yl-vv R A “rrevr
control of electromagnetic interference characteristics:

REQUIREMENT GUIDANCE
Part 1 of MIL-STD-461B concerns general requirements. Part 2 covers equipmen
installed on aircraft (internal or external to the airframe). The specific
ranttivramanta Far thia n1ases Af ansinmant ava 1iatrad sindasr RN crnN CrRN7
LC“ULL ST LD AUV LIAD wAiGQGOD VA C"U&ylllcub aisc 4 ADLTU UlluCTL \ll.‘\l-l, \II.IVU, v
(conducted emissions), C501, €502, C503, €S04, CS05, €506, CS07 (conducted
susceptibility), REO2, REO3 (rad ated em18310ns) and RS02 and RSO3 (radiated

susceptibility) with appropriate clarification, modification, or addition as
cited in the accompanying notes. The wording provided below assumes that the
offensive avionics system includes antenna-connected transmitters and re-

ceivers. CE03, CE0O7, CS0l, Cs0z, €cS06, REO2, RS02, and RSO3 are applicable

b}
for all equipments and subsystems. CE06, CS03, CSO&, CS05, and CS07 are
additional raamniramanta £far antonnaoseannnantad ranaituvaora ORNE amd DENTY Awvan
GSUV ALLGAVIIG L I.CI{ULL CHMTCHULD AVL GLLTLUIIAG LVILHLITLLECU L1 TLTLVYVTLD. wVLaVV aillu DNuWwVvJ al c©
additional requirements for antenna-connected transmitters. MIL-STD-461B is
self-tailoring. Requirement levels are adjusted in the document depending

upon installation location and characteristics of antenna-connected receiving
and transmitting equipment. MIL-STD-46l1B is in the process of being revised.
The new revision will allow deletion of some of the above notes. ASD/ENACE
should be contacted for the latest revision.
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a. Electromagnetic emissions and susceptibility. The offensive avionics
system shall meet the requirements of Parts 1 and 2 of MIL-STD-461B for Class
Alb equipment as specified or modified below:

CE03 (1),(2),(7) cs01 RE02 (3),(7) RSO02 (4)
CE06 Ccs02 (6) REO3 RSO3 (6)
CEQ07 (5) Ccso03

CS04

cs05

CS06 (4)

cs07

Note: The numbers in parentheses above refer to the notes below which take
precedence over MIL-STD-461B.

(1) The CEO3 requirement is applicable for AC and DC leads which
obtain power from other sources or provide power to other equipment and sub-
systems. ' This requirement is not applicable to interconnecting leads.

(2) CEO3 limits in figure 2-3 of MIL-STD-461B should be redrawn such
that the end points of the line segments are 140 dBuA/MHz at 0.015 MHz and
50 dBuA/MHz at 2.0 MHz.

(3) Radiated transients resulting at the instant of operation of a
normal switch shall not exceed the applicable limit of figure 2-10 of MIL-STD-
461B by more than 20 dB. Any other transient condition shall meet the appli-
cable limit of figure 2-10.

(4) The procedure and limits or requirements RS02 and CS06 shall
apply except that both of the following spikes will be used and values of
E( ), t( ), and pulse repetition frequency (PRF) shall be:

-Spike #1: E1 = 200 volts; tl = 10 microseconds +-20%
~Spike #2: E2 = 200 volts; t2 = 0.15 microseconds +-20%

(5) For CE07, a line impedance stabilization network (LISN) as
described in figure 7 of MIL-STD-462, Notice 3, shall be connected to every AC
and DC power lead within one meter of the unit under test. A storage oscil-
loscope with a minimum bandwidth of 100 MHz shall be used to measure the
transients at the coaxial output of the LISN terminated in a 50-ohm resistive
load.

(6) Susceptibility signals (CS02 and RS03) shall be modulated such
that they will produce maximum effect on the test sample. If there is no
worst-case modulation, signals shall be modulated as follows:

-Below 400 MHz: 1000 Hz, 80Z AM or 1000 Hz square wave.
-Above 400 MHz: pulse modulation at 1000-Hz pulse repetition rate and
10-microsecond pulse width.
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(7) Only omne ndwidth shall be used in any particular frequency band
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quency band to measure broadband and narrowband emisgions independently is not
permitted. Measurement receiver bandwidths shall be determined for each
requirement according to following approach:

- At the end point of each frequency band, use the following equation to
calculate the impulse bandwidths at which the measurement receiver outputs for

- From available receiver bandwidths, select the bandwidth which is closest
to the calculated bandwidth. This bandwidth shall be used over the entire
band. A discussion of broadband and narrowband emissions and factors which
must be considered in selecting a single bandwidth for any particular fre-
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quency range is presented in Application Note ASD/ENA-TR-80-3, May 1980.
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The transient susceptibility requirement exposes equipment and its cabies to a
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other fast switching transients. The test signal can excite resonant effects
which enhance noise inputs to susceptible equipments.

b. Transient susceptibility. No change in indication, malfunction, or

degradation of performance shall occur in any equipment or its loads when
subJected to an 1mpulse-type electromagnetic field generatea by a type M825271

- £ me mmeedcom ) ncms) ezt amnd Lo mmembtemiimciio ler oo £ PR PO '-
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an a 28-valt DC nowar eource as described in gection 4 of this speci F:caglgg,
on a8 48—veolit DU power source, 88 descrided 1n section of this speclrl

This requirement is commonly known as the 'chattering relay" test and is used
by most of industry to assure that equipments are immune to the effects of
impulsive type noise. The requirement is not presently specified in MIL-STD-
461, but it is under consideration for inclusion at its next revision.

The limits specified in MIL-STD-461B have been established empirically through
many years of experience. Compliance with these equipment level requirements
provides a high degree of confidence that the system will perform as required
when installed on the carrier aircraft. Violating the limits does not neces-
sarily result in incompatibilities. However, the greater the noncompliance
with the limits, the higher the probabiiity of interference. 1
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Experience has shown that the transient susceptibility test is a simple,
inexpensive technique for determining if equipment EMI design measures are
adequate. It is especially effective for wide bandwidth, high 1mpedance
circuits (for example, digital circuits).
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4.2,1.6.1 Electromagnetic interference (EMI). The offensive avionics system
shall conform to the requirements of 3.2.1.6.1 when tested in accordance with
the following:

a.
b.
c.
d.

VERIFICATION RATIONALE (4.2.1.6.1)

Testing is required to demonstrate compliance with electromagnetic interfer-
ence requirements. Testing is required to demonstrate that the transient
susceptibility requirement has been met.

VERIFICATION GUIDANCE

Select test methods from MIL-STD-462, Notice 2, for each of the radiated and
conducted emission and susceptibility requirements of 3.2.1.6.1 a. The veri-
fication requirements for emission and susceptibility may be elaborated as
follows:

a. Electromagnetic emissions and susceptibility. The offensive avionics
system shall meet the requirements of MIL-STD-461B as specified or modified in
3.2.1.6.1.a when tested in accordance with the procedures of MIL-STD-462,
Notice 2.

b. Transient susceptibility., The offensive avionics system shall
conform to the requirements of 3.2.1.6,1.b for transient susceptibility when
tested according to the following procedure. The offensive avionics system
shall be set up on and bonded to a ground plane in accordance with MIL-STD-462
practices. A type MS25271 relay (or equivalent) shall be wired for continuous
self-interrupted operation on a 28-volt DC power source. Measurements shall
be made across the relay coil to verify that a peak-to-peak voltage of at
least 600 volts is developed during continuous operation. A 10-microfarad
feed-through capacitor bonded to the ground plane shall be connected to the
28-volt DC power. The negative power lead shall be bonded to ground. No
suppression components (shielding, diodes, or the like) shall be attached to
the relay or its wiring. An unshielded No. 18 AWG "antenna'" wire shall be
connected between the relay coil and a normally closed contact of the relay.
The total length of the "antenna" wire shall be 6 meters. The "antenna" wire
shall be taped to threée sides of each LRU of the unit under test and shall be
taped to and parallel (a minimum length of 2 meters) with all power, signal,
and interface leads. The "antenna" wire should form a rectangular loop.
It may be necessary to conduct the test several times to include all the leads
and LRU's under test. All cables and leads shall be approximately 5 cm above
the ground plane. The relay shall be operated for at least 5 minutes for each
of the following 4 configurations:

(1) Normal power polarity, normal "antenna" wire polarity.

(2) Reversed power polarity, normal "antenna" wire polarity.
(3) Normal power polarity, reversed "antenna" wire polarity.
(4) Reversed power polarity, reversed "antenna' wire polarity.
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Reversed "antenna" wire polarity requires interchanging the relay coil and the
normally closed contact connections of the "antenna" wire.

The above test method for transient susceptibility is a standardized compila-
tion of various techniques presently used by industry to perform this test.
It is the result of a laboratory evaluation which found that the generated
electromagnetic environment varied substantially from technique to technique.

VERIFICATION LESSONS LEARNED

The test methods specified in MIL-STD-462 have been developed through many
years of experience and provide a satisfactory means for obtaining the data
needed to demonstrate compliance with MIL-STD-461B requirements.

Recognition of the transient susceptibility test as being a valid evaluation
of transient upset and the need to standardize has resulted in the test being
included in a proposed Notice to MIL-STD-462 which is presently being circu-
lated for review.

3.2.1.6.2 Eixptniggiprotection.( The offensive avionics system shall meet the
lightning protection requirements of DOD-STD-1795.

REQUIREMENT RATIONALE (3.2.1.6.2)

Lightning currents and voltages can cause structural damage to aircraft and
can burn out unprotected electronics. In some instances, flight safety may
be jeopardized.

REQUIREMENT GUIDANCE

Lightning protection requirements need to be considered for portions of
systems which are external to an aircraft's metallic structure (including
portions installed behind nonmetallic structure) and which may be damaged due
to direct lightning interaction or may conduct lightning currents or voltages
inside the aircraft. Evaluate the trade-off between the probability of light-
ning attachment to the installation area and the cost of protection or repair.
Lightning protection is particularly important for aircraft with flight criti-
cal electronics such as fly-by-wire flight control systems or essential elec-
tronic engine controls.

REQUIREMENT LESSONS LEARNED

Based on a study of Air Force lightning mishap reports over a thirteen-year
period (1970 - 1982), it was found that electrical/electronic equipment or
components sustained damage in less than ten percent of all incidents. The
damage was generally not critical to flight safety--due to backup instruments
and equipments--but did result in mission abort if primary flight indicators,
navigation, or communications were lost. Newer aircraft, such as F-15's and
F-16's, are generally less susceptible to lightning-related effects because of
increased awareness and application of good lightning protection measures,
application of more stringent lightning qualification tests and test proce-
dures, and a better understanding of the aircraft/ lightning interaction
process.
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4,2,1.6.2 Lightning pbrotection. T

in accordance with DOD-STD-I795:
VERIFICATION RATIONALE (4.2.1.6.2)

is requirement is to insure that lightning protection measures adequately
protect the offensive avionics system.

VERIFICATION GUIDANCE

Consult DOD-STD-1795.

3.2.1.6.3 Electrical grounds. The grounding scheme of the offensive avionics
system shall be designed to minimize ground loops and common current returns

and protect ner-

for signal and power circuits, provide effective shi lding, and protect per

182 4 Oas s SLSC VRTL vaavwarey PAiWY AGT TiiCLLAVE

sonnel from electrlcal hazards to include the following:

a.
b.
Ce
A

REQUIREMENT RATIONALE (3.2.1.6.3)

Grounding techniques can strongly influence performance both within the system
itself and as it interacts with other equipment. Ground loop coupling of
no1se slgnals due to multlple current return paths for s1gnals and common
wer and Blgnal currents flowing in a share d path

REQUIREMENT GUIDANCE

Electrical bonding of equipment to structure in the aircraft installation
normally protects personnel from shock hazards. This ground path may not be

present during maintenance operations. By providing a connector pin tied to
the chassis, a ground path is available through wiring to protect personnel

from dangerous voltages or currents that may appear on the chassis.

The following requirements may be added as needed:

a. Safety ground. A wire of minimum length conmected internally to the
equipment chassis shall be provided on a pin on each primary power connector.
No circuit shall utilize this wire as its return.
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This requirement insures that a mechanism is provided to ground the equipment
through normal wiring to prevent a shock hazard to personnel.

Most aircraft presently use aircraft structure as a return for primary power
currents. An exception is the B-l aircraft which uses separate wires for

current return. There has been a general trend recently by aircraft manufac-
low primary power users to ground neutrals and returns inside
his restriction is imposed, the aircraft integrator maintains
of either oronndlng the return to structure near the equipment

b. Primary power grounding. Primary power returns shall not be grounded
internally to the chassis of any equipment. A separate pin shall be provided
on each pr1mary power connector as a current return for each source of primary

Established grounding practices in a particular aircraft need to be considered
since they may result in specialized grounding requirements such as wire or
cable shield grounding techniques.

System level grounding problems have been particularly troublesome with analog
circuit interfaces such as audio and video which include .aircraft power fre-
quencies with their bandpass. Ground loops present large areas for magnetic
flux coupling of power currents into the circuits. These problems can be
averted by 11m1nat1ng the ground loop tnrougn the use of 91ngLe po1n ground
ing for both ty 0 ircui ther
d
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4.2.1.6.3 Electrical grounds. Proper grounding topology shall be verified by
inspection of the design drawings and examination of the actual hardware.

YODTOTAAMTAN DAMTAMATL 1. A 1 £ 2\
ERIFICATIO TIONA (4.2.1.6.3)
Degion drawines will show the grounding tonologv: examination of the dware
it -] TLEwLEY Tas S URRVYRE Les o= hind- T Ad 4 oJ 3
will confirm that the designs were accomplished.

VERIFICATION GUIDANCE
Ver1f1cat1on of the ground1ng t0pology can be adequately demons trated by

with no need to comn

VERIFICATION LESSONS LEARNED

Both inspection of the design drawings and examination of the actual hardware
are needed to verify proper grounding topology.
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3.2.1.6.4 Electrical bonding. All metallic components of the offensive
avionics system shall be electrically bonded to each other in accordance with
the class R requirements of MIL-B-5087. A defined electrical bonding path
from each LRU chassis to aircraft structure shall be provided in accordance

352ili654)

Class R bonding (rf potentials) requirements are described in section 3.3.5 of
MIL-B-5087. Adequate electrical bonding is required for proper equipment
operation when installed in the aircraft.

REQUIREMENT GUIDANCE

The basis of good electrical bonding is intimate contact between metalli

21le Dasld PR LIS Al DRNCLNS AT AL iLELE Ll A A -2 4}

surfaces. These surfaces should be smooth and clean with no nonconductive
finishes in the contact area. The fastening method should exert enough pres-
sure to maintain surface contact in the presence of mechanical deformations,
shock, and vibration. The bond should be protected from moisture and other
corrosion causes. MIL-B-5087 spec1f1es bondlng requlrements for metallic
Ot e m s A ) VRO Sy~ I armAd e~ Ss o= m oom == m— a = == 3 £ _-4,_-4._,

structures. rnetndoas ana pxut.euures remain to be aevelopeu r0Tr composite
structure vehicles to meet rf bonding requirements.

(]

REQUIREMENT LESSONS LEARNED

If good electrical bonding is not obtained, proper operation of the equipment
on the aircraft cannot be assured. Electrical bonding is also required to
prevent shock hazard to personnel.

4.2.1.6.4 Electrical bonding. The electrical bonding requirements of
3.2.1.6.4 shall be verified by measurements. An approved milliohmmeter shall
be used to measure the DC resistance of all bonds.

VERIFICATION RATIONALE (4.2.1.6.4)

Electrical bondings are typically evaluated with a DC resistance measurement
for reasons of convenience. However, the goal is to achieve a low impedance
nath alen at radin fraananciae Prohlame tunicallv accenr at radin frannancies
‘lul—ll QA OV & b A& G AW lb‘—‘iu‘ll‘— Ea=x-4 ] AL VWA VMO I-be\-ul- LJ Ve wiaL @ W A G AWV LI.‘\‘U‘—II\‘ N P
rather than at DC.

VERIFICATION LESSONS LEARNED

Poor electrical bonds have contributed to a substantial number of aircraft
problems. Electrical bonding is typically one of the first items checked

during investigations of electromagnetic compatibility problems at the air-
YL Ll.s ALLILYVCO LL&GLLU[IO VA CLC\—LLUIIIG& 1T L A \.Umycb&u&&&b] y‘vv‘.cmo Qs (SR YL+ L -3 W9 8

craft level. These problems generally result from electrical potential
differences existing on the box chassis with regard to aircraft structure.
Depending on circuit design, these potential differences may be superimposed

on intentional signal waveforms resulting in circuit degradation.

o
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3.2.2.1 Voice communication. The offensive avionics system shall provide
voice communications between aircraft and aircraft, aircraft and ground crew,
aircraft and ground, and among crew members. The specific frequency band and
range coverage are as listed in table III.

TAB iili.

Frequency Omnidirectional Range Secure Voice
MHz NM Yes or No

REQUIREMENT RATIONALE (3.2.2.1)

Communication capability is required for the aircrew to communicate with each
other, air bases, forward air controllers, refueling tankers, escort aircraft,
defense suppression aircraft, command and control posts or aircraft, and
friendly defensive systems. Reliable clear and secure two-way voice functions
must be provided to accomplish communication with these elements. Sufficient
isolation should be provided during secure voice operation to assure compli-
ance with TEMPEST requirements.

The frequency coverage, or tuning range, must be specified for the intended RF
band coverage. These frequency excursions must conform to band plan standards
as specified in MIL-STD-188C. Intercom systems provide voice communications
between crew members. An external intercom station should be provided fo

maintenance personnel. Voice operation of the airborne radio subsystem shoul

be implemented by connection to the aircraft intercom system for voice 1nput
to and voice output from the radio unit(s). Impedance matching to the air-
craft intercom shall be maintained for both microphone and headset circuits.
Normal push-to-talk operation should be utilized unless special voice acti-

vated circuitry is included.
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he intended use in the air v
requency band selected. The 1ntended use w111 establish the operatlng fre-
quency of the frequency band in which the radio subsystem must communicate,
but the propagation characteristics of the communications frequency(s)
selected will establish definite limitations on the communications range to be

expected or achieved.

thﬂ?
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Radio frequencies throughout the frequency spectrum have varying and different
propagation characteristics which extend from transmissions which tend to
follow the surface of the earth to transmissions which exhibit characteristics
gsimilar to light. Trangmiggiong in the verv low freguencv (VLF) hande (?ﬂ KHz

LR LLY N Gr-0 4 L4210 a1 Quivan P AVIAC Al LT 47 A2UW ALiTYUTUL)y (\Var /) Vauuo

to 300 KHz) tend to travel along the surface of the earth and could conceiv-

ably, with sufficient radiated power, provide communication ﬁévaifeE;;Arlng
station anywhere on the earth. The low and medium frequency bands are not
normally used for commun1cat1ons by the Air Force. The high frequency (HF)

e n s

_ Vs < . .
bands (3 KHz to 30 MHz) are used extensively and the propagation character-
istics of these frequencies are vefy different from the VLF frequencies in
that the transmitted radio frequency energy is reflected from the ioncsphere

h

1 ~ -
and returns to the earth at some distance from the transmitter. This dis-
tance, called the skip distance, can be very great in terms of miles around
the earth. Also at these frequencies, the ground wave portion of the trans-
missions is rapidly absorbed by the earth and/or the earth's vegetation. This
means that an aircraft located in the United States could conceivably communi-
cate with another aircraft in Panama or South America but could not communi-

cate with his neighbor a hundred miles away. At the ultra high frequency
band, the propgeaglgn characterisgtics tend to resemble, the properties of light
in that RF transmissions can be received only over line-of-sight distance,

i.e., from an alrcraft to the horizon or from one aircraft to another as long
as line-of-sight conditions are maintained.

e
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to the atmosphere and/or atmospheric conditions at the time of the transmis-
sions. As a general rule up to and including the UHF band of frequencies, the
higher the frequency, the greater the absorption factor concerned. Absorption
factor is a measure of how easily or rapidly the transmitted energy is
absorbed and consequently lost to the natural surroundings of the transmitter

antenna. With respect to an aircraft, the surroundings are the "air'" or
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atmosphere, including clouds, smog, rain, snow, etc. When the atmosphere has
. . . . . . .

a high moisture cen-ent, the absorption of the higher operating frequencies 1is

particularly severe. As an example, when trying to communicate on UHF fre-
quencies in jungle terrain in the wet seasons, the transmitted energy is
practically all absorbed and communications are virtually impossible unless
the transmitter antenna is elevated well above the terrain.

The purpose of discussing propagation characteristics to some extent in this
handbook is to provide some basis for establishing the range criteria for a

communication subsystem in a given air vehicle. Range requirements cannot be
arbitrary numbers selected because communications are desired over certain
distances. All the above factors, i.e., operating frequency, propagation
characteristics, etc., must be considered before the range requirement can be
included in the specification.

After the range of the communications has been estimated, the engineer can
calculate the required RF power output of the transmitter, taking in consider-

[ N

ation such factors as propagation in free space, coaxial line losses in the
aircraft, antenna gain, etc. This power output then will be used as a design
characteristic. The communications range can be especially important in the
design and development of a radio subsystem for communications because the
ranoce will dotarmina tha tranamittas nacras At meed md alan tha smamsivor ssms<d =
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tivity. There are very definite and practical limits to the power output and
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sensitivity of any radio subsystem. Therefore, the choice of operating fre-
quency and range is very essential to successful communications for a new
radio subsystem.

REQUIREMENT GUIDANCE

The intended use of the air vehicle will to a large degree determine the type
of communications required and therefore the operating frequencies. There
are, however, in use in the Air Force standard operating frequencles bands
which have been a391gned rot specific purposes. As an example, the fr

band 225.000 Megahertz {(MHz) to 399.975 MHz is used for command and ¢
communications throughout the Air Force and all aircraft carry at least one
radio subsystem that will provide communications on these frequencies.
Operating frequency bands used for military communications are well-defined
and documented in MIL-STD-188 and Air Force Manual 100-31l. These documents

define the frequency bands, band limits, and the required frequency spectrum.

i

Communication systems involving security of transmission of data, the require-
ments of NSA (National Securlty Agency) documents NACSIM-5100, Compromising
Ema 1d NACSIM-5203, delines for Facility Design and RED/BLACK

Installati on, should be con31dered. These documents should also be used as
guidelines in the resultant specifications. Recent developments in crypto
security hardware and software can simplify security adapter designs to the

extent that plug-ln secur1ty chips can be made part of the integral airborn
radio subsystem design, thus reducing the need to consider security boxe
external to the radio system itself. Such integral security system designs
greatly simplify the air vehicle wiring and reduce the possibility of compro-
mising emanations due to cross-coupling in the vehicle wiring bundles. The
dissemination of security codes is a key element of secure data transfer. The
system mission and utility must not be degraded by the selection of a security

system involving a cumbersome or 1netf ient code dissemination method. Add
a )

ﬂ)

w

- ssanmaw h
v

tionally, the design of the communication system radio frequency ndwidth
must be compatible with those bandwidth requirements of the security adapters
chosen for the network. Bandwidths of up to 20 KHz per channel are common

among NSA designed secure voice systems.

Interphone system requirements derive from the fact that direct voice input
(microphone/headset) is seldom directly connected to the radio set. Other

voice audio functions are needed within the weapon system which require micro-
A4
-

hone amplifiers, hea t amplifiers, switching functions, keying circuits,
n

(g 't’

one gnnprntwnn. etc.

The communication requirements specified here are the installed operating
characteristics of the equlpment operating with the approprxate antennas.
The antenna losses and installation become critical when using off-the-sheif

equipment since the output power and input sensitivity are fixed. The mili-
tary specifications for antennas include both specific groups and components
and the general requirements for antenna installations in aircraft.

REQUIREMENT LESSONS LEARNED

Experience has shown that precise range requirements for a radio subsystem
cannot be accurately specified. Technical and propagation factors as dis-

nce paragranh above nn\r‘irnbly nnmh'lnn to make and‘l(“flOl‘lS

LS pariagiapi 1 BT vVaea LED 8 § L4 |a8Xe pigdleLlous
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unreliable. It is better therefore to make estimates for the case of '"normal"
conditions and prepare to accept degraded performance for the instances of
disturbed or anomalous propagation conditions.

Recent experience with communications systems in weapon systems reveals that
selection of frequency coverage and the methods of achieving the ability to
quickly tune to a variety of channels has become an 1moorta t technical

A C-5 was parked at Terrjon AFB, Spain, in such a position that an intervening
buiiding prevented UHF communications with the command post approximately one
______ e=2 &L el A o | PR IR | s wAd wrna

m11e away. The U-) maoe contact WLCH urougncou, ocugiana, VL& HF radio and was

patched through to the Spain command post by AUTOVON land line.

4.2.2 PFunctional subsyateichatacteristics

\
4.2.2.1 Voice communication. Verification of the voice communication func-
tion shail be by .

VERIFICATION RATIONALE (4.2.2.1)

The frequency tuning range must be verified to insure compliance with the
frequency band plan applicable to the chosen type of communication system,
i.e., HF, UHF, VHF, L-Band, SATCOM, etc.

VERIFICATION GUIDANCE

=

he operation of the voice and data transmission security system must be

te sted as a whole for compliance to speclflcatlons and for compat1b111ty with
other members of the network when operating in the secure voice or data mode.

The range requirements specified should be verified by te
insure that the design of the communication system i

DU Anan AC tha 2ntandad wannAan awvatram

) ot f'li oCcDd (S Y1 illLTllUTU wWTaGpuUill dDyodLcTlle
Verification should be made in the laboratory. If the communications system
is new, testing should be done on developmental models. Proper operation on

all of the available frequencies should be verified.

of the communication
o

system could be accomplished by establisulng listening t s sing a hot mock-
up consisting of the radio unit and an intercom set. Parameters such as

levels of harmonic distortion and frequency response could be tested using
tone inputs to transmitters and harmonic wave analyzers connected to the
outputs of the receiver sections. All input and output circuits would have to
be terminated in their proper impedances for these tests.
Verification of the voice encryption capability anmd system compati .
best accomplished by actual interface of the communications equipment with an
actual operating secure voice adapter in a hot bench mock-up in the labora-
tory. These tests should be accomplished at the time of first article

testing. Obtaining the secure voice adapter for such tests will be one of the
most difficult tasks to accomplish. Application to the procuring agency for
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h unica 8 e v g schedule to obtain
a test model of the adapter is highly recommended. Thes test security
devices are ultimately obtained directly from NSA or from the military
security service for the agency involved. These test units may be obtained
for a temporary period for test purposes only. Spec1a1 test key variables are

Py

requlrea and should be ordered s:Lmuu:aneousxy with the basic test encryption
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unics.

Verification of communication range is not an exact science. Range may be
estimated when effective radiated power, receiver sensitivity and receiver
noise figure, antenna height, line losses and frequency of operation are
known. These calculations are then subject to a further variable due to
anomalies in the transmission medium. These anomalies vary from day to night,

season to season, sun spot cycle, rain absorption, etc. It is recommended
that the range be estimated using the above listed factors and then tested by
actual setup on a ceg: range instrumented to measure receive power at the
range specified. Actual ranges achieved will vary from those specified. It

is recommended that the procuring agency be prepared to accept deviations of
15 percent from the best estimate calculations possible for the system design.

Verification of band or frequency usage is most easily done by comparing an
unknown or new design to the operating characteristics of a known good design
of differing manufacture. All transmit channels may also be verified by using
frequency counters and a corresponding monitor receiver track1ng the same set
of radio frequency channels.

Calarislartsane fAawv tha ne vagagtion AfF rha ITHR »adin an tha F=18 aireceraft were
vVaisvuliatLivilo AVL Luc PL P 5 (-2 Vii Vi LUuT vVarx AGBUAV Vi LT & Ao B wAEGAE WA w
estimated and specified in the air vehicle specification. These estimations,

1
although accurate, could not predict the inefficiencies of the aircraft
antennas under all flight conditions. As a result, the range estimations were
not completely achieved. Eventually the performance was accepted, realizing
that the specified range goal was not achievable at a reasonable cost.

3.2.2.2 Data communication. The offensive avionics shall provide the follow-

ing data communications:

a.
b.
Ce
RATIONALE (3.2.2.2)

REQUIREMEN

Data communications may be needed to pass mission information, weapon data, or
status information from the offensive system to a command and control system,
targeting system, or operating base. In some cases, it may be desirable to
send maintenance related data to ground prior to landing to shorten sortie
turnaround time. Also see 3.2.2,1 requirement guidance.

~J
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REQUIREMENT GUIDANCE

The data communications requirements should be specified in terms of compati-
bility with other operational systems, such as JTIDS or PLSS.

The Joint Tactical Information Distribution System (JTIDS) is a secure data
and voice command, control, and communication network which employs a time
division multiple access (TDMA) protocol for information interchange. Each
JTIDS terminal must maintain an accurate time reference for net synchroniza-
tion. The accurate time reference is used to precisely measure times of
arrival (TOA) of received messages, relative to synchronous transmit time and
to establish a relative navigation solution. Range error is largely deter-
mined by the time of arrival measurement error characteristics. The bearing
error is predominantly a function of the JTIDS terminal separations and geo-
metry and is controlled by the JTIDS measurement selection and weighting
protocol programmed into each terminal.

JTIDS terminals come in three versions, class 1, class lA and class 2. Class
2 is recommended for tactical aircraft, Class lA for command and control
aircraft, and Class 1 for surface-based command and control systems.

TEMPEST requirements will also apply to data communications if any classified

data is to be transmitted. The data in a mission plan or aircraft flight

status information may be classified. See 3.2.2.1 requirement guidance.
REQUIREMENT LESSONS LEARNED

See 3.2.2.1 requirement lessons learned.

4.2.2.2 Data communicatioms. Verification of the data communication function
shall be by .

VERIFICATION RATIONALE (4.2.2.2)
Since the aircraft system is attempting to communicate with other systems,
possibly moving, compatibility with the other systems will need to be demon-
strated. See 4.2.2.1 verification rationale.

VERIFICATION GUIDANCE

The data communications system may also need to be tested to applicable
portions of NACSIM 5100 and 5203. See 4.2.2.1 verification guidance.

VERIFICATION LESSONS LEARNED

See 4.2.2.1 verification guidance.
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3.2.2.3 Radio navigaiion. The offensive avionics shall provide the following
radic navigation functious:
a.
b.
c.
d.
NMEATTY N IAIYIAM A AMYAALYA T ™ £ ~ " ~ N\
NROYULKEMENL L1UNA \Jeldeded)
Radio navigation is essential for Air Force weapon systems. A variety of

radio navigation systems is currently in use.

REQUIREMENT GUIDANCE

Tactical Airborne Navigation (TACAN) provides navigation information, includ-

11‘]8 Dear1ng and range to the groun nd transmlttlng station. The TACAN range and

1 i a A ssmAdatas sho m—ana. [ P U S T S
bearlng information @may be used to update the present position of the inte=
grated navigation function.

The global positioning system (GPS) provides position, velocity, timing,

altitude, and status information to the aircraft from satellite transmission.

Position accuracy is on the order of + 18 meters in the horizontal axis and

+15 meters in the vertical axis measured from earth center coordinates.
1

.

ity accuracies are around Yu.}. meters per second. ime is accurate to 55

VHF omni range (VOR) is a line-of-sight, enroute, ground-based navigation aid
which radiates two signals: (1) a reference phase signal that has a constant
phase irrespective of the direction from which the signal is received, and
(2) a variable phase signal whose phase varies as a direct linear function of

the azimuth of the observer. Since a VOR system radiates a fairly wide beam,
nearby obstacles can cause reradiaiion of the signals, resulting in bearing
inaccuracies.

«

Radio navigation equipment is a rather slowly evolving technology since the
complementary ground or space station must be developed and installed con-
currently. If space, weight, and power permit, standard or off-the-shelf

equipment is usually selected. This places additional empha31s on antenna
installation and performance in order to achieve the accuracies and range
required. Antenna installation is addressed in 3.2,2.1.

Current Air Force policy should be checked before specifying the use of TACAN.
It is being phased out and replaced by GPS.

VOR capability may be required in order to interface with civilian airport
facilities.
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£.2,2.3 Radio mavigation. Verification of the radio navigation function
shall be by .

VERIFICATION RATIONALE (4.2.2.3)

These equipments are largely off the shelf and compatibility with aircraft
installation and ground systems should be verified.

Functional performance should be demonstrated and compatibility with the air
vehicle should be verified by testing. Performance of the specific equipment
should be verified in lower tiered specifications. RF compatibility will need
to be maintained among all electronic subsystems.

This area re

3.2.2.4 Self-contained navigation. The offensive avionics system shall pro-
vide a self-contained navigation capability. The performance parameters shall
be .
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(3.2.2.4)

The selection of navigation equipment is based on the accuracy requirements of
the offensive avionics system which, in turn, are based on mission require-
ments. The length (time and distance) of the mission, the time allowed for
startup, warmup to roll, and the weapon delivery accuracy all contribute to
the navigation accuracy requirements.

REQUIREMENT GUIDANCE

In this case the blank should be filled with actual performance requirements
or a reference that defines a standard inertial navigation system (INS).

The Air Force currently is using the "standard INS" when it meets program
requirements. In many systems, combined equipments are used to provide the
required navigation performance. Such systems as doppler inmertial (referring
to doppler radar combined with inertial navigation), doppler inertial stellar
(doppler inertial with star sextant) and doppler, inertial, GPS (for a system
using doppler radar, INS, and the global positioning system) are used for
these navigation systems.

The accuracy of the self-contained navigation syst must be good enough to
place the point of interest, such as the target or ﬁ-date point, within the
field of view of the sensors used to locate and attack targets. Single-seat
cffensive systems also need a highly accurate navigation system. In addition,
precise navigation will reduce the operator workl ad by keeping the navigation

equipment within an acceptable error budget.
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In the past many inertial navigation systems were tested and some were found
to have better navigation accuracy than specified. This was usually due to
the hand picking and calibration of test articles. The better figure would
then be used as the representatlve or advertised performance of INS. This
not be used since all unlts will be manufactured and tested to

'1
p—a
p—
"0

4.2,2.4 Self-contained navigation. Self-contained navigation capability
shall be verified by analysis and test as follows: .

DOD policy requires that all inertial navigation systems performance shall be
verified by the Central Inertial Guidance Test Facility at Hol loman AFB,
New Mexico. Testing includes position accuracy, velocity, and attitude.
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assess impacts on other avionics and sensor systems.

VERIFICATION LESSONS LEARNED
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3.2.2.5 Offensive avionics integration. The offensive avionics system shall
integrate the constituent subsystems to provide functional redundancy, mission
reliability, optimal sensor information, and aircrew situational awareness.
Performance of constituent avionics subsystems shall be .

REQUIREMENT

L g3IN] el aSanasas

2.5)
The offensive avionics should be integrated within the necessary hardware and
software to process sensor data; perform all mission computations; provide
selection for all flight modes, including navigation, communications, and
stores management' and provide outputs to the control and d1splay equlpment.

The overall integrating approach must provide failure identification and
failure recovery for safety of flight and mission essential functions.

system level performance. In the event of muitiple single point failures; the
offensive system should provide the capability to automatically revert to a
degraded mode of operation.
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A well integrated offensive avionics system will also accommodate new sensor
techniques without major redesign.

REQUIREMENT GUIDANCE

A primary goal of the integration of the offensive avionics is to achieve the
design of a system that is usable in the intended envirooment. Often, in an
attempt to provide backup capabilities and the flexibility to handle every

scenario, the system becomes too complex. This complexity results because
there are too many backup modes, too much flexibility, and too many sequence-
dependent and interlaced operations. Today's operational environment demands
simple ggi;ghg_ggy for mode transition and initialization. Manv Dresent

levels of system operation that allow the aircrew to step through a single
procedure with simple, definite, and predictable results.

('I)

Aircraft sensors should be integrated such that all the system controls ar
managed by a single interface with the aircrew. For example, during acquisi-
tion of a target, the aircrew should not have to independently slew eac

[RLapT ey 4T ST ATW SRV LT B0S S LA psilltells s -

sensor to the desired point, initialize them as requ1red, and cond1t10n the
mission computer and each sensor for the search and acquisition tasks.

The offensive avionics architecture should provide the level of redundancy
which is required to achieve a high probabiiity that the mission will be
ted successfully. Given a reliability for the system components and the
red mission completion success, a system architecture can be derived by
the ggjgr contributors to mission completion success redundant. The
requirements and performance requirements following a failure in a
redundant system must be defined. In addition to the subsystem elements
themselves, the method of communicating data between subsystems must be
addressed, such as MIL-STD-1553. The integration requ1rements may force the

o

contractor to develop interface boxes to convert signals between subsystems
into the proper format. There should be a section of the specification which
covers the interface equipment.

The blank in the requirement paragraph should allocate specific requirements
to the various subsystems to the extent possible.

REQUIREMENT LESSONS LEARNED
The integration of the offensive avionics must include installed performance
impacts, especially if the avionics contractor is not responsible for aircraft

wiring, power, radomes, fit, vibration, interference compatibility, etc.
Failure to address installed performance can result in reduced performance of
the system.
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4.2.2.5 Offensive avionics integration. Verification of the offensive
avionics integration compatibilities shall be by inspection, analysis, demon-~
stration, and test as follows: .

VERIFICATION RATIONALE (4.2.2.5)

Verification of the integrated system is required to show that all of the
parts operate together and that the system level performance, accuracies, and
functions are achieved.

VERIFICATION GUIDANCE

Verification of the system will include lab tests, aircraft ground tests, and
flight tests. The verification of redundancy requires that failures be
induced in parts of the system. A study should be performed to determine what
type and quantity of failures should be induced.

Methods of verification should include avionics integration laboratory testing
and installed avionics system ground tests.

a. Avionics integration tests. An avionics integration laboratory (AIL)
shall be used to demonstrate and test functional performance of a subsystem or
an integrated group of subsystems in simulated missions in laboratory envi-
ronmental conditions. Where any subsystem is not an integral part of the
laboratory operation, its functions and interfaces shall be simulated. The
laboratory shall include a functional mock-up of the cockpit suitable for
evaluation of cockpit instruments, controls, and displays. " The AIL shall also
be used for solving problems encountered during the flight test program, for
performing compatibility checks between support equipments and primary mission
equipments, and for validation of the operational flight program.

b. Avionics installed system ground tests. Avionics system level demon-
stration and tests shall be performed in a functional test fixture which may
be either an actual aircraft or an aircraft mock-up. Checks, demonstratioms,
and tests to be performed in the functional test fixture shall include: fit
checks of new or modified equipment, power susceptibility tests, preliminary
EMC tests, cockpit lighting checks, and flight test instrumentation compatibi-
lity checks.

VERIFICATION LESSONS LEARNED

The testing for redundancy is not as simple as it might seem, particularly in
the case of a multiple computer architecture. In these cases critical data is
shared and dynamic. It is therefore very sensitive to what is occurring at
the instant of the failure. Testing should include failures at as many points
in the envelope of avionics performance as possible.
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3.2.2.6 Computers and multiplexing. The offensive avionics system shall use
computers and data bus architecture. The input/output,

throughput, and memory capability shall be sufficient to accomplish the

avionics tasks with adequate spare capacity. Identical computers and micro-
processors shall be used to the maximum extent possible. The following
detailed multiplex characteristics shall apply:

a.
b.
c.
d.

REQUIREMENT RATIONALE (3.2.2.6)

Air Force standardization policy requires use of standard computer architec-
tures, multiplex bus interfacing, and higher order languages unless compelling
rationale exists for the use of other approaches.

The proliferation of computers, interfacing techniques, and software has
resulted in costly acquisition and support costs for offensive avionics
systems. The use of MIL-STD-1750 instruction set architecture for 16-bit

computers and NEBULA for 32-bit computers (MIL-STD-1862) is an attempt by the
Air Force to control this proliferation. Another issue is the use of micro-

computers as embedded items within avionics subsystems. Attempts to standard-
ize on one or two types of microcomputers within a weapon system can certainly
have long-range cost and supportability savings that should be encouraged.

Because of the increased complexity of multisystem interfaces and the need to
reduce wiring weight and complexity, multiplex data bussing has become the
accepted technique for use in aircraft avionics. Various multiplexing tech-
niques also increase the signal transfer capability and reliability.

Current Air Force policy is to make maximum use of the MIL-STD-1553 multiplex
bus. System considerations such as bus loading and the amount and type of
data to be interfaced will indicate the number of busses and which equipment
should be on each bus.

In addition, the Air Force now requires all new aircraft and stores to use
MIL-STD-1760 (Aircraft/Store Electrical Interconnection System) for the

aircraft-to-stores electrical interconnection. This standard has an impact on
the stores management system. '

REQUIREMENT GUIDANCE

Computer architecture, languages, and interface mechanisms are all controlled
by Air Force policy. Deviation from the policy requires approval.

Any microprocessor selected should be military qualified and selected from
MIL-M-38510.
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The primary system integrator should perform trade studies to:

a. Determine the general data bus architecture based upon fault tolerant

ation of redundant equipment, functional partitioning, mission require-
- ~
8, €tcC.

80
en

rt

Ei e

b. Size the system to estimate the bus loading and worst-case throughpu

requirements of the bus controller based upon mission and growth requirements

(a4

c. Determine worst-case latency (staleness) of data based upon the
chosen architecture under normal operating conditions as well as fault condi-
i This should also include data transfers across multiple data bus

The following detailed multiplex requirements should be specified to promote
standardization and interchangeability.

a. MIL-STD-1553 detail requirements. Merely calling out MIL-STD-1553 as
an applicable document is not sufficient to specxfy this reqquement. A
0

it ramanta ~AF Fha atandard  Deanmanand anmasean

ch would be to specify the requirement and then 1aent1:y any
.I: fequ.l.xcmcul.u o1 Tné BLC HMUaiLUe ILUPUUCU pald;rupub
ic

(1) gpmmuaications and interfaces. All serial digital communication
and interfaces between avionic subsystems shall conform to the requirements of
MIL-STD-1553. Equxpment defined in this specification shall meet the require-

ments of MIL-STD-1553 as well as the options and additions which are required
for this system as defined below. References in parentheses are to paragraphs
in MIL-STD-1553. The most recent Air Force applicable Notice to MIL-STD-1553
shall also apply to this specification.

(2) Unique address. All remote terminals shall be capable of being
assigned any unique address from decimal address 0 (00000) through decimal
address 30 (11110). There shall be two acceptable methods for establishing

the address of the remote terminal. The first and preferred method shall be
to establish the address through pin programming of an external connector
which is part of the system wiring and connects to the remote terminal. Seven
dedicated nins shall define the address coding. ive pins shall define the

address. The sixth pin shall be used as parity for the remote
terminal address. O0dd parity shall be used. The remote terminal shall not
respond to any messages if the address parity is not valid. The seventh pin
shall be a return line and be used to program the address and parity pins to a
An open address or parity pin shall be a 1ogic one. The second

L]
11 ha #ta Aahtnasem tha addenanan £ n aAafreinva meAan e am rhat haoa ha
11 U CO Oocain e a86aress 1irom 8 s01Cwa LT prLuUgiaun LII L LNas veen

rnallv loaded to the remote terminal or sgubsvstem, Sufficient checks of
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method shall be made to ensure the detection of any single-point failure
of the method and/or RT address. The RT shall not respond to any messages if
it has determined that its unique address is not valid. The second method
requires advance review and approval by the procuring activity and should be
used only on an exception basis.

[o 4]
N
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(3) Illegal commands. If the illegal command option is not imple-
mented, then the terminal shall respond "in form" to any valid command over
the data bus, i.e., respond with status and the proper number of data words as
defined by the command word. The content of the data words may be undefined.

4 L34 : e A o . P T wn_ o ~ = e A =Ll - a - .
(4) Variable message block. Each RT or subsystem shall be able to
transmit a subset of any message defined for it (i.e., send the first n(i)
words in a message, where n is the defined number of data words for that
message ar d i less than n. Ihis shall be done by varying the word count up to

(5) Sample consistency. The subsystem design shall ensure that every

message transmitted over the bus by the subsystem contains only mutually
consistent sampies of information. Different words used to transmit multiple
precision parameters shall all be members of the same sample set. Function-—
ally related parameters updated at the same rate shall all be members of the
same sample set. Suitable buffering and transmission control lo shall be
provided to prevent the transmission of a partially updated message that would

(6) Data form. Digital data shall be transmitted in a form com-
patible with the message and word formats defined in MIL-8TD-1553. All word
formats, parameter representations, coding, and documentation shall conform to
the requirements and recommendations of Section 80 of MIL-HDBK-1553.

(7) Subaddress assignments. Subaddress 10000 (16) through 11110 (30)
shall be used first for subaddress assignments. Only when this selection of
subaddresses is depleted for an RT/subsystem may subaddress 00001 (1) through
01111 (15) then be used.

(8) Subsystem status_and control. Each remote terminal or subsystem
shall, upon command, transmit its self-test and status information. Status
here refers to mode, state, health, or identification information for the

complete RT, including all subsystems associated with that RT. Subaddress
10100 (20) shall be reserved for this function. The RT shall be capable of
transmitting at least one data word for this subaddress. The first data word

transmitted by the RT shall be all zeroes to lnalcat that the RT and
el oo Y L___ . . £_°1___ . _ ne LV oo 2l o s thnma awa nmer £a: 1iiman
subsysiLems) nave O 13d11Uures oI 18uills nag unouzelLo l. LIEIE 4&aIe aly i1airiuics
or faults. Any nonzero value shall also be reflected, as appropriate, via the
subsystem flag or terminal flag. Subsequent data words may be used to expound

on the failures or faults and to transmit mode, state, or identification
information. Data associated with a receive command with the above subaddress
shall initiate a self-test, specify the particular type of test, or control
the mode or state of the RT and/or subsystems, within the requ

constraints imposed by the remote terminal or subsystem specific

b, Sy tem data bus requirements. Listed below are suggested paragraphs
and requirements to be implemented as system level data bus requirements.

(1) General bus requirements. A MIL~STD-1553 multiplex data bus(es)
shall be used for information transfer and integration among all elements of

the avionics suite. A backup bus control function shall be provided to main-
tain bus message traffic between the elements in the event of failure of the
primary bus controller. In the event of an inflight primary bus control fail-
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ure, the backup control function shall be automatically activated and the crew
alerted. Manual override shall also be provided in the cockpit so that the
crew can force the system into primary or backup bus control if deemed neces-
sary. All terminals connected to the bus shall use transformer coupled stubs
and shall provide dual redundant data paths. The multiplex system architec-—
ture shall incorporate fault tolerant techniques where possible. Physical
separation of redundant equipment and buses as well as multiple sources of
gsimilar information shall be considered. This may also include multiple bus
architectures. The multiplex system shall be able to accommodate a 50-percent
growth based upon worst-case mission requirements. This shall include, as a
minimum, the number of remote terminals on a bus, bus loading, bus throughput,
and bus controller processing capability.

(2) Address assignments. RT address 00000 (0) shall not be assigned
as a unique address until all other allowable combinations of address have
been assigned.

(3) Data requirements. The integrated multiplex system shall be
documented with the use of a Multiplex System Interface Control Document
(ICP). The ICD shall reflect the multiplex system requirements and any equip-
ment-unique requirements or deviations from the system multiplex requirements.
The description of the data (source, destination, format, content, and update
rate) shall be documented. The bus control process (i.e., bus traffic and
transmission rates) shall be described for primary and backup control as well
as the procedures for passing control from primary to backup. The ICD shall
meet the requirements and recommendations of Section 80 of MIL-HDBK-1553.

REQUIREMENT LESSONS LEARNED

Past experience has proven that it is necessary to provide a statement in the
specifications that the system and equipment shall meet the requirements of
the standards. Otherwise the designer may misinterpret the requirement as
merely a set of goals or guidelines. This approach would not be conducive to
standardization. Also, a minimal set of additional requirements, which do not
change any of those in the standard, can prove beneficial to the overall
flexibility and integrity of the design, especially in light of retrofits,
ECPs, and system monitoring. The proposed additions could be incorporated
into a design at little or no additional cost if known early in the design
phase.

It is important to note here that these requirements do not modify or rewrite
the basic requirements of the MIL-STD, but only amplify or add to the existing
requirements. It is dangerous to rewrite or paraphrase the standard wholly or
in part. This practice has almost always resulted in inadvertent changes to
the initial intended requirements.

The recommended system requirements are mostly common sense requirements but
tend to be put aside more often than desired. Some systems provide no backup
control when many elements of the total system may still be functional after a
bus controller failure. Likewise, there should be "up front" analysis and
growth provisions built into the initial design. Not all systems have been
properly "sized" and analyzed prior to the final design, thus resulting in
changes which should not have been necessary. It is important that the bus be
treated like all other wiring interfaces and properly documented in an inter-
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face control document (ICD). If organized properiy, it can serve as a top-
level document which can be used to describe the bus system operation as well
as serve as the requlrements document for the bus controller and each equip-
ment with respect to data bus and data format requirements.

If this data is not provided to the government, then it would be impossible to
troubleshoot or modify the system at a later time. This data should not be
assumed to be deliverable or obtainable as a part of the delivered operational

flight program (OFP).

4.2.2.6 Computers and multiplexing. Verification of the requirements of
3.2.2.6 shall be as follows: .

VERIFICATION RATIONALE (4.2.2.6)

iance with Air Force policy and military
ment interface commonality and
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Verification is needed to insure com
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©
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Comparison of processor, language, and bus controller with a 1ist of those
which conform to the standafds will simplify verification requirements. ltems
which have not been validated as conforming to the standards should be sent to

the appropriate agency for verification. Programs have frequently used so-
called standard items (nonvalidated) only to learn during integration that the
item contains errors (did not fully comply with the standard) which caused
unexpected results thereby requiring design changes in order to work with the
system.

All new, modified, or untested designs must be tested to insure compliance
with MIL-STD-1553, Any hardwa_e or software changes made in a unit may inad-
vertently make it noncomp nt with the standard. The detailed test plan

should be based on ENASD 81- l Systems Engineering Avionics Facility (SEAFAC)
Test Plan/Test Report for MIL-STD-1553 or ENASF 85-1. Copies of this test
plan are available from ASD/ENASF, Wright Patterson AFB, Ohio 45433. Ideally
such testing should be done for both prototype and production versions of a

given unit.

The failure to conduct thorough MIL-STD-1553 compliance tests on individual
units prior to system integration results in lengthened integration and flight
test activities, slipped schedules, and high costs for design and construction
error correction. In addition, future system growth options may not be
possible due to noncompliance pr Lems which are too costly to correct; or
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VERIFICATION LESSONS LEARNED

See 3.2.2.6 requirement lessons learned and MIL-C-87232, Airborne Computa-
tional Systems. :
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3.2.2.7 Software. The offensive avionics operational software shall consist
of all computer programs and data necessary to implement and integrate the
offensive avionics. The support software shall include the compilers,

assemblers, linkage editors, loaders, and simulators required to support the
offensive avionics software development, integration, flight test, and opera-

tional maintenance efforts.

REQUIREMENT RATIONALE (3.2.2.7)

The software, as a minimum, should provide for (1) the preparation, proces-
sing, and transfer of the required missiaﬁ data information; (2) the opera-
tional monitor and control of the avionic system elements; and (3) the

operational integration of the interfacing avionic subsystems to the extent
necessary to achieve the level of integrated operation called for in this
specification. The support software should include all the items (compilers,
assemblers, linkage editors, loaders, and simulators) required to support the
offensive avionics software development, integration, flight test, and mainte-
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REQUIREMENT GUIDANCE
Detailed guidance is provided in MIL-C-87232, Airborne Computational Systems,
and in the Software Acquisition Engineering Guidebooks (Airborne System) ASD-
TR-78-6 thru -8 and ASD-TR-79-5024 thru -5028 and ASD-TR-80-5021 thru -5028.
REQUIREMENT LESSONS LEARNED

See the Software Acquisition Engineering Guidebooks (Airborne System) ASD-TR-
78-6 thru -8 and ASD-TR-79-5024 thru -5028 and ASD-TR-80-5021 thru -5028.

4.2.2.7 BSoftware. The software functional capabilities shall be verified as
fnllawa-
NS A ANVWND e Ad

VERIFICATION RATIONALE (4.2.2.7)

See the Software Acquisition Engineering Guidebooks (Airborne System) ASD-TR-
78-6 thru -8 and ASD-TR-79-5024 thru -5028 and ASD-TR-80-5021 thru -5028.

See the Software Acquisition Engineering Guidebooks (Airborne System) ASD-TR-
78-6 thru -8 and ASD-TR-79-5024 thru -5028 apd ASD-TR-80-5021 thru -5028.

/ERIFICATION LESSONS LEARNED

e the Software Acquisition Engineering Guidebooks (Airborne System) AS -TR-

[
(v 1
78-6 thru -8 and ASD-TR-79-5024 thru -5028 and ASD-TR-80-5021 thru -5028.
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3.2,2.8 Information processing regquireme ware shall efficieantly
operate within the throughput, precision, accuracy, and stability constraints
imposed by the real-time information processing and man-in-the-loop require-
ments of the offensive avionics system. At the software shall

use no more than % of the throughput and X of the memory for each

general purpose computer and no more than % throughput and 2 of
the memory for each embedded microprocessor. All software shall be written in

SRS T T L T .

. v )
, an Air Force-approved higher order language (HOL).

Air Force policy requires the use of standard higher order languages. The
selected higher order language should be identified in the last blank.

The system should be designed with enough flexibility to improve, fix, and add
functions and capabilities. Early in the system design, accommodations need
n ha mada Frw thann Anabsnanma taa Anw additianal awvatam vranuiramanta tuni-—
LU UT umauc 1Ul LIUTOT LUVULLALETLULLTD. ity QUULLIVUGL QoL aCYUasvmuewe wyp-~
cally impact the computational system.

REQUIREMENT GUIDANCE

For a very complex system a 502 to 100Z margin in memory and throughput is not
unreasonable through development. If the system is likely to grow even more

Y T AW nnnwy o Al L Ao e T
with many potenl:lal :unprovementl, then a 1UVA TO 4LUV4 margiln tnrougn Geveiop
ment may be necessa Unwew AdAadiantad tnaba eweith 136e61a antantrial fae
Welic may be fieCessary. vETY Ge8TGiTaceld Tas5ms WwWicvm s2icviae plOLEiiviaas 0T
enhancement may get by with a 25%Z to 50% margin. Rate of growth in memory

usage will ueuallv exceed throughput usage. A milestone should be identified
--guch as IOT&E, PCA/PCA, I0C--when the computer reserves are effective.
Since this is a contractual reserve, the contractor should track how well he
is meeting this requirement throughout the design phase. Estimates are likely
to vary considerably during the conceptual design phase to CDR. His approacn
itor and maintain the required spare capacity s i
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Approved Air Force higher order languages are identified in DOD directive
5000.31, which include JOVIAL J73, as defined in MIL-STD-1589, and ADA, as
defined in MIL-STD-1815. In some cases the procuring agency should be pre-
pated to accept waivers to the language requirement for such reasons as lack

f de opment tools, or existing software in another language. Overail
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REQUIREMENT LESSONS LEARNED

Histories of various aircraft systems have repeatedly demonstrated that the
margin is never enough and it will be fully utilized with demand for more.

Code will frequentiy exceed avaiiable memory and require optimization {such as
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64K), Wild Weasel (32K to 64K to 128K).
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4.2.2.8 Information processing requirements. Information processing require-
ments shall be verified as follows: .

VERIFICATION RATIONALE (4.2.2.8)

Compliance with higher order language requirements, and available spare memory
and throughput should be verified.

The verification for memory margin can be determined by examination of the
object code to determine the amount of memory utilized. Throughput margins can
be estimated by analyzing the functional interrelationships and calculating
the time required to perform them. Some software development systems do

provide the capability to actually time the code being executed.

Further verification guidance is contained in MIL-C-87232, Airborne Computa-
tional Systems.

9YSLEND

VERIFICATION LESSONS LEARNED

The ability to verify this requirement, particular in systems that overlay
memory or that have highly complex functional interactions, is dependent upon
determining the actual worst-case processing loads. The worst-case throughput
loading may not be related to heavy memory usage.

3.2.2.9 Fault management. The offensive avionics system shall incorporate a
comprehensive and effective fault detection, isolation, and reporting capabi-

1li ty in support of a -level maintenance concept. During the
mission, continuous noninterruptive self testing shall be utilized to alert
the aircrew nnd the nffpnrn_vg avionics gsvstem to mal func;igp_g, Before or

initiated built-in-tests and 1nterrogate recorded faults. The offensive
avionics system shall perform a self-test (ST) while other operational
requirements are being performed. As a minimum the self-test shall provide

% detection of true faults with no more than Z false alarms. A
33 1 b—dmetact BTTY Ao bl lise o mmmcztemam Aamml meihaseod oe Thao BIT ahall
UlLliL 111 LEBL \DLL/) LEPGULLLLY LB Lequxzcu LUL cacil uuuuyaucm— 4l D141 Dlliai i
provide % detection, and % isolation to the level of

all avionics failures with no more than % false failure reports.

REQUIREMENT RATIONALE (3.2.2.9)

The system fault management and reporting should be designed from the overall
maintenance concept down through the system into each LRU and SRU.

digital processor and generally prov1des confidence that the equipment is
properly working. Self-test is defined as continuous noninter;up;ive testing
of a system or equipment (or background task). Built-in-test (BIT) is defined
as interruptive testing and is a capability intended to do away with complex
rganization eve pmen extent possi ows for

GlgduLLuLLUllal_LeveL test equlpmen(. \LU l'.[le extentc pOBSlDLEI 8110 a.l.lOWS
the fastest possible correction of problems on the aircraft.
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For aircraft having the capability of storing maintenance data, self-test and
built-in-test detected failures should be reported in order to allow rapid
maintenance and an improved sortle rate. This is partic ulatly important in
finding faults whi i ur in certain flight

LdiuGiug tteﬂ or onlv occ

-~ -~
conditions.

Centralized fault recording and reporting are highly desirable, and achiev-
able. Equipment status {(go/no-go) is ﬁcfﬁal.ly all that is required by the
aircrew. However, some mission critical sensors may shut down due to hermal
or voltage overloads. In this case, the general cause of equipment failure is

important because the aircrew may be able to bring the equipment back on-llne
to finish the mission. This may require recycling power and resetting the
master fault indicator.
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ault detection and isolation to the faulty LRU a
ssary LRU repxuu:mc“ 8 ana impr
o 90% isolation, and 5% falsge al
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qu which is digital, and Drocessor controlled. ‘Isolation to the faulty
SRU 1s also required in some cases. The system specification for the KC-135
required fault isolation of 90% to one SRU, 95% to two SRUs, and 100% to three
SRUs. Low false alarm rates are required to provide aircrew confidence in the
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REQUIREMENT LESSONS LEARNED

Additional design and test guidance has been developed by RADC and is docu-
mented in the RADC testability notebook, RADC TR-79-309.

- - = | £ 1 _ al o - A ~
Some systems have tried to push the detection, isolation and false alarm rate
to 99%, 95% and 1% respectively. However this has rarely been achieved and
has never been achieved at all at the system level.

It is very easy to overload the aircrew with too much fault information. The
overall scheme should keep in mind the different information required by
aircrew and maintenance personnel. ‘

4.2.2.9 Fault management. The adequacy of the fault management design shall
be verified as follows: .

Appropriate detection and false alarm rates must be verified to assure that
the user will have confidence in the system and its equipment, and to insure
that he does not rely unknowingly on degraded equipment. This is particularly
true of those system elements which ca ct flight safety. The terrain

ni
following modes of operation on the F-1
elements.
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VERIFICATION GUIDANCE

Since the fault management approach is integrated throughout the system,
specific tests and demonstrations will need to be developed to verify this
requirement. Eauxoment level tests and demonstrations will need to bhe con-
ducted to insure that the LRU is capable of detecting its own faults, and able
to report the fault. System—level tests and demonstrations will be required
to insure that the fault management design is able to detect, record, and

report equipment status to the aircrew and maintenance personnel.

Nata alra Fornm tha aaninmant maintaisnoahilste dJamanateatbrsnm Anm ha ccand +A
A B - b = l AL VIR LilC G\‘ULPIIIC“L ulaa.uuo.l.uava.&a.i._y TSNV WLAGL AV VauL Vvo YDTWU -
help verify that the equipment meets the LRU or SRU detection and reporting

criteria. Avionic integration laboratory and flight tests are required to
verify that the fault management design meets the requirements and properly
interfaces with each item of equipment. In the laboratory environment faults
can be simulated or actually induced to verify the fault management design.
If faults are introduced in the fiight test, then they must be carefully
controlled and monitored to preclude mishap.

VERIFICATIONS LESSONS LEARNED

3.2.2.10 Avionics modes. The offensive avionics system shall provide all the
modes required to perform the intended missions. These modes shall include,
but shall not be limited to, the following:

b.
c.
d.

REQUIREMENT RATIONALE (3.2

2.10)

ce aveteme muet accommodate all the modes or functrione to

P A1 W VHBMVMS - WA A W aviat v aVeie =%

perform air-to-air weapon delivery, air-to-ground weapon delivery, navigation,
system initialization, steering, position updating etc. In many cases various
levels of redundancy are provided to insure mission success. Most of the
basic modes have various submodes or alternate means of providing the required
capabiiity. In addition, depending on the level of integration or types of
equipment, different performance levels will also be achieved depending on the

mada nv aithmada aalasntad
moge Or submede seliected.
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System modes can be categorized in many ways depending on system architecture
and equipment availability. Representative modes might be as follows.

Py Mimasmnm Adatba ambeme
e fii85i0UUu UaLa ciiy

(1) Destination route points

(2) Target location points

(3) Offset aim points

(4) Weapons stores location and identification

(5) Terminal target data
(&) Nata . mesen
\vy vaea ias <

b. Navigation modes

‘(1) Inertial ,
(2) 1Inertial-inertial
(3) Inertial-doppler

(4) Inertial-inertial-doppler

(R\ Tnoartialeolahal nasitianine astallita (GPS)
- J AMGCA LA L 5vaus va&b&vu&ub TR b &b \wa vy
(6) Inertial-doppler-GPS

(7) Inertial-ground navigate

(8) GPs

(9) GPs-doppler
(10) Stellar inertial

c. Steering modes
(1) Instrument landing system (ILS)

(2) Microwave landing system (MLS)
(3) Airborne instrument low approach (AILA)

(4) TACAN
(5) Manual course
2\

{6) HManual heading
(7) Tanker rendezvous
(8) Terrain following/terrain avoidance (TF/TA)

d. Mission sequencing

(1) Automatic route point sequencing
(2) HManual route point sequencing
e. F1x—tnk1nq

(1) Visual ground overfly

(2) Visual air overfly

(3) Radar present position

(4) Fixpoint identification (RF or imaging sensor)
(5) PFixpoint override

f. Air-to—air combat

(1) Missile
(2) Gunnery
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g. Air-to-ground combat

1\ . a2
\1 Ve \PS
(2) Radar (di

(3) Moving tar

=1 | N
al oompbli
ect or
get

u ng
ir ffset)

h. Altitude calibration

(1) Low altitude
(Z) High altitude
i. Systém checkout

(1) Pre-mission checkout
(2) Post-mission checkout
(3) Selected built-in-test

j. Inflight training
REQUIREMENT GUIDANCE

a. Mission data entry mode provides the capability to enter mission data
into the offensive systems automatically or manually. Automatic mission data

N e e . - . e e o= —_ s o2 — e - ean s e
is pronded by (1) dlgltal tape units U.‘-l), 1"-10 5-1 Bb-24), which are
magnetic cassette tapes that can be inserted in the cockpit, or (2) flig itline
data tranafar unite (F=111) whisrh arae nanar tana Aar mnannf"r‘ fano unite which

ata Transier units \F~..i.i,, Walla are paper tape Cr magunetl cape it8 which

connect to a port on the mission computers. The latter method is more cumber-
some and less versatile. Manual data entry provides the aircrew the capabi-
lity to modify previously entered data. This is important in the event of a
change in mission objectives after takeoff.

The data stored in or entered in the offensive avionics system consists of t

:5‘:‘

Aoneatinatinn ranta nainte (whins Anfina Q-I'\n route or nath A ha £flAawn hv +tho
MOCOLALMLGGLAVIML A VULGC PV‘-LI\—D \NWil AW UT A AL Lo Y = A&V L yﬂt—ll - W L= A & W A IIJ - -
aircraft), target location points (which defines the actual location of the
target the svatem is going to attack), offset aim points (which identify an

attack point offset from the actual flight path), stores location of each
weapon, and the identification of the weapon on the stores station. Terminal
target data may also be included. This might be an image of the target to be
attacked that a autonomous weapon needs to identify and lock onto to hit a

narticrnl ar nart r\F trha tarcet (auirh as a hridoa sunnart)
paTciduaar paTe <ae Igec \sulqaq a oIilge suppliIc/.

Classified data should be erased in emergency conditions, or when the aircraft
is unguarded on the ground and when equipment is pulled for maintenance
action. Provisions must be made for equipment (such as central processors,
smart weapons or embedded processors such as in a multifunction display) in
the system cap able of contaln ng classified data for erasure. Erasure

d : -16. So0lid state random access

e w Q.12 A 3
CuLs ©011a state ranaom access
1t

rgmgval but electrically alterable

11l sno
8 oenerallv reauires - e
- o= TS == - J - t - T s TsTsss s =

1 4
prom and core memories requires multip

b. Navigation modes provided by the system depend greatly upon the navi-
gation sensors and degree of integration. Accuracy of the navigation capa-
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The B-52 offensive avionics system (0OAS) has a dopple
are integrated together. As a stand-alone sens t
accuracy. The B-1B uses an INS and a doppler wi

errors. The FB-111 uses two standard INS(s), a d s
The INS(s) are usually set to a common fixed position and are al lowed to
separately run free after that. Position accuracy in this system is greater
then that provided by the INS itself. The F-16C uses a single high accuracy
INS. GPS is also being installed in the F-16. The two together with a Kalman

filter provide very accurate position information.

Most of the modes are self-explanatory. The ground (inertial) navigate mode
is provided for use on the ground while the aircraft is stationary. The
purpose of this mode is to use the aircraft zero velocity to bound inertial
navigation position and velocity errors. This mode should be automatically

deselected once aircraft motion is sensed.

Given a reconfigurable set of navigation sensors, a ode hierarchy should be

established. This hierarchy should function 1ly to p\rnu-ldn the

118 hierarchy should function au tica
greatest system accuracy at all times unless overridden by the operator. Each
mode should have a specified accuracy. For example, given a oppler—-lnertial
--inertial system with an inertial failure the system should reconfigure into
a doppler inertial mode and notify the aircrew of an inertial failure. While

the system should always be cagable of reconf1gur1ng, manual override must be
provided to allow the aircrew to train in less frequently used modes.

c.. Steering modes are also dependent to various degrees upon the offen-—
sive avionic equipment. The ILS and MLS are self-contained systems that
provide the capability of flying approaches to runways equipped with trans-
mitters. Localizer and glideslope steering and deviation signals are provided
to aircrew dlsplays. The AILA steerlng mode prov1des the pilot with roll and

S A o L . I, — = a At R A P P |
pitch steering commands to acquire and maintain a synthetic localizer beam and
glideslope beam intersection. This mode provides ILS-like steering cues for
approach runways not equipped with operational ILS transmitters.

The tactical air navigation mode (TACAN) enables the aircraft to display
continuous indication of the aircraft distance and bearing from any selected
TACAN station located within a line-of-sight distance.

Manual course is a backup mode that provides lateral steering commands to
acquire and maintain a manually selected magnetic course, which is to be set
on the horizontal situation 1nd1catot. The manual heading mode provides the
capability of flying any desired heading. The heading marker on the hori-
zontal situation indicator is set to the desired heading. The aircraft is
then flown to center the bank steering base on the attitude director indicator

- =1

e optical display sight.

The tanker rendezvous mode provides the steering capability to a tanker for
air refueling rendezvous. In this mode the radar set, usually operating in
conjunction with a beacon interrogator, supplies a signal to indicate the

necessary steering commands.
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requires extensive interaction with the navigation and flight control sub-
systems. Terrain following determines the vertical maneuvering of the air-
craft. Terrain avoidance determines the lateral maneuvering of the aircraft.
The latter is normalliy accomplished cnrougn a preaerlnea corridor by following

______ a MATN O avimi 2o arra nalbine fanturas Aar auvnid

L[le Lerralll Lll siu,u 4 uduues as LU aximize LCI.LCLU IIIOUIL“& ATALULTCD Vi QVwVaANa
obstacles. Some of the parameters that may be specified in TF/TA include
horizontal set clearance, vertical set clearance, ride level, roll limits,
acceleration, maximum bank angle, flight path angle limits, and maximum lateral
deviations.

C
infarrunt the geguence in thaoa avant af mi
seégquence 1in e evenct oI m1

t

addition the capability to manually route th
be provided. Those aircraft with requlrements to penetrate 1nto enemy terri-
tory and avoid enemy defenses require a higher number of mission sequence
points or waypoints than those aircraft dedicated to close air support.

Sixty-four to 128 points is not unreasonable.
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econnaissance update). These modes are used to correct o
navigation errors due to equipment loss or temporary outage. The greater the
redundancy of equipment the less frequently these modes will be required.
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The visual ground mode provides the capability to perform a present position
update prior to takeoff while the aircraft is at a well defined position.
Thig ig freguentlv a ngoint on the runwav that has een gurveved to establig

This 1 equently point on the runway that has been surveyed to establish
precise location. While similar to ground navigate mode, the aircraft may
actually be moving at relatively low airspeed.

Visual air overfly mode provides a means of updating present position by
flying over a point of known geographic coordinates, such as a bridge or
crossroads. This mode allows reinitialization; or updating of the navigation
aith asratnm £ 246 acwkhaihita asewnaooos ira AhasmnAtaemsatbisna A 2an ~xt ~F
‘suusysiLcu 11 AL CALLLULLDY CLLCUBLVC €rror cinaraccieriscics oOr wao VuiL uvi
operation for some reason.

The radar present position mode provides the capability of updating the
present position by positioning the radar cursors on a well defined ground
feature. The manual tracking control terms generated to position the radar
cursors become the input for the update. The magnitude of these terms can be

displayed to the aircrew for evaluating their reasonableness prior to insert-
smo tham aa mracsant nAasstiAn ~Anrrantiana
Lll5 LT ao yl cocClLL yUDL LAUVLL LCULLTLVLAVILIDe

Fixpoint identification (RF or imaging sensor) provides a capability to record
in the system a target observed with the radar or other imaging sensor. The
cursors are placed on the target and the target coordinates are stored for
later use. These coordinates may then be recalled for steering or attack.

Bewwemmasme meemamedsdo €a o atchaad shat 211 acecae o oo a me teln am—m ekl b AF
LiLApOLIUL OVEILIILLQ i 4 BuUbIILUE Ltilldl 41 10ws LIE VpEIdLUIL LUE LdpavllilLly UL
ahanoine tha fivnaint aunlitv af a tarocet that has been entered through the
»uaug;ua LIUT LAIAPULIL UALLILy VUl G LQGLETL LUGL UG YT OM THLLTLTR LU Ugss =55
misgion data load. The fixpoint quality is a scaled number that describes the
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f. Air-to-air combat modes may provide for both missile and gun firing.
Air-to-air missile modes give the pilot targeting data to provide optimum
engagement conditions for weapon release and generates all the appropriate
weapon interface signals without pilot 1ntervent10n. Steerlng and culng data

d should inform
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he pilot of degr uvers ne must
accomplish for 1mprovement. The weapon system must coordinate and control all
the avionics equipment to provide the required signals, .such as radar, naviga-
tion, and communications, as needed by the weapon. Prelaunch cuing should
include time to intercept, launch ranges (min and max), steering requirements,

time to fire, and probability of kill. Postlaunch cuing should advise the

pilot of continued steering necessary to provide weapon data and how long

before disengagement can be accomplished.

0'3
2]

Air-to-air gun modes must operate extremely fast to accommodate the dynamics
of a gun engagement. Rapid and accurate assimilation of target data (velo-
city, heading, number of g's) is necessary to predict target position for
bullet impact and present pilot data to allow him to set up the aircraft to

—mad &L

meet thne 11r1ng requu‘ements.

g. Air-to-ground combat modes provides the aircraft with the computa-
tional and control functions necessary to generate release signals for the
delivery of air-to-ground weapons. Steering indications direct the aircraft
to the correct target release point or orientation for the bombs and missiles.
In most weapon delivery cases, cues are provided to the aircrew. These
include time-to-go to weapon release, release symbol for computer generated

————————————— e Al S A mer o s mem o mmmocm === T ~=me= L
release, and safe-and-in-range indications. Automatic weapon release can be
inhibited if predicted lateral miss distances exceed some predetermined value

(4200 feet for the FB-111).

The level visual bomb mode provides the capability to deliver gravity weapons
against designated ground targets through the use of an optical display sight.
The computational system should provide data to position the cursor in azimuth
and elevation on a continuously computed impact point (CCIP). When the center

of the cursor is positioned over the target, the aircrew depresses the weapon

release button. The system then computes steering commands to drive the CCIP
to the point designated by the cursor.

The radar mode (direct or offset) provides the capability to place radar
cursors on the computed location of the target or some point offset from the

- ee ~ o mem A = | R
steering commands are generated py Cne system ana at tne
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tlme—rn—on the system automaticallv re
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The moving target mode provides the operator with the capability to designate
a moving target and for the system to generate delivery computations. The
desired target is designated by the radar (or imaging sensor) joystick.
Lateral steering to the target location will be commanded and the system will
compute target location and velocity.

h. Altitude calibration provides the aircrew the capability to calibrate
the system altitude. Low altitude calibration is usually performed with the
radar altimeter. High altitude calibration is usually performed by the radar
set since the accuracy of the radar altimeter is decreased above 5000 ft.
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i. System checkout provides the offensive avionics system with a mode
that allows aircrew and maintenance personnel to initiate built-in test
throughout the system and interrogate reported faults.

Pre-mission checkout is a mode that permits the operat101&1 crew to turn the
system on and initiate built-in-test in all of the equipment., The status of
each piece of equipment is reported to cockpit displays as each LRU completes
its test.

Post-mission checkout provides the capab111ty to interrogate any status or

failure data reported to the fault collection and reporting subsystem.
A § g, _ .y . 1 _ Y -4 1 a1 _ L b o rory A R U —J. U Ao _ £ £ _ 1 a PO .
VHX.'IOUB ileveis 01 aetalili, s8ucC as LKU 1d4aentiricarion, Lypes O1 1a8uii, numver
Anf Fanslea Fimon roalarive ¢t tabaonff atrana mav ha ranartad ¢ maintanance
Vi LGULLD’ LAMT D LA T ialLaivo SRV 4 LGI\CULL, Cl-\-o, Iﬂﬂ] ve LCPV& \-CU - WG A LCIlG Al e W
personnel on cockpit displays.

Selected built—-in-test is a mode that allows the aircrew or maintenance per-
sonnel to force a particular subsystem into self-testing mode. A good example
of the use of this mode would be self-test of the terrain following radar

rior to performing an actual terrain llow1ng operation. Since built-in-
1 utually excl
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exercige ghould be nrovided bv collecting data on aircrew performance.
ercige shculcd De provided D2y collecting cata on aircrew performanc

The F~15 programmable armament control system (PACS) provides for training
with any permitted load, without the use of any store or external devices
except for training units that contain an electro-optical (EO) seeker. When a
store with an EO seeker is used for training, the training unit is carried on
zed statxon and the PACS will simulate the store using the video
b f . . 1

n the raining mada rha DPACC
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i
not sen he station, except where the training unit is
1nstalled and the sxgnals are 11m1ted to those necessary for the seeker opera-
tion. By simulation any mix of authorized armament is allowed and the air-
craft can be loaded or reloaded in flight, providing an unlimited weapons
capability for training purposes. From the cockpit all onboard systems will

appear as in a normal weapon engagement.

In some cases the mode implementation approach may need to be directed. This
was done on the FB-1l1ll.Avionics Modernization Program, which updated the
controls, displays, navigation, communications, and mission computers. The
rationale for this was to reduce aircrew retraining by keeping the old modes

nitact <5 -

in tact even tnougn the syscem architecture had cnangea.
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The F-15 air-to-ground weapon delivery algorithms have also been specified on
another program because of their known performance. Mode selection and imple-
mentation risks can be reduced by building upon proven techniques and
experiences.

4.2.2.10 Avionics modes. The ability of the offensive avionics system to
support all the avionic modes shall be verified by .

VERIFICATION RATIONALE (4.2.2.10)

It will be necessary to show that the offensive avionics system supports all
the modes and that the modes are compatible with the aircraft and all intended
missions.,

"VERIFICATION GUIDANCE

Verification of this requirement will vary by modes. Some modes can be veri-
fied by demonstration such as system checkout; other modes such as fix—-taking
will have accuracy requirements which will require verificationm by analysis
and flight test. Hierarchical functions should be demonstrated.

VERIFICATION LESSONS LEARNED

llctir;nn (mndas characteri nficﬂ, nerfor-

LiiE NMVUVEE ) wLwLiav e abw vy pesavs

mance, etc.) shall permit growth in the design of the equipment. The extent to
which the design will include provisions for growth shall be as follows:

REQUIREMENT RATIONALE (3.2.2.11)
The impact of changing technology and missions requires upgrading, expansion,
or addition of operational functions and qulpmeggg Additionally, in many
instances, external stores containing spe alized equipments can be added to

the aircraft, resulting in new mission modes or improved capabilities over
what had been previously shown. The system architecture should provide’ enough
flexibility to readily accommodate mission changes. The actuai hardware
deslgn should accommodate growth {(in addition to spare requ1remencs; in terms
of space for components or modules as well as the power for them. The com-
puter hardware and software subsystems should also provide growth for memor
input/output, and processing.

Pre-planned product improvement (P3I) is often included in program management
direction and even where not specifically directed should be a consideration
in system early design. Under P<3J>I concepts, basic provisions (such as for

® S
4

cooiing, wiring, and group A mounting) are in t asic contract to
mske future addition of most-probable growth items less costly than would be
the case without pre-~planned retrofit.
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REQUIREMENT GUIDANCE

In any development it is necessary to keep abreast of future developments and

build into the equipment and architecture as much growth capability as
possible (within cost and size limitations). Growth (either in size or in
number) should be planned for such items as control and display pages and

formats, computer memory space and input/output channels, multiplex busses,
off-line storage devices, and communication systems. In some cases increased
capacity and additional capabilities can be provided by form, fit, and
function replacements which may not require major system modification. The
overall architecture should be flexible enough to incorporate "block" updat

and preplanned product improvements.

New concepts such as high speed data busses, standard modules, common signal
processors, and integrated avionics racks-are also being developed to promote
incorporation of future requirements.

Many of the standar
STD-1553 multiplex
requirements and le

retrofits.

ization efforts, such as MIL-STD-1750 computers and MIL-

di
bus, were developed with the intent of accommodating future
ssening the impacts of changing requirements and equipment

Both the military and the commercial aerospace industry have dem
the concept of the multiplex d s has lessened the impact of integration
of new system components and subsystems. MIL-STD- -1553 has -become the standard
1nterface criterion for military avionics systems. ARINC 429 and 575 are
commercial avionics data bus systems concepts. ‘

Use of MIL-STD-1553 results in growth and retrofit capabilities which are
substantially easier to accommodate than other methods such as the multiple
ARINC buses or discrete wiring. When coupled with the architecture, data
throughput, and spare memory provisions discussed in 3.2.2.6, growth of the
system is much more cost effective and manageable with a little advance
planning and use of accepted military standards.

4.2.2.11 Growth. The required growth capability shall be verified by

VERIFICATION RATIONALE (4.2.2.11)
Verification of this requirement is necessary to ensure that planned or poten-
tial changes to the system can be incorporated with least change to the
existing design. Many potential upgrades are known and programmed for in
advance.

VERIFICATION GUIDANCE

See 4.2,2.6 and 4.2.2.9 Verification Guidance. (This area also requires
further investigation which will be added at a later date.)

- N - N - a
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- 3.3 Avionics integrity. The offensive avionics system shall be developed to
the requirements of to meet the de31gn durabllxty and system life
requirements. The life values to be met are service life, expected operating
life, and failure-free operating period within the total environment of the

air vehicle.

a. Service life. The avionics shall be designed to last for
years with economical maintenance before retirement from inventory or salvaging.

s < 4 ‘1-

ing life (EOL). The avionics 11 operate for

b, EXpected Op
er

c. Failure-free operating period (FFOP). The avionics shall operate for
a minimum of hours before failing for the first time, and for
follow-on failure-free operating periods after replacement of life-limited
parts and materials.

REQUIREMENT RATIQONALE (3

< e i e

N

The avionics integrity requirements stated above supersede the traditional
reliability requirements. The change. to the failure-free operating period
will require increased emphasis on product integrity through design, manufac-
ture, and life management.

REQUIREMENT GUIDANCE

~— The Avionics Planning Baseline document can be used to determine the number of

N ARG Nonion Handbook guidelines

years for operation (service life). Avionics are routinely used 10-15 years
before replacement or major enhancement. The statement of need can be used to
help establish the expected operating life and failure-free operating period.

the avionic
ed in the blank

Qarr
o<

. - h semh
rvice life. The numb

a o system . o
Qe -3 dysiLcut 15

o
expected to be in operational usage should be inse

b. Expected operating life. The number of operating hours the equipment
is expected to be used .during its service life should be inserted in the
blank. The number is calculated by multiplying the service life, in years, by
the estimated yearly oepration, in hours.

p—

C

re free operat

¢c. Failure-free nnprnf1no npr1nd. A minim

service should be establlshed for the offen81ve avionics system (OAS) and
inserted in the blank. This is the minimum time period, stated in operating
hours, between pre-programmed maintenance actions or inspections. FEach
component of the offensive avionics system should have a failure-free oper-
ating period which is an integral multiple of the failure-free operating

narand atata P N

A
pPEiLiiuu jLaLcu duoovve.

fai ing

Avionics integrity must be considered in each step of the design and develop-
ment process. Techniques used to determine and evaluate the design should

include analysis, parts selection, derating, and appropriate application of
ar ov ucu;su nanaovooOK guidaeirines. Electrical or electronic parts should not be
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used at more than 50 perceént of the ratings applicable to their most adverse
continuous operating environments, except that capacitors may be used at
voltages up to 60 percent of the ratings applicable to their most adverse

environments. In establishing the most adverse environments for such parts,
suitable allowances should be made for temperature differentials due to heat
dissipation paths and adjacent heat dissipating components. Where it is

i e
necessary to use variable devices (adJustable devices other than operator
controls), protection for the adjustment should be provided to minimize the
possibility of degradation by vibration, tampering, or aging.

Insulation, grounding straps, coatings, seals, connectors, and wiring should
also be evaluated as part of the avionics. They should be evaluated in the
same environmentg asg the LRUs. These components often cause the hard to find

LRUs. These compo en cause
intermittent failure.

4.3 Avionics integrity. Verification of the offensive avionics integrity
requ1rements of 3.3 shall be in accordance with the avionics integrity
specification.

VERIFICATION RATIONALE (4.3)

Avionics integrity testing is needed to verify that the design, parts,
assembly, and manufacturing techniques are adequate to provide the needed
durability.

VERIFICATION GUIDANCE
The actual testing criteria, (types of test, samples, length of test failure
and restart criteria, etc.) will be developed under the avionics integrity

program established by the contractor in conjunction with his Avionics
Integrity Master Plan.

Types of tests may include vibration, temperature, altitude, acoustic noise,
humidity, and environmental stress screening. MIL-STD-1796, Avionics Integrity

Program (AVIP), provides detailed guidance on the required verifications.

a. Service life. The service life is the longest period of time spe-
cified. The serv1ce life can be demonstrated through analysis and test. The

e critical design review so that it can affect

the design and the e shment of manufacturing process control criteria,
and insnectlon and test cr;:e:ia. Life testing should be completed before

production release of parts and materials.

b. Total operating life. Total operating life can be verified by placing
the product in a Combined Environmental Reliabilty Test (CERT) that simulates
the environments that the product will see in operacleﬁa; usage. The test
time may be shortened by eliminating periods of operation that are considered
benign. The verification can be shown as having been met if the unit operates

under the CERT for the total expected operating hours without failure, when
maintained as planned for operational usage.
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c. Failure-free operating period. The failure-free operating period can
be verified through CERT testing. The system shall be put on test and run
until the specified FFOP or failure. The programmed inspection or rework will

be accomplished and the test continued through the equivalent total operating
1< &
LALLCT

VERIFICATION LESSONS LEARNED

3.4 Maintainability. The offensive avionics system maintainability shall be
as follows:

a.

b.

c.

d.

REQUIREMENT RATIONALE (3.4)

The maintainability of the offensive avionics system should be a prime con-
sideration during equipment and installation design, and should minimize both
operation and maintenance costs.

REQUIREMENT GUIDANCE

Generally, the system/subsystem should be designed to permit the accomplish-
ment of required operational maintenance with skill level (3 to 5) personnel.
Operational maintenance concepts consist of two or three levels of maintenance
(organizational, inCermediate, and depot) This concept should be backed up

with optimum repair level analysis during system design. LRUs shouid be
designed for fast removal and repla*emeﬁ , rapid fault isolatiom, and maximum
accessibility., Intermediate level maintenance consists primarily of repairing
LRUs returned from the flightline, and can be accomplished by removing and

replacing SRUs, subassemblies, or units. The equipment design should include
accessible test equipment connections which can be utilized without removing
the equipment. Internal and external test points must be incorporated into
the equipment for connection of the required test equipment during bench
testing, calibration, and trouble shooting.

a. Maintenance times. Maintenance times should be specified based on an
analysis of equipment complexity, deployment concept, mission turnaround
requirements or sortie rate, and maintenance time budget. This can be a very
subjective area, and the actual requirement inserted in the specification may
be based on the opinion of an engineer who has experience on recent maintain-

ability of similar equipment. The times specified should be short enough to
ranmiira onnd Anaion nrantina onr ancrNnnryraos {nnnunf{“n annrnarhoa trn e9/v
require good design practice and enccurage inncvative approaches easy
maintenance, but long enough to allow reasonable performance, reliability, and

cost.
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This requirement can be phrased as follows:

"Degign shall be such that the unscheduled active corrective mainte-
nance times at the organizational and intermediate levels shall not
exceed the following:
(1) Mean Corrective Maintenance Time
Organizational Level hours

Intermediate Level _ hours

(2) Maximum Corrective Maintenance Time (95th Percentile)

Organizational Level hours
Totormadiata T aval haira
4HHLTLUICTU LA LT LT VoL HUUL D e

b. Testability considerations. The testability features to be included
in the design of offensive avionics system equipment should provide the
_capability to detect and isolate 100% of the avionics system faults by a
combination of automatic and manual methods. On-aircraft fault detection and
isolation will pr1mar11y be accompllsneu by built-in test (BI
when required, by support equipment. Off-aircraft fault dete
tion will be accomplished by a combination of BIT and er automatic or
manual test equipment. Partition of fault detection and fault isolation
capability between BIT and support equipment should be accomplished in accor-
dance with MIL-STD-2165, tasks 201, 202 and 203. Integration of BIT and
support equipment capabilities, selection of support equipment, and develop-
ment of test program sets for automatic test equipment should be accomplished

PR, e A

(1]
-
T
=

in accordance with the modular automatic test equipment (MATE) system
procedures, standards, and tools selected for use and documented in the MATE
i

System warm-up time should not be included in the determination of the organi-
zational level maintenance corrective times. Intermediate level maintenance

P IR T U T - SN TG I TSP S DIT (b o anaank

will consist of LRU checkout and fault isolation to the SRU (shop lepl.eu.cuu:.c
unit) level through the use of appropriate intermediate level support equip-
ment. Each LRU sghould contain sufficient test points in test connectors and

operating connectors to allow fault isolation to a single SRU or functionally-
related group of SRUs without disassembly of the LRU. Direct probing of
circuit functions for LRU test/fault isolation should be avoided when practi-
cable. Functional packag1ng/c1rc uit part1t1on1ng of SRUs should be accom-
plished, to the max P icable, in supp of intermediate

WT S 4

imum extent pfééilcablé, in support of an 1in

c. Handling considerations. The equipment should be designed and con-
structed such that on-vehicle maintenance can be performed in environments of

e op

any hum1d1ty up to 100 percent relative humidity; in temperatures of -6

J
dust by sersonn

(-54°C) to + 160°F (+ 71°C); and in specified sand and dust by personne
wearing clothing, aubh as heavy gloves, required by that particular environ-

ment. Required maintenance, such as testing, removal, replacement, and
hookup, should be possible over this expected range of flightline environments

with only external cleaning or wiping allowed.
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The system must be designed so that protective equ ip ent is not needed fo
installiation or for transport between the 1

facility and the vehicle. The system mountin
lation should permit removal and replacement in five minutes or less by one
man using standard tools.

[ ]
©
]
o
<

The design of the system should be such that no alignments or adjustments are
required when replacing one or more LRUs.

d. Design for maintenance. Elements within system should be designed to
group functionally related elements within common SRUs so as to minimize

interconnections between SRUs and to simplify fault isolation to a single SRU.
All functional parts can be contained in separately removable plug-in SRUs.

SRUs should be designed such that all replacement SRUs, when instalied

are
’
immediately operable at design accuracy without requirements for continuity

testing or functional adjustment or calibration of the replacement SRU except
as approved in writing by the procuring act vity. If such adjustments are
approved, they should be distinctly labeled and accessible with the SRU
installed in its normal position and without disturbing any other SRU or part.

The source of the malntenance gu1de11nea comes from the des gn drawlngs and

8
. .
¢ units, testability, use of bu

~+a2%J> 244

failure location technlques are more than ever requlred to pro
sible level of maintenance in operational units.
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e. Scheduled maintenance. The equipment shall be designed to minimize

scheduled preventive maintenance. Scheduled maintenance should not be allowed
for any parts feplaceﬁent unless it is established that such parts have a
limited life. Batteries are representative of such an item.

f. Accessibility. The equipment should be designed and comstructed such
that it can be removed and replaced without removing or disconnecting any
other assembly. If removal of the system structure-—that is, covers--covers,
is required for access, such removal should not affect electrical or mechan-
ical strength to the point that damage to the equipment, its assemblies,
subassemblies, or electrical harness will occur during normal bench handling.

g. Interchangeability. Interchangeability should conform with appli-
cable provisions of MIL-E-5400. All parts, subassemblies, units, LRUs, etc.,
having the same manufacturer's part number must be directly and completely
1nterchangeab1e w1th each other w1th respect to installation and performance.

harmonization or adj"stﬁeﬁ .) The equipment design an uction should
incorporate features such that it is mechanically and electrically impossible
to install equipments incorre ctly and to attach cables, tubes, electrical

1
plugs, and any other such items in an improper manner. Mechanically keyed,
different, sized connectors, and the like, can be incorporated to eliminate
all such possibilities.
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h. Policy. AFSCR/AFLCR 800-23 requires AFSC and AFLC organizations that
acquire, modify, or replace automatic test systems for logistic support to use
the modular automatic test equipment (MATE) system procedures, standards and

tools selected for use and documented in the MATE application baseline unless
a waiver is granted. For that reason, ceordlnatlen with the MATE focal point,
ASD/AEG, should be accomplished earlv in the nrocess of defining the MATE

application baseline. The program office may choose to define a MATE appli-
cation baseline in the RFP or may provide more general guidance, including the
current MATE syetem baseline to be applied, and require offerors to propose

AL AMT

the MATE application baseline they plan to follow.
REQUIREMENT LESSONS LEARNED

The requirement for a program to be implemented early in the program acquisi-
tion life cycle results from learning on-many systems acquisitions that main-
tainability features are an integral part of the equipment design which are
closely related to other interdisciplinary program requirements such as deSLgn

engineering, reliability, and logistic support. The optimum specification and
design of maintainability features, to satisfy system performance require-
ments, including logistic surng:tebilicy, requires a planned and disciplined
approach to achieve the desired results.

The need for an integrated maintenance approach also results from lessons
learned on modern weapon systems where overreliance on automated diagnostic
approaches resulted in serious deficiencies in the system diagnostic capabi-
lities. These deficiencies, in turn, resulted in unacceptably long maintenance
down times, high cannot-duplicate failure rates, high retest okay rates

between maintenance levels, and consequently severe spares shortages.

Total system diagnostic capability with appropriately selected support equip-
ment to provide an integrated diagnostic capability that satisfies system
supportability requirements in a life cycle cost effective manner is a very
complex process involving many different disciplines and a host of lessons
learned. The MATE Guides have captured most of these lessons learned and
combined them into a structured acquisition process together with appropriate
standards, tools and procedures to tailor and implement the process in a large

variety of acquisition situations.

VERIFICATION RATIONALE (4.4)

Maintainability directly impacts the time the aircraft system is available to
perform its intended missions. The faster the system can be repaired, the
faster the aircraft can be turned around to conduct another sortie. In addi-
tion, the easier the equipment is to maintain, the fewer the items that will
be in the supply pipelines.
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VERIFICATION GUIDANCE

HMaintainability demonstration testing should be conducted in accordance with
MIL-STD-471, to demonstrate that the maintainability requirement specified has
been satlsfled. The conditions of the mn1nrn1nnh1l1rv demongatration and the

tasks demonstrated should represent those which can be expected to occur in
the operational environment. A single simulated or induced fault or failure
may be counted as maintenance action at both organizational and intermediate
levels when practical. In some cases, the testing to determine compliance can
De integrated with other quality assurance tests.

tion ahould be in three d1st1nct phases. Phase 1 would be verification of BIT
requirements on preproduction units as early in the program as possible so
corrective action can be taken before production. Phase 2 would be verifica-
tion of the mechanical disassembly of the LRU at the I¥ level into SRUs,
moduies, or subassembiies. The mechanical handliing of the LRU at the "0O"
level can be verified at this time also. This also would be completed very

Anr]v in the nrooram go nnrrnnriun antinn rounld ba 1mn1nmnnfnd 1n nrndnrf1nn

C=a Ll paUgs a SvaaAaTvwavw e LAV wVW AW W A emane sl W T P YeLeeaas

To adequately and quickly verify maintainability requirements, the verifica-

unlts. Phase 3 would be verification of intermed1ate test times and fault
isolation techniques using automatic test equipment. By the very nature of
intermediate test equipment, this would take place late in the program on
production equipment when "I" automatic test equipment is available.

?

=

ri

The phases of maintainability v fication should take place at logical mile
stAnas 1n tha Ansinn nrAannas Tha Aurrant nrantira af lumnine maintainahilitv
OLVUUTCO, 4l (SR Y ucu&sll PLU\'COU. LR YA WwlUlL L CLIG ylu\'l—b\"o A A-ulllr&llb MG AW AMBY & L&Ay
verification into one demonstration late in the program does not allow for
corrective action if needed.
VERIFICATION LESSONS LEARNED
A demonstration to show compliance with the intermediate level maintainability
rannivramanto and tA suvstramatrisral le catha RTIT snfarmatian rnan ha narfAarmad
L\-\iu&h‘-mclll—o QG LiNa =\ (-4 QO L-LCIaGL-AWG L I-J EGLIICL AP A A Lll&vl-lllﬂl—&ull A -1%3 ve PCL AViIuTCUe
This demonsgtration should be accomplished in accordance with MIL-STD-47]1 using
test method 4. For the purpose of this demonstration, the "functional level
"

of maintenance” can be at the SRU level and the ma1ntenance task(s)" should
not extend below the SRU level (see MIL-STD-471, table I, page 24). The
circuit element (piece part) “failed’ must be randomly selected based on the
reiative frequency of circult element maifunction within the selected SRU.
(NOTE » Thao GBIl 318 randamle salasntad accordance with MIL-STD-471,) The RIT

\NAVW L e AT UNV 10 Lall\luull-] sea.elied 1in allorgance IC Ay

capability shall be verified by analysis and data gathered durlng the main-
tainability demonstration test and flight test. Data to determine the failure
criteria can be obtained in two ways. One is by recording the unit's BIT
ability to indicate or fail to indicate the existence of a malfunction when
sample failures are introduced as required in the maintainability demonstra-
tion above. The other is by recording (1) BIT capab111ty to indicate or fail

n A.nﬂpn rhn mal fomntinm and (29)Y €41 2 L ommn mmaa A2 _
- 1G1C3Le Uine Wa.l ruiiClion and (< raise Lzu.xut.c l.uul.t.d 10us OoClurring auring
the environmental tests and all other system tests.

105



Downloaded from http://www.everyspec.com

asTY (el o WAL 111

MIL-0-87243 (USAF)
APPENDIX

3.5 System safety. The offensive avionics system safety requirements shall
be as follows: .

REQUIREMENT RATIONALE (3.5)

To assure optimum safety, the contractor's design effort should include the
application of safety engineering principles throughout all phases ﬁhig

design and development activities. Equipment and software design feature
which adequately control or eliminate hazards should be given precedence over
corrective or protectlve features which increase operational complexity. The

use of safety devices, warning provisions, and special procedures should be
limite h plications demonstrated by analysis to provide significant

During system design, consideration must be given to the health and safety
criteria, including the effects of adverse explosive, mechanical, and bio-
logical effects. As a part of the safety criteria, the possible toxicological
effects of the system or subsystem parts on the user must be examined. Any

safety analysis conducted should include the possible adverse effects of
electromagnetic radiation, such as radar or laser energy. Because of the
possibility of eye damage from laser reflections, particular care must be
taken during the development and use of laser systems.
REQUIREMENT GUIDANCE

; i i 882, MIL-STD-454, and
The safety management principles are given in MIL-STD-882, MIL-S1 ’
MIL-E-5400, DesL%n data, checklists, and other information are given in AFSC
Design Handbook grggnnpl hazard protection standards are outlined in

MIL-STD- 1472, Laser eye protection data and safety thresholds can be obtained
from AFMRL, Brooks AFB, Texas.

Handles and grasp areas should be provided to assure that equipment can be

easily handled and to minimize damage and personal injury dropping. Provisions
for bandlas ghaisld 1 accordance wirh MTIT_eTn-1472
AVA LHGLHU LCTO DULUHUULU VT 111 al o 15 3 1L witltll Il QLW A% i &

Equipment installed in the cockpit must also be designed so that excessive
noise does not interfere with pilot or maintenance personnel performance.
Noise levels should not exceed 75 dBA where possible.

he system should be designed to operate in both normal and degraded modes to
de hazardous conditions from occurring. Automatic reconfiguration should
lo yed to the maximum extent nnnn1b]p- The aircrew must be notified anv

S|eR L2 ALY PSS LD LG =C S8 LLLLE L ey e e S A <27

me a hazardous situation exists, durlng normal or degraded operation.
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The equipment must be designed to have an acceptably low risk that any feature
hich would permit a failure, malfunction, misadjustment, or misassembly to

w
[ -~ = _ _ - Vs

produce a category I (catastrophic) or category II (critical) hazard, as
defined in MIL-STD-882, affecting personnel, the system, or adjacent or inter-—
facing subsystems throughout the entire life cycle, including disposal.

No written warning or caution, however presented (e.g., maintenance manual,
operating procedures manual, decal on the equipment, acronym), shall serve as
the only means, or in lieu of a design feature, to preclude a critical or
catastrophi azafd

¢
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The system should be designed so that hard-wired authority exists over all
safety-critical functions. Any hardware, software, and control wiring asso-
ciated with stores management should be isolated from other aircraft functions

to pravnnr 1nnr|unrfnnr actiong with the stores.

VEiL AlGEUV oA @it SvoaViaaio L6943

The equipment should meet the electrical overload protection requirements of
MIL-E-5400. In addition, all parts and circuits of an LRU which are likely to
carry an overload due to any failures, open circuits, or grounding of any
wiring external to the LRU should be capable of withstanding such overload

TDIY
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Py - el

without permanent damage to th

m

The equipment must be designed to preclude chain reaction failures, including
those resulting from external short circuits caused by inadvertent grounding
of external wiring during installation, test, or other causes. LRUs should be
designed for safety and ease of handling during installation and maintenance.

REQUIREMENT LESSONS LEARNED

Design features which eliminate or adequately control hazards must be given
precedence over corrective or protective features which increase equipment
complexity. The use of safety devices, warning provisions, or special proce-
dures must be limited to those applications demonstrated by analysis to pro-
vide a slgn1f1cant 1mprovement in system effect1veness. All safety devices,
warning provisions, and procedures should be developed so that failures,

feam A f memd S mammamad wamas 1 o -n—A Nenwmats e mwAd maintfanansa
W&LLU[ILLLUU&, uuu CLLULD \.auuut. ATsuLiL Lu NaZ&aras. vpciatwivu anad maincenance

factors should be included in the selection of safety design features.

Noise from avionics is generally caused by high speed cooling fans. In some
cases, noise created by equipment bay units is also a problem since mainte-
nance personnel must be able to converse while performing bench checkout.

Another major source of noise is the environmental control unit. On some
fighter aircraft the environmental control umit produces so much noise during
takeoff that the pilot cannot hear the control tower.

4.5 System safety. The verification of the safety requirements of 3.5 shall
be accomplished as follows: .

All equipment should be inspected to insure compliance to safety principles
and personnel hazard protection standards.

verifie
If the r
octive band analvs is method is used, the equivalent A-weighted sound level ma
be determined from AFR 151-35. This test can be waived if the equipment does
not produce significant noise.

altre
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A Lamawd mm ) eeme 2 alia..1 3 W A a3 P S PP L. s . T
A llazara naiysis nouia pe conauccea O aetlermine operating reatures wnicn
are, or can be, hazards., The analysis should show, as a2 minimum, that any
single point failure will not result in cumulative type or "domino" failures.
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Eauinmont 18 frannantlvuv doasionad wit noorlv locatad andlaa and centare of
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gravity resulting in excessive equipment damage and personnel injury. Mainte-
i e

3.6 Human engineering. The offensive avionics system shall ‘consider human
engineering requirements as follows:

o engineering in system programs is to obtain optimum
y, reliability, maintainability, and efficienc n man-machine
systems. Human engineering pr1nc1p1es, procedures, and criteria must be
judiciously applied during system analysis and design to achieve the most
effective apportionment of system functions among the human operator and the

<
o« g

various system components. Human engineering principles must also be applied
throughout the design and development of the system to obtain effective,
compatible, and safe man-equipment and man-facility interactions.

REQUIREMENT GUIDANCE

This requirement should insure that the system can be operated by operators
ranging from 5th through 95th percentile in size and that experience and
projected training of the operator is considered when designing the equipment.

a, he Aesion and ranatrructrion onf rhe eavetem comnonents nhall be ig
T d gn and construction of the system components shal
accordance with and with the applicable design criteria of

Human engineering requirements are contained in various military specifica-
tions and standards. The most commonly specified documents are as follows:

(1) MTT -H=AARRKRKS Thieo enaritifiratinn 10 rtha hasair manacamant ananri £1 -
\N4/ AR A Ad A TVYVVIISE - -~ 0 uyc\.&&;\-uu;vu P-4 wAMC VaDaAw mauuscmcul. UP‘ULL&
cation for plying human engineering principles and procedures. It provides

the SPO wi positive management control of the contractor's efforts. It
requires the contractor to plan and implement a human engineering effort that
insures that the required operator performance is achieved during all phases
of the system's operation--including maintenance--and that the demands on
manpower resources, skill level, training, and cost are reduced.

—
o
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(2) MIL-STD-1472, This standard app11es to the design of all
P -y " meshanewratama ansi n-nnnb and fFanilitiaa innludaa ananifisr Adaacion
sysiLcuos, o UB]DI.UHW, CYUL PUTCUL ) GUY LGV LLELLTOe \- ANV LUUESE OpTTLLAL “MLoagss
criteria and requirements for the following:

- Control display integration
-~ Visual displays

Audio displays
= UOIIL['ULB

- T.ahal 1na
AW o o e 6

= Anthropometry

- Ground workspace design

- Environment

- Designs for maintainability

- Design of equipment for remote handling
- Small systems and equipment

_ Nenwmattsnmal and macsnbananna cvwannnd rvahinlas
VPGLGI—LU“ & MU UG LULTUAGULVE BLVUHYG VOoUuALAwLVO

- Hazards and safety .

- Aerospace vehicle compartment design

This standard must be specified in all cases where the required system opera-
tion depends on effective man-machine interaction.

1

2\ ADPON MU =1 ML 2 e aa Poantmcmn Pandanncmsoan U Hawmdha Al
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presents design criteria, experience data, principles, philosophy, require-

ments guidance and HFE information. The material in the Handbook deals with:

- Preliminary system analysis required to estimate man-machine
combinations that will satisfy system requirements
- Personnel/equxpment data and analysis

eapplication of human éﬁgiﬁééfiﬁg [‘)fiﬁClpxéﬁtﬁﬁ‘yBL
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support and biomedical requirements

timating qualitative and quantitative personnel requirements

- Planning, designing and developing training program and
equipment

- Generating effective job performance aids for operator and
maintenance personnel

- Criteria for continuous evaluation of all elements of the HFE
program during the system life cycle
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In general, the handbook provides guidance and information on all the inter-
related aspects of HFE from the conception of a system through its development
to integration in the operational inventory. The handbook should be specified

whenever requn‘ed system perl:ormance aepenas on errecclve man-machine

fm st -
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b. The system design shall be such that the performance of any task
required for operation or maintenance of the system equipment is within the
capability of the 5th percentile female through the 95th percentile male
Air Force personnel who have been appropriately trained to perform the re-
quired task.
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The design of the equipment must take into account the range of physical
attributes between the 5th percentile female through the 95th percentile male
operators. If not, the equipment may be too large or heavy for the femalie
operator and the comtrol clearances, head and leg room may not be adeguate for
the male operator. Improperly designed equipment that does not take into
account the anthropometric differences in operators will be fatiguing to
operate and, in some cases, be impossible to operate as required.

The mission may necessitate unique human engineering requirements that will
have to be explicitly spec1f'e . Early de31g layout, and continuing evalua-

- - £ PR, PR _ __'A_ — - - = === Y A o oA
tation throughout the design phase will promote operator
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the crew
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REQUIREMENT LESSONS LEARNED

It is essential that human factors engineers be integral members of the design
team from concept development through deployment. Failure to include them
from the beginning 18 a common error in system épééixlcat.xons. The most
common result is a system which cannot be operated or maintained as the

hardware or software designer 1ma¢uned. Attempts to correct human emuneeruuz

Letiel iLidyliled. ALLEADLE LO COII EeLt 1um4al

errors can be expensive, time-consuming, only partially satlsfactory, or
sometimes impossible, necessitating the scrapping of a design.

It is important to require that suitable rationale be provided for designs

1nv01v1ng man—macnine interfaces. Since there is no such cnlng as an average

man "
(=343

a a A1 €FFiniil ¢+ Fimn Annntis Fusmn cshe +h
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0 examine the condltlons, sample sizes, etc. that are
ions that are used to justify design decisions.

pa
1s also necessary

assoclated with cita

4.6 Human engineering. The compliance with requirements of 3.6 for human
engineering shall be verified by .

VERIFICATION RATIONALE (4.6)

Compliance with the human engineering requirements will be verified when
proper operation of the system is demonstrated, to include maintenance and
support aspects.
VERIFICATIQO JIDANCE

Verification of the suitability of the human engineering design will encompass
a wide range of measurements, tests, and experiments, to include laboratory
tests, functional mockups, dynamic simulation, engineering design and develop-
ment tests, acceptance tests and system test and evaluation program. Each
test should be structured to build upon the previous test or experiment in a

contrnllad mannar +a o

Timainmantn nan micah nich taasl et 2o on==d [ % 3 TR,
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possible; actual nhvn1n1noica measurements should be taken.
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VERIFICATION LEARE

SSONS LEARNED

A number of programs, including the KC-135 Fuel Savings Advisory Program and
the F/FB-111 Avionics Modernization Program, utilized hot bench mockups of the
cockpit equipment to determine if the proposed arrangement of the equipment,
the control of the equipment, and the display paging would provide the
required system performance. A number of problems, omissions, and errors were

identified early enough in the program to allow design modifications that

insured proper system operationmn.

3.7 Interface. The offensive avionics system interfaces shall meet the
following requirements:

o o
« o o

REQUIREMENT RATIONALE (3.7)

In many cases it is necessary to specify various specific interfaces the
offensive avionics system will have to operate with. This includes such items

< Lll_ [ antiial mannting nd

(ad
o
o}
n
]
0
[1]
t

1 1 . Amemtranmnl .
as an electrical in 1 tn it control system, actuali mounting and
boresighting of equipment, hardware and software interface to mission data

loading equipment, man and machine interface requirements that permit actual
system control, weapon interface to common weapons, and a cooling approach
that does not exceed the available capacity.

between systems and subsystems. These are uﬁually resolved in an engineering
change proposal (ECP), with attendant cost and delays. Such problems can be
avoided by giving the designer a good definition of the interfaces.

REQUIREMENT GUIDANCE

Within practical limitations, the system must ensure that no singie failure of
the integrating system can cause the loss of mission essential data. Coordi-
nation is required to verify that all installation and interface aspects, such
as antenna locations, equipment mountings and locations comply with esta-

blished aircraft safety and performance limitations.

The following interfaces should be specified as needed:

a. Electrical interface. The equipment shall be compatible with the input
asomal o nevd cmemarrsAda At e é n- anal a as Ananv-q'knrl  n
oixgiilaio, auu PLUV 40T VuLpuL ANilGal D aGd uUTOLViILIVTU ALE .

For new systems, where the interface is not well defined, a generalized inter-
face description or philosophy should be developed, along with a statement of
who will further define the interface. For equipment which is being retro-
fitted into an existing system, an Interface Control Document or equivalent
document describing the existing interfaces should exist. It should
enced and provided to bidders.
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In some cases, the Air Force acts as integrator and in others the contractor
performs aircraft installation and integration. If the contractor is required

to integrate the offensive avionics sysiem, he must be given the proper data

and f'nﬂ‘l on ~ronf

1o rinn 1n‘f\vﬂ|nf‘1
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b. Mechanical interface. The offensive avionics system shall be designed
to be mounted. Mechanical boresighting of the shall
be within .

i

The offensive avionics equipment must be compatible with aircraft installa-

f1an Anv mauntino dataile whisrh ars knaun ehould bhe inaortod. Hard mounting
cicn. any mounting cetails walla are <nown gacu. ingerted, nar mouniing

(no shock mounts) is generally required for avionic equipment which can be
designed to tolerate vibration and shock. Gimbles, antennas, and inertial
navigation systems will require mechanical boresighting. The tolerances main-
tained in boresighting the equipment will effect performance.
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The approach to the offensive avionics system integration should provide the
capability to switch between like equipment types, data transmission sequence,
and amount of data to be transmitted without requiring the hardware, connec-

rAvre ‘and wirino f!\ l\n f‘h cod.
CULO ) QUL was srup iaes .. =S

Integration of software as well as hardware should be considered. Cognizance
of MIL-STD-1553, -1750, -1760, and software related information and exchange
systems must be included.

3 u‘A A Lt . [ ) U 3 . SRR R SR SR T PRI I

Qe rian ana maciiliine i1ulerirace. ine oriensive dvionics sysiLem snali1 1 proviuce
thn ntvnmarr ritbh all tha nannesnarwv aantrale and Aienl ave FfAr nrroeae tn all
I—lll: aiivicw 'J.I-ll -3¢ a5 (S Y3 uc\—connl.] VVMBLALWY LS Giliv Giopsa o aw N e W WA - - -
necessary aircraft and mission data to effectively manage aircraft functions

and resources at all times.

The system man and machine interfaces must be designed to provide the oper-
ators information and control of all the functions, even with multiple equip-

ment failures, in a timely manner. In addition, system controls utilizing

csema b d A ianlawa ahnald wraa g of naging denth,
UnLctio i8pi1ays 800U.G NOC ERLee & CI paging <cepil.

pie

« 1 &
WuLT

e. Weapons interface. The weapon interface shall provide for aircraft-
to-store interoperability and minimum impacts to aircraft and store interface
integration. Electrical interfaces for interconnecting aircraft and stores
shall be in accordance with MIL-STD-1760.

is an aircraft- anect

r use on all aircraft and stores. Application of the standard will
enhance aircraft and store interoperability and prevent excessive aircraft
modification when integrating a store to the aircraft.
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f. Environmental control system. The offensive avionics system shall be
compatible with the air vehicle environmental control system as follows

The cooling compatibility requirement i

8
offensive avionics are degigned to be com

AaQUSAVE SV IVILILS ~°-n\-\-

the host aircraft. Cooling is necessar

component temperatures at levels necess
performance.

necessary in order to assure that the
le with cooling available from

o maintain the internal
required reliability and
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quirements shou la
rate, coolant supply temperature, coolant moisture content, coolant contami-
nant level, coolant supply pressure, maximum allowable pressure drop, allow-
able coolant leakage, maximum temperature rise of coolant, and coolant inlet/
outlet connections. The values for these interface cooling requirements are
dependent upon the host aircraft and normally vary from one aircraft program

f DOD 'D-1788 m y be used as guidance
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signal flow throughout the system and potential design problems can often be
identified. A properly prepared ICD can fully characterize a system.

Methods of equipment mounting will affect maintenance and pull times. If
special tooling is required for equipment removal, life cycle costs will be
higher. :

The mixing of old and new stores with MIL-STD-1760 is a complex technical
design problem,

Incompatibilities have resulted from adding avionics to an existing aircraft
or designing aVionica equipment without co nsidering or complying with the

-
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o
®
®
p

coolant characteristics of the host aircraft. ncompatibilities result
in either poor avionics reliability due to inadequate cooling or the need to
incorporate an expensive modification to the host aircraft ECS.
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4.7 Interface. The interface requirements specified in 3.7 shall be verified
by inspection, analysis and tests as follows:

a.

b.

C.

d.

VERIFICATION RATIONALE (4.7)
Verification is required to insure the offensive avionics system will inter-
face with all other air vehicle systems.
VERIFICATION GUIDANCE

a. lectrical interface. The presence and function of all electrical
interfaces shall be verified by exercxsxng each input and monitoring each
output signal for correct respounse as part of the acceptance test procedure.

An exercise of all system and equipment functions is generally required for
acceptance. Specific verification of details, such as tolerances on voltages,
is needed on signals which are critical or not well understood.

Acceptance tests should exercise all interfaces. One may elect to perform
laboratory tests to verify interface detail (such as voltage tolerances of

levels).
b. Mechanical interface. Inspection and shall be used to

verify compliance.

The mechanical interfaces should be verified by analysis and demonstration for
installation and interchangeability of units in the aircraft.

c. Hardware and software interfaces. The interface approach shall be
verified by that the hardware and software can provide flexi-
hael<tar z2atthancctr hhawmdecnea adanc e
viliilbL WilLIHOUL lldiuwal c LCUCBLSI

Inspection of code, and analysis of timing diagrams or drawings can be used to

show compliance with these requirements.

d. Man-machine interface. The offensive avionics system man-machine
interface shall be verified by .
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(This area requires further investigation and will be added at a later date.)

f. Environmental control system. Thermal interface compatibility shall
be verified by .

The avionics contractor should conduct analyses early in the development
program to assure compatibility of the offensive avionics with the aircraft
ECS cooling interface. Laboratory and flight tests are necessary to verify
compatibility of the full offensive avionics system with the characteristics

of the aircraft cooling interface.

3

1teraction of e

ften produced effects which were not provided for or understood when inter-
face control documents were developed. Interface documentation problems and
mistakes are frequently found during hot bench mock-up. Aircraft checkout and
integration tests will also identify interface problems due to documentation
and actual wiring conflicts. Actual flight testing may cause outputs to take
on values not experienced during laboratory testing.

I
o

Past experience has shown a number of cases of avionics failures due to free
water being delivered to internal portions of the equipment by the cooling
air. The use of cold plate heat exchangers is an effective means of cooling

avionics while eliminating possible moilsture problems since the cooling air
does not enter the internal portions of the equipment.

50. PACKAGING

S.1 Deliverable items. All deverable items shall be prepared for shipment as
directed by the procuring activity.

This statement should be included in all specifications involving deliverable
hardware, software, or data. Verification of the transportability require-
ments (4.2.1.5) should be completed prior to shipment.

60. NOTES

ra e A PR 2 ~nfEfonaiva avianis swvata 1
6.1 Intended use. The offensive avionic system is intended to be for use 1in
the aircraft.

This statment relates this specification to a specific weapons system. Addi-
tional clarifying remarks applicable to intended use may be added. Direct
quotes from the statement of need or the operational concept may be helpful.

—
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6.2 Definitions. This section should be used to facilitate a common under-
standing between the government and the contractor of important terminology
which does not have a s1ng1e definition widely accepted throughout the defense

community, or which requires specific interpetation in the context of the
specification. The following are examples of terms which may need explicit
definition. Misunderstandings due to inadequate early definitions of these
items has ied to changes in contract scope or direction, or to program delays.

a. Weapon delivery accuracy (CEP)

b. Probability of arrival

c. Processing throughput

d. Flight critical avionics

e. Mission critical avionics

f. Alert response time (what actions are included)
g. Turnaround time {what actions are included)
h. Initial operating capabitity (for this system)

As a specific example, the following definition of CEP has been used for some
systems:

CEP = 0.564 Sx + 0.615 Sy
if Sy less than Sx and Sy/Sx is less than 0.28

CEP = (0.82 * k =~ 0.007) Sy + 0.6745 Sx

if Sy less than Sx and Sy/Sx is less than 0.28

if Sx is less than Sy, reverse Sx and Sy
k = Sy/Sx and S indicates the standard deviation

§.3 Subject term (key word) listimg. The following list is provided to
facilitate identification of this document during retrieval searches

Avionics

Avionics, offensive
Navigation

System integration

Target location and attack

‘Weapon delivery

116
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