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PREFACE

PREFACE

This document is one of a series of guides to software eng ineering produced by
the Board for Software Standard isation and Control (BSSC), of the European Space
Agency. The guides conta in advisory materia l for software deve lopers conforming to
ESA's Software Engineering Standards, ESA PSS-05-0. They have been compiled from
d iscussions with software eng ineers, research of the software eng ineering literature ,
and experience ga ined from the application of the Software Engineering Standards in
projects.

Leve ls one and two of the document tree at the time of writing are shown in
F igure 1. This guide , identified by the shaded box, provides guidance about
imp lementing the mandatory requirements for software qua lity assurance described in
the top leve l document ESA PSS-05-0.

Guide to the
Software Engineering

Guide to the
User Requirements

Definition Phase

Guide to
Software Project

Management

PSS-05-01

PSS-05-02 UR Guide
PSS-05-03 SR Guide

PSS-05-04 AD Guide
PSS-05-05 DD Guide

PSS-05-07 OM Guide

PSS-05-08 SPM Guide
PSS-05-09 SCM Guide

PSS-05-11 SQA Guide

ESA
Software

Engineering
Standards

PSS-05-0

Standards

Level 1

Level 2

PSS-05-10 SVV Guide

PSS-05-06 TR Guide

F igure 1: ESA PSS-05-0 document tree

The Guide to the Software Eng ineering Standards, ESA PSS-05-01, conta ins
further information about the document tree . The interested reader should consult this
guide for current information about the ESA PSS-05-0 standards and guides.

The following past and present BSSC members have contributed to the
production of this guide: Carlo Mazza (cha irman), G ianfranco Alvisi, Michae l Jones,
Bryan Me lton, Danie l de Pablo and Adriaan Scheffer.
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The BSSC wishes to thank Jon Fa irclough for his assistance in the deve lopment
of the Standards and Guides, and to a ll those software eng ineers in ESA and Industry
who have made contributions.

Requests for clarifications, change proposa ls or any other comment concerning
this guide should be addressed to:
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CHAPTER 1
INTRODUCTION

1.1 PURPOSE

ESA PSS-05-0 describes the software eng ineering standards that
apply to a ll de liverable software implemented for the European Space
Agency (ESA), e ither in house or by industry [Ref 1].

ESA PSS-05-0 requires that a ll software projects assure that
products and procedures conform to standards and p lans. This is ca lled
‘Software Qua lity Assurance ' (SQA). Projects must define the ir software

qua lity assurance activities in a Software Qua lity Assurance Plan (SQAP)1.

This guide defines and exp la ins what software qua lity assurance is,
provides guide lines on how to do it, and defines in deta il what a Software
Qua lity Assurance Plan should conta in.

 Everyone who is concerned with software qua lity should read this
guide , i.e . software project managers, software eng ineers and software
qua lity assurance personne l.

1.2 OVERVIEW

Chapter 2 conta ins a genera l d iscussion of the princip les of
Software Qua lity Assurance , expand ing upon ESA PSS-05-0. Chapter 3
describes how to write the SQAP, in particular how to fill out the document
template .

All the mandatory practices in ESA PSS-05-0 that app ly to software
qua lity assurance are repeated in this document. The identifier of the
practice in parentheses marks a repetition. Practices that app ly to other
chapters of ESA PSS-05-0 are referenced in the same way. This document
conta ins no new mandatory practices.

                                               
1 Where ESA PSS-01 series documents are app licable , ESA PSS-01-21 ‘Software Product Assurance Requirements for ESA Space

Systems' a lso app lies [Ref 9].
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CHAPTER 2
SOFTWARE QUALITY ASSURANCE

2.1 INTRODUCTION

ESA PSS-05-0 defines Software Qua lity Assurance (SQA) as a
‘p lanned and systematic pattern of a ll actions necessary to provide

adequate confidence that the item or product conforms to established
technica l requirements'. SQA does this by checking that:

• p lans are defined accord ing to standards;

• procedures are performed according to plans;

• products are imp lemented accord ing to standards.

 A procedure defines how an activity will be conducted . Procedures
are defined in p lans, such as a Software Configuration Management Plan. A
product is a de liverable to a customer. Software products are code , user
manua ls and technica l documents, such as an Architectura l Design
Document. Examp les of product standards are design and cod ing
standards, and the standard document temp lates in ESA PSS-05-0.

 SQA is not the only checking activity in a project. Whereas SQA
checks procedures aga inst p lans and output products aga inst standards,
Software Verification and Va lidation (SVV) checks output products aga inst
input products. F igure 2.1A illustrates the difference .

 

Standards

Plans

Input

Products

Output

Products

SVV

reports

SQA

reports

Development Activity

SQA

SVV
Check output
products against
input products

Check output
products against
standards and plans

 F igure 2.1A: Differences between SQA and SVV
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 Complete checking is never possible , and the amount required
depends upon the type of project. All projects must do some checks.
Projects deve loping safety-critica l software should be checked more
rigorously.

 SQA must p lan what checks to do early in the project. The most
important se lection criterion for software qua lity assurance p lanning is risk.
Common risk areas in software deve lopment are nove lty, comp lexity, staff
capability, staff experience , manua l procedures and organisationa l maturity.

 SQA staff should concentrate on those items that have a strong
influence on product qua lity. They should check as early as possible that
the:

• project is properly organised , with an appropriate life cycle;

• deve lopment team members have defined tasks and responsibilities;

• documentation p lans are implemented;

• documentation conta ins what it should conta in;

• documentation and cod ing standards are followed;

• standards, practices and conventions are adhered to;

• metric data is collected and used to improve products and processes;

• reviews and audits take place and are properly conducted;

• tests are specified and rigorously carried out;

• problems are recorded and tracked;

• projects use appropriate tools, techniques and methods;

• software is stored in controlled libraries;

• software is stored safe ly and secure ly;

• software from externa l supp liers meets app licable standards;

• proper records are kept of a ll activities;

• staff are properly trained;

• risks to the project are minimised .

 Project management is responsible for the organisation of SQA
activities, the definition of SQA roles and the a llocation of staff to those roles.
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 Within a project, different groups have the ir own characteristic
requirements for SQA. Project management needs to know that the software
is built accord ing to the p lans and procedures it has defined . Deve lopment
personne l need to know that the ir work is of good qua lity and meets the
standards. Users should get visibility of SQA activities, so that they will be
assured that the product will be fit for its purpose .

 The effective management of a project depends upon the control
loop shown in F igure 2.1B .

 

SPMP
SCMP
SVVP
SQAP

Make Plans

Make Products

Reports

Products

User Requirements

Standards
for control

for monitoring

 F igure 2.1B: Management control loop

 SQA staff make a critica l contribution to both control and monitoring
activities in the management of a project by:

• writing the SQAP;

• reviewing the SPMP, SCMP and SVVP;

• advising project management on how to app ly the standards to
planning;

• advising deve lopment staff on how to app ly the standards to production
tasks;

• reporting to the deve lopment organisation's management about the
imp lementation of p lans and adherence to standards.

 The project manager supervises the work of the deve lopment staff,
and norma lly carries out the SQA role in sma ll projects (two man years or
less). In large projects (twenty man-years or more), specia list personne l
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should be ded icated to the SQA role because of the amount of work
required . It is norma l for the SQA staff to report to both the project manager
and the corporate SQA manager.

 On some projects, SQA functions may be performed in para lle l by a
separate team, independent of the deve lopment organisation, which reports
d irectly to the user or customer. Such teams should have the ir own SQAP.

 In a multi-contractor project, the SQA staff of the prime contractor
oversee the activities of the subcontractors by participating in reviews and
conducting aud its.

  The rest of this chapter d iscusses the software qua lity assurance
activities required in each life cycle phase . As verifying conformance to ESA
PSS-05-0 is the primary SQA task, each section d iscusses a ll the mandatory
practices for the phase from the SQA point of view. Each practice is marked
in parentheses and indexed for ease of reference . Management practices
that are of specia l importance in the phase are a lso included . Each section
is therefore an annotated SQA checklist for a life cycle phase . The guide lines
should be used to prepare the SQAP for each phase .

 In each phase , SQA staff should prepare a report of the ir activities in
time for the forma l review (SR/R, AD/R, DD/R). The report should cover a ll
the activities described in the SQAP and should conta in recommendations
about the readiness to proceed . SQA may a lso prepare interim reports
during the phase to bring concerns to the attention of management.

 2.2 USER REQUIREMENTS DEFINITION PHASE

 Software qua lity assurance staff should be involved in a software
deve lopment project at the earliest opportunity. They should check the user
requirements and p lans for conformance to standards. These documents
have a strong influence on the whole deve lopment, and it is extreme ly cost-
effective for any problems in them to be identified and corrected as early as
possible .

 2.2.1 Checking technical activities

 The user requirements document is the users' input to the project.
The users are responsible for it (UR01), and SQA should not permit a
software deve lopment project to start until it has been produced (UR10,
UR11).
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 SQA staff should check the URD for conformance to standards by
read ing the whole document. They should look for a genera l description of
the software (UR12). This must conta in a step-by-step account of what the
user wants the software to do (UR14). The URD must a lso conta in specific
requirements with identifiers, need attributes, priority attributes and
references to sources (UR02, UR03, UR04 and UR05). The URD should
conta in a ll the known user requirements (UR13). To confirm comp leteness,
SQA should look for evidence of requirements capture activities such as
surveys and interviews.

 SQA should check that users have stated in the URD a ll the
constra ints they want to impose on the software , such as portability,
ava ilability and usability (UR15). The URD must a lso describe a ll the externa l
interfaces, or reference them in Interface Control Documents (UR16).
Externa l interfaces constra in the design.

  The user requirements must be verifiable (UR06). The acceptance
test p lan defines the scope and approach towards va lidation, and SQA staff
should check that the p lan will a llow the user requirements to be va lidated .
This p lan is documented in the Software Verification and Va lidation Plan,
Acceptance Test section (SVVP/AT).

 An important responsibility of SQA staff is to check that the user has
described the consequences of losses of ava ilability or breaches of security
(UR07). This is needed if the deve lopers are to fully appreciate the critica lity
of each function.

  At the end of the phase the URD is reviewed at the forma l user
requirements review (UR08). SQA staff should take part in the review, and
check that the proper procedures are observed . The review may decide that
some requirements should not be made app licable . Such requirements
must be clearly flagged in the URD (UR09). They should not be de leted , as
they indicate to deve lopers where future growth potentia l may be needed .

 2.2.2 Checking the management plans

 Four plans must be produced by the deve lopers by the end of the
user requirements review to define how the deve lopment will be managed in
the SR phase . These are the:
• Software Project Management Plan (SPMP/SR) (SPM02);
• Software Configuration Management Plan (SCMP/SR) (SCM42);
• Software Verification and Va lidation Plan (SVVP/SR) (SVV09);
• Software Qua lity Assurance Plan (SQAP/SR) (SQA03).
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 SQA staff must produce the SQAP/SR. They a lso need to review the
other p lans to check that they conform to standards. The SQAP/SR a lso
outlines SQA activities for the whole of the project.

 The same structure is used for each p lan in every phase of the
project. The importance of d ifferent parts of the structure varies with the
phase . The rest of this section p icks out the parts of each p lan that are
important for the SQA activities in the SR phase .

 2.2.2.1 Software project management plan

 Every project must produce a software project management p lan
(SPM01). The p lan should declare the objectives of the project. These may
take the form of statements of de liverables and de livery dates, or of
statements of required functiona lity, performance and qua lity. The objectives
should be prioritised . SQA staff should examine the statement of objectives
and check that a ll p lans are consistent with them.

 The p lan should describe a ll the SR phase activities and conta in a
precise estimate of the SR phase cost (SPM04). The p lan should outline
activities in the rema ining phases (SPM03) and estimate the tota l cost of the
project.

 The plan should define the life cycle approach to be used in the
project, such as waterfa ll, incrementa l de livery or evolutionary. The choice of
life cycle approach is crucia l to the success of the project. SQA should
check that the life cycle approach is appropriate and has been correctly
ta ilored to the project.

  A ‘process mode l', based upon the se lected life cycle approach
should be described in the p lan. The process mode l defines a ll the ma jor
activities. For each activity it should define:

• entry criteria;

• inputs;

• tasks;

• outputs;

• exit criteria.

 SQA staff should check the mode l for consistency. Common
problems are documents with no destination, impossible entry criteria and
the absence of exit criteria (e .g . successful review).
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 SQA should check that the p lan is sufficient to minimise the risks on
the project. For example prototyping is an important risk reduction activity,
especia lly when the project is deve loping nove l software .

 SQA should check that the project management p lan is rea listic.
The plan should explicitly declare the:

• assumptions made in p lanning (e .g . feasibility);

• dependencies upon external events (e .g. supplier delivery);

• constra ints on the p lan (e .g . ava ilability of staff).

 All p lans make assumptions, have dependencies, and are subject
to constra ints. SQA should check that the assumptions, dependencies and
constra ints have been addressed in the risk ana lysis.

 Quantitative measures (metrics) are important for eva luating project
performance [Ref 5]. SQA should check that any metrics proposed in p lans
are appropriate .

 2.2.2.2 Software configuration management plan

 SQA need to check that the deve lopment of the software is properly
controlled . Each project defines the control procedures in the SCMP, before
the production starts (SCM41). SQA should verify that they are properly
defined and carried out. Examp les of poor software configuration
management planning are:

• no SCMP;

• an incomp lete SCMP;

• no-one with overa ll responsibility for SCM;

• no identification conventions;

• no change control procedures;

• inefficient change control procedures;

• no approva l procedures;

• no storage procedures;

• no mechanisms for tracking changes.

 Documents are the primary output of the SR phase . The software
configuration management p lan for the phase must describe the
documentation configuration management procedures. These should be
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flexible enough to be usable throughout the project. Key aspects that must
be addressed are:

• document identification;

• document storage;

• document change control;

• document status accounting .

 All re levant project documentation must be unique ly identified
(SCM06). Document identifiers should include the company name , the
project name , the document type , the document number and/or name , and
the document version number (SCM07, SCM08, SCM09, SCM10). The
identification scheme must be extensible (SCM11). Every page of the
document should be marked with the identifier. SQA staff should check that
a ll project documents have been included in the configuration identification
scheme . One way to do this is to examine the process mode l and decide
what kind of documents are input to and output from each activity in the
mode l.

 Multiple versions of documents will be generated during a project. A
copy of the current issue of every project document must be stored in the
master library. Another copy must be archived . SQA staff check that master
and archive libraries are complete by performing physica l audits.

 ESA PSS-05-0 defines the Review Item Discrepancy (RID)
procedure for document change control (SCM29). This procedure must be
used for reporting problems in documents that undergo forma l review. SQA
should confirm that a ll problems discovered during forma l review are
reported on RID forms and processed by the review.

 Document status accounting includes the management of the RID
status information (one of CLOSE/UPDATE/ACTION/REJECT). Hundreds of
RIDs can be generated on sma ll projects. Large projects, with many
reviewers, can produce thousands. Tool support for ana lysing and reporting
RID status is therefore usua lly needed . SQA staff should ensure that the RID
status accounting system is efficient, accurate and g ives good visibility of
status.

 The software configuration management p lan should address the
identification, storage , control and status accounting of CASE tool outputs,
such as files conta ining design information (SCM43). Plans for the
configuration management of prototype software should a lso be made . Key
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project decisions may turn upon the results of prototyp ing , and SQA staff
should ensure that the prototypes can be trusted . Poor configuration
management of prototypes can cause spurious results.

 2.2.2.3 Software verification and validation plan

 By the end of the UR phase , the software verification and va lidation
plan needs to include:

• a plan for verifying the outputs of the SR phase;

• an acceptance test p lan (SVV11).

 Verification techniques used in the SR phase include reviewing ,
forma l proof and tracing . Plans for reviews should include intermed iate and
forma l reviews. Intermediate reviews are used to verify products, and later to
clear up problems before forma l review. The primary forma l review is the
Software Requirements Review (SR/R).

 SQA should examine the software verification and va lidation p lan
and check that the review procedures are well-defined, the right people are
involved , and that enough reviews are he ld . Documents that have not been
reviewed are just as like ly to conta in problems as code that has not been
tested .

 SQA staff should examine the software verification and va lidation
p lan and check that the verification approach is sufficiently rigorous to
assure the correctness of the software requirements document. Forma l
methods for specification and verification of software are often necessary
when safety and security issues are involved .

 The software verification and va lidation p lan needs to define how
user requirements will be traced to software requirements. SQA staff often
have to check the traceability matrix later in the project, and it is important
that traceability procedures are easy to use .

 The acceptance test p lan must be produced as soon as the URD is
ava ilable (SVV11). Although the level of detail required depends upon the
project, a ll p lans should define the approach to va lidating the user
requirements. SQA staff should check that the p lan is sufficiently deta iled to
a llow estimation of the effort required for acceptance testing . Overlooking
the need for expensive items of test equipment, such as a simulator, is a ll
too common.
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 2.3 SOFTWARE REQUIREMENTS DEFINITION PHASE

 Software qua lity assurance staff's primary responsibility in the SR
phase is to check that the p lanned activities are carried out (SR01).

 2.3.1 Checking technical activities

 All projects should adopt a recognised method for software
requirements ana lysis that is appropriate for the project, and then apply it
consistently. The best sign of recognition of a method is publication in a
book or journa l. All methods should produce a ‘log ica l mode l' that expresses
the log ic of the system without using imp lementation terminology, such as
‘record', ‘file ' or ‘event flag ', to describe how the software will work (SR02,

SR15, SR16, SR17).

   Mode lling is an essentia l technica l activity in the SR phase and
SQA should check that mode lling is be ing done . SQA should check at the
beg inning of the phase that:

• an ana lysis method will be used;

• staff have used the ana lysis method before , or will rece ive tra ining;

• the ana lysis method can be supported with CASE tools.

 SQA should check that methods, tools and techniques are be ing
properly app lied . An important reason for using a tool is that it enforces the
correct use of the method . Even though using a tool can slow the creative
stages, it pays off in the long run by minimising the amount of work that
needs to be redone because rules were broken. CASE tools are not
mandatory, but they are strong ly recommended .

  Techniques such as:

• Fa ilure Modes, Effects and Critica lity Ana lysis (FMECA);

• Common Mode Fa ilure Ana lysis (CMFA);

• Fault Tree Ana lysis (FTA);

• Hazard Ana lysis;

 may be employed by deve lopers to verify that software will meet
requirements for re liability, ma inta inability and safety [Ref 8]. The role of SQA
is to check that appropriate ana lysis methods have been properly applied .
SQA may introduce requirements for qua lity, re liability, ma inta inability and
safety based upon the results of the ana lysis.
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 The software requirements should specify metrics for measuring
qua lity, re liability (e .g . MTBF), and ma inta inability (e .g . MTTR). Add itiona l
qua lity-re lated metrics may be defined by the project. Va lues of complexity
metrics may be defined in the qua lity requirements to limit design complexity
for example .

 The Software Requirements Document (SRD) is the primary product
of the SR phase (SR10). SQA should read the whole document and check
that it has the structure and contents required by the standards (SR18). The
genera l description section should conta in the log ica l mode l, and SQA
should check that it conforms to the rules of the method . If no CASE tool
has been used , SQA should check the consistency of the mode l. An
unba lanced data flow can g ive rise to an interface problem at a later stage ,
for example . During the intermediate review process, SQA should he lp
ana lysts make the mode l understandable to non-experts.

 Each requirement in the specific requirements section needs to
have an identifier, for traceability (SR04), a flag marking it as essentia l or
desirable (SR05), a flag marking priority (SR06), and references to the URD
(SR07). The requirements should be structured accord ing to the log ica l
mode l.

 The SRD needs to be comp lete , consistent and cover a ll the
requirements in the URD (SR11, SR12, and SR14). SQA should verify
comp leteness by checking the traceability matrix in the SRD (SR13).

 The software requirements must be verifiable (SR08). Deve lopers
check verifiability by examining each specific requirement and deciding
whether it can be verified by testing . If a requirement cannot be tested , other
methods, such as inspection or forma l proof, must be found . The system
test p lan defines the scope and approach towards verification of the SRD.
This p lan is documented in the Software Verification and Va lidation Plan,
System Test section (SVVP/ST). SQA should check that the SVVP/ST
defines, in outline , how the software requirements will be verified .

 At the end of the phase the SRD is reviewed at the forma l software
requirements review (SR09). SQA staff should take part in the review, and
check that the proper procedures are observed .
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 2.3.2 Checking the management plans

 During the SR phase , four p lans must be produced by the
deve lopers to define how the deve lopment will be managed in the AD
phase . These are the:

• Software Project Management Plan (SPMP/AD) (SPM05);

• Software Configuration Management Plan (SCMP/AD) (SCM44);

• Software Verification and Va lidation Plan (SVVP/AD) (SVV12);

• Software Qua lity Assurance Plan (SQAP/AD) (SQA06).

 SQA staff must produce the SQAP/AD. They a lso need to review the
other p lans to check that they conform to standards. The rest of this section
p icks out the parts of each p lan that are important for the AD phase .

 2.3.2.1 Software project management plan

 In most respects, the SPMP/AD will resemble the SPMP/SR. SQA
staff should check that the p lan ana lyses the risks to the project and
devotes adequate resources to them. Experimenta l prototyping may be
required for the demonstration of feasibility, for example .

  The p lan should describe a ll the AD phase activities and conta in a
precise estimate of the AD phase cost (SPM07). The most important new
component of the p lan is the refined cost estimate for the whole project
(SPM06). Using the log ica l mode l, managers should be able to produce a
cost estimate accurate to 30%. SQA staff should check that the cost
estimate has been obta ined method ica lly and includes a ll the necessary
deve lopment activities. Possible methods include using historica l cost data
from similar projects, and Albrecht's function point ana lysis method [Ref 6].

 Projects with few technica l risks should require little or no
experimenta l prototyp ing . Accurate cost estimates should therefore be
possible . SQA staff should check that there is no d iscrepancy between the
amount of prototyp ing p lanned and accuracy of cost estimates.

 2.3.2.2 Software configuration management plan

 Software configuration management procedures in the AD phase
are norma lly similar to the those used in the SR phase . New procedures
might be necessary for the CASE tools used for design, however.
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 2.3.2.3 Software verification and validation plan

 The software verification and va lidation plan needs to be extended
during the SR phase to include:

• a p lan for verifying the outputs of the AD phase;

• a system test p lan (SVV14).

 Verification techniques used in the AD phase are similar to the SR
phase . Intermediate reviews are used to agree the design layer by layer, and
to clear up problems in the ADD before forma l review. The primary forma l
review is the Architectura l Design Review (AD/R).

 The system test p lan must be produced as soon as the SRD is
ava ilable (SVV14). Although the leve l of deta il required depends upon the
project, a ll p lans should define the approach to verifying the software
requirements. Implementation of the verification requirements in the SRD
should be considered in the p lan.

 2.4 ARCHITECTURAL DESIGN PHASE

 Software qua lity assurance staff's primary responsibility in the AD
phase is to check that the p lanned activities are carried out (AD01).

 2.4.1 Checking technical activities

 A recognised method for software design sha ll be adopted and
app lied consistently in the AD phase (AD02). This method must support the
construction of ‘physica l mode l' that defines how the software works (AD03).
The method used to decompose the software into its components must
permit a top-down approach (AD04).

  Just as in the SR phase , SQA should check at the beg inning of the
phase that:

• an appropriate design method will be used;

• the developers have used the design method before , or will receive
tra ining;

• the design method can be supported with CASE tools;

• the lowest leve l of the architectura l design has been agreed .
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  The architectura l design should be reviewed layer-by-layer as it is
deve loped . SQA should attend these intermediate reviews to he lp , for
example:

• prevent the design becoming too comp lex to test;

• check that feasibility of each ma jor component has been proven;

• ensure that the design will be re liable , ma inta inable and safe .

  SQA should check that design qua lity has been optimised using
the guide lines in ESA PSS-05-04, Guide to the Software Architectura l Design
Phase [Ref 11].

 The primary output of the AD phase is the Architectura l Design
Document (ADD) (AD19). Although severa l designs may have been
considered in the AD phase , only one design should be presented (AD05).
Records of the investigation of a lternatives should have been reta ined for
inclusion in the Project H istory Document.

  SQA should check that the ADD defines the functions, inputs and
outputs of a ll the ma jor components of the software (AD06, AD07, AD08,
AD17). The ADD must a lso conta in definitions of the data structures that
interface components (AD09, AD10, AD11, AD12, AD13, AD18), or
reference them in Interface Control Documents (ICDs). The ADD must define
the control flow between the components (AD14).

 The ADD must define the computer resources needed (AD15).
Trade-offs should have been performed during the AD phase to define them.
Prototyping may have been required . SQA staff should look for evidence that
the resource estimates have been obta ined method ica lly.

  The ADD g ives everyone on the project visibility of the system as a
whole . SQA staff have a specia l responsibility to ensure that the designers
make the document easy to understand . They should review the whole ADD
and familiarise themse lves with the design. This will improve the ir
effectiveness during the DD phase .

  The ADD needs to be comp lete (AD20) and should include a
cross-reference matrix tracing software requirements to components
(AD21). SQA should check this table , and that the ADD conta ins the
standard contents (AD24), to confirm comp leteness. SQA staff should
confirm that the ADD has been checked for inconsistencies (AD22), such as
mismatched interfaces. The checks need to be very thorough when CASE
tools have not been used . The ADD needs to be deta iled enough for

Downloaded from http://www.everyspec.com



ESA PSS-05-11 Issue 1 Revision 1 (March 1995) 17
SO FTWARE QUALITY ASSURANCE

subgroups of deve lopers to be able to work independently in the DD phase
(AD23). The functions of ma jor components and the ir interfaces need to be
we ll defined for this to be possible .

  At the end of the phase the ADD is reviewed at the forma l
architectura l design review (AD16). SQA staff should take part in the review,
and check that the proper procedures are observed .

 2.4.2 Checking the management plans

 During the AD phase , four p lans must be produced by the
deve lopers to define how the deve lopment will be managed in the DD
phase . These are the:

• Software Project Management Plan (SPMP/DD)(SPM08);

• Software Configuration Management Plan (SCMP/DD)(SCM46);

• Software Verification and Va lidation Plan (SVVP/DD) (SVV15);

• Software Qua lity Assurance Plan (SQAP/DD) (SQA08).

 SQA staff must produce the SQAP/DD. They a lso need to review the
other p lans to check that they conform to standards. The rest of this section
p icks out the parts of each p lan that are important for the DD phase .

 2.4.2.1 Software project management plan

 The software project management p lan for the DD phase is larger
and more comp lex than SR and AD phase p lans because:

• most of the deve lopment effort is expended in the DD phase;

• software production work packages must not consume more than one
man-month of effort (SPM12);

• para lle l working is usua lly required .

 The work-breakdown structure is based upon the component
breakdown (SPM10). The leve l of deta il required should result in a cost
estimate that is accurate to 10% (SPM09).
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 SQA should check that the p lan conta ins a network showing the
re lation of cod ing , integration and testing activities (SPM11). This network
should have been optimised to make the best use of resources such as staff
and computing equipment. SQA should check that the p lan:

• defines a critica l path showing the time required for comp letion of the
phase;

• includes essentia l activities such as reviews;

• makes rea listic estimates of the effort required for each activity (e .g . it is
usua l to spend at least ha lf the time in the DD phase in testing);

• schedules SQA activities such as aud its.

 Projects should define criteria , idea lly based upon software metrics,
to he lp decide such issues as the read iness of:

• a software component for integration;

• the software for system testing;

• the software for de livery.

 SQA should check that the management p lan describes the criteria
for making these decisions.

 2.4.2.2 Software configuration management plan

 The primary output of the DD phase is the code , and the software
configuration management plan needs to be extended to cover:

• code identification;

• code storage;

• code change control;

• code status accounting .

 An efficient configuration management system is vita l to the
success of the DD phase , and this system must be described in deta il in the
SCMP/DD (SCM02).

 SQA staff should review the SCMP/DD to confirm that a ll software
items, documentation, source code , object code , executable code , data
files and test software , are covered by the p lan (SCM01). The parts of the
SCMP re lated to document handling can be carried over from earlier
phases.
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 All code must be unique ly identified (SCM06). Identifiers must
include the module name , type and version number (SCM07, SCM08,
SCM09, SCM10, and SCM11). SQA staff should check that the names of
configuration items reflect the ir purpose .

  The SCMP should define the standard header for a ll source code
modules (SCM15, SCM16, SCM17 and SCM18). Documentation and
storage med ia should be clearly labe lled (SCM19, SCM20, SCM21 and
SCM22). C lear labe lling is a sign of a we ll-run project. Poor labe lling is
read ily apparent in a physica l aud it. SQA conduct physica l aud its to verify
that the tang ible software items such as d isks, tapes and files are present
and in the ir correct location.

  The core of the software configuration management p lan is the
software library system (SCM23, SCM24, SCM25). The library procedures
should be vetted by SQA to check that access to libraries is controlled
(SCM26). SQA should check that software cannot be lost through
simultaneous update .

  The SCMP must conta in a backup p lan (SCM27, SCM28). All
versions of software should be reta ined . SQA should check backup logs
and stores in physica l aud its.

 Good change control procedures are essentia l. SQA should
examine these procedures and estimate the tota l time needed to process a
change through the configuration management system. This time should be
sma ll compared with the time required to do the necessary technica l work. If
the change process is too time-consuming then there is a high probability of
it breaking down at periods of stress, such as when a de livery is
approaching . When this happens, configuration management problems will
add to technica l problems, increasing the pressure on deve lopers. SQA staff
should check that the configuration management system can hand le the
expected volume of change , and if necessary he lp make it more efficient.
Specia l fast-track procedures may be required for urgent changes, for
example .

 Configuration status accounting is needed for the effective control
of a project. It a lso g ives customers and users visibility of problem tracking
and corrective action. SQA should examine the configuration status
accounting procedures and confirm that the evolution of base lines is
tracked (SCM32, SCM33) and records are kept of the status of RIDs, SPRs,
SCRs and SMRs (SCM34). SQA may define software qua lity metrics that
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use data in the configuration status accounts. Tools for monitoring qua lity
attributes (e .g . fault rate , repa ir time) may use the accounts data .

  SQA should monitor the execution of the procedures, described in
the SCMP, and examine trends in problem occurrence . To make meaningful
comparisons, SQA should check that problems are classified . A possible
classification is:

• user error;

• user documentation error;

• coding error;

• design error;

• requirements specification error.

 Problems may a lso be categorised by subsystem, or even software
component. For each problem category, projects should record:

• number of problems reported;

• number of problems open;

• number of problems closed

• problem reporting rate;

• problem close-out time .

 SQA should use these statistics to eva luate product qua lity and
read iness for transfer.

 2.4.2.3 Software verification and validation plan

 The software verification and va lidation plan needs to be extended
during the AD phase to include:

• a p lan for verifying the outputs of the DD phase;

• an integration test p lan (SVV17).
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 The techniques used to verify the deta iled design are similar to
those used in the AD phase . As before , intermed iate reviews are used to
agree the design layer by layer. The last review is the code inspection. This
is done after modules have been successfully comp iled but before unit
testing . Peer review of code before unit testing has been shown to be very
cost-effective . SQA staff should ensure that this vita l step is not missed .
Inspection metrics should include:

• lines of code per module;

• cyclomatic complexity per module;

• number of errors per module .

 SQA should check that the va lues of these metrics are within the
limits defined in the design and cod ing standards.

 The primary forma l review is the Deta iled Design Review (DD/R).
This is he ld at the end of the phase to decide whether the software is ready
for transfer.

 The integration test p lan should be produced as soon as the ADD is
ava ilable . The p lan should define the integration approach, and should a im
to put the ma jor infrastructure functions in p lace as early as possible .
Thereafter the integration plan should maximise the use of integrated
software and minimise the use of test software that substitutes for
components that are integrated later.

 2.5 DETAILED DESIGN AND PRODUCTION PHASE

 Software qua lity assurance staff's primary responsibility in the DD
phase is to check that the p lanned activities are carried out (DD01).

 2.5.1 Checking technical activities

 2.5.1.1 Detailed design

 ESA PSS-05-0 ca lls for the deta iled design and production of
software to be based upon the princip les of top-down decomposition and
structured programming (DD02, DD03). Technica l staff should describe how
they will imp lement these design practices in part 1 of the DDD. SQA should
examine the DDD and check that the practices are implemented when they
review the software .
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 SQA should check that the software is documented as it is
produced (DD04). Documentation is often deferred when staff are under
pressure , and this is a lways a mistake . SQA can ensure that documentation
and production are concurrent by reviewing software as soon as it is
produced. If SQA delay their review, developers may defer writing
documentation until just before SQA are ready.

 The detailed design should be reviewed layer-by-layer. These
reviews should include technica l managers and the designers concerned .
When the design of a ma jor component is finished , a critica l design review
of the re levant DDD sections must be he ld to decide upon its read iness for
cod ing (DD10). SQA should attend some of these review meetings,
especia lly when they re late to the implementation of qua lity, re liability,
ma inta inability and safety requirements. SQA should a lso check that part 2
of the DDD is a log ica l extension of the structure defined in the ADD, and
that there is a section for every software component (DD14).

 2.5.1.2 Coding

 SQA should inspect the code . This activity may be part of an
inspection process used by deve lopment staff, or may be a standa lone
qua lity assurance activity. They should verify that the cod ing standards have
been observed . The qua lity of code should be eva luated with the a id of
standard metrics such as module length, comp lexity and comment rate .
Static ana lysis tools should be used to support metric data collection and
eva luation.

 2.5.1.3 Reuse

 The ‘reuse ' of software from project to project is increasing ly
common. SQA should check that the reused software was deve loped
accord ing to acceptable standards.

  Software may be re liable in one operationa l environment but not in
another. SQA should treat with extreme caution cla ims that the qua lity of
reusable software is proven through successful operationa l use . SQA should
check that the deve lopment and ma intenance standards and records of the
software make it fit for reuse .

 Reused software is frequently purchased off-the-she lf. Such
software is usua lly ca lled ‘commercia l software '. SQA should check that the
qua lity certification of the commercia l software supp lier meets the standards
of the project.
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 2.5.1.4 Testing

 Software that has not been tested is very unlike ly to work. SQA have
a vita l role to p lay in reassuring management and the users that testing has
been done properly. To do this, SQA should check that testing activities:

• are appropriate for the degree of critica lity of the software (SVV05);

• comp ly with verification and acceptance testing requirements (stated in
the SRD) (SVV06);

• are properly documented in the SVVP (SVV17, SVV18, SVV19, SVV20,
SVV21, SVV22).

 SQA carry out these checks by reviewing test specifications,
observing tests be ing carried out, participating in se lected tests, and
reviewing the results. As part of this reviewing activity, SQA may request
add itions or mod ification to the test specifications.

 Norma lly SQA will not be able to observe a ll the tests. The SQAP
should identify the tests they intend to observe or participate in.

   SQA should monitor the progress of the project through the results
of tests. SQA should define a metrics programme that includes measures
such as:

• number of fa ilures;

• number of fa ilures for each test;

• number of fa ilures per test cycle .

 Progress can be measured by a declining number of fa ilures per
test cycle (i.e . edit, compile , link, test).

 The unit test p lan should be written early in the DD phase (SVV18)
and SQA should review it. They should check that its leve l of deta il is
consistent with the software qua lity, re liability and safety requirements. The
first unit tests should be white-box tests because they g ive assurance that
the software is performing its job in the way it was intended . When full
coverage has been achieved (see be low), black-box tests should be app lied
to verify functiona lity. Black-box tests should a lso be used to check for the
occurrence of like ly errors (e .g . inva lid input data).

 SQA should check that the unit test p lan defines the coverage
requirements. ESA PSS-05-0's basic requirement is for full statement
coverage (DD06). This is a minimum requirement. For most projects, full
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branch coverage should be achieved during unit testing [Ref 7]. This is
because coverage verification requires the tester to trace the path of
execution. Debuggers, dynamic testing tools and test harnesses are usua lly
needed to do this, and are most conveniently applied during unit testing .
SQA should examine the coverage records. Dynamic testing tools should be
used to produce them.

  The software verification and va lidation p lan is expanded in the DD
phase to include:

• unit, integration and system test designs (SVV19);

• unit, integration and system test cases (SVV20);

• unit, integration and system test procedures (SVV21).

 Each test design may have severa l test cases. A test procedure
should be defined for each test case . SQA should review a ll these
extensions to the SVVP test sections.

 An important SQA check is to confirm that enough test cases have
been specified . When full branch coverage has been specified , SQA should
check that the:

• number of test cases for each module is greater than or equa l to the
cyclomatic comp lexity of the module [Ref 7];

• paths traversed in the test cases actua lly result in every branch be ing
traversed.

 In app lying these rules, a module is assumed to conta in a sing le
software component such as a F ORTRAN subroutine or a PASCAL
procedure . Path coverage should be done for a representative set of test
cases. Comp lete checking is most efficiently done during the testing
process with a dynamic testing tool.

 There should be an integration test design for every interface
(DD07). The test cases should vary the input data so that nomina l and limit
situations are exp lored . Integration tests should a lso exercise the control
flows defined in the ADD (DD08).

 The system tests must verify comp liance with system objectives
(DD09). There should be a system test design for each software
requirement. System test cases should check for like ly ways in which the
system may fa il to comp ly with the software requirement.
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  Test procedures should be written so that they can be executed by
someone other than the software author. SQA should review the test
procedures and confirm that they are se lf-explanatory.

 The outcome of testing activities must be recorded (SVV22).
Reviewing test results is an important SQA responsibility. SQA should check
that the causes of test fa ilures are d iagnosed and corrective action taken.
The problem reporting and corrective action mechanism should be invoked
whenever a fault is detected in an item of software whose control authority is
not the software author. Norma lly this means that SPRs are used to record
problems d iscovered during integration testing and system testing . However
SPRs a lso need to be used to record problems when unit tests are done by
an independent SVV team.

 SQA staff should ensure that fa iled tests are repeated after repa irs
have been made . SPRs cannot be closed until the tests that orig inated them
have been passed .

  Whereas the integration test plan defines the sequence for building
the system from the ma jor components, the software configuration
management p lan defines the procedures to be used when components are
promoted to the master libraries for integration testing (DD05). SQA should
check that control authority rights are forma lly transferred when each
component is promoted . The usua l means of forma l notification is signing-
off unit test results. SQA should a lso check that software authors cannot
mod ify components that are stored in master libraries.

 2.5.1.5 Formal review

 Every project must hold a DD/R before de livering software to check
read iness for transfer (DD11). SQA should participate in the review process
and make recommendations based upon:

• test results;

• aud it results;

• ana lysis of outstand ing problems.

 SQA should conduct a physica l aud it of the software by checking
the configuration item list before transfer. The list should conta in every
de liverable software item specified in the project plan. The DDD, code and
SUM must be included , as these are mandatory outputs of the phase
(DD12, DD13 and DD17).
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 SQA should conduct a functiona l aud it of the software by checking
the software requirements versus software components traceability matrix in
the DDD (DD16). This checks that the DDD is comp lete , and accounts for a ll
software requirements (DD15). A second activity is to check that the
SVVP/ST conta ins tests for every software requirement, and that these tests
have been run. Functiona l aud it activities should start as early as possible ,
as soon as the inputs, such as the DDD and test specifications, are
ava ilable .

   SQA's most important role at the DD/R is to ana lyse the trends in
problem occurrence and repa ir, and advise management about read iness.
SQA should categorise fa ilures into ma jor and minor. Ma jor problems put
provisiona l acceptance at risk. Using the records of SPRs in the
configuration status accounts, SQA should estimate for each fa ilure
category:

• Mean Time Between Fa ilures (MTBF);

• Mean Time To Repa ir (MTTR);

• number of outstand ing problems;

• time required to repa ir the outstanding problems.

 Using this data , management should be able to decide when the
software will be ready for transfer. SQA should not approve the transfer of
software with ma jor problems outstand ing .

 2.5.2 Checking the management plans

 During the DD phase , three p lans must be produced by the
deve lopers to define how the deve lopment will be managed in the TR phase .
These are the:

• Software Project Management Plan (SPMP/TR) (SPM13);

• Software Configuration Management Plan (SCMP/TR) (SCM48);

• Software Qua lity Assurance Plan (SQAP/TR) (SQA10).

 In add ition, the Software Verification and Va lidation Plan must be
extended to define the acceptance tests in deta il.

  SQA staff must produce the SQAP/TR. They a lso need to review the
other p lans to check that they conform to standards. The rest of this section
p icks out the parts of each p lan that are important for the TR phase .

Downloaded from http://www.everyspec.com



ESA PSS-05-11 Issue 1 Revision 1 (March 1995) 27
SO FTWARE QUALITY ASSURANCE

 2.5.2.1 Software project management plan

 Customer confidence in software is greatly increased when the
transfer phase is trouble-free . This is most like ly when the insta llation and
acceptance testing activities are carefully planned .

 The transfer phase p lan can be simp le for a standa lone product
deve loped in the same environment as that used for operations. The
software is insta lled and acceptance tests are run. SQA should check that
both these activities have been rehearsed in the DD phase . These
rehearsa ls should a llow accurate estimation of TR phase effort.

 When the software is to be embedded in a larger system or
operated in a d ifferent environment, the transfer of software can be much
more comp licated . The acceptance tests check that the software integrates
correctly with the target environment. Problems will a lways occur when
software meets its target environment for the first time . Changes will be
necessary and the software project management p lan should a llow for
them.

 SQA should check the SPMP/TR p lan for rea listic estimates for the
testing and repa ir work. They should a lso check that key deve lopment staff
will be reta ined during the phase so that new problems can be d iagnosed
and corrected quickly. The SPMP/TR should say who is to be involved
during the phase . Users, deve lopment staff and SQA should attend
acceptance tests.

 2.5.2.2 Software configuration management plan

 The SCMP/TR must define the software configuration management
procedures for de liverables in the operationa l environment (SCM49). SQA
should check that the SCMP/TR:

• identifies the deliverable items;

• defines procedures for the storage and backup of de liverables;

• defines the change control procedures;

• defines the problem reporting procedures.

 Users may have to apply the procedures defined in the SCMP/TR.
This section of the SCMP should be simp le and easy to follow, and integrate
we ll with the SUM and STD . SQA should confirm this.
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  The change control section of the SCMP/TR should include a
definition of the terms of reference and procedures of the Software Review
Board (SRB). SQA staff should be members of the SRB .

 2.5.2.3 Software verification and validation plan

 The SVVP is expanded in the DD phase to include test designs, test
cases, test procedures and test results for unit tests, integration tests and
systems tests, as d iscussed in Section 2.5.1.4. This section dea ls with the
add itions to the SVVP necessary for the TR phase .

 During the DD phase , the Acceptance Test section of the Software
Verification and Va lidation Plan (SVVP/AT) is extended to conta in:

• acceptance test designs (SVV19);

• acceptance test cases (SVV20);

• acceptance test procedures (SVV21).

 SQA should confirm that there is a test design for each user
requirement. A test design versus user requirement cross-reference matrix
may be inserted in the SVVP/AT to demonstrate comp liance .

 Test cases should be flagged for use in provisiona l or fina l
acceptance (TR05). Some properties, such as re liability, may only be
demonstrable after a period of operations.

 Every project should rehearse the acceptance tests before the DD/R
to confirm read iness for transfer. SQA should ensure that the rehearsa ls
(often ca lled ‘dry runs') are done .

 2.6 TRANSFER PHASE

 Software qua lity assurance staff's primary responsibility in the TR
phase is to check that the p lanned activities are carried out (TR03).

 The first TR phase activity is to build the software . This should be
done using the components d irectly mod ifiable by the ma intenance team
(TR04). The build procedures must have been defined in the Software
Transfer Document (STD). After build ing , the software is insta lled using the
procedures a lso defined in the STD. SQA should monitor the insta llation and
build process.
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 The acceptance tests necessary for provisiona l acceptance are
then run (TR05). SQA should check that the users are present to witness the
acceptance tests, and that each test is signed off by deve lopers and users
(TR01).

 A Software Review Board (SRB) meeting is he ld after the
acceptance tests to review the software 's performance and decide whether
the software can be provisiona lly accepted (TR02). For the purposes of
acceptance , the ‘software ' is the outputs of the SR, AD , DD and TR phases.
Together with the URD , these outputs constitute the software system
(TR07). SQA should attend this meeting . Three outcomes are possible:

• re jection of the software;

• uncond itiona l provisiona l acceptance of the software;

• cond itiona l provisiona l acceptance of the software .

 The third outcome is the most common. Acceptance is made
cond itiona l upon the comp letion of actions defined by the SRB meeting .
These ‘close-out' actions usua lly include the comp letion of mod ifications
found to be necessary during the acceptance tests.

   SQA should check that the statement of provisiona l acceptance
(TR06) is signed by the:

• initiator;

• project manager;

• project SQA manager.

 The STD is a mandatory output of the TR phase and SQA should
inspect it (TR08). The first STD inspection should be done at the beg inning
of the phase , before de livery. At this stage the STD conta ins sections listing
the de liverables (i.e . configuration item list), insta llation procedures and build
procedures. The second inspection should be done at the end of the TR
phase when the sections describing the acceptance test results, software
problem reports, software change requests and software mod ification
results are added (TR10). The last step in the TR phase is the forma l hand-
over of the STD (TR09).
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 2.7 OPERATIONS AND MAINTENANCE PHASE

 Good software can be ruined by poor ma intenance . SQA should
monitor software qua lity throughout the OM phase to check that it is not
degraded . SQA should check that the:

• software configuration is properly managed (OM05);

• documentation and code are kept up-to-date (OM06);

• MTBF increases;

• MTTR decreases.

 MTBF and MTTR should be regularly estimated from the data in the
configuration status accounts.

 The SRB authorises a ll mod ifications to the software (OM08). SQA
should participate in SRB meetings and advise it on issues re lated to qua lity,
re liability, ma inta inability and safety.

 Deve lopment p lans should cover the period up to fina l acceptance
(OM01). All projects must have a fina l acceptance milestone (OM03). Before
it arrives, SQA should check that:

• a ll acceptance tests have been successfully comp leted (OM02);

• the Project H istory Document is ready for de livery (OM10).

 SQA should check that the statement of fina l acceptance (OM09) is
signed by the:

• initiator;

• project manager;

• project SQA manager.

 After fina l acceptance , an organisation must be defined to take over
ma intenance (OM04). SQA should check that the ma intenance organisation
is properly resourced (OM07). Estimates of the resource requirements
should be based upon:
• MTBF;
• MTTR;
• size of the system;
• number of subsystems;
• type of system;
• usage pattern.
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 CHAPTER 3
  THE SOFTWARE QUALITY ASSURANCE PLAN

 3.1 INTRODUCTION

 Plans for software qua lity assurance activities must be documented
in the Software Qua lity Assurance Plan (SQAP) (SQA02). The first issue of
the SQAP must be prepared by the end of the UR review. This issue must
outline the SQA activities for the whole project and define in deta il SR phase
SQA activities (SQA04 and SQA05). Sections of the SQAP must be
produced for the AD, DD and TR phases (SQA06, SQA08, SQA10), to cover
in deta il a ll the SQA activities that will take p lace in those phases (SQA07,
SQA09 and SQA11).

 The table of contents for each section is derived from the IEEE
Standard for Software Qua lity Assurance Plans (ANSI/IEEE Std 730-1989)
[Ref 3], which adds the proviso that the table of contents ‘should not be
construed to prohibit add itiona l content in the SQAP'. The size and content
of the SQAP should reflect the complexity of the project. Additiona l
guide lines on the comp letion of an SQAP can be found in IEEE Guide for
Software Qua lity Assurance Plans (ANSI/IEEE Std 983-1989) [Ref 4].

 3.2 STYLE

 The SQAP should be p la in and concise . The document should be
clear, consistent and mod ifiable .

  The author of the SQAP should assume familiarity with the purpose
of the software , and not repeat information that is exp la ined in other
documents.

 3.3 RESPONSIBILITY

 A SQAP must be produced by each contractor deve lop ing software
(SQA01). Review of the SQAPs produced by each contractor is part of the
supplier control activity.

 The SQAP should be produced by the SQA staff. It should be
reviewed by those to whom the SQA personne l report.
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 3.4 MEDIUM

 It is usua lly assumed that the SQAP is a paper document. There is
no reason why the SQAP should not be d istributed e lectronica lly to
participants with the necessary equipment.

 3.5 CONTENT

 The SQAP is d ivided into four sections, one for each deve lopment
phase . These sections are ca lled:

• Software Qua lity Assurance Plan for the SR phase (SQAP/SR);

• Software Qua lity Assurance Plan for the AD phase (SQAP/AD);

• Software Qua lity Assurance Plan for the DD phase (SQAP/DD);

• Software Qua lity Assurance Plan for the TR phase (SQAP/TR).

 ESA PSS-05-0 recommends the following table of contents for each
section of the SQAP:

 Service Information:
 a - Abstract
 b - Table of Contents
 c - Document Status Sheet
 d - Document Change records made since last issue

 1 Purpose
 2 Reference Documents
 3 Management
 4 Documentation
 5 Standards, practices, conventions and metrics
 5.1 Documentation standards
 5.2 Design standards
 5.3 Cod ing standards
 5.4 Commentary standards
 5.5 Testing standards and practices
 5.6 Se lected software qua lity assurance metrics
 5.7 Statement of how comp liance is to be monitored
 6 Review and audits2

 7 Test

                                               
 2 Subsections 6.1 ‘Purpose ' and 6.2 ‘Minimum Requirements' in ESA PSS-05-0 should not be used . They will be removed from the

next issue of ESA PSS-05-0.
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 8 Problem reporting and corrective action
 9 Tools, techniques and methods
 10 Code control
 11 Med ia control
 12 Supplier control
 13 Records collection, ma intenance and retention
 14 Tra ining
 15 Risk Management
 16 Outline of the rest of the project
 Appendix A G lossary

 Materia l unsuitable for the above contents list should be inserted in
add itiona l append ices. If there is no materia l for a section then the phrase
‘Not Applicable ' should be inserted and the section numbering preserved .

 Sections 3 to 15 of the SQAP should describe how the technica l
activities and management p lans will be checked . Table  3.5 traces each
section of SQAP to the comp lementary documents or document sections
that describe what is to be checked . The SQAP should identify (i.e .
reference) the materia l in each of the other documents, but not repeat it.
Sections 3 to 15 of the SQAP should a lso describe how SQA activities will
be reported.
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 SQAP section  Document/Document section
 Management  SPMP

 SCMP/Management
 SVVP/SR-AD-DD-TR/Reporting

 Documentation  SPMP/Software documentation
 Standards, practices and conventions  SPMP/Methods, tools and techniques

 SVVP/SR-AD-DD-TR/Administrative
procedures
 DDD/Project standards, conventions and
procedures

 Reviews and aud its  SVVP/SR-AD-DD-TR/Activities
 Test  SVVP/AT-ST-IT-UT
 Problem reporting and corrective action  SCMP/Change control

 SVVP/SR-AD-DD-TR/Administrative
procedures

 Tools, techniques and methods  SPMP/Methods, tools and techniques
 SCMP/Tools, techniques and methods
 SVVP/SR-AD-DD-TR/Overview
 ADD/Design method

 Code control  SCMP/Code control
 Med ia control  SCMP/Media control
 Records collection, ma intenance and
retention

 SCMP/Configuration status accounting
 SCMP/Records collection and retention

 Supplier control  SCMP/Supplier control
 Tra ining  SPMP
 Risk management  SPMP/Risk Management

 Table 3.5 Software qua lity assurance p lan sections traced to other
project documents

 3.5.1 SQAP/1 Purpose

 This section should briefly:

• describe the purpose of the SQAP;

• specify the intended readership of the SQAP;

• list the software products to be deve loped;

• describe the intended use of the software;

• identify the phase of the life cycle to which the plan applies.

 3.5.2 SQAP/2 Reference Documents

 This section should provide a comp lete list of a ll the app licable and
reference documents, identified by title , author and date . Each document
should be marked as applicable or reference . If appropriate , report number,
journa l name and publishing organisation should be included .
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 3.5.3 SQAP/3 Management

 This section should describe the organisation of qua lity assurance ,
and the associated responsibilities. The SQAP should define the roles to be
carried out, but not a llocate people to roles, or define the effort and
schedule . ANSI/IEEE Std 730-1989, ‘Standard for Software Qua lity
Assurance Plans' [Ref 3] recommends that the following structure be used
for this section.

 3.5.3.1 SQAP/3.1 Organisation

 This section should:

• identify the organisationa l roles that control and monitor software qua lity
(e .g . project manager, team leaders, software engineers, software
librarian, software verification and va lidation team leader, software
qua lity assurance engineer);

• describe the re lationships between the organisationa l roles;

• describe the interface with the user organisation.

Re lationships between the organisationa l roles may be shown by
means of an organigram. This section may reference the SPMP, SCMP and
SVVP.

This section should describe how the imp lementation of the
organisationa l plan will be verified .

3.5.3.2 SQAP/3.2 Tasks

This section should define the SQA tasks (se lected from SQAP
sections 3.4 to 3.13) that are to be carried out in the phase of the life cycle to
which this SQAP app lies. This section should define the sequencing of the
se lected tasks. Add itiona l tasks may be included .

3.5.3.3 SQAP/3.3 Responsibilities

This section should identify the SQA tasks for which each
organisationa l role is responsible . A cross-reference matrix may be used to
show that each SQA task has been a llocated .
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3.5.4 SQAP/4 Documentation

This section should identify the documents to be produced in the
phase . The SPMP norma lly conta ins (or references) a documentation p lan
listing a ll the documents to be produced in the phase .

 This section should state how the documents will be checked for
conformance to ESA PSS-05-0 and the project documentation p lan.

3.5.5 SQAP/5 Standards, practices, conventions and metrics

The following subsections should identify the standards, practices,
conventions and metrics used to specify software qua lity, and exp la in how
SQA will check that the required qua lity will be achieved .

3.5.5.1 SQAP/5.1 Documentation standards

This section should identify the standards, practices, and
conventions that will be used to produce the documents of the phase .
Documentation standards are norma lly defined in the documentation p lan
(see section 4 of the SQAP).

3.5.5.2 SQAP/5.2 Design standards

This section should identify the standards, practices and
conventions that will be used in the phase to design the software . Design
standards are norma lly defined or referenced in the ADD and DDD.

3.5.5.3 SQAP/5.3 Coding standards

This section should identify the standards, practices, and
conventions that will be used in the phase to write code . Cod ing standards
are normally defined or referenced in the DDD.

3.5.5.4 SQAP/5.4 Commentary standards

This section should identify the standards, practices and
conventions that will be used in the phase to comment code . Commentary
standards are norma lly included in the cod ing standards.

3.5.5.5 SQAP/5.5 Testing standards and practices

This section should identify the standards, practices and
conventions that will be used in the phase to test the software . Testing
standards are norma lly defined in the SRD and SVVP.
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3.5.5.6 SQAP/5.6 Selected software quality assurance metrics

This section should identify the metrics that will be used in the
phase to measure the qua lity of the software . Metrics are norma lly defined in
the project standards and p lans.

3.5.5.7 SQAP/5.7 Statement of how compliance is to be monitored

This section should describe how SQA will monitor comp liance to
the standards, practices, conventions and metrics.

3.5.6 SQAP/6 Review and audits

This section should identify the technica l reviews, inspections,
wa lkthroughs and aud its that will be he ld during the phase , and the purpose
of each. It should describe how adherence to the review and aud it
procedures (defined in the SVVP) will be monitored , and the role of SQA
personne l in the review and audit process.

3.5.7 SQAP/7 Test

This section should describe how the testing activities described in
the SVVP will be monitored and how comp liance with verification and
acceptance-testing requirements in the SRD will be checked .

3.5.8 SQAP/8 Problem reporting and corrective action

This section should identify (by referencing the SCMP) the problem
reporting and corrective action procedures (e .g . RID and SPR handling
procedures).

 This section should describe how adherence to the problem
reporting procedures described in the SCMP will be monitored .

 This section may describe the metrics that will be app lied to
problem reporting process to estimate the software qua lity.

3.5.9 SQAP/9 Tools, techniques and methods

This section should identify the tools, techniques and methods used
to deve lop the software .

 This section should describe how the use of the tools, techniques
and methods will be monitored .
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 Add itiona l tools, techniques and methods for supporting SQA tasks
may be described here (or in the section on the task).

3.5.10 SQAP/10 Code (and document) control

This section should identify the procedures used to ma inta in, store ,
secure and document software . These procedures should be defined in the
SCMP.

This section should describe how adherence to the procedures will
be monitored .

3.5.11 SQAP/11 Media control

This section should identify the procedures used to ma inta in, store ,
secure and document controlled versions of the physica l med ia on which
the identified software resides. These procedures should be defined in the
SCMP.

This section should describe how adherence to the procedures will
be monitored .

3.5.12 SQAP/12 Supplier control

A supplier is any externa l organisation that deve lops or provides
software to the project (e .g . subcontractor deve lop ing software for the
project, or a company provid ing off-the-she lf commercia l software).

This section should identify the standards that will be app lied by
suppliers.

 This section should describe how adherence of the supp liers to the
app licable standards will be monitored .

 This section should identify the procedures that will be applied to
goods supp lied , such as commercia l software and hardware .

 This section should describe how adherence to the incoming
inspections (i.e . goods-in procedures) will be monitored .

3.5.13 SQAP/13 Records collection, maintenance and retention

This section should identify the procedures kept by the project for
record ing activities such as meetings, reviews, wa lkthroughs, aud its and

Downloaded from http://www.everyspec.com



ESA PSS-05-11 Issue 1 Revision 1 (March 1995) 39
THE SO FTWARE QUALITY ASSURANCE PLAN

correspondence . It should describe where the records are kept, and for how
long .

This section should describe how adherence to the record-keeping
procedures will be monitored .

3.5.14 SQAP/14 Training

This section should identify any tra ining programmes defined for the
project staff and exp la in how SQA will check that they have been
implemented.

3.5.15 SQAP/15 Risk Management

This section should identify the risk management procedures used
in the project (which should be described in the SPMP).

 This section should describe how adherence to the risk
management procedures will be monitored .

3.5.16 SQAP/16 Outline of the rest of the project

This section should be included in the SQAP/SR to provide an
overview of SQA activities in the AD, DD and TR phases.

3.5.17 SQAP/APPENDIX A Glossary

This section should provide the definitions of a ll terms, acronyms,
and abbreviations used in the p lan, or refer to other documents where the
definitions can be found .

3.6 EVOLUTION

3.6.1 UR phase

By the end of the UR review, the SR phase section of the SQAP
must be produced (SQAP/SR) (SQA03). The SQAP/SR must describe , in
deta il, the qua lity assurance activities to be carried out in the SR phase
(SQA04). The SQAP/SR must outline the qua lity assurance p lan for the rest
of the project (SQA05).
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3.6.2 SR phase

During the SR phase , the AD phase section of the SQAP must be
produced (SQAP/AD) (SQA06). The SQAP/AD must cover in deta il a ll the
qua lity assurance activities to be carried out in the AD phase (SQA07).

In the SR phase , the SRD should be ana lysed to extract any
constra ints that re late to software qua lity assurance (e .g . standards and
documentation requirements).

3.6.3 AD phase

During the AD phase , the DD phase section of the SQAP must be
produced (SQAP/DD) (SQA08). The SQAP/DD must cover in deta il a ll the
qua lity assurance activities to be carried out in the DD phase (SQA09).

3.6.4 DD phase

During the DD phase , the TR phase section of the SQAP must be
produced (SQAP/TR) (SQA10). The SQAP/TR must cover in deta il a ll the
qua lity assurance activities to be carried out from the start of the TR phase
until fina l acceptance in the OM phase (SQA11).
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APPENDIX A
GLOSSARY

A.1 LIST OF ACRONYMS

AD Architectura l Design
AD/R Architectura l Design Review
ADD Architectura l Design Document
ANSI American Nationa l Standards Institute
AT Acceptance Test
BSSC Board for Software Standard isation and Control
CASE Computer-Aided Software Engineering
CMFA Common Mode Fa ilure Ana lysis
DCR Document Change Record
DD Deta iled Design and production
DD/R Deta iled Design and production Review
DDD Deta iled Design and production Document
DSS Document Status Sheet
ESA European Space Agency
FMECA Fa ilure Modes, Effects and Critica lity Ana lysis
FTA Fault Tree Ana lysis
IEEE Institute of E lectrica l and E lectronics Eng ineers
IT Integration Test
MTBF Mean Time Between Fa ilures
MTTR Mean Time To Repa ir
PA Product Assurance
PSS Procedures, Specifications and Standards
QA Qua lity Assurance
RID Review Item Discrepancy
SCM Software Configuration Management
SCMP Software Configuration Management Plan
SCR Software Change Request
SMR Software Mod ification Report
SPM Software Project Management
SPMP Software Project Management Plan
SPR Software Problem Report
SQA Software Qua lity Assurance
SQAP Software Qua lity Assurance Plan
SR Software Requirements
SR/R Software Requirements Review
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SRD Software Requirements Document
ST System Test
STD Software Transfer Document
SVVP Software Verification and Va lidation Plan
UR User Requirements
UR/R User Requirements Review
URD User Requirements Document
UT Unit Tests
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APPENDIX C
MANDATORY PRACTICES

This appendix is repeated from ESA PSS-05-0, appendix D.12

SQA01 An SQAP sha ll be produced by each contractor deve lop ing software .

SQA02 All software qua lity assurance activities sha ll be documented in the Software
Qua lity Assurance Plan (SQAP).

SQA03 By the end of the UR review, the SR phase section of the SQAP sha ll be
produced (SQAP/SR).

SQA04 The SQAP/SR sha ll describe , in deta il, the qua lity assurance activities to be
carried out in the SR phase .

SQA05 The SQAP/SR sha ll outline the qua lity assurance p lan for the rest of the
project.

SQA06 During the SR phase , the AD phase section of the SQAP sha ll be produced
(SQAP/AD).

SQA07 The SQAP/AD sha ll cover in deta il a ll the qua lity assurance activities to be
carried out in the AD phase .

SQA08 During the AD phase , the DD phase section of the SQAP sha ll be produced
(SQAP/DD).

SQA09 The SQAP/DD sha ll cover in deta il a ll the qua lity assurance activities to be
carried out in the DD phase .

SQA10 During the DD phase , the TR phase section of the SQAP sha ll be produced
(SQAP/TR).

SQA11 The SQAP/TR sha ll cover in deta il a ll the qua lity assurance activities to be
carried out from the start the TR phase until fina l acceptance in the OM
phase .
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