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1.0 INTRODUCTION

This guide establishes Electromagnetic Environmental Effects (E3) and Spectrum Management
(SM) assessment criteria for acquisition programs’ to assist Director, Operational Test and
Evaluation (DOT&E) assessors, Operational Test Agencies (OTAS), and acquisition Program
Managers (PMs) in executing the DOT&E “ Policy on Operational Test and Evaluation of
Electromagnetic Environmental Effects and Spectrum Management” (See Appendix A).
Through the use of this guide, adverse E3 and SM issues can be identified during the early life-
cycle phases of the acquisition process.

E3 is defined as the impact of the electromagnetic environment upon the operational capability
of military forces, equipment, systems, and platforms. It encompasses all eectromagnetic
disciplines, including el ectromagnetic compatibility (EMC)/electromagnetic interference (EMI);
electromagnetic vulnerability (EMV); electromagnetic pulse (EMP); electronic protection (EP);
hazards of electromagnetic radiation to personnel (HERP), ordnance (HERO), and volatile
materials (HERF); and natural phenomenon effects of lightning and precipitation static (P-
Static).

SM is defined as planning, coordinating, and managing the use of the electromagnetic spectrum
through operational, engineering, and administrative procedures, with the objective of enabling
electronic systems to perform their functions in the intended environment without causing or
suffering unacceptable interference. The maor components of SM are spectrum certification
(SC) and frequency assignment. SC is the process (called the JF-12 Process) by which spectrum-
dependent systems/equipment are certified to operate in a portion of the electromagnetic
spectrum. Frequency assignment is the operational process that gives the users the authority to
operate a fielded, spectrum-dependent s,ysteh_ﬁll2 at specific locations on assigned frequencies
within the allocated frequency band.

In military operations, the control of E3 and the application of SM are concerned with promoting
efficient, compatible use of the electromagnetic spectrum among military forces. The
interrelationship between E3 and SM issues is depicted in Figure 1. The overlap occurs
primarily with ensuring the EMC of spectrum-dependent equipment (e.g., antenna-connected
transmitters and receivers).

EMC

SPECTRUM
CERTIFICATION

EMI

Figure 1. Interrelationship between E3 and SM Issues.

! These include upgrades to fielded systems.
2 A spectrum-dependent system is a system that depends on the use of the el ectromagnetic spectrum for its operation
(e.g., radio and radar).
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The DOT&E policy was issued to reinforce emphasis on E3 and SM issues during
Developmental Test and Evaluation (DT&E) and Operational Test and Evauation (OT&E)
events. This action became necessary because of recent incidents attributed to E3 and SM
problems that have limited mission effectiveness and have resulted in fratricides. In recent
operations in the Balkans, a jammer aircraft experienced an engine shutdown when it began to
transmit jamming signals. An unmanned air vehicle (UAV) for which a payload of electronics
was rapidly configured experienced interference problems that caused dropouts in the downlink.
Our own jammer aircraft interfered with an artillery counter-battery radar. In Macedonia,
electronic equipment experienced problems when hooked up to the local power grid. In a test
flight over arange in the southwest United States, a Global Hawk UAV experienced interference
from an adjacent test range that was testing auto-termination transmissions on the same
frequency. The result was initiation of the self-destruct mechanism in the UAV; the aircraft was
destroyed. During the Vietnam War, an explosion and resulting fire occurred aboard the aircraft
carrier USS Forrestal, operating off Vietham. Stray voltage was thought to have been a possible
cause. A potential source was one of the ship’s radars, which may have ignited a rocket on one
of the aircraft waiting to be catapulted. A number of lives and aircraft were lost. Additionally,
deployments of U.S. military Command, Control, Communications, Computers, and Intelligence
(C4l) assets to foreign nations have resulted in the denial to operate these assets and even
confiscation due to lack of SC (i.e., Host Nation Coordination).

Operational impact assessments of E3 and SM issues need to be accomplished during al life-
cycle phases of the acquisition process and reviewed at each milestone decision. The
Department of Defense (DoD) can reduce this negative impact to military operations by ensuring
that system/equipment limitations and vulnerabilities are mitigated and/or sufficiently
documented for the Warfighter.

Additional background information regarding E3 and SM is provided in Appendix B.

2.0 ASSESSMENT GUIDANCE

E3 and SV problems that affect operational capabilities must be minimized, and
all limitations and vulnerabilities that remain, or the necessary workarounds to
minimize the problems, must be documented for the Warfighter.

DOT&E and the OTAs, with support from PMs, can accomplish this goal by performing
assessments that identify potentialy adverse E3 and SM issues during the acquisition life-cycle
phases.

2.1 ASSESSMENT PROCESS FOR E3

To the extent possible, an E3 operational impact assessment must identify and quantify
limitations and/or vulnerabilities that result from E3. While field operational testing (OT) would
normally be used to accomplish this, DOT&E recognizes that field OT occurs late in the
acquisition process and is expensive. It is DOT&E policy that “all credible and applicable test
data, including those from non-OT sources, accrued prior to or during the completion of
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independent OT&E, should be considered for use in operational eval uz;ltions.L'_-I3 Thus, field OT
of E3 issues, if required, should be structured to resolve identified E3 issues that could have a
significant adverse operational impact where such E3 issues cannot be measured or assessed by
other means.

A decision regarding the need for field OT of E3 issues can be reached systematically in the
acquisition process for many systems and equipment developed for the Warfighter. Figure 2
depicts the process for assessing E3 in an operational context. It shows the normal acquisition
process with developmental test (DT) and OT events emphasized. Tester involvement early in
the acquisition process is emphasized in the Design Reviews block, the Early DT/OT
Assessment block, and the E3 OT decision points represented by the diamond decision symbols.
To minimize the amount of E3 field OT required, three major decision points are shown where a
decision can be made as to the need for further E3 assessmentsin OT.

The first E3 OT decision point occurs after the combat developer and/or Joint Staff defines the
mission needs and operational requirements in the Mission Needs Statement (MNS) and
Operational Requirements Document (ORD). At this time, the activities making the E3 OT
assessment decision (typicaly, the PM in consultation with the requirements developer and the
OTA) can review the MNS and ORD to determine whether the system to be developed to satisfy
the requirements has E3 requirements that are applicable.

Generally, any system or equipment that contains (or will contain) electronic or
electrical components will have E3 requirements, and an E3 assessment will be
necessary.

If an E3 assessment is necessary, the PM should initiate the completion of DD Form 1494
(Appendix C), ensure that the Test and Evaluation Master Plan (TEMP) outlines the approach to
testing E3, and that recognized E3 subject matter experts (SMES) are represented on the test and
evaluation integrated product team (IPT). The SMEs would typically come from the Services or
the Joint Spectrum Center (JSC). Users and testers should examine E3 requirements and review
system models for E3 assessments. An E3 desktop assessment should be conducted in Early
DT/OT toidentify potential E3 problem areas.

The second E3 OT decision point is a decision as to whether any unresolved E3 issues remain.
This decision occurs after the Early DT/OT Assessment and prior to Developmental Performance
Verification Testing. Using updated DD Form 1494 data, E3 assessment tools (if necessary)
(Appendix D), and recognized E3 SMEs, the assessor can determine whether al E3 concerns
have been identified and that their operational impact is understood. If no unresolved issues
remain, E3 field OT will not be required, and the identified E3 concerns can be documented in
the E3 and SM Limitations and Vulnerability Report. For example, a decision not to require E3
field OT might be made for some systems because of their close similarity to other systems that
have been assessed, simplicity of design, or extremely low risk of operationa impact resulting
from E3 issues.

Regardless of the second E3 OT assessment decision point, all systems/equipment being
developed that have E3 requirements normally undergo Developmental Performance

% Policy on the Use of Test Data in Operational Evaluations, DOT& E Memorandum, 11 September 2000.
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Verification Testing. However, in those cases where, at the second E3 OT decision point, the
determination has been made that E3 field OT is not required, the PM and OTA assessor will still
review the Developmenta Performance Verification Testing data to ensure that nothing
unexpected has been identified during this test. If unexpected anomalies have been identified,
the second E3 OT decision needs to be revisited (or the PM and OTA assessor must reenter the
E3 OT assessment process at the third decision point), and it may be necessary to require E3
assessments during field OT.

The third and last E3 OT assessment decision point follows the completion of Developmental
Performance Verification Testing, using some ranges and resources (if necessary) (Appendix E),
and analysis of the data. Again, with the help of recognized E3 SMEs, the assessor determines
whether al E3 concerns have been identified and addressed. If all E3 concerns have been
addressed, the E3 and SM Limitations and Vulnerabilities Report stating any anticipated
operational issues can be prepared without E3 field OT. However, in those few cases where the
E3 concerns have not been quantified and mitigated, it will be necessary to conduct E3
assessments as part of field OT prior to preparation of the fina E3 and SM Limitations and
Vulnerabilities Report.

2.2 ASSESSMENT PROCESS FOR SM

An SM operational assessment must determine whether adequate spectrum will be available to
support system operation in the DoD, Allied, and Coalition force operational areas. To evaluate
spectrum availability effectively, spectrum-related operational restrictions, frequency
availability, host nation approvals, electromagnetic compatibility, and other such issues must be
considered. Spectrum-dependent systems that transmit cannot legally be operated in the United
States and Possessions (US&P) until they have been granted SC by National and DoD
authorities. Additionally, for operation outside the US&P, spectrum-dependent systems that
transmit must obtain host nation approval prior to operation in each foreign country where the
system/equipment will be employed. Once SC and host nation approvals are granted, and the
appropriate area or regional spectrum or frequency manager authorizes frequency assignments,
then spectrum-dependent systems that transmit can legally operate. Furthermore, SC is required
for receivers for purposes of registration and frequency planning. Receivers will not normally
require host nation approval.

The SM OT assessment is essentially a review of the SC process for the system/equipment in
guestion. The results will be documented in the E3 and SM Limitations and Vulnerabilities
Report to the Warfighter for that system/equipment. Figure 2 is applicable to assessing SM in an
operational context.

Thefirst SM OT decision point is a decision as to whether the system/equipment requires the use
of the electromagnetic spectrum.

All spectrum-dependent systems or equipment (both transmit and receive) will
need SC; an SVl operational assessment will be necessary.

If the use of the electromagnetic spectrum is required, the OTA, with the help of SM SMEs,
needs to ensure that, during the Development of System Specification, the completion of DD
Form 1494 has been initiated, the data are technically correct, and the form has been submitted to
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the proper U.S. spectrum management authorities [typically, through the Service Frequency
Management Office (FMO)] for processing. The U.S. spectrum management authority will work
with host nation spectrum management authorities to obtain necessary host nation approvals.

The second SM OT decision point is a decision as to whether any unresolved SM issues remain.
This decision occurs after the Early DT/OT Assessment and prior to Devel opmental Performance
Verification Testing. At the Early DT/OT Assessment, an updated DD Form 1494 must be
submitted, compliance with the frequency allocation tables verified, and spectrum availability
(the ability to obtain frequency assignments) in the system/equipment'’s intended operational area
confirmed. The system must have DoD SC by this time, and the status of any host nation
approvals must be noted. If all requested spectrum allocations, including host nation approvals,
have been obtained, and no other unresolved spectrum issues remain, no further SM OT
assessment is needed.

Regardless of the second SM OT assessment decision point, all systems/equipment being
developed that have spectrum requirements normaly undergo Developmental Performance
Verification Testing. However, in those cases where, at the second SM OT decision point, the
determination has been made that SM field OT is not required, the prudent PM and OTA
assessor, with the help of SM SME’s, should review the Developmental Performance
Verification Testing data to ensure that nothing unexpected has been identified during this test.
If unexpected anomalies have been identified, the SM OT decision needs to be revisited (or the
PM and OTA assessor must reenter the SM OT assessment process at the third decision point),
and it may be necessary to require SM assessments during field OT.

At the third SM OT decision point, DT documentation is reviewed, measured data needed to
finalize DD Form 1494 are obtained, and system spectrum requirements in a realistic operational
context are analyzed to determine whether additional SM assessment in field OT isrequired. If
SM issues have been identified, they should be addressed at the operational test readiness review
(OTRR). Attheend of field OT, the PM and OTA, with the help of SM SMEs, must assess the
operational impact of any SM concerns/shortfalls so they can be published in the E3 and SM
Limitations and Vulnerabilities report to the Warfighter for the system/equipment in question. |

2.3 ASSESSMENT CHECKLIST

This section provides guidance on the aforementioned assessment processes. Table 1 presents
the data requirements checklist to be used as a guide for the information needed by an E3 and
SM assessor. All items except Items 9 and 10 should be provided by the PM.

The information in the checklist is based on material presented in the following references.

» DoD Interim Regulation 5000.2-R, “Mandatory Procedures for Major Defense
Acquisition Programs (MDAPS) and Major Automated Information System (MAIS)
Acquisition Programs,” dated 30 December 2000.

* Policy on the Use of Test Data in Operational Evaluations, DOT& E Memorandum, 11 September 2000.
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Tablel. OT Checklist for E3 and SM Assessments

Objective: To identify, to the best extent possible, the E3 and SM limitations and vulnerabilities of the subject
system.
Information as appropriate to program development Responsibility
DD Form 1494 submitted to the Service Frequency Management Office (FMO) PM
Status of Host Nation Frequency Supportability (HNFS) PM
Description of operational electromagnetic environment (EME) (e.g., operational environment, PM
theater, mission in the OPLAN)
Latest program documentation (e.g., MNS, ORD, APB, C4ISP, Specification) PM
TEMP which contains: PM
a. E3 within the scope of a Critical Operational Issue (COl)
b. List of tests and analyses used to determine the equipment effectiveness
/suitability/survivability performance in the operational EME
6. Copy of the following analyses and/or test and evaluation data: PM
a. Intra-platform/system analyses:
(1) Antenna coupling and blockage analyses and/or test data
(2) Subsystem/equipment EMC analyses and/or test data
(3) CI/NDI/GFE EMC analyses and/or test data
b. Inter-platform/systems EMC analyses and/or test data for spectrum-dependent (JEET
model) and non-spectrum-dependent equipment
c. Special E3 analyses and/or test data (i.e., HERO, HERP, HERF, EMP, Lightning, and P-
Static), if required by the ORD or TEMP
7. E3and SM impact assessments that identify and define operational limitations and PM
vulnerabilities (i.e., lessons learned)
8. DT&E Test Plans and results/reports PM
9. OT&E Test Plan and results OTA
10. User-initiated test results OTA

» DaD Directive 3222.3, “ Department of Defense Electromagnetic Compatibility

Program (EMCP),” 20 August 1990.

» DaD Directive 4650.1, “ Management and Use of the Radio Frequency Spectrum,” 24

June 1987.

» CJCSI 3170.01B, “ Requirements Generation System,” 15 April 2001.

» CJCSI 6212.01B, “ Compatibility, Interoperability, Integration and C4 Supportability

Certification of Command, Control, Communications, Computers and Weapon
Systems,” 8 May 2000.

MIL-HDBK-237B, “Electromagnetic Compatibility Management Guide for Platforms,
Systems, and Equipment,” 1 October 1997.

MIL-STD-464, “Electromagnetic Environmental Effects Requirements for Systems,”
18 March 1997.
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* MIL-STD-461E, “Requirements for the Control of EMI Characteristics of Subsystems
and Equipment,” 20 August 1999.
0

Appendix D provides Model and Simulation resources that are available at the JSC,” Appendix E
presents a partial list of available E3 resources within DoD, and Appendix F lists points of
contact. Additional guidance, applicable documents, and points-of-contact information can be
found in the Defense System Management College CD and Elective Course * Electromagnetic
Environmental Effects (E3)/Spectrum Certification (SC) for Program Managers.”

3.0 RESPONSIBILITIES

The DOT&E policy (see Appendix A) delineates specific areas that must be addressed by
DOT&E assessors, the OTAS, and the PMs.

3.1 DIRECTOR, OPERATIONAL TEST AND EVALUATION
DOT&E assessors are tasked with the following responsibilities:
* Review Service TEMPs, System Threat Assessment Reports, Operational Requirements

Documents, test plans, test concept briefings, and test reports to determine the adequacy of
E3 testing.

» Ensurethat E3 issues are satisfactorily reviewed by the PM or the program acquisition IPTs.

* Review Services' E3 evaluation approaches, including modeling and simulation, small-scale
tests, and appropriate chamber and |aboratory tests.

» Leveragethe evaluation of E3 impacts during large-scale field training exercises.

* Review Services early assessments to identify and understand those situations where E3 and
spectrum limitations would likely affect mission accomplishment. The results and projected
impacts should be reviewed in the appropriate IPT forum and be used in the design and
scoping of full-scale operational tests.

* Review the status of the DD Form 1494 in the JF-12 process and share the data with the
OTAs.

* Review E3 engineering assessments and qualification test plans and reports.
* Report the status of E3 issues for each program in the DOT&E Annua Report, and report

specific program findings as part of Beyond Low-Rate Initial Production reports to the
Secretary of Defense and the Congress.

® This appendix will be expanded in a subsequent edition of this document to include Service capabilities.
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* As E3 issues related to fielded systems arise during OTs, or during large-scale training
exercises used to complement OTSs, report these issues to the appropriate agencies for
resolution.

3.2 OPERATIONAL TEST AGENCIES

OTAs are advised to:

* Work in conjunction with the Joint Spectrum Center, the Defense Intelligence Agency, the
system user, and others, as appropriate, to conduct early independent analyses of potential E3
issues, and review the PM’ s resolution of these issues.

* Conduct early operational assessments that consider the intended operational environment,
including storage, training, transportation, staging, and conduct of the battle in single
Service, joint, and international deployments. (Avoid relying solely on developer-planned
E3 analyses or evaluations.)

* Include E3 and spectrum supportability assessment issues as a standard presentation at
Operational Test Readiness Reviews. These assessments should include E3 limitations and
vulnerabilities, the operational impact of any waivers, and results of analyses normally
accomplished as part of the DD Form 1494 or JF-12 review process.

3.3 PROGRAM MANAGERS

PMs are advised to:

Ensure timely submission of DD Form 1494.

Ensure E3 and SM issues are addressed in appropriate program documentation.

Ensure that E3 test and evaluation and SM planning and analysis are adequately funded and
sufficiently addressed in system TEMPs.
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APPENDIX A - POLICY ON OPERATIONAL TEST
AND EVALUATION OF ELECTROMAGNETIC
ENVIRONMENTAL EFFECTSAND SPECTRUM
MANAGEMENT
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OFFICE OF THE SECRETARY OF DEFENSE
1700 DEFENSE PENTAGON

WASHINGTON, DC 20301-1 700

25 OCT 1999

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS

ATTENTION: SERVICE ACQUISITION EXECUTIVES

ASSISTANT SECRETARY OF DEFENSE (COMMAND,
CONTROL COMMUNICATIONS & INTELLIGENCE)

DIRECTOR, DEFENSE INFORMATION SYSTEMS
AGENCY

DIRECTOR FOR FORCE STRUCTURE, RESOURCES &
ASSESSMENT, JOINT STAFF (J-8)

DIRECTOR, TEST, SYSTEMS ENGINEERING &
EVALUATION, OUSD (A&T)

DEPUTY UNDER SECRETARY OF THE ARMY
(OPERATIONS RESEARCH)

DIRECTOR, NAVY TEST & EVALUATION &
TECHNOLOGY REQUIREMENTS

DIRECTOR, AIR FORCE TEST & EVALUATION

SUBJECT: Policy on Operational Test and Evaluation of Electromagnetic
Environmental Effects and Spectrum Management

References.  (a) Department of Defense (DoD) Regulation 5000.2-R, “Mandatory
Procedures for Mgjor Defense Acquisition Programs (MDAPs) and
Major Automated Information System (MAIS) Acquisition Programs,”
1996

(b) DoD Directive 3222.3, “ Department of Defense Electromagnetic
Compatibility Program (EMCP),” 199

(c) DoD Directive 4650.1, “Management and Use of the Radio Frequency
Spectrum,” 1987

(d) DoD Inspector General Audit Report 99-009, “ Coordination of
Electromagnetic Frequency Spectrum and International
Telecommunications Agreements,” 1998

Background

Reference (a) statesthat all electric or electronic systems shall be designed to be
mutually compatible with other electric or electronic equipment within their expected
operational environment. Reference (b) describes the DoD electromagnetic compatibility
program. Reference (c) specifies procedures for management and use of the radio
frequency spectrum, including procedures for coordination with host nations where

! Thisdirectiveis being updated as “DoD Joint Electromagnetic Environmental Effects (E3) Program and
Joint Spectrum Center (JSC) Charter,” (Draft).

A-1
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deployment of equipment is planned. Reference (d) reports that DoD does not
periodically evaluate the impact of international telecommunications agreements with
allied nations on friendly electronic systems.

Electromagnetic Environmental Effects (E3) can adversely affect the operational
effectiveness of military forces, equipment, systems, and platforms. Additionaly, today’s
complex military operational environment is characterized by an increasingly congested
el ectromagnetic spectrum coupled with areduction of spectrum allocated for exclusive
military use. The mix of DoD-developed, non-developmental, and commercial-off-the-
shelf electronic equipment increases the importance of effectively managing E3 and
spectrum usage in the battlespace. It isthe responsibility of the Program Managers (PMs)
to ensure, and the responsibility of the Operational Test Agencies (OTAS) to validate, the
readiness of systemsto be fielded into this environment.

Traditionaly, operationa evaluations of E3 have been limited to narrowly-scoped
operational scenarios and limited electromagnetic environments. Specifically, evaluations
have been limited to:

* Intra-platform/system environments rather than inter-platform/system
environments

» Single Service participation in testing rather than multi-Service.

* Single mission areas rather than multiple mission areas.

A number of joint-Service operations have identified instances of E3 problems
between operational forces. These instances have resulted in a restricted operational
employment, diminished mission effectiveness, and fratricide. Furthermore, peacetime
deployments to host natipns are failing to consider the private and commercia use of
spectrum in those nationS™ Early operational assessments need to focus on these issues
from the onset of the development cycle. The Department must reduce the impact of
potential interference, avoid the cost of making mitigating modificationsin the field, and
ensure that the Warfighter is cognizant of his systems’ vulnerabilities and limitations in
these areas.

Scope

E3 encompasses a broad range of electromagnetic discipli nestl This policy
encompasses all aspects of E3, but emphasi zes el ectromagnetic compatibility/
el ectromagnetic interference and the hazards of el ectromagnetic radiation to ordnance.
This policy also focuses on limitations to operational performance caused by restrictions
on spectrum availability.

2 Allocations for use of the spectrum vary in different regions of the world. These allocations are set by
international agreements, and nations control the use of the spectrum within their borders.

3 Electromagnetic compatibility/electromagnetic interference (EMC/EMI); el ectromagnetic vulnerability
(EMV); electromagnetic pulse (EMP); electronic protection (EP); hazards of electromagnetic radiation to
personnel (HERP), ordnance (HERO), and volatile materials; and natural phenomena effects of lightning
and p-static (Joint Pub 1-02, “Department of Defense Military and Associated Technical Terms,” 23
March 1994 (as amended through 10 February 1999).

A-2
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POLICY

This policy isintended to more clearly define the role of Operational Test and

Evaluation in identifying potentially adverse E3 and spectrum availability situations. The
policy isintended to make PMs and OTAs aware that the Director, Operationa Test and
Evaluation (DOT&E) plans to assess this area more systematically, as described below. It
is not intended to replace or add to any existing DoD directives or regulations, but to
ensure that current required practices are applied and leveraged to the fullest extent in the
evaluations of system operational effectiveness.

DOT&E will:

Review Service Test and Evaluation Master Plans (TEMPs), System Threat
Assessment Reports, Operational Requirements Documents, test plans, test concept
briefings, and test reports to determine the adequacy of E3 testing.

Ensure that E3 issues are satisfactorily reviewed by program acquisition Integrated
Product Teams (IPTs).

Review Services' evaluation approaches, including modeling and simulation, small-
scale tests, and appropriate chamber and laboratory tests.

Leverage the evaluation of E3 impacts during large-scale field training exercises.
Review Services early assessments to identify and understand those situations where
E3 and spectrum limitations would likely affect mission accomplishment. The results
and projected impacts should be reviewed in the appropriate IPT forum and be used in
the design and scoping of fgjl-scale operptional tests.

Review the DD Form 1494" and JF-12° process and share the datawith the OTASs.
Review E3 engineering assessments and qualification test plans and reports.

Report the status of E3 issues for each program in the DOT& E Annua Report, and
report specific program findings as part of Beyond Low-Rate Initial Production
reports to the Secretary of Defense and the Congress.

As E3 issuesrelated to fielded systems arise during operational tests (OTs) or during
large scale training exercises used to complement OTS, report these issuesto the
appropriate agencies for resolution.

OTAs are advised to:

Work in conjunction with the Joint Spectrum Center, the Defense Intelligence Agency,
the system user, and others as appropriate to conduct early independent analyses of
potential E3 issues, and review the PM’ s resolution of these issues.

Conduct early operational assessments that consider the intended operational
environment, including storage, training, transportation, staging, and conduct of the
battle in single Service, joint, and international deployments. (Avoid relying solely on
developer-planned E3 analyses or evaluations.)

a b

Application for Equipment Freguency Allocation.
The process by which spectrum allocations and frequency assignments for systems are approved.

A-3



Downloaded from http://www.everyspec.com

* Include E3 and spectrum availability assessment issues as a standard presentation at
Operationa Test Readiness Reviews. These assessments should include the
operational impact of any waivers and results of analyses normally accomplished as
part of the DD-1494 or JF-12 review process.

PMs should ensure that E3 test and evaluation receives adequate funding and is
sufficiently addressed in system TEMPs. This areawill receive close DOT&E scrutiny as
part of the TEMP approval process.

This guidance is effective immediately and appliesto all DOT& E oversight programs.
It is applicable to programs at Milestone O at the time of approval. Programs between
Milestone 0 and Milestone I11 will incorporate this approach during their next TEMP
approval cycle.

Philip E. Coyle
Director

CC:
OPTEC
OPTEVFOR
AFOTEC
MCOTEA
JTC
JOINT STAFF J-6
JSC
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APPENDIX B - BACKGROUND INFORMATION

B.1.0 SCOPE

Historicaly, failure to verify platform/equipment EMC adequately in the item’s operational
EME has resulted in costly delays, mission aborts, and reduced operational effectiveness. To
demonstrate that the engineering design and development process is complete, E3 and SM risks
have been minimized, and item limitations and vulnerabilities have been identified and
documented, it will be necessary for a series of evaluations to be planned and conducted. This
appendix provides supplemental information for the following: definitions, the spectrum
certification processes, requirements documents (such as the MNS, ORD, and TEMP) with the
intra- and inter-platform/equipment and special E3 data requirements. To identify the item
limitations and vulnerabilities, a series of evauations will be conducted using models and
simulations, factory, laboratory, chamber, and/or open area test sites (OATS). These evaluations
can also be used to formulate operational procedures for the employment of the item. The final
step in the process is certification that the item is ready for operational use. The DOT&E
validation of E3 and SM will be based heavily on the information gained following this
evaluation process.

B.2.0 DEFINITIONS

A more complete understanding E3 and SM can be obtained from formal definitions found in
Joint Pub. 1-08and other documents.

E3 isdefined as;

The impact of the electromagnetic environment upon the operational capability of
military forces, equipment, systems, and platforms. It encompasses all
electromagnetic  disciplines, including  electromagnetic  compatibility/
electromagnetic interference (EMC/EMI); electromagnetic vulnerability (EMV);
electromagnetic pulse (EMP); electronic protection (EP); hazards of
electromagnetic radiation to personnel (HERP), ordnance (HERO), and volatile
materials (HERF); and natura phenomena effects of lightning and p-static
(precipitation static). (Joint Pub. 1-02)

SM isdefined as:

Planning, coordinating, and managing joint use of the electromagnetic spectrum
through operational, engineering, and administrative procedures, with the
objective of enabling electronic systems to perform their functions in the intended
environment without causing or suffering unacceptable interference. (Joint Pub.
1-02)

E3 comprises a number of electromagnetic disciplines, asindicated in the definition. The
definitions of these disciplines, found in Joint Pub. 1-02, are presented in Table B-1.

1 Joint Publication 1-02, Department of Defense Dictionary of Military and Associated Terms, 23 March 1994 (as
amended through 10 February 1999).
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Table B-1. Definitions of the Electromagnetic Disciplines Covered by E3.

Discipline

Definition

EMC

The ability of systems, equipment, and devices that utilize the electromagnetic spectrum to operate in
their intended operational environments without suffering unacceptable degradation or causing
unintentional degradation because of electromagnetic radiation or response. It involves the
application of sound electromagnetic spectrum management; system, equipment, and device design
configurations that ensure interference-free operation; and clear concepts and doctrines that maximize
operational effectiveness. (Joint Pub 1-02)

EMI

Any electromagnetic disturbance that interrupts, obstructs, or otherwise degrades or limits the
effective performance of electronics/electrical equipment. It can be induced intentionally, as in some
forms of electronic warfare, or unintentionally, as a result of spurious emissions and responses,
intermodulation products, and the like. (Joint Pub 1-02)

EMV

The characteristics of a system that cause it to suffer a definite degradation (incapability to perform
the designated mission) as a result of having been subjected to a certain level of electromagnetic
environmental effects. (Joint Pub 1-02)

EMP

The electromagnetic radiation from a nuclear explosion caused by Compton-recoil electrons and
photoelectrons from photons scattered in the materials of the nuclear device or in a surrounding
medium. The resulting electric and magnetic fields may couple with electrical/electronic systems to
produce damaging current and voltage surges (pulses). May also be caused by non-nuclear means.
(Joint Pub 1-02)

EP

That division of electronic warfare involving actions taken to protect personnel, facilities, and
equipment from any effects of friendly or enemy employment of electronic warfare that degrade,
neutralize, or destroy friendly combat capability. (Joint Pub 1-02)

HERO

The danger of accidental actuation of electro-explosive devices or otherwise electrically activating
ordnance because of radio frequency (RF) electromagnetic fields. This unintended actuation could
have safety (premature firing) or reliability (dudding) consequences. (Joint Pub 1-02)

HERP

Potential for electromagnetic radiation to produce harmful biological effects in humans. (ANSI
C63.14-1998)

HERF

Potential for electromagnetic radiation to cause spark ignition of volatile combustibles, such as aircraft
fuel. (ANSI C63.14-1998)

Lightning

Direct Effects - Any physical damage to the system structure and electrical/electronic equipment due
to the direct attachment of the lightning channel. These effects include tearing, bending, burning,
vaporization, or blasting of hardware.

Indirect Effects - Electrical transients induced by lightning in electrical circuits due to coupling of
electromagnetic fields.

(MIL-STD 464)

P-Static

Electromagnetic interference effects primarily on antenna-connected receivers caused by corona
discharge at sharp edges or points of a structure, arcing across non-conductive surfaces, and arching
between conductive joints or panels which are not electrically bonded. (ANSI STD C63.14-1998)

B.3.0 SPECTRUM CERTIFICATION
Spectrum certification (SC) is defined as:

The process by which development or procurement of spectrum dependent
systems will be reviewed and approved for system compliance with spectrum
management policy, alocations, regulations, and technical standards to ensure
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that radio frequency spectrum is available. (Approved by ASD(C3I) for use in
revised DOD Directive 3222.3 and DaoD Directive 4650.1)

The spectrum certification process begins with the submittal of an "Application for Equipment
Frequency Allocation,” commonly referred to as "DD Form 1494." The DD Form 1494 is used
to facilitate the SC review process and begin the coordination with host nations. Initialy, the
DD Form 1494 is reviewed to determine if the intended use of the equipment is in compliance
with the statutory allocation tables. Then, the electromagnetic compatibility between the
proposed equipment and other spectrum dependent equipment is assessed, and the possible need
for an electromagnetic compatibility evaluation is determined. The entire review process is
coordinated by the J12 Permanent Working Group (J-12 PWG), an element of the Joint
Freguency Panel of the Military Communications-Electronics Board (M CEB).

The certification process starts with the Program Office submitting the required DD Form 1494
through the chain of command to a Magor Command (MAJCOM), or Systems Command
(SYSCOM) or Headquarters (HQ) activity responsible for SM in their Service. The DD Form
1494 is reviewed for sufficient data and accuracy throughout, and once completed, is submitted
to the Military Department (MILDEP) spectrum management office (SMO) for action. The
MILDEP SMOs are the Communications-Electronics (C-E) Services Office for the Army, the
Naval Electromagnetic Spectrum Center for the Navy and the Marine Corps, and the Air Force
Frequency Management Agency (AFFMA) for the Air Force.

The MILDEP SMO also reviews the DD Form 1494 for sufficient data and data accuracy, and
begins compliance checking with applicable standards, regulations, and guidelines.
Coordination packages are prepared and the DD Form 1494 is then submitted to the J-12 PWG.
The MILDEP SMOs, JSC, and NSA representatives of J-12 working group review the data for
accuracy, sufficiency, and potential conflicts. Concurrent with this review and coordination, and
as required, the following coordination can occur: (1) National level agencies (e.g., FAA, FCC)
as required, (2) National Telecommunications and Information Administration/Spectrum
Planning Subcommittee if required for National level certification of spectrum support, and (3)
Commander in Chiefs (CINCs) for host nation coordination. After supportability comments are
received on the application, the requesting MILDEP prepares the MCEB guidance and forwards
the final package to the J-12 working group for final DoD coordination and approval. |If
approved, MCEB FP J-12 Steering Member signs the guidance package, which is then
distributed through channels to the submitting MAJCOM, SY SCOM, or MILDEP SMO. The
submitter may then initiate frequency assignment proposals based on MCEB guidance. A DD
Form 1494 submittal is required at each milestone in the acquisition process. However, for
mature systems, the normal schedule may be moved ahead depending on the maturity of the
equipment/system.

Host Nation Coordination (HNC) is required for spectrum-dependent equipment (specifically,
transmitters) prior to the introduction into the host nation. HNC is the process by which
spectrum dependent equipment is approved for use in foreign countries. This coordination is
normally part of the national frequency certification process. Upon submittal to the Spectrum
Planning Subcommittee, a releasable copy of the DD Form 1494 is provided to the CINCs and
Department of State for submittal to the nations designated in the application. In countries under
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the purview of a CINC, the CINC J6 is responsible for the required coordination. In other
countries, the Department of State is responsible for the required coordination activities. Action
by the host nation is reported through frequency management channels to the system program
office. Strict compliancewith all host nation restrictionsis mandatory.

B.4.0 REQUIREMENTS DOCUMENTS

The requirements generation system (CJCSI 3107.01A), aong with the acquisition management
system (DoDD 5000.1, DoDI 5000.2, and DoD Regulation 5000.2-R) and the Planning,
Programming, and Budgeting System (DoDD 7045.14 and DoDI 7045.7), form DoD’s three
principal decision support systems. A close and effective interface among these systems is
required to ensure that quality products are acquired for the Nation’'s Armed Forces. The
requirements generation system produces information for the decision-makers on the projected
mission needs and the operational requirements of the Warfighter. These mission needs are
defined in broad operational terms in the MNS document. Subsequently, the needs expressed in
the MNS are developed into requirements by the ORDs.

The Joint Staff reviews MNS based on the following criteriafrom CJCSI 3170.01:
“Does the MNS address E3 in which the system will be operated?’
“Does the MNS address supportability to include spectrum certification?”’
The Joint Staff reviews ORDs based on the following criteriafrom CJCSI 6212.01.
“Does the ORD address E3 and Spectrum Supportability for systems and equipment?’

“Does the ORD address natural and manmade environmental factors (such as the
electromagnetic compatibility and propagation constraints?)”

“Does the ORD address safety issues regarding Hazards of Electromagnetic Radiation to
Ordnance (HERO)?’

Typica ORD requirement statements that meet the above criteriainclude the following:

The XXX shall be electromagnetically compatible within itself and with other systemsin its
operating environment. The operational performance should not be degraded by
electromagnetic environmental effects (E3).

Rationale — Intra-and inter-platform/system electromagnetic compatibility issues could
result in limitations being placed on the use of the installed equipment/sub-systems,
which in turn could adversely impact the operational effectiveness of the total
platform/system.

HERO — All ordnance items shall be integrated into the XXX in such a manner to preclude

all safety problems and performance degradation when exposed to its operational
el ectromagnetic environment.
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Rationale — HERO issues, if not fully defined, could result in a hazard to life, hazard to
equipment, or overly restrictive emission control requirements being placed on XXX or
its host platforms.

Spectrum Certification and Supportability — All installed communications/electronics
equi pment/subsystems including any commercial or non-developed item (NDI) subsystems
shall comply with al DoD, national, and international spectrum management policies and
regulations.

Rationale — Paragraph 4.c. of the mandatory format for the ORD in Appendix Il of DoD
Regulation 5000.2-R specifically requires that spectrum certification and supportability
for systems and equipment be addressed. Commercial items must also be processed
through the DoD spectrum certification process. The lack of specific
egui pment/subsystem spectrum certification would prevent the XXX from legdly
operating, thereby resulting in operational limitations. Additionally, the lack of spectrum
certification documentation could result in interference with collocated systems, which
could in turn result in XXX operational limitations.

B.5.0 TEST AND EVALUATION MASTER PLAN
DoD Regulation 5000.2-R states that

The PM shall design all eectric or electronic systems/equipment to be mutually
compatible with other electric or electronic systems/equipment and the
operational electromagnetic environment. All systems shall meet operational
performance requirements. The PM shall design ordnance and associated systems
to preclude inadvertent ignition, and to perform effectively, during or after
exposure to the operational electromagnetic environment.

To meet this requirement the test and evaluation master plan (TEMP) shall focus on the overall
structure, major elements, and objectives of the test and evaluation program that are consistent
with the acquisition strategy. It shall include sufficient detail to ensure the timely availability of
both existing and planned test resources required to support the test and evaluation program. The
individual tests and/or analyses that may be addressed in the TEMP in order to meet the
requirements of DOD Regulation 5000.2-R are described below. The TEMP format and
procedures are provided in DOD Regulation 5000.2-R.
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B.5.1 INTRA-PLATFORM/EQUIPMENT EMC

B.5.1.1 Antenna Coupling Analyses and/or Test Data

Antenna coupling analyses conducted during the acquisition process are critical for ensuring that
potential interference problems between such systems/equipment are identified before the
equipment isfielded. Analyses (modeling, simulation, or measurement) are normally performed
at increasing levels of detail during each stage of the acquisition process and provide essential
information regarding siting and frequency assignment limitations. Both system designers and
the spectrum management community use this information during the production and
deployment phases of the program. The analyses produce a documented profile of limitations
and the methods by which interference problems may be mitigated to produce an acceptable
level of performance. The results of the analyses that are not conclusive provide the goals for the
test phase. The individual services and the Joint Spectrum Center have a wide range of
analytical models that are used to perform these analyses.

B.5.1.2 Subsystems/Equipment Analyses and/or Test Data

Subsystems/equipment should not be susceptible to conducted and radiated electromagnetic
emissions that could degrade or render them ineffective. Likewise, they should not be sources of
EMI to other equipment within the platform/system. Developmental EMI requirements for
subsystems/equipment [i.e.,, conducted and radiated emission and susceptibility (immunity)
requirements| are defined in MIL-STD-461E. Many of the requirements contained in the
standard are universally applicable to all subsystems/equipment, regardless of their end use,
whereas a limited number of requirements are structured to address specific concerns associated
with the end platform/system. Tablesin the standard define the applicability of the requirements.
The requirements contained therein are not to be applied to subassemblies of equipment such as
modules or circuit cards. The requirements in the standard are to be used as a baseline and must
be tailored to the specific item being procured. Verification of the EMI requirements is
demonstrated by tests that are based on those also in MIL-STD-461E. The appendix of the
standard provides rationale and guidance for implementing and tailoring the requirements
contained therein. In addition, the appendix should be consulted for detailed guidance on
tailoring and performing the required tests.

B.5.1.3 CI/NDI and GFE Analyses and/or Test Data

The use of CI/NDI or GFE presents a dilemma between the need for imposing E3 controls and
the desire to take advantage of existing designs, which may have unknown or undesirable EMI
characteristics. Blindly using CI/NDI or GFE carries arisk of E3 problems within the platform/
system or subsystem/equipment. CI/NDI/GFE should meet the operational performance
requirements for that equipment in the proposed installation. However, this may be difficult
because Cl is not normally designed to operate in the harsh military EME. Also, NDI and GFE
may be designed for one environment but selected for use in another. Each potential use of
CI/NDI and GFE must be reviewed for the actual intended usage, and a determination needs to
be made of appropriate requirements for that application.

To mitigate any risk, an assessment should be performed to evaluate the planned EME and the

equipment’s EMI characteristics. This can be accomplished by reviewing existing test data, by
reviewing the equipment design, or by performing limited EMI testing. If the item was designed
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to a commercia standard, or to one from another Government agency, there may be existing
EMI test data. Those data, if available, should be reviewed to determine if the item is suitable
for the particular application or intended installation. If data are nonexistent or do not allow
comparison with the applicable MIL-STD-461E requirements, limited laboratory EMI testing
should be performed to provide the data necessary to do the comparison. If, after evaluation of
the EMI data, it is determined that the equipment would not satisfactorily operate in its
operational EME, it isthe responsibility of the developing activity to implement modifications to
the equipment or to select another item of equipment with adequate characteristics. Thereis no
commercia or civilian standard equivalent to MIL-STD-461E.

The use of CI/NDI equipment presents a dilemmain that it does not always conform to the DoD
spectrum management policy and, therefore, could make it difficult to obtain spectrum
certification and supportability. The DoD purchasers of the CI/NDI equipment are required to
submit a Stage 4 DD Form 1494 containing measured characteristics of the equipment.
However, the use of the spectrum could still be denied because the use of civil and non-DoD
spectrum by the DoD community is normally limited and sometimes forbidden. The problem is
only compounded when the military attempts to use the new CI/NDI equipment overseas
because of the differences in spectrum all ocation tables among countries.

B.5.2INTER-PLATFORMSEQUIPMENT EMC

Operational problems resulting from the adverse effects of electromagnetic energy from one
platform/equipment to another are well documented. These problems underscore the importance
of providing the Warfighter with platforms/equipment that are compatible with their operational
EME. Joint-Service operations further increase the potential for safety and reliability problems,
particularly if the platforms/equipment are exposed to an operational EME different from those
for which they were designed and tested. For example, Army platforms/systems designed to
operate in aland EME may be adversely affected by exposure to a Navy shipboard environment
that may be encountered in ajoint operation.

In addition, the worldwide threat presented by RF emitters is becoming increasingly more
serious. Increased multinational military operations, proliferation of both friendly and hostile
weapons, and the worldwide expanded use of the spectrum have resulted in operational EMEs
not previously encountered. It is therefore essential that these EMEs be defined and used to
evauate inter-platform/equipment performance. The EME in which military platforms/
equipment and associated subsystems must operate is created by a multitude of sources. The
contribution of each emitter may be described in terms of its individual characteristics, such as
power level, modulation, frequency, bandwidth, antenna gain (main beam and side lobe),
antenna scanning, and so forth. These characteristics are important in determining the potential
impact on performance. Many threats may be seen infrequently. For example, a high-powered
emitter may illuminate a platform/equipment for only a very short time because of its search
pattern. Also, it may operate at a frequency where effects are minimized. There are many
different EMESs that can be encountered during an item’s life cycle. The Joint Spectrum Center
has models that can be used to determine the EMI interactions of spectrum-dependent platform
equipment. MIL-STD-464 describes various land-based, ship-based, airborne, and battle-space
EMEs and provides the non-spectrum-dependent EMI requirements for inter-platform/systems.
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Some inter-platform/system EMI testing may be performed under laboratory conditions where
the items under test and the smulated EME are controlled. However, undesired responses
observed during routine EMI testing might require further analysis to determine the operational
impact (or EMV) of the laboratory-observed susceptibility. The results of the EMV anaysis and
testing guide the possible need for modifications, additional analyses, or testing. The inter-
platform/system environment is evaluated to determine which frequencies are of interest from
the possible emitters to be encountered when deployed, optimum coupling frequencies,
susceptibility of the subsystem/equipment, available simulators, and authorized test frequencies
that can be radiated. These evaluations require descriptions of the EM energy, both friendly and
hostile, that the item may encounter during its life cycle. Based on these considerations and
other unique factors, a finite list of test emitters is derived. For each test emitter, the item is
illuminated and evaluated for susceptibilities. These tests are usually carried out in specialized
test chambers (e.g., mode-stirred chambers, anechoic chambers, OATS) depending on the size of
the item being tested.

B.5.3 SPECIAL E3 EVALUATIONS

The following special E3 evaluations are described in MIL-STD-464 and are to be applied on a
case-by-case basis, as noted in the ORD and TEMP.

B.5.3.1 Electromagnetic Radiation Hazards

It has been firmly established that sufficiently high electromagnetic fields create el ectromagnetic
radiation hazards (EMR), or RADHAZ, that can cause uncommanded activation of Electrically
Initiated Devices (EIDs), cause harm to personnel, and ignite fuel. Precautions must be
exercised to ensure that unsafe conditions do not develop. EMR is more precisely defined as
follows:

Hazards caused by a transmitter/antenna installation that generates
electromagnetic radiation in the vicinity of ordnance, personnel, or fueling
operations in excess of established safe levels or increases the existing levelsto a
hazardous level; or a personnel, fueling, or ordnance installation located in an area
that is illuminated by electromagnetic radiation at a level that is hazardous to the
planned operations or occupancy. These hazards will exist when an
electromagnetic field of sufficient intensity is generated to: a. Induce or otherwise
couple currents and/or voltages of magnitudes large enough to initiate
electroexplosive devices or other sensitive explosive components of weapon
systems, ordnance, or explosive devices. b. Cause harmful or injurious effects to
humans and wildlife. c. Create sparks having sufficient magnitude to ignite
flammable mixtures of materials that must be handled in the affected area. (Joint
Pub. 1-02)

B.5.3.1.1HERO

Ordnance includes weapons, rockets, explosives, EIDs, squibs, flares, igniters, explosive bolts,
electric primed cartridges, destructive devices, and jet-assisted take-off bottles. Adequate
measures must be taken to protect these devices from EM energy, and the effectiveness of these
measures must be verified to ensure safety and effective operational performance.
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HERO testing should, first, include exposure of the ordnance to the test EME in all life-cycle
configurations, including packaging, handling, storage, transportation, checkout, loading and
unloading, and launch from the host platform/system to determine its susceptibility
characteristics. The ordnance should be exposed to the test EME while being exercised with
operating procedures associated with the aforementioned configurations. Verification methods
must show that the ordnance device will not inadvertently operate, initiate, or be dudded.
Methods used to determine HERO susceptibility characteristics require instrumenting the device
using any number of possible techniques, such as thermocouple and fiber-optic temperature
sensors, RF voltage or current detectors, temperature-sensitive waxes, or substitution of more
sensitive elements.  Such instrumentation must not ater the overall sensitivity or response
characteristics of the ordnance. The test EME should ssimulate the operationa EME to the
maximum extent possible. This requires appropriate representation of the EME with respect to
frequency, field strength or power density, field polarization, and illumination angle. For radar
EMEs, representative pulse widths, pulse repetition frequencies, and beam dwell periods should
be chosen to maximize response by the ordnance. In the HF range, transmitting antennas should
be the same type used to produce the fields in operation. Determination of resonances is a
fundamental aspect of HERO testing. Where possible, swept-frequency testing is the preferred
means of determining resonance frequencies. Mode-stirred (reverberation) chambers can be
used effectively for low-level swept-frequency evaluations. Follow-on testing at discrete, high-
level EMEsis recommended to determine actual susceptibility thresholds.

After the susceptibility characteristics of the ordnance are ascertained, the platform/system
operational EME must be determined to ensure that potentially hazardous EM levels are not
present in areas where ordnance may be stored, handled, or used. Appendix A to MIL-STD-464
should be consulted for detailed rationale, guidance, and procedures to conduct HERO
evaluations. Final HERO reports should be submitted to JSC for inclusion of the data into the
JSC Ordnance E3 Risk Assessment Database (JOERAD), which is used by the Warfighter to
make HERO risk assessments.

B.5.3.1.2HERP

Radar and other high-power RF transmitters usually present the greatest potential personnel
hazard because of their high output powers and their operating frequencies, antenna
characteristics, and possible exposure of servicing personnel. Personnel assigned to repair,
maintenance, and test facilities have a higher potential for being overexposed because of the
variety of tasks, the proximity to radiating elements, and the pressures for rapid maintenance
response. A HERP evaluation should be performed to determine safe distances for personnel
from RF emitters. Safe distances can be determined from calculations based on RF emitter
characteristics or through measurement. Once a distance has been determined, an inspection is
required of areas where personnel have access, together with the antennas pointing
characteristics. If personnel have access to hazardous areas, appropriate measures must be taken,
such as warning signs and precautions in servicing publications, guidance manuals, operating
manuals, and the like. The safety tolerance levels for electromagnetic radiation to personnel are
defined in DoDD 6055.11.

Before a measurement survey is performed, calculations should be made to determine distances
for starting measurements to avoid hazardous exposures to survey personnel and to prevent
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damage to instruments. Safe distance calculations are often based on the assumption that far-
field conditions exist for the antenna. The applicable Service publication should be consulted for
techniques to calculate the safe distances and for calculating the gain of certain types of
antennas. Since hazard criteria are based primarily on average power density and field strength
levels, caution needs to be exercised with the probes used for measurements because they have
peak power limits above which burnout of probe-sensing elements may occur. When multiple
emitters are present and the emitters are not phase coherent, as is usually the case, the resultant
power density is additive. This effect needs to be considered for both calculation and
measurement approaches. In addition to the main beam hazard, localized hot spots may be
produced by reflections of the transmitted energy off of any metal structure.

B.5.3.1.3HERF

Fuel (and other volatile) vapors can be ignited from an arc induced by a strong RF field. The
existence and extent of afuel hazard are determined by comparing the actual power density to an
established safety standard. The volatility and flash points of particular fuels influence whether
there is a hazard under varying EME conditions. The amount of current, and thus the strength of
a spark across a gap between two conductors, depends on both the field intensity of the energy
and how well the conductors act as a receiving antenna. Many parts of a platform/system, a
refueling vehicle, and static grounding conductors can act as receiving antennas. RF energy can
induce currents into any metal object. The induced current depends, mainly, on the conductor
length in relation to the wavelength of the energy and the orientation in the radiated field. Itis
neither feasible to predict, nor control, these factors. The hazard criteria are, therefore, based on
the assumption that an ideal receiving antenna could be inadvertently created with the required
spark gap. Safety regarding RF hazards to fuels must be verified. Verification by inspection and
analysis is usually done, with testing limited to specia circumstances. T.0.31Z-10-4 and
OP 3565 provide procedures for determining safe operating distances. An important issue is that
fuel hazard criteria are based on peak power, while personnel hazard criteria are based,
primarily, on average power. Any area on a platform/system where fuel vapors may be present
needs to be evaluated. Restrictions on the use of some transmitters may be necessary to ensure
safety under certain operational conditions, such as refueling operations.

B.5.3.2 Lightning

Lightning is hazardous to platforms/systems and provisions for lightning protection have been
incorporated in the design of the platform/system and its subsystem/equipment. Lightning
effects can be direct (physical) or indirect (electromagnetic). Direct effects such as burning and
eroding, blasting, and structural damage are visible. Indirect effects result from the interaction of
the EM fields with subsystems/equipment within the platform/system.

Verification of lightning requirements is essential to demonstrate that the design protects the
platform/system from the lightning threat environment. During development, numerous
development tests and analyses are normally conducted to sort out the optimum design. These
tests and analyses can be considered part of the verification process and must be properly
documented. Many documents are available that describe analysis and test approaches for
lightning.  These include MIL-STD-464, MIL-STD-1542, MIL-E-4158, FAA Advisory
Circular AC 20-136, and the Society of Automotive Engineers SAE AE-4L Committee Report
AEA4L-87-3.
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Flight testing of aircraft may occur prior to verification of lightning protection control. Under
this circumstance, the flight test program should include restrictions to prohibit flights within a
specified distance from thunderstorms, usually 25 miles. Lightning flashes sometimes occur at
great distances from thunderstorm clouds and can occur up to an hour after the storm appears to
have |eft the area.

B.5.3.3EMP

For most platforms and systems, the operational performance requirements for the
platform/system must be met “after” exposure to the EMP field. At the instant of the EMP
event, the electrical transients may cause some disruption of performance. However,
immediately after the event or within some specified time frame, driven by the platform/system
operational performance requirements, the item must function properly. EMP poses a threat only
to electrical and electronic subsystems/equipment. There are no structural damage mechanisms;
however, EMP-induced arcing of insulators on antenna systems can permanently damage the
insulator, disabling the antenna. MIL-STD-188-125 prescribes the minimum performance
requirements for systems/facilities, such as ground-based C4l facilities, that must operate
through an EMP event with no operational impact to the system/facility. The requirements for
the limited number of systems that must operate through the EMP event with no operational
impact are contained in MIL-STD-188-125.

For platforms/systems with an EMP requirement, verification is necessary to demonstrate that
the control measures implemented provide the required protection. Verification that the
platform/system meets EMP requirements in MIL-STD-464 is accomplished by demonstrating
that the transient levels at the subsystem/equipment interfaces of mission-critical subsystems/
eguipment do not exceed the hardness levels for the individual subsystems/ equipment and that
the required design margins have been met. Mission-critical items are those where proper
operation iscritical or essential to the operation of the platform/system.

Both analysis and test are usually required to verify platform/system performance after being
subjected to an EMP level described in MIL-STD-464. Anayses or models are necessary to
determine the EMP field that can be coupled into the platform/system. Existing coupling data on
similar platforms/systems may be used to estimate the voltages and currents generated by the
EMP at each interface of each mission-critical subsystem/equipment. However, the complex
geometry of a final platform/system design may be so different from that which was modeled
that the electromagnetic behavior can be substantially altered. There are a number of ways to
obtain platform/system excitation for purposes such as quality control or hardening evaluation.
Testing for EMP may be done using an injection method whereby a pulse current is injected into
the penetrating conductors at points outside the platform/system EM shielding barrier. Residual
responses are measured and the operation of the mission-critical subsystems/equipment is
monitored for upset or damage. For example, in the case of an aircraft, single-point excitation
(i.e., electrical connection of a signal source to a physical point on the external structure of the
aircraft) can be done in a hangar and can reveal any obvious problems in the airframe shielding.
As an alternative, a platform/system-level test can be performed on a functioning platform/
system using a high-level EMP simulator in a controlled test site. The DoD has a number of
such sites available for EMP testing.
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B.5.3.4 P-Static

As an aircraft in motion encounters dust, rain, snow, and ice, an electrostatic charge is built up
on the structure due to P-Static charging. This charge can cause significant voltages to be
present that can result in EMI to onboard subsystems/equipment and a shock hazard to personnel
either during flight or after landing. The control of static charge accumulation is accomplished
during the design and construction of the aircraft and its associated subsystems/equipment. The
aircraft must be verified to pose no hazard when exposed to P-Static charging. Conductive
coating resistance must be verified to fall within the required range to prevent excessive
accumulation of charge. In addition, the metallic and composite structural members should be
inspected to verify that they are adequately bonded and that electrically conductive hardware and
finishes are used.

B-12



Downloaded from http://www.everyspec.com

APPENDIX C - DD FORM 1494



Downloaded from http://www.everyspec.com

(This page intentionally left blank)



Downloaded from http://www.everyspec.com

CLAGBIFICATIIN DATE Frowres dprcreind
APPLICATION FOR EQUIPMENT OWE No. OF04-0158
FREQUENCY ALLOCATION F—— S—

Thw pkim Imrlun bty pbgches o mbpraion nmbrein b sssage 3 hwrs B mpame, ek hl-'ir-mm gy dein mEEEE i
"'I.IFII."I *I: . '"ﬂ:fn i I:-rrrmql::. '|'|'-'l.'ljd “'ll::::—lg\n- D-ﬁ1hht'-'1-: _:.nl .n'fupm LDJI:-I-DIIT"l?Ith E:I":“
.:.l‘uﬂﬂ:!nn .H.EE:HEE Wﬁh I ML D vy N s e O P P e G ] Gy [y L L] i crr iy Sl B s
PLEASE OO HOT YOUR FOAM TO THE ARDVE ADDRESS. RETLAN COMPBLETED FORM TO THE LSRR AGENCY OF CONTRACTING AGEMIY, LR
APFROFPRIATE

D00 GENEIAL INFOEMATION
T FROM

1, APPLICATION TITLE

2. EYETEM NOMENCLATURE

| 3. ETAGE OF ALLOCATION (X ane)
5 __l__l_'l:.l.lllE1 EHH-HTEH‘U!.L' |I. BTAGE 2 - EXIFERIMENTAL | Ii ETHIEE 3 - DEVELDPIENTAL | | . BTAIGE & - DFERKTIOMAL

4, FREDUENGCY REQUIREMENTS

i FHECUERCYVIES]
b EMSSKHN CERGHATON| S|

e G

H, TAMGET BTARTING OATE FON SUBSEQUENT STAGES

a STROEZR B BTAOE 2 & STREE 8

. EXTENT OF USE

P, GEQGRAPHICAL AREA FOR

i BTAGE 2

b STAGE 3

= STAGE &

0, HUSLDER OF UNITS

B STAGEHT B STAGE 3 &, BTAGE 4

O, HUMBER OF UNITS OPERATING EMULTAREDUSLY IN THE SAME ENVIRDREENT

10. OTHER JiF 12 APPLICATION NUMBER{S) TD BE 11, 18 THERE ANY OPERATIONAL RECUSREMENT AS DESCRIBED IN
a. SUPCRSECED JIF 13 THE IRETRIACTIONE FOR PARAGRA&APH 11T
| b AELATED JF 13 | = vEs I | v [ | 5. wavan
12 MAMES AND TELEPHONE MUMRERS
L PROGNAR MARAGER (1] COMMENCIAL () ALITOIV N
b PROJEGT EMGIEER (1) COMMERGIAL [ ALTONEN
18, REMARKS
OOWHNOAADING INETALUCTIONG CLAGAIFICATION
DD FORK 1484, AUG 86 (EE) PREVIOUS EDITICN MaAY BE WSED Cmsgras umey Marirm Pre, B IRON. asg 6



Downloaded from http://www.everyspec.com

INSTRUCTIONS FOR COMPLETING DD FORM 1454,
"APPLIGATION FOR EQUIPMENT FREQUENCY ALLOCATION®

QENERAL INFORMATHON

CLASSIFICATION: Ths form muesl bes clamfied in pooordance wih
APEPCRalD iy Sty tedokank Dovengrsciig Fatiuslon s
b intdcated. The highast chassfoalion for eooh Rem or sib- Gam o
o el sl B e e By o (LT, -:I$|. of [5] pmngaics the e ar
sulillerm Iila, o classiled aopleadons

APPLICATION PURPOEE! This & &% Gppicalon e dessopail of
procurement of squipmani with AF eritiers, 1t s not 8 regueenoy
iy e gL b opamion ol FF enfen, Funos s nol e
oiiigated priorio T nppecal of 50 apploabion lor hegeency
plenin

DATA RECARAEMENT: Al npplicable datn Rems shall be submitisd
I ol wingpea. Estmaied values of mnges of waluss may be sybm-
Tt Fiei Bt 1 el 3 i this ahseniss of cakeukiied o maiiinid ke
nnd srall b arnoimied ([EETL Vabkses %or Singes 3 and 4 should ba
e

ETANDARDS: Technical pmomeiem of the appboator wil e
wvnka e agunsl B wpropnale Coll, Haoenal ard inleerational EWG
sanssis

AEMARES MEMS: Lo T ramarha dom locabed a1 e botom of
anch paga of tha lem i ampliy or clmdy B aniven. A connuation
iR s fadpel rad

ABBREVIATIONS:

Haurlz 2] P T o Las
kilcheiir EHz deoibed dB
megahnits A iH imciropic i
pigalara GiHz pukies pEr sacond it
miliens et parts per milon pom
will M ik arakopn fai PER
NBrCamTDTS [T nol soplicable Hi,
Hapnnsl Lo nul mapiptie Ml
Takeoarmiraa o ceciipiad Dandmidih AW
E nlpmatios

AT T s
HO'W TO ASSESBLE THE FORM;
FOR US CODAMHMATION:

Dl Qaritinl Inkarmatios Pags

. Temnsnehon Paga|s)

Facewver Pngeis)

Anloraa Pagalg

LUing Cisgramial

. Speca Syalarme Daln, il npplicaiie

. Conlimunbon Fageis) Joress méirenos poged|
MY Ganaiml Inkmmadon Poge

L B S R

FUR FOREPGN CRDOADINATION: IV hes foim s used bo obilnin lormsgn
nikinal pporiabilly comment, e Fe rsuctions on the
heck of this Forsgn Coondinason Genaral mlnimason Page.

000 CENERAL MFORMATION PAGE

ITEM 1 - Apgplication Tile. Enie ihe Govemment s nslsfure of
thie eguigmant, or the sanulaciue’s nama e moecdel sumbes, and &
rhnr depcrptive 1tle

ITEM Z - Sysdem Homenclafure. Emer the nomanclaiure of e
et fof ik Ih depajerainl o b autsiyales, o, g, PATRIQDT or
Hotal Foslioning Sysiem.

ITEM 3 - Suage o Allceation, Mark the apjoigsats Block usig hi
folioming HTIA dalinifons

Stinges 1 - Conenphsal, Tro bitial il g oo his e comphind,
Inchuding proposad beguancy bands and ofhar avalobia
rhacacintisic,

Simpe 2 - Eapermanial. Thumrrlnnuu.ﬂ-mhnhm I:ﬁmﬂ-llﬂﬂ.
anid ki, oG leal piug i y Ty b
reqibred

Singz 1 » Dovelopmintl. The Mo dasign has beon ocomplaiod, and
radinion may be egqumed dueng featng,

Slage 4 - Opambonal Dovelopmen! bas been eseanialy compleied,
amd Ennl opeenkng comirinks of meticiam moued o aees
complibEily nsd [0 D identiled.

ITEM & - Fraguensy Aequiremenis,

a Erbar the required vequency tandinl. For squipmen desigrad 1o
epanibe fnky ml & gl laguissy, anbe Bk feguisscy, il e,
ag., iHz, MHz. or GHz.

b Eridr o emissan deagnoions) noudng T necassary hind-
widi far sach designaior, 53 descrbed in Chaghar B of the MTIS
Manual o g, SOMCPOH. Ideniiby anch mede i hopisg b
ron-hopging, e.0. BIMOFIE (Hopping)

Enlng i e §3, "Flanaska,” ary ol inbarmatiss paninan e
Fpguoncy regbmmenis. soech &5 minkrum hoguenoy soparation or
special miaticneRps. rreoheng mullpks deceie feguencen

ITEM 5 - Tangst Siarling Dake far Subsequent Sioges. Enter
proposed date of applosson aubeisson o each subssgent siage.

ITEM 6 - Exterd of Use. Dascribe axient ol vie Tt =il apphy o Bage
A i confincus o imemdiend. I imeemiect, provids infcrmabion
including ha axpocted rombien ol Fours of oporaion par day or ofar
sppropnaie me peod; scheduing copabiitiy; ond any Hong
geverring his Tmag of nlnmisan) use, 0g., ussd paly curieg lpomine
pukdanoe phase, wsed only as required lor calbraton ol jesi mnge
squpmen

ITEM T - Geographionl &mea. Enier gecgraphicsd kboassede) o
areain] ol wae for fie and subsequent stage|s), &g, Gilelan Panl, Log
Angeeg, Callaenn, e Weils Sands M Fangs, Ny Maskn
iEmgn &; USEF (Siage 3y USAP, NATO Coaninies ord Konea [Siago
1. Prowds geoginphiml comdnnies [degrees, minuiss. second) §
drarlabiba

ITEM 8 - Numbar af Units, Erder otal nundse of prite plaineg oe ihe
i e roqussied and e Sabadgiiam Sl

ITEM 8 - Nuimibar al Unila Cperaling Simullanacasly in ihe Sdimne
Environmanl. Emer mrasmum rumbe of hoss unils planned o b
cpambrg tmgdisesouely in e sama Ewsoement duning Sage | yse,

TTEM 10 - Other AF 12 atcn Bumbens]. Mark agpropialn
otkie) and pnder JIF 12 numbes{s) lor supsreedes and'or related
bt

ITEM 11 - Oparational Fequiremerd, # iz pguipmen wl operai
welh T Bl o similer eguisemnl wed by ot US Wiy Servcin,
Do Componamls, US Govnmment Agencies or Mied Madons, mark
Wi, " anid apacily n llam 13, “Remiaiks,” e Sernces, Sgancies or
courias (o Inclkadn the Ccoustry's Sarvices)

ITEME 12 and 13 « Eall-axplasamry,

00 FORM 1494, AUG B8

Dol Ganeesl Indosmilon Faje (Back|

C-2



Downloaded from http://www.everyspec.com

1. NOMENCLATURE, MANUFACTURER"S MDEL NOU

TAANSWTTER EQUIPHENT CHARACTERISTRCS

2. MANUFACTURER'E MAME

A TRANSWITTER INSTALLATION

4, TRANSMITTEH TYPE

1. TUHING AANGE

B. METHOD OF TUNING

7. AF CHANNELING CAFABILITY

B, EMISEI0ON DESIINATOHEE)

5. FRALGUENGCY TOLERRREE

10. FILTEA EMPLOYED (¥ one)
n YES [ |smo
| 11, SPREAD SPECTRUS (¥ cvin/

|n s [ b

12 EMISEION BANDWIBTH [X and covepiels nn apmieabis)

[ Jnmwo

|| eALouLATED WEASURED
13, MARIMUM BT RATE PEETT
b 2048
T4 MOOULATION TECHMIQUES ANDCODING c 3 dE
B L
v OCEW
15, MAEIMUM MOOULATION FREGUERCY
16, PRE-EMPHASIS (X o) |1, DEVATION RATIO —

1. PULEE CHARACTERIETICE

1%. FOWER n RATE
B MEAN b WIDTH
__b FEP o AZE TNE
I, UTPUT DEVICE i FALL TIME
n SORY RATIO
- g P A T e 21 HEAMONIC LEVEL
72, SPUAIOUS LEVEL TR 2D
L] b I
73, FOC TYPE ACCEPTANGE WO,
[ = I:II-EH
24, REMARKS
CLASSIFICATION

DD FORAM 1494, AUG 86

C-3




Downloaded from http://www.everyspec.com

INSTRUCTIONS FOR COMPLETING DD FORM 1494,
"APPLICATION FOR EQUIPMENT FREGUENCY ALLOCATION"
TRANSMITTER ECANPMENT CHARACTERISTICS PAGE

ITEM 1 » Homemclaluine, Manufsctures's Model No. Entarn iha ITEM 13 = Masimum Bl Raie. Entai i msieiim slomkon S
SGowEminem assigred aphanurmessg squisoment desigralion. || obove & rain for digiiad egupment. in bis per second. 1| spond Spoctum &
ol ayvadable, onie 1he manulsctoses modsl nimbar, e.g., VT 502, nnd | uesd, onler $e bil omis after enooding.

ot i 2, 0 abeyve & rol ivalalile, ailen § ghort descopive lile,

aef]., ATE-S hewasiry (ransmilie ITER 14 - Bisdulntion Tochniques and Coding. Daseits in daiai
the modulaion andfor poding echnigues ompfoyed, For oomplex
ITEM 2 - Mpnulacharer's Mame, Evier e mamfackes s rame § muockal pinn echemen such an direcl sequence spread spectnim,
avalabin. ¥ a mamcdsokeers weessl foarlied @ ke m e 1, e dam Indquisncy Bop g, niguiedy agike, aie, @ittar [ detaia in lem 24,
sl ba complebod. “Formarke"
TFEM 3 - Teanam it Inatallathen, Lot apisie typelul of sainchia), ITEM 15 - Maximum bodulaticen Frasuaney, Fuor gy w
ahipis], planais) or buldingia), T, whono The rarsmithans | wil b phasa meodilated rancri e amies The reakimiem reodilalon or
instulod haseband frequancy. The requescy is assumed & be 0 requessy

al -3 dE pol ci the Bgh heigency aada ol B modulaias ieEponee
TTEM 4 - Transmitber Type. Emer P geneic dass ol he ians- miier, oo indicase Hio umis, &g, Hz, BHZ o k¥,
0., Frequency Scane Scan Wevke Tnck Andar, Monopuizs Tracker, Sl

or PR Commurseatinhs, ITEM 18 - Pre-ampluesia, For regquency o phaas sodulaied
Ui s itk e Appiopnaki Bock 1 indcess whalser

ITEM 5 - Tuning Range. Enier e requansy rngs tredgh which tha pra-emphass is ovaiiable.

raramiiel iz capabls of being lunsd a.g,, 225400 MH:.  For egupman

damgned o opemis only al o single legquercy. enter e reguency, ITEM 1T - Dewialicn Amio. For fregeancy or phase modiealed

InstliEnio wedin, @0, k-, MR o GHE. irangrsities aoner S dadoben rlk comeeded mi the doeerula

ITEM 6 - Melhod of Tuning. Enies e mathod of tunng, 8.9 crysial Devntcn Aalo =

wivithaeirar o ity I the sgpapimend g nol mdly lune@le n e Seid Masionen Eiegusnoy Davalon

indogie in heim 24, "Hamarks,” ha oormpkxely ol kaning. moluda

camplesily Incors Boch &3 saf] keyss involved, moor asiemises ITEM 18 - Puine Chir Bk e P et e uansmmar:

iinvisheail, e iagqueesl, nna lootos Jlecion or depol) whan esopad prmaerl

18 0 b Tl 0. Entar tha puse repstion ratn i pulses par second (ppa)

ITHM T~ AF Charmneling Capabilily, Deecrite the AF cranngling b, Ender the pufee widih 8 the ol woltage levels in microssconds

capaliily, For uniloeniy spacad channel, sdar ha enlar lquenty of | (s
fha lest channial and channe spacing a.g., Sral channed 805 MHZz, 100
KHz incremanis: for continucus funing, enter the kowes] freguonoy and o Enler the polse rise ime in micimseoonds |usecl. This & e e
th mond “cornuoun;” Tor othem, such as S50 or coses where o dumticn for the feadng dgs of the voliage pulbss o nss from 14M% 9
chienal pelcion m uncer soltwais sonll, antsr o detsied desciption % gl g gesak arspliuda

in hem 34, "Ramorka.” Any conairains on ks any of thesa channels

med b desorzed i fam 24, "Aamasis " .., degraced channeo d. Enter the pulse fall ims in momesconds jussc). Tha m fhe bme
imemnad hardweng drelabicns o Gakoul pabidEy ke hegusnoy hoppng duntien T e balivg sdge of he vollsgs pubie 16 &l Tem BOES &G
iy, 10% of its ek aspiiuda,

ITHM 0 - Emissson Deslgndlceisl. Enipt the smisson designaions) . Erder the masisnum pulss compresaion rabio, (| npl cnble
itgtudng T fabaskinng s for sdch daugnatke s dsebad in

Chapier B of the MTIA Manual, &g., 1§K0F3E. For aystams wih o ITEM 13 - Power. Enicr ihi mean povesr delbonnd o tho ansanns
frequanoy Ropping mode as wel a5 a norehooping mode enter the tenmirals for all AR and Fid emssdons, or the peak srwveops power
eriiasn designn loim bor éach mods,  Klendily each mods an Boppirsg or (PEF) kor all ofhinr chassss ol embsane. 1 theme nis sy unlque
fan-Rappng stumlenk Such pl inaruped OW, predds deails n llas 34,

"Rk " inchoans e unils, fog., Woor W,
ITEM 8- Frequency Toleranoe. Entor the ireguency mlkerance, Le., Te

mammuen deporture o & fararetiar vom s assigned requency alier ITEM 20 - Outpul Device, Enier o descnpaon of the dewce waesd in
e Aani-ug Lo hias B piliraesed  Ingdlcivie ®w unis i piis pai g tanmimier cutnal Bage, o g.. caname: choda, relsae Kypaimn,
il (ppm) for ol omssion Bpe axcep single sidaband weich shall fransimion o TWT.

b iricaled m Hertz {HE).
ITEM 21 - Hemsanic Lovel. Enlar the farsmonic beel in o8 mlitho

ITEM 10 - Fllley Emvployed. Kaik B appeopias bicok, Piovkds e 1o thia Lndamestal of hia 2rd &l Ird hamoafcs. Eedar in B o tha
chmooierstios ol any i used o lem 24, "Aomarcks " relaive oyl in dE of tha highast posaied hasmonio abosa e Ind
ITEM 11 - Bpread Spacirun. Mark Be appropinke kieck. i1 "Yan," e ITEM 22 - Spuirious Lavel, Enler the masimum valos ol maurioo
insinucions kor hem 14 amEson n dB sdair 10 Tl which 0oois culkide du
<60 dB poini om the imnemitier lusdamanisl omssion speckum (Hem
ITEM 13 - Eminaies Bandweigih. Enter the smisson bardwickha lor 1% and doss mok gisur onop harmenis of the Ladamenial frequancy

whtich il Biansminegr is desgned & tha -3, -3, and S0 dB avels and
i pooupied bandwidi The bandsadih a2 =40 ¢B shal oeo ol omiessd ITEM 23 « FOIO Type Acoeplance No. Ener e FOC hipe
for pules mdar mneriters. The amiasion bandwid® o defned s tha aocapisnce numbar | applcable.

Appaaig Al e ailanns drFnEe g rehabui any G lcee
aftanunion coniissad by fanng in the cotpul Gl or iransssean
lrse, Vinkeen ol emizson banchwdih speciied should ba indicaied aa
calcualad of fddasered By masking T gppoopisss beck Indces unim
e, &g, HE KH2 or MHZ. Mot thal the Oooiigod Bandseth [Ham

12 1.} iz delned as the lequercy bandwidth such thal, befow s ower
wrid aboree BS e Priaguaingy Binids, e maan gowen miniad se sacs
soual wr 05% ol e lmial mean povver eackaled.

DD FORM 1494, AUG 96 Trnermitier Equipment Chamctansics Page (Bace

C-4



Downloaded from http://www.everyspec.com

CLABSIFICATION

PAGE

1. HOMENCLATURE, MANUFACTUNENS MODEL Mo,

RAECEIVER EQUIFRENT CHARACTERIETICS

i AECEWER IM3TALLATION

4. RECEIVER TYPE

& TUmING AMGE

B METHOD OF TUmiNG

7. AF CHANMELING CAF&BILITY

4. FREQIFENCY TOLERAMCE

B. EMISEION DESIGNATOR{E]

10 IF SELECTIWITY TET i e 11. RF BELEGTI¥ITY [X and oovipielt a5 apphoabie)
| eaLcuLAten MEASURED
a A dl
h. 30 @8 po
J T
c -Fdb
o f PARBELECTICN TTRR
12 F FREGUENCY _— —
- 13 MAXTMLUM POET DETEGTION FREGUENGY
i TST
b o 14, MINIWUS POST DETECTION FREGQUENGY
a. 3D
15, OSCILLATON TUNER 18T =0 16, MAXIEUM BIT RATE
A EHOVE TurEn
FREQLEMSY 17. SENEITIVITY
i, RELDW TLMED
SRR & SEMBITIVTY Afim
&, ETHER ABGIYE OA BELDW
TUMED FREDUENGY B CRETENIY
18, DE-EMPHASIS (¥ one
o MCISE FIG dn
[ s ves B WO
™ 1] o, FORE TEWS M

8. BMACGE AEJECTION

20. SPURKDUE REJECTION

a1, REMARKS

CLARSIFICATION

oD FORM 14584, AUG 36




Downloaded from http://www.everyspec.com

INSTRUCTIONS FOR COMPLETING DD FORM 1494,
“APPLICATION FOR EQUIPMENT FREQUENCY ALLOCATION"
RECEIVER EQUIPMENT CHARACTERISTICS PAGE

ITEM 1 - Nomanciaiure, Maiulsctumr's Model No., et the
Giowammend asigned alpfanumens: squipment desgnaion. IF
abave 15 nol avaisble, eniar iho manilacieers ol nimr,
ag, MIT B0, el cowrplate lem 2 1T nlsn is sk svaiabie, ever
& shorl dascnpive i, g0, GPS Ascenel, Drecios Bmion AX

ITEM 2 - Marsiinciurers Nasw. Ensr S masulnciurer's ness #
swmlable. | o manuinciurer's modsl member s Esbed i Hem 1, s
(LT P b gampda i

ITEM 3 « Recaivor Installation. List spaclic ygsaia) ol volaziaga),

ahipin), [Fones) or Buitfiegie), sig, whem B recpiveriel wil be
instaled

ITEM & - Ppcwivpr Type. Enler B8 gensnc clins, n.g.. Dunl
Conyversion Suparhaloroding o Homodyno,

ITEM § - Turing Mange, Enter the regquency romgs though ehics
e eosdver |s capable of beng wned, eg, 225200 MHz. Far
ST O N 10 e 00l 818 ENg aguincy, e hia
pguancy. ndicale unila, 8.0 KMz, MHE or GHr.

ITEM 0 - Method ol Tuning. Enler the mathod ol foring, &.0.,
crpatal, synihesieer or caly. NP sguipmont i nol sascisy haiobie
bt Ui el il ol i Pnit @1, *Flidnacsi,” (he cirmglaeiy ol Ririing:
irohide complesity Inclom such a5 3kil lenls nvohved, majom
aspamibiien aolved, timd faquired, and lozation (Tacoory oo depal)
vt Wippmanl o e B lued

ITEM 7 « AF Channeling Capabdity. Dosciigs iho RKF chamalng
chpabiity, For unfoimly sgiced chaniiob, soter the Caner
femguancy of tho i channel and channsl spacng e.g.. st
chierial 408 W, 100 B rsramenda; ko cominisss faing, anls
T ovest equency and 1he word “comineoes;” or ofees,
Inehuing catsn wWhans channel wsleston b untder sltsing ol
enier a det el descnipbon o item 21, Semaks.”

ITEM A - Esviasion Desigrabane], Enter the amespon
desgnaions) indluding the necessany bandwidih|e) for sach

GRS IO, )., 1EKOFIE. For syditesa with o loguancy hoppiag
i 4 wall @8 @ ron-hopEng eodg enier the ereigegn

ey naions. lor gach mode,

ITEM 4 + Frequency Tolemance, Enter the begeency klemnco,
i, T AL deganrs of § e from s aasigeed
Bagunisy aftar nomal wanmm-up tme hag bean niowed. Indicale
P unds in parls per mEon (o for ol emissen lypes estapl
siegle andibire which ahil b inskeabad o Hits (Hi

TTEM 10 - IF Seleclivily, Enlar tho bandsioth ko sadch Fuings ai
o <F, 20 mead B0 B lowals, Inckily umils, e, kHi o WS,

ITEM 11 ~ AF Selachvity, Enier the bardwicdsh ol fe <3, -20and
50 98 el Tr AF Bandesdil inehides by signiboinl
mfienumbon coprBuled try Hienng in the rpul cirgul or
TiansmiEsion ind. Yalies ol AF basdwicihg specifiod should be
ndiciled ii caicaaled or manmid by marking tha aperopris
tock, lecicnls unils, &0, BHz of Mz, Enier the preseleciion
typa, g, lunslde cavly

ITEM %2 - IF Fregquancy, Enlar (i knad Weguaney of tha S,
gacond ond thied W ginges. ncicale intn, e.g., bHz or MHE

ITES ¥ - Manirmam Posd Detection Frequency. Ender tha
UL PO Setaondn Feguancy. TS is g neminal boguancy
il tha < il pond pn P high requensy sau ol Be i baas
el irecloiin il g, RHE o KHr,

ITEM ¥4 « Minimum Post Deleciion Fregeency. For medichanne
FR yslim o B i poil dateclon logueneg. T s
the nomenal fregquency at the -3 B pont on e Gy egquency side
o el reCEvEr Dass band. Indcaks Enits, oG, k92 or Mz,

ITEM 15 = Cscillalor Tuned. Pdirk T appecgsialo Dlock o ndicais
Ihe Incalicn ol #e TeL End and Ind aeclinlor Imquencas wify
rapat i ihi assooaled mdear inf pgnal

ITEM 16 « Maximaim Bil Rale. Whare applioatho, anion s
maxEmum bt mis {bpay thol can be used. | spread spectum m
usad, eslar tha b e ater enooding. Descrite any amar
delecingenmacing codee in Bam 21, "Alemarks”

ITESM 17 - Spnuitivity.
i, Enior the aorarvly in d8m,

b. Spasily ciania wsod, &g., 12 &8 EAD [Sgnal i inarfarenca
plus Moize and Cisthyriond

G IF the peceker s used mth lenestal sysiems, e the iEcewe
g Migrara in <61,

d. B th reeaivar b usad wils gpace o saiolie anih dslom, ooiar
I e nci s IBMeeratune i Kekin

ITEMS 1§ - Dw-pmphasis, For lmguescy or phes mgduisd
Pl visTE Erark hee appiopiisse blook o ndkcaln whelthes
de-pphasis B ovailalie

ITEM 18 - linagae Fajsstian, Enar e mags mjecdicn n B
image rejecion i the rago of the mage beguency signal (ol
e 10 prodce nepeahiog gutpun, 1 the desmd sigral lvesl
required |o peoduce te sams cupul.

ITEM 20 - Spurious Rejection. Entar tho spulious snjociom in cB,
Esvar thin singln level al sjiuicus temcion hal the recever menls
or pvpeess af af equencies cutside the 50 dB F andwadin.
EpAous rajeclon B he o i & pamizulir sul-elband quesey
signal bevel required Io peochece 3 specfied cutpud, o the desind
signal kvl nequired 10 prodacno Ta mimo outpul.
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AHTENHA EQUIFMENT CHARACTRHISTICE

U | n. TRANSMITTING [ ]b mecemms [ e TRANSMITTING AND RECEMING
3, HOMEMCLATLIE, BAMUFALTUREI S MODEL N, 1 MANUFACTURERS MAME
4. FAEQLUENCY RANGE 15 TVPE
0, POLARIZATION 7. SCAN CHARACTERISTICS
i TYFE
o, GAIN B YENTICAL SCAN
a, MARMBEAR 1) AN ELEY
{3} M ELEV
. 18T MAJON RDE LOBE
|3 BCAN RATE
2. BEAMYIDTH . AOMEDNTAL SEAN
a, NCAEOHTAL {1} BESTOR SCANKED
(2 BCAN RATE
b VERTECAL
d BECTOM BLapM KNG /i orep
| | ||:||1E | | [ MO
1, HEMARES
CLASOGFICATION
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INSTRUCTIONS FOR COMPLETING DD FORM 1454,
"APPLICATION FOR EQUIPMENT FREQUEMNCY ALLOCATION®
ANTENNA EQUEIPMENT CHARACTERISTICS PAGE

ITEM 1 - Funetian, Mark 1ha agprogriale block
1o indenie he ypa of lunchan the anienna
FE-l'l'l'.'H'I'ﬂE- Fod muA-antanng Eﬁlﬂ'll'-."i'l"l. Ligs arpe
page far each anemna.

ITEM 2 - Nomenclalure, Monultsciurer's Model
Mo, Emar the Govemmant azsigned
alphenumerk: eguipment designatssn. If above is
niot guailable, emer the manuiachurers modal
raumbar, @.g, 586568, and coerplata llam 3. 1
ainaye | not avekable, enler & shor descrplive
tiha, a.qg., ATS-6 talamalry antanna

ITEM 3 - Menufsciurer's Mame. Entar tha
misnLlacisner's fnome il availabis. 11 a
manufaciunars model number |8 ksled in Bm 2,
Ihig ikarm miest be complatad.

ITEM 4 - Frequency Range, Enter fhe range ol
frequencies for which the antenng i designad.
Indcate units, a.g., kHz or MHz.

ITEM 5 - Type. Enber (he pénirc name of
gascnba genaral tachnical leatures, e.g.,
Henzontal Log Parodc, Cassegrain with
Polanzation Twisling, Whip, Phased Amray or
Contormnal Arfray,

ITEM 6 - Polarization. Enter the polanzaton; if
cirgutar, indicale whathar it is right or left hand,

ITEM T = Scan Characteristics.

n. I fhis anlenna scans, anlar tha fype of scanning,
.4, Gl horeontal, varlichl and honzonial,

b. 411 Enlor the maxirmm slavabon angla in degrees
{positive or nagative relerenced 1o the horzental) thix
ihe anienna can scan,

121 Entar tha minimum alevation angle in dagreas
{positve of nagative relerenced 1o the hotdzontal) that
thie anéenna can scan.

13) Enter the vertica! scan rale in scans per minwe

i, (1} Entar tha mngular scanning ranga in scans per
minata

12) Enler he horzonisl scanmng rals in scans per
mimiba.

A Indicafe f arlanna is capatle ol seclor blanking. 11
vk, eriber dalails in item 10, *Aemarks.”

ITEM 8 - Gain.
a. Entar tha maximuem gain in dBi

b Entar tha nominat gain af the first major sids kobe of
ihe main b=am in dBi and the angular deplacament
from tha rmaln besm In degrees,

ITEM 9 - Beamwidin. Enter ihe 3 dB beamwidin in
gagreas,

ITEM 10 - Remarks, Lisa thes ilem jo describa any
unusual characienslics of the antenna, partcuarly as
thery relate o tha assessmant of sleciromagnedic
compatitility, Use this item ko ampdify or clarty any ol
the information provided abave

DD FORM 1494, AUG %6
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APPLICATION FOR
SPECTRAUM REVIEW

NG GENERAL INFORMATION

1. APFLICATION TITLE

2. SYSTEM NOMENCLATURE

| 2. STAGE OF ALLOCATION (¥ onel

4 FREGIIENCY RECIMREMENTS
i, FRECAIENETIER]
b ERNSEXIN DESHENATONE)

| n. STAGE 1 - COMCEFTUAL | | b, STAGE 3 - EXPENIMEMTAL | | =. STAGE ¥ -OEVELOPRERNTAL | | d. STAGE 4 - OPERNATIORAL

R A

L. PURFODSE OF 5YSTEM, OPERATIONAL AND EYSTEM COMCEFTE {WARTINEE LIEE]) [ ome) | | i TES

| b WO

G, BFORMATION TRANSFER RECUREMENTS

7. EETIMATED INITIAL COBT OF THE SYETEM

B. TARGET DATE FOR

B AFFLECATION AFFROWAL i, BYRTEM ACTIVATEIN

E. FYRTEM TEAKINATIN

3. EYETEM RELATIOMNSHIF AMND EBSENTIALITY

10, REFLACEMENT INFORMATHIN

11, BELATID ANALYSIS AND TEST DATA

1 2. NUMBER OF MOBILE UNITE

13 GEOGAAPHICAL AREA FOR

B GTAGE @
b BTAGE )
e STAGE S
T4 LINE DIAGAAM - | 6. 6PACE s¥sTEME =
[Sue Papese) iSau Pagufal

16. TYFE OF EERYICES) FOR BTADE 4

l 17, STATION CLASS(ES| FOR STAGE 4

18, REMARKS

DOWHGARADING INSTRUCTIONS ‘ CLASEIFICATION
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INSTRUCTIONS FOR COMPLETING DD FORM 1484,
"APPLICATION FOR EQUIPMENT FREQUEMCY ALLOCATION"
HWTLA GENEAAL INFORMATION PAGE

ITEM 1 - Application Titke. Entar the Government
nomenciatiens af ths equipmeanl, o the manulssiuners
nEme wnd modal number, ard a shor descriptive e

ITEM 2 - System Nomenckaiure. Enter the normanclaliire

ol tho sysiam ke which this aquipment is a subsysiam,
a.q., PATRIOT oo Global Positioning System,

ITEM 3 - Stage of Albocalion. Mark appropnate Bock
ITEM 4 - Frequengy Requirements,

a. Enter tha required aquency bands, For equipmiesnd
designad o oparmle anly al & singhe irequanay, enber this
fraquancy, Indicate unils, &.Q.. kHe, MHz, or GHz,

b. Emier the amigson designsions including the necessany
bardhasddth lor erch designalor, as described in Chaplor 9
of the MTiA Marual e.g., A0MOPOM

Ertar in lem 18, “Remarks,” any oflher informalion
perinent o ingquency regueamants, such as minknem
fraquisncy saparaticn lor full duplax links or repaaters; or
spacial relationships invalving mulliple d=crele
fraquencies,

ITEM 5 - Purposae of System, Operational and System
Coneepts. Enter a summary descriplion of e lustion of
ihe sysiern of subsysiam, ¢.g., coloc] and dsseminabe
mataarological dala using satallibe techniques;
fransrmiasion of regar data for air traffic contal; a remobs
contral of ATC radans; provide lor the rensmission and
racaplion of digital vaica and data by rmaans of LOS or
fropo modes of propegation; provide navigational signal
from which & broad specirum of useds ae abla o darjve
navigilion data. Alsa include idormation on operabianal
and system concapts. Mark whethar the syslem bas a
wartima lunction.

ITEM & = Information Transfer Aegquirements. Entar tha

required charactar rata, data rales, circuil qualty, reliablity,

&,

ITEM 7 - Estimated nitinl Cost of the System, This itam

i lor infarmation ta show the genarml size and complexily
of the system. Il ks not inlended 1o be & delemmining (acioe
in System aviaw. For Slags 2 enter resedrch cosl, lor

Stage 3 enlar devalopmant cost, for Skage 4 anfar und cost
of equipment and expeclad membsr of equipments/sysiems

10 be procured.

ITEM B - Targe! Date. Fos lhe stage rovow requastad,
entar ihe epproprate dates. Funds must not be
obligated priar bo (he approval of this application. |
forsign coordination is nof reguired, than appraximalaly
e year must be allwed lor appiication appeaval, if
foreign coordinaton is raquired, approximataly beo
years must be alowad for application spprovel.

ITEM 9 - System Relatlonship and Essentlality,
Enter the essantialily and & sialeman al (hie relakionship
batwean the proposed sysiam and the operational
furection it ks Infended to support.

ITEM 10 - Replacemant Information. kdanlity existing
sysiomis) which may be replaced by the proposed
syalam, Slate amy lonown additionsd frequency
refjuirernents

ITEM 11 - Related Analysis andlor Tesi Data. |dendily
raporis that can ba made available documarding
pravious EMC studles, pradictions, analyses, of
prototype EMO tesiing thal am releuand b e
assessment of the sysiem undar raview,

ITEM 12 - Number of Units, (For maobile systems) -
Sall explanalary.

ITEM 13 - Geagraphical Ares. Enlar geographical
locationds | or areals) of use for this and subsequent
staga(s), &g, Gilillan Plant, Los Angetas, Calilomia,
ang White Sands bMessile Ranga, Mow Moexoo (Stage 2
USAP |Stage 3), WSAF, MATO Countries and Korea
(Siaga 4). Provide gaographical coardnales (degraes,
mindes, seconds) i avallabis.

ITEM 14 = Line Diagram. Entar the page nambar of tha
line diagrarnds). Aftach as another page lhe ling
diagram shawing the links, direction of transmis- sions,
frequency band(s), and associated equipment with JF
12 murmibars.

ITEM 15 - Space Systems, Enlar the pags number of
the egaca syabern data. Aftach as another pags the
space syslam data as described in tha NTIA Manual,
Peragragh 8.3.7. Data Reguiremant.

ITEM 16 - Typa of Service(s) lor Stage 4, Entar tha
appraprabe lypo al servicais) hat apslies af will apply 1o
tho aqupmant n ihe oparmational stage (51 4), as
desciibed in Chapler 8, Table of Services, fon
Classas, and Stalions ol the MTIA Maral, If thi
sarvica is ndd in accordance with ihe alocabon tablas iull
juslification rmues! be anterod.

ITEM 17 - Station Class(es) for Stage 4. Entar the
appraprate stakon classies) as descnbed in Chaplar 6
af the MTiA KManual,

DD FORM 1454, ALG 96
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CLASESFICATION PALE
APPLICATION FOR FOREIGH
SPECTAUM SUPPORT

FOREIGN COORDMATION GENERAL INFORMATION

T, APFPLICATION TITLE

2. BYETEM NOMENCLATURE

3. BTAQE OF ALLOCATIOMN (X o)

3 _l;. STAGH | - CORCEPTLAL | I h: GTAGE § - EXPERIMENTAL [ | . GTAGE 1 - DEVELOPMENTAL | | . ETAGE 4 OPENATIIMAL
4, FHEQUERCY AEQUIAEMENTS
A FRECUEMNIYIES)

b FMSSIDN DBESIONATOR R

o PROPOSED OPERATING LOCATIONS DUTHDE USAF

§. FURMISE OF 8¥ETEM, OPERATIONAL AND SYSTEM CONCEPTS

7. INFOAMATION TRANSFER REQUIREMENTE

0. HUMHER OF UNITS DPENATING SIMULTANEDUSLY N THE SAME ERVIACHMENT

. REFLACEMENT INFORMATION

0, LINE DA CEuAs 11, 8PACE SYSTEMS
[5ee Fapeis)) {5ee Page|sl?

12 PACJECTED OFEAATIONAL DEFLOYMENT DATE T Tl

13 REMARKS

POWHGRADING IRETHRUCTIONS CLASSIFICATION
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INSTRUCTIONS FOR COMPLETING DD FORM 1434,
"APPLICATION FOR EQUIPMENT FREQUENCY ALLOCATION"
FOREIGH COORMMATION GEMERAL INFORMATION PAGE

MOTES

1. For equipment imsonded 1o be oparated outsida the LISAP
faresgn disciosure authority s required o coordinate and
abda radss frequsncy epacinum suppon [ram hosse caunines
vitiarg fhes equipment may opermata, Acion muest be infiated
ko abtaln Torekgn disclosure authonty in acoordance with
Mililary Department regulations and poficses lor he relesse of
appropriale datn b (b proposed host nafions.

2. Do nod complite this page inless you are prépanig &
foreign coordination varsion of the DD Form 14594, A loraign
coardnalion version al ihis lorm i Ireaied 85 & compiataly
saparaty documan from a US cocedination varsion, and in
genaral the indormation conbant wil be diffsran,

3. Frequancy allozation processing for LS coondination can
e Infliated without sutsretiing a lorsign coardination varsion
of thie DD Forrm 1494, In ary caga, subsmission of the us
coardinatian version shauld nol be delaved simply bacause &
fomsign coordination warsion has not bean comploted

HOW T ASSEMBLE THE APPLICATION FOR FOREIGHN
SPECTRUM SUPPORT:

i. Forelgn Coordination Ganeral Inlormation Pagais),
2 Transmitet Equipment Characlaristics Page{s).

3. Hecsiver Equipmend Characiensiics Paga(s)

4. Anlanna Equipment Characlenstics Pagads)]

&, Continuation Page(s]

FOHREIGH COORDINATION GENERAL INFORMATION
PAGE

ITEM 1 - Application Title, Emer i Gavarmment mormen-
clalure of the Eq‘uIFII'ﬂEII'ﬂ. or tha manulachurers nama and
mpdal numissr, and a sharl dascriplive e

ITEM 2 - Systein Homenslature. Enler the nomanclaturs of
ihe sysiam for which this eguipment is a subsystem, e.q,,
FATRIOT or Giobal Posftioning Systam,

ITEM 3 - Stage of Allocation. Mark the appropriate Block.
ITEM 4 - Freguenty Requiremenls.

a. Enter fha mgurad maquency band(s). Forequipmsant
designed lo aperala anly al 8 single frequency, enler his
fraquancy. Indicata unils, &.0., kHz, MHz, or GHz.

b. Enfer lhe arrission designates(s) including the necessay

banchvaidih for aach designalor, as descrbed in Ghaplor 9 ol
tha NTIA Marumal a.g., $0MEPON,

Enterin lkem 13, "Hemarks,” any othar infor-
rraiicn peinent 1o [requency requsaments, such
as minimum frequency saparation of spedcal
ralaticships invalving multiple discrete
frequisncias.

ITEM 5 - Proposed Oparating Locations
Outside USAP. Enter host nations, locations or
areas ol use. Provide geographical coordinatas
{dagraas, mimtss, saconds) if availatda,

ITEM & = Fm’pulu ol System, Operational and
System Concepts. Enlar a summary desciption
ol B function af the syslem or subsyaiem, e,
gollsct and disseminale mateorlogcal data
using satellite lechniques; ransmission of radar
dnka far air iralfic condral; & remole condrel ol AT
radars; provide for e transmission and necepion
ol digiel vosce and data by means of LOS oo
trops modas of propagation; provige nayigational
signal Brom wiich a broad speclrum ol usars ana
abia ko dariva navigation data. Alse includs
information an opsrational and system concepls.

ITEM T - InTermalion Transher Requiremenis,
Enter tha regjuined characber rals, data rales,
circiilt quality, rellabdity, abc,

ITEM & = Numbaor of Units (iperating
Simultaneousky in the Same Environmant.
Enler maximum numbsr of ihese wniks which wil
ba apamating simullaneausly in Be sama
arvircnmant, during Siage 4 usa,

ITEM 2 - Replacamant Information. ldenlify he
@uisling equigmantisyaiem|s) and essocialed
fraquency assignments o ba replaced by he
propoead eguipment systam(s] where appicabls

ITEM 10 - Line Diagram. Enler ihe page
numbes of the line dagram{s). Alach as another
page the lina disgram Showing the links, direction
of transmissions, frequency band(s), and
associaled equigmeanl.

ITEM 11 - Spaca Systom. Enter the page
number o e space syatem data. Attach as
analher page the space systam dala a5
dascibad in he MTLA Manual, Paragraph BT,
Datn Regquiramsnds.

ITEM 12 - Projectad Operational Deploymont
Date. SeH explanatony.
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APPENDIX D - JSC MODELING AND SIMULATION TOOLSIII

D.1.0 INTRODUCTION

The JSC mission is “to ensure the effective use of the electromagnetic spectrum in support of
national security and military objectives.” There are three objectives associated with this
mission for which modeling and simulation (M&S) and database resources are required:
spectrum planning, systems acquisition support, and operational support.

* Spectrum planning services and capabilities support the Warfighter's spectrum
requirements by assisting in spectrum policy planning, spectrum certification, and
frequency assignment planning.

e Acquisition support services and capabilities optimize the performance of systems in
their intended operational electromagnetic environments while minimizing system
acquisition cost and schedule.

¢ Direct operational support to the Warfighter provides spectrum management and
interference resolution support to the warfighting commander in chiefs and Military

Departments.

Anayses in support of these objectives have as their goal an evaluation of the impact of E3 on
Command, Control, Computer, Communications, Intelligence, Surveillance, and Reconnaissance
(C41SR) systems, personnel, ordnance, or fuel. The application of E3 analyses may be to
identify optimum spectrum use, operational constraints, or system design alternatives for C4ISR
systems. For personnel, ordnance, and fuel, predictions of radiation hazard distances are often
required. E3 anayses must identify not only impacts to system performance alone, but also the
impact of system performance degradation in military missions (i.e., mission effectiveness).
These analysis requirements define the M& S tool s the JSC needs.

A taxonomy of JSC M&S resource requirements to support the analysis requirements stated
above is depicted in Figure D-1.

D.2.0 MODELS

The tools represented in this taxonomy have various levels of detail, fidelity, and scope.
Underneath the top two levels, the models are within the “ el ectromagnetic engineering sciences,”
which is the JSC’s area of subject matter expertise (SME). Analyses performed at the JSC
utilize models at any or al levels of this hierarchy, depending on the specific requirements of the
anaysis. For example, atypica analysis approach may be to use cosite and intersite models to
identify those interference issues that require more detailed study, using higher fidelity models.
After the results of this detailed study are devel oped, warfare simulations can identify the impact
of potential system performance degradation to mission effectiveness.

! The Services have many modeling and simulation tools that are not presented herein. Service data will be added
in the next edition of this document.

D-1
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ANALYSIS TYPE WSVt DATA TYPE

SCENARIOS/RULE SET
MISSION
EFFECTIVENESS

EME/DEPLOYMENTS

MULTIPLE SYSTEM

PERFORMANCE
EQUIPMENT/PLATFORM

SYSTEM/COMPONENT,

PERFORMANCE ANTENNA/TERRAIN

ELECTROMAGNETI
PERFORMANCE

FigureD-1. M&STAXONOMY

D.2.1 ANTENNA AND PROPAGATION

Antenna and propagation models are required to provide a multi-fidelity capability to predict
path loss, antenna characteristics, and electromagnetic coupling. The models in this category
include terrain-dependent, smooth-earth, ionospheric, and millimeter wave propagation
prediction; linear, reflector, and array antenna near- and far-field gain patterns, and
electromagnetic coupling where obstructions come into play using techniques such as method of
moments, geometrical theory of diffraction, and finite element time domain methods. The
results of these models are integrated into higher level models to predict system-level effects.

D.2.2 SYSTEM AND COMPONENT

System and component models are organized according to the type of system: radar,
communications, intelligence, and electronic warfare. These models provide the capability to
anayze individual systems and components to a high level of detaill. For example, the receiver
models predict susceptibility levels based on the waveform of the desired and undesired signals
and their power levels. The tools are used to devel op data required by higher level models and to
evaluate issues identified in these higher level modelsin more detail.

D.2.3COSITE AND INTERSITE

The tools used to predict interference between systems are divided into two areas. cosite and
intersite. Intersite models are used when the receiver antenna is not in the near-field of the
transmitter antenna and when sufficient separation distance exists so that nonlinear and other
out-of-band interactions do not occur. In cosite situations (e.g., collocated on the same platform
or on closaly spaced platforms), additional receiver and transmitter issues must be addressed, and
amore detailed model is required.

D-2
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D.3.0 SAIMULATIONS

Warfare simulations are normally used to predict the outcome of an engagement or battle in
terms of mission effectiveness. These tools incorporate battlefield effects (e.g., weapons,
platform movement, attrition) sufficient to predict the results of the engagement or battle. These
tools are used at the JSC to relate system-level performance degradation resulting from
interference or jamming to mission effectiveness.

D.40M&STOOLS

The JSC has developed and acquired M&S tools since the Center's inception. Over this time,
hundreds of models have been used to support the many analyses performed by the JSC. These
models have been refined or replaced to continually meet the needs of the JSC. A list of some of

the models, which maybe of interest to the testing community, are summarized in Table D-1.

Table D-1. JSC Model Descriptions by Acronym

ACRONYM

FUNCTION

AAPG 2000

AAPG 2000 is a new antenna-to-antenna coupling analysis model that uses a computer-
aided design (CAD) representation of a platform. AAPG 2000 provides the capability to
model complex shaped airframes such as the B-2 or F-117. By including the detailed
structure of the platform in its analysis, AAPG 2000 has improved accuracy over previous
versions. Additionally the path finding algorithms in AAPG 2000 will work on any platform
such as a ship or tank. Current plans call for the development and testing of additional
loss algorithms in FY00 and FYO1 to make AAPG 2000 fully applicable to other platforms.
AAPG 2000 operates on an SGI workstation and includes a Windows-type environment
with pull down menus, icons, and windows for entering data and displaying the results.

COSAM 5

COSAM is used to predict the performance of communications and radar receivers
operating in a cosite environment of conventional, frequency-hopping, direct-sequence,
and radar transmitters. It incorporates the analysis capabilities of COSAM 4 and the
Design Algorithm (DEAL) program, a VAX-based program for cosite analysis of radar
systems. COSAM provides the user with the ability to analyze the effects of
intermodulation, adjacent-signal, spurious-emission, spurious-response, desensitization,
cross-modulation, and noise interactions. The GUI provides an easy way for the user to
graphically set up and perform a cosite analysis, and view the results. There are three
analysis modes: Full Site, Parameter Stepping, or Frequency Separation. The Full Site
mode provides the capability to analyze all of the systems in a cosite, and presents the
predicted degradation for each receiver and detailed information regarding the cosite
interference mechanisms. The Parameter Stepping mode allows the user to vary one
input parameter and depicts the predicted degradation as a function of the varied
parameter. The Frequency Separation mode provides the capability to specify up to five
tuned frequencies per receiver, and to specify the transmitter/receiver frequency
separations.

D-3




Downloaded from http://www.everyspec.com

ACRONYM

FUNCTION

EADSIM

EADSIM is a workstation-hosted, systems-level simulation used by materiel developers,
battle planners, and operational commanders to assess the effectiveness of Theater
Missile Defense (TMD) and Air Defense systems against the full spectrum of extended air
defense threats. EADSIM provides a many-on-many theater-level simulation of air and
missile warfare, an integrated analysis tool to support joint and combined force
operations, and a tool to augment maneuver force exercises at all echelons with realistic
air defense training. EADSIM models fixed and rotary-wing aircraft, tactical ballistic
missiles, cruise missiles, infrared and radar sensors, satellites, command and control
structures, sensor and communications jammers, communications networks and devices,
and fire support in a dynamic environment which includes the effects of terrain and
attrition on the outcome of the battle.

GATE

GATE is a model that was developed as a cull pre-processor tool for SEER. It is
designed to analyze the effect of introducing a new transmitter(s) and/or receiver(s) into
an existing environment of RF equipment. It considers the effects of terrain-dependent
propagation (TIREM) for fixed equipment, and smooth-earth propagation (SEM) for
mobile equipment, combined with off-axis antenna coupling, frequency-dependent
rejection (FDR), cross-polarization, and harmonic effects. Interference thresholds can be
based on receiver noise (I/N) or on desired signal (S/I). GATE is also capable of
generating line-of-sight (LOS) and elevation contours. Output consists of both a graphical
and tabular display of the environmental equipment that will cause interference to an
introduced receiver or that will experience interference from an introduced transmitter.
Results can be displayed for individually introduced equipment or combined to model an
entire introduced network. Data pertaining to a particular transmitter, receiver, or an
interference interaction can be obtained via point and click.

JEET

JEET examines potential E3 interactions between equipment scheduled for operational
testing and existing equipment in the DoD inventory. It identifies the systems in the DoD
inventory with the potential to interfere with the subject equipment under test in a joint E3
environment. JEET uses a pre-built database consisting of operational mode records
downloaded from the EC/S database. One database will consist of data solely from the
EC/S. A second database will use the same original data augmented to fill in any missing
data required for analysis. No user intervention will be required to fill in missing data.
Options will be provided to filter the database for the purpose of identifying a subset of
records to be considered in the analysis. JEET calculates I/N and power density,
employing many of the same engineering models used in GATE.

PDP

PDP, otherwise known as POWDEN-NEDWOP, contains two power density programs:
POWDEN, which calculates near-field power density and field strength, and NEDWOP,
which calculates the farthest distance from a transmitter for a given field strength and
power density. PDP is designed for rectangular and circular aperture antennas having
only certain illumination types.
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ACRONYM

FUNCTION

SCSAT

SCSAT was previously referred to as ASMART. Distribution is authorized to U.S.
Government Agencies Only (Export Control). SCSAT is a PC-based software program
that enhances and automates the ability to 1) review the frequency allocation guidance
(both frequency dependent and nonfrequency dependent) published by (a) the National
Telecommunications and Information Administration (NTIA), (b) the Inter-range
Instrumentation Group (IRIG), (c) the MCEB, and (d) the Interdepartment Radio Advisory
Committee (IRAC); 2) determine whether C-E equipment characteristics adhere to the
standards established by NTIA, IRIG, the Military (MIL-STD), and the International
Telecommunications Union (ITU); 3) verify the consistency of the C-E equipment
technical characteristics; 4) perform engineering calculations to approximate the
transmitter emission bandwidth envelope for (a) FM, (b) radar, and (c) binary FSK (BFSK)
equipment.

SEER

SEER combines the Space Environmental Compatibility (SPEC), Environmental Analysis
System (EASY), Emitter Environment Definition System (EEDS), and Satellite Antenna
Footprint (SAF) models into one integrated set of functions. SEER is an analysis tool for
analyzing electromagnetic interactions in a dynamic environment composed of
spaceborne and terrestrial equipment. The model is used to determine incident power
density, received signal power, signal to interference ratios, desired to undesired signal
ratios, and interference to noise ratios, where appropriate. Full-color graphics illustrate
orbital position and environmental ground sites and provide easy identification of incident
interactions when user-specified thresholds have been exceeded.

SPECTRUM XXI

SPECTRUM XXl is a distributed Windows NT based application providing spectrum
management services and functionality to the spectrum management community.
SPECTRUM XXl is composed of multiple clients interconnected through servers
hierarchically organized for the maximum amount of automated data transfer.
Additionally, clients may directly exchange data among themselves (through non-
automated means such as floppy disks). SPECTRUM XXI at the client level provides
spectrum managers with the following functionality: maintain background frequency
assignment data; manage frequency assignment transactions; nominate frequencies;
validate proposals; view/maintain spectrum management coordination procedures;
generate allotments; manage frequency resources; engineer networks and links; display
Communications Electronics Operating Instructions (CEOI) data; maintain Joint
Restricted Frequency List (JRFL) data; perform Electronic Warfare (EW) deconfliction;
analyze terrain and propagation; prepare and process interference reports; analyze
interference; manage spectrum certification data; maintain spectrum management
reference information; access and maintain geophysical data; and, access exercise and
operations data. SPECTRUM XXI supports its functionality using the following data sets:
frequency proposals and assignments with status tracking; allotment plans; JRFL; CEOI;
interference reports; spectrum certification requests and spectrum certifications;
geographic data; frequency allocation data for the ITU Regions 1, 2, and 3 and the U.S.
allocation data for government and non-government; geosynchronous satellite data; and
HF sunspot data. SPECTRUM XXI at the Oracle server level supports the transfer of
“frequency proposals and assignments with status tracking” data among clients. The
clients connect to the Oracle server through either the Secure Internet Protocol Router
Network (SIPRNET) or a Secure Telephone Unit (STU-III) using the Transmit Control
Protocol/Internet Protocol (TCP/IP), exchange frequency proposals and assignments, and
disconnect. The clients remain connected only during periods of active data exchange.
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Ranges and Points of Contact

U.S. Army

Kwajalein Missile Range
Commander, Kwajalein Missile Range
P.O. Box 26
APO AP 96555

U.S. Army Dugway Proving Ground
Commander
U.S. Army Dugway Proving Ground
Dugway, UT 84022

U.S. Army Electronic Proving Ground
U.S. Army Electronic Proving Ground
Attn: STEEP-TD
Bldg. 56301, Arizona Street
Fort Huachuca, AZ 95613-7110

White Sands Missile Range
National Range Operations
CSTE-DTC-WS-NRO
MR. GLENN A. HERMAN
White Sands Missile Range, NM 88002-5158

Yuma Proving Ground
U.S. Army Yuma Proving Ground
Material Test Directorate
ATTN: STEYP-MT
Yuma Proving Ground, AZ 85365-9110

U.S. Navy

Atlantic Undersea Test and Evaluation Center
Naval Undersea Warfare Center Division, Newport
ATTN: AUTEC Program Manager (Code 7005)
1176 Howell Street
Newport, RI 02841-1708

Naval Air Warfare Center, Aircraft Division
Business Development Team
Bldg 305, Unit 10
22541 Millstone Road
Patuxent River, MD 20670-5304

E-1

Telephone: (805) 355-1415
DSN: 254-1415
Facsimile: 254-1181

Telephone: (435) 831-5187
Facsimile (435) 831-5711
E-mail: stedptd@dugway-emh9.army.mil

Telephone: (520) 538-6891
DSN: 879-6891

Facsimile: (520) 538-6361
Facsimile DSN: 879-6361

Telephone: (505) 678-0800
DSN 258-0800

TOLL FREE: 1-800-TEST-YPG
Telephone: 520-328-6225/6044
DSN: 899-6225/6044
Facsimile: 520-328-6700
Facsimile DSN: 899-6700

Telephone: (401) 832-3452
DSN: 920-3452

Telephone: 301-342-1133

DSN: 342-1133

Facsimile: 301-342-1134

E-mail: busdevteam@navair.navy.mil
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Naval Air Warfare Center, Weapons Division
Naval Air Warfare Center Weapons Division
1 Administration Circle
China Lake, CA 93555-6001
Attn: Pacific Range and Facilities (520000D)

U.S. Air Force

30th Space Wing
30th Space Wing/Program Requirements
747 Nebraska Avenue, Suite 34
Vandenberg Air Force Base, CA 93437-6294

45th Space Wing
Donald G. Cook
Brigadier General, USAF
Commander, 45th Space Wing
Director, Eastern Range
Patrick Air Force Base, FL 32925

46th Test Group
846 Test Squadron
1521 Test Track Road
Holloman Air Force Base, NM 88330-7847

Air Force Development Test Center
46th Test Wing/XPX
101 West D Avenue, Suite 222
Eglin Air Force Base, FL 32542-5492

Air Force Flight Test Center
AFFTC/PA
15 E. Yeager Blvd.
Edwards Air Force Base, CA 93524

Air Warfare Center
Commander
99th Range Squadron
ATTN: Project Management
(99 RANS/DOJ)
3770 Duffer Drive
Nellis Air Force Base, NV 89191-7001

Arnold Engineering Development Center
Arnold Engineering Development Center
(AEDC)

Director of Operations
100 Kindel Drive
Arnold Air Force Base, TN 37389-2213

Telephone: (619) 939-6033
DSN: 437-6033
Facsimile: (619) 939-6071

Telephone: (805) 734-8232, Ext. 6-7363
DSN Telephone: 276-7363
Facsimile: Ext. 6-8608

Telephone: (407) 494-4500
DSN: (407) 854-4500
Facsimile: (407) 494-2801

Telephone: (505) 679-2766
DSN: 349-2766
Facsimile: (505) 679 2906

Tel: (904) 882-5307

DSN: 872-5307

Facsimile: (904) 882-3176

Send E-mail to: bevan@eglin.af.mil

Telephone: (661) 277-3510
DSN: 527-3510
Facsimile: (661) 277-2732

Telephone Commercial: (702) 652-3620
DSN: 682-3620

Facsimile Commercial: (702) 652-3808
Facsimile DSN: 682-3620

E-mail: projmgt@rang99.nellis.af.mil

Tel: (615) 454-7622
DSN: 340-7622
Facsimile: (615) 454-3559
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Joint

Joint Interoperability Test Command 1-800 LET-JITC
2001 Brainard Road
Building 57305
Fort Huachucha, AZ 85613-7020
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E3 Test Facility Addresses and Points of Contact

U.S. Army

Army Research Laboratory (ARL)
Survivability/Lethality Analysis Directorate
ATTN: AMSRL-SL-EA

Aberdeen Proving Ground, MD 21005-5068
(410) 278-6197

Communication-Electronics Command (CECOM)
Communications-Electronics RDE Center

ATTN: AMSEL-RD-ST-WL-AA, (Mr. P. Mgjor)
Fort Monmouth, NJ 07703

(732) 427-2415

Test and Evaluation Command (ATEC)
Aberdeen Test Center

Electromagnetic Interference Test Facility
ATTN: CSTE-DTC-R-SL-EI (Mr. M. Geiger)
Aberdeen Proving Ground, MD 21005-5059
(410) 278-2598

Test and Evaluation Command (ATEC)
Electronic Proving Ground (EPG)

Test Support Branch

ATTN: CSTE-DTC-WS-EP-TT (Mr. D. Searls)
Fort Huachuca, AZ 85613-7110

(520) 538-4860

Test and Evaluation Command (ATEC)
Redstone Technical Test Center (RTTC)

E3 Test Branch

ATTN: CSTE-DTC-RT-E-EM (Mr. J. Zimmerman)
Redstone Arsenal, AL 35898-8052

(256) 876-6386

Tank-Automotive Command (TACOM)
Armaments RDE Center

ATTN: AMSTA-AR-CCF-D (Mr. D. Gutierrez)
Picatinny Arsenal, NJ 07806-5000

(973) 724-4667

Test and Evaluation Command (ATEC)

White Sands Missile Range,

Electromagnetic Radiation Effects Facility (EMRE)
ATTN: CSTE-DTC-WS-DT (Mr. J. O'Kuma)
WSMR, NM 88002-5158

(505) 678-1165

U.S. Navy

Naval Air Systems Command

Code: 4.1.7 (ATTN: Mr. M. Dabulskis)

22347 Cedar Point Road, Bldg 2185, Suite 2160-B1
Patuxent River, MD 20670-1161

(301) 342-7967

Naval Sea Systems Command
Code: 53H3 (ATTN: Mr. R. Bradley)
2531 Jefferson Davis Hwy
Arlington, VA 22242-5160

(703) 602-2549 X226

Naval Air Warfare Center Aircraft Division
Code 5.1.7 (ATTN: Mr. J. Dawson)

14438 Stanley Road, Hangar 144
Patuxent River, MD 20670-5304
(301) 826-4797

Naval Air Warfare Center Weapons Division
Code: 417000D (ATTN: Mr. S. Tanner)

1 Administrative Circle

ChinaLake, CA 93555

(760) 939-4669

Naval Surface Warfare Center, Dahlgren Division
EM Effects Division, Code J50 (Mr. W. Lucado)
17320 Dahlgren Road

Dahlgren, VA 22448-5100

(540) 653-3422

Naval Under sea Warfare Center
Code 343 (Mr. Craig Dereweny)
1176 Howell St.

Newport, Rl 02841-1708

(401) 832-5543

Space and Naval Warfare Systems Command
Code: 051-1E (ATTN: Mr. Mike Stewart)

4301 Pacific Highway, Room 2251

San Diego, CA 92110-3127

(619) 524-7896

SPAWAR Systems Center Charleston
Code 323 (ATTN: Ms. Kathy Kahlil)
P.O. Box 190022

North Charleston, SC 29419-9022

(843) 974-5372

U.S. Air Force

46th Test Wing

205 West D Avenue, Suite 348

Eglin Air Force Base, FL 32542-6865
(850) 882-9551

738th Engineering Installation Squadron
738 EIS'EEEM (Mr. Hugh Hanna)

801 Vandenberg Ave

Keeder Air Force Base, MS 39534-2633
(228) 377-3920

AFFTC

15 E. Yeager Blvd.

412TWITSR

Edwards Air Force Base, CA 93524
DSN: 527-3050

Air Force Aeronautical Systems Center

Code: ASC/ENAE (Mr. J. Welch)

2530 Loop Road West

Wright-Patterson Air Force Base, OH 45433-7101
(937) 255-8928

Rome L aboratory

RL/ERPE

(ATTN: Mr. R. Tucker)

Griffiss Air Force Base, NY 13441-4505
DSN: 587-3282
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E3 Test Facility Capabilities

= (8]
I|T|T|2|a|w
-

Army
Army Research Laboratory (ARL), Aberdeen Proving Ground v |v v
Communication-Electronics Command (CECOM), Fort Monmouth vi|v v
Test and Evaluation Command (ATEC), Aberdeen Proving Ground v |v v
Test and Evaluation Command (ATEC), Fort Huachuca v|v v
Test and Evaluation Command (ATEC), Redstone Arsenal viIiviiv|Y viv]v v
Tank-Automotive Command (TACOM), Picatinny Arsenal v|v v v
Test and Evaluation Command (ATEC), White Sands MissileRange | v |V |V | V¥ viv]v v
Navy and Marine Corps
Naval Air Systems Command, Patuxent River vi|ivi]ivi|iviiviIiviIivIivIiv|Vv
Naval Sea Systems Command, Arlington vi|iviivi|iviviIiviIivIivIiv|Vv
Naval Air Warfare Center Aircraft Division, Patuxent River viiviviviivIviIvI|Iv|V |V
Naval Air Warfare Center Weapons Division, China Lake viivi]iv|vy v v
Naval Surface Warfare Center, Dahlgren Division viivivivi|v|Vv]|Y v
Naval Undersea Warfare Center, Newport v|v v
Space and Naval Warfare Systems Command, San Diego Vi viiviiviv]IviIiv]IviIiv]Yv
SPAWAR Systems Center Charleston vI|v vi|vi]v v
Air Force
46th Test Wing, Eglin AFB VI vivIv]IvYIVIYIVIY]|VY
738" Engineering Installation Squadron, Keesler AFB v I|v Vi vi]v v
AFFTC, Edwards AFB viviv v
Air Force Aeronautical Systems Center, Wright-Patterson AFB v viviIvi]ivI|VvIYIVvIY]|V
Rome Laboratory, Griffiss AFB viI|vi]vy v
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Army

Army C-E Services Office
Attn: SFIS-FAC-P (Mr. Radice)
2461 Eisenhower Ave.
Hoffman 1, Suite 1200
Alexandria, VA 22332

(703) 325-8226
arthur.radice@hqgda.army.mil

Navy

Naval Electromagnetic Spectrum Center (NAVEMSCEN)
Code 113 (Mr. Quan Vu)

2461 Eisenhower Ave.

Hoffman 1, Suite 1202

Alexandria, VA 22332-0200

(703) 325-2865

vug@navemscen.navy.mil

Air Force

Air Force Freguency Management Agency (AFFMA)
SC Issues (Ms. S. Holiday)

2461 Eisenhower Ave.

Hoffman 1, Suite 1203

Alexandria, VA 22332-1500

(703) 428-1509

susan.holiday @pentagon.af.mil

Note: Additional points-of-contact information can be found in the Defense System
Management College CD and Elective Course “ Electromagnetic Environmental Effects
(E3)/Spectrum Certification (SC) for Program Managers.”
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0oSD

Mario Lucchese
Director, Operational Test and Evaluation
(703) 681-1449, M Lucchese@dote.osd.mil

Bill Lenzi

Joint Spectrum Center
(410) 293-4957 x — 1821
lenzi @jsc.mil

Army

Jose Reza

Army Test and Evaluation Command
(915) 568-6539
rezajose@usaec.army.mil

Navy

Steve Whitehead

Commander, Operational Test and Evaluation Force
(757) 444-5546 ext 3302/3268
whitehes@cotf.navy.mil

Marine Corps

Dr. Robert Bell

Marine Corps Operational Test and Evaluation Agency
(703) 487-3141

bellrs@nt.quantico.usmc.mil

Air Force

Mg Kent Shin

Air Force Operational Test and Evaluation Command
(505) 846-7183

kent.shin@afotec.af.mil

Note: Additional points-of-contact information can be found in the Defense System
Management College CD and Elective Course “ Electromagnetic Environmental Effects
(E3)/Spectrum Certification (SC) for Program Managers.”
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ARMY REGULATIONS AND DOCUMENTS

AR-5-12

AR-70-1

AR-70-75

AR-71-9

AR-73-1

DA PAM 70-3

DA PAM 73-2

DA PAM 73-3

ADS-37A-PRF

TR-RD-TE-97-01

FM-11-490-30

Army Management of the Electromagnetic Spectrum

Army Acquisition Policy

Survivability of Army Materiel and Equipment

Material Objectives and Requirements

Test and Evaluation Policy

Army Acquisition Procedures

Test and Evaluation Master Plan, Procedures and Guidelines

Critical Operational Issues and Criteria (COIC) Procedures and
Guidelines

Aeronautical Design Standard, Electromagnetic Environmental
Effects Performance and Verification Requirements (Aviation and
Missile Command Report)

Electromagnetic Effects Criteria and Guidelines for EMRH,
EMRO, Lightning Effects, ESD, EMP and EMI Testing of US
Army Missile Systems, (Redstone Technical Test Center Report)

Electromagnetic Radiation Management

NAVY REGULATIONS AND DOCUMENTS

SECNAVINST 2410.1

SECNAVINST 5000.2

OPNAVINST 2410.11

OPNAVINST 2450.2

Electromagnetic Compatibility Program within the Department of
the Navy

Implementation of Mandatory Procedures for Major and Non-
Major Defense Acquisition Programs and Mgjor and Non-Major
Information Technology Acquisition Programs

Procedures for the Processing of Radio Frequency Applications for
the Development and Procurement of Electronic Equipment

Electromagnetic Compatibility Program within the Department
of the Navy
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OPNAVINST 3960.10
OPNAVINST 5000.42
NAVSEA OP
3565/NAVAIR
16-1-529/SPAWAR
0967-LP-624-6010

NAVSEAINST
8020.7B

OD 30393

S9407-AB-HDBK-010
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Navy Management of the Radio Frequency Spectrum
Test and Evaluation
Research, Development, and Acquisition Procedures

Technical Manual, Electromagnetic
Radiation Hazards, Volumes| & I

Hazards of Electromagnetic Radiation to Ordnance (HERO) Safety

Program

Design Principles and Practices for Controlling Hazards of
Electromagnetic Radiation to Ordnance (HERO Design Guide)

Handbook of Shipboard Electromagnetic Shielding Practices

AIR FORCE REGULATIONS AND DOCUMENTS

AFR 80-23
AFR 800-2
AFMAN 33-120
TO 31Z-10-4
AFSC DH 1-4

Air Force Occupational

Safety and Health (AFOSH)

STANDARD 161-9

The U.S. Air Force Electromagnetic Compatibility Program
Acquisition Program Management

Radio Frequency Spectrum Management

Electromagnetic Radiation Management

Design Handbook, Electromagnetic Compatibility

Exposure to Radio Frequency Radiation

MARINE CORPS REGULATIONS AND DOCUMENTS

MCO 2400.2

MCO 2410.2

MCO 5104.2

Marine Corps Management of the Radio Frequency Spectrum
Electromagnetic Environmental Effects Control Program

Marine Corps Radio Frequency Electromagnetic Field Personnel
Protection Program
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MILITARY STANDARDS AND HANDBOOKS

MIL-HDBK-235

MIL-HDBK-237

MIL-HDBK-274

MIL-HDBK-419

MIL-HDBK-423

MIL-STD-449

MIL-STD-461E

MIL-STD-464

MIL-STD-469

MIL-STD-1310

MIL-STD-1542

MIL-STD-2169

Electromagnetic (Radiated) Environment Considerations for
Design and Procurement of Electrical and Electronic Equipment,
Subsystems and Systems

Electromagnetic Environmental Effects (E3) and Spectrum
Certification Guidance for Program Managers

Electrical Grounding for Aircraft Safety

Grounding, Bonding, and Shielding for Electronic Equipment
and Facilities

HEMP Protection for Fixed and Transportable Ground-Based
Facilities

Test Method Standard: Radio-Frequency Spectrum Characteristics,
M easurement of

Interface Standard, Requirements for the Control of
Electromagnetic Interference Characteristics of Subsystems and
Equipment (Consolidates MIL-STD-461D and 462D)

Interface Standard, Electromagnetic Environmental Effects
Requirements for Systems

Interface Standard: Radar Engineering Design Requirements,
Electromagnetic Compatibility

Standard Practice Document, Shipboard Bonding, Grounding, and
Other Techniques for Electromagnetic Compatibility and Safety

Electromagnetic Compatibility and Grounding Requirements for
Space Systems

High Altitude EMP Environment

DOD DIRECTIVES, INSTRUCTIONS, REGULATIONS, AND OTHER DOCUMENTS

CJCSI 3170.01B

CJCSI 3220.01

CJSCI 6212.01B

Requirements Generation System
Electromagnetic Spectrum Use in Joint Military Operations

Interoperability and Supportability of National Security Systems
(NSS) and Information Technology Systems (ITS)
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Defense FAR Frequency Authorization (Oct 1966)

Supplement (DFARS)

252.235-7003

DODD 3222.3 Department of Defense (DOD) Joint Electromagnetic
Environmental Effects (E3) Program and JSC Charter

DODD 4630.5 Interoperability and Supportability of Information Technology (IT)
And National Security Systems (NSS)

DODI 4630.8 Procedures for Compatibility, Interoperability, and Integration of
Command, Control, Communications, and Intelligence (C3lI)
Systems

DODD 4650.1 Management and Use of the Radio Frequency Spectrum

DODD 5000.1 The Defense Acquisition System

DODI 5000.2 Operation of the Defense Acquisition System

DODI 6055.11 Protection of DOD Personnel from Exposure to Radio Frequency
Radiation and Military Exempt Lasers

SD-2 Buying Commercial and Non-Developmental Items

SD-16 Communicating Requirements

National Manual of Regulations and Procedures for Federal Radio

Telecommunications Frequency Management

and Information

Administration

American National American National Standard Dictionary for Technologies of

Standards Institute Electromagnetic Compatibility (EMC), Electromagnetic Pulse

(EP), and Electrostatic Discharge (ESD)
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AAPG
AFFMA
APB
ASD(C3I)

BFSK
C-E
C4l
C4ISP
C4ISR

CAD
CEOQOI
Cl
CINC
COl
COSAM
CTF
DEAL
DoD
DOT&E
DT
DT&E
E3
EADSIM
EASY
EC/S
EEDS
EID
EM
EMC
EME
EMI
EMP
EMR
EMV
EP
EP-RE
EW
FAA
FCC
FDR
FM
FMO
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Aircraft inter-Antenna Propagation with Graphics
Air Force Frequency Management Agency
Acquisition Programming Baseline

Assistant Secretary of Defense for Command, Control, Communications, and
Intelligence

Binary Frequency Shift Keying

Communi cations-Electronic

Command, Control, Communications, Computers, and Intelligence
Command, Control, Communications, Computers, and Intelligence Support Plan
Command, Control, Communications, Computers, and Intelligence Surveillance
and Reconnaissance

Computer Aided Design

Communi cations Electronics Operating Instructions
Commercial Item

Commander in Chief

Critical Operational Issue

Cosite Analysis Model

Combined Test Force (DT & OT)

Design Algorithm

Department of Defense

Director, Operational Test and Evaluation
Developmental Test(ing)

Developmental Test and Evaluation
Electromagnetic Environmental Effects

Extended Air Defense Simulation

Environmental Analysis System

Equipment Characteristics/Space

Emitter Environmental Definition System
Electrically Initiated Device

Electromagnetic

Electromagnetic Compatibility

Electromagnetic Environment

Electromagnetic Interference

Electromagnetic Pulse

Electromagnetic Radiation Hazards
Electromagnetic Vulnerability

Electronic Protection

Electronic Protection - Radiated Emissions
Electronic Warfare

Federal Aviation Administration

Federal Communication Commission

Freguency Dependent Rejection

Frequency Modulation

Freguency Management Office



FP
FSK
GATE
GFE

GUI
HERF
HERO
HERP
HF

HNC
HNFS
HQ

[/N

IPT

IRAC
IRIG

ITU

JEET
JOERAD
JRFL

JSC

LOS
M&S
MAIS
MDAP
MAJCOM
MCEB
MILDEP
MNS

NDI
NEDWOP
NSA
NTIA
OATS
OPLAN
ORD

oT
OT&E
OTA
P-Static
PDP

PM
POWDEN
PWG
RADHAZ
RF
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Frequency Panel

Frequency Shift Keying

Graphical Analysis Tool for Electromagnetic Environments
Government Furnished Equipment

Graphica User Interface

Hazards of Electromagnetic Radiation to Volatile Materials, Including Fuels

Hazards of Electromagnetic Radiation to Ordnance
Hazards of Electromagnetic Radiation to Personnel
High Frequency

Host Nation Coordination

Host Nation Frequency Supportability
Headquarters

Receiver Noise

Integrated Product Team

Interdepartmental Radio Advisory Committee
Inter-Range Instrumentation Group
International Telecommunications Union
Joint E3 Evaluation Tool

JSC Ordnance E3 Risk Assessment Database
Joint Restricted Frequency List

Joint Spectrum Center

Line of Sight

Modeling and Simulation

Major Automated Information System

Magjor Defense Acquisition Program

Major Command

Military Communications-Electronics Board
Military Department

Mission Needs Statement

Non-developmental Item

Distance at a Power Density (Model)

National Security Agency

National Telecommunications and Information Administration
Open Area Test Site

Operations Plan

Operationa Requirements Document
Operational Test(ing)

Operational Test and Evaluation

Operational Test Agency

Precipitation-Static

Power Density Program

Program Manager

Power Density at a Distance (Model)
Permanent Working Group

Radiation Hazard

Radio Frequency



RTO
SAE
SAF

S

SC
SCSAT
SEM
SEER
SGI
SIPRNET
SM
SME
SMO
SPEC
STU
SYSCOM
TCP/IP
TEMP
TIREM
TMD
UAV
Uk P
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Responsible Test Organization

Society of Automotive Engineers

Satellite Antenna Footprint

Desired Signal

Spectrum Certification

Spectrum Certification System Analysis Tool
Smooth Earth Propagation

Space-Earth EMC and Radiation

Silicon Graphics Incorporated

Secure Internet Protocol Router Network
Spectrum Management

Subject Matter Experts or Subject Matter Expertise
Spectrum Management Office

Space Environmental Compatibility

Secure Telephone Unit

Systems Command

Transmission Control Protocol/Internet Protocol
Test and Evaluation Master Plan

Terrain Integrated Rough Earth Model
Theater Missile Defense

Unmanned Aerial Vehicle

United States and Possessions
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