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DATA | TEM DESCRI PTI ON

Title: Q@uidelines for Use and Operation of | NFOSEC
Equi prent / Systens (TYPE 1V)

Number: DI - TMSS- 81584 Approval Date: 5 Qctober 2000
AMSC Number: Gr399 Limtation:
DTI C Applicable: No G DEP Applicabl e: No

Ofice of Primary Responsibility: G Y242
Appl i cable Fornms: N A

Use/rel ati onship: The DI D contains the format, content and

i ntended use information for the data deliverable called for
in the Contract Data

Requi renments List.

A It provides the user with the general description of the
equi pnent/system physical and cryptosecurity guidelines;
detail ed, step-by-step operating instructions, including
rational e; and operator's probl em sol ving guide; and TEMPEST
considerations, if required.

B. It is used by instructors to devel op courses of
instruction, self-study and classroom oriented; by Service
docunent ati on devel opers who will extract those appropriate
portions for inclusion in the individual Service's nanual
and wi Il extract information required to publish abbreviated
operation instructions; by system planners who are
responsi bl e for devel oping inplenentation plans, keying
concepts and keying requirenents; and, where applicable and
appropriate, by operators to operate the | NFOSEC

equi pment / system

This Data Item Description replaces DI-M5565, which was
previ ously cancel ed.

Requi renent s:
1. GENERAL | NFORVMATI ON. The docunent shall describe the

gui delines for use and operation of | NFOSEC
equi pnent/system as descri bed herein.
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1.1 Applicable Docunment. NSA Data Standard for the
Preparati on of I NFOSEC Techni cal Manual s (DS-56), of the
issue in effect on the date of request for proposal, forns a
part of this DID to the extent specified herein.

1.2 Style and Format. The style and format shall be as
specified in the NSA DS-56, with the reading | evel as
specified for Type | Mnuals.

2. ORGANI ZATI ON AND CONTENT

Chapt er No. Title

1 General Information

2 Security (to be prepared by the Governnent)

3 Operating Instructions

4 Operator's Indicators and Probl em Sol vi ng Gui de Chapt er
No. Title

5 TEMPEST Consi derations (to be prepared by the Governnent,
i f required)

2.1 Chapter 1, General Information. Chapter 1 shall specify

t he purpose of the docunent. It shall contain a description
of the systeniequi pnent explaining its use, capabilities,
and physical and technical characteristics. It shal

i nclude, but not necessarily be limted to, the foll ow ng:

A. A brief narrative that explains what the equipnment is,
its capabilities, and how in general the equi pnent
acconplishes its purpose. Were the systemis conprised of
nore than one basic equi pnment, a separate narrative shall be
provi ded for each equi pnent.

B. An illustration of the equipnent (front-oblique
view)indi cating the height, depth, and w dth neasurenents.

I ncl ude primary power requirenents in volts and anperes, AC
and DC, and total power consunption in watts.
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C. A separate description and illustration of each ancillary
equi pnent and/ or supporting devices.

2.2 Chapter 2, Security. Chapter 2 wll be provided by the
Governnent to the contractor at the tine of fina
publ i cati on.

2.3 Chapter 3, Qperating Instructions. Chapter 3 shal
provi de step-by step instructions for operating the

equi pnent/system It shall include by not necessarily be
limted to, the foll ow ng:

A. Any rules, including rationale, unique to the

equi pnent/systemwhich will affect security or nornmal
operations if not adhered to. For exanple, "Use the | ower
nunbered position for and the hi gher nunbered position
for because !

B. Aline drawing of the equipnent/device discussed in the
procedure shall precede the set of instructions and shal
identify the operating controls and indicators called out in
the instructions.

C. Atabular listing of front panel controls, where
applicabl e, show ng the exact markings appearing on the
front panel and the associated functions. For Exanple:

PT - Plain Test

CT - Cipher Text
D. Preoperational tests and adjustnments which would nornally
be performed by the equi pnent operator as part of normal
equi pnment operati on.
E. Step-by-step instructions for: turn-on, |oading key,
normal operations (in each node or configuration),

zeroi zing, changing batteries (if applicable), and checking
procedures.
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2.4 Chapter 4, Qperator's Indicators and Probl em Sol vi ng
@Quide. Chapter 4 shall provide a tabular listing of all

i ndi cators which may be heard or seen by the operator and
shall identify the problens an operator will nost likely
encounter. The Chapter shall include:

A. A tabular listing identifying each indicator an operator
may hear or see, when it will occur, what it nmeans, and what
actions the operator should take.

B. Atabular listing which identifies a problem states what
is likely to be wong with the equipnent, and lists the
steps an operator should take to correct the problem

2.5 Chapter 5, TEMPEST Considerations. Chapter 5 wll

be provided by the Governnent to the contractor at the tine
of final publication.
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